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informed and able to understand both the benefits and risks inherent in online interaction
and engagement will be, by far, the most effective and efficient method, whether young
people are engaging in social networking services or transacting online.

30. This is a viewpoint strongly endorsed at Privacy Victoria’s ‘Children, Young People and
Privacy’ Conference held in May 2010. Academics and presenters at the conference
considered that while ‘sinister...agendas cannot always be avoided, coping strategies must
be developed’ and that the most effective strategy, education, ‘is more likely to result in
informed and sensible choices’.*> Academic commentators reiterated this view, stating
that:

Some degree of risk-taking is inevitable and no software solution or no network
management law will make all the dangers go away. If you want total freedom from
online danger the only way to ensure that safety is to go offline...overall it might be
better to build relationships and resilience rather than build firewalls and the
bankrolls of surveillance service providers.23

31. Part of informing children of the risks and issues is to allow them to participate in
developing their own material and understanding. At the ‘Children, Young People and
Privacy’ Conference, keynote speaker Robyn Treyvaud presented a film regarding the
recent phenomenon of ‘sexting’ — the creating, sharing and forwarding of sexually
explicit images and text by teens.”* The film was produced by a local filmmaker and 40
Bendigo teenagers, aiming ‘to inform and to be informed by the community, so that it
feels confident enough to deal with cyber issues and work as a community to develop a
culture of ethical digital citizenship.” Similarly, the Office of the Privacy Commissioner
of New Zealand’s Youth Advisory Group has produced material specifically encouraging
young people to think about how their personal information is managed.”

32. Other presenters at the Conference highlighted that some jurisdictions have begun to
introduce Information and Communications Technology training and education as soon as
early childhood.”® The challenge for educators will be ensuring such educational
programmes meet the needs of young people, and ensure they are developed by ‘talking
with young people, not to them’.’ K

2 Candice Jansz, ‘Growing up Networked’, Paper presented at the *Children, young people and privacy
conference’, Melbourne, 21 May 2010 (available at http://www.privacy.gov.au).

2 Bruce Arnold, ‘Digital Handcuffs or Electronic Nannies: Children, Privacy and Emerging Surveillance
Technologies, Paper presented at the *Children, young people and privacy conference’, Melbourne, 21 May
2010 (available at http://www.privacy.gov.au)..

* See Robyn Treuvaud, ‘Children and Young People, Living Very Public-Private Lives Online’, paper
presented at the ‘Children, Young People and Privacy Conference’, Melbourne, 21 May 2010 (available at
http://www.privacy.gov.au)..

2 See http://www.privacy.org.nz/youth,

* Liz Butterfield, ‘Privacy, Digital Citizenship and Young Children’, Paper presented at the ‘Children, young
people and privacy conference’, Melbourne, 21 May 2010 (available at http://www.privacy.gov.au).

27 Robyn Treyvaud, *Children and Young People living very public-private lives online’, Paper presented at the
*Children, young people and privacy conference’, Melbourne, 21 May 2010 (available at
http://www.privacy.gov.au).
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Technical constraints alone will be insufficient

33. There is a significant danger of going ‘too far down the road’ in implementing technical
constraints on online environments. If ultimately disproportionate controls on internet
usage are introduced (either for children specifically, or all citizens in general), society
risks trading off some of the benefits of online interaction and offering only a sanitised
and controlled version of interaction. I seriously question whether the ISP internet
filtering proposal of ‘refused classification’ level at a national level represents a
proportional response to concerns raised.

34. Additionally, the effectiveness of filtering as a means of protecting children online has
been seriously questioned. Filtering ‘may not be an effective strategy’ and significant
‘limitations (are) associated with filtering technology’.**

35. A comprehensive educative programme, which begins when children first begin to
interact with online environments and continuing through to the different challenges of
late adolescence, is required and supported. Technical constraints have a place, but it
should not be the predominant one.

5. Conclusion

36. There is no singular solution to ensuring the protection of young people online. Privacy
laws can assist by regulating the way in which organisations collect and deal with
personal information, but ultimately, educating young people of the implications of
releasing their personal information is the best method to achieving a safer online
environment.

HELEN VERSEY
Victorian Privacy Commisgioner

2" Dooley, JJ, Cross, D, Hearn, L, Treyvaud, R. ‘Review of existing Australian and international cyber-safety
research’, Child Heath Promotion Research Centre, Edith Cowan University, Perth (p. 178-183), accessible at
http://www.dbcde.gov.aw/__data/assets/pdf_file/0004/119416/ECU_Review_of_existing_Australian_and_intern
ational_cyber-safety_research.pdf.
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