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Tuesday, 14 March 2006 Senate—L egislation L&C1

Committee met at 9.05 am

CHAIR (Senator Payne)—Good morning, ladies and gentlemen. This is the hearing for
the Senate Legal and Constitutional Legislation Committee’s inquiry into the Exposure Draft
of the Anti-Money Laundering and Counter-Terrorism Financing Bill 2005. The inquiry was
referred to the committee by the Senate on 9 February 2006 for report by 13 April 2006. The
exposure draft of the bill proposes a number of amendments to Australia’s anti-money
laundering and counter-terrorism financing system, in line with international standards issued
by the Financial Action Task Force on Money Laundering. The exposure bill provides a
framework enabling individual businesses to manage money laundering and terrorism
financing risks specific to their industry sector.

The committee has received 30 submissions to this inquiry, all of which have been
authorised for publication and are available on the committee’'s website. Witnesses are
reminded of the notes they have received relating to parliamentary privilege and the
protection of official witnesses. Further copies are available from the secretariat. Witnesses
are also reminded that the giving of false or misleading evidence to the committee may
constitute a contempt of the Senate.

The committee does prefer all evidence to be given in public but, under the Senate's
resolutions, witnesses do have the right to request to be heard in private session. It is
important that witnesses give the committee notice if they intend to ask to give evidence in
camera. | would also ask witnesses to remain behind for a few moments at the conclusion of
their evidence, in the event that the Hansard staff need to clarify any terms or references.
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[9.06 am]
BURKE, Mr Anthony John, Director, Australian Banker s Association

LAWLER, Mr Luke Colm, Senior Adviser, Policy and Public Affairs, Credit Union
Industry Association

VENGA, Mr Raj, Executive Director, Australian Association of Permanent Building
Societies

CHAIR—Welcome. | will ask each of you in turn to address your own submissions, and
then we will go to questions in globo, if you like. We might start with you, Mr Burke. The
ABA has |odged a submission with the committee which we have numbered 18. Do you need
to make any amendments or alterations to that submission?

Mr Burke—No, thank you.
CHAIR—Then | will ask you to make a short opening statement.

Mr Burke—I thank you for the opportunity to address the committee. Our submission
addresses a number of key issues as to content of the draft legislation. Our covering letter
raises some overriding concerns which | would like to touch on in my opening statement.
These relate to timing with respect to the consultation process and our ability to complete a
submission by the nominated deadline and timing of implementation of the measures once
they have passed through the parliament.

| am also going to speak in some detail about another overriding concern of ours, which
has to do with what we believe to be a lack of a risk based approach in the draft so far. Asto
timing, the state of play as of today is that we do not have a complete package of legidation
and rules. Submissions are due 13 April. We bdlieve it is essential that we have a complete
product before we can complete consultation and finalise our submissions. We believe that a
time of five to six weeks will be necessary after the product is delivered to us in complete
form.

We are working with the Attorney-General’s Department and the minister at the moment on
some alternative drafting approaches. Jointly we have a hope that that will accelerate the
drafting process and perhaps address some of the other concerns we have. But again, as yet
we do not have a complete product.

The other key timing issue is implementation. Once the legidlation is ready, we believe that
a time of two to three years will be necessary to implement this very complex piece of
legidlation which has very significant ramifications across our institutions. At this stage we do
not have a firm position from government as to what they see the transition period as being,
but it is our firm view that regardless of where the drafting ends up, a time of two to three
years will be necessary.

As to the question of a risk based approach, | will read from a short prepared statement. It
is our concern that the current drafting approach, as it emerges in the draft legislation and the
rules such as we have them, does not reflect a risk based approach and, in that sense, is
inconsistent with what we agreed with the minister and the Attorney-General’s Department
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last year at the roundtable meetings, inconsistent with FATF recommendations, and
inconsistent with best practice internationally.

As recognised in the FATF recommendations concerning the measures to be taken by
financial institutions and agreed by government and industry, the entire approach should
reflect arisk based approach in order to ensure that appropriate resources are matched to high-
risk activities and functions. The proposed regime is not risk based either at global or
structural level, nor in relation to specific obligations. Generally a risk based approach should
match the obligations imposed on an entity with the risks faced by that entity in a proportional
and balanced way. More demanding abligations should be imposed to manage more serious
risks.

The risk based approach requires, firstly, that legal obligations be framed so that the scope
of the legal obligations should be clear and the entity subject to the obligations should be able
to determine what needs to be done to comply. Secondly, compliance with the legal
obligations should be feasible and practical. The entity subject to the legal obligations should
be able to do what is needed to comply. Thirdly, appropriate enforcement mechanisms should
be in place. The entity subject to legal obligation should be subject to reasonable and
proportionate sanctions in cases of noncompliance. This is most effectively achieved by an
overriding object in the interpretation part that makes clear that, both qualitatively and
quantitatively, each obligation under the draft bill is to be interpreted consistently with a risk
based approach relevant, for example, to the nature, scale complexity and risk profile of a
reporting entity’s business. As part of this overriding part, a global defence for reasonable
steps and due diligence would be included.

Obviously, unless specifically stated to do so, this would not impact on the obligations
aready in place under the Financial Transaction Reports Act. Parts 3, 4 and 10 of the draft
AMLCTF Bill potentially fall into that category and require more detailed analysis to see
whether they go beyond the existing requirements in either application or obligation or are
otherwise onerous or impractical. For example, reporting obligations in part 3 of the
AMLCTF Bill are similar to obligations currently included in the FTRA. The industry has
concerns that the suspicious matter reporting rules may be too prescriptive, as it appears that
as many as 24 matters—many of which are difficult to assess—must be taken into account in
determining whether there are reasonable grounds for forming a suspicion that would require
a suspicious matter report, and as many as 19 details must be included in such areport.

I will touch on a couple of examples of where we think there is a significant gap—that is,
where we do not believe the AMLCTF hill is risk based. Firstly, in part 2, ‘Identification
procedures’, there is a failure to distinguish between high- and low-risk products through the
definitions, which results in obligations that are not proportionate to risk. Rules relating to
“know your customer’ are too complex and excessive for low-risk services. Key aspects of the
operation of this part are contained in the rules. Without knowing the content of therules, itis
not possible to determine whether the scope of the obligation is sufficiently clear and whether
regulated institutions will be capable of complying.

Theinclusion of a defence of reasonable reliance on information provided would suggest a
risk based approach in the context of core obligations that are not clearly defined in the act
itself. Because of overrdliance on the rules, it is not risk based. Another example is
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correspondent banking. The core definition of the obligation, the meaning of correspondent
banking, is not defined. Without a clear definition of what correspondent banking means, the
scope of the legal obligation is unclear. There are operational difficulties with compliance.
The industry is concerned that it obliges extensive due diligence from a regulator and you
may have no means of conducting due diligence of a correspondent bank as a client. For
example, agreements with all correspondent banks are required. Similarly to section 74, there
also detailed obligations to prepare a due diligence assessment regarding section 79 and 80,
the seventh of which are any matters specified in the rules. Some of the matters included in
the due diligence report are difficult to determine. In a context where some of the
requirements for compliance are excessive and too onerous, the severity of any penalty for
noncompliance may be excessive.

CHAIR—Thank you very much, Mr Burke. As | said, we will go to questions for the three
of you at the end if that is okay. We will move on to the AAPBS. Mr Venga, you have |odged
a submission with the committee which we have numbered 8. Do you need to make any
amendments or alterations to submission No. 8?

Mr Venga—No.
CHAIR—I theninvite you to make an opening statement.

Mr Venga—Thank you very much for inviting us to provide evidence. AAPBS is the peak
industry body for building societies in Australia. The building society members serve some
1.3 million members, particularly in regional Australia. They pursue progressive and service
oriented strategies and provide first-rate financial services to benefit their customers and their
communities. The majority of building societies, in terms of both assets and number, are
mutual organisations. Profit maximisation is not their goal. Rather, they are there to optimise
benefits to their members by way of lower fees and chargers or higher depasit rates et cetera.
Customer service is the lifeblood of building societies, and the AML legidation as proposed
obviously has implications. We see it as an intrusion into customer relations, and | would like
to talk about that shortly, if | may.

We endorse the contents of the ABA submission. We have been party to a number of
working groups, including the ministerial advisory group. We particularly share the concerns
about the four-month consultation period being inadequate, particularly as the mgjority of the
rules have not been released. It is difficult for us to do an impact analysis of the proposed
legidation at present.

Like everyone else, we are keen to know the likely transition period that will be afforded.
Our initial view is that we will need two to three years to properly implement the proposed
legidation, given the systems modifications, staff training and processes that need to be
undertaken. We note that the FSR provided a transition period of two years, which | thought
was a reasonable indication of the time required, because the AML is no less difficult to
implement than the FSR.

The cost of implementing the AML regime will fall disproportionately on smaller financial
institutions, such as building societies, as they are not able to achieve the economies of scale
enjoyed by larger players. We have a limited resource capacity to commit dedicated resources
to a project of this nature. For example, the exposure of building societies to foreign PEPs—
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palitically exposed persons—is very limited, if not non-existent, yet we will need to invest
heavily in identifying PEPs. The use of commercia lists, we understand, will cost up to
$US500,000 per annum. That amount is beyond the capacity of any building society. Thereis
an indication that some sort of sdlf-declaration will be permitted. This has the potential to
reduce our costs, and we would welcome such an initiative.

| will give another example, if | may. Customer transactions will need to be monitored. We
know that. While the requirement is technologically neutral, the reality is that almost all
building societies will need to purchase systems or effect modifications to achieve this. The
expense is considered excessive. We also hope to see a regulatory impact statement that
contains a genuine analysis of the cost to business. We hope it will be nothing like that
prepared for the FSR. The regulatory impact statement for the FSR contained a woeful
analysis of the cost to business. It boldly stated that the FSR “will reduce compliance costs for
industry’, noting that ‘industry is likely to incur some costs in the initial stages’, although
these costs ‘will be limited by the fact that the new disclosure regime is broadly in line with
existing requirements’. What a joke that turned out to be!

We do not believe that the government and its agencies have properly considered how
intrusive the customer identification and monitoring requirements of the bill and rules actually
are. We see such intrusion as a bad thing. The fact of the matter is that the overwhelming
majority of our members—almost all of them—are neither money launderers nor terrorists.
Customers will not welcome the prospect of providing ID information—although they do it
now on a limited basis—or responding to queries in relation to the source of funds, income
and financial assets or their financial situation. These are personal and confidential matters
that customers would understandably not wish to share, unless absolutely necessary in
relation to the designated service—for example, applying for aloan. If a customer chooses not
to cooperate, do we terminate our business relationship with the customer? And are we
required to lodge a suspect matter report on the basis that the customer has not been
forthcoming in providing thisinformation?

| appreciate that thisis areasonably sensitive issue but, as the bill presently stands, deposit-
taking activities by unregulated bodies, such as church development funds, are not caught.
While deposit taking is a designated service under item 5, table 1 of section 6, it applies only
to ADIs, such as banks, building societies and credit unions, or a person specified in the
AMLCTFrules.

If church development funds are not excluded from the bill it is, it seems to us, very likely
that money launders will exploit this loophole. This is the weakest link in the chain. The
exclusion of these funds from the ambit of designated services obviously also affords them an
unwarranted competitive advantage to authorised deposit takers. It is noteworthy in this
regard that APRA too is looking at the activities to see if they need to be licensed to conduct
banking business under the Banking Act. We would like to see an undertaking from the
Attorney-General and AUSTRAC that the activities of church development funds will be
designated services under the AMLCTF rules, although we do not see why the bill itself could
not be amended and broadened to include any deposit taking whether or not authorised by the
Banking Act.
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CHAIR—Thank you. We will move on to Mr Lawler. The Credit Union Industry
Association has lodged a submission with the committee which we have numbered 19. Do
you wish to make any amendments or alterations to that submission?

Mr Lawler—No.
CHAIR—I invite you to make an opening statement.

Mr Lawler—Thank you for the opportunity to contribute to the inquiry. We certainly
welcome discussion and debate about these very significant proposals. The Credit Union
Industry Association is the main industry body for Australia’s 151 credit unions. We have 3.5
million members and total assets of around $32 billion. All credit unions are mutual entities—
they are member owned, member focused, authorised deposit taking institutions.

Credit unions have been complying with anti money-laundering laws for many years.
These proposals will see anti money-laundering laws capturing a much wider group of entities
in the net, and will also see much more active surveillance of customer activity. We support
the risk based approach. | support Tony's remarks earlier about how far away from a risk
based approach this is. The trade-off with a risk based approach is uncertainty about exactly
what the risks are and what the expectations of the regulator are. Credit unions will need alot
more information and guidance about money-laundering risks, particularly terrorism financed
financing risks because both have been conflated in this legidation, and the regulator’s
expectations about responding to these risks for these proposals to be workable—not in a
prescriptive rules based sense but in terms of information and guidance about the risks so they
can respond to them.

I will run through a quick sample of some of the obligations that this proposed legislation
will impose. Credit unions and other regulated entities will be required to collect baseline
information on all customers. They will have to give all customers a risk classification, they
will haveto identify customers and services that pose a high risk, and they will have to collect
quite detailed information on some customers and carry out transaction monitoring. Regul ated
entities will be obliged to report suspicious matters, even in cases where there is no actual
transaction. Because of the impact on customers of these proposals, we have said from the
outset that a significant public education campaign will be needed to explain why your
financial institution will be asking you for more information about your personal affairs. We
think this will come as a shock and a surpriseto alot of customers.

An issue | want to flag with the committee and which is of particular concern to credit
unions and other smaller players is the future of the current acceptable referee method of
identifying customers. This method in its current form does not meet the test of the FATF
standard but smaller institutions without large branch networks rely on this method for
competitive neutrality and we seek its retention with some modifications until genuine
alternatives are available. | am very happy to answer any questions you may have.

CHAIR—Thank you. | thank all three of the organisations for their submissions. They are
very helpful to the committee's considerations. Each of your submissions raises concerns
about the exposure draft, both its content and in some cases its process. | wonder what
capacity you currently have to raise those concerns with the relevant departments and/or the
minister, and whether that is a productive process at the moment. Is that still operating?
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Mr Burke—The process is effective. There is a consultation framework in place which
comprises a ministerial advisory group. We three sit on that along with other industry
representatives.

CHAIR—Does that mean you complain to yourselves?

Mr Burke—Yes, as wdl as to the Attorney-General’s Department, AUSTRAC and the
minister. Then reporting to the advisory group are four working groups looking after payment
programs, customer verification and international issues and risk principles. There is a large
body of people from the banks and other financial institutions involved in those working
groups and there are AUSTRAC and Attorney-General’s representatives participating as well.
In fact, A-G's and AUSTRAC co-chair those groups. There is engagement with a large
number of people, there is a deal of work and there is certainly an opportunity to provide
advice to government on both process and content issues, but the simple fact is that we are not
where we need to be in order to complete the consultation process by 13 April.

CHAIR—Would you agree with those observations, Mr Lawler?

Mr Lawler—Yes, | would agree with that. There has been a fair lengthy consultation
process. But to date for some key parts of the regime, because we have a high-level piece of
legidation with the key operational details in rules, we ssimply do not have many of the rules
yet.

CHAIR—Wheat is the feedback on where the rules are and when you might see them?
What is happening with that side of the process?

Mr Burke—At a detail level, there are two rules which, as we understand it, are near
compl etion. Others have been promised but, as has been remarked, we need to have five to six
weeks from the completed product. We are already inside that five to six weeks. We think
they are coming but as for when—

Senator LUDWIG—How many rules do you expect there to be in total?

Mr Burke—That is not completely clear. The most recent advice we have is a timetable
issued on 30 January. There were ninerules listed in that timetable.

Senator LUDWIG—And how many do you have now?

Mr Burke—Two.

Senator LUDWIG—What about guidelines?

Mr Burke—Thereis one set of guidelinesin development at the moment.
Senator LUDWIG—Do you expect the same number of guidelines?

Mr Burke—Itisnot clear at this stage.

Senator LUDWIG—I heard afigure of three out of 30. Isthat what it is referring to—two
rules and one set of guidelines and potentially 30 mixed rules and guidelines?

Mr Burke—Yes. That relates to in fact another document which was issued prior to
Christmas and was a list of possible rules. We understood the list to be issued on 30 January
would replace that.
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Senator LUDWIG—So has Attorney-General’s given you a commitment that they will
have those rules and guidelines finalised by 13 April or prior to 13 April?

Mr Burke—By 13 April, yes.

Senator LUDWIG—So they have given that commitment that they will have them by 13
April?

Mr Burke—Yes, but the issue is that we need them soon.

Senator LUDWIG—I refer to two matters that you raised: correspondent banking and risk
based assessment. It seems to me, from the literature and from the submissions of al parties
to date, that there is no agreed definition of what a risk based approach is. Is there a
definition?

Mr Burke—Thereis no agreed definition.
Senator LUDWIG—BUt isthere a definition or are we searching for the preferred term?

Mr Venga—As | understand it, in the UK there is certain wording that seems to be quite
appropriate that we could lift off them.

Mr Burke—The formulation Ragj refers to is in the steering group guidelines. That is a
formulation which | believe most of those participating from the finance sector side would be
comfortable with.

Senator LUDWIG—What has been the Attorney-General’s Department’s view on that to
date?

Mr Burke—I think they see it as useful input, but the approach taken to date has been
quite different from that taken in the most recent draft in the UK.

Senator LUDWIG—The submissions seem to suggest that it is still overly prescriptive
and not risk based. Is that still the position? What | am trying to ascertain, as we move
towards 13 April, is whether there is a coming together of minds or a meeting of minds in
respect of how the legislation should work and whether some of the matters that you have
raised have been finalised—and are no longer issues—or remain issues and so are outstanding
issues and, from your perspective, still impact significantly on how the legidation will
operate. | guessthat isatall order.

Mr Venga—I understand that the bill—I think it was part 2—was being looked at in terms
of identification.

Mr Burke—There is a piece of work being undertaken at the moment by the Attorney-
General’s Department. As they are appearing before the committee this afternoon, no doubt
they will refer toiit.

CHAIR—No doubt we will ask them.

Mr Burke—As we understand it, it is an attempt following the most recent meeting of the
ministerial advisory group to arrive at arisk based approach. It will at least, as we understand
it, address the two points | mentioned—that is, correspondent banking and the part 2
identification measures. We have provided some advice that it should also consider other
areas. We understand that the department will produce a document prior to the next meeting
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of the advisory group, which is scheduled for Thursday. That will then allow us to have an
opportunity to make a decision as to how close we are to the government’s position. But, asto
the body of issues raised in our submission—that is, the detailed content issues—we still see
those as outstanding.

Senator LUDWIG—There seems to be a significant difference of opinion on sections 73
and 74 of the exposure draft, which relate to ‘ materially mitigate’. That is not only in your
submission; it isin arange of others. Other submissions have identified a problem in terms of
it being either overly prescriptive or not risk based.

Mr Burke—I think it is an interesting example. While we have spent quite a deal of time
discussing ‘ materially mitigate’ with the department and AUSTRAC, we have not yet come to
an agreed position on that. Our concern isthat it is too prescriptive. Our concern also is that it
will not do the job. An organisation could be said to have materially mitigated risk in that no
money laundering had been discovered, so the outcome was positive but the processes were
very shoddy indeed. The converse may apply—an organisation may have fantastic processes
but, unfortunately, has been the victim of money laundering and hence could be said not to
have materially mitigated risk.

Senator LUDW I G—And the defences are not sufficient.
Mr Burke—Yes.

Senator LUDWIG—What you also say is that, under FATF recommendation 15, there is
an excess of the obligation.

Mr Burke—Yes.
Senator LUDWIG—In part 2 you say:

The current ED and subordinate instruments contain overlapping obligations which would result in
interpretative inconsistency ...

| was wondering if you could either amplify that or provide an example of where you say
there is interpretative inconsistency and ambiguity which would then raise difficult questions
of construction. It might be onein respect of ‘ materially mitigate'. | am referring to page 8.

Mr Burke—'Materially mitigate' is a good example.

Senator LUDWIG—When you then talk about those, | was just curious as to whether
those issues were till outstanding—the definitions that are provided.

Mr Burke—I haveto say at this point that we jointly—that is, industry, Attorney-General’s
Department and AUSTRAC—have not really got to grips with the definitions.

Senator LUDWIG—It also seems to be that the exposure draft lifts definitions out of
various other pieces of legidation. Thisis effectively going to be your bill and your act when
implemented. In terms of general drafting practice, from industry’s perspective, is that the
way you would like to see the legislation—Iifting definitions out of other acts so that you then
have to refer back to those to find out what the definitions are? Is that helpful to industry or
less helpful to industry?

Mr Burke—I guess there are two sides to that question. It could be unhelpful in that it
requires reference to multiple pieces of legidation. But, for example, in relation to the
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definition of ‘account’, upon which | addressed the committee when we looked at the
antiterrorism bill, | think it would be helpful to maintain consistency in that definition.

Senator LUDWIG—And what is your ultimate view on these things?
Mr Burke—On which things?

Senator LUDWIG—There is a choice as to whether you want to maintain consistency
with the other legidation. It is afair practice. | have in mind that, once you start reproducing
other acts' definitions, they change—whereas if you cite them, they at least remain uniform
until they fall out of favour again. That isthe choice.

Mr Burke—The latter would be preferable.

Senator LUDWIG—In terms of the designated services, in paragraph 4 on page 9 you talk
about ‘no limits' —that is, monetary limits—except for a $1,000 limit for stored value cards.
Do you have a view about what the limits should be?

Mr Burke—Apart from the example Raj gave, | don't think we have really got to grips
with the designated services and the definition. We have not yet formed a position on when it
is necessary for those services.

Mr Venga—A personal loan of $500 could come within the ambit of this legislation. That
is quite outrageous.

Senator LUDWIG—So where do you think the bar should be set?

Mr Venga—I have not focused on that, to be honest. You look at 60-odd designated
services and you really have to go through each one of them and speak to each industry group
representing them to find out what would be an appropriate threshold. | could not answer that,
| am afraid.

Senator L UDWIG—So where do we go to from here if you cannot answer it? A range of
issues and quite detailed matters have been provided in all submissions from you three
parties. There are choices. In other words, there are choices as to whether you have
definitions; there are choices as to where you set the limits. So you have a working group or a
consultative group to work that out. Ultimately, A-G’s have to take the lead from industry as
to what their final position might be. Or are you saying that the A-G should come up with a
position after criticism and then come back with a response? Or does industry have a view as
to what appropriate limits should be, given the background of costs, time and money to
implement this legidation?

Mr Burke—I think they can be developed within the consultative process | described. It is
just that that process has not yet got to these matters.

Senator LUDWIG—So whereisthe process up to?

Mr Burke—The process has ddlivered the draft rules and the guidelines which have been
issued today. We are continuing to do other work—for example, the correspondent banking
role. As to when the process will make a determination on these matters—that is, the
definitions of designated services—I cannot answer that question.

CHAIR—In terms of time, | am hoping it is 14 March—I certainly think it is—so the time
frame remaining is until 13 April.
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Mr Burke—Correct.

Mr Venga—Certainly it is not enough time—
CHAIR—for alot of work to be done.

Mr Burke—Indeed.

Senator LUDWIG—That is what | am trying to get a sense of. A significant number of
matters of fine detail seem to remain unresolved between at least the ABA and Attorney-
General’s. Or they may be resolved and this is a second go at trying to work out a better
solution. It seems to be the former, not the latter, because you do not have an alternative
proposal in some respects as to what you think should happen. For that to happen, are you
waiting for A-G’s to provide a view on arange of theseissues? How is the feedback working?

Mr Burke—The way the feedback is working at the moment is that we are asked to
consider particular draft rules. Consultation is confined to the scope of those draft rules.

Senator LUDWIG—Not on the exposure draft?
Mr Burke—At the moment most of the time has been spent on the rules.
Senator LUDWIG—Because you don’t have the rules yet.

Mr Burke—There are matters regarding definitions, the designated services and the limits,
that you have touched on. Defences and the question of impact on other laws we have not got
to.

Senator LUDWIG—So we are a long way away from the public education campaign
which might be needed to explain to the public why there are so many rules.

CHAIR—Mr Lawler, in the Credit Union Industry Association submission, you refer quite
explicitly to the requirement for a major public education campaign. Before that, in the third
paragraph on the second page, you talk about how consumers may find the new regime
requirements ‘intrusive and invasive of their privacy’. How would the credit unions plan to go
about working with their members to assist them in understanding and appreciating this, and
what sort of cost will that have to your business?

Mr Lawler—There will be asignificant cost in setting up the AML CTF program, whichis
kind of the core of the compliance obligation in this proposed legidation. In the lead-up to the
passage of legislation and in the transition period, we will get a better understanding of what
the regulators expectations are about the risks and the response to the risks but it is
potentially quite incredibly invasive and intrusive of peopl€e's privacy—the information that
you have to ask people for and also the information which will be reported to AUSTRAC,
which then chooses whether or not to disseminate it to a vast number of other federal and
state agencies, which may or may not be useful in counter-terrorism financing and anti-
money-laundering activities.

We would anticipate that, depending on the extent to which one has to gather this sort of
additional information on customers beyond what is gathered in the ordinary course of
business now, many of our members would be quite affronted and quite surprised at being
asked to provide this sort of information. Even some of the basdine information that is
proposed to be provided includes, for example, place of birth. If you provide a birth certificate
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as D, that is all taken care of but if you provide, for example, a drivers licence as ID, you are
not necessarily disclosing your place of birth. Nevertheless, the regulated entity will have to
ask you for your place of birth. Some people might find that unnecessary and a little creepy.

These are the sorts of changes that will come with this regime. We are concerned that our
members will think that it is the credit union, the bank, the building society or whatever which
is seeking this information, possibly for its own commercial purposes. So we will be quite
keen to explain that if we have to collect this sort of information—and in cases where
someone fits a profile of possibly a high risk or a high-risk product, we will have to go and
get some more information on them—we will want them to be aware that thisis a legislative
requirement and that we are not doing this simply to intrude in their personal affairs. That is
why we really think it is important that the community understands what is actually being
proposed here. There is a kind of deputisation of the entire financial sector to gather
information on people and report information on people to a vast number of federal agencies.
I amjust not quite sure whether that has been particularly understood.

Senator LUDWIG—Just on that matter and in terms of the privacy concerns, would all of
your members or your members' businesses be subject to the privacy principles?

Mr Lawler—Yes.

Senator LUDWIG—So they would al have turnovers greater than $3 million and the
like?

Mr Lawler—Either they are at the turnover threshold or they have opted in.
Senator LUDWIG—And that would be the same for—
Mr Venga—I would think so.

Senator LUDWIG—Have you then looked at or analysed how much those cost burdens
would be to ensure that you do in fact deal with all that information that you are going to
collect under this legislation and satisfy the privacy principles?

Mr Venga—Are we talking about busi nesses or individuals?

Senator LUDWIG—The legidlation will require you to collect information. You will then
have to store it. You will have to store it, some suggest, even in paper record form. So you
will have location storage costs. You will then have additional computer requirements, |
suspect, to be able to store that type of information. You will then have to employ additional
software, as you have indicated, to identify suspicious transactions and the like. All of that is
part of the AML CTF process. You will then have to ensure that you have got privacy issues
addressed. So you will then have to implement additional or existing safeguards and security
measures to ensure that those records that you are keeping that are in excess of what you
currently keep are maintained in an appropriate way to satisfy your customers' concerns, if
they do raise them with you, that you are keeping these in a secure format and that you meet
the national privacy principles. They will then feel secure in providing that information to
you. Have you considered those costs? Can you quantify those?

Mr Lawler—The short answer is no. We are unable to quantify them. Clearly, there will be
acost. Again, it gets down to the extent to which the risk based approach works. Member trust
is critically important to our sorts of businesses and because of our mutual structure.
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Returning to the point about community expectations and community understanding,
everyone opposes money laundering and everyone opposes terrorism financing. There is no
argument there. It is a question of what is realistic and proportionate and what are reasonable
expectations in the community about information—what is suspicious; what is unusual; and
what people consider to be a reasonable approach to tackling these money-laundering
problems and terrorism financing problems. The point | am making is. potentialy, it could be
quite a monster. It depends on everyone taking a reasonable approach and, to some extent, the
very first audit that AUSTRAC does of an institution will determine the shape of the regime.

Senator LUDWIG—Have you had any feedback from AUSTRAC as to how they are
going to be aregulator in this system and how they are going to address some of the concerns
that you have raised today? That is also a critical part. There is the framework legidation,
there are the rules and there are the guidelines. The rules will come with sanctions and they
will come with defences. They will come with a regulator who will look at your practices,
your procedures, what you have got in place. | suspect there will be audits as well to see how
you have performed. It will be their process which will determine, by and large, whether or
not you look at sanctions or remedial action.

Mr Venga—It is probably too early in the piece and it is probably a matter best asked of
AUSTRAC, | think.

Senator LUDWIG—Have you asked AUSTRAC? This is industry’s opportunity. Let me
be frank: you have four months. The exposure draft is out. It has been sent by the minister.
You knew as early as, | guess, 2003 that Australia was going to comply with the 40 plus 9
recommendations. The minister has taken a fair while to provide the exposure draft, but it is
now available. You have got a consultative process with the minister, and here is your
opportunity. Additionally, you have got the opportunity today to raise these matters, so those
are your forums. | want to know: are you raising these issues?

Mr Lawler—Yes, we are raising these issues with AUSTRAC. AUSTRAC makes the
point that, being a risk based approach, a very large part of the success of this regime and the
core of the obligations on regulated entities is to have an anti-money-laundering counter-
terrorism financing program and the institution will identify and respond to its own risk in its
AML program. There are, obviously, alot of other elements of the regime, but it iswhat isin
the AML program that we are talking about now. There is a tension between having a risk
based approach and having awhole ot of prescription.

What we are looking for is not prescription but guidance and information from the
regulator about money-laundering risks and its expectations about responding to those risks.
Eventually, it is going to have to, obviously, go to a regulated entity and say, ‘ These are your
risks. You are not responding to them very well,” or * You are responding to them well.” | refer
in particular to the counter-terrorism financing task. We know about banking; we do not know
very much about terrorism or terrorism financing, so we are looking for guidance. There is
obvioudly guidance and information generally in the marketplace, but we are looking for
information and guidance from the regulator. Whether we need that now is debatable but we
need it in time to be able to design a response to this legislation. What sort of I T tasks—
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Senator LUDWIG—I guessit relates more to the fact that you have raised the matter. The
timing is obviously a matter for when you finally get the rules and guiddines, but if you do
not raise it now then they will say that you had an opportunity to raiseit.

Mr Lawler—We areraisingit.

Mr Burke—I go back to your earlier question. It is crucial that we bring the customers
along with us. At the moment thereis this continent called the AML CTF regime and we have
a few roads laid out and a couple of signposts, but we are finding it difficult to navigate our
way around this continent. In arelatively short period of time, we will have to be able to bring
our customers along with us. It is going to be a difficult journey.

Senator KIRK—This is a bit of a sidetrack but | wondered if someone could outline for
me how the AML and CTF regimes operate in the UK and the United States and whether or
not there are any significant differences between what is being proposed here and those
regimes, and whether or not there is anything that has been learned in the US and the UK that
you are aware of that we might be able to incorporate into this scheme.

Mr Burke—Perhaps | could pick up the second half of that question first. In the UK they
initially went down a much more strongly prescriptive path than is currently the case and
found enormous difficulty in doing so.

Senator KIRK—Was there legidation in place at that point? When you talk about the
more prescriptive approach, did they actually enact legidation? | am unfamiliar with what
happensin the UK.

Mr Burke—There is head legidation; then the body of the detail was in guidance notes
produced by the organisation | referred to earlie—the Joint Money Laundering Steering
Group. There were significant obligations, for example, in the verification of existing
customers, not risk based. They found great difficulty implementing those obligations and
significant customer push-back, and they have withdrawn from that approach to a more risk
based approach. The UK is probably the model which we point to. There was a bad
experience in doing it that way but now the new approach seems to be working far more
effectively.

Senator KIRK—How long was the initial prescriptive approach in place before it was
realised that it was not working very well?

Mr Burke—Late 2003, | believe.

Senator KIRK—So a couple of years?

Mr Burke—Yes.

Senator KIRK—Isthe United States a different model altogether?

Mr Burke—They have a different model. | could not describe it for you in detail, but the
different model is more risk based than the Australian approach.

Senator K1RK—So you are emphasising that we should learn from the UK experience—
Mr Venga——=Exactly.
Senator KIRK—where their prescriptive approach did not work in practice.
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Mr Venga—They have done the hard yards. | cannot see any reason why we cannot lift
from them stuff that is relevant to our own operations.

Mr Lawler—One of the lessons from the experience of the United States is on the sheer
number of reports being filed. There was an incredible increase in the number of suspicious
activity reports that were being filed, so the financial intelligence unit over there was flooded
with these reports with personal information about individuals, to the point where they were
trying to advise industry to ease off a bit and be a bit more sel ective about the kinds of reports
they were lodging. But industry was concerned because there were some high-profile cases
where some regulated entities were hit with very big fines for having inadequate anti-money-
laundering regimes. So in order to avoid any prospect of being prosecuted, they were
pumping out these suspicious activity reports.

Mr Burke—There were a couple of clear aphorisms coming out of that experience. The
first was, ‘Let’s not build a bigger haystack to find a small needle.” The second one has gone
completely out of my mind.

CHAIR—Call usif it comes back!

Senator KIRK—That is certainly the case, isn't it? The larger the haystack, the less likely
you are to find the needle. That is one of the problems there. In the ABA submission it is
stated that there ought to be separate and different obligations relating to money laundering
and terrorist financing. | understand that, at the moment, the obligations are much the same.

Mr Burke—They are different beasts. The typologies—that is, the shape of the crime—
differ. For example, in relation to the Bali bombing, we understand the average transaction
size for purchasing chemicals and so on was less than $US200. The anti-money-laundering
system is not set up to catch all transactions. Anti money laundering is targeted at not
necessarily just the large sums of money but the very large sums of money which move
between ingtitutions.

Senator KIRK—Would you be proposing that the two different types of activity be
regulated separately under the bill?

Mr Burke—I think it is possible to have the one piece of legidation, but | think the
obligations need to be specified differently.

Senator KIRK—Because of the difference in the activities. | also want to ask whether or
not there are particular issues—we have been talking generally—that affect building societies
and/or credit unions, as opposed to banks.

Mr Venga—It probably relates to the fact that we are smaller entities. The cost to smaller
entities has been disproportionate. | suspect we ssimply do not have the staff or the resources
to do this as well as we would like to. Over the last 10 years there has been layer upon layer
of regulation. At some point you have to ask yourself: how do you cope? There are some
building societies which may have only one compliance person, who may or may not be a
lawyer, so they have to pay for legal advice on, for example, how to implement the Consumer
Credit Code or the Privacy Act or the FSR Act—wonderful stuff—and now the AML. Itisa
lot for a small institution to bear, particularly where their focus is not on shareholder return
but on benefits to the community. It is a double whammy.
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Senator KIRK—You mentioned that that would apply—

Mr Lawler—I agree with Rgj that regulatory compliance has fixed costs which are harder
for smaller institutions to bear. The other specific issue is the one | mentioned earlier, which
goes to a method of identifying customers—that is, the acceptable referee method—that we
have available to us now which, under the FATF recommendations, will be removed. That is
important to ingtitutions, and not just to small credit unions and building societies; it is also
important to banks without large branch networks. That is a specific issue that our members
remind us about fairly often. They need to have access to something like that going into the
future, otherwise thiswill have a negative competitive effect on them.

Mr Venga—The members of staff, particularly front-line staff et cetera, of some of the
very small building societies would know just about all their customers. It is not particularly
good for members of a small community to know each other’s business to that extent,
especially inregional and rural Australia, and this legislation expects that of them.

Senator KIRK—That was partly my next question. How might this legislation impact on
the ability of all institutions to provide services to rural and regional areas more generally?
Have you considered that?

Mr Lawler—That point | made about the acceptable referee method becomes relevant
there. If there is no actual branch for someone to walk into to go through an identification
process, there has to be an alternative identification process. We have that now with the
acceptable referee method.

Mr Venga—Most of our societies, for some reason, do not use the acceptable referee
method. So it is not that much of an issue to us. But if the costs to small building societies are
such as to stop them opening a branch in arural or regional area, which would be best served
by asmall ingtitution, it is not good for—

Mr Burke—On the compliance point, we have to be really careful not to create this
enormous compliance edifice—the ‘tick box overkill’ is an expression out of the UK—rather
than building a regime and designing AML programs which will actually stop money
laundering, as opposed to putting a huge compliance programin place.

Senator LUDWIG—Wheat is the cost of getting it wrong? You have until 13 April. Have
you asked for an extension?

Mr Burke—Yes.
Senator LUDWIG—What has been the response to date?
Mr Venga—We hopeto find out this week if it will be extended.

Mr Burke—The position we put is the one | expressed, which was. ‘Let’s not set a
deadline. Rather, we need five to six weeks after the packages are compl ete.’

Senator LUDWIG—In other words, you do not want a deadline imposed by the minister
which will create no solution or at least a position which is not clear. What is the cost of
getting it wrong? Have you been able to quantify that at all? You have indicated that in the
UK they implemented what | think you described as a prescriptive based regime. They pulled
that out in part and then implemented a risk based approach, as | understand, and they are
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now in finalisation. Do you say that we are going to go down the same path and create the
same error and that we are likely to have to do the same? If you are right, if a significant
number of entities report suspicious transactions, that will become unworkable. If the
regulator says, for instance, that in the current regime that is being sought to be implemented
the defences are inadequate and the regulatory framework is inadequate because it catches too
many unsuspicious activities and so on, do you say we will have to go through the UK
experience?

Mr Venga—We have seen it with the FSR.

CHAIR—You areabig fan, aren’t you?

Mr Venga—I| am a huge fan of the FSR.

CHAIR—I amnot very perceptive, but | have managed to pick that up!

Mr Venga—We warned them about this before it came out but no-one listened to us.
Senator LUDWIG—Isthis CLERP9?

Mr Venga—Yes, the wonderful CLERP 9!

Mr Lawler—CLERP®6.

CHAIR—It is not encouraging me.

Senator LUDWIG—It is based on CLERP 9. That was interesting.

Mr Venga—That was a case where it was very prescriptive. It was meant to be principles
based. | love that term because it never trandates that way; it is always prescriptive, whether
it is in the regulations, ASIC guidance or whatever. In that case there was a backflip. They
realised that the so-called wonderful product disclosure statements were—

Senator LUDWIG—I am not sure that Senator Campbell, | think it was, would have
regarded it as a backflip.

Mr Venga—Call it what you want. At the end of the day they realised the error of their
ways.
Senator LUDWIG—I am not defending him, mind.

CHAIR—I was going to say | will draw that piece of the Hansard to Senator Campbell’s
attention.

Senator LUDWIG—I will not defend him, but—

Mr Venga—It was modified substantially, and we were happy with that. The irony is that,
every time they change a piece of legislation because they find it too draconian or whatever, it
is going to cost industry alot to implement those changes because it means new staff training,
it might mean modifying computer systems and it might mean changing your processes. So
there is a cost even in changeover. We might ask for that change once we realise how
horrendous the legidationis. Thereisa cost of implementing it.

Senator LUDWIG—I ask that in particular because you have an opportunity to convince
the minister, so you need colour and movement. You say that that is what you are facing and
you represent the industry that is going to pay.
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Mr Burke—We have done some sensitivity analysis previously that looked at various
elements. There are a series of bars and, if you move prescription from low to high, there is
the impact across the industry. Looking at the banks, it was in the order of hundreds of
millions of dollars. If you had to do it and then do something else then | imagine that would
be the size of the impact.

CHAIR—I think that concludes our questions. We would be fascinated to explore FSR a
little further but we might hold off on that today and come back again at another time, Mr
Venga, if you are keen. Thank you all very much for your submissions. If there are issues
which arise out of the rest of the committee's consultation today we may come back to you
with questions on notice and seek your assistance with those. If not, we look forward to
perhaps meeting you in the formal process as well as the exposure draft process.

Mr Burke—l will make one more point on a matter the committee is considering
tomorrow—that is, the Teecommunications (Interception) Amendment Bill. We have a
concern, which we have shared with the department and | think the department has accepted,
that the effect of that legislation would be to remove a protection which we thought we had
for conducting the activities necessary for filtering any money-laundering and terrorist
financing transactions. The department has undertaken to come back to us with a possible
solution, interms of either aletter or an amendment to the EM.

CHAIR—Could the ABA write this committee a very brief one- or two- paragraph letter
on that matter? That would help me to not conflate my inquiries, let alone conflate AML and
CTE

Mr Burke—Sure.
CHAIR—That would be very helpful. Thank you very much.
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[10.06 arr]

ANNING, Mr John Melville, Manager, Policy and Government Relations, Financial
Planning Association of Australia

ROBERTS, Mr Tim, BT Financial Group Member, Financial Planning Association of
Australia, AML/CTF Taskforce

CALLOW, Mr Michael, Member, AML Working Group, Investment and Financial
ServicesAssociation

GILBERT, Mr Richard, Chief Executive Officer, Investment and Financial Services
Association

WELLS, Ms Jenifer, Chair, AML Working Group, Investment and Financial Services
Association

CHAIR—Welcome. | invite you to separately address your submissions briefly and then
we will go to questions to both organisations. | will start with IFSA. IFSA has lodged a
submission with us, which we have numbered 2. Do you need to make any amendments or
aterations to that submission?

Mr Gilbert—No.
CHAIR—Would you like to make an opening statement?

Mr Gilbert—Thank you, Chair, Senator Ludwig and the committee members for inviting
us here today. For IFSA, this legislation is a mgjor piece of regulation for our industry. It is
the biggest and most major piece of legislation since the FSR legislation. If we get this right,
it could be quite a reasonable cost outcome. If we do not get it right, it could add, as the
Bankers Association have just said, hundreds of millions of dollars of costs. Ultimately, the
only bearers of those costs are the consumers, so we believe we must take a balanced
approach to thislegidation.

For the information of the committee, IFSA represents about nine million underlying
accounts and customers with assets under management now approaching about $1 trillion. So
if this legislation were to apply right through the whole industry, in terms of every customer
being surveilled or checked under AML procedures it could be quite an expensive exercise.
Our customers include life insurance policy holders, superannuation fund members and major
investment houses with managed investment products on offer, both retail and wholesale. As |
said, we would like a balanced outcome, an outcome which properly respects the risk based
approach which has been adopted around the world and in particular in the UK and the US. It
is an approach which we believe should be fully enshrined in this legislation. As we say in our
submission, the sooner we can get a fully risk based approach in this legislation the better.

It would be fair to say that the minister has worked tirelessly to meet with us and to
consult, as have the departmental officials. We have had, | think, very constructive
engagement. In the last few weeks there has been a greater meeting of the minds on some of
these issues. It would be fair to say that our industry fully respects the need for an appropriate
anti-money-laundering and anti-terrorist financing regime in this country.
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The principles based approach, if delivered by the government and the parliament, could be
implemented relatively easily by our industry. We have had long-standing experience in such
things. For example, the Managed Investment Act, which was passed in 1998, has worked
without failure across three or four million customers. Essentially, the template for that could
be easily transplanted into the anti-money-laundering regime, and it would be workable. That
has been principles based, with companies devel oping compliance plans and internal audits,
but still being reportable to the regulator—in that case, ASIC. We believe that that approach is
the way we should be headed here, and we are happy to elaborate on that later in this
particular set of questions. That isall | want to say, Chair.

CHAIR—Thank you very much, Mr Gilbert. We will move on to financial planning. Mr
Anning, are you speaking on behalf of the Financial Planning Association?

Mr Anning—Yes. The Financial Planning Association of Australia appreciates this
opportunity to provide evidence to the committee's inquiry. The FPA is the peak professional
association for the financial planning sector in Australia, with more than 12,000 members
organised through a network of 31 chapters across Australia and a state office located in every
capital city. The FPA represents qualified financial planning practitioners who manage the
financial affairs of over five million Australians, with a collective investment value of more
than $560 billion.

It is widely expected the financial planners will often provide the first interface with the
AML CTF requirements for many ordinary members of the public when they want to acquire
commonly used financial products. Building on the views of its members, FPA, therefore, is
well placed to comment on the practical impact of the government’s proposed regime. As the
financial planning sector is substantially composed of small business operators, FPA members
help bring a different perspective when considering the draft legislation. Of FPA's 12,000
members, approximately 600 have an Australian financial services licence and, of those 600,
only about 15 would be regarded as large corporates. The remainder of the members are
principally practitioner financial planners employed by alicence holder.

Keeping our introductory remarks brief will leave more time for questions and discussion.
There are several key issues that we would like to raise in particular. The proposed regulatory
regime is intended to be principles based. FPA strongly supports a truly principles based
approach to legislation, and recently argued for this in its submission to the inquiry into
business regulation. In order for principles based legislation to work effectively, the
legidation should be restricted to the main concepts. The detail of implementation would then
be fleshed out in the subordinate regulations, with most of the procedural provisions
contained in guidelines devel oped by industry in cooperation with the regulator.

One of the key benefits of principles based legislation is that it should be able to be
confidently applied in a flexible manner to suit the needs of different businesses and their
clients. Excessive prescription prevents businesses from determining appropriate ways of
incorporating the requirements into their business practices. It should be possible to innovate
within the broad bounds of government policy without having to seek explicit approval from
the regulator. FPA is therefore concerned that the exposure draft does not set out all of the
principles that should form the basis for the AML CTF regime. In particular, it has often been
said that the regime will be risk based—that is, the reporting entities will be able to determine
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the extent of their obligations and how they are satisfied consistent with the assessed risk of
money laundering and counterterrorism activity.

However, the exposure draft is written in prescriptive, mandatory terms with provision
made for exemptions to be obtained from the regulator on grounds not specified in the draft
legidation. If the regime is to be truly principles based, then it should explicitly recognise the
role of risk in determining the extent of obligations. Due to the shortcomings of the exposure
draft in recognising the role of risk, it is only natural that industry have sought to see the
whole of the regime—the exposure draft and subsidiary draft rules and guidelines—before
committing themsel ves to the definitive comments on the proposed package.

Currently, section 6 of the draft defines a designated service as including personal advice
given by a licensed financial planner in relation to securities and derivatives, a life policy or
sinking fund palicy, a superannuation fund and retirement savings accounts. This appears to
be contrary to the assurance given several times to the industry by the minister and officials
that the Australian regime would not go beyond the requirements needed to implement the
recommendations of the financial action task force. It is clear from the activities listed in the
FATF recommendations that it is only with a very wide reading that a connection can be
joined to the provision of advice. It is also noticeable that the FATF report released last year
into Australia’'s compliance with the FATF recommendations did not identify any
shortcomings in terms of the obligations pertaining to the provision of financial advice.

After listening to the views of its members, FPA is not considering that it should argue that
financial planners be exempted from having AML CTF obligations. Our members recognise
that they will often be in the best practical position to identify their clients before
implementation of afinancial strategy. Members generally want to save clients the vexation of
having to verify their identity a number of times in relation to separate financial products.
However, there does not seem to be any convincing reason why the provision of financial
advice in itself should trigger the AML CTF obligations. The obligations for financial
planners should instead rest on actions taken to implement their clients strategy. FPA
therefore favours the position that the provision of advice should not be a designated service.
It may be that financial planners undertake identification at the commencement of the client
relationship, but it should be left for them to determine in accordance with their own practice
management requirements.

As the exposure draft is worded currently, the reporting entity which bears the obligations
would be the licensed financial planner, referred to in section 6. It could be taken that the
obligations would rest solely on the individual financial planner—that is, the authorised
representative of the licence holder rather than the licensee themselves. Given the extensive
obligations required in connection with, for example, the AML CTF programs, it would be
clearly impractical for financial planners to bear all of these obligations individually. FPA
considers that effective fulfilment of the obligations will require recognition in the legislation
of the pivotal role played by the licensed holder in provision of financial services.

Apart from the key issues just mentioned, FPA would appreciate the committee noting that
there remain many practical issues about how the obligations will apply to financial planners.
In view of the practical implementation issues which need to be resolved and the time needed
for financial planners to implement the necessary changes, FPA urges the committee to
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recommend an implementation timetable for the legislation which allows for the longest
feasible transition period—or transitional periods, if a staged approach to implementation is
adopted.

Given the scale of the task to create an effective AML CTF regime, it is not an indictment
of the effort put in by all parties that much remains to be done before industry can comment
definitively on the proposed regime. FPA strongly believes therefore that the government
should extend the consultation period beyond the current deadline of 13 April in order for
comprehensive analysis to be undertaken as to how the components of the regime will work
together. The effective implementation of this legislation is too critical to Australia’s welfare
to be jeopardised by strict adherencetoinitial time lines.

CHAIR—Mr Roberts, do you wish to anything at this point?
Mr Roberts—No.

CHAIR—Mr Gilbert, you mentioned in your opening remarks that you regarded the
consultation in the past few weeks as having come to a greater meeting of the minds. What
characterises that that makes you describeit in those terms?

Mr Gilbert—With respect to identification procedures, there is an increasing awareness on
the part of government, from our point of view, that perhaps the risk based approach is better
than having people apply for exemptions.

CHAIR—AnNd that is agreeable to your organisations? That is the sort of thing that the
Financial Planning Association is looking for aswell?

Mr Roberts—Yes.

Mr Anning—Absolutely. By going down the exemption route you are forcing people to
look at the full guidelines and rules before making comments, whereas if a risk based
approach was actually enshrined in the legidlation it would be clearer.

CHAIR—I think both your submissions are helpful on that and really accord with the
observations made by our previous witnesses.

Senator KIRK—Thank you for your submission. | have some questions about
superannuation. You say that certain life insurance products should be categorised as | ow-risk
designated services. Mr Gilbert, could you elaborate on that?

Mr Gilbert—We agree with the tenet of your question: superannuation is a low-risk
product. It seems to me that you would have to do gymnastics to use a superannuation fund as
alaundering product. Perhaps in the self-managed superannuation fund area that might be the
case, but APRA supervises the official part of the industry very sternly and strictly, and
trustees have an obligation to know their members. There are very strict preservation rules
which, as time goes on, will see people having to keep their money until age 60. It seems to
me that superannuation is a no-brainer in terms of it being a low-risk product. Would you like
to add anything to that, Jenny?

Ms Wells—In terms of life insurance, with our modern-day products it is very difficult to
launder, because you usually have to die or be seriously injured. Often you hear it said that
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maybe you could, but they are talking about old-style products or perhaps the UK products.
We contend that our products are very low risk.

Mr Gilbert—Just to add to that, | think it is worth saying that a lot of people enter the
superannuation industry by virtue of a nomination of employer to exercise or complete their
obligation under SG arrangements. Some of those people are not identified when they goin,
but let me say that, when a trustee releases money to a person, that trustee has to be absolutely
sure that person duly owns that money. We already have, in a way, a ‘know your client’
regime very strongly operating in super.

Mr Callow—I could add to that. IFSA is currently finalising a detailed submission on the
low-risk nature of those products, which we will be providing to the department and to
AUSTRAC. Perhapsin the next week or so we can provide it to the committee.

Senator KIRK—That would be helpful. From what you are saying to me, should it be the
case that superannuation be excluded entirely from this regime—that it is adequately
monitored already?

Mr Gilbert—That is a very helpful question, but | could probably give you a somewhat
unhel pful answer and say that markets move and markets change. Let us look at it this way:
the current money laundering law was put in place in 1988, | think. It was along time ago and
it has not been changed. It has basically stood the test of time. The way it stands the test of
timeisto keep it at principles base and allow the regulator and the industry to work together
to combat any threats that there might be to the system. So our position would be that super
and life insurance should be treated as low-risk, on a principles based risk management
approach, rather than having them either in or out, because they might change. We would
much prefer the risk based approach, although | suppose that some of our members would say
that we would like a total exemption.

M sWells—Yes, some of them would.

Mr Gilbert—The mora high ground is achieved by saying: ‘No, perhaps that might
change. We want legislation which doesn’t have to go back into the parliament every year or
two years for amendment because it's not meeting the needs and changing social
circumstances.’

Ms Wells—The practical effect, | think, would see super and life insurance being exempt
from the identification requirements but subject to the ongoing monitoring for risk and any
unusual activity.

Mr Callon—The FATF recommendations also advise that employer type superannuation
products and life insurance products can be contemplated as low-risk. There is some guidance
from FATF on those products.

Senator KIRK—In relation to self-managed superannuation funds, in your submission
you say that there are potentially quite significant implementation issues. Could you elaborate
on that for us?

Mr Gilbert—We do not represent the self-managed super funds, so we will be gratuitous
in our remarks and say that the dilemma that they have is that the person who owns the funds
is the same person who is complying with the law. | do not know how you get around that in
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the sense of money-laundering, so we really do not have much more to add than that. It is a
dilemma. It is a low-intervention regulatory regime. The self-managed super funds pay $50 a
year or thereabouts for regulation. There are thousands of them—300,000 or whatever—and
the ATO probably has in the order of only 100 or 200 people doing the regulation. We really
cannot provide the answers on anti money laundering for self-managed super funds.

Senator KIRK—On the provision of financial advice, | heard what Mr Anning had to say.
Am | correct in thinking that, in your view, the obligation on financial planners should really
only come into effect when they implement a client’s instructions or the strategy that has been
put in place? Is that the point at which—

Mr Anning—That is right. To us that seems to be the most effective point at which to
trigger the anti-money-laundering obligations. When you think it through, if you trigger some
of the obligations when adviceis given, it is very hard to define advice as a transaction. If you
look at the draft obligations around suspicious transaction reporting, you find it can be
triggered by someone coming to see whether you would be prepared to give them advice on a
superannuation product. It seems to us that the compliance burden involved with having the
obligations triggered at the advice point would probably not be warranted by the minimum
levels of intelligence that AUSTRAC will gain on money-laundering activities.

Senator KIRK—Currently, isit the case that, almost as soon as you have first contact with
the client, you would need to comply with the obligations under the legidation? Is that fair to
say?

Mr Anning—That is right. It may be that the practices of financial planners would be
better served if they did the identification upfront, at the initial contact with the client. But we
believe that is a flexible point, and that they should be able to decide for themsel ves—that the
obligation is confined to the implementation of the strategy, but they are allowed to conduct
the identification earlier if that fits better with how they run their practice.

Senator KIRK—You also mention in your submission, on page 5, that there are many
unresolved practical issues—I think that is how you described them—in relation to how the
regime will apply to financial planners. You have probably already referred to some of those,
but are there any additional matters that you would like to raise?

Mr Anning—Third party identification is a key issue, because often financial planners are
seen as the first link in a chain of financial services transactions. So it is vital for us to
understand how financial planners will be impacted by the regime, and to do that we need the
draft rules and guidelines for third party identification. It raises practical issues. A financial
planner may be undertaking identification on behalf of a number of financial institutions, and
if they each have their individual risk assessment processes they may rate products and
customers at different risk levels—therefore requiring identification to be done at various
levels. So this has the outcome that the financial planner conducts an initial identification of
the client, covering the maximum information required, just to cover all possibilities.

Mr Gilbert—One should never assume that we do not have know-your-client rules or
some process for checking on suspi cious transactions and for the reporting of them. It is worth
the committee knowing that post 9-11 our companies had carried out—particularly
international companies in our membership—checks on terrorists and transactions before the
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regulator got to them. That isinteresting. It is part of their fiduciary obligations to ensure that
the funds are protected. So we and many of our members took strong steps to make sure that
they did not have terrorist-type financing in their managed funds, for example. | am pleased to
say that | do not think we found any specific transactions. Certainly AUSTRAC has not
reported that to the parliament in its reports.

Senator KIRK—So there is some self-regulation in place already, you are saying?
Mr Gilbert—That isright, yes.

Ms Wells—We do not want money laundering or terrorists raising money through our
funds. The damage to our reputation and other issues mean it is just not something that
anyone wants.

Senator LUDWIG—I guess we all agree that anti-money-laundering legidlation is
required. | suspect no one here disagrees with that, and that we then need to meet the 40 plus
9 FATF recommendations. Everyone is nodding, so | take it we start off from at least that
base. The research tells me there is $2 hillion to $3 billion laundered through Australia. That
ismy research. Is there any better research that is available, from any of the partici pants?

Ms Wells—Not that we are aware of. We hear reports as well, but they have never been
substantiated as far as| am aware.

Senator LUDWIG—So it has got to come from somewhere, and has got to go through
somewhere. You do not say that it is not IFSA, or financial planners or other entities that you
represent that are potential risks or that are groups through which money is currently being
laundered. You say you are not squeaky clean.

Mr Gilbert—What | would say is this. It has been very hard to find evidence—from the
regulator at least—of such activities in the particular products that we offer. Furthermore,
when you look at the way the people come into the industry and the way the industry is
taxed—for example in the managed investment tax regime—you will see that if you do not
have a valid tax file number the tax on that is 48c inthe dollar. It is not a very effective way of
money laundering if you are going to lose half of it via by withholding tax. So the way our
industry operates, | think, militates against high risk activities. We believe that if there has
been any money laundering it has been very minimal and difficult to identify.

Ms Wells—We are a very highly regulated industry. It is very difficult to launder in that
environment.

Senator LUDWIG—And that is why you argue that a low-risk category for some of your
products is warranted.

Mr Gilbert—Absolutely.

Senator LUDWIG—Have you raised that with the Attorney-General’s Department during
your meetings?

Mr Gilbert—Yes, and with the minister.
Senator LUDWIG—What has been their response to date?

Mr Gilbert—We believe that their principal response has been that these probably are low
risk. But we are still working on articulating that into a bill.
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Senator LUDWIG—You have also mentioned CLERP 6 consultation, as earlier witnesses
have. Is the consultative period—that is, the exposure draft—sufficient? Are you working
through all the issues that you have raised with the minister? Do you see that there will be a
resolution by mid-April?

Ms Wells—I think the minister, the department and AUSTRAC are trying very hard to
achieve that. We share the FPA's concern about the 14 April timeline. Thisis a large piece of
legislation and it is important to get it right for consumers as well as business. So we do have
some concerns but we understand that they are working very hard to try to achieve that
outcome.

Senator LUDWIG—I guess my question is more pointed than that: will you meet the
deadline?

Mr Callow—One of the issues is that we still have not seen the full package and in fact
substantial parts of the package have not been finalised. So, whilst the formal consultation
period started in December and is to finish in mid-April, we are now in March and we have
not seen the full package.

CHAIR—I assume you are referring to the rules and guidelines.

Mr Callow—VYes, that is correct.

Senator LUDWIG—I was going to come to that.

CHAIR—Sorry.

Senator LUDWIG—It is slow. How many of the guidelines and rules have you seen?
Mr Callow—I think six is the correct number.

Senator LUDWIG—Can you tell me what they are?

Mr Callow—They were released in December. Thereis one onthe AML programs and one
on the identification requirements. You are testing me now. | will have to refer to the package.
We have also been advised that a number are still on the way.

Senator LUDWIG—Arethey rules or guidelines or a mixture of both?
Mr Callow—A mixture of both.

Senator LUDWIG—So they were the ones that were rel eased publicly back at the time of
the exposure draft.

Mr Callow—That is correct, and a further one has been released.

Senator LUDWIG—We will find out which one in due course, from AGD. How many
more do you expect?

Mr Callow—There was a list produced earlier this year suggesting around 36 in all,
approximately.

Senator LUDWIG—When do you expect to see the next 30-odd?

Mr Callow—During the consultation process it was suggested that, depending on the
workload, we would see them a month prior to the end of the consultation period.

CHAIR—That is yesterday, literally.
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Mr Callow—That is correct.

Senator LUDWIG—You say that you are capable of working through to the timetable that
is provided, but can you demonstrate to me that you will have a final position when you do
not have the other 30-odd guidelines? Are they not critical ?

MsWells—They are critical, and that iswhy | am saying that we do have concerns.

Senator LUDWIG—If the exposure draft and the framework legislation are sufficient then
the guiddines and rules can be developed later and we can move on. Is that the position of
AGD or the position that you can adopt—that we can deal with the exposure draft, look at
how that principle based framework is put in place and move on to devel oping guidelines and
rules further down the track?

Mr Gilbert—If the legidation is very high level in concept and span, if it is principle
based and if industry is givern—

Senator LUDWIG—Can | stop you there. We have the exposure draft.
Mr Gilbert—Yes.
Senator LUDWIG—You are saying ‘if’. Isit?

Mr Gilbert—We submitted earlier that the identification issues need to be put into a risk
based approach, as opposed to asking for exemptions. Let us get through those ‘ifs . What if
industry is given the same sort of mandate that industry in the UK was given? Perhaps it is
worth my tabling for the committee the Joint Money Laundering Steering Group press rel ease
of 13 February, which provides a good template for moving down the industry consultation
path. If we can get that legidation at the right level and get the industry development of
guidelines at the right level, we probably can move into supporting the legislation in a shorter
rather than a longer time frame.

CHAIR—MTr Gilbert, just clarify for methe ‘ Joint Money Laundering Steering Group'.
Senator LUDWIG—That isthe English group.

Mr Gilbert—Yes. It isbasically ajoint venture between the regulator and a whole body of
industry people. The minister has an advisory committee. If that were to be formalised and
done more on a mutual venture basis and our being decision makers rather than submitters,
we could probably truncate the passage of this legisation. Until we have those things
clarified, as the ABA witnesses said, we would have some real cost and time question marks.
Isit worth tabling that, Michael ?

Mr Callow—Yes. We do have a copy of the most recently released guidance notes and a
press release which accompani ed them.

CHAIR—Thank you very much.
Senator LUDWIG—A lot of that is available on the web as well.
Mr Callow—That istrue.

Senator LUDWIG—You favour a joint modd that is being utilised in the UK as a method
of preparing the rules and guidelines for industry.

CHAIR—Can | ask whether the Financial Planning Association agrees with that?
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Mr Anning—Yes. As we mentioned in our opening statement, we are very supportive of a
principle based approach to the legislation. At the moment it isimpossible to take a definitive
position on the draft package, given that so much of it is unknown. Currently, you cannot
make sense of the draft bill until you see the subsidiary pieces. If the draft bill contained all
the relevant principles—the key one which is missing for us at the moment is appropriate
recognition of the risk based approach to implementation—it would be possible to comment
properly on the bill itself rather than wait for the rules and guidelines.

Senator LUDWIG—Just remind me: is the operation of the joint committee in the UK
funded out of industry or the UK Home Office?

Mr Gilbert—We would have to check that for you. Let me say that all of our involvement
to date in this process has been with funding from our end, and going forward we would see
that as a contribution that we make to ensuring that we have good ANL procedures.

Senator LUDWIG—The UK committee is a joint decision making body as opposed to a
consultative process, or does it do both and make a firm recommendation?

MsWells—It is ultimately approved by the Chancellor. Is that right?
Mr Gilbert—Yes.

Mr Callow—My understanding is that it is a joint decision making body. The guidelines
are not mandatory but they are referred to by the regulator as being a safe haven.

Senator LUDWIG—That is the defence that is created. If you comply with the guidelines,
you are regarded as meeting the spirit of the legidation if one slips by.

MsWells—The UK sees them as satisfying the FATF requirements. FATF is quite flexible.
Sometimes we have a tendency to think that they are very proscriptive, but they are not.

Mr Callowm—The UK regulations refer to the ability of the FSA or industry to prepare
guidelines. The FSA has decided not to prepare guidelines and has et the industry prepare the
guidelines. That istheir preferred model.

Senator LUDWIG—Who prepares the rules?
Mr Callow—They are guidelines rather than rules.

Senator LUDWIG—Because they use a principle based approach with risk based
application you then have guidelines, which provide you with the defence. Have | got that
right?

Mr Callow—Correct.

Mr Gilbert—There are so many different industries in this financial services segment that
it isimpossible to do it for everybody in black letter. You have to rely on industry to lead the
way here. We at IFSA have about 20 standards and guidelines by which we operate and in
which there has been no parliamentary intervention—and they work. We do unit pricing, fund
valuation, conflicts of interest and soft dollars all through our own code, and those things
work. They are time proven. | am sure the FPAA does the same.

Mr Anning—We have the same sdlf-regulatory application.
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Senator LUDWIG—In terms of how the financial planners are going to deal with the
privacy issues, would all your members—or some of them—be subject to the privacy
principles? The threshold is $3 million and over. If you are a health service provider you
would then be subject to the privacy principles. If you are under that threshold then you
would not be subject to them, unless you ‘ opted in'—I think that is the expression being used.
Would all your financial planners be subject to those?

Mr Anning—Most of them would be.

Senator LUDWIG—So not all of them would fall under that because some of them would
be small entities?

Mr Anning—Yes.

Senator LUDWIG—Have you examined, from the interested perspective, how they will
deal with the privacy concerns of their customers or their clients? | am not sure how you refer
to the person who comes in the door and asks for financial services.

Mr Anning—We usualy refer to them as clients. We have given consideration to the
privacy aspects in two ways. One is that we presume that the agreed obligations for
identification will be given specific exemption from the privacy regime. Also, by the effective
implementation of a risk based approach, we expect that the identification requirements that
financial planners will need to perform will be at a reasonable level.

Financial planners already have an obligation to know their clients under the Corporations
Act. Money-laundering certainly adds a rigour to that and may broaden those obligations if
they come across high-risk products or individuals, but we expect that, for the ordinary
business of most financial planners, they would not have to be asking very intrusive questions
of their clients based on risk.

CHAIR—They would not have to be, did you say?

Mr Anning—No. There would, of course, be individual cases where they would need to go
beyond the minimum.

Senator LUDW!IG—I turn to the electronic verification that you have referred to in your
submission at page 6, item 9. | understand the government is trialling an €electronic
verification process at the moment. Would you see it as helpful to industry if that were to be
broadened out to allow industry to access it?

MsWells—Yes, we would, but we understand that that is not the intention at this stage.

Senator LUDWIG—Have you asked government about its intention in relation to
electronic verification and its use for private industry?

Ms Wells—There is support for it. However, we are concerned that we are still talking
about it rather than having any action on making it happen for the industry. That is a strong
issue for us. We would like to be working on how an EV solution would be proposed and
delivered.

Senator LUDWIG—I think in your submission you note that the bill as currently drafted
will possibly require multiple verifications of the same customer due to, | guess, a number of
interactions and the number of reporting entities in relation to the same transaction chain. If |
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understand that correctly, you will then be required to verify the same person a number of
times.
M s Wells—Potentially.

Senator LUDWIG—If it is the same front-of-office personit is going to get tedious after a
while, isn't it?
MsWells—It will.

Mr Gilbert—Precisely. A risk based approach might imply that there are different levels of
identification in terms of sophistication and intensity.

Senator LUDWIG—In terms of that electronic verification, industry would not mind
contributing to the cost of the service that was provided as a user pays system, would it?

MsWells—No.

Senator LUDWIG—I do not want to commit you to that now. Maybe | should qualify
that. But in terms of exploring the options that are available—

CHAIR—I do not think we could really regard it as a binding document.

Ms Wells—We do believe that with goodwill on both sides we can deliver a simple
solution. We just need to talk more about that.

Mr Gilbert—For example, we recently made a submission to the Senate Finance and
Public Administration Legislation Committee on changes to the electoral law, about use of
eectoral rolls, and that is one bell or whistle that could be used to try and add to our tax file
numbering procedures. There is more than one way to skin a cat here.

Senator LUDWIG—More broadly, what happens if intransigence setsin? Say if we get to
mid-April and the guidelines have not been done but we have got the exposure draft—what
happens next for you, in representing your clients and your various industry participants?

Ms Wells—The worst-case scenario would be that we have to 100-point ID our new
customers. | believe we have a meeting of minds on existing customers as long as they do not
set up risk triggers, which we still need to work on. But that would be very difficult for the
industry to implement. It would be a huge cost and it would be an inconvenience to our
customers to do the 100 points. A lot of our members do not have branches. They would have
to queue outside post offices.

Mr Gilbert—It probably means that, depending on how you estimate it, between one and
two million people would somehow have to be identified through a system which does not
have a structure to doit.

Senator LUDWIG—And from your perspective the advice issue is the critical issue in
terms of your clients coming forward?

Mr Anning—Absolutely. If the 13 April deadline comes and goes and the draft bill is
implemented as currently written then | think we are going to have major problems on our
hands similar to the situation of the infamous Financial Services Reform Act where the level
of prescription has resulted in practical difficulties and the legislation having to be revisited.

CHAIR—We had the benefit of some views on that this morning.
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Senator LUDWIG—Is that where the minister did the backflip?

M s Wells—I actually believe it would be worse than the FSR situation. | think this would
represent higher costs for our industry.

Senator LUDWIG—I want to know if he did a backflip. Is that true? Are you able to
comment?

CHAIR—I do not think the witnesses are commenting on that matter right now, Senator
Ludwig.

Senator LUDWIG—No, they are not. They seem very quiet. Thank you, Chair. No further
questions.

CHAIR—I thank all the witnesses for appearing this morning and for your submissions.
As | said to the previous witnesses, there may be some matters we wish to follow up at the
conclusion of taking evidence today. If we need to do that we will do that on notice. Your
assistance would be gratefully received. Thank you all very much.
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[10.48 am|
DOWNY, Mr Christopher John, Executive Director, Australian Casino Association

SEYFORT, Mr Anthony Lloyd, Partner, Lander & Rogers, lawyers for Australian
Casino Association

CHAIR—Wecome. We understand that the Australian Casino Association has not |odged
a submission with the committee but we are very grateful for your appearance here today. We
understand this to be an important piece of legislation and want to discuss any issues that may
be of concern to your organisation. | invite you to make a short opening statement. Then we
will go to questions.

Mr Downy—Thank you, Madam Chair. We do have an opening statement, since we have
not made a formal submission. Firstly, we would like to say that we support the Australian
government initiatives to reform and strengthen Australia’s anti-money laundering regime and
we do support the principles underpinning the draft exposure bill. The Australian Casino
Association represents the Australian casino industry at a government and community level
and promotes the casino industry in Australia as one that is a world leader in regulatory
standards and professionalism. All 13 casinos in Australia are members of the association
together with Christchurch casino and Dunedin casino from New Zealand, which are
associate members.

We will be providing a major submission to the Attorney-General’s Department suggesting
a series of amendments to the draft exposure bill, but we are taking this opportunity to
highlight some fundamental issues that we think need to be considered in any revision of the
draft exposure bill. The principal concern is that the AMLCTF reforms proposed by the
Australian government are workable and meaningful in meeting the government’s policy
objectives. We also accept and appreciate the minister’s assurances that the government does
not intend the new legidation to be an unnecessary burden on industry and we make it clear
that we are satisfied with the consultation mechanisms that the minister has put in place at this
point intime.

Australian casinos operate in total compliance environments subject to stringent regulatory
controls within each state and territory. The regulatory regime includes all features aimed at
integrity in ownership, management and operations which are recommended by FATF. Central
to the regulatory regime is the integral position of state based casino regulators, whose focus
is on the probity and operational integrity of casinos in their jurisdictions. Casinos already
provide law enforcement authorities with an effective window into their patrons’ activities far
exceeding that afforded by other businesses which are of interest to financial intelligence
units. Contrary to popular belief by uninformed persons outside the industry, Australian
casinos have frameworks in place to combat money laundering. These include: restrictions on
cash transactions, the use of player identification measures, and the recording and monitoring
of transactions. Casinos work with AUSTRAC by reporting any suspect or significant
transactions to the agency. AUSTRAC analyses i nformation received and provides transaction
reports to Commonwealth, state and territory law enforcement revenue agencies.
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We do wish to make some general comments regarding the draft exposure bill and, in doing
so, we are mindful of minister’s direction announced at the meeting of the advisory group of 7
March 2006 that the Attorney-General’s Department should review the draft exposure hill
with a view to ensuring that the bill is more risk based and |ess prescriptive. The first issue we
would like to talk about is the essential difference between gambling as a designated service,
and financial ingtitutions. In the first instance, we draw the committeg’s attention to what it
sees as being a fundamental issue: the essential difference between the two industries that are
the major focus of the draft exposure bill, the financial sector and, while it refers to gambling
services, particularly casinos. From both the consumer’s perspective and a business
perspective, gambling is fundamentally different from the services provided by financial
institutions. It is essential to identify those differences in order to properly analyse the extent
to which a regime which might make good sense for banks can actually work and offer useful
regulatory outcomes for casinos. It is common practice for customers of banks to provide the
bank or financial ingtitution with extensive personal and financial information to be given
access to generally accepted products such as credit cards, ATMs and el ectronic banking. As a
result, the bank is well placed to conduct due diligence on one of its customersif it has reason
to be suspicious.

On the other hand, the vast majority of casino customers are small recreational gamblers,
typically occasional customers, who are no different from customers of restaurants or other
entertainment services. To attempt to identify their transactions, record them, data match them
or otherwise track them makes no sense because it is aimost inconceivable that they are
associated with money laundering or terrorism financing. The draft exposure bill will require
acasino to obtain detailed information about high risk customers including personal financial
information. The major concern with regard to this issue is that if a casino has suspicions
about the activity of such a customer then any attempt to obtain information from the
customer may alert that person to the casino’s interest. As already indicated, under the current
legidlation reports on such customers are sent to AUSTRAC, which may refer matters to
relevant law enforcement agencies. Following this, a casino may work in cooperation with
law enforcement agencies in an ongoing review of that customer’s activities. The Australian
Casino Association believes that this system works well and needs to be incorporated in the
draft legidation.

The second issue concerns the need to have a safe harbour. With the increasing complexity
of business affairs and the prescriptiveness of regulation, a trend has emerged for the
enactment of laws, expressed in very broad terms, which require the person regulated to
achieve an outcome. As opposed to black letter law, outcomes based law tries to be light-
handed and efficient yet more effective by casting broader obligations on business and
shifting some of the onus to business to devise practices which should attain the regulatory
objective. Many aspects of the proposed regime found in the draft exposure bill are actually
outcomes based law. In particular | refer to the clause 74 requirement for all reporting entities
to have a program, and this raises a number of complex and deeper issues.

Devising the optimal content of a program will be a hard task for all reporting entities and
particularly for casinos. Casinos have a long track record of working cooperatively with
AUSTRAC and other regulators. The Australian Casino Association has already commenced

LEGAL AND CONSTITUTIONAL



L&C 34 Senate—L egidation Tuesday, 14 March 2006

work on a draft program template for adoption by its members which will then be adapted to
suit the particular needs of individual casinos. We did originally propose a draft AML code of
practice, so obvioudy the will is there on our part to cooperate and make any new regime
work.

However, our members fear the consequences, under statute and civil law and politically,
of getting it wrong or faling foul of a complex and unwieldy set of requirements. For a
program to have the best hope of attaining the regulatory objectives for it, reporting entities
must have some safe harbour from adverse consequences where they act reasonably and in
good faith. It also is very unclear how a broadly cast program required by a federal law would
reconcile with the obligations of the specific state statutes such as the Casino Control Act if
there were some inconsistency—obviously, specific provisions—and whether it is intended
that a program will override state based legidation. In general, the draft exposure bill could be
amended to ensure that nothing casinos do in lawful compliance with their respective state
based obligations would constitute non-compliance with the draft exposure hill.

The other issue that | will mention briefly concerns the powers vested in AUSTRAC which
could see the whole regime turned on its head by rule amendments which take effect before
parliament has had a chance to take the difficult and practically unlikely step of contemplating
disallowing them. The Casino Association considers that the consultative approach taken to
date and the consultation process expected during the formulation of the rules should
continue. However, in the interests of providing certainty for business, consideration should
be given to including in the draft exposure bill a review mechanism for the making of new
rules and changes to existing rules that AUSTRAC, whether of its own volition or by a
direction or policy pronouncement by some minister of the day in the future, unilaterally
imposes and which are not considered reasonable by the industry. Thank you.

CHAIR—What is the practical difference between the system which currently applies in
which you report to AUSTRAC your identification of suspicious activity or whatever it may
be—I think you said a high risk customers—and what the exposure draft would require your
members to do?

Mr Downy—I will ask Anthony to answer thisif | do not quite get it correct. Basically, we
are not talking about the current system which, as the new legidation stands, is till in place—
that is, for suspicious and significant transactions. It really is a question now of the next step,
which is customer due diligence and the requirement to undertake verification of identity of
high-risk customers. The remarks | made are in regard to that area. We are talking about the
system that can be in place for keeping track of some of those customers as far as suspicious
matters are concerned and the way they are dealt with as opposed to what is required in the
draft exposure hill.

Senator LUDWIG—It would be useful to say what you actually—
CHAIR—What do you do now and what will you need to do.

Senator LUDWIG—You need to report everything over $10,000, but there is also
SuSspi cious—

Mr Seyfort—At the moment we do significant cash transaction reports, which are over
$10,000. They will be known as threshold transaction reports. Unless regulations are made to
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extend the concept, which is possible under the bill, those will be essentially the same as they
are at the moment. Current suspicious transaction reporting will become suspicious matter
reporting. The theory of it and the catalyst for it under the draft guidelines are broader and
thereforeit is a bit more troublesome. But, essentially, the casino industry can cope with that.
As Chris said, the key difference between what is in the current FTRA and the hill is the
whole ‘know your customer’ regime. When you have tens of thousands of people washing
through a large entertainment facility, how do we know them all?

CHAIR—So your concerns go to the need to actually provide identification information
about people when you are notifying suspicious and high-risk transactions—is that right?

Mr Seyfort—Not necessarily, because we do that at the moment. A lot of large-cash
transaction reports arise from the casino cashier’s cage, so that information is captured at the
moment.

Senator LUDWIG—Can you go through that with a bit of detail? Forgive me; | am not a
frequenter of general note of casinos. In terms of the suspicious transaction types of reports
and then ‘know your customer’, | would envisage that, when someone came to change or
exchange significant amounts that might be captured by the legidation, you would have a
teller or a person in a cage that can ask for know your customer details at that point. Is that
what you are talking about? Is it the interaction at that point that concerns you? Or is it
generally those people who might deal in cash transactions on the tables for whom, because of
the potentially large sums that could occur, there is a requirement for the person on the floor
to start asking questions which could be troublesome?

Mr Downy—I think that is the issue. We are basically seeing and our members are telling
us that, at the present point of time, because of the system that is in place, where you might
have someone engaging in suspicious activity and—uwithout going into the full detail of which
particular states or the way the system works—that information is passed on to AUSTRAC,
there may be times where a person is kept under—

Senator LUDWIG—I should qualify this. If any of it is sensitive then we need to—
Mr Downy—I will put it in very general terms.

CHAIR—We can goin camera.

Senator LUDWIG—Yes, we can always go in cameraif you want to.

Mr Seyfort—That might be anidea, mightn't it?

Mr Downy—If | just talk in general terms, | think it should be okay. The concern our
members have is this whole question of alerting a high-risk customer to the fact that they are
under suspicion. Asking them to provide identification basically alerts them to the fact that
they may be under investigation. Our members tell us that the way the system works at
present is that some of our members may be working with other law enforcement agencies,
keeping track of the activities of a particular person who is engaging in suspicious activities.
That isthe point | wasraising.

Senator LUDWIG—The concernis about tipping off.
Mr Downy—Tipping off, yes.
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Senator LUDWIG—As part of aknow your customer requirement, they say, ‘I’ m required
to start asking this particular range of questions,” but it tips over—to use the same phrase—
into effectively tipping off, because it becomes such an inquiry that the person who is the
object of the interest then says, ‘ Why are you asking all these questions?

Mr Downy—Exactly.

Mr Seyfort—And that is because the content of what the additional know your customer
information regime requires is something that casinos would not ordinarily have. You heard
from previous witnesses that banks and financial institutions typically know their customers.
Financial planners are required to know their customers. In casinos, we know a bit about
people who do large transactions and in respect of whom we are lodging a suspicious
transaction report at the moment. Chris's point there is about having to go further. The other
point, though, is that at the moment we simply do not know the vast majority of people who
come in once in a blue moon and spend a tiny amount of money, and there are thousands and
thousands of those people. So, apart from the point Chris has raised about the depth of the
problem with the additional know your customer information, we have a problem with the
whole of part 2 of the bill—simply this concept in the bill at the moment that you have to
know every customer, full stop, whether they are suspicious, large or whatever.

CHAIR—Its practical application to casinos is completely different from its practical
application to afinancial institution.

Mr Seyfort—Absolutely.
Mr Downy—That isright, yes.

CHAIR—So when you say you are satisfied with the consultation so far, which you said
several times, first of all, what is the ACA's role in the consultation? Secondly, what capacity
have you had to advance the case that you are dealing with fundamentally different processes
than | would have thought the majority of the other participants in the consultation process
were dealing with?

Mr Downy—We have had meetings with AUSTRAC and over 2% years we have had
meetings with A-G’s—and we will continue to have meetings with A-G’'s—at which we have
advanced these arguments.

CHAIR—You do not actually sit on the roundtables that have been formed?

Mr Downy—We sit on the AML-CTF advisory group but we have not been sitting on the
roundtable. | think a distinction that needs to be drawn is that when the banks and the finance
sector talk about ‘industry’ they are talking about their industry; they are certainly not talking
about ours. | think the way in which the consultation mechanism has worked has been quite
satisfactory in that we are meeting separately. | think that is a step in the right direction,
because we do have different issues.

Senator LUDWIG—Will you be able to get to a position by mid-April? That is when the
exposure draft finalises. You say you are preparing a submission, one that obviously has not
been finalised and forwarded to the Attorney-General’s Department at this point. Does that
leave sufficient time for the Attorney-General’s Department to read your submission, digest it,
consider any of the matters that you have raised, get back to you for clarification and a final
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answer and for you to then say, ‘ Yes, we are now satisfied with the direction in which the
legidation is going and we can comply’ ?

Mr Downy—I would think it would but that would depend upon the review of the draft
exposure hill as a result of that meeting last week. Obvioudly, it depends upon what changes
are made to the draft exposure bill. But we have finalised a draft of our submission, which we
will be taking to Attorney-General’s in the next week to discuss with them.

CHAIR—Will that be a confidential document or will that be something that you could
provide to the committee for reference? That is obviously a matter for your organisation, but |
was wondering if you would consider, once you have provided it to the department, providing
it to the committee, provided that it is a bona fide version.

Mr Downy—We can take that on board. | will certainly discuss that with my members. |
do not think that would be a problem.

CHAIR—It would be helpful to have that perspective.

Senator LUDWIG—I refer to the issue of a state based compliance regime. You already
have state based legidlation that you have to comply with. Are there any current issues as to
problems arising from the exposure draft whereby meeting the proposed law would conflict
with a state law?

Mr Downy—I would not think there would be.

Mr Seyfort—Thereis no direct conflict with the draft exposure bill. One of our concernsis
what is going to be required of us under the programs. The draft rules on programs are very
detailed, as you would know. They cover a whole range of possible processes as well as
desired outcomes. If our statutory obligation was to produce a program that was to give the
greatest chance of meeting the processes described under those rules, it is possible that that
may conflict with state casino law.

Senator LUDWIG—It was of course your concern that that would then effectively
become a rule that you would have to comply with and only then would it be subject to
disallowance. You are then in a position where you would have a conflict between complying
with afederal law in relation to AML or a state based law in relation to the operation of your
casino. What happens then?

Mr Seyfort—That is a good question.

Mr Downy—The main concern as to the rule is not so much to do with the program. Given
the legislation as currently drafted, we would rather see an independent review mechanism of
the rule-making powers of AUSTRAC.

CHAIR—When you say ‘independent’, what do you mean by ‘independent’ ?

Mr Downy—It might be athird party. It is not that we do not trust AUSTRAC, by the way.

Senator LUDWIG—That was my next question.

Mr Downy—We certainly do trust AUSTRAC. We do not have a problem at this stage, but
we are looking ahead and we are looking at what might happen sometime in the future. We
feel, given the way in which it is drafted as to AUSTRAC's rule-making powers, that they
should be some change. We cannot offer any suggestions as to what it might be but it should
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be some independent mechanism whereby our industry would have some role in any changes
totherulesinthe future.

Mr Seyfort—Without labouring the point, to get to this point in the process has taken a
number of years, including this Senate committee’s inquiry and various other external
processes. We could reach the position where we have a set of rules which require us to do
certain things and then AUSTRAC could change the rules. You could really overturn the
regime, as Chris said before, and turn it on its head. There is obvioudly a statutory obligation
under the Legidative Instruments Act to consult, but that could happen fairly quickly and take
effect immediately. Some of the changes could have major consequences and it seems to be
delegating a lot more legidative power than is usual.

CHAIR—AnNd, of course, the committee finds that consultation under the Statutory
Instruments Act means different things to different people.

Senator LUDWIG—So true. Have you had a look at any other models for consultation in
terms of developing rules? There was an earlier submitter who indicated that there was a UK
model for ajoint committee that might assist them in progressing the rules. Have you had an
opportunity to look at other worthwhile models? You are not suggesting that the casino
industry develop it. You are saying an independent body will. | guess AUSTRAC is, in part,
an agency. It is regarded as independent of government in that sense, but it will also be the
monitor and the regulator. Isit your concern that the regulator is devel oping the rules?

Mr Seyfort—That would be one of our concerns, yes.
Senator LUDWIG—Have you looked at any other model that might work?
Mr Downy—We have not looked at any other models, no.

Senator KIRK—You mentioned that you currently have a code of practice in relation to
AML. Isthat correct?

Mr Downy—No. We developed a draft code of practice in the early stages of the
consultation process when we were working up our submission to the issues paper two years
ago. All | am saying is that we are approaching this in good faith and with best endeavoursin
mind. Certainly, we will continue to work that way.

Senator KIRK—So thereis currently no code of practice in place for your members; that
was just a draft?

Mr Downy—No, that was just a draft.
Senator KIRK—Right. It was part of the consultation.

Mr Seyfort—Just to address that perception, whilst there may not be one document in
place called a code of practice, we are obviously subject to the FTRA and a whole matrix of
informal and formal dealings with state and federal law enforcement agencies at all levels.
The system works very well and very comprehensively. It might not be captured in one
document, but there is a very complex regime operating already.

Senator LUDWIG—Is there a reasonably simple explanation of how you see the safe
harbour would operate? Is that a matter that you are trying to achieve the AGD’s acceptance
of at this point intime?You do not see it reflected in the current legidlation.
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Mr Seyfort—Not clearly enough, no. Like so many of these outcomes based laws, thereis
a desire on the part of the parliament to put on us an obligation to achieve a regulatory
outcome. We will use our best endeavours to do it. We will write a program which we will
need to tie in with all of the matrix | referred to earlier, but we need to be confident that we
can write a program that is reasonable and sensible and that, if we have done it in good faith
and done it reasonably, we will not be prosecuted for an isolated instance of something which
is perhaps an outcome that does not meet the regulatory objective. It is a bit like the whole
issue with sort of defensive reporting and defensive lodgment of documents. If there are
consequences for getting it wrong, civil or statutory, that might skew the way a program is
written to make it focus on process rather than outcomes. We want to write and have a
program that achieves the regulatory objectives that the government has in mind. We do not
want to write a program that just covers our backsides.

Senator LUDWIG—The safe harbour regime would allow that to occur?
Mr Seyfort—Potentially, yes.

CHAIR—Thank you both very much. We appreciate the association’'s input to this hearing
process. If you and your members would consider providing even an amended version of the
organisation’s submission to the department on the exposure draft, that would be helpful to
the committee’'s considerations.

Mr Downy—Sure.
CHAIR—Thank you both very much for appearing today.
Mr Downy—Thank you very much.
Proceedings suspended from 11.14 am to 11.24 am
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PILGRIM, Mr Timothy Hugh, Deputy Privacy Commissioner, Office of the Privacy
Commissioner

SOLOMON, Mr Andrew Gordon, Director, Poalicy, Office of the Privacy Commissioner
JOHNSTON, MsAnna, Chair, Australian Privacy Foundation
VAILE, Mr David, Vice-Chair, Australian Privacy Foundation

CHAIR—Welcome. We have separate submissions from your organisations, so | will
invite each of you to make an opening statement pertinent to your own submission and then
we will go to questions. We will start with the Office of the Privacy Commissioner. The office
has lodged a submission with the committee which we have numbered 23. Do you need to
make any amendments or alterations to that submission?

Mr Pilgrim—No.
CHAIR—I invite you to make an opening statement.

Mr Pilgrim—Thank you for the opportunity to appear before the committee today. As we
mention in our submission, the Office of the Privacy Commissioner also intends to make a
submission to the review into this exposure draft being conducted by the Attorney-General’s
Department. It is our intention to consider the bill and accompanying material in somewhat
more detail than we have been able to for thisinquiry, and we may take the opportunity there
to raise additional issues. However, it is our expectation that the broad themes and issues
introduced in our current submission will remain constant. The office also appreciates the
opportunities it has had to date to discuss this issue with the Attorney-General’s Department
during the development of Australia’'s response to organised crime and terrorist financing
risks.

In making our submission and subsequent comments, our office recognises Australia's
obligations as a founding member of the Financial Action Task Force on Money Laundering
to implement a range of global anti-money-laundering and counter-terrorism financing
standards. We also recognise that there is a strong public interest in ensuring that Australia’s
financial regulatory systems and procedures incorporate appropriate responses to the risks of
money laundering and terrorist financing. At the same time, it is important that, in giving
effect to these standards, consideration is also given to the effect they may have on the
privacy of Australians' personal information. It is therefore important for reviews such as
this—and the review by the Attorney-General’s Department—to be held and given significant
weight, as this bill has the potential to capture the personal information of a great number of
Australians.

The overall effect of these various provisions would be to extend the regime under which it
is mandatory for reporting entities to collect personal information about individuals, retain
that personal information for extended periods and to disclose that information to
AUSTRAC—which may in turn make it available to a range of other government agencies.
The AML regime as set out in the exposure draft has the potential to capture very significant
amounts of personal financial information which is considered particularly sensitive by the
community.
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From our consideration of the exposure draft to date, there are a number of issues that we
believe may need further consideration. These include—but are not limited to—whether there
is a sufficiently robust privacy regime to support the draft bill; the access to AUSTRAC held
data by other Australian and state and territory agencies; and retention issues relating to the
holding of information collected by reporting entities. As suggested in our submission, given
these issues and the extent of the information handling practices that will be implemented
under the AML regime, the proposal would benefit greatly from an independent privacy
impact assessment being undertaken. A PIA, privacy impact assessment, is an assessment tool
that describes in detail the personal information flows in a project and analyses the possible
privacy impacts. It may also assist in identifying and evaluating the impact of such matters, as
we have raised in our submission. | welcome any specific questions on the office's
submission.

CHAIR—Thanks very much, Mr Pilgrim. Mr Solomon, do you have anything to add to
that?

Mr Solomon—No.

CHAIR—We will move on to the Australian Privacy Foundation. The APF has lodged a
submission with the committee which we have numbered 4. Do you need to make any
amendment or alteration to that submission?

M s Johnston—No.
CHAIR—I invite you to make an opening statement.

M s Johnston—I wish to note at the outset that the author of our written submission is our
Policy Coordinator, Nigel Waters. Unfortunately, Mr Waters was unable to be here for these
hearings. David and | will do our best to answer any questions; however, we may need to take
some questions on notice if we are unable to answer them today.

If the proposals represented in this exposure bill can be described in one word it is
‘disproportionate’ . In so many ways, these proposals are a heavy-handed approach and may
be even a ham-fisted approach to managing the risks of money laundering and terrorist
financing. Instead of taking a balanced and risk assessment based approach to monitoring
financial transactions, an attempt has been made to sweep up all manner of perfectly innocent
transactions and innocent people into a vast net of surveillance.

This bill is objectionable because it treats everybody as a suspect and imposes a draconian
scheme of reporting on businesses. In short, this bill attempts to recruit businesses into spying
on their customers on behalf of the state. | will shortly outline our major objections to the
proposals and our suggested amendments or reforms. However, | wish to make the comment
that each of these proposals, though objectionable in isolation, is even more so when taken
together with other current initiatives by the federal government. Therefore, we ask the
committee to consider the privacy discrimination and natural justice implications of these
proposals not in isolation but with an eye to their compounding impact as other identity
management initiatives converge. These other initiatives include the document verification
service, development of a common proof of identity scheme across government, devel opment
of a system for e-authentication of individuals across government, more data matching
between and across federal and state agencies, the likely introduction of individual Medicare
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cards with photographs and microchips included and the possibility, though we hope remote,
of anational identity card.

| turn to the bill's proposals in brief. The bill has three main elements which take the
scheme well beyond the current act: expansion in the range of organisations subject to the
law—reporting entities; expansion in the types of financial transactions to be subject to
monitoring, tracking and reporting; and tightening of the customer identification requirement.
Together with AUSTRAC s role as the collator of all reports, the secret nature of some reports
and the absence of access and correction rights and a dissemination regime under which more
than 30 Commonwealth, state and territory agencies are provided with online access to the
AUSTRAC databases for an increasingly wide range of uses, we see this regime as an
unacceptable intrusion into the privacy of innocent Australians.

We reserve our strongest criticism for the notion of secret reporting of suspicious matters.
In our view, the concept of secret files compiled on the basis of amateur assessments and
wholly subjective criteria is inconsistent with a free society. We suggest these provisions must
be withdrawn. Of particular concern is the second tranche aspect of these proposals which
will increasingly see small businesses brought into the compulsory regime of collecting
personal information about their customers and reporting it to AUSTRAC. Small businesses
of the types to be included in this regime are exempt from privacy laws and thus have no
obligation to protect the privacy of their customers’ information, collected for the government
under government fiat. Thereis little to stop them using their customers' personal information
for secondary purposes.

By way of example, | would like to draw the committeg’s attention to an article about the
proposals in this month’s Law Society Journal, which came out yesterday. The article is
already promoting the benefits to lawyers of these new anti-money-laundering laws, because
knowing more about your customers finances can ‘mean you can sell a raft of additional
services to them'. | quote Professor John Broom, who | understand has just written a text on
anti money laundering:

Someone comes and says ‘| want you to act for me in a conveyancing matter’. You then go through all
of their business activities, the kinds of transactions they are likely to engage in and you are sitting there
asasolicitor saying, ‘ Thank you, God.” Thisis the greatest business lever ...

The article then helpfully points out that the information collected about lawyers' clients and
about their finances is not subject to legal professional privilege, so that will not stop the
misuse of customers information either. In our view, it is therefore essential that the
information be afforded the same protection and individuals given the same rights as would
apply if the information was being collected directly by the government.

| now turn to a summary of our recommendations to bring about a more transparent,
proportionate, balanced and effective monitoring regime. We ask the committee to consider
the following: a minimum dollar or val ue threshold bel ow which no customer identification or
reporting is required;, no customer identification requirements for customers only seeking
advice or quotes on services; to wind back the regime of reporting suspicious transactions and
absolutely not introduce the subjective amateur and secret reporting of suspicious matters,
extend the national privacy principles to all reporting entities by amending the Privacy Act to
abolish the small business exemption; provide for access and correction rights both to
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AUSTRAC and to reporting entities, although with a limited exception in relation to matters
or people currently under investigation; and limit the disclosures AUSTRAC can make to
only agenciesinvolved in criminal law enforcement, only where those agencies are subject to
the national privacy principles or equivalent and enforceable privacy principles in their own
jurisdiction and only in relation to people or transactions which AUSTRAC believes to be
evidence of money laundering, terrorist financing or a crime under Australian law.

CHAIR—Thank you very much, Ms Johnston. Mr Vaile, do you wish to add anything?

Mr Vaile—I would just like to reinforce the concerns about the cumulative effect of this
proposal when taken in context with the others that Anna has just mentioned, and also to flag
a general concern about a trend towards paying only lip-service to the core principles behind
privacy protection—which is identifying the purpose of a particular activity of collection to
identify the core minimum requirements that need to be carried out in order to satisfy that first
purpose and to limit distribution and further use in relation to that original purpose. These are
sometimes annoying for those agencies or businesses who may want to have an open slather,
but they are the core of international privacy practice. Whenever you have a trend away from
that to saying, ‘We can think of all sorts of reasons for doing this, we can think of all sorts of
justifications, we can speculate there may be more in the future,” and a general approach of
relaxing the application of those principles, you end up with a situation like this where it
offends a range of privacy principles and it sits amongst a number of other initiatives which
also cumulatively weaken those protections. | suppose | am just waving the flag for a renewed
recognition of the historical purpose of those limitations and | am seeking to see this proposal
inthat context.

CHAIR—Thank you very much. May | start by asking a question on the consultation
process. It seems to me that there is a highly structured consultation process around this from
the perspective of the finance industry. | wondered whether, for example, the Office of the
Privacy Commissioner has played any rolein that in an official capacity.

Mr Pilgrim—We have had ongoing discussions with the Attorney-General’s Department
on—for want of a better description—the issue of anti money laundering and the proposed
response, for a good two years now. It has been in different formats; | would suggest it has not
been in any way you term it a formal process such as the public consultations that are going
on at the moment. But we certainly have appreciated the degree to which they started
involving usin the early stages of the development of this proposal.

CHAIR—I am not sure whether you said in your earlier remarks, Ms Johnston, whether
you werein the formal submitting process for this or not, but have you expressed any views to
the Attorney-General’s Department or to the minister on these matters?

Ms Johnston—Yes. | do not think we could have been much clearer. The Australian
Privacy Foundation participated in the public consultation round back in 2004. We asked the
department to make people's submissions publicly available. The department refused to do so,
unlike in many other reviews that we have participated in where submissions are now
routinely published. We sought copies of those submissions under freedom of information
legidation. We were unable to proceed with that application because we lacked sufficient
funds and the department would not give us a public interest exemption from the fees. By the

LEGAL AND CONSTITUTIONAL



L&C 44 Senate—L egidation Tuesday, 14 March 2006

time that whole process resolved itself it was 18 months down the track, so we have certainly
been very critical of what we see as a lack of transparency in the consultation process. M ost
of the consultation has been with industry groups and has left privacy advocates, consumers
and so on out of the loop.

Senator LUDWIG—In respect of the privacy issues that you raise on the suspicious
transactions, | just want to explore that a little bit further. There already are suspicious
transactions that are reported, but you say that the regime that is going to be imposed with
respect to a suspicious matter is materially different. In what sense? There is already
significant information that is being passed through that first process currently; does this open
the net wider or isit more onerous?

Ms Johnston—We believe it opens the net wider. The notion of reporting people for
suspicious matters leaves it open to report people for what untrained people believe to be
suspicious behaviour. | think we can reasonably predict that there will be disproportionate
over-reporting of people of a Muslim background, of Arabic appearance, of non-English-
speaking background, Indigenous people. We are concerned that cultural differences—for
example, some people do not make eye contact when they go into a bank—may be
misinterpreted as suspicious behaviour. We are absolutely concerned that the change from
‘reporting transactions that are suspicious' to ‘ matters that are suspicious’ will result in these
extremely subjective, untrained reports coming into AUSTRAC about people who are
completely innocent.

Senator LUDWIG—Do you know whether they will be untrained?

M s Johnston—When you are talking about extending it, through the second tranche of the
legidation, to real estate agents, accountants, lawyers and jewellers, | honestly cannot imagine
that every employee of every one of those organisations is going to be trained in intelligence
assessment.

Senator LUDWIG—AnN then in terms of the matter which you have gone to—the
physical characteristics of a particular client—how do you say that is captured now or by the
proposed |egislation?

M s Johnston—I am sorry. | do not understand the question.

Senator LUDWIG—You indicated that a person’s ethnicity might be a matter. How is that
captured by the proposed changes? | am trying to understand if it is a suspicious matter.

Mr Vaile—Isit inrelation to the sort of discretion that—

Senator LUDWIG—I do not know; that is what | am asking you. Do you see that as part
of the wider discretion of the, in your words, untrained person using that as a criterion to
determine whether it is a suspicious matter that should be reported? | am unsure about why
you make that statement, so | am looking at how you came to that. Could you amplify it?

M s Johnston—Yes, that is our understanding: the person doing the reporting, whether they
are working for the law firm, the jeweller, the accountant, the bank can make that assessment
not only on the nature of the transaction—you might say sending $1 million to a bank account
in Irag looks suspicious—but also on the way people behave, what they say, how they act. All
of these can add up to forming a view about suspicious behaviour or a suspicious matter.
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Senator LUDWIG—You call it suspicious behaviour, but it is a suspicious matter.
M s Johnston—Suspi cious matter is the—

Senator LUDWIG—You say that includes behaviour.

M s Johnston—That is my understanding of how it could be used.

Mr Vaile—Because it is broader than ‘transaction’. There must be a reason for it being
broader than ‘transaction’, and it is essentially as amended. The other aspect of it that
magnifies our concern is the reduction of accountability and the insistence on secrecy, which
Anna has mentioned, which means that taking errors or inappropriate factors into account—
anything that is inappropriately adverse in such a discretionary judgment—is essentially
unreviewable and unknown. It forms part of a blacklist. We have already seen where both
federal and state laws have become relatively ineffective in dealing with the operation of a de
facto blacklist in the tenancy area, and we are concerned that that practice ends up being
extended here.

Senator LUDWIG—Isit fair to say that one of your concerns would be that firms, clients
and customers who have suspicious matters generated about them reported to AUSTRAC are
then unable to know what file it is being flagged under in respect of their name, that there is
an inability to correct that information. Have | got that right?

Ms Johnston—Yes. | draw your attention to paragraph 39 of our submission, which is
where we make this particular point. It refers not to the legislation, but to the draft AML CTF
rules and guidelines for suspicious matter reporting, which accompany the draft bill. Those
rules and guidelines include appearance and behavioural factors.

Senator LUDWIG—That is helpful, thank you very much. In paragraph 57, which is
about secrecy, you say the ability to FOI that information will be excluded.

M s Johnston—Access and correction rights under the Privacy Act are also excluded.
Senator LUDWIG—Mr Pilgrim, do you have a view about that?

Mr Pilgrim—With regard to—

Senator L UDWIG—With regard to the Privacy Act being excluded in that area.

Mr Pilgrim—The view of our office with regard to privacy protection generally is that
there should be a fairly robust regime built into the bill or there should be some ability for
people to have a right of recourse, if they beieve there is some misinformation on them, to
have access to that information to be able to correct it if they believe it is wrong. We
understand there will be circumstances, particularly in cases of national security and terrorism
matters, where that may not generally be appropriate to occur. As a general rule of thumb for
privacy, we support a mechanism by which people are able to see information that is held on
them. As to whether that should be through the Privacy Act or another mechanism, we have
not formed an opinion on that.

Senator LUDWIG—Have you raised the more general issue with the AGD or is that part
of the submission that you are then going to provide?

Mr Pilgrim—It is an issue we are considering as we examine the bill in more detail.
Generally, the coverage of the Privacy Act is an issue we have been discussing with AGD
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over the course of the last couple of years as they have developed the proposal in the form it
isin now.

Senator LUDWIG—In terms of the threshold transactions, | note both the submissions
indicate that that figure might be alittle low. Do you know what the UK or US have? Do they
have similar amounts? Why do you say it? Is it because it was some time ago and inflation
might have overtaken it? Is that the main reason?

Mr Pilgrim—Our view is that the Financial Transaction Reports Act has been in place for
quite some years now, and the original threshold was set back in the early nineties. It may be
useful to have that reviewed to see whether it is still an appropriate amount, so the basis of
our comment thereis generally on the length of time for which that amount has been set.

Senator LUDWIG—And the Privacy Foundation?

M s Johnston—I have recently heard this thirdhand, so | have not been about to verify this
but my understanding is that the Financial Action Task Force has recommended a $US15,000
threshold—I am not sure which of the three categories of transactions that applies to, if it is
al three or something else—and that the New Zealand government is considering a
$NZ10,000 threshold. As | said, | heard that thirdhand and | have not been able to verify it.

Senator LUDWIG—First of all, to get over the first question, do you accept the premise
that there should be a threshold? If you do, what level do you think it should be set at?

Ms Johnston—We believe there should be a threshold for all three categories:
international transactions, domestic transactions and suspicious transactions—if you keep the
third category. As Mr Pilgrim has mentioned, we believe the $10,000 threshold that was set
some time ago is now too low, through the effects of inflation. If you want to pull a figure out
of ahat, | would say something like $US15,000—so whatever that isin Australian dollars; it
might be $A 18,000 or $A20,000—might be more appropriate.

Senator LUDWIG—In terms of the privacy impact assessment, have you asked AGD
about whether or not they are prepared to entertain that?

Mr Pilgrim—I would have to take that on notice. | cannot specifically recall that we have
asked them to undertake a privacy assessment with regard to this particular bill.

Senator LUDWIG—I guess we have now!

Mr Pilgrim—Rest assured, we will probably be raising that as part of our submission to
them.

Senator LUDWIG—What does that actually entail in the sense of time, cost or process?

Mr Pilgrim—It is a difficult question to answer in terms of actual time frame and costs
because it is going to vary depending on the complexity of any particular bill or proposal
going forward. We could assume—again, | will not try to put a monetary amount or a time
frame on it—given the complexity of this bill, the amount and the type of information that is
going to be collected, the number of entities that are going to be reporting and, potentially,
with the second tranche, the extra number of entities that are going to be reporting, coupled
with the various agencies that may be able to access the information through AUSTRAC, that
sitting down and mapping out the data flows would probably be a fairly lengthy process.
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Having said that, we think the proposal would benefit greatly from having that done, simply
because a number of questions, as | said in my opening comments, that we have around the
bill itself and who is going to be able to access information would be made a lot clearer
through that process being undertaken.

Senator LUDWIG—Ms Johnston, is the article that you were referring to earlier able to
be provided to the committee?

CHAIR—I will lend you my copy of the Law Society Journal.

M s Johnston—Or | can take a photocopy.

CHAIR—It isthe Queensland one.

Senator LUDWIG—It ispraobably inthere. | have it with meto read.
CHAIR—I am sure Professor Broome is widely published.

M s Johnston—I am referring to the New South Wales Law Society Journal.

Mr Vaile—I will add something to the earlier discussion in relation to the amounts and
thresholds. The figure of the threshold that has been there in the past is significant, but it is
worth emphasising that not having a threshold on things like suspicious matters means that in
effect all transactions in many different areas become subject to the need for someone to make
a discretionary judgment as to whether the matter is suspicious. That is probably of greater
significance than the actual figure for particular high-value transactions, just because it casts
the net so wide and by doing so reduces, as we were discussing before, the likelihood that you
will have anyone with any particular training and aso the cost of monitoring and
accountability in those sorts of very broad based reports.

Senator LUDWIG—Do you think there should be a public campaign to notify the general
public that there is a new regime, AML CTF, which will require customer information to be
passed on to financial institutions and banks?

Ms Johnston—Absol utdly. Transparency about the processes and naotification about any
collection of personal information are key privacy principles that should be followed.

Mr Vaile—We would also like to support, if we have not already explicitly, the idea of a
privacy impact assessment and flag, particularly in relation to the prospect that it may be very
broad based, that that would need to be quite careful to cover all of the peripheral activities
and circumstances, which may end up being the ones with the most capacity for privacy
intrusion or erroneous reports.

CHAIR—I want to take up a point made in both of your submissions about access by other
agencies to data held by AUSTRAC. Both your organisations make some quite forceful points
on those matters. | wonder if you might expand on those and give the committee some idea
how best to manage that process.

Mr Pilgrim—The nature of the AML draft exposure bill, as we have mentioned, is such
that it is going to potentially open up the collection of greater amounts of information. At the
moment our examination of the bill shows that information from AUSTRAC can be passed on
to other Australian government agencies or to state and territory government agencies for
purposes which at this stage seem fairly broad. | hope | am not misquoting the bill—it isto do
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with their functions or activities. | think it refers to the other organisations that can ask for the
information. We find that to be a rather broad term. One of the suggestions we would have is
that some consideration be given to tightening that and, in particular, to saying that, if the
information is passed on from AUSTRAC to another agency, it needs to be for the same
reasons for which the information was collected—that is, to do with money laundering or the
financing of terrorism. Some tighter restrictions could be put around the use or disclosure of
that information. That is one of our key concernsin that area.

CHAIR—I think it isa very important area.

Ms Johnston—We would echo Mr Pilgrim’s concerns. We are certainly concerned about
the range of agencies over the years to which AUSTRAC has not only disclosed information
but given online access to their databases, including Centrelink and the Child Support Agency,
which are clearly not involved in antiterrorism or money laundering concerns. They are
pursuing a wider agenda of protection of the public revenue. If the government is going to
stick with that wider use of personal information, we believe they need to be alot clearer. This
bill should not be called the Anti-Money Laundering and Counter-Terrorism Funding Bill. It
should be about widespread collection and monitoring of all financial transactions.

As Mr Pilgrim has noted with regard to disclosure to agencies outside AUSTRAC,
obvioudy there is a concern about what privacy principles those other agencies are covered
by and how enforceable or realistic those privacy principles are. Take the example of a
disclosure to the New South Wales police. In theory the New South Wales government can
reassure AUSTRAC that the New South Wales police are covered by information privacy
principles which are based on the information privacy principles of the federal act. However,
there is then a blanket exemption for the New South Wales palice force in relation to all
operational uses of personal information. So it is a completely meaningless statement to say
that New South Wales police are covered by state privacy law, for example. That is just an
example.

Obviously, we are also concerned about the lack of a limitation once AUSTRAC discloses
information to, say, a state police force or the Federal Police. There is nothing to prevent those
police forces disclosing the information to, say, an international or overseas police force.
What we would be concerned about, for example, is Australian police passing on to Chinese
police authorities information about the financial transactions—completely legal transactions
within Australia—of Chinese dissidents or Falun Gong members, for example. That is why
we believe that the uses for which AUSTRAC should be able to disclose information to law
enforcement agencies be only in relation to antiterrorism financing, anti money laundering
and criminal law enforcement that relatesto criminal laws that exist under Australian criminal
law.

CHAIR—We could always ban transactions with prescribed foreign countries. That might
solve part of that problem—rather ironically.

Mr Pilgrim—I would like to add to my earlier statement. In saying what | have said |
acknowl edge that in section 99 of the bill thereisareference—and | think we point this out in
our submission—that agencies in receipt of information from AUSTRAC must give an
undertaking they will comply with the information privacy principles. The question that we
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put in our submission is that we are not exactly sure how that will happen, what the
mechanism will be and, to pick up on a point Ms Johnston mentioned, how legally
enforceabl e those arrangements will be.

CHAIR—Then you get exemptions and exceptions—and the operation of the document
verification service pilot isa good casein point.

Senator KIRK—MTr Pilgrim, how do you see the interaction between the Privacy Act and
the exposure bill? How do they sit together? Do you see the concerns you have in relation to
privacy issues being addressed by amending the Privacy Act or by making amendments to the
exposure bill asit is now drafted?

Mr Pilgrim—That is an interesting question. | must apologise: one of the issues we are
still grappling with is trying to work through the bill and work out how the interaction may
occur. We believe that there are going to be some potentially interesting scenarios, particularly
in the situation of reporting entities, the activities of whom will be covered, we believe, by the
Privacy Act, but that coverage may be limited by some of the provisions within the bill. What
access, for example, will our organisation have if there was to be a complaint against the
activities of one of those organisations? We are trying to work through that particular issue.

One of the concerns that has been raised before is that under the provisions of the current
Privacy Act we have a small business exemption for organisations whose turnover is $3
million or less. This may particularly come into play in the second tranche of the proposed
exposure draft. There may be a gap of organisations or entities that may not have any
coverage under the federal Privacy Act, given the size of their organisation. For that reason,
we have proposed in our submission that there are possibly four options to address some of
those areas. One of those options, for example, could be prescribing organisations who are
reporting entities under the Privacy Act. Under the coverage of the Privacy Act there is
already a mechanism within the act whereby organisations who are currently exempt can be
brought into the coverage of the act. That is one example, and we put that forward in the
submission.

It could be that other provisions are developed, similar to part I1IA of the Privacy Act,
which covers credit reporting provisions. It sets out particular ways in which a person’'s
personal credit information can be handled and is quite prescriptive around the handling of
that information. It imposes penalties and those sorts of provisions as well. There are other
provisions within the Privacy Act for the handling of tax file numbers. That is probably a
useful one to consider because it also covers the handling of tax file numbersin private sector
organisations, not simply as they are being issued by the tax office.

So there are a number of mechanisms which we can propose that may help address that.
But, as to the nub of the question, which is how the actual act sits with the provisions, | would
have to say that we are still working through that in terms of providing a bit more thoughtful
comment as part of the Attorney-General’s process.

Senator KIRK—So you are putting something together to provide to the A-G?

Mr Pilgrim—Yes, that is correct.
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Senator KIRK—You also say on page 7, | think, of your submission that the bill would
benefit from a rigorous analysis, looking particularly at whether or not the provisions are an
appropriate way of meeting the underlying policy objectives. Who do you see as conducting
this rigorous analysis? Would that be perhaps your office, or what would the process for this
be?

Mr Pilgrim—I suspect that there are several ways in which that could be done. Part of the
process would start off from committees such as this committee examining the bill as part of
that process to be able to advise government on whether or not that proportionality has been
struck. Another way which | touched on earlier would be through the undertaking of a privacy
impact assessment—of a way of assessing what the objectives of the bill itself are and
whether the responses within the exposure draft are proportional to the risk that is perceived.
Through a PIA, some of that information or some of that analysis could come out as well. We
would suggest in that case that, for example, a privacy impact assessment be undertaken by an
independent person. We do not see that as being arole of our office.

Senator KIRK—When PlAs are done, are they normally undertaken by an independent
person? Is that how it normally works, or does your office—

Mr Pilgrim—It is interesting terminology ‘normally’. | think, in Austraia—and Ms
Johnston might have something to add to this—PlAs are a relatively new approach to
assessing or considering privacy issues as part of a new proposal. Our office has actually
drafted for Australian government agencies and the ACT government agencies a draft set of
guidelines about undertaking privacy impact assessments—those are on our website, and we
are in the process of finalising them now—to encourage organisations to treat it more as part
of normal business to undertake an assessment such as that. To answer your question: for the
ones that | am aware of that have been undertaken within Australia, | would say that it is
probably fifty-fifty whether they are undertaken within the organisation which is putting
forward the proposal or whether an independent person is brought in.

CHAIR—There may be other issues that come to the committee's attention in the course
of the hearing today and in submissions we have received that we may need to raise with you
on natice. | hope that will be acceptable. We will try to keep those to the bare minimum, of
course, but we would appreciate your assistance with that if it occurs. Thank you to both
organisations for your submissions. They are very helpful to the committee and certainly
assist us in pursuing our discussions with other witnesses. Thank you for appearing here
today.
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[12.04 pm]

BHASIN, Mr Anish, Committee Member, New South Wales Council for Civil Liberties
BLANKS, Mr Sephen, Secretary, New South Wales Council for Civil Liberties

LUO, Miss Rhonda Rhui, Member, New South Wales Council for Civil Liberties

CHAIR—I welcome our witnesses from the New South Wales Council for Civil Liberties.
The council has lodged a submission with the committee which we have numbered 10. Do
you need to make any amendments or alterations to that submission?

Mr Bhasin—No, we do not.

CHAIR—I now invite you to make an opening statement and at the conclusion of that we
will go to questions from members of the committee.

Mr Bhasin—I| am going to make a brief opening statement and then Stephen Blanks is
going to make a few more comments. The Council for Civil Libertiesis deeply concerned that
the exposure draft bill currently before the committee signals the end of financial privacy for
Australians. The regime that the bill would introduce is a grave breach of the right of
Australians to carry out their personal and business affairs without government interference. It
renders otiose National Privacy Principle 8, providing the right to anonymity. It isinconsistent
with a liberal democratic society and is a disproportionate response to the threat of terrorism
related financing and serious money laundering.

The bill would introduce a comprehensive financial surveillance regime under which a
large percentage of financial transactions undertaken in Australia would be routinely reported
to the government and accessible to a wide range of government agencies. The true extent of
the regime is obscured by the objects clause and title of the bill, which are highly misleading.
The reference to anti money laundering and counterterrorism belies the fact that the data
currently collected by AUSTRAC will be routinely accessible to a range of government
agencies that have little or nothing to do with combating serious crime.

The bill purports to implement the 40-plus recommendations of the Financial Action Task
Force on money laundering. However, in many respects the bill exceeds the FATF
recommendations, such as by allowing welfare agencies access to highly sensitive and
personal information collected in the name of fighting terrorism and countering money
laundering. Further, in our opinion, the deference shown to the FATF recommendations is
misplaced when considered alongside our binding treaty obligations to protect the right to
privacy, such as under article 17 of the International Covenant on Civil and Political Rights.
Fundamental rights should only be abrogated to the extent that it is strictly necessary to
pursue a legitimate purpose. Because Australia lacks a national bill or charter of rights, it is
imperative that the legisature is especially careful when introducing laws that infringe basic
rights, as the courts are unable to test the proportionality of such measures. If the hill
proceeds, it is, in our view, essential that partner agencies be strictly limited to those that are
involved in the stated objects of the bill—that is, involved in countering terrorism or money
laundering.
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We are also concerned that the provisions relating to the reporting of suspicious matters
raise the real risk of discrimination in the provision of financial servicesin Australia. We also
note that a large proportion of the new regime is to be implemented by delegated legislation.
It is difficult for us to comment on this as it seems to be constantly evolving. However, some
aspects that we have seen give cause for concern, such as a proposal that all customers be
given arisk classification. This again may lead to discrimination in the provision of financial
services. Finaly, if the bill is to proceed then we submit that small businesses should lose
their exemption from the Privacy Act if they become reporting entities.

Mr Blanks—Firstly, | would like to thank the committee for the opportunity to make this
submission and to give evidence at this inquiry. To supplement what Mr Bhasin has said, one
measure that could be undertaken in connection with the introduction of this bill is for thereto
be prepared a human rights impact statement. Just as the Australian Privacy Foundation has
submitted that a privacy impact statement or assessment should be conducted, similarly, for
the various human rights impacts that we perceive this bill has, best parliamentary practice
would be to have a human rights impact statement prepared before proceeding with this bill.

Secondly, | would like to say that there is a particular issue which is not addressed in our
submission but which perhaps other organisations have addressed and which is a serious civil
libertiesissue. That is the fact that lawyers are to be reporting entities and are included within
the scope of the reporting entity. That impacts directly on the operation of the legal system,
which has a special role in the government of the nation, and will severely imbalance the
relationshi p between the legal branch of government and the executive and parliament.

As ageneral comment, and | think thisisimplicit in what the Australia Privacy Foundation
submission said, persons should have the right to know which of their transactions are
reported under this regime. Why shouldn’'t they have an opportunity to demonstrate the
legitimacy of their transaction and have it removed from the record? There has been a long
experience, in New South Wales at least, in the reporting of incidents related to child
protection. For people involved in the teaching profession and child-care industries there is a
mandatory reporting system for incidents which affect child protection. Initially, that was
introduced without any regime for rectification of the record to deal with improper reports.
After some years of experience, that has now been rectified. It is a major civil liberties issue
that reports will be made under this legislation which are not accurate, properly based or well
founded, and there will be no opportunity for persons adversely affected by those reports to
rectify them.

CHAIR—Thank you very much. | like the idea of a human rights impact statement on
legislation, Mr Blanks, but | also know what my chances are of persuading any government in
the land that that is a good plan. We might have more luck with a privacy impact statement.

Mr Blanks—You are aware, of course, that there is a campaign for a national human rights
act—
CHAIR—I am.

Mr Blanks—and one of the essential elements of that campaign is for the introduction of a
human rights impact statement as a measure to bring Australia in line with every other
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Western democracy in the world. Australia is unique in not having human rights protection.
The suggestion is—

CHAIR—That specific form of human rights protection.

Mr Blanks—Yes, that specific form. Thisis not aradical suggestion. It is not saying that it
is impossible to pass legidation which infringes human rights standards; it is merely saying
that we ought to have an honest debate when human rights standards are being infringed—
firstly, so that there can be an honest debate within Australia but, secondly, so that it is
apparent to the world community when Australiais infringing its human rights obligations.

CHAIR—I was not disagreeing with you, notwithstanding your rather enthusiastic
response, and | am interested in the campaign. | was, | suspect, responding in the most
practical way to the suggestion made in relation to this legidation, because even if this
committee was minded to take it up | am not sure how it would be received by government.

Senator LUDWIG—Mr Blanks, just to expand on that: were you referring to the UK
model specifically? It might find favour with you or it might not, but they also have a human
rights impact statement of sorts which requires an assessment to be made of legidlation.

Mr Blanks—Yes, and | believe that for a period in Canada as well there was a similar
regime.

Senator LUDWIG—Yes. But is the model you are advocating similar or dissimilar to the
UK model, or isthere a separate regime that you seek to promote?

Mr Blanks—I| am not sure that | can descend to that level of specific detail. The campaign
that | was referring to is the campaign in Australia for a human rights act which is being
conducted by New Matilda.

Senator LUDWIG—Yes, | am familiar with that.

Mr Blanks—It is campaigning for legislation to introduce the requirement for a human
rights impact statement in relation to all legislation.

CHAIR—That finds favour in surprising places, you might find, Mr Blanks.

Senator LUDWIG—That was the only part | wanted to intervene on, just to establish
whether it was similar to the UK model because | am familiar with that.

CHAIR—I want to take up some of the observations you make on page 7 in relation to
penalties for reporting offences, to use a turn of phrase that might cover what you are talking
about there. One of the witnesses we had this morning from the finance sector talked a little
about the rather enthusiastic overreporting that has been the case in other jurisdictions as a
result of the introduction of similar legidation. Is that the concern that motivates you to make
those suggestions—that is, over and above your general concern on civil liberties grounds,
which | understand and appreciate completely? |s that the concern?

Mr Blanks—Yes. Thereis simply no utility in a system which generates overreporting.

CHAIR—Particularly if you do not resource the agency to whom the overreporting is
being sent—resource it to deal with overreporting, | mean.
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Miss Luo—Overreporting is also very likely to result in misinformation being collected
againgt individuals. If the object of the legidation is to identify and prevent international
financial crimes, there is ssmply no use in having a large volume of possibly useless and
wrong information against our citizens. It is possible that many innocent people will be
caught up in these measures. More experienced, if | may say that, money launderers and
financiers will be more likely to escape the simple pitfallsin the legidation.

Senator KIRK—In relation to that point on overreporting that you have just referred to,
you say in your submission that this has serious implications as people have no right to the
anonymity principle. I know what you mean by anonymity principle, but | wonder where this
principle comes from. Where do you source that from? Is it just a general kind of rider or isit
embodied in some kind of—

Miss Luo—That is both in general law and under the National Privacy Principles—I
believe it is No. 8, which requires private sector businesses to provide customers whenever
possible with the option of transacting anonymously. That is expressly overridden by this
legidation.

Mr Blanks—Just to supplement that answer, article 17 of the ICCPR, which is set out in
our submission, | think sets out the principle that no-one should be subjected to arbitrary
interference with privacy. What we see in this legislation is that the reporting regime that is
set up is essentially arbitrary.

Senator KIRK—Isthis principle reflected in the Privacy Act asit is currently drafted?

Mr Bhasin—The National Privacy Principles | believe are in a schedule to the Privacy Act
and form part of it.

Senator KIRK—You talk about it possibly being arbitrary, but isn’t it necessary to try to
balance this principle against measures to try to prevent money laundering and
counterterrorism financing? How do you find that right balance?

Mr Blanks—Yes, it is always necessary to balance rights and to balance competing rights
against each other. But, if the object isin relation to money laundering and antiterrorism, this
legidation strikes no balance because it is setting up a wide-ranging reporting system with
application outside of those aress.

Senator KIRK—So it is really the lack of proportionality that you see as being the issue
here?

Mr Blanks—That is a major issue, yes.

Miss Luo—That would be a constant theme in many of the submissions, | believe. At the
moment, as far as | am aware, only serious criminals—say, sex offenders—are subject to
continuous scrutiny from the state. There is still a large amount of debate about how much
scrutiny is necessary and how much of it actually infringes on their rights and civil liberties. If
we subject everyone indiscriminately to such continual monitoring and arbitrary reporting
based on the objective judgments of many small businesses and employess, it is equivalent to
creating some kind of financial police state that is against every democratic principle
Australia has ever fought for.
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Senator KIRK—You also suggest in your submission that some of the elements of the hill
might be contrary to the Racial Discrimination Act. Can you outline where you see the hill
being contrary to those principles?

Miss Luo—There is no single provision that contravenes the Racial Discrimination Act.
Our concern is that, taken together, many provisions of the legislation encourage subjective
and possibly uninformed speculation by Australian businesses and service providers. If people
are asked to lodge suspicious matters based on what they know of the customers’ financial
background and what they believe to be the normal financial behaviour or sources of finance,
it is highly likely, especially when one looks at the government’s power under part 9 to
prohibit transactions to and from certain countries, that businesses in their impulse to over-
report will make judgments that draw on any existing racial and cultural prejudices. If the act
does not contain an express provision that guarantees people will not be judged according to
any racial and cultural prejudices against them then the legislation does not live up to the
standard established by the Racial Discrimination Act.

Senator KIRK—Again, it is hit like the question | asked in relation to the Privacy Act
about how these two pieces of legidation will sit together. As you were talking, | thought it
would be difficult, just based on the activities of a small business person, for example, to
prove that there had been some infringement of the Racial Discrimination Act. But it seems
that you are suggesting that there needs to be some reflection of the principles of the RDA in
thislegidation.

Miss Luo—Yes. | believe | addressed thisin my submission, that there ought to be a clause
that the operations of the bill will be subject to the principles established by the Racial
Discrimination Act so that, although it may not be possible to establish any steps or
mechanisms to guard against it, at least people who operate under the obligations under this
proposed act will be aware that they also need to take into account the racial discrimination
principles.

Mr Bhasin—If | can just add to that. In the draft rules there are provisions for risk
classification of al customers. The potential there is that, if one of the bases of classifying
peopleis citizenship or even countries that they transact with, thereis areal potential that the
extra burden that that creates indirectly increases the cost of their obtaining financial services.
Soit canindirectly discriminate.

Senator L UDWIG—Just coming back to the consultative process, as | understand it, about
six of the 36 rules and guidelines have been put out for consultation. Has your organisation or
someone from the point of view of a consumer advocate been involved in the preparation of
those six guidelines or rules?

Miss L uo—Do you mean have we been consulted in relation to it?
Senator LUDWIG—Yes.

Mr Bhasin—We had a meeting with the Attorney-General’s Department and AUSTRAC.
It seems to be a continually evolving process. We have seen some of the draft rules and had
discussion about them, but | do not think we were involved in formulating anything prior to
that.
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Senator LUDWIG—So you are not on the working group or you do not participate in the
roundtable discussions about how the exposure draft should finally apply—of course, some of
the feedback mechanisms are in place—from a consumer advocate’'s perspective; in other
words, the end user or the person who is going to provide the information?

Mr Bhasin—We have been involved in a roundtable process instigated by the Australian
Privacy Foundation with the Attorney-General’s Department and AUSTRAC.

Senator LUDWI|G—Since when has that been available?
Miss Luo—The roundtable itself was in late January.
Senator LUDWI|G—And then?

Miss Luo—We have not been involved in the actual formation and drafting of the
legidation rules.

Senator LUDWIG—So prior to that the first time was back in 2004? So that was the first
time for this legislation and you were involved in the consultative processes at that point?

Mr Blanks—We would have to take that question on notice.

Senator LUDWIG—AII right. | am just trying to establish how much involvement you
have had with the devel opment. It is not atrick question. | amjust trying to understand this.

Mr Blanks—The three of us may not be aware of what was—

Senator LUDWIG—Then please just say that you are not aware and that you have to get
back to me on that.

Mr Blanks—Yes.

Senator LUDWIG—I will tell you what | am trying to establish. There are two elements.
One s the 2004 one. You indicated that you tried to obtain the submissions of industry but, as
| understand it, you would have been unable to do so as the freedom of information costs
would have been quite prohibitive, so that was one area of generally trying to generate
information. Have you tried any of those sorts of tactics?

Mr Blanks—Not that | am aware of.
Senator LUDWIG—So when did you first start to consult?

Mr Blanks—Asfar as| am aware, this issue came up earlier this year when the roundtable
was proposed with AUSTRAC and the Attorney-General’s Department. As far as| am aware,
that is when the council started looking at this. | am not aware of any involvement by the
council in the development of the legidation prior to that.

Senator LUDWIG—Is four months for the exposure draft sufficient for you to be able to
comment to the AGD about your concerns? Do you have a view as to whether that timetable
is sufficient, especially if | can add the additional piece of information that all the guidelines
and rules have not been finalised yet?

Mr Blanks—I think a preferable process, rather than having a written submission, is
actually the roundtable, where one gets to discuss the issues and can devel op one's thoughtsin
view of the discussion. We have been through that process in relation to the Medicare
smartcard proposal last year with the department of human resources and various other
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consumer and privacy groups, including the Australian Privacy Foundation. | think we had
three meetings over the course of a period of six months. Personally, | think it was an
excellent process. It avoided the need to write formal submissions. Sometimes you do not
know whether or not they are making points that are useful to the people who are reading
them, whereas when you sit around a table and discuss the issues you can address
immediately any issues which they raise.

Senator LUDWIG—Getting back to my original question, has the process to date been
adequate from your perspective and is the April deadline sufficient for you to raise your
concerns and meet with the AGD?

Mr Bhasin—In terms of the fact that you point out that a large amount of the legislation
regime is intended to be implemented through delegated legidation, much of which is yet to
be drafted, it is not feasible to comment meaningfully on the bulk of it until you seeit.

Senator LUDWIG—So do you say it is an adequate process or an inadequate process?
Mr Bhasin—I would say that in that sense it was inadequate.

Senator LUDWIG—Are you going to raise that concern with the AGD? | take it you will
be making a submission as well, or have you already done so?

Mr Bhasin—We will make a submission.

CHAIR—I refer to the point you make about possible constraints or restrictions on the use
of AUSTRAC reporting information in trials. This point is at the end of your submission.

Senator LUDWIG—The question would be raised as to whether AUSTRAC could
provide the evidence of the suspicious mattersin atrial or subsequent proceedings.

CHAIR—That is right. Would you expand for the committee on the concern that you are
raising there?

Mr Blanks—The concern would be that any record that AUSTRAC had in its possession
might be accessible to court proceedings.

Senator LUDWIG—Probably by way of ordinary warrant, if the AFP were seeking the
information.

Mr Blanks—In criminal proceedings, that isright.
Senator LUDWIG—In civil proceedings?

Mr Blanks—I| am sorry but | am not across this point in sufficient detail; maybe Miss Luo
can expand on this. Does the legislation sufficiently prevent private litigants in private
litigation having access to any AUSTRAC records—

Senator L UDWIG—Say, through discovery they obtain—
Mr Blanks—through a subpoena process and so forth?
Senator LUDWIG—Yes.

Mr Blanks—Presumably, it must be the intention of this regime that any records are not
available.
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Senator LUDWIG—It might already be dealt with under the current FTR legislation, in
which the purpose for which they can provide information is limited.

CHAIR—We can check on that with the agency this afternoon.

Miss Luo—Thereisan additional concern that, in particular, sections 93 and 105 of the act
do impose some limits on when information and documents may be disclosed to the court. If
someone would like to take legal proceedings in relation to, say, mideading or false
information being provided to AUSTRAC, there is some confusion over whether they will be
able to obtain the information from AUSTRAC or relevant agencies. On the one hand, thereis
aconcern that there may be unwarranted access to such information. There is also the concern
that the individuals concerned may be limited in their access to their own personal
information.

Senator LUDWIG—In the UK they have introduced a framework for AML-CTF in
accordance with FATF. Are you satisfied with the way they have addressed the privacy issues?
Have you had an opportunity to look to see how they have dealt with it? It is an issue | will
probably pursue with the department as well, because one would assume they have human
rights legidation as well. They also have privacy rights.

Mr Blanks—The only thing | can say about that is that | know the Law Council of
Australia is across that issue or has been looking at the UK experience. If they are giving
evidence, they might be a good agency to ask. The comment that they made to me was that
the UK experience is vast overreporting, so the useful ness of the material is not there.

Miss Luo—Which brings us back to the point of accountability—that is, that individual
businesses are not accountable in the same way that government agencies are and that once
the function of information collecting is delegated to the private sector it is very difficult to
impose the same limits and equality guarantees that are possible with the public sector.

CHAIR—The Law Council are not appearing today. | am not sure whether they made a
submission to the inquiry or not, but we will check on that and we might clarify some of these
matters with them.

Mr Blanks—I think they are sitting on Senator Ellison’s working group committee.

CHAIR—They are. We could confuse them and ask them during telecommunications
interception discussions tomorrow, but that is probably not a good idea. Thank you very
much. We thank CCL for their submission and for appearing today. It has been very helpful to
the committee, and we appreciate your contribution.

Proceedings suspended from 12.33 pm to 1.36 pm
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HARTCHER, M s Judith Lorraine, Business Policy Adviser, CPA Australia

KENNEDY, Ms Catherine, Professional Sandards Consultant, Institute of Chartered
Accountantsin Australia

PALMER, Mr Bill, General Manager, Sandards and Public Affairs, Institute of
Chartered Accountantsin Australia

CHAIR—I welcome our witnesses representing CPA Australia and the Institute of
Chartered Accountants in Australia. CPA Australia and the Institute of Chartered Accountants
in Australia have lodged a submission with the committee which we have numbered 7. Do
you need to make any amendments or alterations to that submission?

Mr Palmer—No.

CHAIR—Are you a combined organisation?

Mr Palmer—No.

CHAIR—You are two separate organisations who have made one submission.
Mr Palmer—Correct.

CHAIR—Thank you for clarifying that for me. Does that mean that you would like to
make two opening statements or one?

M s Hartcher—One, with an addition.

CHAIR—That means two—from this side of the table. Ms Kennedy, | ask you to make a
brief opening statement and then | gather we will go on to some additional remarks from Ms
Hartcher. We will go from there.

Ms Kennedy—Good afternoon, and thanks for the opportunity of speaking to you about
this issue. The Institute of Chartered Accountants in Australia and CPA Australia appreciate
the opportunity to appear before the Senate Legal and Constitutional Committee hearing into
the exposure draft of the Anti-Money Laundering and Counter-Terrorism Financing Bill 2005.
The accounting bodies are supportive of the government’s policy objectives in bringing the
Australian legidative framework into line with the recommendations of the Financial Action
Task Force. We have been engaged in the consultation process from its inception, and since
the release of the draft bill have communicated areas of concern regarding the draft bill with
the Attorney-General’s Department and AUSTRAC.

Together, the Ingtitute of Chartered Accountantsin Australia and CPA Australia represent in
excess of 140,000 members. Of our members in practice, approximately 97 per cent are in
practices with fewer than five principals. Our main concern is to ensure that the impact of the
new AML-CTF compliance requirements on our members and their clients is minimised,
while at the same time ensuring that high-risk clients and transactions are properly identified.
In this respect, we have several key issues in relation to the draft bill.

Firstly, the AML-CTF legislation must allow an efficient method for our members to rely
on the customary due diligence already undertaken by other reporting entities and/or
government agencies. Secondly, it is vital that the legidation reflects a risk based approach.
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The AML-CTF obligations should allow sufficient flexibility for members to target those
clients and transactions which pose the greatest risk of relating to money laundering or
terrorist financing. Because of the range of different types and sizes of reporting entities
captured in the draft bill, a one-sizefitsall framework of prescriptive obligations is
undesirable. It will not deliver the most efficient and effective means of combating money
laundering and terrorist financing and will impose unnecessary compliance costs on reporting
entities.

Thirdly, contrary to public statements, the first tranche of the AML-CTF | egidation extends
beyond the FATF recommendations in relation to the financial sector. This has a significant
impact on the scope of the application of the legislation and the consequent costs of
compliance. The areas that we are most concerned about are in relation to the definitions,
which | think we have covered in the submission. We are most concerned about the definition
of ‘business’, or activities that are undertaken in the course of conducting a business, and the
definition of ‘loan’. Together, we think that those definitions extend the application of the bill
to al transactions which are offered on credits, which would include trade credit or the
provision of services on credit terms. Also, the FATF recommendation No. 1 states:

Countries should apply the crime of money laundering to all serious offences ...

However, the draft bill imposes an obligation to report suspicions in relation to all offences.
So thereis no limitation on the predicate offences. The FATF recommendations also refer to a
risk based approach to customer due diligence processes in recommendation 5, and we do not
feel that the draft bill reflects that FATF recommendation.

We are concerned that the consultation period is not sufficient to allow for an adequate
response to the AML-CTF package. This package is to include the AML-CTF rules which are
to have legidative backing, and the bulk of those have not been released. The draft bill and
the mandatory rules must be viewed as a whole to properly assess the impact of the AML-
CTF compliance requirements on our members. Thank you.

CHAIR—Do you have a statement, Ms Hartcher?

Ms Hartcher—We are pleased that the legidation is being considered in two tranches—
the first for the financial services sector—and that there is an intention later to extend the bill
to non-financial services professional organisations. We think that is a good approach because
the non-financial services professional sector has never been exposed to any of these sorts of
compliance obligations before. However, that in itself raises some concerns with this
particular piece of legidation. | think that it is essential to consider this tranche of legislation
in the context of the second tranche. | guess the main reason is that the easiest way to extend
this bill to those other requirements under FATF is to extend section 6 to add more designated
services. The way the bill currently stands, not being a risk based approach, means that it
would be impossible for those non-financial businesses to comply with the regulations that
are being devel oped in this particular tranche, and that poses a futurerisk for legidation. If the
bill is redrafted as a more risk based approach, then it would be easier to apply the same
guidelines and the same rules to the second tranche of legislation when it comesin.

We have had some discussions with AUSTRAC and A-G's regarding these issues and also
some issues that we raised in our submission, particularly in relation to the definition of aloan
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transaction through trust accounts, self-managed super funds and related companies. We are
hopeful that those discussions will result in someimprovements in the hill.

CHAIR—Mr Palmer, did you wish to add anything?

Mr Palmer—Not at this stage, thank you.

CHAIR—Does the acronym CPA stand for certified practising accountants?
MsHartcher—Yes.

CHAIR—Thank you. The dot points that you have on the last page of your submission
under the heading ‘ Consultation process are most useful for the committee. You are saying
that, in the way your members do business, the fact that the rules have not yet been released
for these six or so areas in terms of customer identification procedures makes it very difficult
for you to comment adequately in relation to the exposure draft process.

MsHartcher—That isright.

Mr Palmer—That is the basis of our request that the time for consideration is not long
enough. You have to have the rules first before you can consider them.

CHAIR—I think the paoint is that it would have been long enough had you had the rules at
the beginning of the process. Isthat right?

MsHartcher—Yes.
CHAIR—That is the sort of impression that | am getting.
Mr Palmer—That is fair comment.

CHAIR—It isinteresting that you raise the definition of ‘loan’ and the sort of business that
may therefore be caught in that process. | think the example of consumer credit, which is not
an issue about which we have had a great deal of material submitted to us, being caught
would come as something of a surprise to the Harvey Normans and Retravisions of the world.

Ms Hartcher—I think it would. There is also trade credit, which catches virtually every
busi ness that provides goods and services on a 30-day account, which is everybody.

CHAIR—I want to ask you a question under the heading of ‘Reporting of suspicious
offences’. In fact, | think we are talking about reporting of suspicious matters, which is even
broader than the concerns you that you raise. What would be your comment on that?

Ms Kennedy—I do not think that our comment was relating to the issue of whether they
were matters, transactions or offences. Our concern really related to the predicate offences on
which members are going to be required to report their suspicions. The concern is that the
requirement isto report on suspicion of all crime. There are some other issues as well interms
of possible infringements of the tax law and other Commonwesalth and state and territory
legidation, but it is the requirement to report in relation to all crime that is our major concern.
The FATF recommendations make reference to the need to address serious crime. We think
that it is preferable for the focus and the resources to be in relation to those serious crimes
rather than having our members trying to first of all be aware of what constitutes any crime
and then be alert to the commission of any crime.
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Senator LUDWIG—Do you say that the consultative process is too short and not
sufficient to be able to detail all the issues that you wanted to raise? Perhaps you can expand
onthat. Do you still stand by the comments that you have made?

M s Hartcher—The consultation process that we are going through is quite good as far as
consultation on the outcome of the bill. The problem is simply that we do not have the rulesin
order to provide some appropriate feedback. We need to look at the package as a whole and
how it will impact on our membership before we can assess what the compliance obligations
will be.

Senator LUDWIG—That is where you lose me. | cannot understand how, if you have not
got the full rules and guidelines and so you cannot comment on them, you can say the process
is good. It is either adequate or inadequate, bad or any other adjective you would like to
utilise. Can you meaningfully engage on the exposure draft and the rules and guidelines or
can't you?

Mr Palmer—Today it is our view that we have had meaningful engagement in terms of
preliminary discussions and a consultation process. What we are really alluding to here is the
more detailed set of rules that accompany the draft legidation.

Senator LUDWIG—The process ends in mid-April.

M s K ennedy—The 13th.

Senator LUDWIG—AnNd that is it. What will come next? Has the consultative process
been adequate?

Mr Palmer—As we said earlier, it is subject only to the receipt of the detailed rules in
sufficient time for us to give them appropriate consideration.

Senator LUDWIG—Have you been promised those in sufficient time to be able to give
them detailed consideration?

Mr Palmer—We have not got them as yet. That is why we are basically raising our
concerns now that we are running short of time, in terms of having adequate time to consider
them.

Senator LUDWIG—This is an opportunity to state that. Otherwise we will go away with
the submission from you that you have been adequately consulted. That is what we will take
away.

Mr Palmer—Our point is that we need more time to consider the rules upon their release.
It really depends on when they are released.

Senator LUDWIG—AnNd if they were released today, tomorrow or the next day?

Mr Palmer—If they were released today, tomorrow or the next day we would still need
more time.

Senator LUDWIG—How much time would you need?

M s Kennedy—In line with the ABA, it could take four or five weeks after the release of

the last of the draft rules. There has been productive consultation in relation to the rules which
have been released to date but it has been quite a Slow process. We could only anticipate that
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the process would be of equal detail and length in relation to any rules that are released
further down the track.

Senator LUDWIG—Do you say that the risk based approach istoo prescriptive?
MsK ennedy—Yes.

Senator LUDWIG—How is that being addressed? Are you confident that that is going to
be addressed between now and mid-April ?

M s K ennedy—The minister has indicated that we should have a new draft of the draft bill
in the next day or so which is intended to address some of the concerns of the industry in
relation to the prescriptive approach in part 2, the customer identification procedures. We
have yet to see that new draft of the hill.

M s Hartcher—We will know how productive the consultation process has been when we
see the response to the issues we have raised. There has certainly been a very positive attitude
to discussing the issues; we need to wait to see what the result of those discussions will be.

Senator LUDWIG—Do you think there will be a reissued exposure draft in the next
couple of days or so? The issue of the loans and some of those other matters may be taken
into account in the definition of business.

M s K ennedy—We are not certain of that.

Senator LUDWIG—Did you participate in any of the roundtables?
MsK ennedy—Yes.

Senator LUDWIG—When was the last roundtable?
MsHartcher—Last Tuesday.

Senator LUDWIG—How many have you participate in?

Ms Hartcher—We have been represented at every ministerial roundtable in the last two
years.

Mr Palmer—We have been involved since inception.
M s K ennedy—We have also been participating in the individual working groups.

Ms Hartcher—And in systems working groups under AUSTRAC, which were running in
2004-05.

Senator LUDWIG—Have you been able to get any movement in respect of how self-
managed superannuation funds will manage to do their customer due diligence when they
know you are a customer?

M s Hartcher—Self-managed super funds are different from large super funds in that they
have up to four trustees and all of those trustees must be beneficiaries. Our argument is that
there is no value in imposing obligations on the trustees of a self-managed super fund as they
are also the recipients of the benefits. If they are laundering money through that facility they
are not going to report on themselves. Otherwise it just imposes unnecessary obligations on
those who are not laundering money.
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Senator LUDWIG—Isthere an alternative to deal with that? Obvioudy thereisanissuein
ensuring that those products are not used for money laundering purposes. If there is a
requirement, what should the requirement be? Or do you say they should be categorised as
low risk?

Ms Kennedy—I think the ATO identifies the destination of the proceeds of the self-
managed super funds and indicates that those funds really become consumers of financial
products. In their capacity as consumers of those financial products over cash deposits, direct
acquisition of shares or other financial products, they would be going through the same sort of
process as any other customer of afinancial institution.

Senator LUDWIG—Many of the businesses that you represent—not all of them—would
be small to medium size.

Mr Palmer—That is correct. The people we represent are essentially the members, but
their clients are typically small to medium businesses.

Senator LUDWIG—Yes. Even the people that you represent, their businesses—
Mr Palmer—Are small to medium busi nesses themsel ves.

Senator LUDWIG—In meeting the privacy principles of it, would they also be required to
meet the current privacy principles or would some fall under the threshold of the $3 million
turnover?

Mr Palmer—Some would, others would nat. It depends. They all have different turnovers.

Senator L UDWIG—Have you looked at that issue on behalf of your members in respect
of how they will balance the privacy issue and the requirements of thislegidation?

Ms Hartcher—We have raised with the Attorney-General’s Department that we suspect
there will be some difficulties associated with it.

Senator LUDWIG—What are they?

Ms Hartcher—We have been training members to just keep the minimum amount of
information on people. Now they will be asked to keep additional information on their clients.

Mr Palmer—We have not done a survey of that with particular reference to the point you
make. We did conduct a survey, but it was more around the impact of certain other
requirements that have a limit. Catherine might like to elaborate a bit more on that.

Ms K ennedy—We conducted a survey some time ago when there was some suggestion
that members might be required to conduct customer due diligence on all of their existing
customers. | think the most significant result of that, apart from the horror expressed by
members, was that 98 per cent of the members said that al of their customers would already
have bank accounts or be engaging in transactions with financial institutions. So | know the
feeling from the members is that there should be as little duplication as possible of those
customer due diligence requirements.

Senator LUDWIG—So they question why they would then have to go through that
process again?

MsK ennedy—Yes.
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Senator LUDWIG—ASs an accountant you are dealing already with a range of financial
institutions on behalf of the members.

Mr Palmer—One of the main points of our membership is that they do not initiate
transactions. Invariably, they are only involved in them in a historical recording sense. Quite
often, someone comes to them with the outcome—it may have been nine months since the
transactions occurred. Typically, they might come when they are ready to prepare their tax
return or something of that nature. So whatever the transaction is at a particular point of time,
it is being dealt with through some other party such as a bank. Our people are then dealing
with it much later.

CHAIR—I am not sure whether Senator Ludwig covered this area. | think you describe it
as alack of materiality, what is the threshold level of the value of the service. Do you want to
comment further on that?

M s Hartcher—It was in relation to some of the services that are covered in the designated
services. Thereis a$1,000 limit for stored value cards, but in other areas there is no threshold.
One particular area was in relation to postal orders. It is a public concern that quite often the
users of services like postal orders are either people under 18 or elderly people who may not
have particular types of identification if they wish to access that service. It was redlly just a
matter of looking at the transactions rationally and identifying at what level a threat of
money-laundering would comein.

CHAIR—What would be an example of the concern there? You are saying that, if
somebody was purchasing a $50 postal order, on your interpretation of the legidation as it
currently stands it would trigger minimum customer identification procedures which may
necessitate the individual purchasing the postal order producing—

M s Hartcher—A licence or a birth certificate or something like that.

CHAIR—to get a $50 postal order?

MsHartcher—Yes.

CHAIR—I think | understand the point you are making. Thank you for your appearance
today and for the submission on behalf of both of your organisations. We will come back to
you, if we may, if any issues are raised in discussion with other witnesses and take those up
with you if we need any clarification.

Mr Palmer—Thank you.
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[2.01 pm]
KNIGHT, Mr Brett, Head of Compliance, American Express

MANCY, Ms Michelle, Manager, Legal Affairs, General Counsel’'s Office, American
Express

MULLINGTON, Mr Mark, Executive Director, Risk Management, ING DIRECT
CLAES, MsLisa, Executive Director, Sales and Operations, ING DIRECT

CHAIR—Welcome. You have made separate submissions. | invite you, initially, to speak
to those separately and then we will go to combined questions. We will start with American
Express. Thank you for lodging your submission with the committee, which we have
numbered 15. Do you need to make any amendments or alterations to that submission?

Ms Mancy—No.
CHAIR—I invite you to make an opening statement.

Ms Mancy—American Express is a global company and carries on business in 110
countries. It has set up money-laundering programs in the US, the European Union and all
other major countries that have this kind of legisation. American Express supports the
upgrade of legislation which is aimed at preventing money laundering and terrorist financing
in Australia. We have demonstrated support for Brett Knight's consistent presence and active
participation at all ministerial advisory group discussions, AUSTRAC working groups and
also the permanent AML-CTF advisory board. American Express operates similar business
processes globally and has global programs such as its card authorisation platform. When a
US card member comes to Australia to use their card and when an Australian card member
goes to Italy, in each case the merchant’s terminal is connected to the same global platform.
For this reason you will see why American Express is particularly interested in technology
based sol utions and aspects of the proposed regi me such as electronic verification.

In view of the fact that the law is not yet complete, the April deadline for completion of the
consultation processes is too short. Even if all the missing rules are released in the next two to
three weeks, it would not be enough time for organisations to absorb impact and effectiveness
before responding in a meaningful way. | will give you an example of how the job has only
been half done to date. As you are well aware by now, identification comes in two parts:
collection and verification. We have draft rules for collection but nothing for how it is to be
verified. This area is one of great financial burden to institutions, and we are 50 per cent
incompl ete on the information relevant to assess whether we can do it at all and how much it
will cost. It is imperative that electronic verification be alowed as an acceptable method of
compl eting identification; otherwise, the cost to organisations without branch networks would
beinordinate.

Based on our global experience, we conservatively estimate our costs to comply with law
in Australia requiring non EV identification to be $7.5 million. This would provide a
significant competitive advantage to organisations with branch networks. We submit that, as a
matter of fair play, the government should ensure that this type of regulatory regime does not
favour one class of competitors over another—in other words, preserve competitive neutrality.
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In supporting a risk based approach, meaningful thresholds should be set. There are no
thresholds for any designated service except stored value cards and we would like to see a
threshold for consumer credit arrangements. American Express card members spend more
than customers of other ingtitutions. Even so, the average spend on the American Express card
inAustraliais not more than $10,000 each year.

The reporting threshold should be increased as the current $10,000 figure dates back to the
early days of the FTRA over 10 years ago and is no longer reasonable. It should be adjusted to
account for inflation. The current $10,000 figure is also set substantially below the FATF
recommendations. Lowering the threshold leads to significant increased compliance costs and
there is no evidence that Australia presents higher risks than other countries with similar
income levels.

The thrust of all these comments is the same: there is no appreciable risk of money
laundering below certain minimal levels of transactional activity. The absence of thresholds
means it is simply overburdensome to require this kind of identification.

The ‘know your customer’ requirements are excessive and burdensome as a draft
identification list of minimum points is beyond the scope of the FATF recommendations. We
refer you to the very convincing comparison table appearing at the end of the ING submission
as appendix A on this particular point. Groups should be treated as a whole and should be able
to share information which they need in relation to specialisation and group functions.

Complete civil immunity should be extended to any action taken to comply with the rules
or guidelines. The draft law provides for protection in relation to actions taken in good faith
and without negligence with respect to reporting obligations or in the mistaken belief that
action was required under those sections. We submit that allowing suits for negligence creates
avery big hole in that immunity. Negligence is a very elastic concept and thisimmunity is not
really worth very much if it is subject to that kind of exception.

The government needs to prioritise laws relating to money-laundering prevention, privacy
and discrimination, thereby ensuring that compliance with one will not affect a breach of
another, rather than leaving it to business to tip-toe through a minefield of compliance
regimes that seem to be at odds with each other. That concludes our submission. We would be
pleased to assist the committee with any questions.

CHAIR—Thank you very much, Ms Mancy. We appreciate that. We have had a
submission from ING Direct, which we have numbered 13. Do you need to make any
amendments or alterations to that submission?

Mr Mullington—No.
CHAIR—Ms Claes, Mr Mullington, | invite you to make an opening statement.

Mr Mullington—With your leave, we will both speak during the opening statement.
Thank you for the opportunity to speak to the committee. As part of an international group,
we believe ING Direct Australiais well positioned to provide useful input on the devel opment
of an effective and robust AML-CTF structure in Australia. We have ING Direct operationsin
more advanced FATF compliance jurisdictions, including the UK, the USA and Canada, and
we believe we are able to share those experiences with the Australian regulators in the design
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of the Australian framework. In fact, we have in the UK hosted representatives from the
Attorney-General’'s Department and they have viewed our operationsin that jurisdiction.

In Australia, our primary businesses are direct household savings and home loans. They are
the two things we do. We are the category leaders in direct or Internet savings, with over $18
billion in savings. Since we launched in 1999, a broad range of high interest online savings
accounts have become available in Australia. There is now genuine competition and choice
for Australian consumersin household savings.

We are also a major provider of home loans in Australia. We currently have $22 billion
worth of home loans. During 2005, we advanced $8 billion of new loans and we expect
during 2006 to advance something in excess of $10 billion. Based on the APRA data ING
Direct were the sixth largest provider of home loansin Australia, so it is asignificant business
for us.

We have been actively involved in the AML and CTF consultation process. We are very
committed to helping devel op a framework that is workable and robust—that is, a framework
that meets the FATF requirements, that optimises the prevention and detection of money
laundering and terrorist financing and that facilitates and supports competition in Australian
retail banking products and services.

We have made submissions to the Attorney-General’s Department and AUSTRAC covering
several matters, including competitive neutrality—technical neutrality and also channelling
neutrality; that it should be internationally consistent; and that it is important to have a
genuine risk based approach regarding electronic verification and third-party processes. Our
submission to this committee focused on the need for a risk based approach and the timetable
for consultation. We note that several submissions touched these topics. So, with the
committee's leave, we wish to focus on two topics of substance, having particular relevance
for our business, which we do not believe have received much coverage in the submissions—
that is, electronic verification and third-party identification processes.

Firstly, third party. ING Direct is one of the largest providers of home loans through the
mortgage broker channel. Today mortgage brokers account for something between 30 and 50
per cent of all home loans written in Australia. The mortgage broker channel has enabled us to
deliver to Australians highly competitive home loan products. Whilst the draft AML and CTF
legidation contemplates third parties such as mortgage brokers undertaking the identification
process on behalf of lending institutions, the exact mechanism for this at this stage is unclear.
However, the way the draft bill operates, it will create complexity and bureaucratic burden for
the mortgage broker channel. It also creates serious concerns regarding our reliance on
mortgage brokers undertaking that identification. We believe the legidation needs to
contemplate an accreditation and registration process—that is, individuals and organisations
become accredited to undertake the customer identification and verification process and,
subject to certain contrals, financial institutions be permitted to rely in good faith on that
identification. At this stage, we are continuing to work with AUSTRAC on developing a
viable solution.

Ms Claes—I| would like to say a few words about electronic verification and our
experience in the UK, which we believe could be easily trandated into the Australian
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commercial and legidative environment. | will give a few other contextual points. We have a
million customers who have been attracted to our direct offering. Sixty-five per cent of those
opened their accounts online and up to 75 per cent transact using online. However, it is not
just online—we are a direct bank so we also use our call centres and our IVR services. Thisis
a category which the Australian consumer clearly has an appetite for. All of our competitorsin
this segment now have very similar products. It is a growing category. We applaud the
principles underlying the bill, and we would like to see the framework, particularly through
the instrument of the rules, reflect this form of electronic commerce, particularly with regard
to electronic verification.

In the UK, as Mark aluded to, they already have legislation which aims to be FATF
compliant. Electronic verification is currently being utilised by not only our sister company in
the UK but also many other financial institutions. It works. Eighty per cent of our new
customers are verified in this way. Very simply, the way it works is that the customer identity
facts that are required on the application form are sent to a third party commercial provider—
inour caseit isacredit bureau that also has access to other customer identity sources.

These facts are matched against these sources of dates and we are given a confidence
interval as to the integrity of the match. In some cases it is a straight match and in some cases
more information needs to be required. That confidence interval is derived by a number of
analytical tools. Certain weightings or priorities are given to certain indicia of a customer’s
identity. It can be a full match, a partial match, a pending match or it can be no match at all—
which is rgjected. That then moves it into the second level of verification, which can involve
documentation and it could involve face-to face. Thereis alot of flexibility about the other
means of verification that can be used.

In summary, we welcome the legidation but, given this channd for which the Australian
consumer has a large and growing appetite, would like to see the flexibility allowed
principally through the rules. We fed very strongly that identifying of customers should
occur, but in away that facilitates el ectronic commerce.

CHAIR—Thank you. Can | start at the point where Ms Claes |eft off. How have you found
the consultation process proceeding in relation to these very specific areas of your businesses?
What comments do you have to make about that?

Mr Knight—There has been a lot of consultation and | think it has taken some time for
that consultation to become effective. There were originally the four ministerial advisory
groups. They were broken off into AUSTRAC working groups. What | have found with the
working groups is that there are so many people—sometimes there are up to 40 people on
those calls for an hour and a half—and you have such a wide range of expertise on those calls
that often they are not very productive. | think there has been a lot of consultation, but only in
the last little while has it become very effective.

CHAIR—Specifically on the question of electronic verification, which we are talking
about, is there specific working group on that area, for example?

Mr K night—We have organised a sub working group. Actualy, | have been leading—

CHAIR—I am going to need a map, | think, of the consultation process. | hope they are
ready over there with their maps.
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Mr Knight—Several of the participants in industry groups, including us and ING, which
have international experience in this have organised a sub working group. It has been our
intention to really look at what we are doing in other international markets, take those types of
approaches and processes and adapt them to this market.

Mr Mullington—We would endorse the comment that the consultation process has been
extensive. | think it has been positive and constructive. The feeling we get is that AUSTRAC
has been somewhat underresourced to really respond in the time available. | think it was
mentioned earlier today that, at this stage, we believe we have three rules. | think someone
mentioned six.

CHAIR—Yes, someone has six. | did notice that there was a discrepancy there.
Mr M ullington—Somebody has six. We are jealous. We only have three.
CHAIR—We will get you three more by the end of the day if we can.

Mr Mullington—That is out of 30-odd rules. It is problematic for us to be able to say that
we can meet the consultation timetable when we really do not know at this stage when we
will get rules that we are required to then respond to.

CHAIR—As you said, | think, Ms Manse, in your opening remarks, even if you get the
remaining 27—unless you secretly have six as well—in the next, say, week to 10 days, to
come back by 13 April isabit of a challenge for you.

MsManse—Yes.

Mr Knight—I would also like to point out a part of the process that | fed islagging. There
isalot of international experience. The US implemented this type of legidation four or five
years ago, and so has the UK. In my opinion and from what | have seen, the regulators have
not really taken alot of this global experience and applied it. In the AML-CTF advisory group
meetings last week, there was a whole discussion on creating risk matrixes, which have been
compiled very comprehensively in other jurisdictions for years. So | think they have not used
the opportunity to look at other global jurisdictions that have this type of legislation to get
best practices effectively.

CHAIR—So, apart from anything else, you as organisations working in this area
internationally have very well grounded experience in dealing with the development of and
complying with this sort of legidation. We appreciate the table in the ING submission. It does
answer some of our questions about the comparisons between jurisdictions. | wanted to
pursue with you whether there was more you would like to say about preferring a risk based
approach in the drafting of the legislation.

Mr Mullington and Ms Mancy, | know you were here for a while today and heard other
witnesses talk about their concerns in this area, starting with the ABA, credit unions and
permanent building societies and moving on. We would be interested in your further
comments on that and whether the consultation processiis reflecting your input in that regard.

Mr Knight—Initialy, the bill in and of itself was risk based, and | was pleased in that.
Many of the rules, as they began to form in some of these working groups, did take an
overarching risk based approach. But my personal perception is that, as these roles have
devel oped, they have vastly moved away from arisk based approach to one of prescription.
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What has happened is that the AUSTRAC working groups have 40 people from 40
different industries putting up examples of how their operations work and this and that.
AUSTRAC is trying to take all of this and, instead of creating overarching risk principles,
they have started to prescribe in very srict detail what institutions should do. As you can
appreciate, a global company like American Express has complied with the USA Patriot Act
for years and the last thing we would like to seeis legislation come in that is prescriptive and
contrary to our requirements in other jurisdictions. It makes us invest millions of dollars
where we do not think that is effective.

Mr Mullington—We have a similar view. We believe that, with legidation that is too
prescriptive and coupled with relatively severe civil and criminal penalties or sanctions, we
run the risk of the whole emphasis of the industry being on compliance. In other words, it will
become a tick-the-box exercise. That is a little bit similar to where we have ended up with
FSRA. It is fundamentally about compliance; it is fundamentally about ticking the boxes.

The alternative is a risk based approach which really pushes ingtitutions down the track of
outcomes, in that an institution needs to build an antimoney laundering and CTF program to
achieve certain outcomes. The regulator has the ability to review those programs and opine on
whether they are adequate to achieve those outcomes or not, but it does not push the
organisation down the track of compliance. We believe that the way the rules—the three that
we have got—have devel oped to date are quite explicit, quite prescriptive and not risk based.

CHAIR—Ms Mancy, you mentioned competitive neutrality in your submission and in
your remarks today and raised American Express's concern that there may be an emphasis on
one approach to customer identification that penalises organisations, for example, who do not
have branch networks. Based on your experience in the consultation process, how likely do
you think that is? Are you expecting that to be areal problem for you?

M s Mancy—If thereis no electronic verification, absol utely.

CHAIR—They are big ‘ifs that we are dealing with. It is hard for the committee to get
some idea, because we do not get to sit in the roundtables.

M s M ancy—We can provide some humbers.

Mr Knight—Let me give you some perspective here. We have made some assumptions et
cetera. If over the next two years when we look at our new customer acquisitions we have to
use third parties to do customer identification using documents, that will cost us anywhere
between $7 million and $9 million. That is a low estimate. We also believe that that is not
really effective because documents can be forged so easily.

In the US we were required under the CIP rule of the Patriot Act to implement electronic
verification processes. We had six months to do that. We spent $12 million in implementing
an EV solution in the US, but our finding in the first years was that we avoided $7 million
worth of fraudulent applications. We believe that EV is important because not only does it
provide flexibility for our business model but it is effective in the fight against crime.

CHAIR—Do you have any differences with that position, ING?

Mr Mullington—No. Our concern is from a customer perspective. We strongly believe
that it should be the customer’s choice of what channel they choose to use in dealing with an
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institution. If the legislation as it is rolled out or, indeed, the rules do not in the first instance
permit or facilitate a workable electronic verification solution, what we are really doing is
frustrating the desire of Australians to deal with financial institutions electronically. Putting
aside the impact that would have on our business, it is a national interest issue.

Mr Knight—You will greatly curb in the future the devel opment of new financial products
and new channels. | can tell you that, globally—certainly in the experience of American
Express—we are exporting more and more, offering services through the internet. The
inability to use a customer identification process for those products would be very
diminishing.

Ms Mancy—With regard to customers in regional areas or people who have difficulty
gaining access to branches, we always considered that ability to be important.

M s Claes—And changing working patterns.
M s Mancy—Exactly, or people who cannot get to branchesin business hours.

Senator KIRK—Thank you very much for your submissions. There has been a lot of
discussion here about the e ectronic verification processes. In the AMEX submission, thereis
a considerable amount about the benefits of it. Can you outline for us some of the weaknesses
of the el ectronic verification process, which is something that needs to be considered as well?

Mr Knight—I think the only weakness, if you can call it a weakness, is that certain
individuals may not be able to be approved or identified through the EV model. If people do
not have robust credit, if they are not listed with government databases or if they do not have
afinancial personal history, EV might not be a viable solution, so businesses like ours have to
have secondary processes in place to say that we do not feel confident that a customer has
passed the EV process and they have to go to a secondary identification method. That would
be the only weakness or drawback—that is, it will not fit or work for everything.

Senator KIRK—BUt thereis still a backup in place.
Mr Knight—There has to be, yes.
Senator KIRK—Isthat secondary process documentation?

Mr Knight—Documents or other types of EV solutions. | think it isimportant to mention
with regard to this concept of EV that there are many different kinds of EV. When you start
talking about verifying corporations, that uses different methods. You use credit bureaus, you
use licensing databases. There are many different EV processes, so | just wanted to put to the
Senate committee here that EV is a concept but it can be applied in many different ways. If
they areusing EV to identify a corporation, it is going to be much different than identifying a
person.

Mr Mullington—One of the weaknesses of electronic verification that has been proposed
is compromise of privacy, particularly if we start talking about accessing government
databases to verify the information provided. All of the models that have been put forward so
far rely on a yes/no/maybe type of response. In other words, it is not about delivering data
back to the financial institution; we take the data the customer has given us, put it to
whichever database it happens to be and get a yes/no/maybe type response. Whilst privacy has

LEGAL AND CONSTITUTIONAL



Tuesday, 14 March 2006 Senate—L egidation L&C 73

been floated as a concern with electronic verification, we do not believe there is a genuine
concern there.

Senator KIRK—Isthat how it works at the moment—that yes/no/maybe approach?
Mr K night—We do not receive information about a customer—only if it matched.

Senator KIRK—With regard to the processes you have in place at the moment for EV,
would they be considered adequate under the proposed regime, or do you think you would
you haveto put in place stricter measures?

Mr Knight—I am not sure what you are asking.

Senator KIRK—Sorry, in the proposed regime. Would what you are doing presently fit the
bill of what is required under the proposed legidation?

Mr Knight—In general, those processes would, although, | would say that there needs to
be are-evaluation of them. We have been in discussion with Baycorp. | was in a meeting with
LexisNexis the other night, who are also producing systems for their many different
providers. With the new regime coming into place, they will have to fortify their systems and
build better metrics. In principle, those processes are there.

Senator KIRK—You have spoken a bit about what occurs in the United States. Do you
also have experience in some of the UK legidation that isin place there, which is similar?

Mr Knight—I am more an expert on USlegislation. | think ING is more on the UK side.

Senator KIRK—I would be interested to know. We have had some evidence earlier today
that the originally quite prescriptive regime was eventually replaced with a risk-based
approach. What is your experience with that system?

Mr Mullington—Qur experience is more in relation to the newer version. We have been
operating in the UK for about three years now. We have been working very much in the risk-
based environment, using electronic verification almost exclusively. This is Lisa's area of
expertise.

Ms Claes—Just to continue on, we have a high level of success with eectronic
verification. We use an external commercial credit bureau, which has the data feeds in
necessary to validate the information collected on the application form. Under the UK
legidative environment, they have only a few identification criteria as a minimum and then
there is very much a risk based approach, according to the type of product and many other
dynamics. We have built our own compliance program around that, according to the particular
product that we are offering. It is working well, and we have probed them considerably during
the consultation process to try and surface any warts or regrets. It is going extremely well.

Mr Knight—The US regulator recently issued their first statistical findings since
implementing the customer identification program mode—FinSim, which allows for
eectronic verification—over the last three years. The findings were that |ess than two per cent
of SAR filings, suspicious matter filings, related to customer identity theft. So we have found
in the US very strong statistical proof to show that EV does not in any way increase the
chance of identity theft. In fact, our experience, by saving $7 million over the last year, is that
itisactually very strong and hel ps us to battle theft.
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Senator KIRK—This question is for ING. As we know, the bill requires ingtitutions to
identify and report suspicious transactions. Is it clear to you from the legidation as to what
would amount to a suspicious transaction, and how do you identify such a transaction, from
your understanding of the bill?

Mr Mullington—The legidation as it is currently drafted does not explicitly identify
typol ogies of suspicious transactions. We already have in place our own ongoing transaction
monitoring capability. We have a piece of software which is able to reach out across all of our
systems and monitor the transactions on customer accounts to look for unusual or unexpected
activity. The typologies for suspicious transactions are defined by us as we go, based upon our
own business experience. | think this really goes to the heart of risk based. If we have very
explicit, dictated typologies then, yes, you will capture those transactions but you will ignore
everything else that devel ops over time, and unfortunately the bad guys are usually alittle bit
ahead of the curve in terms of how to avoid detection. So we are finding that our own
processes of monitoring transactions and ongoing developing and testing typologies against
our database are the most effective ways to identify suspect activity.

Senator KIRK—Allowing for that flexibility over time, which is what you are saying,
instead of having prescription. Finally, American Express, you made the comment that there
may be some possible conflicts between these rules—the legislation and privacy and
antidiscrimination laws. Could you elaborate on that, or is that difficult given that, from what
you have said, we do not actually have therules yet?

Ms Mancy—It is more a concern—and a lot of this is highlighted in the Office of the
Privacy Commissioner’s submission—around, for instance, whether or not you are going to
approve a credit product on place of birth, country of citizenship. It makes asking those types
of questions and using those answers to make a risk based assessment, we believe, contrary to
discrimination laws.

Senator KIRK—AnNd the privacy issues aswell?

Ms Mancy—Yes. The whole gist of asking for this much information in regard to an
individual, when the FATF recommendations sets out certain things it would be useful to
know, and then we go so far beyond that. We consider that our customers will consider that to
be a real invasion of their privacy and, since it is more than what we have needed to date,
wonder why it is necessary.

CHAIR—On the observation you make in the last paragraph on page 4 of the American
Express submission, you are talking about a connection with a foreign country. Are you
talking about part 9, the countermeasures section about prohibiting or regulating the entering
into of transactions with residents of proscribed foreign countries?

Ms Mancy—It is the ‘know your customer’ requirements. It wants to know the three
requirements: place of birth, country of citizenship and residency. | think they are the three
requirements, and that is what we are referring to there.

CHAIR—Do you have a view about the provisions of proposed section 837
MsMancy—If | can grab section 83 to familiarise myself withit.

LEGAL AND CONSTITUTIONAL



Tuesday, 14 March 2006 Senate—L egidation L&C75

CHAIR—It was raised in passing in another submission and we have not really discussed
it at any length today. It isin part 9.

Mr Knight—I| am sorry—I am still not sure | understand your question. Would you mind
repeating it for me?

CHAIR—If there is a proscribed foreign country where transactions are prohibited or
regulated in a particular way, does that have an impact on your business?

Mr Knight—Absolutely. The US legidation—for example, section 311—allows the
regulator to identify ajurisdiction or aterritory as being a threat for money laundering, which
prohibits al business from doing business there. We also have enhanced due diligence
measures based on geographical risk within our company that say that if you go to deal with
these certain types of businesses within this geography where there is high global AML risk
you have to go through enhanced due diligence. That is how it has been handled in other
regions and markets.

CHAIR—Do you have any comment to make on the way this section is structured? Would
you like to take that on notice?

Mr Knight—Yes. Can we get back to you—I think | would prefer that.

CHAIR—I am interested in what your views are about its impact on your business and
similarly with ING,

M s Claes—You have to be an Australian resident to open a savings account.

CHAIR—So that deals with that problem in your business.

MsClaes—Yes.

CHAIR—Good. It is obviously different for American Express.

Senator LUDWIG—I want to inquire about whether in the US model there are countries
or geographic areas which are precluded. If you could provide that on notice as well, because
it will probably be picked up here, | suspect, or it may be considered.

Mr Knight—Yes. The US Department of the Treasury has that capability under section
311, and just last week they added another territory. | would be happy to provide you with
more information on that.

CHAIR—What did they add?
Mr Knight—I think it was Syria. May | make one last comment?
CHAIR—Yes.

Mr K night—I wanted to also touch again on the whole concept of customer identification,
because | am very concerned that they have not taken a risk based approach when writing
this. | have written Know Your Customer client identification programs for businesses like
American Express in over 22 countries, and | think the prescriptive way that they are
attacking this is fraught with weakness and problems. When you start looking at corporate
structure, you have holding companies, you have privatdly held companies, you have
partnerships and you have public companies and non-public companies. We at American
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Express have KY C programs written for each of these, but for the legislation to come out and
try to prescribe for each one of these corporate entities what you have to do—

CHAIR—How that might operate.

Ms Claes—It will be an impossible task. It is really up to industry, who are really experts
at their business and who know the resources that they can deploy, whether they are credit
bureaus, government databases or their own due diligence. That would be a much more
effective use of our resources, time and tools.

CHAIR—MTr Knight, would you like to send the committee any further information on
that on notice? You have placed some emphasis on that and | think you could probably
enhance that and add to what is already in your submission, which would be helpful for us.
We are not sure how the process of examination of the bill will proceed from here. We
obviously have an exposure draft, just like everybody else. We do not know what will happen
to the consultation time frame. The committee will report. Whether we will then get the
primary bill back for a further legislative committee examination | am not sure. If we do then
there will be further opportunity to discuss it with stakeholders such as you.

Senator LUDWIG—We are at the mercy of the Senate.

CHAIR—We are at the mercy of the Senate, as my colleague points out, although he
experiences a different sort of mercy of the Senate from the one that | do. If we do come back
with a substantive bill in due course after this process has been concluded, | suspect we may
meet again and then we may be able to pursue these issues further. Thank you all very much
for both your submissions and your attendance here today. They have been very helpful for
the committee.

LEGAL AND CONSTITUTIONAL



Tuesday, 14 March 2006 Senate—L egislation L&C 77

[2.43 pm]
JONES, Mr Peter, Partner, Banking and Finance, AllensArthur Robinson

CHAIR—Wecome. Allens Arthur Robinson has lodged with the committee a submission
which we have numbered 27. Do you need to make any amendments or alterations to that
submission?

Mr Jones—No, thank you, Madam Chair.

CHAIR—I will ask you to make an opening statement and we will go to questions at the
end of that.

Mr Jones—Thank you, Madam Chair. | will put my comments today and our submission
in context. We are not purporting to speak on behalf of the legal profession or any section of
the profession, nor are we purporting to speak on behalf of any clients. The profession is
dealing with policy issues through the Law Council. Clients would generally do that either
directly or through industry associations.

That leaves us to talk more about technical issues and, | suppose, mainly in the context of
an organisation that is primarily to be regulated, certainly in its traditional business activities,
in tranche 2 not in tranche 1. At the moment we have some concerns that our traditional
activities may be regulated in tranche 1. | am optimistic that those concerns will be resolved
through the process of finalising the bill and the release of further rules and regulations. So |
am not going to talk about those sorts of concerns today because | think they will be resolved;
| am quite hopeful that they will be.

In the submission we tried to deal with some technical issues, as | say, which are of broader
application; they are not just relevant to tranche 2 participants. | do not want to go through the
whole submission now but there were two points that | thought | would mention. The first
point is the rule-making power that AUSTRAC has. | was here this morning and | heard one
of the other people before you mention their concern with AUSTRAC's rule-making power.
That was expressed as a concern about the future. The example that we gave in our
submission isreally a current concern; we can see a practical application for it now.

The example we used was of dormant customers. In essence, we said that the exposure
draft appears not to require reporting entities to take any action in relation to what we would
call dormant customers—people who, at the time of commencement of the act, as it would be
then, would not be having designated services provided to them. But when we look to the
rules that have been released, the one that deals with AML compliance programs, for
example, seems to suggest that all customers need to be risk classified and that reporting
entities need to consider whether they need to get further KY C information in relation to all
customers and whether they need to update the K'Y C information they do hold in respect of all
customers. To us, that gives rise to the question of whether that is the intention and, if it is,
whether AUSTRAC does actually have the power to make rules which do not appear to have
any legislative basis. That was the first point | want to draw out of our submission.

The second point is a simple one but it is an important one because it concerns * suspicious
matter’ reporting. That is an issue that we see in the FTRA as well but, given the detailed
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process—the exhaustive process—we are going through now and the extension of the
suspicious reporting regime beyond financial institutions or cash dealers to a much wider
audience, we thought it was worth raising this particular point. That point is the apparent
mismatch between an objective test as to when one has reasonable grounds to have a
suspicion, which might give rise, you would think, to an obligation to report, and the actual
obligation to report, which only arises once a suspicion has arisen. It is a technical drafting
issue but it is one that we thought was important, given that context. That wasreally all | want
to mention, other than to refer people to the submission. Thank you.

CHAIR—Thank you very much.

Senator LUDWIG—We really do appreciate the submission you have made.
CHAIR—Yes, itisvery helpful.

Mr Jones—Thank you.

Senator LUDWIG—Some of the close examination in your submission is helpful for us as
committee members and also to understand how the legidlation will work. With some of these
issues, the tipping off was not readily apparent. Allens have the background knowledge. Of
course, it is going to present a significant issue, depending on the corporate structure that you
have adopted, in relation to how you then proceed to adhere to the rules or to section 95(1)
which prohibits disclosure. That would be especially so if the person who had the knowledge
was also the executive director of one or two or three different entities differently configured.
They have a duty to their board and they have a duty to their shareholders, if it is a public
company. They have a duty, under APRA or ASIC, to advise. There might be conflicts that
arisethere. That isthe way | read your part—isit right?

It seems to me that it will lead to issues where you may come across information that
should be passed through your corporate structure from one side to the other, for the obvious
reason that if it is happening in that area it may very well be happening in a related entity in
another part of your process. There is no way that you could then clear that through
AUSTRAC, or someone e se either, is there? It seems to suggest that you cannot disclose it.
You cannot get a leave pass to disclose it to another entity. s that the way you see it?

Mr Jones—Yes, absolutely. You are right to point out the fact that there are legal
questions. There will be situations where your obligations under the act will conflict with
other duties that you have, but there are commercial issues there, for the sake of good
governance and the general wellbeing of the economy—you do not want these sorts of
problems to spread, if | can put it that way, through a commercial organisation. We have seen
instances of this. There are franchise models, for example, where this creates a problem.
Under FTRA, where the same types of arrangements prevail, it is probably more typical to
have only one cash dealer in a group. Whereas, given the extension of the designated services
here, you are far more likely, | think, to have more than one reporting entity in a group. That
is one of the situations where there are unintended consequences of section 95.

Senator LUDWIG—Thisisalonger bow, but isit also built on the way the exposure draft
iscurrently drafted? You said the examplein FinCEN issued guidance of 20 January 2006 can
deal with the issue. It has come up, it has hit a problem and a guidance to overcome the
problem has been issued. It has created, | guess, a safe harbour. If an entity discovers it was

LEGAL AND CONSTITUTIONAL



Tuesday, 14 March 2006 Senate—L egidation L&C 79

doing that then it was doing it in accordance with guidance 20. It provides a defence, |
suspect. | am not familiar with that and | will have alook at it. Whereas the way the exposure
draft is worded, it is a narrower application—you are either inside section 95(1) or you are
outside section 95(1).

Mr Jones—Yes, that is right. The other model we mention is the UK one, which only
proscribes an effect.

Senator LUDWIG—I see. That iswhat | was missing. | did not want to use that example
because | could not quite seeit. Soit isthe effect?

Mr Jones—Yes, as long as you do not prejudice an investigation then you can disclose.
That is another way to describe a safe harbour, obviously.

Senator LUDWIG—Do you say that suspicious matter reporting and its interplay with
39(2) should adopt your wording?

Mr Jones—We did not really commit to wording because we did not want to get into the
policy area. We just wanted to highlight the potential problemsthere. If in fact you never form
a suspicion but you did have reasonable grounds upon which to have formed a suspicion,
technically you do not have an obligation to report, but | would have thought that the regime
would have been better served if you did have an obligation to report if you had reasonable
grounds.

Senator LUDW!IG—I accept that you keep away from policy, but section 311 is the part |
mentioned. You say that is an alternative.

Mr Jones—Yes, exactly.

Senator LUDWIG—You use the phrase.

Mr Jones—Yes.

Senator LUDWIG—That would overcome in part the inconsistency, in your view?

Mr Jones—| am sorry to keep saying this but depending on the view you take on the
policy then, yes, that is one way to solve the problem.

Senator LUDWIG—The rule-making power is an interesting one.

CHAIR—Before you go off onto that, would you mind if we stayed on matters under
“suspicious matter reporting obligations' for a moment. One of the witnesses raised with us
this morning, or it was in their submission, the breadth of knowledge that staff of relevant
entities are going to be required to have to be able to form a view, let alone a suspicion, of

behaviour. You refer to section 40(5) in your submission, where the reporting obligation
extends:

... to information relevant to the investigation of an offence that is an offence against the law of a
foreign country and that corresponds to an Australian offence.

You make the quite reasonable observation:

In practical terms this requires the reporting entity to consider (and therefore by implication have full
knowledge of) offencesin all foreign jurisdictions.

The challenge that presents seems to me to be pretty significant.
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Mr Jones—I would not like to be under that challenge as a lawyer. | cannot imagine how
laypeople would be able to feel that they were competent to make a decision about what
foreign laws require. We are very careful whenever we provide a legal opinion that we only
do soinrelation to the laws of this country and sometimes the laws of just one state. It would
not be realistic to expect people to be able to keep up to date with, let alone once know, the
laws of all foreign jurisdictions.

CHAIR—Indeed. Thanks for clarifying that.
Senator LUDWIG—It will have extraterritorial effect.
CHAIR—Itisredlly quite significant.

Senator LUDWIG—Yes. | want to come back to the rule-making powers. | want to
understand section 191 in relation to the obligations for rules 11, 13 and 17. They impose no
obligation on the reporting entity in relation to dormant customers. You raise the two reasons:
In the first instance the extension of the AML/CTF program rules to customers who may no longer have
an ongoing relationship with the reporting entity and no KY C obligations under the Act has practical
and resource implications.

It seems to me that they want both—they want both the previous and the future information.
Isthat how you read it? If you accept that they sought to regulate that area and they sought to
ensure that there was an adequate rule and adequate legislation to underpin the rule, then the
result would mean that they want both past and present customers.

Mr Jones—Yes, and that would amount to risk classification for all customers. The
question is: how far back do you go? Where do you draw the line? That is the practical issue.
Who is a dormant customer? Who is beyond the reach of needing to be risk classified? If they
have not done anything with you for five years and then walk in the door tomorrow, are they a
new or an existing customer? Part of this will be dealt with when we get the rules about
continuity of relationships and what disqualifies a relationship from being a continuous one. |
do not want to jump the gun on that score, but | do think you need to address the practical
issue about dormancy.

Senator LUDWIG—The only peculiar one is the designated service item which is on your
page 1, in regard to item 17, bills of exchange. If that is right, what you are putting, then they
do have the cart before the horse.

CHAIR—If that is combined with the Institute of Chartered Accountants and the CPA
Australia view, then it is quite remarkable.

Mr Jones—I do not purport to an expert on bills of exchange. | pretend to be too young.
CHAIR—Metaoo!
Senator LUDWIG—I am not going there.

Mr Jones—I have a colleague at work who is adamant that that is exactly how it needs to
be changed, so | am relying upon her there.

Senator LUDWIG—And the promissory note and letters of credit.
Mr Jones—Yes, al three.
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Senator LUDWIG—I can see how they would—because otherwise the issuer would not
have to have a ‘ due diligence’ or ‘know your customer’ effected upon them, would they?

Mr Jones—No, that isright.

Senator LUDWIG—So they could draw a promissory note providing it was not above the
$10,000 and it was not suspicious.

Mr Jones—Yes.
Senator LUDWIG—Thank you.

CHAIR—I think that probably deals with most of our issues. As Senator Ludwig said,
your submission is particularly helpful to the committee, and we are very grateful for that.
Thank you very much for your time this afternoon.
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[3.04 pm]

ATKINS, MsLiz, Acting Director, AML Reform, AUSTRAC

LINK, MsLouise, AML Reform Team Leader, AUSTRAC

RYAN, Mr Paul, Acting Deputy Director, Regulatory and Cor porate, AUSTRAC
MARSIC, Ms Sonja, Senior Executive Lawyer, Australian Gover nment Solicitor

BANNERMAN, Mr Bruce Kenneth, Principal Legal Officer, Funding and Assets of
Crime, Criminal Law Branch, Criminal Justice Division, Attorney-General's
Department
GRAY, Mr Geoffrey, Assigant Director, Criminal Law Branch, Attorney-General’s
Department

DRENNAN, Federal Agent Peter, National M anager, Economic and Special Oper ations,
Australian Federal Police

WHOWELL, Federal Agent Peter Jon, Manager, Legidation Program, Australian
Federal Police

CHAIR—Welcome. Does anyone have any comment to make on the capacity in which
they appear?

MsMarsic—I| amacting for AUSTRAC.

CHAIR—I remind senators that under the Senate procedures for the protection of
witnesses, departmental representatives should not be asked for opinions on matters of policy
and, if necessary, must be given the opportunity to refer those matters to the appropriate
minister. The Attorney-General’s Department and AUSTRAC have not lodged submissions

with the committee. The AFP has lodged a brief submission with the committee, which we
have numbered 12. Do you need to make any amendments or alterations to that submission?

Federal Agent Drennan—No, that isfine.

CHAIR—I am open to suggestions from you, ladies and gentlemen. Does each
organisation wish to make an opening statement? Mr Gray—

Mr Gray—I have some comments.

CHAIR—has had the benefit of enduring the entire day’s proceedings—or the opportunity,
depending on your perspective. | do not know whether you want to make a statement in
response to any of those. | do not know how helpful that will be as | imagine we have arange
of questions. | do not know whether the AFP wants to speak to their submission, and | am not
sure what AUSTRAC wants to do in the absence of Ms Atkins at this point.

Mr Gray—I would not mind making some very short preliminary comments, if | may.
CHAIR—Let me check with the other agencies.

Mr Ryan—We will wait for Ms Atkinsto arrive.

Federal Agent Drennan—We will stand by the submission we have submitted.
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CHAIR—We will start with Mr Gray.

Mr Gray—Thank you for that. As you said, we have sat through the evidence that has
been given, which is a very useful exercise. The point is we are in a consultation period, and
we see these committee hearings as being part of that consultation period. We have listened
with interest to the things that industry has said. The positive approach that industry has taken
is good; the acceptance of the need for legidation in this area is good. With respect to the
comments made about working with government, | think we would put it more highly than
some of the comments have suggested. We think it has been very productive from our
perspective, and a good process. We have been very pleased with the support we have been
getting from industry and from the people we talk to.

There were some comments this morning about the whole process being a bit guarded.
From our perspective, it has been a very positive exercise. The point is we are in a genuine
consultation period. We have been receiving representations and we have been attending the
working groups you have heard about, and there has been a lot of information coming in.
Most of the things people said today have been said previoudy—in a different context, in
different ways—and we have heard it when it has been said previously and we have taken
things on board.

People obviously have to speak about the exposure draft which is out there, but | can
guarantee that the final hill, even if nothing else happened from here on, would be different in
a whole lot of respects from what we have here. That, of course, is part of the process and
makes it a bit difficult for people to comment on, and we have the difficulty in, firstly, making
announcements about changes that will be made, because it will be a government decision—it
isnot up to us as officers to make that call—and, secondly, because the consultation period is
not over. It is possible that things will change; people will come up with good ideas that we
will be more than happy to take on board. Some of the evidence given this morning was that
comments have been made, they have sat on the table and not been reacted to. From our
perspective, that is not the way the processis working.

Another thing | wanted to mention was in relation to the number of rules. There was
reference from a number of people who gave evidence this morning about the number of
rules. The 36 figure is misleading in that it is the number of rules—if you go through the hill
and work out all the places where there could possibly be rules, you come up with something
like 36. That is not necessary at this stage—and probably never—to get the full set of 36
rules. What we are looking to move towards by 13 April are the key rules, the vital rules, the
rules needed to make it work. With my numbering—and | might throw to Sonja, who has
been in charge of that—I come back to five sets of rules. There are the AML programs rules,
identity verification rules, suspect transaction reports rules, correspondent banking rules and
threshold reporting rules.

Of those, AML programs are at a very advanced stage, suspect transaction rules are at a
very advanced stage, and | think threshold reporting is too. The real work that has to be done
is in ID verification rules and the correspondent banking rules. We have heard a lot of
discussion about the risk based approach. The current approach being taken in relation to both
of thoserulesis to create a further version of them based on the risk based approach, and that
will be presented to industry over the next short period. We hope that we will be able to
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produce draft ID verification rules in time for the next meeting of the ministerial advisory
group on Thursday. | think correspondent banking rules will take a little longer because we
are still getting information. They are going to be drafted in consultation with industry.

| really do not think the position is quite as bleak as some of the evidence has suggested. |
am till optimistic that by the end of the consultation period we will achieve the aim of having
sufficient material so that Bruce and my people can then work on redrafting the bill and
produce something which can be introduced into parliament. As we have heard this morning,
industry would like a further look at the bill before it goes to parliament. Those submissions
have been made to the minister and that approach will be discussed again on Thursday. It is
really the minister’'s call as to whether there is that further period of consultation or further
opportunities for industry to examine the bill, so | cannot make any commitment in relation to
that. At this stage the minister is still keen to introduce legislation as soon as it can be done.
Bearing in mind the length of time that this process has taken, we are very keen to push on.
We have now been evaluated by FATF and 12 months after the evaluation we are going to be
called upon to explain progress, so there are time pressures which peopl e should not lose track
of.

CHAIR—Thank you. | do not think there is any suggestion from any of the stakeholders
who have appeared before the committee today that progress has not been made and that you
are not responding positively to FATF s review of those matters. But | would say our program
today has incorporated a significant number, if not a majority, of key stakeholders in the
consultation process that the department, AUSTRAC and other agencies have been engaged
in over an extensive period of months if not years in preparation for this legislation. Not one
single representative who appeared before the committee today, from over 14 different sets of
witnesses, has said that they feel in a position to finalise their commentary by 13 April, which
is the deadline set by government so far in this process.

| understand that the shifting or not of the deadline is not a matter for you or the other
agencies represented here today, but as to adequate consultation there has been an enormous
emphasis by the minister and the agencies concerned—and | thought there was a quite
positive response. No matter how much Senator Ludwig tried to get them to tell him it was
terrible, they kept telling him it was okay, much to his frustration, except for X, Y and Z. | do
not think there is any criticism there, but | think there may be very significant criticism when,
as you said with regard to threshold reporting for correspondent banking issues which the
ABA regard as ‘most significant issues, they are still being worked on at such a late stage.
That might take a week; it might take two weeks—that brings us two weeks closer to the 13
April deadline.

As a member of this committee, | would like you to take on board that, while, in my view,
the committee has heard very good evidence about the consultation process, it would be an
enormous shame to destroy that at the end by overplaying the date of 13 April and not giving
these very important stakeholders in your process the opportunity to properly deal with these
rules. You might say it is not 30 rules but five packages, which sounds to me like they contain
enough subrules to make up 30, but | think it is very important. That is just my observation
from both the reading of the submissions and the evidence that we have received today.
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Obviously, we also have the detailed issues which have been raised with us today. Let us
take one. Broadly speaking, it is the question of the training of staff in their capacity to report
suspicious matters and transactions. The breadth of reporting entities which will exist after
this legidlation is enacted, if it is enacted in any way close to its current incarnation, will be
enormous. We have one set of submitters telling us this afternoon that if you are Retravision
and you are issuing consumer credit for the purchase of a television or a fridge possibly you
will end up caught by the legislation. We have the extremely good submission from Allens
Arthur Robinson also commenting on those matters. How do you envisage that staff operating
in those environments will be trained to comply adequately with this legidation not to make
the sorts of arbitrary assessments that other witnesses, such as the New South Wales Council
for Civil Liberties, have raised and to deal with the really quite serious and onerous
requirements put on them as staff membersin reporting entities?

Mr Gray—The intention of those provisions of the legidation is not to require people to
become expertsin foreign law, Australian law or anything else. What they are intended to do
isto ensure that, if people have suspicions about the source of the money or the activities that
people are engaged in when they present to them, they then put in a report. | would submit it
is a fairly simple concept: if you do not have a suspicion because there is no basis for you
having grounds for suspicion then there is no suspicion and there is no report.

The legidation does build on what is already in the FTR Act. The key parts of those
provisions are taken word for word from what is already there. | must admit that we thought
that what we were doing was building on experience. Those provisions have been there since
1988 and the number of suspicious transaction reports has gradually risen during that period
from a fairly low levd to the level that it is now at. They have never produced the sorts of
problems which people are now saying that these provisions will produce. As for thisidea that
people will have to sit home at night boning up on foreign tax law, that is not what is
intended.

Having heard those submissions and comments, we would be quite happy to have another
look at these provisions. Bruce and | were discussing this in the course of people giving
evidence, to work out if there are better ways of doing it, ways which avoid those sorts of
issues. But | personally really think that, of all the issues that we are going to run into under
this legislation, the sorts of issues which arise in relation to suspect transaction reports are
minor in the overall context of things because what is intended is quite clear: we want people
in reporting entities, when they are dealing with their customers, to ask themselves, ‘ Does this
look suspicious? If it doesthen the default isthat they report.

Some of the suggestions are that you would write it down and report it only if your
suspicion is that they have committed an indictable offence. Quite frankly, it is nonsense to
think somebody on the counter is going to be able to say, ‘I'm suspicious about this
transaction. | think it could be an indictable offence. No, it is probably only a summary
offence, so | will not report.” To put that sort of obligation on a person is worse than what isin
there, which is generality: ‘| think there's something smelly about this,” so you put in areport
to AUSTRAC and then you have complied with your requirements. What AUSTRAC do with
the report is a matter for AUSTRAC.
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In relation to the privacy issues, | hear what they say and you can see the faults in doing
what they say in relation to suspect transaction reports. But | do not know that there is a
solution to some of the issues that they have raised. But what we then expect of the entity is
that essentially they forget that they have put in a suspect transaction report, because it
becomes the responsibility of AUSTRAC and the law enforcement agencies to decide whether
to take action. We do not want reporting entities to be keeping records and blacklists of people
who have put in suspicious transaction reports.

CHAIR—How will you stop them?

Mr Gray—I suppose you would point to history and say, ‘| don’t think it's happened under
the FTR Act until now so | was sparring at shadows trying to address problems which have
not arisen.’

Senator LUDWIG—But what if you point to the UK experience whereit has happened?
Mr Gray—I am not sure about—
Senator LUDWIG—It iswhat we have been told has happened.

Mr Gray—We have been told that there has been excessive reporting. | do not know that
we have been told that they have got blacklists of people and will not deal with people
because they have put in suspicious transaction reports. | have not seen anything suggesting
that.

Mr Banner man—As to the source of that about excessive defensive reporting in the UK,
it might be worth noting that that seems to come off the requirement in the UK legislation that
once you have this suspicious report you cannot act further without having it ticked by the UK
regulatory authority. So not only was there a large number of defensive reports but things
came to a halt while those ticks were coming through. That has never been the suggestion in
our legidation. | think some of the suggestions about learning from the UK experience might
in fact be extrapolating from that, as opposed to considering whether the detail in their
identification requirements is actually less or more than our suggestions.

Mr Gray—I would like to extrapolate from that. Yes, we have heard it said that we should
be learning from the overseas experience. We accept that entirely and we have looked at the
overseas experience, especially the UK and the US. But there are differences with the
Australian system. | do not think we can pick up and apply overseas provisions slavishly. We
have to modify them for the Australian environment. | make the point that although we can
look at the UK experience there are limits to how far we can take that.

Mr Banner man—I suggest that in relation to the question on how you are going to train
staff to recognise risks and so on, there is at least an attempt in this bill to ensure that the
programs reguire that sort of training for staff, whereas if you look at the existing FTR Act
thereisjust the broad obligation. We recognise that experience will build over time and that at
least there is an attempt to build a platform.

Senator LUDWIG—We will come back to the process. A consultative process began in
2004. When were the roundtabl es established?

Mr Gray—That was last year.
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Mr Banner man—It was about the end of July and went through to early September.
Senator LUDWIG—I takeit they are still sitting?

Mr Gray—No. There were four roundtables and they morphed into the present ministerial
advisory group, which isthe minister and—

Senator LUDW I G—Perhaps you could slow down and just tell us what happened there.
CHAIR—There are some AUSTRAC working groups as well, aren't there?

Senator LUDWIG—I was going to come to the lot.

CHAIR—We are hoping for a map.

Mr Gray—We do have a map. The ministerial advisory group is co-chaired by Tony
Burke, representing the industry, and the department, except when the minister attends. There
have been two meetings so far and there will be another on Thursday. The minister will have
attended all three.

Senator LUDWIG—That isthe ministerial advisory group.

Mr Gray—Yes.

Senator LUDWIG—Do you have an acronym for that?

Mr Gray—MAG.

Senator LUDWIG—I thought you might have something lawyer-like.

Mr Gray—Actualy, it is probably the AML-CTFAG, so it is the AML-CTF advisory
group, because there was a previous group called the ministerial advisory group, and that is
the peak body. The people on there are the minister and representatives of the peak industry
bodies.

Senator LUDWIG—So whois on that exactly? Are you able to say?

Mr Gray—Quite a few of the people who have been here today. Tony Burke is there and
Richard Gilbert.

CHAIR—The ABA and IFSA.
Mr Gray—CUSCAL, which isthe credit unions.
Senator LUDWIG—What about consumer advocate groups?

Mr Gray—We do not have consumer advocate groups on that. That is an industry based
group.
Senator LUDWIG—So who looks after the consumer interests?

Mr Gray—The consumer interests are looked after through the paralldl discussions that
were referred to, with the privacy lobby and the consumer groups.

Senator LUDWIG—What has broken out from that? That has met twice and a meeting is
scheduled for this Thursday. How long is the life of that group?

Mr Gray—That is planned to be an ongoing body which will probably meet quarterly.
There will be one or perhaps two meetings a year with the minister. We are still working on
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the process. It is envisaged that that will be an ongoing thing to supervise the implementation
and administration of thislegidation in the short term.

Senator LUDWIG—Itsroleisto supervise the administration of the legidation?

Mr Gray—Yes, because there is going to be an ongoing need to get this legislation
moving. In the short term, that body is meeting, as you can see, more frequently than once a
quarter.

Senator LUDWIG—Before that there were the 2004 roundtables—is that right?
Mr Gray—That isright.

Senator LUDWIG—There were four of those?

Mr Gray—Yes.

Senator LUDWIG—How many times did they meet?

Mr Gray—There were four meetings, so there was only one meeting on each of the four
occasions. That was a wider selection, a wider representation from industry, so it is a larger
body, but it was essentially again with theindustry.

Senator LUDWIG—That started in July 2005, and there were four separate meetings?
Mr Gray—That isright.

Senator LUDWIG—And it met once with the minister?

Mr Gray—No, the minister attended all four.

Senator LUDWIG—So who were the industry representatives on those—IFSA, ABA?
Mr Gray—That isright.

Senator L UDWIG—Consumer groups?

Mr Gray—No, no consumer groups. Again, it was an industry forum. The process and the
reason for the four meetings is that there was an agenda of issues and it took four meetings to
work through from the top to the bottom. We had a draft of a bill. The decisions that were
made or the agreements that were reached in the course of that process were then fed back in,
and the bill underwent significant changes before it was released as an expaosure draft.

Senator LUDWIG—So what were the others? Were there working groups?

Mr Gray—There were working groups sitting under that process. It was realised that there
were specific tasks which needed attention, so working groups were set up under that process
which have now morphed into the four working groups—as referenced—sitting under the
ministerial advisory group.

Senator LUDWIG—We will deal with them first. How many of those working groups
were there?

Mr Gray—How many working groups, Sonja?
MsMarsic—There are currently four working groups.
Senator LUDWIG—No, how many originally sat under the four roundtables in 20057
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Ms Marsic—There were four working groups as well. They are now different working
groups, but it was the same number.

Senator LUDWIG—What were they? Did they have a name? What area were they
looking at?

Ms Marsic—There was a working group looking at the AML-CTF programs. There was
one looking at identification. There was one looking at international issues. There was a
fourth one that only industry members participated in, and | do not know what that group was.
| think it was |looking at a number of legal definitional type issues, but the government did not
participatein that.

Senator LUDWIG—Who was represented on those working groups then?

Mr Gray—That was AUSTRAC. | think you attended all of the three that we were invited
to.

MsMarsic—That is correct.

Mr Gray—These were the initiative, essentially, of the financial sector. It set up those
working groups initially.

Senator LUDWIG—So they were financial sector—consumer groups or advocacy or
privacy groups?

Mr Gray—No. Again, thisis al industry, the financial sector, that we are talking about
here.

Senator L UDWI1G—So those groups have finished?

Mr Gray—No, they have morphed.

Senator LUDWIG—Morphed again!

Mr Gray—They have changed and become working groups reporting to the advisory
group. The thinking was that we should build that structure on what was aready there.

Senator LUDWIG—Yes, it is always best to have someone else do the hard yards! So
there are now four working groups?

Mr Gray—There are four working groups. Each of those is co-chaired by industry
representatives and government. In three cases, the government co-chair iSAUSTRAC; in one
case, the co-chair is the department.

Senator LUDWIG—What do they look after?

Mr Gray—There is one about AML programs. There is the international working group,
which is one | co-chair. There is a risk principles working group, and there is an identity
verification group. We have found that they cover the full range of issues which need to be
addressed which have so far arisen, with some flexibility in their—

Senator LUDWIG—So are the privacy groups, privacy advocates or the Privacy
Commissioner represented on those?

Mr Gray—Not on those, no.
Senator LUDWIG—Where are they then?

LEGAL AND CONSTITUTIONAL



L&C 90 Senate—L egidation Tuesday, 14 March 2006

Mr Gray—They have been consulted as a parallel, a separate process. There have been
discussions—

Senator LUDWIG—They are not part of industry?

Mr Gray—We are not part of the financial sector. For the purposes of this exercise, we
have drawn the distinction between the financial sector and the consumer/privacy—

Senator LUDWIG—Weasthat a policy decision?

Mr Gray—I do not think it was a policy decision so much as what is feasible and redlistic.
The object in this whole exercise has been to keep the process moving. We will meet with
whoever wants to meet with us, and talk about whatever they want to talk about, but thereisa
limit to how many people you can fit into a room and how many issues you can address.

CHAIR—Or teleconferences.

Mr Gray—I might just talk about that process and how many issues you can address in the
given time. It is a matter of logistics and practicality; it is not a matter of policy. The senator
has mentioned the way these working groups are operating and it is working quite well
considering the limitations with the telephone link-ups. There is also a meeting once
fortnightly with the co-chairs who get together as a clearing house. So we have that as another
virtual subcommittee. It is telephone link-ups and we are never quite sure how many people
are on the end of the line and how many people are phoning in. We can have a meeting with
people in three different cities with 40 or 50 people, which has its limitations, but it also has
advantages that you do get the full range of views and people are able to have input.

In relation to the privacy sector and the consumer advocates, we have not seen any way in
which we can incorporate them into that process, so we have spoken to them separately.
AUSTRAC have established liaison with the privacy sector. They had a meeting—

Mr Ryan—The privacy consultative group.

Mr Gray—They had a meeting in Sydney the day before the exposure draft was rel eased.
We gave them an advance copy of the exposure draft and agreed that there would then be a
roundtable with a wider representation, and that was held as a video link-up, which was—

Mr Ryan—About two or three weeks ago.

Mr Gray—The things that have been said today were, basically, said to us on that
occasion.

Senator LUDWIG—So that is between AUSTRAC and the Privacy Commissioner?
Mr Ryan—And the Attorney-General’s Department.

Mr Gray—And the Treasury.

CHAIR—The privacy consultative group is auspiced under AUSTRAC?

Mr Ryan—Itis.

CHAIR—AnNd the members of that are?

Mr Ryan—The Victorian Council of Civil Liberties, the Office of the Privacy
Commissioner, the Australian Consumers Association and the Australian Privacy Foundation.
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CHAIR—AnNd they have met once?

Mr Ryan—We had a meeting with them two to three weeks ago, which was the meeting
after the release of the bill. They were given a copy of the draft exposure bill the day it was
released and we have since had another meeting with them, a few weeks ago, to talk about the
issues that came out of that.

Senator LUDWIG—But that is the first time that they were brought into the process?
Mr Gray—No, there were discussions—
Senator LUDWIG—Inaformal way. You set up aformal group.

Mr Ryan—We have had many years of formal discussions with that privacy consultative
group. In aformal way they were brought into the discussions the day the bill was released.
But in terms of having ongoing consultation with that group, that offer is always on the table
with that group. They chose not to meet with us until the bill was released. So that was their
decision.

Mr Gray—And there were earlier discussions, earlier meetings. The people who gave
evidence today said that consultations took place in 2004, which was before | was involved in
the process. But you were there then, Bruce.

Mr Banner man—Yes, there were general discussions in 2004, but the detailed discussions
have only been since the release of the hill.

Mr Gray—Essentially that is because, as we found when we were trying to deal with
industry back in the early days, the call was always. ‘Well, give us something. Give us the
package, give usthe material so we can comment.’ It is interesting that the privacy people are
still saying that today. We can understand why. They want to know what the rules look like.
Theresponseto that is. ‘ The rules are being devel oped as a result of the consultation process.’

Senator LUDWIG—You do not know when the rules and guidelines will be finalised?
Even the five sets that you have spoken about—you cannot give us a definitive date when that
is going to be released? You can understand their criticism that they cannot examine the rules
or guidelines until they can see both the exposure draft and the rules and guidelines? It seems
transparent to me.

Mr Gray—I can understand the comment, obviously. Nonetheless, we do have a hill. In
some ways it is a strange process to develop legislation in this way. There is an exposure
draft. The government does not always issue exposure drafts. The exposure hill is out, and
people have asked for rules and guidelines. Generally you do not devel op the whole package
of legidation, the rules and guidelines before enacting the legidation. This is a different
exercise.

CHAIR—We currently have a suspended inquiry on this committee because the
department and OPC—in this case, Office of Parliamentary Counsel, not the Privacy
Commissioner—at one stage last year presented a head bill without a consequential and
transitional bill, and every single stakeholder came to the table and said: ‘I’ m sorry. What do
you expect us to comment on? How do you expect us to do this job? We regarded that as a
perfectly reasonable assessment for them to make in that particular process. As | read the
development of this legidation, much of the detail isin fact in the rules and guidelines. So it
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is a perfectly reasonable expectation for stakeholders to want to work with the fullest
information available, and that means the rules and guidelines.

Mr Gray—We accept that. | have said it is an unusual process, and | think the nature of
this bill justifies the process. It is a difficult process because of the iterative nature of the
process. It is, as | said at the outset, a genuine consultation period. When industry points out
problems or the privacy sector or anybody raises issues in relation to it, we go back and have
alook. That is why we do not have final rules. We could have put out rules, but there is not
much point bringing out something which is not going to survive the consultation period.

Senator LUDWIG—If it is supposed to be a principle based exposure draft then, by that
name, it is about principles; therefore the actual black-letter law, the rules and regulations, is
what everyone is sweating on. The import of all the submissions we have received to date is
that they cannot progress any further. They have certainly raked over the coals in respect of
principle based legidlation, so much so that they have attacked where they consider it has not
adhered to being principle based and in fact, they say, is prescriptive. They have pointed out
those deficiencies. But they are still holding their fire until they see the rules and guidelines,
whichis perfectly logical.

So how can you say that it is a true consultative process when they cannot consult on, |
suspect, the real substance of the legidation? That is the difficulty | see. From my
perspective—I do not know about the committee’s perspective as a whole—it is very difficult
to come to a conclusion from the submissions as to what the deficiencies are, other than from
the consultative process. That seems to be deficient because after four months the minister
will say, ‘I’ ve allowed the legislation to be exposed for the public for four months,” but if it is
principle based then in truth it has not been four months. We now have a month to go and five
significant packages have not been seen by industry. That is the concern | have.

Mr Bannerman—Except to note that industry in fact has been involved in the very
discussions on the drafting of these rules. It is consultative and cooperative in that process.

CHAIR—AL the risk of repeating myself and boring everybody further, we understand
that. | made that expressly clear at the beginning. | understand that absolutely. But these
peopl e are dealing with detail and the financia transactions of millions and millions of clients
in some cases. | think Tony Burke put it very well this morning. His approach was very
constructive, so was the approach of the other deposit-taking institutions who were present in
that panel and so was the approach of all the witnesses who have come before us today. They
have been very constructive, and you are equally constructive. But every single one of the 14
has come with the rider that Senator Ludwig and | have pursued.

Senator LUDWIG—One of the concerns they have is that they are required to spend
millions and millions of dollars to get thisright, so they are as keen as cut mustard to find out
what they have to do, because they do not want to have to do it again. In other words, they do
not want to have the bad experience that people in the UK had, which was a prescriptive
approach that then had to be pulled out and reintroduced. The submissions also say that that
was an expensive process over there and they do not want to follow the same path here. But it
seems to me that you are following the same path. They have criticised your exposure draft as
being prescriptive. They have not seen the rules. Therefore, their concern and criticism still is
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that it will be overly prescriptive and that in fact some time down the track you will be
introducing amendments to the legislation to reverse gear and take a principle based approach.

CHAIR—A risk based approach.

Senator LUDWIG—Yes, itis principle based |egislation with arisk base underneath it.

CHAIR—Yes.

Senator LUDWIG—You cannot even seem to agree on what ‘risk based’ is. Do you have
a definition of that?

Mr Gray—I do not know if we have a definition. | am not sure that we have to define it—
the concept is clear. The principles are in the legidation and then there is flexibility for the
industry to determine, using a risk based assessment, what their regime shall be. Then that
will be embodied inan AML-CTF program, which will be subject to audit.

CHAIR—What do you say to those witnesses today who have said they are very
concerned that the development of the material they have seen so far is becoming overly
prescriptive and is not as risk based an approach as they would like in practice?

Mr Gray—The response to that is that there have been discussions and what the industry
has said has been taken on board. The documents that finally emerge from this process—the
vital rules that need to be drafted—uwill reflect that discussion.

CHAIR—For your benefit, | would also note and agree that the evidence today was not
consistent on that point. There were some witnesses who leapt with enthusiasm into telling us
that they were much happier that things had become more risk based in the last three weeks.
Then there were others who were continuing to criticise a lack of a risk based focus. The
committee is grappling with that as well.

Mr Gray—That is the problem: people have different—
CHAIR—ANd we held alot of new roundtables, so we did have that benefit.

Mr Gray—The roundtables have been very interesting. This whole process has been very
interesting. Working with the people we have heard today has been very interesting and very
constructive and good. The problem that they face, and this comes up time after time, is they
have to comment on the exposure draft of the bill which is before the committee.

CHAIR—We understand that is static and that does not make life any easier.

Mr Gray—Some of them are commenting on the exposure draft and some of them are
commenting on what they think the bill is going to look like.

Senator LUDWIG—Where they think they have moved you to.
Mr Gray—Where they have moved us to.

CHAIR—My crystal ball, however, is in the repair shop at the moment, so that is not
really that helpful to me.

Senator LUDWI|G—I am shattered.

Mr Gray—I understand the comment. Coming back to the point, nobody here is saying
that there is anything unreasonable in wanting to see the package before commenting. What |
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amtrying to say isthat we arein fact in areal consultation process, and it has challenges of its
own. We would not want us to take a fixed view on any of the issues.

CHAIR—Does Ms Atkins want to make a contribution on some of these matters? We took
a brief opening statement from Mr Gray, and the AFP made a brief submission. Do you want
to put anything on the record, Ms Atkins? We understand that we began this session early, so
please do not worry about that at all.

Ms Atkins—I do not have an opening statement to make. | am sure we are in agreement
with the department. Just on that last issue, though, about what ‘risk based’ might mean and
whether we are being too prescriptive, | would say that our view is that the AML-CTF
program rules, which are indeed in the public arena, have been worked on very closdly by a
working group that involves industry. | do not have the benefit of having the heard the
evidence this morning, although | am aware of the sorts of views that the ABA and others
have.

As to the work in the working group on the AML program rules, we are fedling fairly
comfortable that we have achieved a risk based approach—a set of rules that set out a
framework in which entities can judge their own risk and deal with that in an appropriate way.
| am sure you have been told that that is the way we are now moving on customer
identification as well. So we have had a bit of a turnaround as part of the consultation process.
Shortly we hope that rules in relation to customer identification will be available as well
through the working groups in the first instance, because that is the way this process is
working—it works closely with a smaller group in order to come up with something that a
larger group can then look at and comment on.

Ms Marsic—I would just add one more comment. In December AUSTRAC did release
some draft guidelines on the AML programs. In those guidelines there is a section which sets
out what we mean by the risk based approach. That has been out for public consultation since
December.

Senator LUDWIG—I think industry has seen it. | am not sure there is a meeting of the
minds on whether that is a risk based approach or not or whether in fact the legidation thenis
risk based.

Mr Gray—People lose track of what has been issued and what they have in front of them.
That is a measure of the size of the project.

CHAIR—I was looking at the AFP submission to us, which indicates that you as an
organisation were making a further submission, | think, or that you will be finalising your
position on issues as they come up. But, in relation to other submissions that have been made
in your consultation process, you would have heard the APF tell us today that they were
trying to encourage the transparency of the process. They had made some application under
FOI and found it financially prohibitive for them to pursue those processes. How does that
add to the transparency of the consultation process, just out of interest?

Mr Bannerman—The history of it is that that FOI application was made by them back in
2004 in relation to working papers that led to the discussion papers. There were five sector-
specific discussion papers and they were on the website. Various members of industry who
gave us working material that led to the dissemination of those did so on the proviso that that
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was confidential. It is unfortunate that the thing played out as it did. But we have been trying
to say to the privacy people that the real meat of the scheme had not been worked out at that
stage. It has only now been worked out in first exposure draft form. When that was available
it was made available to them at the same time as everybody else—in fact, it was the day
before it was publicly released. It was not until that stage that there was really anything that
they could respond to. We are strongly aware of the privacy implications of this. We have
certainly been talking with the federal Office of the Privacy Commissioner and we expect
there will be a need for various amendments and so on.

Senator LUDW!IG—Is the privacy impact assessment something that you are able to say
that you are going to do or is that the minister’s prerogative?

Mr Banner man—I think there needs to be a ministerial—
Senator LUDWIG—So it has not been agreed to at this point intime?
Mr Banner man—Not at this stage, no.

CHAIR—It is a strong recommendation of the Office of the Privacy Commissioner, as |
read it.

Senator LUDWIG—Itis.
Mr Banner man—Yes, | think that isright.

Senator LUDWIG—Is there any suggestion that the transaction threshold of $10,000 is
going to be reviewed?

Mr Gray—It has not been suggested. That is taken over from the FTR Act. | think part of
the thinking is that, as time goes by, there are fewer transactions conducted in cash and
therefore, although the value or the significance of $10,000 comes down, by the same token it
isthe equivalent of what it might have been in 1988, say, $7,000, and so still raises suspicion.
| think that isthe current thinking. Liz may have further information on that.

M s Atkins—Certainly we do not believe that there is any reason to review that level at the
moment. Reporting at that level is of useto AUSTRAC and its partner agencies in their work.
People from the privacy groups in particular have raised this in AUSTRAC's privacy
consultative committee. While we are always open to reviewing that if necessary, at this stage
we believe that the $10,000 threshold is still a reasonable threshold to have.

Mr Ryan—Similarly we would be of the view that the zero threshold for wire transfer
reporting should remain. | know there have been some suggestions that that ought to be
looked at, but, based on the way our current scheme works and the intelligence val ue that we
can provide to law enforcement in particular regarding low-value wire transfers, we would
maintain that that position needs to be maintained.

Senator LUDWI|G—Would that be the same for stored value cards and the like?

Mr Ryan—Thereisalittle bit of a different issue there with stored value cards. Thereisin
fact a threshold suggestion there.

Senator LUDWIG—Of $1,000.
Mr Ryan—Correct.
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Mr Gray—Because the concept of stored value cards is so wide. If somebody buys a
prepaid bus ticket for $10, we do not want to catch that. There is a self-evident need for a
threshold. With other products, if there is a need for a threshold, if that industry makes a
representation, we are certainly happy to look at a threshold. But under a risk based approach
it is a question of whether we then just say, ‘If you think that particular product is low risk
below a threshold, put it in your risk based management program.’ Initially the way this bill
was drafted, the structure was that everything was in, subject to exemptions. Thisisin relation
to customer identification and verification. If the approach is risk based—as | think Richard
Gilbert was noting this morning—there is no longer the same importance attached to
exemptions.

Senator LUDWIG—What about the issue that has been raised by the Australian Privacy
Foundation? They are concerned that appearance and behavioural factors as well as
supposedly factual matters which there is no reason for employers or reporting entities to
know are part of the reporting requirement for a suspicious matter.

Mr Gray—Sorry, can you run that past me again?

Senator LUDWIG—They say that they are concerned that the reporting requirements for
a suspicious matter will also take into account appearances and behavioural factors. Thisison
page 7, item 39, of their submission.

Mr Gray—I do not know what | can say in relation to that. If a person’s appearance and
behaviour give rise to suspicion on the part of the bank then there would be an obligation to
report. | do not see how we can write into the legislation ‘as long as you don’t form that
suspicion on aracist basis . | think there are limits to what the legislation can do. If we decide
that we want suspicions reported then some suspicions will be reported, if people do it
properly. Some of those suspicions will be groundless and some will be based on things they
should not base suspicions on.

CHAIR—I guess it is like the point that American Express raise in their very useful
submission to the committee, which is about minimum custom information on individuals and
the sorts of information that are going to be required in the Australian context. They say:

For the purpose of issuing a relatively low risk product such as a credit card, it is of no business
value to record: place of birth, nationality or country of residence. Verifying these particulars would be
disproportionately costly and labour intensive and would yield no information of regulatory value for
AML/CTF purposes. In addition, such information of necessity becomes a surrogate for identifying
ethnicity, which in turn may lead to inappropriate assumptions being used as a basis for decision-
making. The legitimate objectives of privacy and anti-discrimination laws may thus be undermined.

| do not think American Express make those sorts of observations glibly, without due
consideration being given at the most senior levels of their organisation as to how they think
this may have an impact. They have extensive experience with the USA PATRIOT Act, as Mr
Knight made clear, and these are concerns which have been raised by the committee, so the
committee is duty bound to consider them.

Mr Gray—Those comments are directed to some words which appear in a draft of some
ID verification rules, which list matters on which an entity has to obtain information. We keep
talking about the risk base. The exercise now is redrafting those rules to make them risk
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based. That is a specific comment directed at what was a draft rule which had quite specific
prescribed requirements.

CHAIR—So you are telling me that is changing.
Mr Gray—That is changing, possibly.
CHAIR—It is maybe changing.

Ms Atkins—It was a specific list that was put out which has been reconsidered in the
context of comments in the working groups where American Express are represented. Such
list as there may or may not be under a sort of revised, risk based way of looking at
identification of customers will take account of those comments and may well be quite
different from what they seem at the moment.

Senator LUDWIG—When will the revised version of those rules be released?

Mr Gray—The aimisto have it with industry before the meeting next Thursday, which is
only two days away, and to discuss it at the meeting on Thursday. Where it goes from there
depends on what the meeting decides to do with it. So it is imminent, and there is still some
drafting work that has to be done between now and close of business tomorrow—extensive
drafting work.

CHAIR—Given that we have kept Mr Gray here all day—
M sAtkins—The people involved are actually still drafting.

CHAIR—Could | ask a question in relation to a different class, if you like, of our
witnesses today. That is the Australian Casino Association. They are a very different
organisation. They are not a deposit-taking institution, they are not a financial institution, and
they are very keen to support the legislation, as far as | can tell, and they are obviously very
keen to comply with the reguirements they already have with AUSTRAC—which, they
reported to us today, operate well as they exist. They are satisfied with the consultation so far.
But we were left with some questions about the practicalities of some of the issues that they
raised. They were dlightly restricted, | suspect, by what they could place on record, given the
nature of the processes and the confidentiality of those.

| wonder how much attention has been given to the practical assessment of what members
like theirs would be required to do under this legislation. They are very concerned about a
number of issues, first of all ensuring that persons who are identified as high risk customers
are not ‘tipped off’—I think that was their phrase.

Senator LUDWIG—Yes. If you can imagine a betting agency—we will not just pick on
the poor old casino—the provisions of the legisation obviously require that you cannot tip
off, in other words, provide advice. But if they compare that with ‘know your customer’, if
they start asking a number of questions to know their customer—because this might be the
first time that they have seen the customer, because it may not be a regular customer; they
may be someone who is interacting at a significant level on that night as they walk in off the
street—they say, ‘What happens when we start asking all these questions? Effectively at
some point it moves to tipping off, because the person will say, ‘Am | suspected of
something? because of the number of questions. ‘You are not asking every other client all
these questions, so why am | being asked these questions? Do they then fall foul of the
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tipping off legislation, where the person walks away saying, ‘Obvioudly | should get out of
here.’

CHAIR—That is the first set of their concerns. The second was what they describe as a
safe harbour for those of their staff who act reasonably and in good faith. Whether that will be
provided for in the material is, | guess, still to come. And then there is the process for
amendments to the rules and how that will be done—what sort of review mechanism will be
in place so that that is an independent and transparent process.

Mr Gray—The answer to the tipping off is no. The only tipping off provisions in here are
if you have put in a suspicious transaction report, you are not allowed to tell people that you
have put in the report. Correct me if | am wrong on that.

CHAIR—I construed their concerns dlightly differently. | thought that they were
concerned that, if they went down the road of getting more information from the person on
the premises, the person on the premises may therefore decide there was some reason for
them being asked.

Senator LUDWIG—Y ou know, ‘Why are you doing this? ‘We are putting in a suspicious
transaction and we require this information.” They cannot say that, but they might say, ‘We
are required by law to ask these questions.’

Ms Atkins—That is right, and there will be nothing at law stopping them from saying, if
they wanted to, ‘We consider you to be a high risk.” All they are not allowed to discloseis if
in fact something has triggered an actual suspicion rather than a view that the customer is high
risk. Somebody can be a high risk customer and never raise a suspicion, because even though
they are high risk, their business is completely legitimate. It is only about putting in the
suspicious matter report that the tipping off provision applies. If a customer comes to bank or
a casino under privacy laws and asks whether they have been classified as high risk, | do not
see that there is any way they can refuse to tell them.

Mr Gray—Certainly there is nothing to stop them if they want to tell them.

MsAtkins—That is a business decision for them and a decision based on the privacy laws
that apply to them.

Senator LUDWIG—If you asked, for argument’'s sake—and it might get a bit
circuitous— Am | highrisk? and the answer is yes, you can reasonably assume that thereis a
high probability of any transactions you make will be monitored and trigger the suspicious
matter reporting and have a report provided to AUSTRAC.

CHAIR—I think there are some terminology issues in that conversation. Did you want to
clarify something, Ms Atkins?

M s Atkins—It would not necessarily trigger a suspicious transaction report; it might make
a person wonder whether it had, but it would not necessarily. Unless you have actually
disclosed that you have lodged a suspicious matter report, then you are not going to be in
breach of the bill.

Senator LUDWIG—The point is that the person asks, ‘I am high risk? ‘Yes, you are.’
‘Have you lodged a suspicious matter report in respect of that? They cannot answer that.
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MsAtkins—That isright. | understand what you are saying, which is that—
Senator LUDWIG—I do not know whether a yes or nois going to matter at that point.

M s Atkins—under this bill there is a high risk. It is no different to what we have to do
under the freedom of information legislation now when somebody asks us whether thereis a
suspicious transaction report about them. We deal with that issue and whether we can use the
neither confirm nor deny provisions of that legisation in each individual case. It has been
changed now.

Senator LUDWIG—It isabit like in Queensland: if you asked whether they had afile on
you, you were certain to get one after you asked even if they didn't have one before.

MsAtkins—Not at AUSTRAC.

Mr Gray—About rating someone as high risk, maybe if | was a financial institution and |
was concerned about that, | would not use terms like high risk, low risk, medium risk; | would
call them category A, category B and category C and soften it. The whole point being that if
you are classified as high risk it does not mean every transaction is going to be recorded. That
is not the only reason for classifying them. Under the AML program, if you are classified as a
high risk category dealing with a high risk product then we expect the institution to provide
enhanced due diligence—to keep a watch over you and to look for suspicious patterns. | was
trying to get away from the terminology. Yes, okay, | am classified as high risk by the
Commonwealth Bank. It does not mean that | am high risk because they have put in a report
or because they are about to; it just means that because of my background or the type of
product, which | think is going to be more common than the background of the person, it is
high risk—it is a cash account, which | can put money in and take it out as opposed to aterm
deposit.

There were three things you raised. The second thing was defences and the question of safe
harbours. We have had this discussion and it has been raised at the outset with industry. There
is nothing in here for the moment. What they want is to see a provision in here saying,
‘“Whatever happens, if you have taken reasonable steps and exercised due diligence, you have
a defence against criminal prosecution.” The reason we have not put it in there is because it is
odd in these days of having the Criminal Code to have a provision like that in specific
legidation. We think it is covered by the Criminal Code. That is something else | was
discussing with Bruce in the course of the day: we are quite happy to look at that and to part
from the principles of the Criminal Code, if that is going to—

CHAIR—That’s what tortures McDonald.
Mr Gray—Not him any more.

CHAIR—NOo, | know, but I do not want him to have nightmares about what we are doing
to his baby.

Mr Gray—I won't tell him if you don’t!
Senator LUDWIG—If you doit, use a letter.

Mr Gray—If we need to depart from matters of principle, in order to achieve legisation
which is acceptable to Australian industry and the Australian community, then we will do so.
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CHAIR—I think, Mr Gray, if appropriate defences are available in other legisation that
will not be a problem. It is just a matter of there being appropriate defences available
somewhere.

Mr Gray—That is the issue that we have got to work through. There are a few issues like
that. Take the ABA's list of issues which runs for pages and pages. If we take out those we
have already discussed and, we think, resolved, and if you take out those which are going to
be dealt with under the risk based approach, there are just a fewv—some of them knotty—that
have to be resolved. You were asking before whether we can make the time limit. | envisage
that, if we are getting towards the end and we still have those issues, we will sit in a room
together with a whiteboard and roll up our sleeves and hammer it out.

CHAIR—Geg, | bet our witnesses can't wait for that.

Mr Gray—They have enjoyed that process. It has to be said, and it has been said before,
that it has been an excellent cooperative process.

CHAIR—Thereis no disagreement from me. Perhaps | am concerned—
Mr Gray—I think they will enjoy it, isthe short answer.

CHAIR—I am going to bore you now. | am going to go back to what | said at the
beginning, which | now say for the third time, and that is to say that these professional
organisations think that, unless you gave them the rules and the guidelines two weeks ago,
they no longer have enough time.

Mr Gray—Yes. We have heard that from them.
CHAIR—AnNd from the committee.

Senator LUDWIG—The broader issue is that the consultative process is not simply
concerned with industry and how industry is going to operate under these rules and effect
them. There are wider concerns, which have been expressed to this committee. They concern
privacy groups—and, | suspect, consumer groups, though they are absent from these
submissions; from my own knowledge, though, | would imagine they would be interested in
how consumers are going to be affected. There is no indication that there is going to be a
public campaign of awareness. That has been an issue raised by some—

CHAIR—Credit unions.
Senator LUDWIG—as well as the credit unions, to ensure that they are not—

Mr Gray—We are fully proposing that. The question is. when is the appropriate time? We
fully accept that and industry have pushed for it, because they want a public campaign to
make it clear to people that these new obligations are coming from government and not from
industry. We have listened to that and said, ‘Yes, that sounds fair. We will do that.” That
commitment has been given.

M s Atkins—The consumer organisations are, in fact, involved in our consultation process.
They are represented on AUSTRAC's privacy consultative committee and in the wider group
which, through that committee, we have put together. We have only had one meeting with
them so far but we have met with them and consumer groups were involved.
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CHAIR—I have one more specific question. We spent some time this afternoon listening
to both ING DIRECT and American Express. There was an emphasis in their submissions on
the question of eectronic verification. Can you tell the committee whether that will be
expressy provided for in the rules?

Mr Gray—It will not necessarily be expressly provided for because, under a risk based
system, you do not have to express things because that would become prescriptive but
certainly the intention is there. This is the problem that you run into. People want risk based
flexibility. At the same time they want clear guidance on what they are required to do. | think
that is fair enough, because different industry sectors want different things and we have to
have a process which alows each of them to be given what they need. Electronic verification
has been discussed once or twice in the course of the process.

CHAIR—I amtaking that asirony.
Mr Gray—That wasirony.
CHAIR—EXxcdlent; | am not completely exhausted then.

Mr Gray—The message has been heard loud and clear. The minister in roundtable
conferences has basically said that there has to be an eectronic verification system. The
concept is. you cannot change. The idea of this is not to stop legitimate industry which is
operating in a certain way from operating in that way, unless the risks of money laundering
are so high that they should not be operating in that way. You cannot take an industry which
operates entirdly in an electronic environment and say, ‘ Next week you have to have branches
because of these provisions.” That has been the challenge to come up with eectronic
verification procedures which are as robust as paper—leaving aside, for the moment, how
robust paper identification and verification are.

Those issues are there. Where that debate will now move is onto the risk based approach,
the current concept. The risk based approach will say that you as an entity have to have robust
verification procedures and if you are satisfied that electronic verification is sufficiently
robust and is appropriate then an entity can develop that. That is a risk based approach. Then,
the onus will move on to our good friends at AUSTRAC with their audit function. We think
that the Attorney-General’s Department is likely to be involved in further debate and
discussion about what the electronic verification involves. | do not think that issueis going to
go to bed for quite some time but we are talking about an implementation period for this
legislation; we are not talking about everything being in place on day one.

CHAIR—That addresses to a reasonable degree, by the sounds of it, the competitive
neutrality question that American Express are concerned about—totally reasonably.

Mr Gray—That was an example of them commenting on the bill asit stands.
CHAIR—Which, again, is where the committee is also restricted to.
Mr Gray—I understand.

Senator LUDWIG—A matter raised by American Express as well is immunity from
liahility. They say it is a feature of other AML-CTF regimes where there is reasonable leak
protection from civil liability for persons complying with the new regulatory regime.
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Mr Gray—There are certainly provisionsto that effect in here.
MsAtkins—It is at section 46.
Mr Gray—Whether they cover everything that needs to be covered—

Ms Atkins—It covers the reporting of suspicious matters, threshold transactions,
international funds transactions—

Mr Gray—I think the issue of negligence comes in. | have heard this point made—I am
not sure thisis the point they were making—that if you look at 46 it has to be action taken in
good faith and without negligence. The question is: shouldn't it just be good faith? Why have
you got ‘without negligence as well? That is an interesting question and something we have
taken on board.

Senator LUDWIG—It is negligence per sg; it is not recklessly negligent. So there is no
recklessness. It is quite a high order.

Mr Gray—If you are going to sue in negligence then immediately if the suit of action is
negligence the protection has no application. That is the comment that has been made. | am
not sure where that form of words came from. | am not sure that we are necessarily wedded to
that form of words. You will understand we cannot give commitments and undertakings in
advance of government decision.

Senator LUDWIG—We are taking it as an iterative process. We are raising matters and
seeing whether you have looked at them.

Mr Gray—We certainly have. We have along list of issues of that kind. It is more than a
drafting issue; it issignificant and it is on the list of issues we will address.

Ms Marsic—I note that clauses 36 and 37 also make provisions for defences in relation to
identification. That isin part 2. There are those provisions throughout the bill.

Senator LUDWIG—I will not go into any detail but Allens Arthur Robinson made a
significant submission—it is really partly a legal submission more than anything else—on
certain matters that stretched from designated services, control tests, the rule making power,
intermediaries and suspicious matter obligations, and they highlighted various matters within
that, including tipping off at 95(1). Rather than go to those and seek your response, it might
be easier for you to take that on notice and indicate whether you have taken those matters into
consideration. Some of them seem quite relevant, and | would not mind an explanation—in
particular, for designated services—as to whether they are right or wrong.

Mr Gray—There are no rights or wrongs in this exercise.
Senator LUDWIG—There is if someone adjudges it at some point. There is a positive or

negative view. There is also the rule making power and whether there is sufficient under the
legidation to—

Mr Gray—The rule making power goes to ancther point you made. There is arequirement
for AUSTRAC to consult with industry before forming rules. That is essentially limited to
reporting entities—there is nothing there about privacy. | think the point has also been made
that they would like to be consulted, as well. That is something el se we need to ook at.

Senator LUDWIG—Do you think at the moment that it is only industry and not privacy?
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Mr Gray—Industry and law enforcement.
Senator LUDWIG—Yes.

Mr Gray—We think that meets the point, at least as far as industry is concerned, of
requiring consultation before the rules are enacted. The other point that was interesting along
the same lines was the regulations—the countermeasures—under clause 83. What industry
has been asking for there, and the point was made, is that if it sets up a business with a
particular country and the government brings down a regulation saying that country is on a
blacklist, it could cost industry hillions. It is obviously a point government would take on
board. What it wants is some sort of provision in here that says, ‘Before regulations are
enacted there has to be consultation.” Again, we have heard what it has said, but you do not
normally find that the regulation—

Senator LUDWIG—I would not mind if you did that.
MsAtkins—Doesn’t the Legidlative Instruments Act provide for consultation?

CHAIR—Indeed, that point has been made today, but we also responded by saying that
consultation has different meanings in different people’s perspectives.

Senator LUDWIG—I remember speaking to the Legislative Instruments Act, and, upon
reflection, | was more hopeful than what the reality turned out to be.

Mr Gray—So the questions are: is it necessary, is it appropriate and is it something that
can be done? It is a valid concern, and a point we have heard. And there are a lot of other
things. Some of the things we are not going to be able to do for various reasons, but | do not
think there is any point anybody has made where we have said there is no substance
whatsoever to it.

CHAIR—There is concern about duplication. For example, it is described in the Certified
Practising Accountants and the Institute of Chartered Accountants submission as the impact
on SMEs, and those sorts of issues. How are they taken into account in considering the impact
on business?

Mr Gray—Accountants have really—firstly, they want it to be taken out, and there are
financial advisers—

CHAIR—They did not argue that hard today, though, Mr Gray.

Mr Gray—No, there have been other forums. The financial planners are picked up in table
1 if they provide specific product advice, but they are not if they provide general advice. The
concept was that they are gatekeepers, so let us bring in the regulations and the rest of it at an
early point. They have raised the question of whether, one, it is appropriate and whether, two,
it isfeasible, and the problems that it poses to their members to suddenly take off one hat and
put on another and then require a person to provide identification material. Again, we have
heard that. The accountants for the most part will be caught up in the second tranche of this
legidation, because that is where we will have to grapple with how we regulate a lot of
industry sectors that have not formerly been regulated. One of the issues that will be looked at
in the wash-out after the consultation period is whether those provisions remainin table 1.
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The other thing about the line of transaction or the line identification—which is essentially
what it comes down to; an awful lot of the problems in this area, the submissions, come back
to identity verification. Nobody seems to abject to the concept of having an AML program, as
long as we allow them to have it risk-based and flexible, and they can work out what to have
init. And Richard Gilbert said that. He has said consistently he wants certain products taken
out of the identity verification rules, but the rest of the requirements he is quite happy for his
peopl e to comply with.

| think it is the same with the accountants. | do not think the accounting sector has any
fundamental objection to the idea of having AML programs, but they do not want to have to
identify people. And again, the good old risk-based approach may give them the flexibility to
come up with systems that will be appropriate and things that their members can do. The other
thing is there is absolutely no point putting on obligations people that they cannot comply
with.

CHAIR—Sure.
Mr Gray—But if | could finish that thought, | know | stopped—
Senator LUDWIG—It islatein the day.

Mr Gray—Until you start having these meetings with people, you are not always sure
what it is they can do. There are elements in the bill—in the rules—which are designed to
draw comment. Some of those are spelt out in the bill itself, but the whole thing is designed to
produce comment from people who know the business, people who know their products. We
are getting a fairly good idea on this side of the table about how the financial sector in
Australia operates, but we will never be able to match the other witnesses who are here today.

CHAIR—MTr Drennan, what are the key issues in this for the AFP? You have made some
oblique references in your submission, but what are the key issues for the AFP?

Federal Agent Drennan—In relation to the risk-based approach, there is a need to ensure
there is some framework to ensure compliance. The fact that we are addressing the issues of
money laundering and terrorist financing is obviousy a concern to the AFP that the
framework gives us the best opportunity in the environment in which we exist to counter both
of those issues, which is quite a relevant point when we talk about suspicion itself. That is a
trigger point, and the broader that trigger point can be cast, from our perspective, the more it
would support law enforcement efforts by us and our partners.

The other issue concerning knowing your customer is complementary to that broader issue
of identity security. Again, the emphasis on financial institutions and service providers to
assist in that process would certainly support the efforts of us and other law enforcement and
intelligence agencies. They are probably the real key issues that we see the bill and the
framework providing for and are the ones which are of concernto us.

CHAIR—Wheat rale, if any, does the AFP play in the consultation process at any of the
round or otherwise-shaped tables we have been discussing in the past few hours?

Federal Agent Drennan—An ongoing oneis probably the best way to put it.
CHAIR—Do you attend any of them? Are you represented at any of them?

LEGAL AND CONSTITUTIONAL



Tuesday, 14 March 2006 Senate—L egidation L&C 105

Mr Whowell—At different times. We are not formal representatives but we have been
asked to comment at different times when industry has asked for alaw enforcement view. We
have made ourselves available to both the department and AUSTRAC to do that. As Mr Gray
has pointed out, with this being an iterative process, we are just keeping pace with
developments as best we can and looking for what the key points are going to be. That is why
we have made oursel ves available to you today as well.

CHAIR—You offered in your submission.

Senator LUDWIG—You are effectively an end user. Why wouldn’'t you be interested in
the development or be on the roundtable, to ensure that the product that is developed is
suitable and you can use it? The dissemination of information, | suspect, is not just going into
avat, never to belooked at.

Federal Agent Drennan—Exactly. We are involved on an ongoing basis with the
department and AUSTRAC in providing input into the various aspects that come up which
particularly relate to that, again, where possible, being able to provide the practical experience
of that application. By way of example, if you look at the issue that came up earlier about the
training of people, our view is that there is a reflection there of the type of environment and
the type of activity that is occurring. Our input into this on an ongoing basis is what we are
seeing on a day-to-day basis and providing some input to the department and AUSTRAC on
the things that can be picked up there. So it is reflective throughout the bill as opposed to
specifically.

M s Atkins—In relation to participation of the AFPin the consultation process, AUSTRAC
has quite sophisticated partner liaison arrangements with all of the agencies that have access
to our information. We have been using those processes to raise with those agencies issues
that we think are of particular interest to them that are raised by industry and keeping them
informed of the way things are going. We have a raft of partner agency consultations going at
the moment. So, rather than trying to have all our partner agencies adding to the already large
numbers at the roundtables, that is the way we have approached it from a government
perspective—that AGs, Treasury and ourselves are at the roundtables and we do the rest of the
consultation within government.

Senator LUDWIG—Your job will beto develop the rules and guidelines.

Ms Atkins—The rules and guidelines which might underline both the rules and the way
AUSTRAC might implement the legidation. That is right.

Senator LUDWIG—Is it a resource issue that you have not had them devel oped to date
for the consultative process? Do you not have enough bodies?

Ms Atkins—I do not think that is the case. One of the issues around resources is that
having more people will not get the rules out any faster. The rules are so interrelated that the
people working on them need to be across all the issues. So we have a group of three
particular people who are directly involved in drafting the rules together and who have that
across-the-board knowledge to be able to put them together.

| guess the particular rule that everyone is focused on when they say that they have not
seen them is the identification rule. The issue there has been the discussions with industry
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about the approach that the bill currently takes, which is very specific and very procedural.
Those discussions have been around: what should be the approach? Should it be risk based?
How should that approach be framed? That is where that rule has taken us some time.

Issues around eectronic verification are extremely difficult as well. How do we find a
robust system of identifying your customer when they are not there in front of you? The
minister has made it clear that we need to find a way to do that. While we would have hoped
to have had a set of rules out and we did in fact have a draft set of face-to-face identification
rules and some rules about minimum ‘ know your customer’ identification, those issues around
electronic verification and then around the risk based approach to identification have meant
that we have moved on. While the discussions have been ongoing, there is not a bit of paper
out there with them just yet, but they will bein the next few days.

Senator LUDWIG—There are effectively only three people working on these rules and
guiddlines.

Ms Atkins—No. There are three people specifically drafting them. There are a large
number of people involved in the development of the policy and the operational issues
underlying the rules. | do not think having more drafters—

Senator LUDWIG—You are not seriously suggesting—
CHAIR—Just let MsAtkins finish.

Ms Atkins—I do not think having more drafters would mean that the rules would have
been out any more quickly.

Senator LUDWIG—The Office of Parliamentary Counsel have a raft of drafters and they
tend to meet the legidlative requirements of the day by having that number. Have you
increased the number of drafters recently, or have you utilised your in-house expertise?

M s Atkins—We never had in-house expertise. AUSTRAC has had no rule-making power
before. We have employed two officers from the Australian Government Solicitor’s Office, of
whom Ms Marsic is one. We have a member of staff, who was in our regulatory area but who
is alawyer, working alongside them. They are our full-time, actual drafters.

Senator LUDWIG—When did they come on board? When did they start with you?

Ms Marsic—I started in May of last year and my colleague started in November of last
year.

Senator LUDWIG—When did you start drafting the rules?

Ms Atkins—It would have been in May. Once we had some idea within government of

what the draft legislation might look like, we were able to start work on what the rules might
look like.

Senator LUDWIG—And you have no capacity at present to expand that?

Ms Atkins—As | said, | do not think adding extra resources at this stage to our drafting
resources would get the rules out any more quickly. Because it is partly a consultative
process—it is an iterative process—I do not think having more drafters will get more rules
out.
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Senator LUDWIG—The consultative process whereby people should be able to look at
the rules and regulations is going on now. Was there a time line that you were supposed to
meet in getting the rules and guidelines out?

M sAtkins—We put together atime line. Not all the rules need to be out.
Senator LUDWIG—We will deal with that issue first.

M s Atkins—We put together a time line, which has dipped in some cases but in others it
has been complied with.

Senator LUDWIG—Can you tell us what the time line was for the guidelines and rules?

Ms Atkins—Rules. Apart from guidelines which we put out originally with the package
when it was released, | do not think we had any intention to put out within this period all the
guidelines that might be necessary under the bill and the rules.

Senator LUDWIG—How many would that bein total?
MsAtkins—The guidelines?
Senator LUDWIG—Yes.

M sAtkins—I do not think we can specifically say that. We know that there will need to be
guidelines on suspicious matters, AML programs and customer identification programs, if we
go down that track. Over the years, various issues might come up about interpretation on what
AUSTRAC does and does not do that would require guidelines to be put out. So | do not think
we can enumerate the number of guidelines that might ultimately be necessary.

Can | aso say in relation to rules that over the transitional period for this bill there will be
rules that need to be devel oped. While there will be some rules in place at a set point in time,
such as the suspicious matter reporting program and customer identification rules, the rules
and what they might look like is not a static point in time issue. There will be many times
when we will need to consult industry about new rules and changes to rules. In relation to the
time line, we can probably give you a document, which | do not have with me, that sets out
the time line that we provided to industry to give them some idea about how the process
might go forward from the date of release.

Senator LUDWIG—When was that document provided to industry?
MsMarsic—That was provided to industry on 30 January, at the last roundtable.
Senator LUDWIG—Thisyear?

M s Mar sic—Of this year—that is correct.

Senator LUDWIG—After the consultative process began?

Ms Marsic—That is correct. There are essentially three broad categories of outstanding
rules: one is the identification rules, the next one is the reporting obligation rules and the third
would be a miscellaneous category of definitions and the like. With the identification rules,
we provided some non-face-to-face identification rules to the working group in accordance
with the time frame, but subsequent to that there was a policy shift in the sense of making the
provisions in the bill more risk based, which has meant we have needed to start a new process
of drafting rules. As you heard earlier, those rules will be available later in the week.
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On the second category—the reporting obligations—on 14 February the AML program
working group was given a copy of some draft rules on threshold reporting obligations. So
they have had that one for a month and we have been talking that through with the working
group. That, in a sense, is going to form a bit of a template for some of the reportable details
that might be reflected in other rules—on international funds transfer instruction reports, for
example. Once we get the feedback from industry on those rules, the others will follow suit.
With the definitional issues, we have got behind on those ones whilst we have been focusing
on the more substantive rules. But they are in the process of being developed now, and not all
of the places in the bill that provide for potential rules in relation to definitions will
necessarily need rules to be made. Decisions are yet to be made as to how many of those rules
actually do need to be made right now.

Senator LUDWIG—How far behind are you in respect of those definitional matters?

Ms Marsic—I| had hoped to have had some rules with the working groups a couple of
weeks ago, and | think that is reflected in the time line. The time line for the definitions was
an ongoing time frame that we had hoped to have completed by about now. We had hoped to
have started providing those definitional rules a couple of weeks ago.

Senator LUDWIG—So you are a couple of months behind?
MsMarsic—No, a couple of weeks behind.

Senator LUDWIG—When will they be finalised? Will they be finalised during the
exposure draft period—that is, before 16 April?

MsMarsic—That isthe intention.
Senator LUDWIG—We keep getting different dates. It is the 13th, from memory.
Mr Gray—The 13th, indeed.

Mr Ryan—Can | make a point in relation to an issue you raised earlier, and that is the
resourcing that AUSTRAC is putting into this. It might seem on the surface that AUSTRAC
rule making is only with a few people, but in fact right throughout AUSTRAC, in a number of
business areas, there are a lot of resources and a lot of effort being put into this to support the
likes of Sonjain developing the rules. | do not want you to go away with an impression that
AUSTRAC has only a small number of people. In fact, there are a lot of resources across a lot
of bodies dedicating their time to this effort.

Senator LUDWIG—Perhaps | am going away with the feeling that, looking at the output,
the output is inadequate at the present time. AUSTRAC is going to be the regulator at some
point. Is there an oversight body that is going to look at how you conduct your regulatory
work? In other words, is there a body that will ensure that the dissemination of information,
the people you disseminate it to, the legidation you work under and the way that you hold
information is within—my words—the rule book?

MsAtkins—There is the Privacy Commissioner’s current role in relation to that, but as to
whether there is going to be any specific oversight for AUSTRAC, that has not been raised
with us.

Mr Gray—No, it has not.
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MsAtkins—It isa policy question for the department, perhaps.

Mr Gray—There is the Privacy Commissioner, the Ombudsman and the ministerial
advisory group, which will give opportunities to industry to raise concerns directly with the
minister, if they have concerns. But, no, there are no proposals beyond that.

Senator LUDWIG—But you will hold significant information and significant power as a
regulator in being able to enforce and provide sanctions. That is right, isn't it? The penalties
will be significant, | takeit.

M sAtkins—The provisions are aready in the bill.
Senator LUDWIG—Yes, and they are significant penalties.

Ms Atkins—Yes. They need to be the sorts of penalties that enable us to enforce the
requirements.

Senator LUDWIG—And you will be ableto institute legal proceedings.
MsAtkins—Yes.
Senator LUDWIG—Will you refer those to the DPP or will you do those yoursel ves?

M sAtkins—In the case of criminal proceedings, they will be referred to the DPP. You will
have seen that there are civil penalty provisions in there. What the structure of AUSTRAC
might look like in terms of dealing with those sorts of actions we have not finalised yet.
Obviously that is something we will be doing over the implementation period as well, but we
have not decided. There are various options available to us, of which in-house capacity is
obviously one.

Senator LUDWIG—You do not have that at the moment?

Ms Atkins—We do not have an enforcement capacity at the moment, no, although Mr
Ryan is head of our regulatory area at the moment and we are certainly looking at moving
towards that.

Mr Ryan—We are in the process of looking at such a policy at the moment, yes.

Senator LUDWIG—You might have to remind me—what is the largest civil penalty that
will be available under this proposed exposure draft?

CHAIR—Mr Bannerman, this sounds like your moment.
Mr Banner man—It does not rall off my tongue at the moment.

M s Atkins—Are they actually in there or are they still in consultation mode? | think it just
says we would like to—it has the criminal penalties.

Senator LUDWIG—You said they were, you see, so | thought | would go there.
CHAIR—To be advised.

MsAtkins—No, there is provision for civil penalties, but that is one of the things that are
still up there.

MsMarsic—It is proposed section 140.
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Mr Bannerman—The penalty provisions arein there. We have a note in the bill asto what
the actual penalty should be. So the framework is there and we thought the appropriate thing
to do was to seek comments from stakehol ders through this exposure period as to the level of
penalties.

Senator LUDWIG—Sothereisno level of penalties expressed?
Mr Banner man—No.
MsAtkins—No. In fact, thereisan X and aY in the provisions, in section 140.

MsMarsic—That isright. Clause 140(4) will set out what the maximum pecuniary penalty
is. If you go there, you will seethat it has ‘X penalty units' there at the moment.

CHAIR—To be advised.
Senator LUDWIG—That iswhy | was hoping someone would know.

CHAIR—I wanted to raise with AUSTRAC specifically the question of the amount of data
that AUSTRAC will potentially be holding and access to that data from other agencies, either
under the existing arrangements or as authorised by AUSTRAC. Have you had an opportunity
to look at the Office of the Privacy Commissioner’'s comments on that in their submission?

MsAtkins—I have not personally, no.
Ms Link—I have had a preview.

CHAIR—In that case, this will be a longer discussion. The Office of the Privacy
Commissioner makes quite clear what | would describe as its significant concerns about the
arrangements that will obtain under the bill asit is currently drafted. These concerns are not
just in relation to AUSTRAC's capacity to hold information already but that under the new
bill other federal, state and territory agencies, including welfare and support agencies like
Centrelink and the Child Support Agency, will retain the ability they currently have to access
personal financial information held by AUSTRAC, and then AUSTRAC will be able to decide
which other agencies, subject to the provisions in division 4, will be permitted to access
personal information that AUSTRAC retains.

They then go on to say that replacing the existing provisions of the FTR Act with new
legidation that has a greater scope and impact does not actually justify the continuance of the
present data sharing arrangements, particularly in relation to welfare and assistance agencies.
The Office of the Privacy Commissioner put quite forcefully that they believe a statement of
the legislative objects of the exposure bill should ‘reflect an intention to allow such agencies
to scrutinise the AUSTRAC data for their purposes’. So the hill should be clear on that. It
should not be a matter of people having to work out who has access to what and second-guess
the process. The bill should make it clear, and this committee has always been quite explicit
on those points. We also believe these things should be made clear in legislation.

The office then raise three factors which they believe support the need for careful review of
access provisions to Pl which is held by AUSTRAC under the exposure hill. They include,
firstly:

The likely increased volume and richness of personal data that will be available for collection by
AUSTRAC—
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On the face of it, that is absolutely compelling. There is no argument there. Therefore, that
will be accessible by other agencies for purposes which are, as the bill is currently structured,
not related to anti-money laundering and counter-terrorism activities. It will just be accessible.
Secondly:

the extent to which the community may be aware that personal information provided by individuals in
the course of awide range of financial and commercial transactions may be scrutinised by a number of
government agencies;

And thirdly:

the extent to which the exercise of the discretion reposed in AUSTRAC to make its data accessible to
other agencies is a transparent and accountable process.

The office of the commissioner makes the observation that that process should be
‘proportionate to the breadth of the scheme and the amount of data the designated agencies
will have access to'. They make some suggestions in relation to an alternative approach to
access. For example, they note that in section 99(1) of the exposure bill, AUSTRAC is
currently permitted to authorise in writing other agencies to access AUSTRAC-held data for
purposes of ‘ performing that agency’s functions or exercising its powers'.

If you look at the substantive legislation that establishes any of those agencies, from the tax
office to Centrelink, they can be defined very broadly and in very general terms in any of
those other pieces of legislation. So the commissioner suggests that it might be appropriate for
those purposes to be defined in greater specificity. They also suggest that 99(1) could be
amended to be much more privacy sensitive, by narrowing the purposes for which
information can be accessed to those purposes which are consistent with and relevant to the
underlying policy intent of the AML/CTF regulatory scheme. They also suggest that the
section could be amended by requiring transparency, including by mandatory consultation,
and oversight over how that authority is exercised by making the written authority made by
AUSTRAC subject to parliamentary scrutiny and disallowance.

In light of the current discussions about shared information, identifiers and things like that,
the Privacy Commission makes some very valid points about the information which would be
held by AUSTRAC and the powers that AUSTRAC will have to gain access to other agencies
for very broad and completely general purposes. Confining that to purposes to do with anti-
money laundering and counter-terrorism financing would seem—to me, at least—to be a
sensiblerestriction. | am interested in AUSTRAC's comments. That is alot of information out
of the Privacy Commissioner’s submission. | understand that. | had hoped that that would be
something which could have been brought to your attention earlier. If you want to take that on
notice, we would appreciate your comments.

Ms Atkins—| am happy to take it on notice. Some of the issues are issues that the
department will need to comment on, and some are for our partner agencies. Could | say,
though, that section 99(1) of the bill allows AUSTRAC to authorise specified officials of
specified designated agencies. It does not allow us to decide which agencies may have access.
The designated agencies are those agencies listed in section 5 under the definition. That
provision is about what we do now, which is not specifically set out in our act. In our MOUs
with our partner agencies, we actually specify alimited number of officers who have accessto
our information. Thisis a provision that legislatively for the future will require us to specify
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them. So it is not like AUSTRAC can say, ‘ These are more agencies, other than are on the
face of the hill, that can have access to our information.’

CHAIR—But it till does not avoid the point that agencies like Centrelink, the tax office or
child support already have access under your legislation.

MsAtkins—That isright.

CHAIR—The hill leaves that structure based on the aims and objectives of those agencies
under their legislation which, as the commissioner observes, can be very broad and very
general, not related at all to the purposes for which you are collecting the information which
is supposed to be, under this bill, anti money laundering and counter-terrorism financing.

Ms Atkins—Some of this comes back to the questions about the definition of money
laundering and the fact that the predicate offences for money laundering are extremely broad.
We will take it on notice, but some of those issues are matters of government policy about
who should have access to our information and for what purposes.

CHAIR—Sure, and that is the way the committee reports. We wait for government to
comment on the policy points that we make in the committee process.

Mr Gray—The Child Support Agency and Centrelink are the two which have been
highlighted. It is purely a question of government policy. Tax has always been in there as a
source of AUSTRAC information because the taxation power underpinned the FTR Act. It has
been pointed out to not say anything about tax. This was one of the comments made in the
privacy forum. | think we have taken that on board and included that in the objects clause.
They said you should have some other stuff in there and we have taken that on board.

Ms Atkins—However, disguising money which you have because you have evaded your
tax would surely in anyone's definition be money laundering. It is disguising the profits of tax
evasion.

Mr Gray—It is picked up as a specific thing. | think that is right. | would argue that point,
but | think because tax evasion is picked up as a specific thing under the suspect transaction
reports, | do not have any real difficulty with the concept of it being highlighted up front.
Some of the other suggestions they have made about what should go in the objects clause |
think we have some greater difficulty with, but some of those comments make sense and we
canlook at that.

Senator LUDWIG—Once you add it to your database, it is no longer a paper file. It will
stream from ancther database into your system and queries can come from another agency
which you have a memorandum of understanding with. The Privacy Commissioner is right
when he says, ‘ The richness and volume of the information will be significantly enhanced by
this purpose —that is, the purpose of AML—'but it can be used for a different purpose.’” So
let's take tax out of it and simply say that it can used for a different purpose. There is not
safeguard that that different purpose is not some minor offence that some other agency is
pursuing.

CHAIR—One of the responses in the past has been that privacy protections are in place by
the application of the IPPs. For example, | think it was the Australian Privacy Foundation
today who said, ‘That's all well and good, but amongst the state and territory agencies who
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may be permitted access, the New South Wales Police are in fact exempted in New South
Wales.” If that is incorrect, then it might be worth while looking at the Hansard on what the
APF said on those matters.

MsAtkins—I think we need to point that out.

Ms Link—I might just add that the memoranda of understanding that we currently have
with our state and territory partner agencies actually state that they undertake to comply with
the information privacy principles.

CHAIR—I know but they get exempted all over the place, and thisisanissue | raised in
estimates under the document verification system pilot. The RTA in New South Wales is a
participating agency which is exempt from having to comply with the privacy act in New
South Wales. | am paraphrasing myself there—which is even worse—from estimates. | do not
have the estimates Hansard in front of me. So if | have said anything incorrect about any of
those agencies, it is due to my faulty memory. But that is the general issue which is raised by
people.

M s Atkins—Section 99 of the bill does deal with that issue in relation to state and territory
areas, and it says that we can only specify them if they undertake that they will comply with
the |PPs.

CHAIR—So that was happening elsewhere; also, there is potential for a problem. | have
one process question. If reporting is made on a particular transaction and it ends up in the
creation of incorrect information on an individual, what is the process for them gaining access
to the records to correct incorrect information?

M s Atkins—Formally it would be under the FOI and privacy acts and the provisions there
about correction of information. They apply to usjust as they apply to any other agency. | am
not aware of any instances of somebody asking us to correct information. | am not aware of
any cases. Until reasonably recently there have not been many FOI applications to
AUSTRAC. That is changing as people become more aware of our existence, and no doubt
after public campaigns relating to the new bill that will increase for us. But the same
procedures would apply. | am not saying that nobody has applied; it is just that none of us
here are aware of it.

Mr Ryan—AUSTRAC has some programs in place internally for improving the integrity
and quality of our data. If we get a $50 million transaction that does not look right, we will
check to see if something is wrong with it and we will go back to the institution and say,
“Hang on, we do not think thisisright.” So we have those sorts of programsin place.

M sAtkins—Incorrect information is not useful to us.

Senator LUDWIG—Fallowing that point, one of the matters raised by the Australian
Privacy Foundation concerned the impact where you have disclosure. Sections 93 and 94,
which are secrecy provisions, effectively do not provide for exceptions to the Privacy Act or
FOI subject access. In their item 57 | suspect they can go on and make a submission where
there is information being held by you and where people might want to find out what it isin
order to be able to correct it. But they then find that they may not be able to do that. Whether
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or not that is a legitimate process might be a policy position but the way it would work means
that they cannot in the current proposal.

MsAtkins—I do not think that we would agree with that interpretation. We would say that
FOI and privacy provisions apply. Suspect matter reports are a little different, but 1 do not
think that we would argue—and | am happy to take any comment from A-G’'s—that if that
interpretation were open, that it was an intended one. Certainly in relation to international
funds transfer, instruction reports and threshold reporting we would not have a view that there
should generally be no access and no ability to have the record corrected. It certainly was not
intended to exclude that. Perhaps we need to have a look at that and make sure that the
provisions to do that are there.

CHAIR—Ohbviously the committee does have some concerns in relation to the privacy
issues—and the issue was mentioned in both the Office of the Privacy Commissioner’s
submission and the APF's submission. If there are issues that you see that are changing with
the iterative process of bill or other matters that you can readily address to give the committee
some assistance we would be grateful.

M sAtkins—We will do that.

Mr Gray—You foreshadowed a question that you would be putting to us so | dug out some
information from the UK on how they deal with privacy. The answer seems to be that a Data
Protection Act in the UK applies to a data controller who, as far as we can work out, just picks
up al of the reporting entities under the UK legislation. That is the way it seems to work.
Privacy is dealt with in a separate regime.

Senator LUDWIG—Yes, they have a data protection regime.

Mr Gray—They do not seem to have exceptions for small businesses so the issue does not
arise for them in the same way that it does for us. We are aware of course that that is an issue
which will have to be addressed and will be addressed. It is a model which we use to apply
privacy principles to small business. That will be a government decision. There are policy
issues that have to be addressed there.

Senator LUDWIG—I accept that. That would be a policy decision.
Mr Gray—But that has to be done—there is no question that we have to do that.

CHAIR—Senator Ludwig has indicated that he will put further questions on naotice. |
thank all the officers who have assisted the committee this afternoon. We are very grateful, as
it does help the committee, that you were able to be here for the substantial part of the day to
hear the engagement we had with earlier witnesses and therefore have some awareness of the
issues which will be important to the committee. Thank you very much.

Committee adjourned at 4.55 pm
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