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Wednesday, 10 June 2009 Senate L&C1

Committee met at 10.05 am

CHAIR (Senator Crossin)—I declare open this public hearing of the Senate's Legislation Standing
Committee on Legal and Constitutional Affairs and our inquiry into the AusCheck Amendment Bill 2009. This
inquiry was referred to the committee by the Senate on 14 May for report by 16 June 2009. The bill will
amend the AusCheck Act 2007, adding a capacity to conduct background checks for national security purposes
when such checks are authorised under some other legidative instrument. The bill would also make provision
for such regulations to be made by the Attorney-General, authorise the collection and use of biometric
information about individual s and extend the existing online verification scheme for establishing identity.

We have received seven submissions for this inquiry. All of those submissions have been authorised for
publication and are available on the committee’s website. | remind all witnesses that in giving evidence to the
committee they are protected by parliamentary privilege. It is unlawful for anyone to threaten or disadvantage
a witness on account of evidence given to a committee and such action may be treated by the Senate as a
contempt. It is also a contempt to give false or misleading evidence to a committee. We do prefer all evidence
to be given in public, but of course, under our resolutions, you may request to give evidence in camera. If a
witness objects to answering a question, the witness should state the ground upon which the objection is taken
and the committee will determine whether it will insist on an answer having regard to the ground upon which
it is claimed. We will start with representatives from CrimTrac.
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[10.06 am|
CROSS, Mr Sewart, Executive Officer, CrimTrac
McDEVITT, Mr Ben, Chief Executive Officer, CrimTrac

CHAIR—Good morning and welcome. We have your submission, which has been lodged with us. Do you
need to make any amendments to that before you begin?

Mr M cDevitt—The submission can stand on its own. There are a couple of opening comments that | would
like to make, if possible.

CHAIR—We will invite you to make that opening statement and then we will go to questions.

Mr M cDevitt—Just to reacquaint the committee with where CrimTrac fits in terms of the criminal history
checking/background process, CrimTrac was established back in 2000 to take a leadership role in generating
national approaches to information sharing solutions for law enforcement agencies. We are not an operational
agency ourselves, but we assist law enforcement agencies to achieve their objectives through delivery of rapid
access to high quality national policing information services.

We also perform national criminal history record checking services for police jurisdictions and for
accredited agencies. | need to stipulate, or make clear, that it is a distinct and different role from the role that
AusCheck perform in that they perform a broader background checking service. The CrimTrac role is very
specific and relates to criminal history information.

AusCheck is an accredited agency with CrimTrac and receives information about an applicant’s criminal
record in order to assist with that agency’s background checking process. CrimTrac currently conducts point-
in-time name based criminal history checks. In limited circumstances, fingerprint based criminal record checks
are also conducted.

The key point that | wanted to make to the committee today is an issue around the criminal history checking
process itself. The draft legidation refers to AusCheck using fingerprints as a biometric check where it may be
required to verify identity where an issue of identity arises. We believe that this approach is not the most
desirable approach and that, in fact, when somebody is seeking clearance to work in an area as sensitive as the
national security environment that in fact the default position should be a check based around a fingerprint. We
believe that establishing a person’s identity unequivocally and uniquely requires a check of that sort of calibre
to be able to actually give a levd of certainty. We do not promote replacing entirely name based checks with
fingerprint based checks, but we do believe that for something as important as working in an area such as
national security our best advice would be that a fingerprint based check would be far more appropriate. \

We also note that this is a recommendation made by Mr Wheeler in his review of airport policing some
years ago and, in fact, is also a trend that occurs overseas where checks relate to areas such as within the
national security environment.

CHAIR—Mr Cross, would you like to add anything?
Mr Cross—Nothing further, thank you.

CHAIR—As| understand it, the main provisions of this bill expand the realm of the AusCheck capacity. At
the moment it is just used for two areas. Now, subject to regulation, it will be much broader. Do you see a
problem with that?

Mr McDevitt—No, | do not. At the moment our arrangements with AusCheck relate to them as an
accredited agency which places a whole range of requirements on AusCheck in terms of security of the
information, disclosure of the information and so on. That channel is one which is open and would remain
open. Whether or not they were processing information relating to ASICs or MSICs, as they currently do, or
whether there was a broader suite of information or request for information really for our arrangements would
not have any great impact.

CHAIR—Your problem is around the practical impediments in respect of the fingerprint sharing or
monitoring. Isthat the issue?

Mr M cDevitt—Yes. It is a broader issue than what is the main subject of focus here today. But it isan issue
that the committee needs to be aware of. There is a great credence placed in this country on criminal
background checks as being something on which the decision maker can place alot of credibility in making a
decision about somebody’s suitability to be granted a specific licence or to be granted employment. | would
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simply make the point that with the extent of identity theft, fraud and manipulation that occursit is relatively
easy to subvert systems and to be able to carry false or multiple identities. Our view is that a fingerprint based
check would give a much higher level of certainty. There would be other sectors that this might also apply to,
such as working with vulnerable people in the community and so on, but we think, particularly in the national
security environment, the committee may like to consider the vulnerabilities associated with name based
checking.

CHAIR—You are saying the use of fingerprinting is not only okay but should be the main means of

identification? Is there not a problem then with the creation of separate fingerprint registrations in each state
and territory? How do you overcome the need to have one consolidated database?

Mr M cDevitt—There is only one national fingerprint database, which is the database hosted by CrimTrac.
CHAIR—That already exists, doesit?

Mr M cDevitt—In fact, for certain occupations there is already a requirement for a fingerprint based check.
For example, if you want to work in one of Australia’s police forces you are required to give a set of
fingerprints and that is checked against the national fingerprint database. In fact, it is also a reguirement in
most jurisdictions in this country that if | want to work at a casino | need to give a set of fingerprints to have a
background check done. Or indeed if | want to work at a racecourse or be employed in the gambling industry |
would have to have a fingerprint based background check. It just seems to me that there is an imbalance if that
is arequirement that applies only to working in a casino or a racetrack. Perhaps we should be considering that
for people who are working in secure areas within airports and being given clearances at these sorts of high
levels. Perhaps consideration ought to be given to fingerprint based checks with those environments as well.

Senator FISHER—May | ask a question?
CHAIR—I have not finished yet.

Senator FISHER—I have a question on something that Mr McDevitt said in respect of the racecourse and
casino industries. Are those | egidative impositions? What makes those requirements?

Mr M cDevitt—My understanding is that it is legidlation.

Senator FISHER—State, federal, industry based?

Mr M cDevitt—My understanding is that it is state based legislation.
Senator FISHER—Is it uniform across al states?

Mr M cDevitt—I would have to take that on notice.

Senator FISHER—Thank you.

CHAIR—It might go to the handling of money perhaps. That is peripheral to but not integral to what we
are dealing with today. You are saying that when we see ‘ biometric’ we should see ‘fingerprint’ ? What are you
suggesting we should do to this bill to make sureit is clear that your concerns are addressed?

Mr McDevitt—The bill introduces an ability for a biometric, and the biometric of choice here is a
fingerprint to be utilised where identity needs to be confirmed or there is some doubt about either the veracity
of the information that somebody is giving as to their identity. That essentially is the way it would work
currently where somebody requires a check and there is a dispute or some lack of clarity because of similar
name, date of birth or whatever. Confirmation is done via the person going to a police station and giving a set
of fingerprints, which is then used to confirm the identity of the individual.

We are advocating that, rather than the fingerprint being used in that case as an exception, in fact the
fingerprint be used as a default. In the first instance there should be a requirement for a person wanting this
sort of security clearance to work in the national security environment to actually give a set of fingerprints.

CHAIR—Senator Fisher, did you have any questions?
Senator FISHER—Is‘default’ the right description of what you are seeking? | am not sureit is.

Mr McDevitt—'Default’” might not be the right word. The bar is set at a name based check. We believe that
is a very low setting in terms of confirming, with certainty, that the person in front of you applying for this
particular clearanceis actually who that person is claiming they are.

CHAIR—The best way to do that is with fingerprints?

Senator FISHER—I understand that point. That is why | was just exploring the use of the word * default’.
‘Default’, to me, implies that if you try the name based system and that does not work or for some reason it is
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not sufficient for a particular person then you might default to fingerprinting. Whereas | think you are saying
that, in all of theseinstances, the better, preferred and obligatory mechanism should be fingerprinting.

Mr M cDevitt—That is correct.

Senator FI SHER—Was your organisation consulted in the drafting of this bill?
Mr M cDevitt—Only very latein the piece.

Senator FI SHER—What was the process?

Mr McDevitt—The process, as far as | am aware, was myself contacting the Attorney-General’s
Department about the committee and the inquiry into the draft amendments and our concerns in relation to the
issue of fingerprint based checks. We also had concerns about how biometrics would be stored and where that
information would be disseminated and so on if that were the case. Through my discussions with the Attorney-
General’s Department my concerns have been allayed in terms of any intention to collect and store fingerprints
other than for the purpose of matching them against the national fingerprint database.

Senator FISHER—You are saying your concerns in respect of the biometrics collection and storage were
met through that process?

Mr McDevitt—That is correct.

Senator FISHER—If | understand you correctly, you contacted the Attorney-General’s Department of your
own volition once you became aware that the bill was in the ether?

Mr M cDevitt—That is correct.
Senator FISHER—How did you become aware?

Mr M cDevitt—Personally | was overseas for the last four weeks. | got notification via email that this
process was occurring. We were requested/invited to make a submission. That process of making a submission
was then the catalyst for my making contact with the department in relation to some of the draft wording of the
bill.

Senator FISHER—I do not want to labour the point, but you become aware of the existence of the hill
through this inquiry, did you?

Mr M cDevitt—That is correct.
Senator FI SHER—Was there an amendment to the draft bill prior to it coming to thisinquiry?
Mr M cDevitt—No.

Senator FI SHER—How were your concerns in respect of biometrics, as you say, met by the department?
Were there verbal reassurances?

Mr McDevitt—Yes, that is exactly right. | was seeking clarity from the department in terms of their
intentions around biometrics, noting that the draft amendments introduced an opportunity for biometrics to be
taken to give certainty to identifying an applicant. My concern was around whether or not the department
intended to actually itself collect and store biometric information. The reason that | had those concerns was
that Australia is the envy of the world in that we only have one national fingerprint database. We do not have
multiple databases. Where there are multiple databases is where you start to get vulnerabilities around matches
and so on, which is why we are going down the path of storing, for example, fingerprint information from
departments such as Fisheries, Immigration and so on, rather than separate databases being established.

In seeing the draft | egislative amendments here | was concerned about whether or not there was an intention
for AusCheck to actually collect and store biometric data themselves. In having discussions with the Attorney-
General’s Department those fears were allayed and, in fact, the department has no intention at all of actually
themsel ves callecting and storing biometric data.

CHAIR—Has your concern on page 2 of your submission about the collection of biometric data now been
addressed?

Mr M cDevitt—That is correct.

Senator FISHER—Could the Attorney-General’s Department point to anything in the bill that confirmed
your reassurance that those concerns had been met? Could they point to any provisions in the bill that

reassured you that the biometric data would be stored in the national database as opposed to AusCheck
retaining it?
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Mr M cDevitt—No, they could not, and hence the reason for my concern. | could not find anything within
the draft amendment that actually allayed my concerns. It was only after having discussions with Mr Alderson
that | became satisfied that their intention was, in fact, to utilise the existing national fingerprint database
hosted by CrimTrac.

Senator FISHER—Intentions are very well and very honourable, and intentions can of course change
subject to circumstances of the time. We can ask the Attorney-General’s Department about that later. Chair, |
have one more question, but | do not want to take time that others may wish to utilise.

CHAIR—Perhaps one more and then we will go to Senator L udlam.

Senator FISHER—Consistent with what you have been discussing and talking about the importance
particularly internationally and nationally of a national fingerprint database, how do you know that to be the
case given that, as you have outlined, potential employees in the racing and casino industries are required to
identify themselves by way of fingerprint? If that is not a requirement imposed by national legislation—and
you may not be the person to ask this—how can we be reassured that once collected those fingerprints are in
fact stored in the national database rather than somewhere else?

Mr M cDevitt—I could not guarantee that they would or would not.
Senator FI SHER—It may be a question for someone el se.

Mr M cDevitt—Quite frankly, there would be limited value in their being stored somewhere else. | am not
sure for what purpose.

Senator FISHER—I have one further question. Would you have expected to have been consulted about
this bill from the outset?

Mr McDevitt—Yes.
Senator FI SHER—OnN what basis would you have had that expectation?

Mr McDevitt—For several reasons, one of which isjust in terms of good practice as a portfolio agency of
the department. | think a culture of consultation is obviously a useful thing to have. There are two particular
reasons. One is that the issue of biometrics is raised and CrimTrac is the host of the two major national
biometric databases, being fingerprints and DNA. The second reason, of course, is that CrimTrac does play a
central pivotal role in terms of being the single broker of criminal history information for a whole range of
accredited agencies, including this one, AusCheck.

Senator FI SHER—Did you raise your expectation with the Attorney-General’s Department or anyone el se,
and have you had a response?

Mr McDevitt—Yes, | certainly did, and | have. | have been assured that the culture of consultation that |
referred to will be picked up.

Senator FISHER—It will be picked up in the future?
Mr M cDevitt—That is correct.

Senator FISHER—Thank you.

CHAIR—Senator Ludlam, do you have any questions?

Senator LUDL AM—I have a couple of questions. | will not be long. Can you tell us how feasible it would
be for CrimTrac to assume responsibility for the role that is currently occupied by AusCheck? Would there be
any utility in merging the agencies and has that been considered before?

Mr McDevitt—I am sorry, | had a little bit of trouble hearing you. | think that you asked: would it be
possible for CrimTrac to perform the full role that AusCheck currently performs?

Senator LUDLAM—Yes, that is right. Has that been considered in the past and would there be any utility
for that?

Mr McDevitt—I| am not sure whether it has been considered in the past. Given that AusCheck, as |
understand it, is an operating division of the department, perhaps that is a question best addressed to the
department themselves. Certainly in terms of the process, the role that CrimTrac fulfils in background
checking is limited to the provision of criminal history information. Obviously the background checking
processes undertaken by AusCheck are a lot more encompassing and broader than the subset of information
that is contributed by CrimTrac, which relates specifically to the criminal history component.
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Senator LUDLAM—Can | point you to the very bottom of the third page of your submission. It is under
the section headed ‘ Disclosure of Biometric Data’ . Can you talk us through exactly what you mean there?

Mr M cDevitt—Which page?

Senator LUDLAM—On the bottom of page 3 of your submission there is a heading ‘Disclosure of
Biometric Data . The paragraph starts, ‘It may be prudent in the light of above information ...’

Mr McDevitt—The point there was to make it explicit that the identity verification information could be
disclosed to CrimTrac and Australian police services. At the moment, as | understand it, there is provision for
the information to be given to the Australian Federal Police but not necessarily to CrimTrac or to Australian
police services.

Senator LUDL AM—You would suggest that that is ambiguous in the bill at the moment? The last question
| have relates to the way in which people who are seeking these background checks come to AusCheck. How
is their consent obtained and to what degree are they aware of the sorts of background checks that are being
performed?

Mr M cDevitt—In relation to the dements of the background check that are beyond the criminal history
background information, that part of the question is better addressed to the department. In relation to the
criminal history information, CrimTrac requires specific informed consent to be given by an individual for a
criminal history background check to be initiated by CrimTrac. Those requirements are very clear in our
accredited agency documentation with each of our accredited agencies, including AusCheck. It needs to be
made very clear to an individual that their criminal history information is being sourced for a particular reason
and being made available to decision makers for very specific and limited purposes.

Senator LUDL AM—How much information are people given when they put in an application for this kind
of background check? How much detail do you go into about the sorts of searches that are to be performed and
the sort of information that will be assessed?

Mr Cross—Each agency that undertakes a background criminal history check has an application form that
an individual completes. Within that application form is what is known as an informed consent, which informs
that individual who is going to access the information—CrimTrac and the police services—the purposes for
which that information will be accessed and then who that information will be released to, whichis usually the
accredited agency. They are consenting to the information being released back to the accredited agencies for
the purposes of that particular check for AusCheck—obviously an ASIC or an MSIC check; but in a range of
other agenciesit may be child related employment or aged care.

They are also informed about the spent conviction legislation that exists around the country and what can
and cannot be released under the various spent conviction regimes that exist not only for the Commonwealth
but for various states and territories. That is what is encompassed within that informed consent that the
individual is made aware of.

Senator LUDLAM—On the bottom of page 4 you have a section headed ‘National Police Reference
System’, the NPRS. You mention that the NPRS is used by most states and territories. Who isit not used by?

Mr M cDevitt—The NPRS s utilised by all states and territories and also by the Australian Federal Police.

Senator LUDL AM—It says ‘by most states and territories’ in your submission, so | just wondered whether
anything was left out.

Mr M cDevitt—We need to correct that. It is utilised by all states and territories. Whoever authored this
report was probably referring to the provision element to the National Police Reference System and a
consumption element to it. All state and territory police forces provision information to the National Palice
Reference System, and as part of the national rollout, which | think will be completed by the end of July, they
will also consume from the application.

Senator LUDLAM—Thank you for your answers. That isall | have for CrimTrac.
CHAIR—Senator Ludlam, isthat all for you?

Senator LUDLAM —Yes.

CHAIR—Senator Barnett.

Senator BARNETT—Thank you for your submission. Are you familiar with the Legal and Constitutional
Affairs Committee report of 2007 that was done by this Senate committee in regard to the AusCheck 2007
legidation?
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Mr M cDevitt—No, not in any detail.

Senator BARNETT—I mention it because it raised a number of concerns, particularly about privacy
matters, civil libertarian issues, and the breadth and extent of checking empowered under the initial bill. We
made a whol e range of recommendations and expressed a whole range of concerns at the time regarding the
initial bill. Inlight of that—and noting you have not seen it—do you have a view with respect to the breadth of
the background checks empowered under this bill, and in particular the last two in section 8, where it states:

The regulations could provide for the establishment of background checking schemes for the purposes related to—
and the last two—

... the Executive power of the Commonwealth or matters incidental to the execution of any of the legislative powers of the
parliament or the Executive power of the Commonwealth.

Frankly, that is incredibly broad and it could mean just about anything. Have you given any consideration to
the merit of including such broad powers which would then be promul gated via regulation?

Mr McDevitt—No. | have had no involvement in the drafting. | think that is a question best put to those
who actually drafted the legislation.

Senator BARNETT—In your role you have to try to do your job, but it is subject to protecting the rights
and civil liberties of individuals, companies and so on in the execution of your role; isthat correct?

Mr M cDevitt—That is correct.
Senator BARNET T—You have to balance those things.
Mr M cDevitt—That is correct.

Senator BARNETT—Those issues have been raised by a number of submitters to this committee,
including the law council, so we will pursue it with them and indeed with the department. | wanted to follow
up the issue of consent for background checks, which Senator Ludlam touched on. You seem to express a
concern that under amendment 9 it provides that the consent is implied, whereas you say in your last
paragraph on page 4 that ‘ CrimTrac is fully aware of its obligations under federal privacy provisions and as such
requires full informed consent’. Do you think the bill before us does not go far enough?

Mr M cDevitt—Prior to having discussions with the Attorney-General’s Department we had some concerns
in that regard, because we were not sure exactly how this would work in practical terms. The arrangements
that we have with accredited agencies are based entirely around express fully informed consent of an
individual as to exactly what information was going to be obtained, exactly who it would be disseminated to
and exactly what it would be used for. We have since had discussions with the Attorney-General’ s Department,
and my understanding is that when somebody applies for one of these checks they will be given very specific
guidance in terms of a privacy pro formato ensure that they are fully aware of what it is that they are entering
into and what information is going to be passed to whom and for what purpose.

Senator BARNETT—That is not set out in the bill. That is some sort of piece of paper that will be passed
to the people concerned; is that what they indicated?

Mr M cDevitt—Again, it is probably best to put that to those who are actually operating the scheme.

Senator BARNETT—Just on that matter, | know Senator Fisher has indicated this. You requested a
meeting with the department to express your views and put forward your thoughts on these matters?

Mr McDevitt—Yes, that is correct.

Senator BARNETT—I congratulate you on that. Thank you for being proactive. It is certainly gravely
disappointing that there has not been adequate consultation with the relevant authorities. On page 2 of your
submission, halfway down, you said of the proposed amendment that it is not obvious who would be
responsible for collection of the identity verification information. | am not sure whether you touched on it
before | walked in, but can you outline to us your concerns in that regard? | noticed that you referred to the
different identity systems in the different police systems. Thisis halfway down, in the third last paragraph on
page 2:

It is not obvious from the proposed reforms who is responsible for collecting this information.

It isagood point.

Mr McDevitt—Yes. We were seeking more clarity in terms of exactly what information would be
collected, who it would be collected by and where it would actually be stored. My fears were allayed after
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discussions with the department. | have been advised that the intention would be that, if biometric information
were to be collected, it would be collected via the local police force and then transmitted to the national
fingerprint database maintained by us.

CHAIR—You have already explained that to us earlier in your evidence.

Mr M cDevitt—That iswhat we went through.

Senator BARNETT—Your submission was received on 3 June 2009. When was your meeting with the
department?

Mr M cDevitt—Only yesterday.

Senator BARNETT—That is the eleventh hour.

Mr M cDevitt—In fairness, | have been out of the country for a few weeks.

Senator BARNETT—I appreciate that. | have some further questions, but they have been covered by the
other senators. Thank you.

CHAIR—Mr McDevitt and Mr Cross, thank you very much for your time this morning. We certainly
appreciate your assisting us with the inquiry into this legislation.
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[10.43 am]
BUDAVARI, MsRosemary, Director, Criminal Law and Human Rights Unit, Law Council of Australia
MOULDS, Ms Sarah, Policy Lawyer, Criminal Law and Human Rights Unit, Law Council of Australia

CHAIR—I welcome representatives from the Law Council of Australia. | remind you that we have Senator
Ludlam with us this morning via the telephone. We have received your submission, which we have numbered
five for our purposes. Before | ask you to make an opening statement, do you need to make any changes or
amendments to that?

M s M oulds—We just wanted to make two points of short clarification. The first relates to paragraph 79 of
our submission on page 16, which concerns the proposed changes to consent. In that paragraph we state that
we have not seen the proposed regulations that would be made under the 2009 bill. We have now had a chance
to see the exposure draft of those regulations, but we note that they do not deal with that particular issue of the
advice relating to consent to a background check upon application.

CHAIR—What paragraph was that?

M s M oulds—Paragraph 79. The second point of clarification is that, since writing our submission, we have
had a chance to look at the March 2009 Privacy Impact Assessment in respect of the bill and that has some
recommendations that were rel evant to our submission that we will highlight today.

CHAIR—That would be useful. | will ask you to make an opening statement.

M s M oulds—Thank you for the opportunity to appear before the committee on behalf of the Law Council.
The Law Council is the peak body for Australian lawyers and we represent over 50,000 members through their
local law societies and bar associations. As the committee may be aware, the Law Council has a history of
advocacy in relation to the AusCheck scheme. We appeared before this committee in 2007 when it inquired
into the 2006 AusCheck Bill and raised concerns that that bill failed to establish clear parameters on the
purposes for which background checking could be undertaken and enabled new purposes to be added by
regulation without the details of these schemes being specified in primary legidation. The Senate committee
shared these concerns and recommended that the 2006 bill be limited to providing background checking
regimes in relation to two pieces of primary legislation and their related regulations concerning aviation and
maritime security.

The Law Council now appears before the committee to again raise its concerns at the government’s efforts
to expand the AusCheck background checking scheme into new areas via regulation, and we also have a
number of concerns with the proposed identity verification scheme that relies on the use of biometric data.

The 2009 bill would allow for AusCheck regulations to be promul gated which create new screening regimes
independent of other legidlation. Item 7 of the bill would amend section 8 of the AusCheck Act to broaden the
range of background checking schemes that can be established by regulation to include purposes related to
Australid's national security, the defence of Australia, a national emergency, the prevention of certain terrorist
related offences, the executive power of the Commonwealth or matters incidental to the execution of any of
the legislative powers of the parliament or the executive power of the Commonwealth.

The Law Council notes that the second reading speech to the 2009 hill suggests that the proposed
amendments to subsection 8C would be read down to be limited to national security purposes by virtue of
other amended provisions such as proposed subsection 4(1). However, despite these assurances, the proposed
amendments to section 8 are broadly worded and potentially allow a background scheme to be established by
regulation for any matter incidental to the executive or legislative power of the Commonwealth. As a result,
we are concerned that the proposed subsection 8C provides few meaningful limits on the range of background
checking schemes that can be established by regulation.

Given the broad language of proposed subsection 8C, the 2009 amendments continue to raise concerns
about the ability of the executive to expand the AusCheck scheme into new areas via regulation. We are
concerned that the 2009 bill authorises the executive to conduct background checks for a number of broadly
framed purposes whenever and however it decides it is necessary without requiring robust scrutiny of
parliament. We believe that the 2009 bill should only enable AusCheck to administer background checking
schemes that are already authorised by parliament in the context of another legid ative scheme. Without seeing
primary legislation and associated regulations it is impossible to determine whether a requirement for an
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individual to undergo a national security background check is justified in the circumstances and whether the
personal information that will be collected for that check is necessary.

The Law Council is also concerned that little justification has been provided as to why such a significant
expansion of the AusCheck scheme is warranted. For example, inadequate explanation is provided in the
explanatory memorandum as to why it is necessary to include an open-ended power to expand the AusCheck
regime by way of regulation in the area of national security, let alone the need to add for purposes relating to
any matter incidental to the execution of any legislative or executive powers of the Commonwealth. For these
reasons, we recommend that proposed clause 8(1)(c) of the 2009 hill be deleted or at |east amended to confine
the AusCheck regime to conducting and coordinating background checking for the purposes of
Commonwealth acts that directly authorise the screening of persons for a particular reason.

We are also concerned by the provisions of the 2009 bill that seek to introduce the use of biometric data to
verify personal information in the AusCheck regime. The introduction of this system of identity verification is
a significant addition to the scheme and one that we think requires careful consideration by parliament. The
development of biometric technology has been described as in its infancy and its accuracy as a tool for
identification and verification of identity remains subject to scientific debate.

Further, the use of biometric data has a range of serious privacy implications. It concerns the collection and
use of bodily features and may reveal sensitive information, such as information about illness or physical
disabilities. The serious privacy implications of the use of biometric data for verifying identity have been
acknowledged by the Australian Law Reform Commission in their recent review of privacy laws in Australia
and has received considerabl e attention from governments and privacy organisations around the world.

We recognise that the 2009 hill attempts to provide a measure of protection for biometric identity
verification information. However, we query whether these protections provide enough protection, given the
highly personal nature of biometric material and the grave consequences that could flow from its misuse or
mishandling.

The Law Council also queries, in the absence of compelling evidence demonstrating the ineffectiveness of
the current system, whether it is necessary to introduce such an identity verification system into the AusCheck
regime. We note that the March 2009 privacy impact assessment recommends that the bill be amended to
remove the ability for AusCheck to collect fingerprints or other biometrics. We recommend that, before a
system of identity verification based on the use of biometric data is introduced, parliament should be satisfied
that this system is necessary and effective to overcome existing difficulties in identity verification, and it must
provide adequate protection against the potential for intrusions into personal privacy.

In conclusion, the Law Council maintains the position it advanced when the AusCheck scheme was first
established, and that is that the AusCheck scheme should be limited to conducting and coordinating
background checking for the purposes of Commonwealth acts that directly authorise the screening of a person
for a specified reason. It should not be exponentially expanded by the introduction of provisions enabling new
schemes to be added by regulation. We also urge parliament to carefully consider the privacy implications of
the introduction of an identity verification system based on biometric data.

CHAIR—If the bill was amended and the committee and the government took up your suggestion to delete
clause 8(1)(c), as you suggested, what Commonwealth acts are you specifically referring to that this bill would
need to relate to?

M s Budavari—One of the acts is referred to in our submission. It is called the National Health Security
Act, which has some relevance to security sensitive biological agents. What we are saying, effectively, is that
we want to see that primary legislation and regulations before we can make a proper assessment of how far
this particular AusCheck amendment bill goes. It is a bit like putting the cart before the horse. Some of the
material about the bill says that it is just there to establish a framework and, of course, there will be other
legidation that links to that framework.

CHAIR—Or regulations?

M s Budavari—Or regulations that link to that framework. It is a different situation from the situation that
the committee found itself in back in 2007 because, at that stage, the aviation security legislation and
regulations and the maritime security legislation and regulations were already in effect for everyone to see
what parameters of the checking would be required. But instead under this amendment we have some vague
notions of national security and national emergency. As has been pointed out, there are quite broad provisions
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about matters incidental to the legidlative and executive power of the Commonwealth. It is impossible in that
situation to assessiit.

CHAIR—You are saying it is hard to judge the merits of this legidation if you do not have regulations in
front of you by which you can test that standard. Is that what you are putting to us?

M sBudavari—Yes.

CHAIR—If clause 8(1)(c) were deleted, why would you not accept the argument that CrimTrac has just put
to us that, if you are very clear about what you are testing this legislation againgt, the pre-eminent test for a
person's identity should really be a biometric threshold rather than just name checking or person identification;
that the way you really tell who that person is would be by fingerprinting? My question to you is: if we did
ddete 8(1)(c) then surely your second recommendation would be erroneous?

Ms Budavari—We would have serious concerns if 8(1)(c) were deleted and replaced with reliance on
biometric information for identity checking. That is for all the reasons that are outlined in our submission
about the difficulty with respect to the privacy implications of relying on biometric information alone.
Certainly fingerprinting has been around for a long time and you could not apply this argument to
fingerprinting, but there is no definition of ‘biometric identification’ in the legidation itself.

CHAIR—Does there need to be?

M s Budavari—Yes, there should be. We have found, in the course of our research on what is encapsulated
in biometric information, that a very broad range of information and technologies are still not completely
tested asto their accuracy.

CHAIR—If you were quite certain about which Commonwealth acts or which regulations this bill would
apply to, surdy you would accept CrimTrac's argument that fingerprinting is reliable and should be the main
basis upon which you identify people?

Ms Moulds—The proposal in this bill is to use biometrics for identity verification, so they would still be
establishing identity, as we understand it, through the use of personal information documents. They would then
be identifying those identities through biometric data. Our concernis that before you establish a system where
you are going to store, transfer, disclose biometrics and collect them, you really need to look at whether that is
necessary for the verification purpose or whether there is not some other way you could verify identity. If you
are going to implement the system, you definitely need to look at the sorts of considerations that have been
identified by the Biometrics Institute Code and the Council of Europe that look at things like how this material
is collected, whether it is collected with the informed consent of the individual, the type of system that it
would be stored on, whether the system would be audited subject to different reporting requirements and how
that data would be transferred between agencies, if necessary.

CHAIR—Do we already have that or protocols around that when it comes to the national fingerprint
database?

Ms Moulds—CrimTrac probably has information about how they go about storing and transferring
information about fingerprinting. We cannot tell from this bill the types of features of the system of collection
and storage of biometric data that would apply to the schemes that were created under this hill.

CHAIR—Ms Budavari, would you put it to us that you have the same concerns with this legislation as you
did in 2006-07?

Ms Budavari—They are very similar concerns. They are not completely the same. Clause 8 has been
drafted differently. Some of the long list that was originally in the 2006 bill has been deleted, but particularly
the two matters that Senator Barnett referred to with CrimTrac are till of serious concern to the Law Council.

CHAIR—Do you think giving the minister or a government the powers to just create regulations with
respect to different areas some timein the future about matters undefined is too broad?

MsBudavari—Yes. That isit in a nutshell.
CHAIR—Senator Barnett.

Senator BARNETT—Thank you for your submission. It is very thoughtful and very persuasive. Just going
back to the Senate committee of 2007 and its review of the 2006 bill, you supported that unanimous report and
the recommendationsin it?

M sBudavari—Yes. | think that is set out in our submission.
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Senator BARNETT—Yes. | wanted to get that on the record, because it made a whole list of
recommendations. | have them in front of me. There were 10 of them. That report actually recommended
paragraph 8(1)(c) of the bill be removed, and that is obvioudy a view that you till hold. | want to get clarity
around this. You hold that view, but you also have a backup view which is that if that is not the case then you
support, page 15, item 73:

That 8(1)(c) be deleted or at least amended to confine AusCheck to conducting and coordinating background checking for
the purposes of other Commonwealth acts which directly authorise the screening of persons for a specified reason.

| am keen to flesh that out with you and ask if you can drill down alittle further. Firstly, what is your preferred
position? Secondly, regarding the backup position, can you flesh that out and give us some examples of
different Commonwealth acts that may be relevant to directly authorising the screening of specified persons
for specified reasons?

Ms Budavari—To answer the first question, it would be the preferred position that 8(1)(c) completely
come out, but recognising that there are some compelling arguments, including the arguments that are put in
the explanatory memorandum for expanding this scheme to some areas that do touch on national security, the
only one that we have specifically looked at is the National Health Security Act so far. Perhaps we could take
that question on notice and get back to the committee.

Senator BARNETT—Did you want to say anything, Ms Moulds, to answer that question?

Ms Moulds—Just that the example given in the explanatory memorandum for the type of check that they
are seeking to establish by this bill is connected to the COAG review of hazardous materials. | would reiterate
what M's Budavari said, that there is an act that touches upon this at the moment, the Commonwealth National
Health Security Act, and that if this is the type of area that AusCheck needs to be expanded into or the
government can establish a case for its expansion then we would want to see the legislation and the regulations
establishing that regime before AusCheck was expanded.

Senator BARNETT—For sure. We do not have that before us, of course?
M s Budavari—No.

Senator BARNETT—I would like to have a look at 8(1)(c). | am interested in your view. There are a
number of dot points, obviously—national security, defence, national emergency, terrorism. As to the last two
dot points, how extensive and how broad are they? It seems to me that they could include just about anything
that the government wishes to do at any time for any purpose. Secondly, what are your fears surrounding those
two dot points?

Ms Budavari—We would agree, and we have made the point in the submission, that those last two
subparagraphs are very broad and could potentially open up the scheme to any purpose. It has been argued in
the second-reading speech that in looking at the bill as a whole, and also at the draft exposure regulations,
there would be some kind of reading down of those subparagraphs to relate to the national security purpose. A
simple reading of it, just looking at it on its face, does not indicate that. If that is the intention, we would like
to see some kind of direct nexus in the legislation itself.

Senator BARNETT—Ms Moulds, did you want to add anything to that?
Ms Moulds—No.

Senator BARNETT—With this issue about the privacy impact assessment on the 2006 hill, have you
considered the contents of the 2009 assessment?

MsBudavari—Yes.
Senator BARNET T—I understand that was tabled with the amendment bill. What is your view on it?

M s Budavari—As Ms Moulds said while she was gathering her notes on the 2009 assessment, we became
aware of that assessment only fairly recently so we have not looked at it in great detail, but we are heartened
by some of the recommendations in that more recent assessment, particularly in relation to removing the
fingerprint verification scheme, or at least substantially amending the parameters of the fingerprint verification
scheme.

Ms Moulds—There is also an observation about the privacy risks of the 2009 hill, where the privacy
impact assessment expresses a view similar to the earlier privacy impact assessment, which is that the devil
will be in the detail of the particular scheme. Again, it is very difficult to establish in any particular
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background checking regime established under the regul ations whether the background check is justified and
the collection of the particular personal information is reasonably necessary for the check.

It also points to the problem of function creep. The number of people subject to national security
background checks under the regime could significantly increase relatively easily because of the ability to add
new purposes by regulation. We note that there are some other recommendations that indicate an attempt to
clarify or limit the scope of the potential national security background checks, such as recommendation 11. We
would say that it highlights the problem that if you cannot see the detail of the particular background checking
scheme then it is difficult to completely assess the privacy risks for the individual under that scheme.

Senator BARNETT—That makes sense. Do you support the recommendations of the privacy impact
assessment?

Ms Budavari—I do not think we have actually gone into it in enough detail to answer yes or no to that
question, but certainly the thrust of the 2009 privacy impact assessment seems to reflect a number of the
concerns that we had already identified and would, in fact, seem to support some of those concerns.

Senator BARNETT—You certainly support the thrust of where we are headed?
MsBudavari—Yes.

Senator BARNETT—Do you have a view with respect to the Australian Law Reform Commission and its
work in this area? Do you have any response to that and do you want to share that view with the committeg?

Ms Budavari—The Law Council did make a submission to the Australian Law Reform Commission
inquiry into privacy. That submission did touch on some of the difficulties with biometric information. The
Law Council would continue to agree with some of the concerns that have been raised by the Law Reform
Commission about the widespread use of biometric systems and the need for particular privacy protections
around the use of those systems.

Senator BARNETT—I will move on. The issue of consent came up earlier. | asked CrimTrac some
questions about it. | just wanted to get on the record your views regarding this implied consent or deeming of
consent under the proposed subsection 9(iv) and your views as to how it can be fixed or improved.

M s Budavari—Our preliminary comment is that our submission does identify proposed subsection 9(iv) as
problematic in terms of implied consent related to the fact of a person simply making an application. Again, in
relation to the material that has been produced by the Australian Law Reform Commission around consent, the
Law Council is in agreement that the consent needs to be full and informed. Therefore, having a provision
which implies consent by virtue of someone making an application we consider to be problematic. It is worth
noting that that provision also incorporates the requirement to issue someone with a privacy notice and that
that is available on the AusCheck website, asis a large amount of material which can assist people who arein
this situation, so it has to be conceded that AusCheck does provide a significant amount of material: service
charters, privacy policies, privacy notices, and a frequently asked questions guide on the website. If you look
at the privacy notice itself, it is quite sparse in terms of the information that people are given and it would need
to be redrafted, obviously, if biometric i nformation was going to be collected as well.

It does not deal with things like whether there is going to be any transporter storage of data or data flow. We
would be suggesting that there needs to be much more information given to both the individual and the issuing
body in relation to allowing for a full and informed consent. The Law Reform Commission, in its report, deals
with these types of issues of what they call bundled consent, which is a little bit similar to implying consent
from someone making an application. There is quite extensive discussion of the need for full and informed
consent in relation to each piece of information that is coll ected.

Ms Moulds—From the information that we have been able to gather, at the moment every AusCheck
background check occurs via an issuing body, so it is a third-party application by the issuing body. Each of
those applications would potentially fall within this situation of consent. We think that it is necessary to make
sure that, through that process, the individual is completely aware of what a background check would involve
and fully consent to that process when they make the application for their security card or licence.

Senator BARNETT—Thank you.
CHAIR—Senator Ludlam, do you have any questions?

Senator LUDL AM—Senator Barnett has asked most of the things that | wanted to check in on. We have
got the Attorney-General’s Department coming up next and | presume they are going to tell us that our
concerns are unfounded because this bill is essentially a hollow shell and it cannot be filled up, apart by
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legidative instrument. Unless there is specific direction in regulation, the bill is not going to have the sort of
impacts that we are describing or that we are fleshing out here. | am just wondering if you could, somewhat
pre-emptively, just give us your thoughts on that?

Ms M oulds—Our position that we advanced in respect of the 2006 bill would apply here. We think that
proposing a new scheme by regulation does not lend itsdlf to the type of robust parliamentary scrutiny that
comes from a primary piece of legidation that sets up parameters about a background checking regime. It
might be possible to argue that regulations still go through a parliamentary process, but it is not the kind of
process where you would be able to robustly evaluate the necessity of implementing a background checking
regime, the parameters for that regime, the type of information that would be collected and the purpose for
which the regime would be constructed. We do not fed that establishing new regimes, by regulation, would
satisfy that kind of concern.

Senator LUDL AM—This would go back to what you mentioned in your opening statement in that, unless
there is specific legidation pointing to this bill or this amendment, then you think that the regulations could
just fly under the radar of parliamentary scrutiny?

Ms Moulds—Yes. With the example at the moment of the aviation and maritime security regimes, the
framework was already there. Parliament had a good sense of what this regime would involve and it was
possible to see the detail of that regime. Under this bill the potential detail of any background checking regime
that could be established is uncertain.

Senator LUDLAM—Apart from the very broad framing in 8(1)(c). Is this just somebody trying it on
again? How different is this from what was attempted in 2006 and 2007?

M s Budavari—If you look at the 2006 hill there was a much longer list of possible powers that could be
relied on for establishing different types of background checking schemes. There has obvioudy been some
attempt to reduce the number of different types of areas that background checking could be undertaken in, but
the essential point remains the same. To us, there is little justification in any of the materials that we have
looked at for particularly those two subparagraphs about the executive power of the Commonwealth and the
power incidental to the legidative and executive powers. We would like to see that. We would be quite happy
to listen to arguments about that, but we just do not see those arguments being there at the moment.

Senator LUDLAM—One of the key differences is that in 2006 we had a very long and detailed list and
then in 2009 we have a very wide blanket covering the field, asit were?

MsBudavari—Yes.
Senator LUDL AM—I have no other questions. Thank you very much for your evidence today.
CHAIR—Ms Moulds, did you want to add anything there?

M s M oulds—I wanted to add ancther potential difference between this bill and the 2006 bill, which is that
there is a proposed amendment to subsection 4(i) that would introduce this definition of national security
background check, which then refers to checks that are conducted under the 8C paragraph. When you look at
the second-reading speech the argument presented there is that features such as this national security
background check definition would enable proposed paragraph 8C to be read down to only apply to national
security matters. As we have pointed out, on a plain reading of proposed 8C, that is not explicit.

Senator LUDL AM—It is highly ambiguous drafting. Thank you. | have no other questions.
CHAIR—Senator Fisher, do you have any questions?

Senator FISHER—I do. Was the Law Council consulted in the process leading to the drafting of the bill?
M s Budavari—No.

Senator FI SHER—Would you have expected to have been consulted?

M s Budavar i—We are consulted from time to time on Commonwealth legislation.

Senator FISHER—ByY whom?

M s Budavari—BY the Attorney-General’s Department. It is probably fair to say that it is ad hoc. | suppose,
given that we have made a submission to the Senate committee in 2006, there may have been some
expectation that we would be consulted, but we certainly do not expect to be consulted on every hill.

Senator FISHER—BUt some basic auditing of past history would indicate a clear interest from the Law
Council, would it not?
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MsBudavari—Yes.
Senator FI SHER—What was your first involvement with the draft bill?

Ms M oulds—When it was introduced we realised that there was going to be these amendments coming so
we put some effort into examining the amendments.

M s Budavari—Probably after it had been referred to this committee was the point at which we became
aware of it.

Senator FISHER—We are very pleased that you are here today, as others have said. Have you had any
discussions or correspondence with the Attorney-General’s Department in respect of the draft bill?

M s Budavari—No.

Senator FISHER—In respect of your concerns about the bill’s reference to biometric information and, in
particular, your not inappropriate concern that there is no definition of that term, you suggest that the bill does
provide some clarification of the purpose for which biometric testing must be done. You then seem to qualify
that in paragraph 95 by suggesting:

However, there is no after-the-event mechanism to ensure that the purpose for which biometric data is supposedly being
collected is indeed the purpose for which it is being used.

Firstly, is my understanding of what you are saying correct? Secondly, can you expand on what you mean and
how would you fix it?

Ms Moulds—Your observation of our point is correct. We recognise that the bill attempts to distinguish
between personal information and identity verification information, and provides certain limits on the use and
disclosure of identity verification information, but there is not much in the bill to tell us about how this system
will operate or how it will be audited or reviewed and reported on. So it is difficult to get a sense of how one
would ensure that the limits on use and disclosure of the information were being complied with.

Senator FISHER—You were in the room for CrimTrac’s submission, so in a general sense, at least, would
you share CrimTrac’s concerns about the collection and storage of centralised data?

Ms Budavari—I think we came in at the end of CrimTrac's evidence. We probably cannot comment
directly on that, other than to say that there are concerns and there is literature about this, including European
literature, that we have referred to in the submission about particular concerns with the storage of biometric
information.

Anocther related issue is the one example that seems to be given in the explanatory memorandum—I cannot
recollect if it isin the second-reading speech—is a criminal history check which brings up two people with the
same name and the same date of birth. The justification is then given for the need for a fingerprint check. What
we are also questioning is whether there is no other method of distinguishing those two people that does not
involve a biometric check. Under anti-money laundering legidation there is a range of eectronic identity
verification tools that perhaps are an alternative to going down the biometric route, or is it possible in that
circumstance for the person to be asked one more question, such as what is their mother’s maiden name, to
distinguish them? It just seems to be quite an assumption that, in that situation, you then need to go to a
biometric identity verification system. It is interesting that the privacy impact assessment of March 2009 says
that in that situation it should be up to the police agencies involved to sort out and make that distinction, and
that they should be capable of doing that without going to the biometric solution.

Senator FISHER—Is it your understanding that biometric—whatever it is supposed to mean—includes
fingerprinting and DNA testing?

M sBudavari—Yes. The literature would clearly include those things.

Senator FISHER—If the reference in the bill to collection of biometric stuff were deleted and replaced

instead with the collection of fingerprint and DNA data to confirm identity, would your concerns with
biometric collection and associated concerns fall away?

Ms M oulds—I do not think they would fall away. Some of them would change dightly, in that other forms
of biometric, such as iris scanning, can be collected without any knowledge, let alone consent, of a person.
Fingerprinting and DNA potentially have methods that invol ve knowledge and consent.

Senator FI SHER—Unless you watch CS when you see other ways, but we do not do that, do we?
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Ms Moulds—The general concerns about whether this is necessary and an effective means of solving the
identity verification problems, and also the concerns about the storage transfer disclosure of this information,
would still remain.

Senator FISHER—Yes. Chair, | have one more question to finish thisissue?
CHAIR—Yes.

Senator FISHER—Can | take you to paragraph 8A of your submission where clearly your primary
position is the deletion of Clause 8(1)(c), but then you essentially say in 8A on page 3:

Failing that, confine AusCheck to background checking for purposes of other Commonweslth acts which directly
authorise the screening of persons for a specified reason.

Consistent with what you have said to us today and in your submission, would you also, as the Law Council,
add to that ‘for a specified reason and in a specified way’, which would potentially allow for different sorts of
testings for different purposes, that is different specified reasons, and it would also enable the limitation of the
mechanisms used if that were your primary position? | am asking you to flesh it out a little more. Clearly, you
are saying get rid of 8(1)(c). The government presumably wants it in there; that is why it is there. You are then
saying that, if that fails, authorise the screening for a specified reason. Would you also want to say ‘in a
specified way’, consistent with your submission?

Ms Budavari—Yes. | think that it should be done in a specified way. In the AusCheck regulations and in
the aviation and maritime security regulations there are already some specifications of the way in which these

checks are done, but that does not negate, if it is going to be new Commonwealth acts and accompanying
regulations, there needing to have some specification around both purpose and means.

M s M oulds—There could be a situation where the AusCheck Act itself could set up certain principles about
the callection of information and verification of information that could help satisfy some of our concerns and
provide that kind of framework which we understood the 2006 hill to be trying to create. The AusCheck Act
itself might be able to alleviate these concerns by setting out some of these privacy protections and methods.

| would agree with your suggestion that the detail of the specific method of collection and the type of
information could also be found in the enabling legidation, which would allow robust assessment of the
privacy implications of that scheme for theindividual.

Senator FI SHER—That approach would more directly and transparently address many of your concerns?
MsBudavari—Yes.

Senator FISHER—One further question. | know | am indulging.

CHAIR—Last one.

Senator FI SHER—CrimTrac spoke to us earlier. | hope | am not misstating Mr McDevitt's position, but as
| understand it, CrimTrac's position is that whatever this data is, centralisation of it is good. In criticising, as
you do in your submission, the lack of the hill’s specific provisions relating to the destruction and storage of
this information and the individual’s right to challenge accuracy, | presume that you are not saying the
information should not be centralised; | presume that you are supporting centralisation of whatever this
database and information is. You are criticising the lack of compulsory and transparent mechanisms to deal
with it thereafter; isthat right?

Ms Budavari—That is a fair assessment, yes. As we have stated in the submission, we do not have any
particular objection to the AusCheck scheme as a whole. Our objections relate to the proposed breadth under
the amendment bill and the concerns about the incorporation of biometrics without the necessary protections
that we are arguing for in the submission.

Senator FISHER—I presume you would not support your concerns about the treatment of the stored data
being addressed by mini AusChecks springing up in each state and regulated by different rules?

M s Budavari—I am not quite sure of your question.

Senator FISHER—I am talking about a state based system as opposed to a centralised one, as an example
of a move away from a centralised system that may, in the minutia, deal with your concerns about treating the
data thereafter, but does not necessarily do it in a consistent way because it is no longer centralised. | want to
test, to the final degree, that you are saying that centralisation is good, but you have just got to do the right
thing with it.

M sBudavari—Yes.
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Ms Moulds—It is not the centralisation per se that is the problem, it is protections that would be
incorporated for that.
Senator FISHER—Thank you.

CHAIR—Ms Moulds and Ms Budavari, thank you once again for your submission, ever reliable and
efficient. We appreciate your contribution to our work on this committee. We are going to break for 15 minutes
to have morning tea.

Proceedings suspended from 11.35 am to 10.56 am
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ALDERSON, Dr Karl John Richard, Assistant Secretary, AusCheck, Attor ney-Gener al’s Depar tment

HORSFALL, Mrs Karen, Director, Policy, Legal and Communications, AusCheck, Attorney-General's
Department

TIGHE, Ms Sarah, Legal Officer, Attor ney-General’s Department

CHAIR—Welcome. We have your submission, which we have numbered one for our purposes. Do you
wish to make any alterations or changes to that?

Dr Alder son—No.

CHAIR—I want to remind committee members of the Senat€'s resolve that an officer of a department of
the Commonwealth shall not be asked to give opinions on matters of policy and shall be given reasonable
opportunity to refer questions asked of the officer to superior officers or to a minister. This resol ution prohibits
only questions asking for opinions on matters of policy and does not preclude questions asking for
explanations of policies or factual questions about when and how policies were adopted. | remind the officers
also that any claim that it would be contrary to the public interest to answer a question must be made by a
minister and should be accompani ed by a statement setting out the basis of that claim. Dr Alderson, would you
like to make a short opening statement?

Dr Alder son—I will not make an opening statement, but | will make two quick remarks, if | may.
CHAIR—Thank you.

Dr Alderson—Firstly, there is one clear-cut point: the department and | made an unjustifiable error in
failing to consult CrimTrac in the framing of the bill. It is as simple as that. Since then, we have been looking
closdy at our procedures to make sure that does not happen again and that, for example, in briefing the
government on the recommendations of this committee and how to go forward, we involve CrimTrac and the
other agencies. So | acknowledge that point and apologise for it, as | have done to Mr McDevitt. Secondly, in
terms of the issues that have been raised in the submissions to the committee and in the testimony this morning
on things like definition of national security, use of biometrics and the meaning of consent, hopefully we have
some information that we can give in response to the committee's questions that will help its thinking about
those issues.

CHAIR—Thank you.

Senator BARNETT—Thank you for being here. Obviously you have heard some of the testimony this
morning and the submissions that have been made. Thank you for the response regarding consultation or lack
of it regarding CrimTrac. Do you want to expand on that in terms of other parties, like the Law Council of
Australia, that | assume you would ordinarily consult?

Dr Alderson—The distinction | would draw there is that it is a basic responsibility of a department to
ensure that all entities within government that may have an interest or input are consulted. That is a
departmental responsibility that misfired on this occasion in relation to CrimTrac. In terms of bodies outside
government, like the Law Council, that is always a decision for the government to make on a case-by-case
basis. In that case, in my role, rather than being able to give any undertaking about what would happen in
future, that is simply a case-by-case judgement. It is our responsibility to make sure that the Attorney-General
isaware of the interests and input of any entity such as the Law Council.

Senator FISHER—Senator Barnett, before you move away from that, may | ask a question?
Senator BARNET T—Absolutely.

Senator FISHER—If it is a decision for the government, did you indicate to the government parties that
might be interested from the outside, if you like?

Dr Alder son—No. In the case of this particular bill, a decision was made—as has been the case commonly;,
| think, with criminal justice and security legislation—not to do consultation outside government in the
framing of the bill. That is probably al | can add there; although obviously, having been privy to the
discussion here and the submissions, we would highlight the particular interest and comments of the Law
Council when we brief the government on this committee’s report and recommendations.

Senator FISHER—Are you able to suggest the basis on which that decision was made? Was it
communi cated to you from the Attorney-General’s office?
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Dr Alder son—I| am worried that we are getting into the territory of talking about advice that the department
gave to the minister and so forth.

Senator FISHER—It is simply a matter of process. You are suggesting that there was a decision not to
consult at the outset. Was that a government decision; and, if so, how was it communicated to you or how did
you become aware of it?

Dr Alder son—I think | can reasonably say that, broadly, the process we proposed for finalising this bill for
introduction to parliament was not one that included consulting with the Law Council.

Senator FI SHER—Are you saying that it was the department’s decision to not consult at the outset?

Dr Alder son—I am not sure that | can go further on this, because | do not want to separate out the question
of the advice that the decision gives to the attorney and the decisions that the attorney made.

Senator FISHER—I am suggesting that you can because it is advice as to process; it is not advice as to
substance. It is advice as to such a thing as basic as consultation. On what public interest basis would you not
want to disclose that? Did the department recommend to the government that there would be no consultation at
the outset on the inputting end, or was the recommendation or decision the other way: from the government to
the department?

Dr Alder son—I am sorry; it is not so much because of the handling of this issue in this particular case, but
there are other occasions when thisis quite a sensitive issue.

Senator FI SHER—Indeed, which iswhy theissueis all the moreimportant.

Dr Alderson—I certainly can say one thing: there was no directive in this case from the Attorney-General
to exclude the Law Council or anything like that.

Senator FISHER—Was there a directive from the Attorney-General to exclude everybody other than
departmental agencies?

Dr Alderson—No. The briefing that we put for finalising the bill just did not encompass consulting with
the Law Council.

Senator FISHER—So | go back to my earlier question. Leaving aside the Law Council in specifics, you
have referred to a decision to not consult on the input end. At what point was that decision made and by
whom? How did you become aware of it, if it was not a decision from and of the department itself?

Dr Alder son—It was part of the decision about the bill being ready for introduction into parliament.
Senator FISHER—Yes?

Dr Alder son—There was a process that, in my experience of the department, happens more often than not.
That isthat you have a process of consultation within the government for finalising a bill of thiskind; thenitis
presented to a minister and, subject to it being approved within the government, it goes into parliament. There
are cases with a bill of this kind where, as well as that happening, a phase of consulting occurs, say, with the
Law Council; but that was not part of this process.

Senator FISHER—Chair, | do not want to take any more of the committee'stime on this issue, but perhaps
| can place on notice: at what point in time was the decision taken not to consult with parties and groups
outside government; by whom was it taken; and, if it was not a decision taken by the Attorney-General’s
Department, how and when did the Attorney-General’s Department become aware of it? Thank you.

Dr Alder son—Certainly. We will take that on notice.

Senator BARNETT—There are two areas of significant concern: the first relates to the definition and the
broad scope, as set out in this bill; and the second is the inclusion of biometric data. First things first: why has
the government chosen to include in clause 8(1)(c) of the bill such a broad list of purposes and, in particular,
the inclusion of the executive power of the Commonwealth and matters incidental to the execution of any
legidative powers of the parliament or the executive power of the Commonwealth?

Dr Alderson—You are asking about the rationale for framing the definition in the broad way in which it
has been framed. First of all, ‘national security’ does not have any fixed or precise meaning, either
congtitutionally or legally. In fact, the events of the last few years has meant that it has really been an evolving
concept and, in future years, as the concept evolved, may come to encompass things that we do not necessarily
think of as national security now. So the rationale for the breadth of the definition included isto ensure that the
legal basis and the congtitutional basis are there to alow national security background checking on a
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case-by-case basis in future. Because of the breadth of the legal definition in the act, essentially it then is
limited in two ways: firstly, because it sits inside a terminology of ‘national security’ and takes that flavour,
which leads to the reading down point and brings that connection back to ‘ national security’ as understood at
the time; secondly, interms of the introduction of any supporting regulations for new checks or what have you,
it then would become a matter for policy discussion and political debate as to whether the content of those
regulations fit properly within the concept of ‘national security’. So the rationale for the way it is framed isto
say: ‘Don't limit the legal and constitutional basis for this; leave that discussion about whether it properly
encompasses hational security for the case-by-case assessment.’

Senator BARNETT—I will just pick up on some of those points. In particular, it seems that one of the key
purposes for including 8(1)(c) in this national security reference is at least to cover the field in terms of a
congtitutional power argument. This bill then can cover the field and the powers of the Commonwealth are
authorised and therefore, from a constitutional perspective, the actions flowing from this legislation are
authorised. Is that the main or primary reason for including the words ‘ national security’?

Dr Alder son—The main rationale for the breadth of the definition isto provide that broad constituti onal—
Senator BARNET T—The definition of ‘national security’ or all the definitions put out in (1)(c)?

Dr Alderson—All the definitions, but particularly subparagraphs 5 and 6 to which you refer. So you are
right: the principal rationaleis the broad constitutional and legal coverage.

Senator BARNETT—Knowing the purpose behind the inclusion of clause 8(1)(c), | think, helps us
enormously. Let us go back a step. Obviously, you are familiar with the arguments for and against the initial
2006 bill.

Dr Alderson—Yes, | am.

Senator BARNETT—Are you aware of the report by the Senate Legal and Constitutional Committee—
Dr Alder son—Yes.

Senator BARNET T—and its recommendation to delete clause 8(1)(c)?

Dr Alder son—Yes.

Senator BARNETT—But cbviously, notwithstanding the reservations in the recommendations, you have
proceeded not to includeit.

Dr Alder son—There certainly is an overlapping issue there with the one that the committee was concerned
about in 2006-07. There are at least a couple of major differences with that 2006 bill, as originally introduced.
No. 1 isthat the 2006 hill, in itself, was conceptualised as allowing the introduction of background checks. So
there was a concept that you could create new background checks under that 2006 bill; whereas the concept
behind this one is that it only allows us to plug in to some other piece of legidation that allows for the
background checks. So that is one kind of important conceptual difference in the way that it has been framed.
The second is that there were other features of that 2006 bill. For example, that 2006 bill left open-ended what
could be included in a background check and that could be added to by regulation; whereas this retains the
model in the current act where what is within a background check is limited. So there are some differences as
well as some similarities with the issues.

Senator BARNETT—Surely you can get around this issue of constitutionality. Obviously, one option isto
remove or deete section 8(1)(c) altogether; but the other option is referred to by the Law Council in their
submission. Have you seen their submission and read it?

Dr Alder son—Yes, | have.

Senator BARNETT—You will see there that their backup recommendation is to identify the relevant
Commonweslth | egidative powers to which this bill would refer. Would that not cover you in a constitutional
sense?

Dr Alder son—I understand that the effect of the Law Council’s backup proposal is ‘ or a background check
under an existing piece of Commonwealth legislation'. So they are tying it to the existence of a piece of
legidation. That also could be potentially broad because it would not limit the kinds of legislation under which
a background check could be created. | am conscious that the committee will have a strong interest in the
breadth of the definition; however, as for the alternate Law Council proposal, | ask whether it would be
administratively viable to do it in that way? Quite possibly it would because, on my understanding of it, that
would also be a broad approach that allowed you to connect this to any applicable piece of legidation.

LEGAL AND CONSTITUTIONAL



Wednesday, 10 June 2009 Senate L&C21

Senator BARNETT—But the initial bill related to aviation and maritime; it was specific and identified
those two areas. This thing is simply all and sundry: ‘any and all of the above'. It isjust broad ranging to the
extreme.

Dr Alder son—I have talked about the reason why the definition is as broad as it is. The rationale for going
beyond aviation and maritime and not listing precise acts in this definition is to say that a desirable policy goal
is to have consistency and centralisation of background checking for the Commonwealth. So, because you
have the same entity doing it, it is more efficient, and you have the same privacy standards and information
available and so forth. The idea is that this act, under the proposed amendments in this bill, should therefore
create a more general framework for national security background checking that is capable of being applied to
any future piece of legidation. So, in a sense, you set all of that infrastructure up for national security
background checking and then, under a separate piece of legidation, you plug into it. |1 know it is a very
different topic, but that would be in the same way that—

Senator BARNET T—Not separate legislation; separate regulations.

Dr Alderson—It would vary. As to where it would come from, it needs to be in either an act or a piece of
ddl egated legidation, for which there is power under an act.

Senator BARNET T—This bill authorises the promul gation of regulations to do exactly that.

Dr Alderson—That is right. But | would make the distinction that, under the way this is formulated, the
AusCheck regulations cannot create a background checking scheme. It has to be a combination of the
AusCheck regulations and some other separate piece of legidation. For example, the most likely next
candidate for a background check is security sensitive biological agents—and | am happy to talk more about
that a bit later, if you would like. Taking that as an example, there would need to be a piece of legislation,
primary or delegated, authorising the background checking scheme for security sensitive biological agents; it
could not be just in the AusCheck regulations.

CHAIR—If that is your premise, will we then see legislation that will refer to this AusCheck hill? Are you
saying that in future there will be legislation or regulations out there about X and somewherein that legidlation
or those regulationsit will say, ‘ These checks will be done with reference to the AusCheck hill’ ?

Dr Alder son—Essentially, yes.

CHAIR—Are there other pieces of legislation then that we will see come before this parliament that will be
amended to reflect that change in focus and shift?

Dr Alder son—In future years there might well be. The only one that is a clear candidate at the moment is
security sensitive biological agents. In that particular case, the piece of primary legidation allows for
delegated legislation under which a background checking scheme could be created; that is the only known
case. But our assessment is that, in future years, there might well be background checking schemes in other
contexts—other hazardous materials contexts. The premise of this bill is that, if the infrastructure exists for
AusCheck to do those background checks under a consistent set of privacy safeguards, then, on a case-by-case
basis and with additional checks, you can plug those in. But those checks cannot be created by AusCheck
regulations; they have to be created by some other piece of legidation.

Senator FEENEY —Primary legidlation.
Dr Alder son—Or delegated | egislation for which thereis authority in primary legislation.
Senator FISHER—What in this bill saysthat?

Dr Alderson—There is no overt provision; there is just an absence of any power in here to create a new
background check. There are just facilitation provisions about how they would operate. There are no powersin
here under which we can require a person to undergo a background check, for example.

CHAIR—That regquirement would be in future legidlation or regulation, by cross-referencing it to this
legidation.

Dr Alderson—That is correct. There would have to be a separate piece of legislation that creates that
requirement.

CHAIR—If people ask you what is different with this legislation to what we, as a committee, looked at
three years ago, is the answer that thisis now a framework upon which other legislation would be referenced?

Dr Alderson—Yes, that isright. Thereis a lot of overlap, but the two main differences go to this being a
framework into which some other piece of legidlation has to create the obligation and plug in.
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Senator BARNETT—Why don't you say that in the bill? Why isn't it specified in the bill?
Senator FI SHER—Rather than by omission; why isit not overt rather than arguably covert?

Senator BARNETT—You have not made a case for that in the bill. It is not legislatively required in the
bill, asfar as| am aware.

Senator FEENEY —It has certainly been part of the debate, hasn't it?
Senator BARNETT—Why haven't you done that?

Dr Alder son—Why it has not been done that way and whether it could be done are two different things.
But it has not been done that way, because this was framed against that premise: it gives certain powers, but it
does not give the power to impose an obligation to do a background check; that would be done separately, and
that limitation has then been articulated in the explanatory memorandum, the second reading speech and so
forth. That is the rationale on which it has been based to date.

Senator BARNETT—You keep referring to these consistent safeguards for privacy. Where are al of those
set out in the bill?

Dr Alder son—We will come to questions about biometrics, on which | know that you will have a separate
series of questions—

Senator BARNETT—Yes, wewill cometo that.

Dr Alder son—but an example is, say, sections 13 and 14 of the existing act. They set out rules on what can
be done with the information that is provided to AusCheck, both in terms of its use in checking whether
somebody has been issued with a card or determining whether they should be issued with a card and then—

Senator BARNETT—Yes, | have section 13 here; | do not have to go through all of that. But are you
suggesting to us that this is comprehensive and covers the field in terms of terms and conditions for
confidentiality, privacy, security and so on?

Dr Alder son—In terms of the guidelines—

Senator BARNETT—Are you suggesting to the committee that they are comprehensive and they cover the
fidd?

Dr Alder son—If you combine the Privacy Act, these provisions and the guidelines we have—
Senator BARNET T—Which guidelines?

Dr Alder son—We have a privacy policy that is published on our website.

Senator BARNETT—Yes, but itis not in legislation.

Dr Alderson—That is right; however, when you have information like this on a database, a key question is
when it can be given to law enforcement or national security agencies. Theidea is that this bill then provides a
consistent answer to that question and this act would provide a consistent framework for that, instead of
having different background checking—

Senator BARNETT—I know. We have been there. Let us just go back to your saying that there are
security sensitive biological agents. Let usjust deal with that. What is all that about?

Dr Alderson—This is the new background check that is likely to be the next cab off the rank. The most
obvious background check to come along next is likely to be for security sensitive biological agents. Thereisa
list of 12 biological agents. They are things like anthrax, which present a danger to the community. The COAG
hazardous chemicals series of reports have recommended the establishment of a background checking scheme
for those who are involved in handling these tier 1 security sensitive biological agents. It is likely that the next
background check, if it got approved and we had the legal authority to do it, would be for those who are
involved in handling these security sensitive biological agents, of which the major category is people who
work in scientific labs.

Senator BARNETT—You have mentioned anthrax. Can you give us some other examples? What other
examples are you talking about?

Mrs Horsfall—I will just mention that the biological agents that are classified as security sensitive
biological agents are determined by the Minister for Health and Ageing. We do have alist, | think, in our notes
of—
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Senator BARNETT—Thereisalist of 12, you said. Can you give us a couple of examples? | am happy for
you to provide us with that list, on natice.

Dr Alder son—Yes. If we do not find that in the next few minutes, we will provide that on notice.
Senator BARNETT—So it is agents like anthrax.

Dr Alder son—Yes.

Senator BARNET T—Will you take that on notice?

Dr Alder son—Yes.

Senator BARNETT—Can you provide further and better particulars regarding this COAG hazardous
chemicalslist, if that isthe list—

Dr Alder son—I am sorry; in terms of the background to how this scheme got recommended?

Senator BARNETT—Yes. Please take that on notice. | am certainly not convinced yet. Before we get on to
this biometric verification system, which | know that the other senators are interested in, can you tell me why
AusCheck is operating as an independent entity within the department, when we have an entity such as
CrimTrac, which | understand has been fully functioning and operating within certain legal parameters for
decades? It has been quizzed and checked and it comes to Senate estimates. It is a separate agency of the
department, as it were. You mentioned before about the importance of having consistent terms and conditions
regarding privacy, security, confidentiality and those sorts of things. Aren’t we at risk of having an agency that
has al the ticks with it, asin CrimTrac, and then setting up an AusCheck agency within the department? Why
are we doing this separately?

Dr Alderson—I will mention quickly as an aside that, of course, as part of the department, we come to
Senate estimates and are subject to all of those accountabilities too. But that decision was made by the then
government in 2005. The essential rationale is that CrimTrac has a range of functions but, in this sort of area,
they collate the criminal history records from the states and territories into one central area and then see
whether there have been convictions and send that information out as somebody’s criminal history check. We
take that information plus a security assessment that ASIO does and apply it to criteria in legidation,
particularly the offence part. So the idea is that those are somewhat different functions to those being done by
CrimTrac. CrimTrac collates criminal history information, whereas we put that with other information and
apply that to legidative criteria. We also deal directly with the issuing bodies—the airports and the airlines—
and with the individuals concerned. Essentially, with all of those dealings with individual s and the fact that we
do things outside of CrimTrac’s remit, the decision was made at that time that—

Senator BARNETT—Yes, | can see what was made at that time and | am not going there. But we are
looking at this and | am just looking at the merit. You are talking about operational procedures—aviation and
maritime—and now we are broadening this out. CrimTrac is there and it can do all of these things in terms of
operational checks. The department normally deals with policy and policy devel opment type matters. It seems
as though your remit has broadened somewhat. Is it a fair comment to say that the department’s remit has
broadened?

Dr Alderson—Yes. In recent years, the Attorney-General’s Department has taken on operational rolesin a
number of areas; afew years ago, it had fewer of those. But, for example, looking at the specifics, the way we
work with CrimTrac is a very familiar model for CrimTrac. They deal with their 16 or 20 partners and send
them criminal history information in the way that we do, and each of those does different things with it. So |
guess the functions we perform are dightly different to CrimTrac's. | guess that questions about which agency
should do which function are kept under review by governments.

Senator FEENEY —Does CrimTrac have an interface with ASIO?

Dr Alder son—Not a direct one. We have the direct el ectronic interface with ASIO.

Senator FEENEY—That isa critical difference then, isn't it, between your two business units?
Dr Alder son—Yes.

Senator FEENEY —You work with national security agencies and they do not.

Dr Alderson—That is a critical difference. In particular, we have established a direct electronic
connectivity with ASIO, which is a very efficient electronic process, which means that they can be involved in
our process without people having to hand over pieces of paper and so forth. That is a different kind of process
to the one that CrimTrac areinvolved in. So that istrue.
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Senator BARNETT—I know that other senators want to ask about biometric information but, before we
get on to that, there is the issue of consent. You probably heard some of the arguments earlier from the Law
Council; indeed, CrimTrac in their submission refer to ‘implied consent’ and having ‘fully informed consent’.
How would you respond to those concerns?

Dr Alder son—There are a couple of things to say about this. | am not sure there is a clear alternative to
what isin the bill or in maintaining the status quo. The starting point is that the existing AusCheck act says
that an individual can apply for a background check for themselves or, if they consent, a third-party can apply
on their behalf. We do 50,000 checks a year for the aviation and maritime schemes and, for the foreseeable
future, that will be our predominant work. Under those schemes, you have no choice: if you want to work ina
secure area in an airport or a maritime zone, it is a precondition of employment there to have a background
check and be given the approval that allows you to get an aviation or maritime security identification card. So
the reality is that the person does not have a free choice; it is not a question of them carefully arriving at their
own judgement about whether they would like a check. In this particular context, a precondition to getting that
card and working in those areas is that they have the check. So we say, given the fact that it is a precondition,
if it is made clear to the person that it is a precondition and they proceed, then legally we have the authority to
process the check.

However, we supplement that with making available, directly to the issuing bodies and to everybody else
through our website, a privacy notice so that people will understand what is involved in the process; | have a
copy here and it is also on our website, if that would be hel pful to the committee. From a previous witness or
in a previous question, there might have been some criticism of the notice. But, in terms of being helpful, | do
not think it is helpful to people to give them something that is extremely complicated and lengthy. A lot of
effort has been gone into in framing this notice to try to make the information clear and simple, to describe
what happens when a background check comes to us. So that is the rationale behind the framing of the
provisions.

Senator BARNETT—I do have other questions, but | want other senators to have a chance to ask question
too. Can you give us an example of why this bill came into being in first place? We know that AusCheck 2006
is limited to aviation and maritime. Give us an example as to why this bill has come about. We know that the
objective is to provide background checks for national security purposes, and that is very noble, but can you
give us an example? What is the purpose of this bill?

Dr Alder son—The second purpose of this bill is about biometrics, which we will come to shortly; so | will
put that aside until then. The first purpose of the bill is to broaden the capacity of AusCheck to do background
checking. It is about saying that we should have the infrastructure there, in terms of the legal framework, and
internally, within AusCheck, the IT system et cetera that allow us in future to take on additional national
security background checking tasks, supported or authorised by another piece of legidation. The whole reason
for AusCheck legidation being devel oped—the whole concept was devel oped in 2005-06—was the prospect
that, in future years, there would be a number of different background checks and it would be undesirableif, in
an ad hoc way, they were created in different departments for different purposes and under different rules.
There should be one central system. It is far more efficient that way. For example, a lot of work was done to
establish direct connectivity to Asia, and it created a certain amount of money. So, in terms of making the best
use of the taxpayer’s dollar, we do not want to have different agencies trying to replicate that; it is better to do
it once and once only. So the general concept is that there are likely to be background checking schemes in
future for which a single framework under this act would be the best resuilt.

Senator BARNET T—But there is not one catalyst or one example that you can give us.

Dr Alderson—The immediate catalyst is security. The broad catalyst is the COAG review of hazardous
materials, which recommends stronger controls, including background checking in a number of areas. Under
hazardous materials, there are a number of different topics: radioactive materials, ammonium nitrate, security
chemicals and biological agents. So there are four different topics under there. Of those four, only one has
reached the stage of potentially being close to fruition, and that is security sensitive biological agents. That has
particularly evolved a bit, in terms of the department of health’s thinking on it, in the period since this bill was
introduced. So that stands as the paramount example of something that is genuinely under devel opment.

Senator BARNETT—Can you be more specific in terms of that example: security sensitive biological
agents? You have mentioned that there are 12 and you are going to take that list on notice; but can you alert us
to anything that we are facing today whereby this needs to be done swiftly?
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Dr Alder son—The answer to that question is that we have made it clear all along in our discussions with
the department of health that our capacity to do this is subject to the passage of this bill, and that is in the
hands of the parliament. But | think, if the legislative framework were in place and the government then made
the decision, the department of health would like to commence that scheme quite soon. | think their ideal
objectiveis potentialy July.

Senator BARNET T—Have they advised you of that in writing?

Dr Alderson—Yes, they have. But we have made it clear that our capacity to do that is subject to
parliament’s timetable regarding the timing of the legislation, and they understand that. That has been factored
into their thinking about it.

Senator BARNETT—What reasons did they give?
Dr Alder son—For wanting to start at that time?
Senator BARNETT—In Jduly.

Dr Alderson—Simply that they have developed a broader regulatory scheme for security sensitive
biological agents, which they are intending to commence in July.

Senator FEENEY —Do you mean a broader list of issues or agents?

Dr Alderson—No; other arrangements for how labs that deal with these biological agents will be licensed
and kept on a register and arrangements whereby health will have people who can go out and inspect these
labs. So they are looking at elements other than those to do with background checking.

Senator BARNETT—In light of the time, please take on notice to provide further particulars regarding the
reasons why the department of health needs this by July; we are talking three weeks away.

Dr Alder son—Yes.
Senator BARNETT—Thank you.
CHAIR—Senator Ludlum, do you have any guestions?

Senator LUDLAM—Yes, | will ask a couple. | want to tease out something that Senator Barnett was
asking about before: the triggers, | suppose, for this bill and whether it would be by regulation or by another
act. | was a bit unclear about whether you said that, for your purposes, the powers would still be broad enough
that you would not object necessarily, or it would still work for your purposes, if these provisions were being
triggered by an act rather than by legidative instruments.

Dr Alderson—My response to that is: it is possible that new background checking schemes, which we
envisage could come along, could be supported by different definitions of ‘national security’ to what we have
put in the bill, including one that said ‘a background checking scheme authorised by or under an act of
parliament’. In a sense, the short answer to your question is yes.

Senator LUDLAM—That is not necessarily a deal breaker. However, that was one of the strongest
arguments that the Law Council raised: regulation can sometimes fly under the radar and they are a bit of a
blunt instrument because all we can do is disallow; we cannot amend.

Dr Alderson—I am sorry; there is a separate question that | need to go to there. Whether you would then
say that something has to be in an act rather than in delegated legidation is another question. In fact, most
schemes involve a mix of both. In every case where you have a legidative scheme, there has to be a source of
authority in the act. If we said, for example, ‘ The whol e background checking scheme or the specific authority
to do the background checking hasto be in an act,’ there might be situations where this government or a future
government might say, ‘Well, no, we' ve got this act that says we can regulate this area,” and the background
checking scheme then would be in regulations. This government or a future government could make that
argument. There is a difference between saying the background checking scheme has to be ‘in or authorised by
an act’ and saying ‘an act or authorised under an act’'—say, in regulations.

Senator LUDLAM—In terms of the kind of information that is sought and collected during these
background checks, one of the criticisms made in the committee’s report in 2007 was that it was a bit
ambiguous as to what was being collected. Does such a list exist, or would you say that concern has been
addressed in the current bill?

Dr Alderson—The 2006 hill said that what is included in a background check could be added to by
regulation. But, following the recommendations of this committee, that was narrowed so that the AusCheck act
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says that a background check incorporates essentially criminal history information and a security assessment;
they are the kinds of elements of it. This bill makes no change to that, except in one respect. The only change
this bill makes is to further tighten that. At the moment it says that a background check includes a security
assessment, but it does not define what that is. Under this bill, we say ‘ security assessment’ has the meaning
that isin the ASIO act; so that is specifically a security assessment done by ASIO. The background checking
we do incorporates getting a security assessment from ASIO and getting a criminal history from CrimTrac.
Then, as an extra service for some clients, we also get information on a person’s work rights, if they have a
visa from the immigration department. But that does not actually form part of our decision; we just send that
on.

Senator LUDLAM—So in terms of the material that is collected, collated and forwarded to the relevant
agency that has been seeking the information, is there anything in this bill or in the act as it stands that governs
what happens to that information, once the background check has been performed?

Dr Alderson—There is, and that is the privacy provisions in this act. The privacy provisions in this act,
particularly in sections 13 and 14, define what we can do with that information. Then there are some further,
more detailed rules in our regulations and there are also some guidelines. Between all those things, there are
quite detailed rules about what we can do. For example, if we have information about offences that a person
has committed, we can convey that to that person to check that we have got it right—because, under our
process, they get a chance to say whether we have got it right or they think we have made an error. We can
also, in certain limited circumstances, provide that to the issuing body, which is normally their employer—say,
Qantas in the case of a Qantas employee. Additionally, there is a particular process for alowing
Commonwealth law enforcement agencies to access the information on our database.

Senator LUDLAM—S0 it is not forwarded as a separate set of information to those agencies, which they
would then retain?

Dr Alder son—No.
Senator LUDLAM—You are giving them access or a window into your database.

Dr Alderson—No. The way it works with the law enforcement agencies is that, in practice, we provide
information to them on a CD.

Senator LUDLAM—The direction of my question was. what governs what happens to the CD, once you
have passed it on?

Dr Alderson—I| would make a distinction between the actual criminal history certificate and the
information about convictions, which is important. We have an obligation in our relationship with CrimTrac
that we do not pass on the actual criminal history certificate that we get. So that does not go on to anyone; it
does not go on to law enforcement agencies. As for the provisions about information going on to law
enforcement agencies, the restrictions essentially are that those agencies have to be approved under our
guidelines—the approved entities at the moment are the Federal Police, the Crime Commission and
Customs—and then they have to use that information for purposes relating to law enforcement or national
security. But we do not vet the specific use they make of that information.

Senator LUDLAM—So, once you have handed that material over, that could potentially sit in an archive
or on afilefor any number of years.

Dr Alder son—That isright. They are confined to using it for law enforcement or national security and they,
themselves, are also subject to general privacy rules. So we require them to comply with all relevant privacy
laws, which include that you cannot keep things other than for the purpose for which they were given
originaly.

Senator LUDLAM—That will be a bit of a patchwork between the states and territories. | come back to a
point that you mentioned before, which is that the person having the check done on them has the right to
eval uate some of the specific material there.

Dr Alder son—Yes.

Senator LUDLAM—Do they have a right to ook at all of the data that has been provided as part of the
background check, or does that vary according to the agency that is seeking it?

Dr Alderson—No. There are two parts: the security part and the criminal history part. On the security
assessment side, it is very rare for a person to get an adverse security assessment. But, if that happens, there is
a separate process under the ASIO act, under which a person can appeal against their adverse security
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assessment. So they do not get any details; they just get notified of the decision and then there is a separate
appeal process. Interms of criminal history, we send them a sheet of paper saying, ‘We consider that you have
these convictions on your criminal record, which fall within the criteria that mean you are not eligible for an
aviation security card,’ or, ‘ maritime security card.” Then the person has 28 days to dispute the accuracy of the
criminal history information that we have given or our interpretation of whether they fall within the guidelines.
After those 28 days, taking into account any response they have provided, | then make a final decision on that.

Senator LUDLAM—So thereis a possibility for there to be ‘ back and forth’ on the security side of things.
You are not given specific details of what has been raised, but you are told that ared flag has gone up. How do
you then contest that?

Dr Alder son—I am not sure that it has ever happened, so it is not something on which we have such tried
and true procedures as we have on the criminal history side. But, essentially, we would notify that person of
the adverse security assessment and of their rights to appeal it.

Senator LUDL AM—How would they appedl it, if they are not able to see the assessment itself?
Dr Alder son—I might have to take that on notice.

Senator LUDLAM—It would be helpful to know, first of all, whether those provisions have ever been
triggered—so whether this has actually been tested or whether we are talking about a theory. But, if so, please
give us your understanding of exactly what your rights would be. You said before that you do roughly 50,000
of these checks a year as things stand. Isthat correct?

Dr Alder son—Yes.

Senator LUDLAM—That is just for maritime and aviation. Presumably, as we are trying to broaden the
mandate quite substantially here, that number could go up. | am seeking what protocols you have in place,
where they are set down and, in the event that a red flag does go up one day, what that implies for the person.

Dr Alder son—We can take on natice the precise procedures that apply in that situation.

Senator LUDLAM—Yes, Also please separate out for us, as you have tried to do here, the difference
lsai%t;veen the criminal record side and the security side. | am particularly interested, | suppose, in the security

Dr Alder son—Okay. So you would also like the process on the criminal history side?

Senator LUDL AM—It sounds as though that is a bit better tested; but, yes, | would appreciate that too.

Dr Alder son—Okay.

CHAIR—Senator Ludlum, have you finished?

Senator LUDLAM—That will do for the time being; thank you, Chair.

CHAIR—Dr Alderson, | just need to remind you that we are due to report on this legisation next week.
That means that we would need answers back by midday Friday, if that is possible.

Dr Alder son—Yes.
CHAIR—A little bit later would be stretching it; but by midday Friday would assist us, if that isall right.
Dr Alder son—We understand that.

Senator FEENEY —There was something in one of your answers to a question from Senator Ludlum that
makes me think | might have misunderstood an element of this—and that is access. You spoke about how
agencies are authorised to look at your information. | understand, perhaps wrongly, that you authorise
individuals rather than agencies to look at your information and that those individuals obvioudy are
recognisable to you and have to authenticate and verify themsel ves before they can access the data. If | have
misunderstood that, can you illuminate me?

Dr Alder son—Certainly.

Senator FEENEY—Obviously, | would anticipate there being some concern if agencies as a whole were
authorised to look at your database. Can you tell me alittle about this?

Dr Alder son—Both those things are true. | am sorry; | omitted to mention earlier that, under our guidelines,
ASIO is also a prescribed agency that is authorised to access this information—although, in the last two years,
in practice, there have been no occasions where they have sought that access. Both those things are true. The
agency has to be approved as an agency that is authorised, under our guidelines, to access this information.
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Then, once that agency has been approved, it has to nominate a specific requesting officer with whom we deal
in providing that information. So both aretrue: it is the agency and a specified officer within it.

Senator FEENEY —So, in the event that something untoward occurred—something that realised less than
your aspirations about how the system could work—is it not true that you would be able to trace the flow of
information from your agency to a certain individual in an authorised agency?

Dr Alderson—That is right. In addition, that individual has to be at Senior Executive Service level; so, yes,
that is right.

Senator FEENEY—That is a protection, isit not?
Dr Alder son—It is a protection that thereis a clear chain to the individual.

Senator FISHER—Dr Alderson, the beginning of your submission refers to the department’s view that the
bill does not authorise AusCheck to undertake new background checking in the absence of a specific
authorising legidative instrument; you have indicated that ‘legislative’ could be regulatory or some other
thing. Does it have to be afederal legidative instrument?

Dr Alder son—It would not have to be; it could also be state or territory.

Senator FISHER—Why is that? If you are talking about this department overseeing AusCheck and there
being a centralised mechanism and a centralised dint, why would this bill not provide for that scenario to be by
federal mechanisms and federal mechanisms only?

Dr Alder son—The distinction | would make is that we are not aware of any background check for a state or
territory inthe pipeline, soit is purely hypothetical at this stage. But, at the hypothetical level—

Senator FISHER—BUL that isthe point, isit not? That is part of the concerns.

Dr Alderson—That is right. | am going on to give the hypothetical answer: when AusCheck was
established, the idea was that, for there to be a coherent framework for background checking in Australia, with
consistent rules and efficient processes so that you were not replicating these arrangements with ASIO,
CrimTrac and so forth, AusCheck should have the capacity, if called on in the future, to do background
checking for states or territories.

Senator FISHER—AII that may be very well and good, but it is about that ‘if called on in the future' that |
think the committee has heard significant concerns. If called on in the future, ‘by whom, for what and how it
would be called on * is a pretty clear pointer for concerns in terms of the evidence that we have heard today
and in the submissions before us. | am following through on the same point. In attempting to explain this
point, | am looking at page 3 of your submission, under part 2, where it states that ‘the bill will allow
AusCheck to conduct background checks in support of other regulatory regimes —we have discussed that—
"as agreed on a case-by-case basis by government’. What do you mean by that? That is hardly the same as ‘ by
legidative instrument’, isit?

Dr Alderson—To the extent that sentence implies that a government decision without a legidative
instrument would be enough, that sentenceis not correct.

Senator FISHER—How could it be correct and consistent with what you were saying earlier?
Governments can agree to do any range of things that may be totally outside ‘ legislative instrument’.

Dr Alderson—Yes. The words you have read out, | think, are misstated, because a legislative instrument of
some kind would be required separately from the AusCheck scheme.

Senator FI SHER—Nonetheless, your unintentional oversight in your submission, | think, illustrates the
earlier point that we got to in your response to Senator Barnett. That is the fact that the legislation is drafted on
a permissive basis; so, in a sense, it is by omission, if you like, that teeth can be given to the legidation. You
said earlier on that the bill allows ‘ plugging in to existing testing’. They are the key words that | want to focus
on. But that is not necessarily the case either, is it, because stuff that may not exist today may exist tomorrow
by regulatory dint or as agreed on a case-by-case basis by government, underpinned by some legidative
instrument. In this bill, you are also talking about plugging into existing or future testing—

Dr Alder son—That is right, although—
Senator FISHER—uwhich is not defined as of today.

Dr Alder son—Except that we are leaving intact the strict definition in section 5 of the act about what a
background check is.
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Senator FI SHER—With respect, so what?

Dr Alderson—Maybe it is simply that | misunderstood your gquestion. One thing open in the 2006 bill is
confined here, which is what a background check is. You are right that, in fact, the intended effect of this hill
or, on a conceptual level, the idea behind it is that you create the infrastructure for a background checking
process and what the privacy safeguards will be and so forth that can apply generally. Then, as proposals for
new background checks come along, the merits of having those background checks can be debated. But, if a
decision is made by whatever process to introduce such a background check and there is a legislative
instrument that authorises that background check, then, according to the phrase | used, that can ‘plugin’ to this
AusCheck system for doing that background check.

Senator FISHER—So it is not just today; it can be future. You have said ‘by whatever process'. It is
indeed by whatever process—

Senator FEENEY —BYy legidation.
Dr Alder son—Yes.

Senator FI SHER—because it may be by legidative instrument that is no more than a regulation by a state
instrumentality, for example, and not necessarily federal; depending on the balance of power of the parliament
at the time, there may not even be the capacity to disallow that regulatory instrument. So what we are talking
about is not very clearly defined, isit?

Dr Alderson—But, again, | suppose the premise on which this is based is that there is one set of issues
where you debate whether you should have a background check that might happen at the Commonwealth level
or the state level; and then there is another issue that, in a sense, if a state, through its delegated legislation
process, is going to introduce background checking, the argument is that it is better to have the capacity for
managing that through this central repository than to—

Senator FISHER—That is a separate point for debate and, personally, | can see alot of wisdom in that. But
the point | am trying to flesh out is: what information and testing are we contemplating being encompassed by
the bill? | have a further question about the same issue. Earlier on in response to Senator Barnett, | think you
indicated that there were two separate issues: firstly, why wasn't the bill drafted explicitly to set out the testing
that is to be done and done by AusCheck. You drew a difference to why it was not done—you gave the reasons
for why it was not done—and also indicated that there was a separate question of whether it could be done. |
did not hear you talk to us about your views on whether it could be done. Could you do so now?

Dr Alderson—Sorry, | was only making the point that it would obviously be possible for government. |
was responding to the specific example of the alternative model the Law Council had suggested for how this
definition could be framed. It may be that | have actually misunderstood what their alternative proposal was.
Instead of this definition of national security which we have got in there, if instead you said AusCheck can use
its background checking processes for a background check established under legislation, then in terms of how
that would work operationally would actually be a very similar outcome.

Senator FISHER—Legislatively and in a parliamentary sense it is arguably very different. Could this hill
say—instead of what it does—for example, that AusCheck will do these tests for these purposes by these
mechanisms?

Dr Alder son—That would be very different.

Senator FI SHER—ANd specify them?

Dr Alder son—That one would not be possible.

Senator FISHER—Conceptually it is different. Why would that not be possible?
Dr Alder son—It would be possible.

Senator FISHER—It would, would it not?

Dr Alderson—It would. The difference is that the rationale for going with the broad framework approach
into which you plug in new schemes as they come along and as there is legislative authority for them rather
than adding things ad hoc is the consistency of the framework.

Senator FISHER—BuUt you do not necessarily sacrifice consistency of framework by having specifics in
your primarily legislation, do you?
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Dr Alderson—The two downsides of the alternative approach that you are asking about are, firstly, if you
have a series of specific schemes listed in the act you risk fragmenting the way it works with individual rules
for individual schemes. That is one potential downside.

Senator FISHER—How so, and how are you going to do that more than you will run the risk if this bill is
passed, given that all that sort of minutia is arguably in the province of a state government in some cases?

Dr Alderson—In terms of the things this act governs, it sets a framework and the best example is about
privacy and disclosure of information. We would say instead of having specific rules on privacy for the
aviation, maritime and security biological agents scheme, it is better, if possible, to have a general privacy rule
because it will obviously work better. You have a better chance of privacy compliance if you have got
consistent rulesand it is easier for people to understand what their rights are.

Senator FISHER—With respect, that is a red herring to the issue. You have already said you could
legidate by specifics. You are now suggesting some potential downsides about legislating by specifics, but
there are also significant upsides that would address many of the concerns that have been put to us; for
example, transparency, accountability and public debate at the time about the wisdom of those mechanisms
and about the wisdom of them being dealt with by a federal body.

Dr Alderson—Yes. | can only agree. They are all factors in the mix of taking a view on this. | am outlining
the reasoning behind the kind of approach that has been taken in this bill.

Senator FISHER—There may well be more reasons as well. | am presuming time is running short, so you
may care to take on notice to advise the committee of both. You said it could be done by specifics. Could you
advise the committee of the pros and cons of doing it by specifics?

Dr Alder son—Yes.
Senator FISHER—Chair, | have more questions, but others may have, too.
CHAIR—You can keep going.

Dr Alder son—To enable us to answer your question on notice as effectively as possible, in terms of saying
the pros and cons of doing it by specifics, do you mean that every time there was a new scheme you would list
that scheme and referenceit in this legislation?

Senator FISHER—That is it, or a new proposal. Clearly, there is more administrative and arguably
parliamentary work, but that is part of the very point, that it should be subject to democratic debate and
discussion. For example, your submission lists the areas in which the act currently only allows—aviation
transport security, maritime transport and offshore—and you have outlined in response to Senator Barnett
some other potentials. You would legislate the potentials—

Dr Alder son—Yes. We will take that on notice.

Senator FISHER—as of today and obvioudly the legislation would require updating from time to time.
Thank you. In respect of biometrics, why does the bill not define biometrics?

Dr Alderson—There has been a lot of discussion on this and, if | may, | will also talk about how these
provisions came to be. The reason it does not define ‘biometrics' is that when we get legal advice, drafting
advice and so on, there are certain terms where it is better, instead of trying to fill out the definition and define
it to alow that to be applied, in a sense for the term to have its dictionary meaning essentially is the best
outcome.

Senator FISHER—You are using those words again, on a case-by-case basis.

Dr Alderson—It means that instead of trying to define it now when the specific technologies within the
biometric concept are changing, that the concept is fixed through the word ‘biometric’, but as the technol ogy
evolves then different specific things may come withinit.

Senator FISHER—That is right. That underlines, and indeed possibly exacerbates, the concerns that have
been expressed to us along the way about the potential enormity of the reach of the bill.

Dr Alder son—May | take the opportunity to talk briefly and generally about this issue?
Senator FISHER—Yes.

Dr Alderson—Let me start with what happens in practice now. In a small number of cases when we send
through a person’s details to CrimTrac to do the criminal history check they will say, ‘ There are several people
with this name and we do not have an address. We can't be sure who it is, so we will need a fingerprint from
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this person so we can be sure that we have the right criminal history check against that person.’ In those cases,
we go back and we natify the person that they will need to take that step and then they can go into a police
station, provide the fingerprint and it is then sent through to CrimTrac. We are not directly involved in the
process. It does not come through us.

In a small number of cases, by error, the person has sent the fingerprints to us, so we have had that. Our
options are to destroy that and tell them they should send it to CrimTrac themselves or we send it on
CrimTrac. They are the kinds of options we have. Due to the small number of situations in which that has
arisen, when we looked at it and thought what do we do in this situation, we realised that biometric
information, that identity information, is actually just part of the concept of personal information in the act
now, so therefore the provisions that allow that information to be made available to law enforcement currently
extends to those fingerprints and biometric information. | have to say fingerprints are the only example that
has ever arisen and that we are aware of.

Senator FISHER—DNA? | am not a scientist.

Dr Alder son—It has never arisen. DNA is biometric, but there has been no case that has arisen, or no case
we could foresee where DNA isanissue. So far, the only examples have been fingerprints.

Senator FISHER—I am sorry, | am asking the other way around. Is not DNA information biometric
information?

Dr Alder son—Itis.

Senator FISHER—Leaving aside the other issues, why can you not specify the sort of biometric testing
that you want to be able to be performed, according to the best knowledge today, and if you could do that,
would you not specify fingerprinting and DNA evidence?

Dr Alder son—In terms of what we know now and what has happened to date, it is only fingerprints, so
fingerprints could be specified. The rationale for putting in the concept of biometrics was to say—the only
effect of these amendments is to tighten the controls of what can be done. There is a valid discussion about
whether they should be even tighter. That is the only effect of these amendments.

Senator FISHER—You are saying peopl e are currently out there doing vague biometrics anyway.

Dr Alderson—No. If afingerprint comesto usit just falls within the term ‘ personal information’ in the act
now, which means as a matter of law we can give that to law enforcement. The effect of these amendmentsis
to tighten that and say, ‘No. If we get that it can only be used to verify the person’'s identity.’ It was designed
for those rare cases where something comes through this.

In terms of what we know to date we could just say ‘fingerprint’. In addition, we are only a conduit. There
is no database now. There is no proposal for a database of fingerprints. The only sensible outcome is a single
national database administered by CrimTrac. The intention of these provisions was to put tighter restrictions
and say, ‘ If we get this identity verification information, in practice fingerprints, all we are ever allowed to do
with that is use that for verifying a person’s identity.’

Senator FISHER—Would you compromise that tighter restriction by getting rid of the references to
biometrics and replacing it with fingerprinting in the bill? Would you compromise that restriction as of the
technology today?

Dr Alder son—As of today, no.
Senator FI SHER—You would achieve your aim as of today?

Dr Alderson—Yes. Obvioudy there is a separation between the decision the government makes and the
operational advice we give them about how it impacts. Yes, today fingerprints equals biometrics. The reason it
was framed more broadly was, thinking ahead, in five years if things have changed in the way Mr McDevitt is
suggesting things may go, we would like these tighter privacy provisions to also apply to other things. That
wastherationale for it.

Senator FISHER—You said there was a downside and | cut you off.

Dr Alder son—The downside is that if we said these tighter provisions apply to fingerprints full stop, the
issueisthat in future if there were other types of biometric information that came into play we would not have
privacy rulesin here specifically dealing with those. That is the issue.
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Senator FISHER—I have one further question and then | will wrap up. In response to Senator Ludlam,
you said that the AusCheck has not got such tried and true procedures as we have on the criminal history or
testing side. Can you explain what you mean?

Dr Alderson—I was making a very narrow point there. This is about peopl€'s ability to appeal. On the
criminal history side we get many appeals and reviews every year. Aswell asthe clear legislative framework I,
personally, have lots of experience of how this works because it happens all the time. On the security
assessment side there is a clear legidative framework in the ASIO Act, but | have never personally
experienced it. The only comment | was making was a distinction between something that we do every week,
so | can talk personally from my experience of how it works, and something for which there is a legidative
framework but has not happened in my time as the head of AusCheck.

Senator FISHER—Isthat done by someone else? Is that something else done by CrimTrac?

Dr Alder son—No. CrimTrac get a criminal history check. People seeking review or appeal of their criminal
history happens al the time. It is common. When ASIO do a security assessment it is very rare for that to be
adverseand it is very rare for any review or appeal.

Senator FISHER—Thank you.
CHAIR—Senator Barnett.

Senator BARNETT—I want to follow up. Senator Fisher has asked most of the questions that we wanted
to cover. | wanted to go back to the issue of your view that the act is either silent or does not authorise
background checks, but for future legislation that may come into force. | am till not convinced, at this stage,
and | would like you to assist the committee and me in that regard. | have got the bill before me. Part 2, clause
8 of the bill talks about the establishment of the AusCheck scheme:

The regulations may provide for the establishment of a scheme relating to the conduct and coordination of background
checks of individuals ...

Oncethishill is passed, hypothetically, and the regs are passed, why can’t background checks be done?

Dr Alderson—The reason we say that is particularly clause 9 subclause 1 which lists the things the
AusCheck scheme may make provision for—applications for checks, the information and application, the
criteria—it is the absence of anything inthat list that is requiring a person to undergo a check.

Senator BARNETT—It still allowsit to occur.

Dr Alderson—The act defines what the AusCheck scheme and the regulations can contain and it is not in
that list.

Senator BARNETT—The list does set out from (@) to (h) the process in which a check occurs. Is that
correct?

Dr Alder son—Yes, that is correct.
Senator BARNET T—What is stopping that happening?

Dr Alderson—If the Attorney-General, through ExCo made an AusCheck regulation that said, ‘This
category of people must undergo a background check’, then you would go back to this and say that is not a
valid regulation because there is nothing here that says the AusCheck scheme can require a person to undergo
a background check.

CHAIR—Thereis nothing to say it cannat, either.

Senator BARNETT—But they are authorised to do it. They are empowered to do it. You have given them
the criteria under which they would operate and the framework in which they would implement, act out and
fulfil these background checks.

Dr Alderson—All of that is true, but as a matter of law a regulation can only be validly made within the
description of the things that this says can be within the AusCheck scheme.

Senator BARNETT—You have defined it so broadly that it can cover anything that the government wishes
to do at any time in accordance with Section 8(1)(c).

Dr Alderson—That is to do with what is within the subject matter of national security, but then the list of
the topics that the Attorney-General can put in AusCheck regulations does not encompass requiring a person to
undergo a background check or acquiring a background check as a precondition for XYZ. That is the
reasoning on which the current framing is based.
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Senator BARNETT—You have then got clause 11:
The secretary may give directions under the AusCheck scheme.

That is the delegation by the secretary in clause 12. It seems to me there are some very broad powers and
authority given to AusCheck. | am struggling to be convinced by that argument. As | said earlier in this
discussion hearing, there is nothing in the bill that prohibits the government undertaking or proceeding with
background checks. There is nothing in the law that stops them from undertaking those checks. Is that right?

Dr Alderson—No. | accept your point that you can argue that there should be an explicit provision saying
that. | am not arguing about that.

Senator BARNETT—There is no explicit provision in the bill that says it stops the government requiring
anindividual to be checked. Is that correct?

Dr Alderson—I am saying that there is a valid policy choice about what you make overt, but the effect of
these provisions now—

Senator BARNETT—That is your view.
Dr Alder son—Yes.

Senator BARNETT—There may be other people that have a different view. If there is some doubt or
ambiguity about this, then this is the forum in which we need to clarify these doubts and expel them. Let us
move on. | have two other quick questions. What is the department’s response to the privacy impact
assessment?

Dr Alder son—We published a response to that with the PIA and that was also tabled by the Attorney-
General. That is a published document.

Senator BARNET T—I have not read that. Perhaps you could table that response.
Dr Alder son—Yes.

Senator BARNETT—Senator Ludlam asked some very pertinent questions about the appeal process. You
indicated that you would take it on notice. | am a little concerned that you indicated that the individual may
not be able to obtain a copy of the background check relevant to that individual. Is that correct?

Dr Alderson—No. For criminal history we provide them with a piece of paper that lists all of the offences
that we say fall within the criteria of offences that make them ingligible. We provide them with that list of
offences. It has the date of the offence, the nature of the offence and the penalty imposed. That is given to
them as a sheet of paper. Full details are given. Because of the sensitivity in the security assessment context
and the kinds of matters ASIO deals with, a person is not given a report with ASIO’s analysis in that situation.
The precise rules and procedures are set out inthe ASIO Act, so we will provide an answer on that.

Senator BARNET T—I want to finish where | started. Thisis the issue regarding clause 8(1)(c) and its very
broad definition. You have indicated that one of the main purposes is to provide constitutional coverage for
you, but you have also indicated that, in your view, the department and AusCheck will read it down, asit were,
to such an extent that it will obviously not impede into areas where perhaps AusCheck should not. Is that
correct?

Dr Alderson—That is correct. When you read the provision and you administer it, you have to look at the
fact that the overarching phrase is national security. Then there are specific national security items listed, then
there is the executive power and any other incidental power, so in the way you read and apply that you would
have to take account of that overarching national security context.

Senator BARNET T—With respect, that is exactly the concern that many submitters and others have, that
isthat it is so broad. You are saying to us that it is your intent and AusCheck’s intent to read it down, but we
have got no guarantee that you will, other than your word sitting here. We do not doubt your word and your
integrity, but thereis nothing in the legidation to say that that will happen.

Dr Alder son—There are two further safeguards or protections on this point. The first is the new scheme of
background checking. Aswell as having this separate piece of legidation, you do have to update the AusCheck
regulations if you bring in this scheme, so the parliament when they review those regulations can look at the
guestion of whether they agree with the Attorney-General that this falls within national security. That is the
first step. The second is the predominance of the national security concept in the definition also has some legal
effect aswell, so if you have something manifestly unrelated to national security and introduce a scheme, then
you would be endangering the legal validity of those regulations.
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Senator BARNET T—That would need to be challenged at the time. Is that right?

Dr Alder son—You can challenge the validity of aregulation at any time.

Senator BARNET T—They would have to be challenged at the time if there was a problem?
Dr Alder son—Yes.

Senator BARNETT—Thank you.

CHAIR—I have one question before we finish. Just for clarity for our report, we wanted to know if you
could take us through the distinction made by amendments to section 13 on the different uses of personal
information and identity verification information?

Dr Alder son—Certainly.

CHAIR—What are the main differences in the way the two kinds of information can be used, collected and
disclosed?

Dr Alderson—Where you have personal information which currently includes fingerprints, under the
AusCheck Act now you can use that for the purposes of background checking for determining whether
somebody is digible for an aviation card or a maritime card. You can also provide that information in de-
identified form for research and planning and it is also available to Commonwealth law enforcement and
national security agencies, subject to the guidelines. At the moment we can put it on our database; we can use
it for determining somebody’'s eligibility and it is also available for law enforcement. They are the main
relevant examples.

Under this proposed amendment, identity verification information can only be used to verify somebody’s
identity. You cannot just make it part of your information that you hold about the scheme, you cannot provide
it for research and planning purposes in de-identified form, and it is not part of what would be available to law
enforcement.

The sole intention of this amendment is to say there is this particularly sensitive category of personal
information the use of which should be restricted. The effect of these amendmentsis wholly to restrict it.

The key words in the amendment, in item 13, are that the collection, use and disclosure is taken to be
authorised if it is directly necessary for the purpose of verifying the identity of an individual in respect to
whom a background check is being conducted.

CHAIR—Thank you for your time here today. | just have a reminder that the answers to any follow-up
guestions need to be with us by Friday at the latest. Thank you. Senator Ludlam.

Senator LUDL AM—I just had a quick inquiry about Hansard transcripts. In a couple of previous inquiries
we have had to deal with the report in the absence of transcripts from Hansard. | think they were actually left
out in consideration of some reports. Do you have a timetable for production of those documents?

CHAIR—Do we know when Hansard will be ready? We would hope perhaps by Friday.

Senator LUDLAM—When will you have a Chair’s draft circulated? | am aware that we are on a pretty
tight turnaround.

CHAIR—I cannot answer that, but | am very conscious of the fact that once | get a Chair’s draft | will give
you adequate time to look at it, even if it means we might need to consider delaying the reporting date of the
bill.

Senator LUDLAM—That is great. It was not that so much, but the delay in the transcript. Thank you for
that.

CHAIR—Thank you. The committee stands adjourned.
Committee adjourned at 1.25 pm
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