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As indicated yesterday, unforiunately, neither Simon Bronitt or | are in a position to make a formal
submission to the Senate T egal and Constitutional Affairs Committee on the Telecommunications
{Interception and Access) Amendment Bill 2007 by 11 July. _
However, in 2006, we published the following two papers on the 2006 amendments to the
Telecommunications (Interception and Access) Act 1979 (Cth): - :

@ ‘Rzzguiaﬁng Telocommunications Interception and Access: A Sea-Change in Surveillance
Laws’, in Michael and Michael (eds), Secial Implications of Information Security Measures

o ‘Regulating Telecommunications Interception and Access in the Twenty-first Century:
Technological Evolution or Legal Revolution?” (2006) Prometheus 413.

(in behalf of Professor Bronitt and myself, I have forwarded the second of these papers by email,
and now send through the first paper to you. We hope that they might be of some assistance io the
Coramittee. ‘

Pt

" james Stellios
Yenior Lecturer
ANU College of Law




The First Workshop on the Sociat Implications of Mational Security

Regulating telecommunications
interception & access: @
seachange in surveiliance laws

Simon Bronitt and James Stellios
ANU College of Law, The Ausiraiian National University

Abstract

Tne federal Parliament's sacent amendments o the telecommunications interception
legisiation have significantly overnauled the regulatory scheme fgr the protection of
communications passing over the telecommunications system. The amendments have
introduced new provisions for accessing stored cornmunications, and have arovided
government agencies with further tools for security and law enforcement purposes. This
paper considers the changes to the legislative scheme, and how privacy interests have baen
‘walanced' away in favour of aroviding government agencies with aphanced surveiliance

tonls. -

Keywords: privacy, selecommurnications Inferception, surveillance, data access, wire tap,
warranis, security, law enforcement
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1 Introduction
by amended the legistative scheme for the

The federal Parliament has recent
possibly the most

regulation of telecommunications interception, representing
significant overhaul and expansion since the current regime was established by the
ception) Act 1597 (Cth) (‘The TI Act). The changes were

Telecomnmunication {Inter
introduced to implement recommendations of a 2005 review by Anthony Blunn

{‘the Blunn Report’)

Trior to the 2006 smendments, the TT Act regulated the interception of
communications passing over & telecommuinications system, preseribing general
prohibigons on interception and subsequent use of intercepted COPUMUIICATCNS,
and a range of exceptions. While the original intentdon of the legislation may
have been (o protect national telecomumunications snfrastructure, the pxc&vaﬂfmg

view is that the legislation is an imporfant vehicle for the protection of privacy for
This conception of the purpose of

those using the relecomimanications systeri.
the prohibitions in the TT Act creares a tension with the purpose underlying the
important exceptions: primarily the warrant system for security and law enforcement
ourposes. Accordingly, ceforms which have expanded the legislative scheme have
been seen as requiring the “halancing of interests in privacy protection with the
interests in securiry and law enforcement.
This ‘halancing’ approach was put o the test with the 2006 amendments 1O
the TT Act. The 1T Acy, renamed the Telecommunication {Interception and Access) Adt
1979 (Ceh) (TI1A Act’), was wnended to expand the reguiatory scheme to cover
prohibitions ©n access to stored communieation (1., put broadly, communications
chat have ceased passing over the telecompunications systeni) and subsequent use,
and exceptions to those prohibitions. While these excephons are seructurally simlar
to those under the interception Provisions, the scope of those exceptions is much
broader. The new TIA Act also expands the interception tools for security and faw
enforcement, with the introduction of device wWarrants and B-Parcy warrants (i.e.,
hose directed to innocent third parties because of their connection with a ‘person

of interest’).

The amendments were introduced by the government into the House of
Representatives ofl 16 February 2006, and passed the Senate on 30 March 2006.
After their introduction into the Sepate on 1 March, the amendments were
referred to the Senate Legal and Constitutional Legisladon Cominittee {‘the Senate
Committee’), which reported on 27 March, The Senate Comymittee produced 2
report, with the bipartisan support of government and opposiaon members, which
expressed concerns that many of the amendments impacted unduly on orivacy
inrerests, and recommended a range of amendments. The Democrats produced

1 Anthony Blunn, Repor of the Revigw of the Regulation of Acceis i Communicistons 2005},

Page 120

e Ty
oA

&
[

b

0
[

)

[

e




p—

SROTIS,
are Ay
ey aiiineg
i
vacy for

o
pose OF

D R
£oERs) SELE

to Cover
GEnk 1Lse,
¥ sirpilar
g much
o and law
ants (e,

|1 person

C Iguse of

= P?“‘g*ﬁl{:}?’

© sroduced

The First Workshop on the Social Imnpfications of Mationa! Security

a supplementary report. which dissented only to the exgent that it recomunended
fFurther changes to protect privacy. The Senate Comumittee, it seems, came & the view
that the new amendments got the “halance’ wrong. However,its recommendations
designed to restore ke ‘balance’, for the most part, Weie not accepted by the
government. The amendments were passed by a government controlled Senate,
with the commitment that the government would continue to consider the Senate
Cammittee’s recornmendations.

This paper will consider, first, how the 2006 amendments have affected the
interception provisions ia the TIA Act (Part 2 and, secondly, the new stored
commumications scheme introduced by the amendments (Parc 3). Inthe final part
(Part 4), the paper will argue that the process of law reform, as well as the provisions
o the TTA Act, demonstrate how privacy interests have been ‘balanced” away in

éavour of providing government 2gencies with surveillance tools for the purposes
of national security and law entorcement.

E )

2 nterception Regime

2.1 introduction

The core provisions relatng to the interception of selecommunications ave
remained in place following the 2006 amendments. This section will explain the
legislative scheme under the T1 Act for interception, and how the 2006 amendments
have affected the provisions. Telecommunications interception it Australiz has
been regulated exclusively at che foderal level since 1960 with the enactment of
the Telephonic Communitations (Tnterception) Act 1960 (Cehy. Under the Constitution,
the federal Parliament has legislative power © enact laws with respect o ‘postal,
telegraphic, relephonic and other like services”.” Although this power is concurrent
with the legislative power of State Parliments, the High Coust has held that the
exhaustive federal legislation in the area leaves no room for State intervention.”

The T1 Act was enacted to replace the Telephonic Conmunications {Tatereeption}
Act 1960 (Cth). The long title of the T Act described the legislarion s ‘An Actto
prohibit the interception of telecommunications except where authorised in special
ciscumstanees o for the purpose of tracing the locadon of callers in emergencies,

and for related purposes. The matters motivating the epactment of the TT Act

0 Commanealth Constitution, s 31{¥), The copstitutionul validicy of the legislation Las ben upheld in variows Cises: Crollo
u Commissioner of Australizr Federal Palier (1995) 184 CLR. 148: Love v Attarney-General (NSH) (1990) 169 CLR kArH
Hilron o T8l (1985) 157 CLR 8, Judur Faighax Publications Pty Lid o Doe (1285) 37 NSWLE. 83 Kizow v Palmer {15%7)

72 FCR 405,

3 Afiller v Miller {1978) 141 CLE 268
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included security matters and the detection of narcotic offences.” Tt is quite clear, however,
that the scope of che legislative scheme has shified considerably from its original

inbentions.

2.2 The interception provisions -~ prohibition on interception

The interception prohibitions in the TIA Act work in twoe phases. The first,
considered in this section, is the prohibition on mterception. The second, considersad
in Part 2.6, is the prohibition on subssquent use of intercepted COMINNNICATIONS.
Subject to 2 range of exceprious, che TIA Act prchibits the interception of
cormmunication passing over a telecoMMUNIcations system {s 7(1)). ‘Communication’
is defined in s 5(1) to include a ‘conversation and a message’, in whele or part,
whether in the form of speech, music or other sounds; data; text; visual images;
signals: ot in any other form or in any combination of forms. An ‘interception of
A COImmuUILcation passing over a telecommunications system’ consists of listening
to or recording, by any means, such 3 communication in its passage over that
celecommumications system without the knowledge of the person muaking the
communication (s 6(1)). The 2006 amendments seek to provide clearer guidance
45 o when 2 communicagion is passing over a telecormmumications system. A
commmunication starts passing over a system when it is sent or transmitted by the
sender, and continues passing over the system until it becomes accessible to the
intended recipient (s 5F). A cornmunication 'is accessible to irs intended recipient
if it has been received by the telecommunications service provided to the intended
recipient, is under the control of the intended recipient, or has been deliversd o
the communications service provided to the intended recipient’ (s 5H).

The Act excludes from these definitions comununicalions o eMESTgency
services numbers (s 6(2B). Until the 2006 amendments, there was another
important exception for interceptions by pgrsons lawfully on premises listening
w0 communications {s 6(2)). When the TT Act was first enacted, the exception in
s £(2) was intended 1o exempt the activities of relecommunications carriers and
their emplovees from the prohibition on interception o stlow equipment testing,
The Explanatory Memorandum to the 2006 amendment stated that the operation
of the provision ‘has become redundant in the deregulated and rapidly changing
celecommunications envirenment',® and s continued operation only ‘undermines
the sgrict privacy pmtecf:ﬁ.orix contained in the Act because it may allow parricipant
monitoring® During the Semare Comumittee inguiry, submissions were made
oppesing the repeal of the provision on the basis that i had other useful applications,

4 Second Beading Speech, Teleconununicarions (Intercepdon) Bill. Mouse of Representatives, 23 Augass 1579, 360,
L Eaplamacory Memorandum, Teleconmuscadons (Interceprion) Bill 2006 (Trhy 48,

& Ihid
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including 2llowing organisations o menitor incoming email for viruses and to fileer

spam.” The Senare Commitcee supported the repeal of the provision on the basis
that other amending provisions would address the concerns expressed

TheTTA Act {(Parts 2.2,2.3,2.5) sets cut a number of exceptions o the prohibigon
on interception, principally interceptions pursuant to 2 warrapnt. There are two
types of warrants: Part 2.2 warranis and Part 2.5 warrants. Part 2.2 warrants may be
issued to the Australian Security Intelligence Organisadon ({ASIOY) by the federal
Attornev-General and the Director~-General of Security for intelligence gathering in

relation to national security or for the purpose of obtaining foreign intelligence.

barr 2.5 warrants may be issued by federal judges and members of the
Administrative Appeals Tribunal {{AAT") to federal’ and Stare law enforcement
agencies to intercept relecommunications made in conmection with the investigation
of specified federal and state offences. Thus, although the scherne is federal, the
legislation does not Hmit Pare 2.5 warrants to federal law enforcement officers.
In fact, the latest Annval Report by the Artorney-General to Pathament on the
operation of the TT Act for the vear ending 30 June 2004 reveals that vwo-thirds
of Part 2.8 warranrs were issued to State rather than federal agencies in the last
three reporting vears (see Table 1).'9 State agencies may apply for Pare 2.5 warrants
where they have been declared 1o be eligible by the federal Attorney-Geperal ! A
declaration can only be made where the federal Attorney-General is satisfied that the
States have enacred legislation requiring the State authorites to meet inspection and
reporiing requirements equivalent to those set out for Commonwealth agencies.

Tre

The scope of the warrant exception has expanded significanty from its original
operation. Prior te the TTAct, the Télephonic Communications (Interception) Act 1260
(Cth) permitted only limited exceptionmto the prohibition on the interception of
telephonic communications, including circumstances where a warrant had been

7 Scbmission w Serare Legsl and Comsdwgonsd Legislaton Commutiee, Parianent of Avsrralia, Conberra, 14 March
3036 (The Avstralian Bapkers Assogisdon); Submission ro Senare Legn! md Construdenal Legldatdon Commirtee,
Parlizrmenc of Avseralia, Canberr, 20 March 2006 (Telsera).

&  Senare Legal and Copsticuziona! Legishrion Commitres, Parllament of Ausoalia, Prowisions of the Telecomuisaications
(Iiterception) Bill 2006 (20086) paras 5.23-5.24, Specifically, the Commiteer was of the view thae the new s 108{Z) wonld
address the comcermn. Subsectdon 108{2){(e} provides an excepdon o the prohibidon on accessing stored cominunication
for & pemon exercising dudes relading o the insalladon, connection or maintenance of equipment.

% Fedent law enforcement agenciss ate the Ausiralian Federal Police and the Austratisn Crimes Commission: see definition
af "Commoenwealtds agency’ ins 5.

10 The seport for the year ending 30 June 2005 hos not yer been repereed to Parliament.

i1 The definition of'eligible authoxiy’in s 5 of 2 State covers Stace police forces and aiher listed Stare crime and corruption

aEEnCiEs.
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granted by the federal Attorney-General or Director-General of Security for mational
security purposes. T e enactment of the TT Act saw the scheme expanded €0 aliow
che issue of warrants for narcotic offences to advance the federal government’s “war
on drugs’. Since the late 1980, the T Act has been broadened to include cAteEOrics
of offences beyond drugs, most recendy to terrorism offences.

Prior to the 2006 amendments, the ¢alegories of offences were divided into
serious‘Class 1 offences’ which included murder, kidnapping, narcotic and terrorism
offences. Lesser offences were designated ‘Class 2 ofences’, which inctuded offences
involving loss of Life or serious injury, serious property damage, seTioUs aIson and
child pornography. Under this rwofold dlassification privacy considerations were
restricted to ‘Class 1" offences only As we ¢hall explore below in 2.5, the utility and
praciical effect of this approach (in terms of establishing a more stringent threshold
for grantng Class 1 warrants) is contestable. Indeed, 2006 amendments have
cemoved the distineton berween Class 1 and Class 2 offences, redefining existing
offences under Classes 1 and 2 offences as ‘serious offences’ and applying privacy
45 2 factor to be considered in aff cases. These amendments were supported by the

Senate (Committee. '

12 Bepate Legal and Constinetional Legislation Commites, above n 8, parz 3.9,
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Table 1 - Applications for Part 2.5 Warrants (information taken fom the
Telecommunications {Interception) Act 1979: Report for the Year ending 30 Juwe 2004,

Table 1).

. QELEVANT APPLFE}ATECDNSM _Fi}ﬁ‘ ) _
AGENCY STATISTICS PART 2.5 {PART Y1) WARRANTS
D302 L2103 G3/04
Made 558 £91 571
ALSTRALIAN FEDERAL POLICE | Refusediwithdrawn 1 H 11
| issued 5585 690 G600
Made 274 164
MATIOMAL CRIME AUTHORITY | Refusedfwithdrawn 0 0
Issued 234 184
. . - Made - 221 350
ég ;1?12??0% CRIME Refusediwithdrawn - 4] G
issiiad - 221 390
Mada G4 B03 any
i;g ;f;';! ?%‘%@%Mf? b“ii?\é Rafusariwithdrawn 0o 5 3 '
lssued G44 798 824
Made 58 38 31
zﬁiﬁfsg? %g;; Sg%gﬂ;jﬁﬁtow Rafusgd/wiéhdrawa N 0 {3‘
Issyea 85 38 L
! Made 3.2 323 477
MEW SOUTH WALES POLICE Refusediwithdrawn 0 1 7
lssyed aaz 382 453
- ] -
POLICE INTEGRITY ?nges&dr’wiihdrawn 36 2& ié
COMBISSION i -
lzsued 36 g1 62
Made 54 42 126
SOUTH AUSTRALIA POLICE Refused/withdrawn O o
issued 54 42 126
Made 343 A0E 269
VICTORIA POLICE Rafusedfwithdrawn 2 G O
fssued 41 408 269
Made 148 180 i52
WEETERN AUSTRALIA POLICE | Refusediwithdrawn i z 4
Issued 147 B8 178
WESTERN AUSTRALTAN Made 16 48 22
ANTI-CORRBUPTION Refusediwithdrawn 0 a 4
COMMISEION isaued 18 43 18
WESTERMN AUSTRALIAN Made - - g
CORRLIFTION AMD CRIME Raefused/withdrawn - - pd
COMMISSION lzaued - - 7
Made 2518 3067 3058
TOTAL Refused/withdrawn 4 o 31
Issied 2514 3058 3028
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2.4 Types of warrants

2 4.1 Service and named person warranis

Tath Part 2.2 warrants and Part 2.5 warrants may he issued in respect of a
celecnmmurtications service or a person.'”? Service warrants a1c issued in relation
to a particular ‘telecommunication service’ where there is a relevant connection
hetween the person of interest and the service.” Where a person of interest i using
meore than one telecommunication service, there is provision for the issue of 2 named

person warrant, which authorises the interception of those telecommunications

services in relation to a particular person of interest.

2.4.2 Device warranis

The 2006 amendments have broadened the scope of named person warranis
ro authorise the interception of communications that are made by means of 2
‘elecommunications device’ used by the person of mterest. A ‘telecomrmunications
device is defined as‘a terminal device that is capable of being used for transtritiing or
unications system’ (s 5{(1)). The Second

receiving & COMMUNICation OVer a telecom.
s and computer terminals. The

R eading speech gives examples of mobile handset
issuing authority must not issue a telecommuricarions device warrant unless ‘there

are no other practicable methods available’ at the time of making the application
ro identify the telecommunications services used by the person of interest or the
interceprion of a telecommunications service ‘would not otherwise be practicable’
(ss SALR); 46A(3N.7 The Explanatory Memorandum said this amendment was
designed to assist inferception agencies t0 COUNLEr Measures undertaken by persons
of interest to evade relecommunications interception such as adopting multiple

telecommunications services.'®

The enactment of this measure was met with some cOntroversy as to whether

technology has developed to a point which Ew)uid allow devices to be identificd
d"-r - -

with sufficient precision, and the potential impact uporn the privacy of innocent

9. 9A. 118, 110, 45, 454, 46, 46A. [n relation o the collection of forsign inwlligence thers axe forelgn

Bee osn 9,
copnmumeations warranms which suthorise broader intercepaons than service o7 named person warrants {3 1185

14 TRelecommunication service' is defined to mean "2 service for carrying communications by mewns of guided or
unguided clectromagnetic energy or hoth, being a service the use of which cnables communizations to be carried over
m oparated by a cazrier but not bting service for carrying communicanons solely by means

a relecommnunications svs
of radiocomenuntcarion’ {5 53
nsranees in whiclh agencies may be able w idencify

18 The Bxpianatory Memorandum said that this lacker gituadion ‘overs )
ineerest moy wansfer hundreds of

ol services, bue is impractical 1o tntercepe each service. For axanple, a perscn. of
ditferent Subscriber ldenticy Module (SIM} cards thraugh 2 mobile handser in quick succession. Interception of gach
ielecommunications service (curvently identiffed by reference to the SIM card) is exiemely impraetical 1o achieve before
the person of inserest changes the SIM card being used’ (Explanatory Memorndurs, Telecommuncarions (Interceprion)
Bl 2006 (Tdy 34

i Faplanatory Memorasnduzm, Telecommuneations {Interception) Bill 2006 {Ceh) 34
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persons where the device identification cannot be determined with such precision.”’
The Blunn Report considered the difficulaes of identifying a service being used by
a person of interest, particularly the problems associated with the trading of SIM
cards. The Report concluded that the 5IM card and its associated service number
is not an effective method of identification’.’ The Report recommended that
‘priority be given to developing a unique and indelible identifier of the source of
relecommunications and therefore as a basis for access’. ' It was suggested that the
Tnternational Mobile Bquipment Idensifier (IMEL) presented a possible systern of
identification. The Report also indicated that the existing legal regime of namea
HErsons Warrants Mmay neea o be changed to accommodate these developmenis,™
Having heard the evidence of officers from the Atiorney-Generals Department and
the Australian Federal Police (‘the AFP’) as to the steps that will be required to be
taken by warrant applicants to show a unique identifier, the Senate Commnittee was
not entitely convinced that ‘the device being targeted under the warrant was able
:0 be certified 2s umqguely identifiable’* 4 evertheless, the Committee considered
¢hat the operational requirements for law enforcement officers warranted the
introduction of the provisions ar this time. The rechnologicat development needed
to have 2 unigue and indelible identifier of the source of telecormnmunications would
take some time, 2 and operational needs, it would seern, j ustified any potental Impact
on the privacy of innocent parres.

2.4.3 B-Party warranis

Privacy intercsts have also been significantly affected by the new B-Party
provisions inserted by the 2006 amendments. National security telecommunications
cervice warranes under Pare 2.2 and Part 2.5 telecommunications sexvice warrants
are now available not only in relation to ‘persons of interest’ but, following the
2606 amendments, also in relation 1o other innocent third parties who use a
relecommunications service to communicate with the person of interest. For Part
2.2 warrauts, interception of a tglecommunications service may be authorised
whare the service ‘is being ot is likely T be the means by which a person receives
or sends a conmmunication from or to’a person of interest and the interception "wil,
or is likely to, assist” ASIO in its security intelligence gathering functions (s 9(1n.
Tn relation to Part 2.5 warrants, the issuing anthority can issue a warrant m respect
of 2 telecommunication service used by an innocent person where nformation

17 %ee Submission o Senate Legal and Constitnional Legislagon Commiee, Pariament of Australia, Canberra, 12 March
006 (Electronic Frongiers Anstralis}, neted o Senace Legal and Constimutional Legislation Commites, above 13 &, para

1

gu b4
[

9 Piunn, above n i, para 2.2,

19 Tnid para 3.3.5.

20 1bid para 323324

21 Semate Legal and Constirationsl Legisiation Commines, above 1 8, parz 4,172,

27 Ihid para 5125
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‘that would be likely to be obtained’ by the interception “would be likely to assist’
in connection with the investigation of a serious offence, in which another person
is involved and with whom the innocent person ‘is likely to commmunicate’ (s
46013},

These circumstances that rrigger the issue of a warrant are very broad, and once
the warrant has been issued under either Part 2.2 or 2.5, there is litde lmiration
on the type of communicacion that may be intercepted. Theze are no Lmitations
as to the identity of the innocent party who uses the telecommunications service,
the content of communication that may be intercepted, or the identity of other
partiss fo the incercepted communication. For example, the B-Party might be the
suspected person’s legal representative with the result that the interception may
fawhully capture otherwise privileged communications. It is also wide enough
to capture the privileged communications betwsen the legal representative and
other clienss, as well as collateral intimate communications berween the legal
representative and spouse, which have no bearing on the investigation. Alternatively,
the B-Party may be the suspected person’s medical practitioner or religious leader,
and the intercepted communication may include communicadion by the medical
pracoidoner with other patients or by the religious leader with other members of
the religious community.

From a law enforcement perspective, it could be argned that anything short of full
interception would impose significant burdens upon security and law enforcement
agencies to filter out what might be considered to be unrelated communication.
From a privacy perspective, the collateral damage ro innocent third parties can be
limited — indeed, the US federal wiretap regime generally (18 USC § 2510, Ch 115
(1994)) imposes a duty of minimisation on law enforcement officials: ‘Every order
and extension thereof shall contain a provision that the authorization o intercept
shall be executed as soon as practicable, shall be conducted mn such a way as to
mindmize the intercepion of e:onmum-:gtiozﬁ not otherwise subject to interception
under this chapter, and must terminate upon attainment of the authorized objective,
or in any event in thirey days’. In the Australian context, 2 policy of minimisation has
never been given serious consideration, though there ave statutory positions ke the
Public Interest Monitor (PIM) used in Queensland, that would be suitably qualified
(both in terms of high security clearance and promotion of privacy interests} to
perform this role. The role of the PIM is discussed helow at 4.4,

here are some consiraint placed upon the issuing authority. The issuing
authority must not issue the warrant unless ‘all other practical methods of identitying
relecommunications services’ used by the person of interest have been exhausted or
interception of communications used by the person of interest ‘would not otherwise
be possible’ {ss 3(3), 46(3)). The Second Reading Speech said that:
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[tjhis amendment will assist interception agencies to counter measures adopred
by parsons of interest to evade relecommunications interception, such as adopting
multiple telecommunications services. The ability, as u last resort, to intercept the
corpmunications of an associate of a person of interest will ensure that the uulity
of interception is not undermined by evasive techniques adopted by suspecis.”

There is also the power to impose conditions or restrictions (s 9(1); 43(1)).
Although tf i vid in the A ey-Generals repotts 1o Parli £
Although there is some evidence in the Attorney-General's reposts to Partament
that conditions and restrictions have been imposed to protect privacy in celation to
Part 2.5 warrants, the cases in which these have been imposed are very fow™

in recognition of the potential privacy intrusion for pon-suspects, the time
periods for B-Parcy warrants under both Part 2.2 and Part 2.5 are half the periods

of other service warrants.®

The provisions are extremely broad in their scope and, vnsurprisingly, atracred
considerable attention during the Senate Committee review of the amendment.
The potential intrusion on the privacy of innocent chird persons was criticised ina
enmber of submissions to the Committee. Indeed, the Australian Privacy Foundation
complained that the B-Party amendment had come “out of the blue’ 6 While the
Blupn Report had discussed B-Part interceptions, it was in the context of uncertainty
a3 to whether B-Party interceptions were allowable under the provisions in their
Form at that time. Bluan recognised that law enforcement agencies interpreted the
provisions as not allowing B-Part intercepts, but referred to Federal Court authority
upholding the validity of B-Party warranis.” The potential impact on privacy
agsociared with the use of B-Party warrants should not, it was said, ‘depend on non-
judicial interpretation of the relevant sections, the meaning of which is certainly
open to argurment.” [t was in that context that the Blunn Report recommended
that the Act*be amended to clarify that B-Party services may be intercepred in limired
and controiled circusnsiances’ ?® Blunn, however, made 1t clear that there are "'obvious
and serious privacy implications invelved and that controls must be put in place to
prevent the use of B-Party intercepts as fishing expeditions’ ™

3 Commonwealkth of Austalia, Pasamensary Debates, Honse of Represenmtives, 16 Febroary 2006 (P Ruddock) 8,

bl

fing

See THecommrumications (Iieseption) Ao 1972 Repors for the Year ending 30 Juse 2004, pavas £.13-4.Table 5.

25 Whereas ASIO may seek 2 telecommundcations service under Pare 2.2 for @ perted of six months, B-Party warrang
ste ooy svailable for thiee months. Similardy, while law enforcement officers can sesic 2 Pare 2.5 wazrzane for 90 days,
B-Pary warranes under Part 2.5 may ooly be isued for 45 days (see ss PB3A) and 43(3)].

26 Submission to Senate Legal and Constitntional Legislation Commitere, Pardiament of Avustralia, Canberra, March 2006
{Auvgrabian Privacy Foondarion ) 8.

27 Bluan, sboven 1, parss 12,1212.10, Blonn referred to the Feders! Covre case of Flandgas v Ceinsnisizuer of the Australian
e oy A Fl 5 d N
Faderal Palie {1995} 40 FCR. 149,

249 iid pavs 1230 (emphasis added),

30 Ibid paras 12.6-12.5.
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Senate Committee expressed concern about the potential privacy

INVasion:

_the Committes accepts the need for B-party warrants. However, the invasion
of privacy of innocent parties who become the subject of surveillance merely by
reason of association is very significant. The key question 13 therefore the extent
to which the Bill provides a framewark for coutrols over the proposed Warmnis
to balance privacy protection with effective law enforcement.®

The

Bwarrants. These recommendations included: ;

Copumittee recommended various amendments to confine the scope of

a requirement for a stronger REXus berween the information intercepred
and security intelligence gathering and law enforcement purposes before a

warrant can be issued:™

that agencies exhaust all other methods of identifying the communications
services used, rather than exhausting all other ‘practicable’ methods;™

that B-Party warrants cannot be renewed;™

¢hat certain communications be exempied from B-Part warrants {including
communicarions berween lawyer and client; clergy and devotee; doctor and
patient and communications by the B-Party with any person other than the

person of interest);®

that there be limits on the subsequent use of intercepted

communications;’®

that there should be stricter supervision of destructon of non-material

content”’

that B-Party statistics be separately recorded by each agency and separately

reported to Parliament™

that the B-Party provisions expire after five years and that they be reviewed

Senate Legal and Construdonal Legislation Commitses, above » 8, para 4.27.

inid Roc 18, para 4.4% Ree 19, pars 456,

Toid Reo 20, para 4.37.
[bi Roee 21, pare 461,

fhid Reec 22, para 4.80.

Phid Ree 23, para 431

Thid RBeo 24, para 497

foid Buec Z4, para 4.97.
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prior o or at that time;” and

bt such a review look moze broadly at the use of AAT members o issue

warrants and issues of emerging technologies. "

€ these recommendations, only the enbanced recording and reporting
requirernents were adopred by the government in its Scnate amendments. Alfempts
by the Opposttion and Democrats to implement the other recommendations were
not sapporied by the government.

2 5 Part 2.5 warrants and privacy considerations

When considering epplcations for Part 2.5 warrants, the issuing authorities
are required to take a range of considerations o account.’’ Prior 1o the 2006
amendments, the considerations were broadly similar in relation to Class 1 and Class
2 pffences, except that the potential invasion of privacy was not a consideration
required to be taken into account for warrant applications in relation to Class 1
offences. We have previously observed this to be anomalous, as the need for specific
consideration of privacy interests does not diminish with the increased seriousness
of the offence under consideration — indeed, there are plausible arguments that the
privacy interest become of greater rather ¢han of lesser significance.” The Blunn
Report recogrised that privacy considerations should be a matrex to be considered
in all Part 2.5 warrant applications.”® The Second Reading Speech sccompanying
the amendrnents™ and the Senate Commirtee Reepore® also recognised the positive
outcome for privacy protection following the remnoval of the distinction between
Clags ! and Class 2, and the reguirement to consider privacy considerations in all
cases. In light of the low rate of refusal for warrants across both classes, the reality, as
the Blunn Report recognised, is that ‘privacy considerations are unlikely to preclude
the issue of 2 warrant for any of the offences characterised as Class 1 offenices or
indeed for many of the Class 2 Offences’.”

2

3G 1hid Reec 25, paes 4111,
40 Tbid Bae 25, parz 4.1 12

41 Privacy considersdons a1z not maters sspresly be considered by the issuing authosity in relation o Pare 2.3
WWALFIDE.

47 S Brzonit and ] Steflios, " Telecommunications Imerception in Anseraliz: Recent Trends & Begulatory Prospecs” (2005}
29 Telecommurications Palicy 875, 885,

44 Bionn, sbove n 1, para &.4.
44 Commonwerlth of Australia, Parfiarrentary Diebates, House of Representatives, 18 February 2006,
45 Senate Legal and Censtdrutional Legisladon Commictee, above o 8, pata 3.9

46 Blunn, shove o 1 pars 5.4,
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2 6 ipierceplion — prohibition on subsegquent use of r
communications

The second prohibition in the interception regime
wse of intercepted material. Section 63(1) prohibits the COMIMuMCaion, use ov
recording of intercepred information. The primary exceptions from the prohibition
include the commuunication of Lawrbially intercepted information for security {ss
&4, 68(2)) and law enforcement purposes (s 68). and the communication by ASIO
of foreign intelligence information (s 64}, Law anforcement purposes include
fhe investigation of prosecution of a serious offence or any offence punishable by

fop life or for 2 periad of at least 3 years (83 5 and 675, Lawfully
be given in A fange of proceedings, including a
punishable by pnprisonment for Bife
Thus, while the lawful interception

prosecuion of any
or for a peried of at least 3 years (ss 5B and 74)
ces, bawfully intercepted

of cornrnunicarions may only be in relation to serions offern
information may be ased for the mvestigations of, and given I proceedings for,
lagsey offences. importantly, the offence which 1s the subject of the investigation
or prosecution need not be connected to the 5erious offence which motivared

arceptiont. OOnce chat information is given as evidence in an exempt
then be given i any proceeding (s THA)

s at the siage of subsequent

Jnprisonnent
intercepted information may also
cerious offence or offence

the lawful 10t
proceeding, it may

7 Dastruction, record keeping and raporting requirements
Secrion 79 of the Act Imposes destruction obligations oD the AFP and the
Auseralian Cri  Where the chief officer of the agency
is satisfied that 2 cestricted record” ‘s not likely to be required for a permitted
purpose’, the records must be destroyed “orihwith’. The AFP and ACC are also
required to kecp detailed records of the warrants that have been issued and the
use made of intercepted inform
imposed on State authoritics as precon

5 5 warrants (s 35(13(a}, (6, ()}

)
A
T 5

mes Comrission CACCT

ation (g5 80 and 81). The same requirements are

ditions to being suthorised to apply for Part

warrangs, the Commomnwealth Cypbudsman is given the
alth agencies in order 0

he records of Commomve

with desiruction and record-keeping obligations (s 83). The
the Attorney-General within three months of the end
weeach of the Act (8 83). iy

repOrt O ANy other
ons must be undertaken by an independent

e Commonwealth ATorney- Ceneral
as to heing anthorised

T relarion to Part 2.0
responsibility of inspecting t
ascertain compliance
Oymbudsman must report 1o
of each financial year (5 84),and may
celation 1o State agencies, regular inspect

with reports being given 1o il

State anthority,
(s 3%{ )b~ (o). As indicated above, these are preconditio

e ——E—E
&7 Dchned as ‘s cecord other chan 3 £9p% chat was ohrained by means of an Enimccprien,whciher ar net in Conmravention

of subseetion {1}, 0l a CORMUTICa s systern’.

sion passing over 3 releeonmmunicats
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e apply for Part 2.5 warrants. Commonwealth and State agencies also must give
annual reports to the Commonweslth Attorney-General in relation to Part 2.5
interception warrants and the use made of intercepted information (ss 94 and 96}

The Attorney-General must then report on these matters Lo Parliament.™

Prior to the 2006 amendment, the Cormunissioner of the AFP had the responsibilicy
of leeping registers of Warrants, containing information sbout Part 2.5 warranis.
That responsibility is now to be exercised by the Secretary of the Atorney- Generals
Departiment. The effect of the amendments is that all Pars 2.5 warrants {(whether
issued by Commonwealth or Stae agencies) must be notified to the Secretary of
¢he Attorney-Generals Department (s 53(1)).%

{n reladon to Part 2.2 warrants, the Inspector-General of intelligence and
Security conducts inspections of all requests for warrants under the Iupedor General
of Inselligence and Security Ac 1986 {Cthy.

3 {Data)veillance laws: the new stored communication
scheme

3.1 introduction

The 2006 amendments introduced provisions for the protection of stored
communication, though permitting access to the material under defined conditions.
The schemes broadly contains similar prohibitions, exceptions and roporiing
requirerents to those contained in the interception provisions, although with
tmportant differences. The inwoduction of these provisions followed a protracted
attempt by the government o amiend the TI Act to deal with stored communications.
In 2002 and again in 2004, the government sought amendments to remove the
requirement for a warrant where seored eommunications could be accessed withour
the use of a telecomnmunications line. There followed disagreement between the
Commonwealith Atorney-General’s Department and the AFP on how the existing
interception provisions were 1o be interpreted. The central issue was whether a
siored communication had ceased ‘passing over the relecommunications sysiem’.
The Department’s position was that the accessing of communications prioT to
reaching the recipient’s receiving terminal {e.g.. from internet service providers)
conspiuted 2 contravention of the interceprion provisions, whersas the AFP was of
the viewr that such information could be accessed using the warrants provision in
s 31 i the Crimes Act (Cth). O= thas latter view, governmental agencies coaled use

48 &; the time of writing, the moss recent wpost is for she period ending 30 June 2004

49 With the repesi of s 54, 2 Pary 2.5 warranis now come into force wpon isue.
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their general statutory access and notice to produce powers 1n relation to accessing

such information.

In: the face of continuing disagreement over the proposed amendment, the Senate
Legal and Constitutional Legislation Committee recommended an independent
review of the position, and that the sratus quo be maintained until that review was
undertaken.™ The Telecommunications (Interception) Amendment (Stoved Communications)
Act 2004 (Crh) was enacted to exclude stored communicadons fom the interception
prohibition {s 7(2){ad}). In recognition that this was to be an interim measure, the
2004 amendment was subject to a 12 month sunset clange and, thus, was to cease
operation on 14 December 2005. To allow the government sufficient rime to
implerent the Blunn recommendations, the sunset date was extended to 14 June
2006 by the Telecommunications {Interception} Amendment (Stored Communications and
other measures) Act 2005 (Crhy).

Blunn accepted thar there was a distinction berween intercepting real-time
communications and accessing stored communications, although he acknowledged
that there may seem to be little difference from a privacy point of view. Real-time
voice comnunications, it was said, “are likely to be more spontanecus than other
forms of data communicaton and do not provide the opportunity for “second
thoughts” prior to transmission offered by those other forms'* The Report
recommended that the distinction be maintained.® Although it wes recognised that

auch of modern comimunication passing over the teleconumunications system is not
voice communication, Blunn considered it ‘impractical and undesirable’ to suggest
different regimnes for reai-time access {i.¢., interception) depending on whether the
communication i voice or in some other form.'®

The Blunn Report also recognised that access to stored communications was
inadequately regulated by other legislattion. 'While law enforcement agencies
could access such information for their purposes, there was insufficient privacy
protection in the access anthorisation, and ik storage and disposal processes. ™ Blunn
recommended that a warrant scheme should be enacted with similar elements to
those existing for interceptions, inchiding access by warrants issued by independent
issuing authorites who are to consider privacy implicagons; regulation of subseguent

50 See Senate Legal and Consdrndonat Legisldon Commitwe, Parliament of Australia, Provisions of the Teluwcomamnications
{Tnterceptisst) Amendment Bill 2004 {2004} Senare Legal and Constimtional Legislagon Commitee, Perlioment ofAustralia,
Prawisions of thy Bleconmmunications {Snterception} Amendmeant (Stored Cotmpmnnicarions) Bili 2004 (20043,

51 Bluno, zbove o b, pam T4Z
ihid para 1.4.3.

53 Ibid para L4.4. A sitnilar approach was recommended by an earlier review of the US federal witewap laws: The Blecronic
Froptier: The Challenge Gf Unlawfal Cosduy fusoluing The Use OFThe Fucersiet - A Report Of The Presidons ¥ Working Group On
Uindawfed Condece O The fnserngr {March 2000 keep/ /worwensdel.gov/ eriming!/ cybercrime/ unlewfil hem#ECPA

54 ihid para 181
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s

se; and storage and deseruction provisions.” [mportantly, Blunn was of the view that
he data access procedures should apply not only to communications stored within
he system, but alse information stored in electronic equipment in the possession

of the intended recipient. For Blunn, the privacy issues applied equally to both.”

%

2.2 The prohibition on accassing stored communication

Purporting to implement these Blunn recommendations, s 108 of the TTA At
prohibits the accessing” of stored communication without the knowledge of either
the intended recipient or the sender of the communication.™ Tt is sufficient to have
knowledge for these purposes if 2 written notice has been given to the person {3
108(1AY). The knowledge element preserves other overt access mechanisms which
involve the knowledge of one of the parties to the communication.™

The definition of ‘stored commmunication’ has been amended to mean a
communication that is not passing over a telecommunications system, is keld on
equipment operated by a carrier, and cannot be accessed on that equipment by
2 person who is not a party to the communication withoue the assistance of an
emplovee of the carrier (s5(1)). The amended definitdon is intended to clarify that
the provisions do not cover aceess to information that involves the knowledge of
a party (i.e., overt access) or which does not require the assistance of an employse
{i.e., access to voicemail or text message where a mobile phone is seized from a
suspect’s premises).™

3.3 The warrant provisions

There 15 a range of exceptions to the prohibirion on accessing stored
cormmunications, primarily those allowing-access under an mterception warmant (s
108(23(H)) or a stored communications warrant (s 108(2){a)). The former essentially
operates to expand the authority of an Interception warrant to cover stored
communication that would have been covered by the interception warrant if 1t
were still passing over a telecommunications system (s 108(3)). As the Explanarory

53 Ibid pars 18],

56 Ibdd pars 16,3

57 CAccessing’ 3 stored commuanication consists of ‘Hstening o, reading or recording such 3 communication, be means of
squipment opsrated by a carnern, without the knowledge of the intended recipiens of the communivation’ & SAA).

58 The amending provision originally refersed only w0 the knowledge of the recipients, bur was amended in the Senas:
Commornwenleh of Aosrralia, Parliomeniary Debares, Senate, 29 March 2006, 88; Commonwenlth olAusealia, Puflamenzary
3 ] B ¥

Bebares, Benace, 30 March 2006, 3,

50 Ses discussion thid 2

60 Supplemencary Explanatory Memorandum, lelecommunicatons (Intercepuon) Bill 2006 (Crh) 2 As the notz vo s 108
says, the secion ‘does not prohibit arcessing of communicadons, that eve no longer passing over # telecommunications
systen, feonn the intended recipiont or from a relecommunications device in the passession of the intended recipient’.

z]
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e absence of this exception, interception Warrans. which

Memorandum said, [iin th

only operate prospectively from ihe time they are served on ¢he carrier, would not
authorise access o srored communication previcusly sent, meantng that an agency
would need to also obtain 2 stored communication warrans t© ensure complete
access to ali communications’ ' Access tO srored communications for ASIO s
auchorised in this way: the authority of Part 2.2 interception wWarrans is extended

co covey stored communications (s 109).

However, because there 18 2 Lroader group of enforcement agencies who can
apply for a srored communications warrant ¢han those entitled under Part 2.5,
o stored. communication warrant system for enforcemant

jssue stored commiinications warrants in respect

~ounds for suspecting that 2 carrier holds
erson, and information ‘that would be
section with the

Tgrt 3.3 sets out A separat
agencies. lssuing authorities can
n where there are raasonable g

of a perse
coped commupdcations 10 OF from the p
kely to be obtained’ from access corould be fikely to assist m con
investigation’ of ‘a serious conmavention in which the persen is involved’ (s 116). In
deciding whether 1o 183ue che warrant, the issuing
of matters including privacy considerations. There is the po
and restrictions 0 be placed upon the warrant (3 117},

5
i

authority is to consider a range
ssibiliry for condinions

Although resembling the broad framework of interception warrants, there are

smportant differences. First, issuing authorities include not only faderal court
judges and AAT members, but also State magistrates {s 6DDB;. Secondly, addicional
agencies may apply for stored communication warrants. 1o addition to those entitled
under the interception DIOVISIONS, all agencies responsible for administering a law
imposing 2 pecuniary penalty or sdministration of 2 law relating to the protecion
of the public revenue may apply for 2 stored communications warrant.® The
Txplapatory Memorandum suggests that these agencies would include the Australian

Custorns Services, the Australian Tax Office, the Australian Securities and Investinent
UInlike the framewo vk

Commission, and similar State and Territory agencies.™

ander the interception regime, rhere iy no Commonwealth vetiing mechanism for
Sate agencics. As discussed above, on satisfaction that State agencies have requisite
inspection and reporting mechanisms in place, the Autorney-(General can declare a
State agency to be eligible to apply for imUETCEption WArTanis. Mo such mechanism

apphes under the stored communication provisions.

4T

»

N

reladon o ‘SEriQus COnTraveniions . These

Thirdly, warrants may be sounght in
s a5 in the case of intercepton

are defined to inciude not only ‘serious offenc

LTy Memoranduom, Teferpsmmusicatlons ¢Tuizrcephion; REill 2006 (T 18
&7 ‘Bnforcemmens sgencies art defined (sees 3(10 by seforence to s 282 of the Tolpeommaniiations Art 1997 (. Potendally,
irory government could be granted acorss © chese warrans for the purpose &F enforoing

aniary penaldes

&1 Explana

pany agencies of Srre and Ter
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warrants, but also offences punishable by imprisonment for at least three years o7 a
fine of at least 180 penalty units {or 900 in the case of 2 corporation); and statucory
contraventions that give rise to a pecuniary penalty ot equivalent monetary Habilicy
of 180 penalty units {or 900 in the case of 3 corporation) (s 5E). Fourthly, 2s will
be considered further below, reporting requirements for stored commurication

wrarrants are not as burdensome.

The broadening of the access regime and the relaxation of various threshalds
in relation to stored communications appeared 1o be sustified primarily on the
basis of a perceived difference between real-tirne and stored cOmMmMUNICANONS, a
dissinction made in the Blunn Repore. Blunn focused on ¢the distinction berween
‘spontaneous’ forms of communication and forms of commmunication which allowed
for‘second thoughts’. This was reflected by the responses by the Atorney-Generals
Drepartment to the Senate Committes when quizzed about the Blunn distinction
berwaen real-time and stored communication:

hir MclDonald [Assistant Secretary, Attorney-General’s Dyepartment): | had some
quite intetesting discussions with Mr Blunn sbour this issue, and 12 18 not an a8y
one, but certainly the idea that it is slighdy more considered is something that
was in his mind ot was something that we discussed, 1t something that is in
writing — sorething that definitely involves more consideration of the exprassion
~ aithough there is the speed issue.™

M MeDonald then explained that some written forms like text messaging can

be sent guite guickly.

However, there is a number of difficulties with the making of that distinciion.
Lven if one accepts the rationale, thar written forms of communication volve more
consideration or reflection, the live/stored distinetion is not a good APPIOXImManon
for the spontanéous/considered distinetion that Blupn had in mind. Both live
commumication and stored commmunication may CoOmprise forms of spontaneous and
considered communication. In fact, the amendments recognise this by extending

“the authority of interception Warrants ro cover stored commurnications. Flowever, a3

alluded to by Mr McDonald of the Agtorney-General’s Department, the assumption
that the written form is more considered does not hold as 3 general rule. This poin
wras the subject of discussion during the Senate Comgnities process and the Senate
debare. The opposition to such a distnction was weill ithustrated by Senator Stot
Despoja’s comments during the course of the Senace debates: ‘[flhe sremise chat
more consideration or thought may be put into an SM5, an grmail messige or 3
message left on voicemall in cornparison o 2 telephone conversation i, in this day

64 Dvidence to Senate Legal and Constinaional Legidation Commines, Paclament of Ausralin, Canber. 13 March 2008,
fGeoffey McDonald) 55. :

See, for example, Bvidence w Semte Legal and Constitntional Legislation emmioee, Parhament of Australiz, Canberna,
15 March 2006, (Prof Georgs Willlams) 28, 31

[l
i
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and are, spurious.’®®
4 - fi

In any cvent, even if one were 1o accept the spontanecus/considered distinenon,
and that the live/stored distinction was a reasonable approximation, it raight still be
argued — as Blunn accepted — that from a privacy perspective, there is no relevant
difference that would justify different levels of protection.” Clearly, as the Blunn
Report concluded, the mode of expression does not alter the reasonable expectation
of privacy in respect of such personal communicaions. Moreover, it is possible to
argue that law enforcement access o stored communicatons (email, BM3 messagas,
etc) enlivens an even stronger privacy interest in these cases, the state is seeking
access to past communications that record thoughts and behaviours of individuals
aver 2 much longer period (if measured in the equivalent of real-time)} than the
standard three months of prospective surveillance permitted under interception
warrants, In sach cases, the condirions of access to such material should be mors

rather than less stringently enforced.

The Senate Cominittee accepted that the relevant distinction in this context i
Lerween covers and overt searches, and the guiding test should be the impact on
individual privacy.® Given the sigmficant impact of covert access on privacy, and
considering that the wider group of enforcernent agencies have aceess Lo covert access
methods. the Committee recommended that: (i) enforcement agencies able to access
seored cornmmunications should be imited to those eligible under the interception
srovisions;’® (i) States enact complementary legislation as a preconditon to being
entitled to apply for a warrant”* (i) warrants be Limited to criminal ofences;? and
{iv) issuing authorities be limited to those under the interception provisions.”

The govermmnent did not seek to implement these recommendations, and did not
support the Opposition and Democrat amendments seeking to do so. In rejecting
these amendments and a correspondence of live and stored communication, Senator
Ellisen said that:

to; compare stored communications with a communication that is ralkang place is

66 Commonwealth of Ausaslia, Perflamentary Debates, Senate, 28 Warch 2006,

47 See Submission o Senaw Legal 2nd Constitutional Legidation Commisies, Paciament of Auseralia, Canberra, March
2006 {New South Wales Council for Civit Libertdes) 3 Awrralizn Privacy Foundadon abowe n 28,5,

&5 Senate Legal and Consciwrional Legisdatton Commitize, sbove n 8, para 3.39.

59 In fact, ASTO had provided information: that [thhe majorivy of | seecss wo smails [eame] Som access u chie wsers end’
and that in the previcus 12 months &t bad not accessed stered communications from an nmeiaet service provider: ibid
pazas 3.36-7.

70 ibid Rec 2, para 34E

71 thid Rec 8,367, O, ar lesst 8 an inzerism meastze, thae che definition of enforcement agency be pmended o allow
an zgency to be sxcluded Bom bring sble so obaln o sored commusnieatien warrang {Rec 7, pama 3.68).

72 ibid Rec 3, 343
7% ihid Rec 5, 360,
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somewhar ureal. ... [{Once 2 message of communication has been transmitted
iv is of 2 different nature to one that is In process. That s precsely what was
scknowledged by Mr Blunn in his report when he acknowledged the ditference
Leeween real-nime interception and a comnunication that has been weceived ™
However, given the discussion above, if 2 transmirted cormmunication is different
in nature to a comrmupication whilst in cranspnission, that rationale is yei to be

pravided 7

4 Prohibition on subseguent use

The prohibition on sabsequent use of stored communication information
and related exceptions broadly mirror those for the interception scheme. Stored
communication informanon cannot he communicated, used, recorded or given
‘n evidence in a proceeding (s 133). The principal exceptions include the
communication of lawfully accessed information for security (s 1306, 137 and
lsw enforcement purposes (s 68), and the communicagon by ASIO of foreign

Y

intelligence information (ss 136, 137).  Law enforcement is, however, much
broader than ander the interception provisions. The permitted purposes inchude

investigations and prosecutions ox offences punishable: by imprisonment for 2
period of 12 months or by 2 fine of at least 50 penalty units {or 300 penalty unies
in the case of corporations); and investigations and proceedings for recovery of
pecuniary penaliies of at least 60 penalty units {or 300 penalty units in the case of
corporations) (55 3B and 143). Lawfully accessed information may also be given in
2 range of proceedings. Again, the proceedings are broader than those under the
interception provisioms (s 5B and 143). As with the intercepsion provisions, the
threshold for subsequent use is Jower than the warrant thresholds, and subseguent
use nead not be connected to the purpose for which the information was accessed.
Cince thar information is given in evidence in an exempt proceeding, it may then
be given in any proceeding (s 145).

5.5 Destruction, record keeping and reporting requirements

Similar to the intcrcepdon provisions, stored communication information in
the possession of an enforcement agency, must be destroyed ‘forthwith’ where the
information is no longer regquired for the relevant purpose (s 15). However, thers are
important differences in relation o the record keeping and reporting requirements

T4 Commonwerld of Ausiratia, Parliamentary Debates, Sepate, ng Mareh 2005 (Sen. Chris Ellisom) 42,

7% 1p shonid be nowd dhac $enator Ellison also wied o junify the diferens veaunent on the basiy that =n inwceprion
warrant involves ongeing monitoring, whereas 2 stored conuvunication wagrant involvee acoess ava fived polar in dme
le there may be such @ difference, ic sl remmaine onclesr why chis should

to information already received {ibid). Whil
be 3 relevant considemtion smppoTng ks siringent geanment for stored conymunicaions warmans. 1o the conwary,
ihe setroactive nature of stored COTMIMUNITAtIONS WArFANIS May suggest that more swingens meagures be put in place for
seoved COMMURCALIONS WarTants.

R
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for stored cormunications warrants when compared with those discussed above in
relation o ingercepnion warranis. First, while enforcement agencies have to keep
records, the conzent of those records are not required to be as detailed as those
ander the intergeption Provisions. Secondly, the information to be provided by
enforcemnent agencies to the Attorney-General, and then reported by the Amtorney-
Genersl to Parliament, is also significantly less detailed (ss 162 and 163). Thardly, as
nored earlier, there is no equivalent niechanism &0 that in the inrerception provisions
thar requires a State agency Lo have record keeping and reporung mechanisms in
place as preconditions o accessing the stored commupications warrants, The less
hurdensome requirements were said n the Explanatory Memorandum to reflect
‘the wider agency access and the lowet thresheld to be met’.”™

These less burdensome rCQUrernents Were the subject of criticism through
ihe Senare Comimittee process and in the Cormrnittec’ report. In response,
the Commitiee emphasised that the ‘reporting obligations are vitai o provide
adequate ransparency and accountability for the stored COTIRCAions Warrant
regime’ and that "a lower offence threshold does not equate 1o a lesser repoTiing
obligation’.”? The Committee recommended that the ‘Bilt be amended to reguire
agencies and the [Attorney-General] to report on the use and effectiveness of
stored communications Warrants in a manner equivalent to the existing reporting
obligations for telecommunications interception warrants 7 The Committee aiso
recommended that time limits be included within the legislation for the review
and destruciion of stored communicaiion information.”

The government, however, did not implement these recommendations, and the
Cipposition and Diemocrat proposed amendments designed o give them effect, were
jot supported by the government .o the Senate. In opposing the amendments,

i

Senator Filison said:

e believe that the reporting propesed by the government is sufficient, When

you lock at the [T1Act] reports that are being furnished to the parkiamens, they
are indeed detailed ... It 15 a comprehensive report. We belisve that to go as far
as the Democrats are SUggesting conld el have some operational impact and
we are not inclined to support these amendmentis.”
it appears that the ‘operational impace’ che Senator had n mind was that organised
criminals would be able to track the trends of law enforcement revealed in the

&  Buplanarery Wiemaranduny, Tlecommuneations {Inrercepuica) Bl 2006 (Sl 13
77 Semate Legal and Constitutonal Legislation Commitee, sbove o B, para 3.88.

¥4 Tbid Rec 11 pars 391

79 Ibid Rec 10, para 3.81.

85 Commonwealth of Australia, Parlfomaniary Flebates, Senate, 30 Mareh 2006 (Sen. Chris Blison; 28,
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annnal reports, and change their methods accordingly® When pressed further by
Senator Stotr Despoja on how the “basic’ statistical information revealed in the
interception reports might create operational problems,” Senator Fllison rephed
dhat the Senate Committee’s recomumendation about reporiing requirements e
still being considered, and that Senator Stott Despaja’s concerns would be ‘taken
on board’ ¥ 1f the ‘operational impact’ is affecting policy development in this way,
there is 2 real danger that future amendments might, in fzet, go the other way and
iower the reporting requirements for inrerceptions as well.

Finally, the Ombudsman is given an inspection and reporiing role m relation
ro stored commupications warranes issued 10 enforcement agenciss {s 133).
The Ombudsman must report on agency compliance with record-keeping and
enforcement obligations within three months after the end of each financial
year. During the Senate Commuiitee inquiry, the Ombudsman subrnitted to the
Comunittee his concern that the expanded role would impase an additional burden
on the resources of his office. Professor McMillan indicated that it would be likely
that grearer resources would be necessary 1o complete the additional functions, and
that it would be usefal if the reporting deadline under the scored communication
regime be extended from three to six months.® The Senate Committee supported
these reguests. ¥ In declining to support Opposition and Demoecrat amendmenis to
give effect to these recormendations, Senator Eflison said:‘{the SOVELNIIENt| Sees 10
reason to delay the report of the Ombudsman —1n fact, it should be reporting which
is fairly expeditions’. Although recognising that the government would continue to
consider the Committee’s recommendations, the Senator concluded that ‘{alt this
stzge, there 1s no compelling reason ... to agree o this amendment’ %

4 Balancing away privacy interests

4.1 Introduction =
We have previously observed that various developments since the enactment
of the TI Act have placed comsiderable pressure on privacy in a way not ininaily

81 lad 18-85,

g2 Thid 29.

83 Thad 30

84 Subrmission w Senate Legal aud Legislarion Commities, Parbament of Avsmalia_ Canberre, March 2006 {Commanweslth
Oyphudsman) -3 :

75 Senate Legal and Comstiradonal Legishrion Comanitee, above n 8 Ree 12 and 13, pasis 2.92 apd 3.93.

a8 Cormmonwealth of Ausmalia, Bufianesisry Debates, Senate, 30 March 2006 (Sen. Chris Ellison) 26. 1 ronically, this position
was put forward shortly prior to the Senaiwor’s forced acknowlodgment that che Axorney-Generals report o Pardiament
for the year nding 34 Juns 2005 had nov yet been mporeed ro Fazlizmens (ibid 28).
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contemplated. The regulatory landscape has shifted o such an extent thar there is
no longer a position that resembles 2 ‘balance’. We called for legislative reform that
places rights protection - which extend beyond privacy to include righs for a fair
trial and due process - at the cenvre of regulatory design.™

The response to such calls secmed promising, at'jeast in respect of privacy. In
his findings, Blunn said that ‘the protection of privacy should continue to be a
fundamental consideration in, and the stariing point for, any legislation providing
access to telecomrnunications for security and law enforcement’ ™ The Senate
Committes commenced its task with the following staternent: ‘[tlhe principal
consideration of legislation which governs access to personal communications
should be the protection of privacy’ ¥

Tiespite these statements, the government’s approach remains one of ‘balancing’
privacy constderations with security and law enforcement objectives and, indeed, most
of the parliamentary debate is couched in terms of finding the right "balance’.

However, there is a growing recognition that a balancing approach o the legal
regulation of covert surveillance is problemaric. The New SouthWales Law Reform
Commission had initially raken the balancing approach, arguing that privacy interests
rmust be weighed against legitimate societal interests in preventing and prosecuiing
crime. ™ Trsubseguently revised that approach following further research, concluding
thai the balancing approach was “inherently flawed’.” Although a persistent idea in
all arezs of policy development, balancing models rarely achieve an accommodation
between competing interests. In other law enforcement contexts, critical scholars
have argued that ‘balancing’ tends to prioridse the interests of crime control over dus
process.” In the context of telecommunications interception, the balancing process
has systematically traded-off privacy interests in favour of law enforcement.

The remainder of this paper will gonsider the extent to which privacy mnterests
have been balanced away through the adoption of "balancing’ rhetoric. Firse, iv will
be seen that the accelerated passage of the 2006 amendments through Parliament
did not allow for a proper consideration of the privacy implications (Farr 4.2.).
The Senate Committee process, which is often prased for the contribunion that
it makes during the legislarive process vowards rights-protection, was marginalised

87 Bronitr and Seellios, shove nn 42, 887,

88 Blunn. above o 1.3 {cmphasis added).

B9 fhid 7.

90 Mew Sourh Wales Law Reform Cormmassion, Swrveilance: A fiieritn Reporr, Report Mo, 98 (2001,
91 fbid para 2.4

92 A Asheworth, ,Crime, comnmunicy and creeping consequentialism [1996] 43 Criming! Lot Revien, 220-30:5 Bronii and
I Rioche, " Berween Rhetoric and Realiny: Sociolegal and Bepublican Perspeotives on Enmrapiment” (20003 4 luernatioaa
Sournal of Evidence and Preof 77.
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(Part 4.3.). Secondly, it will be seen that the two main mechanismms within the
legislative scheme to protect the privacy interests of a person who is the subject of
4 warrant — the warrant system (Pare 4.4.) and cavid remedies (Part 4.5.) — are largely
illusory. Thirdly, the 2006 amendments justrate that, when the opportunity arises

for 2 consideration of which interests should prevail, securicy and law enforcement

objectives systematically prevail over privacy mnterests (Part 4.6.}.

4.2 The process of ‘balancing’

1f the model of ‘balancing’ interests is to have any legitimacy, the process of
law-making needs to be capable of taking varicus interests RO ACCOUNE. The
2006 amendments to the T Act, however, are ai example of a process that did not
adequately allow for a proper exploration of how the proposed law impacts upon

competing interests.

Phe amendments were intoduced into the House of Represenmatives on 16
February 2006, and were debated on the evening of 28 February and the MOTTHnG
of 1 March, The Bill was then introduced into the Senate on 1 March 2006 and was
immediately referred to the Senate Lega! and Constitunional Legsiatdon Commuriee
for review by 27 March, Witten cubmissions were invited by 13 March, and 2
public hearing was held on 15 March. Only seven days notice was given for those
wanting to provide written submissions, and only three days notice was given tor
those wantipg to appear at the hearing. The Senate Committee reported on 27
March, The Senate debated various smendments on 27, 28 and 30 March, with
the legislation passing the Senate wiih amendments on 30 March.

“arious submissions to the Senate Cornmitiec c::empiained about the lack of

time to properly consider the amendments. The Law Society of South Anstralia
said that ‘[tfhe very short timeframe given for consideration of this rnajor piece of
proposed legislation is of grear concern and has not allowed proper consultation
and consideration of 1% The Law Touncil of Australia said that [i]a the consext
of the Bill, it is partcularly important {0 provide reasonable time for consuliation to
ensure that the government can properly consider concerns ofthe Anstralian people
and to achieve an appropriate balance between safeguarding fundamental huran
rights and the “threat to the Australian people’™.?* Even the most comprehensive
subrnission made by Electronic Frontiers Australia complained of insufficient tme
ro consider all the amendments properly.” The Supplementary Report of the

N

%3 Bubmission to Senare Legsl and Constitutional Legislation Commites, Parliamant of fusmabia, Canbeera, 14 dMurh
2006 (Law Sociery of Sourh Ausealiay 1.

L)
=
p

submision to Senae Legal and Corimutionl {egislation Comminee, Parliment of Australia, Canberra, 13 Mazch

[

006 (Law Council of Austratia) &
04 Tubmision o senate Legal and Comsamtonal Legistation Commiies, Pagiiament of Australia, Canberrs, 17 Mach
& S

2006 (Blecrontc Frontites Australia), thove n 17,8,
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Australian Democrats to the Senate Committee’s Report noted “with disinay the
tack of fme that the committee had been sliocated to report on the hill’.* The
tack of dme for both the Senate Commiitee and shose submitting to the Committes
was a frequent complaint by the Opposition, Democrats and Greens throughout

the Sepate debace”

The government defended these attacks on the basis thar urgent legislation
was needed on stored comumunications hefore the sunsct date of 14 june. While
rhis may address the stored communication provisiops, it provides an insufficient
hasis to explain why thie other privacy-impacting amendmenis were pressed at that
vizne in the face of opposition in Parliament and from the Senate Comumittecs
bipartisan report. The government ermphasised on & number of occasions through
the parlizmentary debates that this was the first step in the process of responding
ro the Blunn report, and that other recommendations from the Blunn repott apcl
he Senate Committee’s report are the subject of ongoing review. It remains to
he seen whether other privacy-proteciing recommendations will be the subject of

farure amendiments,

The speed with which the anendments were considered not ondy denied sufhcient
e for consideration of their impact, butit also at tirnes created confusion within
the Senate whilst amendments were being debated. The most obvious example was
when the Senate was considering an Opposition amendment dealing with copies
of stored communication. As explained above, the amendments introduced a new
definition of stored communication. Electronic Fronders Australia had argued to the
Sepate Comrmittee that it was not clear whether a copy of a stored communication
is to be regarded a5 a stored communication for the purpases of the Act. The
Sepate Commitiee recommended that the B3l be amended ‘to ensure that copies of
communications can not be accessed without a stored COMMUNICAIONS warrane .
The Opposition’s amendment o implement this recommendation was supported
by the Democrats, but opposed by the government. Howsver, in explaining why
the government opposed the amendment, it Lecame clear that Senaror Eliison
misunderstood the nature of the amendment:

¥ think Mr Torm Sherman coversd this aspect i 3 report several vears age. The
governraent coasidered it then and decided not to proceed with it As understand
it, the agencies concerned have indicated that there is an admumsmative burden i
this which far sutweighs any benefit that might be provided by possible enhanced

Addisionst Comments of Dissent, by the Ausraiian Diemaocrars’, Senare Legal and

ag ‘Supplementary Repers with
the Telorommussicazionts (Fazeeeption Bilt 2006

T ensgmional Legislaton Comnmittee, Paciament of Australia, Provisions of
(2006) pars 14

97 See for eample! ammmonwealts of Australia, Parfanesary Debates,
of Auseralia, Parlfamentary Debates, Semais, 30 March 2006, 2%, 40

Serate, 38 March 2006, 54, 55,76, 79, Cornmonwesith

98 Sesare Legal and Constitational Legisltion Comuitiee, above #, Ruec 14, parz 3.107.

Page 144

E‘;’}

[

[
keeep
in nis
thatt
Then

15

T
const
WaIe
heing

#

A

legis

~F

T3S




c dismay the

o
Bl The

ornInitiee

3t copies

L WATTATE

d

&

o

4
DI WA

The First Workshoo on the Socisl tmplications of Naltional Securily

acoountabiling™

Senator Ellson was discussing a different point about extending the record
keeping and destruction obligations under the TI Act to include copies of records.
in his review of named person warrants in 2003, Tom Sherman had recommended
that the definition of restricted record be amended to include copies of records. '™
Thers is no indication in the Scnate debate that any of the parties recognised this
misunaersianding.

Thus, in addition to the concerns expressed about tme Hmitations affecting 2 proper
consiceration of the impact of the amendments, the speed with which the amendments
were passed also irnpacted upon the capacity of legisiarors o understand the scheme
being enacted. Both of these consequences have a negative effect on policy and
legislative design. If the “balancing’ model is to be adopted, the process of law-making
st provide a genuine opportunity for the balancing of compenng interests.

4.2 The effectiveness of the Senate Commiltes system

Despite the limitations confronting the Sepate Commirtee, 1ts members
displayed tmpressive comprehension of the legislative scheme and the issues arising
from the proposed amendments. The Committee produced a bipartsan report
which responded to the key issues raised by the written and oral submissions.
The Commitree considered that, in a number of importani respects, the proposed
amendments tlted the balance too far away from the proteciion of privacy interesis
and recommended varicus amendments — many of which have been or wili be
discussed in this paper. The Democsat Sapplementary Report dissented only in the
sense that it soughs further privacy protection within the legishative scheme.

While purporting to respond to the Commirtee’ report, it is quite clear that
¢he government’s amendments in the Senate only reflected the privacy concerns
of the Committee in 2 limited way. The only privacy enhancing recommendation
incerporated by the government into its amendments wag for B-Parry warrant
seatistics to be separately reported to Pagliament.'” The Opposition and the
Democrats sought to introduce further amendments in an attempt to implement
sther Comrnittee recommendations, however, none of these astempts were supported
by the government, including Senators who supported the amendments as members

9% Cemmomwealth of Auscralia, Parlfasrentary Debares, Senate, 28 March 2006 (Sen. Chris Elison} 136,
180 Tom Sherman, Repore of Review of Named Person Warnaats and Other Maress, {Commonwealth of Awstealia, 2003} Ch .
The defisition had been amended by the Teleeommumrivations {husreeption) Legislation Amendmen: Ao 2000 (Cehi ro exdude

copies from the definition.

| Bee Senate Legal and Constiutonal Leghlarion Commister, shove n 8, Rec 24, pare 4497, There was some e
the Senate as to how meay Senate Commitres ecomumendarions the government had sdopied; see Cormmonwealts of
Sassivabia, Parliamestiary Debates, Senate, 30 March 20068, 142,

=
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of the Senate Committes. This turnaround led Senator Stotr Despoja to say during

the Senate debates:

We have backbenchers in here today who signed off on the legisiative repart
but were forced [to] vote 2gainst the recomumendations contained in that report,
Doesn’t anyone have a problem with that? | think that 1s quite cxtraordinary.
Some of the safeguards built into that majority report and proposed for legislanon
have since been voted against by the people who mooted them. Maybe the

Senste committee process is a farce now. ™

The government defended its lack of supporr for further amendments (©
implement Committee recommendations on the basis that the recommendations ae
the subject of ongeing review. Thus, the relecommunications interception contoxt
may provids an early test to see whether the denate Committee process will serve
2 useful role in an era of government control of the Senate.

4.4 Bafeguarding privacy through warrants

The warrant system in Australia is often presented as an imporiant safeguard
for the protection of privacy mnerests. Following the 2006 amendment, privacy
protection is a factor to be taken into account in the issuing of all Part 25
interception warrants and stored COMMUIICALIONS WaTTanis. Although it is not a
factor expressly to be taken into account by an lsswng authority n relation o Part
2.7 warrants, the legislative scheme does not preclude consideration of the impact
upon privacy. There are, however, some problems wich sesing the warrant systemm

as providing 2n effective bulwark against arbitrary intrusion info privacy.

Eirst, as noted above, the Blunn report said that privacy €on siderations are unbkely
ro outweigh security and law enforcement considerations. This observation is

supperied by the experience with Part 2.5 wargants. Tible 1 shows the application
T

seatistics for the last three reporting vears. The figures cleadly show ghat an almost
negligible percentage of applications are refused or withdrawn. The figures are
ot facther broken down into percentage of applications withdrawn and refused.
However, even if all applications in chis group were refused, the percentage of refusal

is seill very low, peaking in 2003/4 at one per cent.

There are mechanisms which could be incorporated into the legisiagve scheme
at the point of issuing warrants which would allow for a stronger recognition of
privacy interests. In Queensiand, a Pl has the role of appearing at the hearing
of applications for surveillance device warranis o examine witnesses and make

167 Commonwealth of Auseralia, Parlinpresiary Deliares, Senave, 30 Mazch 200, 44,
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submissions on the appropriateness of granting the application.”” In its submissions
to the Senate Cornittee, Electronic Frontiers Australia suggested that a2 public
interest monitor be incorporated into the legislative scheme. During the course of
the Senate debate, the Democrats suggested that a public incerest monitor, based upon
the Queensland model, be incorporated. However, no amendment was pressed.

Secondly, the involvement of judicial officers is often seen as central 1o the warrant
process, but the judicial involvement is increasingly being moarginalised. As voted,
thece is no judicial involvement in Part 2.2 warrants. But, even in relarion o Pare
2.5 warrants, judicial involvement is increasingly mere limiced for two reasons: first,
Federal Court judges have been reluctant to participate in the process and, secondly,
the overwhelming number of applications is now made to AAT members.

Tn relation to the firse, there has been a general retreat from the warrant process by
Federal Court of Australia judges since the High Court’s decision in Giollo v Palmer. o
The Court in thar case considered whether the function of lsstung a warzant was
compatible with the constitutional scheme of separating powers among three arms
of government: the legislature, the execunive and the judiciary. It is well established
constitutional doctrine, that federal courts created by Parliament are only able to
exercise judicial power or non-judicial power that is incidental to the exercise of
judicial power.'% The High Court held that the ssuing of an intercepricn warrant
is an exercise of executive, not judicial, power. However, with considerable judicial
jngenuity, the Court cleared the way for federal court judges 1o issue warrants if: (i)
the power is conferred on the judge in his or her personal capacity {i.e., a8 persona
designaia); {ii) the funcdon s not incomparible with the capacity of the judge or the
court to exercise judicial power; and (iilf) the judge consents to the exercise of the
power. In holding that the power to issue Interception Warrants was not incompatible
with the exercise of judicial powez, a majority of the High Court emphasised the
desirability of having judicial supervision of the process:

Vet it is precisely because of the intrusive and elandestine nature of Interception
warzants and the necessity to use them in roday’s continuing battle agamnst serious
crimie that some impsrtal anthority, accustomed to the dispassionate assessment
of evidence and sensitive to the commeon law's protection of privacy and property
(both real and personal), be authorsed to conirol the official interception of
communication.'®

It was, the majority said, the ‘professional experience and cast of mind of a judge
thar would guarantee an appropriate balance berween law enforcement agencies and

107

103 Cmesnisiand Police Powess and Responsibifisies Ao 1997 (Qld} s 159,

104 (19951 184 CLR 348,

[}

(05 B v Kidy ex Parte Boflermakers” Sociery of Ansiralic (Boilormakens’ Case} (195€) 54 CLR 254
¥y ¥ 7 A ¢

106 Crofls v Palwrer {19951 184 CLR 348, 367 Brennan O, Deane, Dawson and Toohey JI}.

[

1Q7 Thid 367,
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he nerson of interest. This, however, was not a view shared by all judoes. MekHugh
E J JHis AL

considered that ‘public perception [of judges] must be diminished when the judges ...
ave involved in secret, ex parte adrministrative procedures, forming part of the criminal

investigative process, that are carried out as a rouline part of their daily work ™

In 1998, a number of judges of the Federal Court of Australia and the Family
REAS >

Court of Australia notfied the Attorney-General thar they would cease o paricipate

in the granting of warsanss uader the legishinen. ' Congequently, Parbiament

amended the TT Act to allow AAT memnbers Lo issie warrants. The most recent
numbers show that Family Court judges and Pederal Magistvares are seifl formally
vsilable fo issue warrants (see Tuble 2), bur only three Federal Court judges were

;
{
frrmally available in the 2003/04 period.”™

Table 2 — Awailability of Pederal Court Judges, Family Court Judges,
Nominated AAT Members and Federal Magistrates to Issue Warrants
{information taken from the Telecommunications (Trterception) Ace 1979 Report for the

Vear ending 30 June 2004, Table 30).

ISBUER RUMBER ELIGIHELE
NOMIMATED ART MEMBERS 14

FAMILY COURT JUDGES _ 23
FEDFRAL COURT JUDGES
FEDERA] MAGISTRATES & |

2Ly

]

st

The second rezson why judicial invelverent with the warzant process is more
Ymited is because law enforcement agencies are seeking warrants primarily fom ANT
members. In the 2003/4 period AAT members issued 76 per cent of the warrants
issusd (see Table 3). This figure was even greater 1o the 2002/3 period, when 91 per
cent of warrants were issued by AAT members. The increased use of AAT member:
tor issue wacrangs was noted by the NSW Council of Civil Liberties to the Senate

Committee.t Although the Committee was careful not to make any negative

Ehi

108 Thid 380, Ir was subeaired o the Senate Cabmiree that tere may be some consnuional guestions aver tha wa

provisions for srored communirations becauss of ¢he *siguificantdy more lenkens’ preconditions for exercising the power
sorne’ reporiing requizements see Svbimission o Senate fegal and Constiuriona
Ihers & Tobia Ceame of Publie Law) 4

ang che ‘considerably less burdes
Legistation Commniteee, Parliament of Auseralia, Canberra. 13 March 2005 (Gt

The congral principle for derermining validiny in this context is wherher che judge reraing impartiality and independence
Fom the other smus of governmmens and the relevany court can be said o retain inssitetional inte
emphasised by the Court more recendy in 3 context where similar grincipies e applied (Fardfan ¢

Seare of Queeasland (2004) 210 ALR. 50). There does net appear 0 be anything in the Jegisias
irpartisbioy or integrity 1o any greater exient than dhe provisious before the Courtd

aiidase the provisions. it would be beravse it has sdopted 2 different 2pproach to ehat adopied in G

ricy, This has been

oy
108 Taleconmpaications (fnteneption) At 1579 Report for the Year ending 30 Juue 2004, para 4.43.

dges whio are propared o parsicipaw as
PECE !

e, horvever, may not be 4 irue reflection of the acraal number of |

Jeiny have not formally withdrews their consent 10 lsie Warmszs ilaied.

111 Ser Sonsee Legal and Constinational Legisladon Commireee, above 1 8, rar 255
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observations about the role of AAT members in the process, it recormmended that
a firrure review of the legislation ‘should encompass the broader issues surrounding
the suitabilicy and effectiveness of AAT members in the warzan: issuing regime’.'
The Democrats put forward 2 sironger position during the Senate debates, saying
that they did not support having the AAT as an issuing autherity: ‘Twie believe, not
only from looking at the statistics, that it s lowering a threshold. [t is making i
casier for warrangs to be issued or obtained"® The fact that AAT members have,
at least on one occasion, met with law enforcement agencies o discuss ‘generic
issues” ™ rends to give the impression that AAT members do not see chemselves as
part of the checks and balances on law enforcement.

Thus, the reality of the wareant system does not veflect the perception: the percentage
of wiarrant cases involving the involvement of judges is now significantly reduced.

Table 3 ~ Number of Warrants Issued in 2003-2004 Reporting Year by
Federal Court Judges, Family Court Judges, MNominated AAT Members and
Federal Magistrates (informanon taken from the Telecommunications (huierception)
Act 1879; Report for the Year ending 30 June 2004, Table 31).

: ISSUER

AGENCY FAMILY COLRT | FEDERAL WOMINATED | FEDERAL
: JUDGES COURT JUDGES | AAT MEMBERS | MAGISTRATES
AUSTRALIAN FEDERAL POLIGE ] 2% 5972 20
§NDEFENDENT COMBMISSION 5 o 21 0
AGAINST CORRUPTION .

ALUSTRALIAN SRIME COMMISSION 0 i1 374 5

MEW SOUTH WALES - -

CRIME COMMISSION v . a4 ‘

NEW SOUTH WALES POLICE 10 0 b 457
BOLICE tNTEGRITY COMMISSION 5] G 55 7
SOUTH AUSTRALIA POLICE G 13 113 0
VICTORIA POLICE O G 2659 0
WESTERN %pS}'ﬁAL%AN 12 a o
ANTI-CORBUPTION COMMISSION -

CWESTERM ALUSTRALIAN B

CORRUETION AND CRIME 7 a & ]
COMMISIION 7

WESTFRN AUSTRALIA POLICE 145 0O 33 8]
TOTAL 179 53 2302 &54

112 Senate Legal snd Comstitutonal Legisiation Commites, shave n &, Rec 25, para 4,112, This reootumendarion was

sapposted by the Supplemencary Bepornt of the Dermocrats.
112 Comemonwealth of Ausiralia, Pasfiameniary Diebates, Senate, 30 March 2006, 37.

114 Sherman, above o 100,171,
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o "
4.5 Civii remedies

Part 2-10 of the TIA Act creates a civil remedy in favour of an aggrieved p
in circumstances where there has been an interception in contraveniion of's z\i} or

“5

QIR0

;Ew
)

e B

a communication of information in breach of 5 63, An individual 15 an "aggrieved
person’ for these purposes if the person was a party ta the mtercepted communication
or the communication was mads on the persons behalfl (s 107A). An application
for such a remedy may be made to the Pederal Court of Australia or a court of a
State or Territory, or to a criminal court thar has convicred a person of a breach of
ss 7(1) or 63. The new Part 3-7 creates an identical mechanism for civil remedy m
relation to the accessing of z stored communication in contravention of s 108(1),
ar the communication of mnformation In contravention of' s 133

1

{t is one thing for a civil remedy to be created, it is guite another for it to be
effective. The covert nature of the process of applying for a wareant will mean that ¢
is only when the information becomes public, for example through a prosecution or
enforcement process, that a person may become aware that he or she is an aggrieved
persor.. Thus, innocent persons whose communications have been intercepted or
accessed in contravention of the Act, and who are not later the subject of criminal
srosecution or another enforcement mechanism, are unlikely to know whether
they were aggrieved persons and enfitled to a remedy under the Act. Thas tssue
surfaced during the Senate Committee inquiry, parric"u}a?ly in relation o D-Party
warrants. The verv nature of the B-Party warrant is thai the subject of the warrant
15 likely to be an innocent party who mayv never be informed of an interception.
The lack of such knowledge greatly reduces the effectiveness of the remedy. The
point was made during the course of the Senate Committee hearings, In the conrext L
of a discussion of the possibility of seeking a review by the Ombudsman or the
Inspector-General of Intelligence and Security (1GIST) of an interception. In s
Roeport, the Sepate Commitiee said:

it 1s theoretically opefto any person adversely affected by the B-party
warrant provisions to notify the Ombudsman, in the case of an agency,
or the IGIS in the case of an ASIO warranr. However, the nature of the
provisions and the covert nature of the surveillance makes ir most anlikely

i
i
i
1
i
1
i
i
b

if not tmpossible for such notification to occur As the Commistee Chair

noted in the public hearing:
I am not entrely persuaded that one can complain o

the Ombudsman or the IGIS about 2 telepheone intercept
that one does not know about. '

These comments are egually applicable to the likebhood of secking a crvil remedy

srate Legsl and Constitutional Legistaton Commimee, above 1 8, pars 4,101
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As Senator Stott Despoia said during the Senate Diebate:

Similar to stored coOMMUECation Warrants, we pelieve the ability of an
aggrieved person affected by a B-party warrant {0 access civil remedies
snder the Telecommumpications Act 1S ineffective. Where 2 person has
their communications unlawfully iovaded or where material used fom
that interceprion is unlawfully recorded, they have no ability to seek
redress because they will be complerely unaware that the warrant has been
exercised.’'®

{n 1094, 3 review by Pat Barrefr into the long term cost effectiveness of
celecommunications interception recormmended that ‘agencies should be require
to notify any innocent person whose telephone service has been intercepted of the
fact of interception within a period of 90 days of cessation of the interception'’
As Barrecs noted, there are aotification mechanisms n the Ulnited Staces and
Canada., Barpetts recommendation was not implemented by the government,
but was raised again in a number of submissions to the Senate Committee.'
Fallowing the Democrats snstecessful atrempt to nrrodace an amendment in the
Senate, which would have required notification of a warrant in he case of stored
cornmunications warrants and B-Party warrants, the following exchange took place
hetween Senator Ellison and Senator 5ot Despoja as to the operation of the cwil

rernedy provisions:

Sepator Ellison: ... If there was & wariant executed which involved 3 B
party and nothing was ever done in relation to the information concerning
the B party, where would the harm be to the B party? You would have
sarm only if there wers some action taken or they were prejudiced insome
fhshion. There would be a possibility of that ocearring if you were to have
proceedings in a court and that was all brought out. BHut, otherwise, it
wonld never be acted upon. [t could remain something which was of no
comsequence. .. -

Senator Stor Despoja: [ am not tellong about harm. The bill provides
for civil remedics if there is an aggrieved person. i am wondering how that
person finds out that they are aggrieved or that some harm has been done

e therm. What I am tackling in this amendment is the issue of notficanion

118 Commuomwealth of Austalia, Pasligmeniary Debares, Senae, 28 March 2006, 87-88. The Senaror bad carlies said thas she

thoughe 3 ‘2 fiede amusing that the government bas tncluded o the bill ¢ secdon for civil remedies when the entize
operation of the Waxrang is covert’ at 88

117 Pac Barreir, Review of the Loug Term Cast Effeceivensss of Teleconnnuiicasions Easercepeion {1994) Ree 7, pass 422,

115 Electronic Fronders Anstralia, shove 2 17, paza 94; Avsealian Privacy Fouadaton, shove o 36, pare 18,

119 Commonwesith of Aasralia, Pasfiamentary Debatzs, Senare. 30 March 2006, 13,
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that a warrant has been issued. ... 70

<

Senacor Blison: Under our law, any action has to be based on a ca
k

-

which demonstrates some disadvantage or harm. If a person never knows
thar they have been discrinunated against — and this {8 across the board

— they cannct bring the action.

Senator Ellison’s vesponse that knowledge of harm s necessary for an action
to be brought i self-evident, but it really misses the pomt. The TIA creates a
civil remedy in circumstances where there has been an inferception OF acCess, or
subsequent communication, in contravention of the statutory prohibitions. It is
not a guestion of what harm may result once the information i publicly revealed

the Senator seemed to suggest. The relevant harm giving rise to the smmitory
If an

as
Liim 15 the unlawful interception or access or subsequent COMIMUNICATON.
aggrieved patty is unaware of the clrcumstances giving rise 1o the remedy, then 1t
is an ineffecrive one The responses by Senator Ellison suggest either that, i the
condensed period for debate, the Senator misunderstood the nature of the civil
remedy provisions under the Act, or that the importance of mannining rhe covert
nature of the warrant process for security and law enforcement parposes outweighs
the provision of an effective remedy to an aggrieved person. The second explanation
nore likely, As the Senator said in one of his replies 1o Senaror Seott Despoja.
:

hd
‘[t]he fact is that if you notify people that you have a warrant against them you will

e 3 it o Al & 11 It ] T

4.6 Enhancing security and law enforcement tools but leaving privacy
protection behind

‘the 2006 amendments were described by the Arorney-General as ‘enhanching}

interception powers and privacy protections’.'® The changes, 1t was sald, were

enforcement and

designed o keep pace with technological change and “ensure |
security have the investigative tools to continue to Sght against serious crime and

e S

tertorist activity” '™ While the amendments do enhance interception powers, they

do not, ro any significant degree, enhance privacy protecrions.

that a

On the contrary, as the discussion in Part 2 demonstrates, at every pos
policy choice was to be made between security and law enforcement, on the one

hand, and privacy, on the other, the government chose 10 sacrifice privacy interests.
When introducing device warrants, it was recognised that rechnology would need Lo

120 il
141 Thid 15 The debate continued in similar terms aver three pages of the Senate Mansard: at
1723 Comemonwealsh of Auseralia, Padianiensery Debares, Senare, 30 March 2006, 20,

3 The Hon Philip Raddock ME Enbanced Intercepiion Pawvers and Privacy Prafettizits, Press Reelease, 33 March 2008}
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be developed before it confidently could be said that privacy interests of non-suspects
would not be affected. Nevertheless, it was accepted by the Senate Commiites that
operational requirements of law snforeement and security warranted the amendmendt.
The B-FParty amendments were recognised during the Senate Comumiiiee process as
impacting significantly on the privacy interests of innocent thivd partes. Opposition
and Democrat amendments designed o limit the extent of the privacy Inrosions
were not accepted by the government. The broadex stored cornmunications scheme
with relaxed thresholds was justified on a contested distinction berween real-timne
and stored communications. Opposidon and Democrat amendments designed ©o
restore parity of privacy protection Were not supporied by the government. The
relaxed reporting requirernents in relafion 1e stored comanunicarions were defended
by the government from amendment O ¢he basis that rpors detailed reporting
would have an ‘opsrational impact’ on law enforcement objectives. The concern
expressed by the Ombudsman aboul the capacity of his office to mspect and report
under the siored communicadons scheme within the prescribed period was not
seen as a ‘compelling reason’ to extend those periods.

Oin the face of the amendments, the only significant measure designed to enhance
privacy was the removal of the distinction between Class 1 and Class 2 offences
and, consequently, the Tequirement that authorities issuing Part 2.5 warrants take

ccount of privacy interests in all cases. However, as the Blunn Report recognised,
where law enfarcement needs are shown, privacy considerations are unlikely o
preciude rhe issue of 2 warrant for any of the offences previcusly described as Class
1. Thus, in operation, the amendment is likely to have 2 minimal impact on privacy

DICIecion.,

The government consistently maintained that the Blunn Report and Senate

Comrmittes recommendations would be the subject of ongoing consideration (o
ensure that the regime ‘continues to achieve an appropriate balance berween privacy
and appropriate access for investigation of serious criminal conduct’.'® The 2006
amendments, however, retnforce our previously stated COncern that the regulatory
lindscape has changed to such an eftent that “there is no longer a position that
cesernbles 2 “balance” "% Even if the ‘balancing’ metaphor is adopted, there would
need to be substantial amendmenis to the legislative scheme to take account, at the
very least, of the privacy concerns et out by the Senate Committes.

5  Concluding observations

The TIA Act was originally designed to protect wire-based national
cclecommunications infrastructure from unauthorised intercepuion and to ensure

125 Ihid.

124 % Brosdes 2nd ] Stellios, above n 42, 887
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access for national security and law enforcement pu"“pose& 3-101&;‘@%@; the legishative
assamptions and regulatory context have significantly changed since i1s original

enactrent. Changes in technology and patterns of eriminal activiey, and the
nereased artention on pational security, have all placed pressure on government to
provide enhanced legislative tools for nmmn&lsecw:ﬂ and law enforcement. When

e

rhese prassures are combined with the reduc u*‘)aadm.nl invelvernent inn the warrang
process and the largely illusory operation of the civil remedy provisions, the impact

on privacy has been substantial.

These privacy mmplications are not merely the product of academic mterest,
Many of the fundamental privacy concerns were clearly expressed in the Bhumn
Report and the bipartsan report of the Senate Committee. The government has
comumited to reviewing their recornmendations as pat of an ongoing review of
the legislation. We would renew onr ‘call for legistative reform that places rights
protection at the centre of regulatory design’, 127 but the implementaton of the
Senare Committee recormendations would be a useful start.

127 Ihid 853
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