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Terms and acronyms

Table :  Terms & acronyms used in this report

AHEC Australian Health Ethics Commurtee

AHEMRC Abonginal Health and Medical Research Council

AHMAC Australian Health Minister’s Advisory Council

AHMAC Code Draft National Health Privacy Code prepared by ATIMAC

CATI Computer Assisted Telephone Interviews

CAHEC Coaliion of Aboriginal Health Ethics Committees

Consumers A term to include both the General Public and Health Consumers

CR&C Campbell Research & Consulting

Data Custodians Individuals responsible for the day to day management of datasets
that contain health information

General Public In §T1 and ST2, all consumers who are not described as Health
Consumers.

Handbook _ Human Research Ethics Handbook

Health Consumers Health Consumers (ST1 and ST2} are persons who are high users

' of the heakth system including persons with lfe threatening,

serious or communicable diseases

Health Guidelines Guidelines on Privacy in the Private Health Sector (OFPC)

Health information The Commonwealth Privacy Act includes any information
collected by a health service provider during the course of
providing treatment and care to an individual, from which the
identity of an individual is apparent or can reasonably be
ascertained. (For a more detailed explanation see ST10)

HREC Human Research Ethics Committee

IPPs Information Privacy Principles

IPP Guidelines Guidelines to the Information Privacy Principles (OFPC)

NACCHO National Aboriginal Community Controlled Health Organisation -

National Statement

The NHMRC National Statement on Ethical Conduct in Resew.rch
Involving Humans (1999)

NHMRC The National Health & Medical Research Council
NPPs National Privacy Principles

NPP Guidelines Guidelines to the National Privacy Principles (OFPC)
QOFPC Oftfice of the Federal Privacy Commissioner

Privacy Act The Commonwealth Privacy Act (1988)
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Table 1 Tenms & acronyms used in this report

I Proposed review of Commonwealth privacy legislaton

Research Guidelines Tnelusive term for both Sections 95 and 95A Guidelines {NFil ?Riw

Guidelines issued by the NHMRC approved by the Faderal Privacy

Commissioner under Section 95 of the P’ﬁm*y Agt 1988, March
2000) 1o provide a frarnework for the conduct of medical resear

using information held by Commonwealth agencies where

idensified information needs to be used mrﬁfs{m& COTSENL.

Section 95 Gudel

|95 A Chndelr

Gruidelines issued by the NHMRC approved by the Federal Privacy
Cormrrissioner under Section 954 of the Priwcy A 1988,
(December 2001} ‘;:!m*m;a, a Framework for HRL s and thoss
frvolved in cwc@n cting research, the com ﬁﬁﬁucn or amlysis of
stagstics or healih service management to weight the pu‘mim
interest in research, or the mmpxlam{m or analysis of statistics, or
health service management activities against the public interest in

the protection of privacy, The gmdahne% contain procedhtes o
follow in preparing wopssez’;@ o be submitted to an H"iw Cfor
approval 1o {:u,levt use or disclose health information held by

orgamsations without copsent.

Study 1: Cualitarive research with the General Public and Hx& i:i:?}
Cornsuniers

Public and Health Study 2: A CATI survey of the General Public and Health

e ((uangitary &) Consumers

Healh Protessionals Srucy 3: A CATT survey of medical and allied health vm%@mm Tihs

alih B /%.azc%imi Stucy 4: A self-completion web-based survey of health and medic t,;i
GEE researchers

Strudy 5: A self-completion web-based survey of data custodins

Study b: A self-c mmpimﬂn web-based swrvey of members of
Fhurnan Research Bthics Commitiees

Study 7: A self-completion web-based survey of peak bodies
representing healthcare professionals, consumers, resesrchers and

ZOVErAImENt,

Comparative Report inchuding all executive summaries and
comparative graphs

Report for part two of the consulrancy

§
The Privacy Working Committee established by the NHNMRO
Lace 2003

2001 Amendments Privacy Amendment (Private Sector] Act 2001
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1. Introduction

1.1 Background

The National Health and Medical Research Council (NHMRC) is Australia’s leading expert body
promoting the development and maintenance of public and individual health standards. Under the
National Health and Medical Research Council Act (1992) the NFIMRC has four statutory obligations:

1. To raise the standard of individual and public health throughout Australia,
2. To foster development of consistent health standards between the States and Territorics.

'3, To foster medical research and training; and public health research and training throughout
Australia.

4. To foster consideration of ethical issues relating o health.

The NHMRC has extensive links with the Australian comnmunity, national and international health and
research agencies and many other bodies. These bodies, together with researchers; human research

and animal ethics committees; the general public and health consumers; and participants in research
form NFHMRC's key stakeholders.

The Commonwealth Privacy Act (the Privacy Act) was introduced in 1988. Initially applymng only 10
Commonwealth public sector agencies, it was amended in 2001 and now also applies to the private
sector throughout Australia. The Privacy Act contains two sets of principles - the Information
Privacy Principles (IPPs), which guide the collection, use and disclosure of personal information by
Commonwealth public sector agencies, and the National Privacy Principles (NPPs) which guide the
collection, use and disclosure of personal information by private sector organisations.

The effect of the Privacy Act is that, unless a limited range of exceptions applies, health information
canpot be collected, used or disclosed without the consent of the data subject.

Sections 95 and 95A of the Privacy Act provide, however, for Guidelines to be developed to enable
the use of health information in the conduct of specific activities (including research of various types)
without the consent of the data subject, provided an assessment is made by a Fluman Research Fthics
Committee (HREC) that the research and other activities are, on balance, substantially in the public
interest.

The NHMRC has developed Guidelines under Sections 95 and 95A to address aspects of the
collection, use and disclosure of health information in medical research (Section 95) and research
relevant to public health and public safety; compilation or analysis of statistics relevant to public health
and public safety; and the management, funding or monitoring of a health service (Section 95A).

Compliance with the guidelines is reported annually to NFIMRC through the Australian Health Ethics
Comumittee ~ a Principal Committee of NHMRC.  The NHMRC reports to the Office of the Federal
Privacy Commissioner which s responsible for administering the Commonwealth Privacy Act 1988.

However, since the introduction of the private sector amendments, the inclusion of State and Territory
legislation, industry codes of practice and administrative decisions have resulted in the privacy

framework becoming more complex. -

Since December 2001, a range of NHMRC stakeholders have expressed concem that implementation
and/ or interpretation of Commonwealth and State privacy legislation is compromising research and
health care that would otherwise improve outcomes for both individual and public health. It has been
suggested that this is an unintended effect of the privacy legislation and, more particularly, the private
sector amendments to the Privacy Act.
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arroduction of the Privacy Amendment (Private Secror) Act 2001 included a stipulation that the

5 . “ - [ P - s T
diments be reviewed, commeneing no later than two years after their introduction, The NEIMEL

s to make a submission to this review,

level of concem exhibited by stakeholders and the lack of objective documentation, the
sablished o Privacy Working Commirtee late in 2003, The main role of the Working
iree was 1o iavestigate the situation further and collect information which would assist in the
formulation of the subnmssion,

tesearch 8¢ Consulting was commissioned by the NHMRC to conduct a projact cormprising

First, 1o conduct seven separate, but related, studies with the following stakeholder groups:
§T Ceneral Publ

i L. LTSIV Rl

BT Flealth Consumers;

e Ay b RIS £ S I
Wedical and Allied

iy

{ealch Professionals;
Wedical and Health Service Researchers;
Health Dara Costodians;
“hman Research Ethics Committess; and
s
Peak Bodies - professional and consumer.
nely §T1 was reporeed as qualimative research with both the General Public and Tleakh
ners while ST2 reporved the results of Computer Assisted Telephone Tnterview (CATT) surveys
woth these groups.

adly, to assist the NEIMRC Privacy Worddng Comumitiee to develop o repor, in the format of
ice wo zovernment, that will provide ¢he foundation for a submission on behalf of the NFIMEC w
the review of the privacy legislation.

i anticipated review of the Privacy Act has not been announced at the time of wrting.
wently the owput from the second part of the project focussed on addressing:

-~

e issues associated with the effect of the Commonwealth Privacy Act and the pawhwork of
privacy regulation and how they affect the provision of healdh services and the conduct of
healh and medical research.

2. Approaches that can contribute to the improvement of both health service delivery and heakh
and medical research.

Project objectives

e overall object

s of the project were to provide a comprehensive consultation with stakeholders

# The objective of the fust stage was 1o provide the NAMRC with a comprehensive
sssessmens of the kev issues for consumer, researcher and other key stakeholders as a

foundation on which to develop an informed submission to the Auvstralian government
fore the fortheoming review of privacy legishtion.

5 The objective of the second stage was to provide the NHIMRC with advice, grounded

in the consultations, which can address privacy lssues to facilitate the NHMRC o

fectively comtinue irs legislarive responsibilities while meeuing privacy principhes
iwhed by the government.
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2. Qualitative research with the General Public and Health
Consumers (ST1)

This report documents the findings of nine focus groups conducted with consumers. These groups
were conducted with Health Consumers and the General Public’,

The focus groups were conducted in metropolitan areas (Brisbane, Melbourne and Adelaide} and in
two non-metropolitan regional centres in New South Wales (Lismore) and Victoria (Shepparton). All
Health Consumer groups included participants with current or previous involvement in medical
research. Health Consumer participants were recruited via letters sent to support groups and clinics’
inviting members to contact CR&C if they wished to participate.

Consumer experiences of, and attitudes toward privacy in health care and medical research were
explored. Differences in perspective of Health Consumers who have a high level of interaction with
the health system were explored.

Corsurrer pereeptions of privicy in relation to health care

“Privacy” was considered to be intertwined with the concept of “confidentiality”. For consumers,
confidentiality was more formal and related to the exchange of information while privacy was more
persomal and intimate. The code(s) of ethics for health professionals, particularly medical

pracutioners, were the basis for trust in maintaining the confidentiality of information that consumers
provided to their treating professionals.

Privacy legislation was found to be only vaguely familiar to most consumers. However, all consumers
assumed that health care professionals have to behave in accordance with strict ethical standards and a
professional code of ethics that guarantees the protection of health information disclosed in the course
of treatment. The assumption by consumers that there was a “zone of confidentiality”, based on the
fundamental trust that was expected to develop between patients and their wreating doctors, was said
o provide sufficient protection of a consumer’s individual rights in the health care context. '

Consumers believed that the sharing of information berween health professionals was usually done on
a “need-to-know basis”, because health professionals would not have any interest in requesting more
information than was strictly needed. :

The issue of consent (verbal or written) had 2 two-fold interpretation:

# Participants reported that the act of requesting consent represented a demonstration of
tespect by medical practitioners. Health professionals should request consent as a
matter of “comtesy” (assuming consumers are medically able to give their consent).
However consumers (especially consumers from the General Public) did not see
themselves as having the expertise to give consent on any other basis.

» When written consent is requested, consurmers understood this procedure to be mostly
a form of protection for the medical professionals against future litigation risks.

' “Health Corswrers” vefers 1o panticipants of focus groups who have a high level of interaction with the health system.
Participants for these groups were recruited from persons living with 2 chronic, life threatening illness, serious Tental
health condition, or a chronic infectious disease such as FEV/AIDS. The termm *Goend Puldic” is used 1o refer o
patticipants in focus groups drawn from the general population, and who are not “Health Consumers”. The term
“comserrers” 1s used generically, to refer o participants in focus groups that comprise the “General Public” ad “Flealch
Consurners” when they shared similar views and opinions.
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n uld be provided without hindrance to other heaith

-~ - a e T4 e e 4 f i {’:
for the purpese of treating a specific condiion and that the medical and other staif
would ensure the confidentiality of inforranon and non-disclosure to non-treating staff mcluding

parive stabf and researchers.

Corsumer pereptions of privacy ine relatian to radical researd

i comsumers did not understand whar medical research entalled.  For example, some
osidered “orean donation” and “blood donation” to be “medical research”. Overall, consumers <id
ner have o clear understanding of the purposes or operatonal mechanisms of rmedical ressarch, When
‘ .rs had been personally involved in medical research, they demonsirated high levels of
Satis v with the experience and the way in which their privacy had been respected, However,
qost had lirtle familiaricy and knowledge of ressarch, and demonstrated a level of diffidence in relation
ey who researchers are, what research ts conducred for, and how vesearch i used. Further, aldhoush
rs supported research warrmly as a concept, they indicated that they were unlikely to draw any

¢, personal benefit from participating in research,

The overall ck of understanding and personal interest in, medical research explains why participants
all focus groups had higher expectations and requirements of privacy i medical research, than
dernonstrated in relation to privacy i health care. In this context, consumers expected that

15 to participate in research should be mediated by their treating GF, or specialist, who were
¥

sons most able 1o act as gatekeeper and interpreter.

[

b

ners did not want o be contacred directly by researchers. They were also quite concerned
 their medical information may be wsed, and wished to be asked for consent via thew
reating practioner prior to their medical information being used by researchers.

r artirudes toward linked databases were, in general, caurious. Considering the potenval risk
s of linked databases and the possible problems arising from dambase linkage, the overall
s that linking databases should be avoided. Consumers did not think that techoical solutions

preserve mdividual privacy (they could only think of de-identification and allocation of a mamber)

i be sufficient 1o prevent abuses i unethical research was to be undertaken.

arch Fthics Committees were mostly unknown to consumers and as such were

o 1o he an interesting and reassuring concept, although the committees’ powers and efficacy
entirely convIncing,

Differerces betseen: the Genenal Public ard Health Corssmers were substartial, but impacted on the overall
ective of the privacy legislation only by degree. In health care, the trust placed i the treating
| praceitioner prevails for both groups, However, Health Consurers expected to be mvolved in
the medical decision-making process in 2 much more thorough and systematic way than members of
the General Public. General Public consumers saw the trust in health care professionals as a sufficient
warranty that thelr privacy rights would be respected. Privacy requirements were seem #s & way for
Fealth Consurmers to ensure that they are niot left ou of the decision loop. Furthermore, people with
oratsed heskth condidon {eg. FIV/AIDS, mental health conditon) shaved a deeper
understanding of the importance of the privacy legislation to protect their individual rights than other

berupen retvopolitan and vovemetropolisan. commurmers relared mainly to the fact that individual
vacy is perceived as much harder to accomplish in a small town than i a capital city. However this
s understood to be a characteristic of sroall town lving, which could nov be changed 1o any
substantial extent by legislation, no matter how strict.
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Conclusions

The impact of the Privacy legislation from the perspective of consumers, as explored through the
conduct of focused discussion groups in several locations across Australia, was found to be manifold.

> Consumers were not able to distinguish clearly between confidentiality and privacy and
considered confidentiality to relate to disclosure of information {or protection from
- inappropriate disclosure).
- » Most consumers were only vaguely aware of the existence of the privacy legislation.
~ When they did know about the legislation, it was mainly through their employment.
However, Health Consumers had a higher awareness of the legislation.

» In relation to health care, consumers generally did not see that the legislation has had

- asignificant impact on their daily dealing with the health system. They assurmed that
privacy requirernents are already being complied with through the ethical standards and
the strict code of conduct that they believed health professionals have to implement in
the conduct of their work.

# Consumers may have noticed that they are being asked to sign consent forms more
systematically. However they tended to attribute this new procedure to a form of
protection for medical orgamisations against the consequences of being held legally
hiable for medical negligence or adverse events, rather than as a measure of protection
of their individual rights.

» Most consumers were unsure about what medical research encompasses and of the

~ implications of medical research for consumers. Hence the impact of the privacy
legislation on medical research could only be understood approximately, ar a
hypothetical rather than practical level. Also, the lack of familiarity with medical

- research tended to generate a degree of mistrust among consumers, and contributed o

 their conservative approach to the application of privacy principles.

- » In brief, in health care, consumers were overall unaware of the requirements of the
Privacy legislation, whereas they were more supportive of its implementation as a
measure of protection of their individual rights where research was concerned.

Overall, they believed that the consent process, despite being cumbersome for researchers, was useful
and legitimate. They also thought that the restrictions imposed by the legislation on the use and
sharing of medical information was a justified safeguard against potential misuses of health data.

It is the “zone of confidentiality” which is taken for gramted by consumers that facilitates effective
health care, with disclosure to other treating professionals taken-for-granted where it relates
specifically to the condition being treated and the protection of information from disclosure o non-
treating persons including administrative staff and researchers.




The Impact of Prvecy Legislation on AEHMREL Srakeholders CREC fsds
Pege &

Comparative Stakeholder Analyais

3. Quantitative research with the General Public and Health
Consumers (ST2)

sort analyses the results of 2 survey of consumers. A Compuer Assisted Telephone Taterview

 survey was conducted with 301 members of the general public and 60 Tlealth Consumers.

: rie Fmition of “Health Consumers” was extended (from That uscci in the qualitative recruitment) o
. sersons who had vised 2 GP more than once a week or 2 medical specialist more than once a

i the pre
The survey results confirm many of the findings of the qualitative research (ST1).

AT YRA

p A

A smveress of prousy legislasion
1055 @‘f any specific laws or regulations that govern the use of health mformagon was
. Less than half of the consurners who z%pendu" to the survey were aware of the
he Commonwealth Privacy Act. Flealth Consumers had a higher level of awareness of
s
SE T

privacy legislation ina Pren:aral sense.

w23 Com sonly equated with confidentialey:
rfarrition {"(Z/W:SE;“ s st be ept arfidential”.
“Dioctors 7t ¢ fkeep information m;y%z’e"zzmc:f wriless they have [wristen/sigred] permission,

e consumer unders tmd ing of how health professionals were affected by privacy law in the
Hection and disclosurs of information (from the responses to the “Doug and Mabel scenario”) was
nconsistent, there was ge ral agreement {from the responses to the snm-sa, naric™} that consumers
closure of health informaton by professionals to researchers 1@@"&1@93&1@ grithiout

towerd prrvncy of bealth tnformastion:

ponses confirmed the gqualitative finding that consumers and the general public trust
Sionets 1o maimain confiden mhq However, Fealth Consurmer respondents identified

g
ncern regarding the way health mmm;m(m was wsed.  Whilst trust extended to agreement
¢ General Public that all health profissionals treating me shoudd bave auomaric acess o my bealth
retion, Flealth §ﬂﬂﬂ;mmr IU’pOﬂd\,ﬂE& were L&W likely to agree that meating health professionals
.s;im‘s.:ﬁgﬂ have automatic acce

“‘v?ma; of the General Pm}hﬁ and Health Consumer respondents felt that privacy laws reassured them
Tie their health fnformation would be treated confidentially and thar their ealth irformation & trexted
e ;‘ﬂ?zfaz%wfmfw than & j{'&) years agn. Respondents were generally more wmenmé abour the
len ie.yiﬂ?}’ of their financial information than their health information,

re was 2 substantial minority of consumers who were concerned about the poterial misuse of
- health information.

Fxpeviene of the inpact of privacy legislation

- mermbers of the General Public, but 17% of the 60 Health Consuimers respondents, had ey
nc;me:ﬁ*f% a breach of mnﬁdwm&w of their health informarion. A of the Feall Consumers
ified thar this breach had caused them problerns,

rdents had made 2 complaing although complaints were more kely among the Health

althy Consumer respondents commonly mcm led sxmfzmg consemt forms 1o au@w a doctor or ¢ s"i“"@r
: *E’z provider to release mformation zbout their health to other healdh professionals while onky
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minority of the Generai Public recalled doing so. Even fewer recalled signing a consent form allowing
a researcher to access their health records.

A wess to and linking of databyses

The results from the survey showed there was general acceptance for APPROVED researchers to
access and match medical information from databases. There remained a substantial minority who
considered such access to be unacceptable. :

However, the overall acceptability of researchers accessing information from databases increased
significantly when records were identified by a unique number rather than a rame. 82% of the
General Public and 86% of Health Consumer responderts found this to be acceptable. Similar
responses were given to the acceptability of « system of urgue proteced runders, rather than romes, s used
to cocte bealth information for ALL A ustaliars., '

Use of bealth data for vesearch

Health Consumers were more likely to disagree that the public benefit of most medical research
outweighs the importance of individual privacy.

Attitudes towards the use of health information for research were divided for members of both the
General Public and Health Consumer respondents. For both groups there was a general attitude of
support for researchers 1o have access to health information but a substantial minority did not agree
with automatic access, reinforcing the concerns identified by both the General Public and Healkth
Consumers in the qualitative research.

- Although half of all consumers - agreed that they would not mind if their name was given to a
researcher so they could INVITE me 1o participate in research, over a third disagreed.

A similar proportion agreed that:
' Unless I dooose to opt auat approved bealth researchers shonld bave antonatic acess to my bealth

mfonration

The important role for all consumers of the treating medical team was idertified in the response to the
Jenny scenario where nearly all consumers indicated that Jenny should be approached through her
medical practitioner and not directly by researchers,

Participation in bealth research
Participation in medical research was low amongst the General Public but was higher among Health

Consumers, Reinforcing the findings of the qualitative research, most people who had not previously
participated in a medical research study indicated they would do so if asked.

The motivation for participating in medical research was primarily altruistic.  Virtually all potential
research participants expected 10 be told how their privacy would be protected during the study.

Those who had partcipated in research were equally likely to el being recruited by an approach
from the researcher as by a treating health professional The majority felt confident that the
information collected during the study would be kept confidential. Virtually all participants were
satisfied with their mvolvernent in the study overall. :
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Conclusions

had very litde awareness of privacy ie*fzwﬁm”l and 2 poor understanding of medical

e for consumers with extensive f:‘"‘ifg"“{"fe?ﬂ(: of the Amtmh@n Health Systerm, priv i

- istinguished from professional confidentialiy, p particularly the trust placed in the code of
ok 1‘*’"&@“ medical pmfﬁasi@n However, the confidence and trust i not automatic, [t must be
] by respect by the professional for the patent.

v el

n consumers support the sharing of information between professionals, ¥ 8 0ot
‘ aﬁ informanon.  Rather, as the qualitauve rese carch de;hij dwmﬁm, i oon a
is” with relevant mformation being defined by consumers as that which 15 %s:mwm 0
Treatnet. 1t is not unfertered access to all informanion and it does not inchude access 1o
adrsinistrative svaff or researchers.

. is considerable support for rese chcﬁ to be able to contact patents « %;umt i’)«* however a
substantisl mnoT ity, especially Health Consusners, did not support guch access.  The lack Qf
: ing of medical research combined with the trust placed in the teating medical practitions
hat consumers requite reassurance abour research and what i means to them bet

in parvicular, did not consider that the benefis of research ourweig :
 of privacy, and were less inclined 1o agree 1o sutornatic access w medical F&@@iii& tor
1o contact them divectly. The fact that one in five of the small sammple of Health
sxs reported that breaches of their privacy had caused thern problems is a matter of concern

IR Dmr KW&‘%?W’&LI@H

was considerably more support for the use of health dara which is considered w be
cularly #f it was de-identified vsing 2 number, The quaﬁmm research identfied an
» by consumers that health information is used for research anyway, The concern by

. that informution abour them as a person i treated confidential, There is more
e of that information in a research comtext when it I identified by a rumber and
w o unigue protected number for all Australians.
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4. Medical and Allied Health Professionals (ST3)

The objective of the survey of medical and allied health professionals was to identify the range of
views about privacy across a broad spectrum of health professionals and to identify the experience of
medical and allied heakth professionals with privacy issues. A total of 203 Computer Assisted
Telephone Interviews (CATY) interviews were carried out with 50 GPs, 50 medical specialists, 53
nurses, 25 pharmacists and 25 chiropractors.

The sample size for the survey as a whole is small and for individual groups is even smaller.

Survey results are not claimed to be representative of the population of GPs,
specialists, nurses, pharmacists or chiropractors. They are indicative of
attitudes toward and experiences of privacy issues. -

Awreress and Knouledge of Privacy L egslation

Medical and allied health professionals who responded 1o the survey rated their personal knowledge of
privacy legislation as moderate to high. However, there was a relatively low level of awareness of
which specific privacy legislarion applied to their professional work.

The most common sources of information identified without prompting, were professional colleagues

and professional associations. Other sources included government privacy offices, publications
{including the NHMRC Guidelines) while a small number used the internet,

Over half the respondems indicated that they had made changes to their work practices over the last
two years because of the Commonwealth Privacy legislation. Most commonly, the areas where
changes occurred were when health information was shared with other professionals outside their
practice and the documentation of policy and procedures.

Other areas where changes had been made included: sharing information with other professionals in
the same practice, collecting health information from a patient, collecting information from health
professionals outside their organisation and staff induction and traiming. Nearly all organisations
where the medical and allied health professionals worked had a privacy policy.

While only a minority of medical and allied health respondents identified thar the Commonwealth
Privacy Act applied to their professional practice, most turned to Commonwealth Privacy legislation
when making decisions about disclosing data to health professionals ourside their organisation, the
main area where privacy legislation impacted on their professional practice.

Seeking and obtairang corsert from patierts

Use of consent forms was a common procedure when disclosing patient health information outside
the organisation, with a third indicating that standard forms were used, while a similar proportion
indicated that they were used “only when needed”. Signed consent was also sought for use of patient
information within the organisatior.

Close to half the medical and allied health respondents indicated that consent forms were used if
health information was to be used for research purposes or to disclose health information for research
purposes.
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majority of medical and allied health respondents claimed there was ktle likelibood of patient

dentally being compromised when disclosing patient information abour thern.  However,
able o offer many potential examples of situations in which accidental disclosure may
secur. A swoall proportion was aware of a breach of privacy within their organisation thet had created
oroblems for a patient, Ten percent of respondents had receved a complaint from a patent regarding
Gsclosure of personal informadon ar some tme in their professional careers.

he apparent lack of any negative experence regarding breaches of privacy, the majory
nes (70%) agreed with the statement “I am conered aboit 7y legil Babilizy of 1 braacor
the patins’s est perest”, indicating they are highly aware, and sensitive to the
aial legal iraplications of compromising patient confidentalicy.

Frrpact of Priwacy Legislation

nd allied health respondents generally indicated thar the Commonweakh Privacy legislation
positive fmpact on protecting the privacy of individuals, However, only a minority had o -
‘on about whether the legislation had an impact on heakh services or heslth research. Most

Wiile most medical and allied health respondents agreed that concemns about privacy legislation could
{elay the timely tansfer of imporrant parient information, fewer considered that awtomatc access to

ith information showld be given to all treating professionals.

iy of medical and allied healdh respondents considered that there was no difference berween
Lig at

£ vions and their existing duty of confidentiality, Also, the majority considered the
sral ethics was sufficient to reassure padents about the confidental treavment of healeh

i benefic of the Commonwealth privacy legislation idemtified by medical and allied health
nzs was for their patients, specifically increasing the protecrion of patent privacy. The next
- was the reduction in the risk of Hability, A substantial minorty were unable to

w0 identfy difficulties arising from legislation. The most common

DOnGEnTs wer
ss to, and exchange of, patient informarion, The other common difficulry

pertained to acc

medical and allied health respondents were unable 1o suggest any ways to maxmse
£

fits they considered had resuked from the legisladon. A small proportion {less than 10%)

o

3 Improving awareness through education;

e access to, and exchange of, informarion berween health professionals; and

y the information and the paperwork reladng 1o the Privacy Act,

BERUYING
auld not offer any sugzestions 1o rminmise the difficultes they perceived associated with the
; y Sugg Y p
; -

on, The approach to overcome difficulties was not different 1o those suggested for mamrnising

oy "
Wk TESEET

| minoricy of medical and allied health professionals imerviewed considered ther privacy
ae had 2 negative impact of research. Most identified data linlage as being important for
Fective trearments white half agreed that privacy legislation struck e vight bakene bervoen
 of indbudhials ard enabiing effectre bealth cave research, Nevertheless half disagreed that the
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Conclusions

The main impact of privacy legislation on the medical and allied health professionals interviewed in the
survey has been an increase in workload. The results indicare that it is comem about disclosure of
health information arising from the privacy legislation that has created difficulties, not necessarily the
legislation itself. A theme, that is repeated in the other stakeholder surveys, of uncertainty and lack of
specific knowledge about the complex parchwork of privacy legislation emerges.

Medical and allied health professionals who were interviewed for this survey have similar views to
consumers in assuming that there is no difference berween privacy and confidentiality and it is the
ethics of professional practice that is the primary reassurance of the protection of privacy of
individuals. '

The Commonwealth Privacy Act is considered to be the benchmark for making decisions about
privacy, particularly in regard to disclosure of health information outside the organisation, even though
only a minority identified the Commonwealth legislation applying to their professional practice. '

The main privacy issues for medical and allied health professionals responding to the survey was the
disclosure of health information outside their organisation, although there is some concern about the
use of health information within the organisation.

While the sample sizes for the survey are small, the results indicate that the Commonwealth privacy

legislation 7 having an impact on professional practice across a wide range of medical and allied heakth
professionals.

There are indications of long term culture change, with most medical and allied health professional
respondents indicating that their organisations have a privacy policy. A minority of health
protessionals identified that a privacy policy was being integrated in to staff induction and training,

While privacy is one of a number of competing demands on the time of medical and allied health
professionals, it is assistance in finding a way through the maze that is the key issue identified by
respondents who consider they already take privacy as an important part of their everyday professional
work. '

The imphications for research are also substandal. With health professionals agreeing that rescarchers
should not have automatic access to patient health information, and increasing workloads associated
with privacy {and other issues) the reliance upon treating medical and allied health professionals for
recruitment for research will continue to increase the administrative burden on health professionals,
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5. Medical and Health Service Researchers (ST4)

Medical and Health Service Researchers was administered as an opt-in web-based | self
urvey. Tt was initially proposed tw restrict the survey to zeupmms of NHFMROC grants,

wrmﬂw was extended because of the low response from the opt-in sampling pr;wmk and
| of interest from nonNFIVRC Medical and Healdh Service Researchers,

v

: :3?)1-5{{ el vl Heulth Seviie Rescavdbers

wrvey was administered to 188 Medical anﬁ Fealth Service Researchers who agreed 1o
12 Medical and Flealth Service Researchers (heveafier, ‘Research respondents) 1 mpamie:ﬁ
selding 2 response rate of 60%.

respondents have been Lomur‘mw research for an average of 13 years {exciuding

raduate studies).  Mose %smrch respondents were located In a university of a p’wbm: haspr

i« i;;, Research nfu:pormmtw were NHMRC Research Fellows or acadenmes.  Sixin ten
ndents did not do clinical work, Three in four had received a receny NHMRC grant.

Ly

gene: in five in ten Research responderss collected data from sources covered by the
Commonwealth Privacy Act. Four in ten Research rbspmzdmt‘s obtained hmfm information for their
arch projects from the Commonwealth and three in ten from the private sector.

Survey results are not claimed to be representative of the population of
Medical and Health Service Researchers. They are indicative of the range of
attitudes towarsd and experiences of privacy issues.

m,;wdi by ﬁzmmw aamn&ﬁ&a dgor, ACcess 1o re séismes was rammonk hﬁmd to recruitment and
eI, Mﬁww consent was not possible, or was difficul: or problematic, privacy tegslarion was
i irmpede recrutment, wammimy; was uiemmfm& as a major factor affecting scientilic rigor.
ple bias tT&emmneq confidence in the generalisability of results o the study pé}pmamm n the
we of epidernio u}gmé studies, access to datzbases was reswicted where consent had not been
Ghtained at the point of data collection and vital data had thus been made imaccessible.

The role of HRECs was highlighted.  Issues sbows FIREGs included inconsistency between

coppriziess in their decizion mm{mg particulary in regard 1o multh-site studies, and nov-researchierss

tealdng decisions abour research which affects the capacity of important research projects to proceed,
ceed 1o the most scientitically ngorous manner,

g

Solutions to assist working within this framework were identified.

In seme lostances Research respondents idenified . harm arising from the privacy legislaon,
particidarly in relation to studies where persons who may be idennfie ed as being at risk canpot be
mfermed of their potential risk because of privacy regulation.

,:i‘*;‘@qrs t?:e impact of the range of laws affecting privacy was characrerised as a “bureaucratic maze”
ng Rese arch mspomdems wath iem’t‘w processes before research can swart, This resulted 1n
eused administrative burden which increases research costs and decreases research outputs.
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Awrreness of and aqess o privacy legislation

Half of the Research respondents rated theix level of knowledge about privacy issues as bigh or wry high.
Four i ten rated it as moderate.

The most common source of information about privacy was the NHMRC Guidelines followed by
Human Research Ethics Committees. Fewer than four in ten Research respondents obtain
information about privacy through State/ Territory Government agencies, the Internet and
professional workshops or seminars. Three in ten look to the Commonwealth Privacy Commissioner
for information about privacy, and fewer than two in ten refer to professional publications. -

The most common privacy requirements identified by Research respondents were professional ethics
and Commonwealth privacy legislation for public sector agencies.

Three in four Research respondents reported that they consider the Commonwealth privacy legisation
when making decisions about disclosing health information to people outside their organisation or
agency. There was a relavively high level of awareness of general legislation but litde awareness of the
detail of the privacy framework, with only a minority aware of the Information and National Privacy
Principles and Section 95 or 95A of the Commonwealth Act.

Conpronsing prizacy

Almost all Research respondents considered that the accidental disclosure of personal health
information about an individual involved in research was wnlikely. Nearly all Research respondents
reported that they were not aware of any situation where a compromise of privacy has resulted in
harm to participants involved in their research, Over the past two years, one in ten Research
respondents were subject to an audit of their level of compliance with privacy requirements.

Changes 11 uork prézaicrs

Over the past two years, three in ten Research respondents had to change their research practices in
order to accommodate the Commonwealth privacy legislation.

A theme consistent across nearly all responses was the administrative burden created by privacy
legisladon. The administrative burden was reflected in additional cost in terms of staff time, overall
vime taken for approval and start up of research and the associated cost of changed research practices
10 accommodate privacy requirements.

Dpact on researdy

Research respondents considered the privacy framework to be compromising the scientific rigor of
research and preventing projects from commencing, Since the 2001 Amendments to the Privacy Act
were introduced two years ago:

> One in three reported that the scientfic rigor of their research had been compromised
~ because of privacy issues; and

- » Two in ten Research respondents were involved with research projects that have not
commenced because of privacy issues; while

» Few have been involved with research projects that had to be werminated because of
. privacy issues.

General attityids towards privacy

In general, Research respondents favoured automatic access to individual information withous
obtaining specific consent. Research respondents almost universally agreed that the ability 1o link
information was an Important component in determining treatment effectiveness.
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earch respondents favoured HREC approval as a mears by which Research respondents
s healeh nformation to recruit research partcipants.

cally, Research respondents agreed that:

aatig berlih professionals and atproned bealth vesaxrchers shonld hane avtoraic acess 16 an
ff,ff“m;frf 1ls bealthy wformtion zm!@s, that indsicual dhocses 1o apt ot

S Public haalib corsmers sheld be. digible for btations 1o partiapate in weseards;

o Comssrs wmid allow their wave to be ghen 1o 4 researdher to hmite them o participaie 7t Fealth
reseEroy;

iy giidedines weve i daniger of inpeding ethically aceptable e

i ??:ff‘ CHTTenE PYIRECY [PATTEGDIR RS QoY reeising the ety of bealth YesEEro;

ig of health irformation i iporiant 16 derenrive treatsnert efecivness;

c Copprtiess had becone overly concerned aborst lsigation associated with privacy fssues;
ctees should approve access 1o health information for vecruitrvents and

> E df:rz'@fg COPFPYEILEES U &z&zmﬁg asiderations of research and wndividnal prevacy

nondents diragead that

rhers shoudd viener be m&(;z@y{ﬁ acss 10 bl vecwds without covsertl;
iy paeunrh balaroed indsidual vights and effective bealth research; and

t prizicy

+ Research respondents indicared thar privacy issues had become mors compler over the

i four Research respondents also indicared that the me they spent on privacy issues o creasec
DAST TR JEars.

h respondents considersd privacy legislarion to have had 2 positive impact on reserch, and
four considered the impact to be negative.  The overwhelming masority of Research
siclens had either mixed perceptions or were unsure about the impact of Commonwealth pr acy
ation upon health care and health research in ,zmsudlm

Falf the Research respondents were either unsure or had mixed perceptions about the mmpact of
Commonwealth privacy legislarion upon the provection of il privicy.

i

Soerrios

sed upon consideration of key lssues presented in five scenanios Research respondents indicawd

5 They shodd be permired to match data and access patient contact details than woud
m'b wrwise be allowed under the current legislation.

# Trearing inmm professionals shodd be permimed to access patient  Suremary
information, and disclose patient health mfomammn to another (relevant) party than
would otherwise be allc;wﬂd under current legislation,

A VIREC wowld nor and shadd e allow researchers to access health records withous
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Benefits of the priwacy legislation
Around half of the Research respondents acknowledged that the Commonwealth privacy legislation
had resulted in more consistency between different states or jurisdictions (49%) and greater protection

of individual rights (46%). 41% of the Research respondents acknowledged that the privacy legislation
had resulted in clearer boundaries for decision making.

21% did not identify benefits arising from privacy legislation

Diffunlties of the privacy legislation
73% Research respondents identified increased administrative burden as a difficulty arising from the
Commonwealth privacy legislation. 34% identified greater confusion abour decision making,

Suggestions to improwe the current system

The main suggestions for improvement to the current Commonwealth privacy legislation involved the
development of clear guidelines, increased education of ALL stakeholders, and greater coordination of
legislation. A range of other suggestions were made including accreditation of researchers and appeal
processes for HREC decisions, funding to cover the cost of increased administrative costs and the
introduction of standard consent procedures in clinical settings to allow use of health information for
research purposes.

Conclusions

The Commonwealth Privacy Act has affected most Research respondents. The most common issue
raised has been the administrative burden resulting in additional cost. Most Research respondents are
able to work within the privacy framework, albeit at a cost in terms of both money and productivity.

Other concerns include the impact on scientfic rigor, particularly regarding the recruitment of
appropriate subjects to research, and access to data. In some cases, researchers have not proceeded
with research projects, less commonly research projects have been terminated before completion.
While less commonly reported, the impact of stopping research from proceeding and restricting the
scientific rigor of research was considered to be of grave concern to those Research respondents
involved,

The complexity and administrative burden has increased over the two wears since the 2001
Amendment has come into effect, even though only a minority directly identified that their work is
affected by the Commonwealth Act as it applies to the private sector.

The impact of the 2001 Amendment, and indeed the 1988 Act, is difficult for Research respondents to
separate from the plethora of State, Territory and other Commonwealth legislation which affects
privacy and access to identifying data. Most Research respondents identified more than one privacy
requirement applying to their work. These requirements include the ethical code of professional
practice that most Research respondents work within (and consider themselves as having worked
within before privacy legislation).

Research respondents consider themselves to have a good grasp of privacy issues, although only a
minority were aware of specific detail of Commonwealth privacy legislation,

The NHMRC Guidelines and HRECs were identified as the most important sources of information
about privacy. Only a minority mention the Federal Privacy Commissioner or state government
departments. No Research respondents referred directly to the legislation as a source of information.
That is, Research respondents are seeking advice and help in the form of interpretive guidelines both
for themselves and for the HRECs that are making decisions about permitting (or not permitting)
research to proceed.
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Tonprow sistency and provision of guidelines both in the legislation and the way it is interpreted
e et as solugions for improving undersianding and compliance with the privacy legisiasion,
sion for ol smakeholders including HREC members and data custodians is seen

&

b respondents did not, however, identify any specific detail of the legislation as reqUig

FEL
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6. Data Custodians (ST5)

Campbell Research & Consulting was commissioned by the NHMRC to undertake consultations with
key stakeholder groups about the impact of the Commonwealth privacy legislation. This report (Study
5 Data Custodians) documents the results of a series of interviews, teleconferences, and an on-line
(Internet) self completion survey of 37 data custodians.

Survey results are not claimed to be representative of the population of Data
Custodians. They are indicative of attitudes toward and experiences of
privacy issues.

“Data Custodians” were defined as individuals who were responsible for day-to-day management of
datasets that contain health information.

The relevance of Commonwealth legislation to data custodians

Many State/Temitory-based Dawa  Custodian respondents perceived limited relevance of
Commonwealth legislation to their dailly work This was primarily because of the over-riding
apphicability of State/Territory legislation or the de-idemtification of health information when it is
disclosed to external sources. At both State and Commonwealth levels, stakeholder consultations
indicated that there has been some confusion amongst some individuals regarding confidentiality and
privacy. Accordingly, Data Custodian respondents have had to increase the amount of ongoing
education to explain to researchers the differences between adherence to confidentiality requirements
and the capacity to continue providing information under privacy legisladon. (This included

State/ Territory as well as Commonwealth legislation.)

Abroad pictun‘: of survey respondents

In general, Data Custodian respondents were relatively experienced managers within their respective
organisations with a substantal amount of experience as a dara custodian (typically 5 years). This has
provided a good picture upon which changes in data management practices associated with any
changes in the Commonwealth privacy framework have been examined. Indeed, more than 80% of
Data Custodian respondents had more than two years experience, permitting opportunities for them
to experience the impact of the private sector amendments (2001). Most data custodians responded
- from State/ Territory or Commonwealth departments or agencies. This was in line with the definition
of data custodian adopted for the study and representative of the large number of data custodians in
the public sector.

General issues about privacy

Although most Data Custodians collected sensitive and potentially identifiable informartion, fewer
could actually confirm criteria to determine if the data they collected were identifiable. A relative lack
of awareness of such criteria amongst a small number of custodians may introduce a level of risk in the
recognition of potentially identifiable information at the point of disclosure both within, and external
to, those agencies even I the agency has clear definitions. Of those who were able to indicate criteria
for defining potentially idemifiable information, definitions included a range of aspects from “personal
information”, to information that had the potential to be linked, or any non-aggregate information.
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beence of a uniform approach defining iderwifiable information may also increase perceived
v and administrarive burden for both the Data Custodian respondents themselves and
rs a5 prospective users, 1hi§ IS even mote $O when attempting to reconcile privacy
nits across different purisdictions.

s

s important to now that discussions between researchers and data custodians about the detal
frod by researchers were able to idenufy instances where specitic questions could be answered
seusitive (and more readily disclosable) information. That i, if researchers plan their

15 more carefully the need for identifiable data can be reduced in some instances.

ne third of Dara Custodian respoadents collected information from other OTgADISAtIoNS,
potendal for Commonwealth legishtion to have a noticeable impact upon data
ot practices. Swurprsingly, despite some reported concerns abour obraining consent from
vl whose fnformarion is contained in their datasets, only arcund one third of Data Custodian
s reported the rourine use of signed consent forms allowmg the release of heal
or research purposes or for other treating health professionals.

ast 2l Diata Custodian respondents reported disclosing information to other organisations, anct
ound 80% of these reported disclosing information to Commonwealth agencies or other national
| organisations. Nombly, one in three of those custodians who disclosed informarion were from
Tervitory agencies, further underscoring the potential for Commonwealth legislation to have a
ble impact upon dat managemen pracrices. Consistent with verbal reports during the conduct
e, many Data Custodian respondents disclosed infonmation that was considered 1o be
ed prior 1o disclosure thereby complying with the National Privacy Principles,

Specific issues about privacy

¥

. Custodian respondents generally believed the msk w privacy of individuals resulting from
e of mformation was low. Some support for this perception was fornd by the recollection of
dverse incident artributed o breack of privacy.

appears consistent with the occupational requiremerits of these individuals. Swrprisingly arournd
in ten Data Custodian respondents did report their level of knowledge o be low, prompring cause
cancern and a need for ongoing educational infatives to update and refresh privacy awareness and
knowledge rather than assuming that dambase managers will automatically understand privacy ssues.

# moderate to high level of knowledge sboue privacy was reported by Dara Custodian respondents.

»a

ranisational requirements to observe privacy of health information contained in datasets were mos

suly applied 1o data management practices, followed by professional requirernents and then
ive requirements, This may reflect the level of local knowledge of Data Custodian respondents
not sarly reflect the degree of legishative consideration that may have applied 1o the

slopment of local policles and procedures.

s encouraging to note that most Data Custodian respondents (80%) had comsidere! Cormmmaonwealth
sacy legislarion when disclosing information to external sources and had a high le ol of awareness
A the Commonweakth Privacy Act, the role of HRECs, and the need to consider different legislation
ending upon the agencies involved in the disclosure of health informagon. Krnowledge of specific
hetween the privacy principles applying to Commonwealth agencies and privage sector

was somewhat lower, Similarly, knowledge of the difference berween guidelines writen
co cluify differences berween Commenwealth and private sector agencies was also compamtively
lower than general awareness of the legislarion,

i

J—
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These results imply that Data Custodian respondents were utilising other sources of information to
assist in determining specific privacy issues, rather than relying on the legislation or interpretive
guidelines themselves, The use of State/Territory agencies by Data Custodian respondents to obtain
information about privacy provides further evidence suggesting that other (possibly more specialised)
staff were used to make key privacy-related decisions. Interestingly, only half of the Data Custodian
respondents reported tuming o' the Office of the Federal Privacy Commissioner or the NHMRC
guidelines as sources of information about privacy, indicating greater scope for education and-
encouragement to use these sources.

Almost half of ‘the Data Custodian respondents reported changing their work practices to
accommodate the Commonwealth privacy legislation. The development of policies, procedures,
publications, and the increased frequency of education about privacy were the most commonly
reported changes to work practices.  Although this indicates that the legislation has increased
awareness and had some “bite” amongst Data Custodian respondents, it also suggests an increase in
administrative burden, particularly associated with increased requirements for education of both data
custodians and data users.

General attitudes towards privacy

Although many approved of access to health information by resedrchers, the majority of Data
Custodian respondents did not feel that this access should be granted automatically, implying that
some level of scrutiny should be applied to all occasions of data access. Many Data Custodian
respondents considered that the rigorous application of privacy guidelines could impede research, and
were unsure if the current framework was suiking the right balance between the rights of individuals
and ‘the facilitation of effective health research. Despite this lack of surety, Data Custodian
respondents did perceive that HREGs were appropriately considering this balance. Other Data
Custodian respondents reported experiencing an increased administrative burden associated with
applications to HREGs in order 1o appropriately address privacy issues. '

Importantly, where legislaton had been operating for a period of time at 2 Commenwealth or
State/ Territory level, Data Custodian respondents reported a clear level of knowledge abour their
duties and requirements under the respective legislation, and minimal problems with privacy issues.
These reports suggest that with increased time, and a building of awareness and knowledge, specific
issues that are perceived 1o be associated with Commonwealth legislation may reduce.

In general, Data Custodian respondents endorsed the view that there were more positive than negative
outcomes from the Commonwealth privacy legislauon. Although a higher level of administrative
burden was perceived to have resulted from the Commonwealth privacy legislation, many Data
Custodian respondents perceived that the legishation afforded greater consistency between different
jurisdictions, clearer boundaries for decision making, and greater protection of individual rights. These
benefits demonstrate a balanced consideration of the legislation from data custodians in the field.

Specific attitudes towards privacy

Privacy issues were perceived to have become more complex over the past two years and required
more tme to be spent by Data Custodians. This was unsurprising, given the additional legislative
activities underway In many State/Temitory jurisdictions as well as the introduction of the 2001
Amendments to the Commonwealth Privacy Act (1988). Autitudes about the importance of HREGs
were also understandable. Where relevant, HREGs were generally seen to be very important in
approving requests for release of information to external organisations.

Surprisingly, most Data Custodian respondents were unable to ascertain a clear benefit or disadvantage
of the Commonwealth privacy legislation upon health care or health care research. Although these
findings may reflect an early picture of uncertainty, they may equally reflect a limited awareness or
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nowledge of the full impact {posiuve or negative) of the Commonwealth legislation, upon which data
ustodizns conld base any judgernent. By contrast, most Data Castodian respondents reported tat
he Commonvwealth legistation had a positive impact upon the protection of individual privacy. Agam

however, this may reflect a conceptual knowledge of the inended impact of the legislarion rather than
cnecific levels of awareness per se. -

AT ST

v health informarion, underscoring the importance of these activities to improving public

fh, Nany also approved of the use of unique nurbers racher than names to code and access

SRR Y

Healh informanon.

A clear majority of Dara Custodian respondents felt that it was acceptable for researchers to acc
i

Conclusions

v Data Custodian respondents are involved in disclosure of information to external sources, and
ert considering the Commonwealth privacy legishtion as a guide to the collection, we and
sure of mformavion. Although Dara Custodian respondents are aware of the key aspects of the
monwealth privacy framemwork, they rely mainly upon local guidelines and professionat obligations
andersiand privacy issues, and seek advice from their peers when required. Local policies and
lares are often developed under the auspices of specific State {or Commonwealth staturory
hority} legislation, which may or may not have been informed by the Commonwealth Privacy Act.

s

Based upon the responses to the survey, it appears that the current privacy framework is working in an

arte roanser. There is no doubt that changes in privacy legislarion are impacting upon the work
v everyday work culrare of Dawm Custodian respondenrs. However, no isgues relanng 1o
fic aspects of the Commonweakth Privacy Act were identified. Rather, ongoing issue
vounding the interpretarion of the Act were evident,

E

v the Comunonwealth Privacy Act was considered by Daia Custodians when making
rivacy, Ttwas also seen as a driver wward greater consistency in privacy legislation, i
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7. Members of Human Research Ethics Committees (ST6)

This report documents the results of consultations with a stakeholder group of Human Research
Ethics Committee members (Study 6). Consultations were undertaken via an on-line (Internet) survey.

Sample f HRE C Respondents

Members of all Human Research Ethics Committees registered with the NFIMRC were invited to

participate in the survey. A total of 132 HREC members agreed to participate and 80 FIREC
members responded to the survey, yielding a response rate of 61%.

_Survey results are not claimed to be representative of the population of
HREC Members. They are indicative of attitudes toward and experiences of
privacy issues.

HREC respondents had substantial experience as members of the Ethics Committee — five years on
average. There was a good spread of HREC respondents across the categories that were required to
make up HREGs. They were mainly from universities (40%) and public hospitals (33%), although a
range of other organisations was included.

A wareness and krouledge of privacy legislation
HREC respondents rated their knowledge of privacy issues as moderate to high.

The main sources of privacy information for HREC respondents were:
> NEMRC guidelines (84%);
» HRECs themselves (79%);
» Work colleagues (61%}; and
» Professional workshops (60%).

A minority of HREC respondents use State or Termritory government agencies, the Commonwealth
Privacy Commission and the Internet. Lawyers were mentionied infrequently (4%).

HREC respondents generally considered that they were well supporied by their institution, although
the level of support for privacy matters was lower than support for their general committee role and
procedures. One in ten HREC respondents reported that institutional support regarding privacy
legislation was confusing; up to two in ten indicated they did not receive any support but would have

liked the support.

At least half of the HREC respondents were aware of all key aspects of privacy legislation. However,
awareness of the detadls of privacy principles, Section 95 and Section 95A was lower.

At least half of the HREC respondents were also aware that an HREC can approve disclosure of
health information by a Commonwealth deparument or a private sector organisation to a researcher
where individual consent has not previously been given, and that organisations holding health
information are not obliged to follow the recommendations of an HREC,
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HIRE.C respondents indicated that privacy issues had become more arplic over the past
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Eight in ten HREC respondents also indicated that the #ie they spent on privacy issues increased over
the past two years.

Half of the HREC respondents were unable to report a clear positive or negative impact of the
Commonwealth privacy legislation upon health research and health care. Two in three HREC
respondents reported a positive impact of the Commonwealth privacy legislation upon the protection
of individual privacy.

Two in three HREC respondents considered data linkage by approwed researchers to be acceptable. The
proportion of HREC members approving data linkage increased to nine in ten when only unique
numbers {rather than names) were used for data linkage. Only one in ten considered a systerm of
unique protected nurmbers unacceptable.

S cemnas

While slightly more consider that Commonwealth privacy legisltion wodd allow researchers 1o access
health records in order to match data without consent, a greater proportion of HREC respondents

considered the legislation should allow data marching to occur (akhough a substantial minority
disagreed).

While slightly less consider that Commonwealth privacy legislation wonid allow for researchers 1o
access contact information of grant recipients in order to recruit them for research without consent, a
greater proportion of HREC respondents considered the legislation shadd allow the researcher to have
the data (although a substantial minority disagreed).

While a minority considered privacy legislation would allow GPs to access health records to improve
the coordination of medical services without the active consent of the patient, a similar proportion
were unsure. HREC respondents were equally divided about whether GPs should have access to this
data.

There was a mixed view as to whether the Commonwealth privacy legislation zodd allow health care
providers to disclose health information of one party t another without consent, but a clear majority
considered health care providers shauld be allowed access and that the interest in preventing harm
outweighs the protection of individual privacy.

There was a clear majority of HREC respondents who were of the view that HRECs wwdd not and
should not permit researchers to access health records in order 1o recruit people for research without
consent, and that the public interest in improving health outcomes in this instance does not ourweigh
the consumers’ right to privacy.

Mam privacy issues :
HREC respondents provided considerable detail about the privacy issues that they had to deal with as
a member of an HREC. These included:

¥ The historical context.

» It was noted that HRECs had been dealing with privacy issues before the recent
changes to the Privacy Act.

» HREGs' focus on protection of individuals through ensuring consent and in ensuring
- that appropriate procedures are put in place for storage of health informarion.

# There were grey areas that were difficuit. Issues of identifying research from Quality
Assurance were raised.

» De-identifscation of health information was important to protect research participants,
This was particularly difficult in small rural communities.
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8. Peak Bodies (ST7)

A pproach
This report documens the results of consultations with Peak Body Representatives (Study 7).
Consultations were undertaken via an on-line (internet) survey.

Sarrple of Peak Body Represeraatines

An mvitatioh to participate in the survey was sent to 306 Peak Bodies representing health care
professionals, consumers, researchers and government. 51 Peak Bodies (hereafter, ‘Peak Body
respondents’) responded to the survey, yielding a response rate of 17%.

Most Peak Body respondents were CEOs or other executive officers who had been working for the
Peak Body for an average of five years and with privacy issues for an average of nine years,

Half the Peak Body respondents represented health professionals with the remainder distributed
between health consumer organisations and those representing researchers.

Survey results are not claimed to be representative of the population of Peak
Bodies. They are indicative of attitudes toward and experiences of privacy
issues.

Awnreness of and aceess to privacy legislation

Half the Peak Body respondents rated their organisation’s knowledge about privacy issues as high, or
very high.

Almost half of the Peak Body respondents indicated that their organisation had developed specific
guidelines on privacy for s members.

Peak Body respondents most frequently indicated that their members became aware of
Commonwealth privacy legislation through publications (41%) such as newsletters and electronic
publications. Other sources of awareness mcluded: :

» Intemnet (16%);

» Word of mouth (16%); and

» Workshops and seminars (14%).
Half of the Peak Body respondents reported some difficulties in determining how Commonwealth
privacy legislation applies to members.
Almost all Peak Body respondents were aware of general aspects of privacy legislation, including:

» The Commonwealth Privacy Act (1988) that applies to public agencies {90%);

» The Amendment (2001) to the Commonwealth Privacy Act (80%); and

» The role of Human Research Ethics Committees (79%).
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fround seven in ten Peak Body respondents were aware of more specific privacy requiternants such

» The need to mmdef different legislation depeading upon the agencies involved m
selosure of health information (73%);

# The privacy provisions of indwidual Stares/ Terricories {68% _

b+ The 11 Tnformarion Privacy Principles for Commonwealth agencies (67%) ; andl

5 That individual staruory authorities may have their OWn prvACY ProvISIOns &39“@}«

Fewer Peak Body respondents were aware of usage of privacy guidelines such as:

B The use of Section 55A Guadelines (41%); and
% The use of Section 95 Guidelines (30%).

- wers aware of the difference berween Section 95 and Section 95A guidelines (24%).

DTS DIy
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3
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11 WD [ACEICES
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procedures;
B Around six in en reported that ﬁiﬁ'@f had changed their dara management pracrices

4

dﬁ 3%) :mw’ or staff induction procedures (62%);

Five m ten lﬂepmted they had changed their corplaints handling {54%) and/ or
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Two in wen reported thar they had not changed anything (18%), or that the question. did not apply to

1 (19%;.
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There was no clear pattern of response for the other awitudinal statements, with a tairly even
distribution of agreement and disagreement, or a relatively high proportion of Peak Body respondents
indicating that they neither agreed nor disagreed.

Spedfic attiudes to privicy
The majority of Peak Body respondents reported that privacy issues had become more complex mn the
past two years, and that the amount of time they had to spend on privacy issues had increased.

The majority of Peak Body respondents did not know whether Commonwealth privacy legislation had
had a negative or positive impact on health research and the provision of bealth care in Australia, or reported
that the legislation had mixed impacts.

In contrast to the provision of health care and research, over half of Peak Body respondents reported
thar Commonwealth privacy legislation had a good impact on protecting the privacy of indbuidbials,

Most Peak Body respondents indicated that it is acceptable:
» For researchers 10 aawss (77%) and mudh (73%) information from databases;

» For researchers to access health information from databases where records are
identified by a unique nurnber rather than a name (89%); and

» To use a system of unique protected numbers rather than names used to code health
information for all Australians (75%).

Main prizacy issues
The range of privacy issues that Peak Bodies respondents have had to deal with included:

“the release of health informtion, confidentiality of bealth records, rraintairing privacy in the deceronic
ernaronment, keeping abreast of azvert legislation both Comprormuealth and state drivn”

The dominant issue for Peak Bodies respondents is the release of informarion about members. Where
the Peak Body represented consumers, the Peak Body was able to work within the privacy framework
through appropriate consent and de-identification processes. Issues about exchange of information
between health professionals were mentioned but no substantial experiences were documiented.

The restriction of disclosure of health information o family members of consumers was identified as a
potential source of harm for consumers by one Peak Body respondent, Another emphasised the
benefit of consumer access to health informarion enabled by the privacy legislation.

Organisations have also been faced with having to develop policies for members to manage their role
as dawa custodians and ensure the confidentiality of electronic information. The difficulty of
protecting individual privacy in a small community was also mentioned.

Privacy Issues A fecting A boriginal ard Torres Stratt Islander Peoples

General privacy issues affecting Aboriginal and Torres Strait Islander peoples include: encroachment
of community consent/ opinion through academia; unfettered access to data and irresponsible use of
data without approval; and identification of Aboriginal communities through small samples.
Suggestions to address these privacy issues included respecting and complying with the position of
INACCHO in relation to all research in Aboriginal health, and having a process of regular monitoring
and reporting of privacy compliance to parliament. Review by Aboriginal Health Research Fthics
Committees was considered by organisations representing Aboriginal and Torres Strait Islander
community 1o be essential to maintain respect for privacy and ethical research.
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9. Comparing Stakeholder Perspectives (STS8)
9.1 This report

Each of the seven stakeholder studies was designed as a stand alone study addressing objectives
specifically tailored 10 the stakeholder group. While not all elements of the privacy framework apply
to every stakeholder group, many apply t a number of different stakeholders. In order to idenify the
differences between stakeholder perspectives, the survey instruments were designed, where possible,

to include the same, or similar, questions.

The following section of this report presents comparative perspectives of the privacy framework for:
» Self-rated knowledge of privacy issues;
- » Sources used to obtain information about privacy issues;
» Awareness of specific aspects of the privacy legislation;
» Attitudes toward:
— obraining consent for research,
— access to health information by health professionals and researchers,

— tmoral obligations of consumers to provide access to health information when they
receive publicly funded services,

— the impact of privacy legislation on health services and research (including data
linkage),

- the balance between privacy and research,
- the intluence of litigation on HRECs;

» Perception of changes in the complexity and administrative burden of privacy
compliance; and

> The impact of privacy regulation on health research, health services and individual
privacy.

9.2 Awareness of and access to privacy legislation

9.2.1 Knowledge of privacy issues

There were similar levels of self rated knowledge about privacy issues for all stakeholder respondents
(Figure 1).

Figure I: Self rated level of knowledge

Q Howwvuld you vate your curvent leel of knouledge about privacy issues?

80%
High

60%

0%

> 61%

0%

33%

%

Low % . : : -
§T3 ST4 ST5 5Te 517
Base: All mspondens
ST3 =203 8T4 =112 STS = 37 5T6 =30 STV = 51
Mot Sample sizes require caution when generalising 1o populations.

Percentages may not add o 100% because *moderate” is not included,
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6.2.2 Sources of foformation about privacy

Sonrces of information abour privacy were identified using an unprompred question for the CATL

£ smadical and allied health professionals and wsing a prompred question for the selt
oncline surveys of researchers, data custodians and HREC members.

T EA

There was 2 considerable variation between the sources of information about privacy identified by the
lex responderss (Table 2). The lower level of use reported in the unprompted questions is 2
{ the questions, Unprompred responses are always lower than prompted responses.

funett

e n . . . .
| Table 22 Souses of information about privacy

Q) Howwdo vou persorlly acess information abowt privacy of bealth trformution?
ST 5T42 S5 ST8
Health Rescarchers Diata HRECs
Professionals Custodians
(203) (15 {37) (80)
Unprompted Prompted | Prompied | Prompted
Yy Y% % Y
MHMRC Guidelines & 84 49 84

13

Srate/ Terrtory Governments or ) 42 65 41
14 37 s 41
. A4 43 &0
2 28 51 34
10 1% 22 14

11

~ED
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.

Crher sources 18

Perceniages ray add to more than 160% because of muldple msponses.
Linprompted questions fused in $T3) mean thas respondents Wers not given resporae OIS,
Prompied questions {used in $T4, $15 and 5T6) mean that respondents weee given sesponse oprions. Prompred responses wall

gemerally be highar
Saraple sizes requim cewtion when genzralising o populations.

% WHMRC guidelines and HRECs were the most commonly idemified sources followed
by work colleagues;

G LT I o - 2 T - & g Y N
W Srate/ Territory governments or agencles, the [nternet and professional publications
.

were identified by equal proportions of both health researcher respondents and HREC
2SPONCenis; ang
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» Fewer health researcher respondents than HREC respondents identified professional
workshops or seminars and the Federal Privacy Commissioner as sources of privacy
information.

Data custodian respondents most commonly identified State/Territory governments or agencies.
They were also more likely to identify the Federal Privacy Commissioner and professional publications
than health researcher or HREC respondents.

Health professional respondents were most likely to idenzify professional associations as the source of
information about privacy of health information. Other sources identified were work colleagues and
the Internet. '
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3 Awareness of privacy legisfadon
o

ere was a considerable variation gx}etw&@n stakeholder respondents in awareness of aspects of the
b privacy framework (Table 3).

Table 31 Awareness of aspects of Commonwealth privacy fmmework

oy Before taking part in this surey, e you aumre of any of the following aspeas of the privcy
frarreen ks
514 815 5T 817
Gpecific aspect {115 (37} {80) (50
e % % o
The role of Human Research Ethics 9% a7 g7 74
7 #8 &4 G
77 91 #2 73
The Common ws*;,m}t% Privacy Act (1988} 76 94 92 90
1 public agencies
wsions of individaal 61 77 70 68
G 822 77 Hi
»
44 1 & L

40 68 &8 &7

1o pse of Secuon 95 Guidelines - 39 71 63 30
(Crmmonwealth)
The use of Section 954 Cudelines 31 78 57 A0

ice hetween Section 95 and 24 57 % 24
95 & Grdelines
fug e herween the Informanon pis 53 55 45

rial Privacy Principles

i pnore than 100% |
s caurion. when g

g of multiple responses,
rafisg to populations.
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While nearly all health researcher, data custodian and HREC respondents were aware of the role of
HREGs, fewer peak body respondents were aware of their role.

Health researcher respondents had similar levels of awareness to peak body respondents, with sorme
differences:

» Health researcher respondents had higher levels of awareness of statutory authorities
having their own privacy requirements; and
» Peak body respondents had higher levels of awareness of the NPPs and IPPs.

9.3 General attitudes towards privacy

An additional 13 questions were constructed to identify general attitudes towards privacy and research.
Questions were grouped into three categories:
> Obtaining consent to participate in research:
~ Researchers should never be allowed access 1o medical records unless they have
obtained specific consent;
~ Unless an individual chooses to opt out, health professionals who provide them
with treatment should have automatic access to their health information;
— Unless an individual chooses to opt out, approved health researchers should have
automatic access to their health information;
— People who benefit from a publicly-funded health system should be automatically
eligible to be INVITED to take part in publicly-funded health research; and
— Most health consumers would not mind if their names were given to a researcher in
order to invite them to participate in health research;
# Impacts of privacy regulations upon the conduct of research:
— The rigorous application of privacy guidelines has a danger of impeding health
research which would otherwise be judged ethically acceprable;
~ The current privacy framework is compromising the sciemtific integrity of health
research;
~ 'The current privacy framework strikes the right balance between protecting the
rights of individuals and enabling effective health research; and
~ Linking health information is important to determine the effectiveness of
treatments;
% The operation of Ethics Commitrees:
- Ethics Committees have become overly concerned about Htigation associated with
privacy issues;
~ Ethics Committees appropriately balance the conuribution of research to improving
healthcare, and the privacy of individuals;
— Ethics Committees should always put participants’ privacy ahead of facilitating
health research; and
— Ethics Committees should be able 1o approve access of researchers to health
information in order to recruit participants for health research.

Respondents to the sutvey were asked to what extent they agreed or disagreed with these statements
relating to the confidentiality and use of health information. The comparative responses are reported
in the following pages (Figure 2 - Figure 14).
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The General Public, health researcher and data custodian respondents had similar views about
automatic access to health information by service providers (Figure 3), with greater proportions
agreeing that automatic access should be given to health providers (unless an individual has opted our).
Health Consumer respondents and peak body respondents had similar views about automatic access,
with higher levels of disagreement than other stakeholder respondents, HREC respondents had the
highest proportion of respondents who disagreed with health professionals having automatic access.

Figure 3: Attitudes about automatic access to information by service providers

Q Unless an indinidual chooses to opt out, bealth professionals who provide them with treatrent should bawe
autorratic acess 1o their bealth infornution - '
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Percernages may not add 1o 100% because “neither agree nor disagree” is not included.
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General Public, Health Consumer and HREC respondents had similar attitudes toward automatic

eligibility of inviting people who benefit from a publicly-funded health system to take part in publicly-
funded health research (Figure 5).

Health researcher respondents and peak body respondents had generally similar views about automatic

eligibility, with researcher respondents most likely to strongly agree that there should be automatic
access.

Figure 5: Attitudes about personal obligations to allow data use

Q People who benefit froma publidy-funded health system should be antormutically eligible to be INVITED
to take part in publicy-funded health research
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9.3.2 Impacts of privacy legisla tion upon the conduct of research

Health researcher respondents were more likely to strongly agree than data custodian and peak body
respondents that the rigorous application of privacy guidelines has a danger of impeding health
research which would otherwise be judged ethically acceptable (Figure 7). By contrast, more data
custodian respondents disagreed that the rigorous application of privacy guidelines has a danger of
ipeding research. o

Figure 7:  Attitudes about privacy guidelines impeding research

Q The rigoraus application of privacy gudelines has a danger of inpeding health researdh which wodd
otheruise be juded ethically acceptable
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Crverall, there were no considerable differences the ardrude of all stakeholder respondents voward
s importance of linking heald information to determine the effectivensss of weaument (Figure 8).
ve was clear recognition of the impernance of linkage across all stakeholder groups.
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HREC respondents were more likely 1o disagree than other stakeholder respondents that the current
privacy framework is compromising the scientific integrity of health research (Figure 9). In contrast,
health researcher respondents were more likely to agree with this view than other stakeholder

respondents.

Dara custodian respondemts and peak body respondents had similar views about the privacy
framework compromising scientific integrity, with high proportions neither agreeing nor disagreeing.

Figure 9: Attitudes about privacy regulations and scientific integrity
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9.3.3 The operation of Ethics Commirtees

Health researcher respondents and peak body respondents tended to have similar perceptions that the
ethics commitiees have been overly concerned about litigation associated with privacy issues (Figure
11).  An overwhelming majority of data custodian respondents neither agreed nor disagreed that
Ethics Committees have become overly concerned about litigation,

Figure 11: Attitudes about Ethics Committees and litigation
Q Ethics Commattees hae become owerly congermed about litigation associated with privacy issues
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Of all stakeholder respondents, health researcher respondents were more likely to disagree that Ethics
Committees should always put participants’ privacy ahead of facilitating health research (Figure 13).
Data custodian respondents, HREC respondents and peak body respondents had similar asticudes
about whether participant privacy should be put ahead of research.

Figure 13: Attitudes about patients’ privacy versus research _
Q E thics Comymattees should akueys put participars’ privacy abead of facilitating bedth vesearch
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9.4 Specific attitudes to privacy
9.4.1 The impact of changes in privacy regulation over the past two years

The majority of stakeholder respondents agreed that privacy issues had become more complex over

the past two years (Figure 15). Very small proportions of peak body and HREC respondents indicated
that the privacy issues had become simpler over the past two years.

Data custodian respondents were least Iikely to indicate that privacy issues had become a lot move
complex. In contrast, a considerably higher proportion of HREC respondents {39%) indicated that
privacy issues had become a /o more complex over the past two years.

Figure 15: Changes in complexity of privacy issues

Q Orer the past tun years, bow would you rate any change in the complexity of prizacy issues?
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Overall, health researcher respondent perceptions differed from other stakeholder respondents in
regard to the impact of privacy legislation on research, health service provision and the privacy of
- individuals (Figure 21). Researcher respondents were:

> More likely to consider the legislation to have a negative impact on research and health
services; and

# Less likely to have a positive view on the impact on privacy of individuals.

Figure 17: The impact of Commonwealth privacy legislation upon health research

Q Orerall, how would you rate the impact of the Commmomuealth privcy legislation upon bealth research in
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Figure 18: The impact of Commonwealth privacy legislation upon health research
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Figure 21: The impact of Commonwealth privacy legisltion upon protecting individual

privacy
Q Ouerall, how would you wte the inpact of the Commmomueath privacy legislation. upon proteciing the
privacy of indivichuals i A ustralias
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MNote: Sample sizes requite caution when generalising 10 populations,

Percentages may not add 10 100% because “mixed”, “no impact” and “don’t know” are mot incladed
and are presented in 4 separate graph below.

Figure 22: The impact of Commonwealth privacy legislation upon protecting individual

privacy :
Q Ocerall, how would you rate the impact of the Commromueaith privacy legislation upont protecting rhe
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