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Executive Summary

The National Health and Medical Research Council INHMRC) is pleased to present this submission to
the Review of the Private Sector Provisions of the Privacy Aet 1988 (the Review).

The NHIMRC has made a substantial investment in developing this submission because of its
commitment to good research and health care provision and because of its understanding of the
importance of a responsible privacy regime. In order to make an informed and constructive
submission, it has sponsored a process of wide consultation over the past twelve months with a
comprehensive cross-section of stakeholders, and has thoroughly researched and analysed relevant
material,

In preparation for this submission, seven stakeholder surveys designed to evaluate perceptions of the
impact of the Privacy Act on health cate as well as health and medical research were conducted, in

conjunction with a comprehensive analysis of legal and operational issues associated with the Privacy
Act.

"The NHMRC considers that the 2001 Amendments have not achieved the objective of establishing “a
single comprebensive national scheme providing, through codes adopted by private sector organisations and Nationa!
Lrivacy Principles, for the appropriate collection, holding, use, correction, dischosure and transfer of personal information by
those organisations.”

The Australian health care industry is uniquely complex in its structure, spanning both public and
private sectors. Most individuals who access health care routinely do so across the public and private
sectors, The timely transfer of their health information between those sectors in a manner that respects
indtvidual privacy is crucial to the provision of quality health care. TIn additon, an increasing
proportion of health and medical research is conducted across sectoral and jurisdictional boundaries.

The NHMRC considers that:

» Private sector organisations that provide health care or conduct health and medical
research are required to work within an overly complex Australian privacy regulatory
regime; and

# Itis not possible to review the private sector provisions of the Privacy Act in the areas
of health care and health and medical research without considering their interaction
with other elements of the Australian privacy regulatory regime.

Even if NHMRC stakeholders work solely within the private sector, many information transactions
associated with the provision of health care or the conduct of health and medical research require them
to understand and/or comply with multiple Jaws, administrative guidelines and ethical standards in
different jurisdictions. Many report considerable confusion about their compliance obligations as a
result of the different requirements imposed in different jurisdictions. This confusion is exacerbated by
the internal complexity of the Privacy Act, with its dual sets of Privacy Principles and differing
requiremnents for public sector agencies and private organisations.

The NHMRC believes that this complexity and confusion is causing many private sector organisations
to make incorrect decisions based on a misunderstanding of the applicable law. Others appear to be
adopting a highly conservative approach to privacy compliance, which is impeding unnecessarily the
provision of quality health care and the conduct of important health and medical research and is not in
the overall public interest,

Our recommendations thercfore, are directed at simplifying and streamlining the Privacy Act across
both the public and private sectors. In particular, the NHMRC believes that there is an urgent need
implement 2 single, simplified, national health privacy repulatory regime, and encourages the Federal
Privacy Cominissioner to pursue this outcome as a priority with other key decision-makers.
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char such an outcome is unlikely to be achieved in the short term, however, fuzther

nmendpions are iU‘Lfih to %iﬂl\{)h?\' A and ‘%'El’ﬁﬁﬁ}hi g the PKJVQTC soctor E‘}YOVK‘\IOH‘) anc

dieir application to a number of important health care and research-related activides.

undertaken in preparation for this submission confirrned that there is sigotficant
confasion about the Privacy Act. The different conditions under which Yo s
are permited to collect, use and/oz disclose health information without consent should
he NFMRC fitmly believes that the present distinetion ia the Privacy Act between
and nisations creates significant unintended and detrimental effects. It recomunenas,
ve, that the Information Privacy Principles and the National Privacy Principles are mﬂrxmm{i
single set of Privacy Principles that app‘iy 1o all agencies and organisations; that thie ;‘awasmt
ony the various specified types of health and medical research is removed; and that
provision for a single set of f Research Guidelines.

VIRE stakehalders identified a number of threshold interpretation issaes relating to determining
o o mort health information is identified or identifiable, and the citcurnstances in which : mmipinﬂ‘
conzent is impracticable. The NEMEC considers that these terms need to be defined yore clearly and

¥

¥ Wmi den is made to thar effect.

s alse idendifled areas in which misunderstanding of the Priv racy Act provisions, s “ﬁt}me“ mm
ih the provisions themselves, is g)whw rse to confusion. On this basis, the NE
crested In working with the Office of the ?caﬁri Privacy Commissioner to &f}ﬂ

“rured uiuumou and communication campaign, with the objective of mproy
anding of the operation of the f:*‘uv acy Act.

fers expressed numerous concerns about the impact of the Privacy Act on the flow of

for the purposes of patient care, both within single organisations ot agencies and
nisations and/or apencies. Many organisations and agencies have adopted a practice of
lanket wid Ten mmrm to the future use or disclosure of health information. These consent
lutes may be vulnerable to challenge because they lack Rpmutﬁ:u‘v In ﬁd_diﬁﬂm they
sd or costy

sme and f*.osdj, and many esamples were provided where care was del
atons ware repeated because of delays In informadon flow as a result of such p!ux.mwf

stuclies suggested that most heaith consumers do not clearly understand the concept of

Y
H

i mrfzmmoq privacy, and have a iow level of awareness of the Privacy Act. N-‘lmt stakeholders

sublic and F mEtH Consumer groups agreed tbaa: thw trustec their doctors and other

IR considers that the applicadon and/or mr&*pretwom of the Privacy Act s impalring the
effectiveness and timelness of management of health information, and that this outcome is ot
interest. While strongly supporting the central role of consent, the NEFIMRO cons
carrent hnpediments o the ﬁow of health informarion rm clinical care purposes are fikely to

v detrimental to the care o of some individual patients, "The NHMEC strongly subsmits that i:?.}e:
vas volume of information transactions within the health care system, the uvnigqu

i io bhetween the pﬂvate and puuLc sectors and the vital impact of the tmeliness o?
w flow on dhe quality of clinical care justties the sharing of health information within the
3 o chinieal ream withour explicit patient consent, srovided there is no indicarion from tre patient
that such shazing is unacceptable o them.

i
i

LT

of health information without consent for quality assurance, research and relared
e safery and quality of clinical cate, now and in the future. These activities,
milat in natuse and lntent, aze currently subject to complex and different mqmmmems under the

t, depending on the setting in which they ate conducted and whether they are chat: aererisad

g crucial o

suranice or reseacch.
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In particular, the differing requirements of Sections 95 and 95A are inconsistent and contusing. Their
application to similar projects in different settings can result in different outcomes, without any
apparent policy rationale.

The NHMRC wishes to emphasise the importance of such activities and considers that heaith
information should be accessible without explicit consent for quality assurance and related activities
within the organisation or agency in which it has been collected. The NHMRO reattirms, however, that
the following activities should be subject to ethical review and approval:

% The use of health information without consent for research purposes within the
collecting organisaticn or agency; and

# Al collection, use and disclosure of health information without consent for quality
assurance, research or related purposes outside the organisation or agency in which it
has been collected.

In addition, the Privacy Act makes 2 distinction between *“health information relating to medical
research” and “research or the compilation ot analysis of statistics, relevant to public health or public
safety”. There is no apparent policy rationale for categorising research inte "medical research” or
“research relevant to public health or public safety”, and the NHMRC strongly recommends that the
relevant provisions are clarified and streamlined.

The NHMRC recognises that Human Research FEthics Commitrees are carrying the burden of privacy
compliance, partly because of their need to ensure compliance by researchers with relevant provisions
in the Privacy Act, which this submission will demonstrate is complex, and partly because of the annual
reporting required of them by the privacy regime. The NHMRC believes that compliance monitoring
could be simplified without detracting from privacy protection.

The NIMRC and its stakeholders are concerned that the informaton infrastructure that is essential to
the conduct of quality assurance and research is being jeopardised by the Privacy Act. In particular,
activities such as sample acquisition, data registries and data linkage are essential to some important
quality assurance and research activities, and are likely to increase in importance in the furure. The
INHMRC strongly supports the maintenance of such activities provided there is appropriate protection
of individual privacy. There is concern that some of these activities may not be possible under the
current privacy regulatory regime. The NHMRC recommends, therefore, that the Federal Privacy
Commissioner requests an appropriate national body to sponsor the development of a National
Standazd for the Establishment and Management of Health Information Registries and Data Linkage.
Consideration could be given to approving the resulting National Standard as a Code under the Privacy
Act. In the interim period, the NHMRC requesis that these vital activities are recognised, through a
binding determination or legislative or regulatory change, as acceptable if conducted following the
scrutiny and approval of an Fluman Research Ethics Committee.

These recommendations are based on a thorough and well-researched analysis of the impact of the
Privacy Act on health care and the conduct of health and medical research in Australia. Their
implementation would have a significant positive effect on activities that are of vital interest o the
community, now and in the future.

The NHMRC looks forward to continuing to work with the Office of the Federal Privacy

Commissioner to ensure that an appropriate balance of individual and public interests is achieved in
telation to privacy in the health care sector, through a revised Australian privacy reguiatory regime.
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gmmary of recomrendations

nrnendation 1

ﬁv-

leval Privacy Commissioner actively pursues with othet key decislon-makers the pr
inplementa wion of 2 single, simpilified, national health privacy reguiatory reglue, o
her than supplement existing regulation.

il

Becommendation 2

That the Commemvealth Privacy Act 1988 is amended so that

Che 1PPs and NPPs ars contbined into 4 single set of National T"wam' Principles that
apply o all relevant public sector agencies and private sector organisations;

by The present distinetion between the various specified types of health Aﬂd rredical

senrch is removed:;

IS

¢} There is provision for 2 single set of Research Guidelines that apply to the collection,
uze and disclosure of health 1nfo*"mm{m without consent, for the specific purpose of all
ApPr av:l% ’L”INLE rmd medical research by public sector agencies and private Sector
: sas to which the Privacy Act applies;

& The new Resecarch Guidelines are applied in a consistent manner, either to exempt
ncies and organisations from breach of, or as 2 means to enable agencies and
wions to meet, the new National Privacy Prnciples; and

elevant secton providing for the Research Guidelines is preceded by 2 stafernent
highlighting the standards which app}v to research involving health inforrnation and
which are zpplied and monitored by Human Research Ethics Committees.

Hecommendation ﬁ

o have

dl.s]« ex, “:i;;;lriz

ral Privacy Commissioner, in collaboration with the MMM

i rs regarding:

C, spousors

¥

the identity of the subject apparent o

) 'The general characteristics of datz thar make
Iy ascertainable;

?_\

by The fact that health information to which rthese characteristics do not apply s not
hiect to the Privacy Act

The fact that even where the identity of an individual is apparent or can reasonably be
ascertained from heulth information, an HREC, udlising the Reseatch Guidelines,
legirimately may decide on public interest grounds to approve its collection, use or

closure f or strict X L()[lilut‘(““lih UEC b‘\f a ] E’E:L"LLU’}LL qﬁd

HRFC approval is an acceptable ethical and legal basis for disclosure of health
ation for the specific purpose of an approved research project, including where
nt of the person to whom the information relates has not been obtained.
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Recommendation 5

That ‘impracticability of consent’ is clarified, either through legislation, regulation or a binding
determination, to provide that impracticability includes but is not limited to, the following sttuations:

a) 'The procedures required to obtain consent are likely to have 2 serious and adverse
effect on the well being of the person from whom consent would be sought;

by The procedures required to obtain consent would prejudice the scientific value of the
research; and/or

¢} It is impossible in practice, due to the quantity, age or accessibility of records to be
studied, and in the context of the need for scientific tgour of any relevant research, to
obtain consent.

Recommendaton 6

‘That, while recognising and supporting the central role of consent, the sharing of all necessary health
information with and/or between health care professionals and support staff {the weating team) for the
putposes of the current care of an individual patient is recognised as being in the overall public and
individual patient interest, and is permitted s long as there is no indication from the patient that such
shating is unacceptable to them, and there are no other circumstances which could reasonably be
expected 1o alert members of the treating team that the patient would object. Recognition should be
through 2 binding determination, legislative or regulatory change.

Recommendation 7
That:

a} The use of health information withour consent for the purposes of quality assurance
and related activities (including management, funding, monitoring, policy development,
planning, evaluation and cost-benefit analysis) is recognised as being in the overall
public interest and is permirted (through a binding determination, legislative or
regulatory change) even if it is not within the reasonable contemplation or expectation
of the person to whom the information relates;

b) ‘The disclosure of health information without consent to (and corresponding collection
by) third parties for the purposes of quality assurance and related activides (including
management, policy development, planning, evaluation and cost-benefit analysis) is
required to be referred for appropriate ethical review, in accordance with guidelines
issues by the NHMRC and approved by the Federal Privacy Commissioner (third
parties means public sector agencies ot ptivate organisations other than the agency or
organisation which first collected the health information);

¢) All research into the provision or organisation of health care in which it is proposed
that health infermation will be collected, used or disclosed without consent is required
to be referred to an HREC for consideration and approval;

d) The definidon of ‘research’ is consistent across all provisions of the Privacy Act and
encornpasses all health and medical research; and

¢) The Federal Privacy Commissioner prepares guidelines on these matters in
collaboration with the Australian Health Ethics Commirtee.
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1. Background to this submission

1.1 Introduction

This submission was developed on behalf of the NHMRC following an extensive process of
consultation with NHMRC stakeholders, and a technical analysis of the Privacy Act.
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e e Bob Milstein were sub-contractors Who Were respon ble for the legal
holder surveys were undertaken with seven INHMRC stakeholder groups:
o General ;?Lﬂ}lﬁﬁt and health consumers — qualitative study;
P General pu and health consumers — quanfitative study;
e 1o nl}ie{i health professionals;
e o andd health service researchers;
P data cusrodians;
Y Tiuman Besearch Fthics Committees; and
5 Peak bodies — professional and consurmer.
A summary of the survey findings and technical analysis is avaitable on the NHMRC web bsite
[FIMRC with & comprehensive assessment of

jective of the surveys was ro provide the N
archers, health cate providers and other stakeholders as o foundadon

ned submission o the Heview.

ders confirmed that a particolar difficulty arises when, as Is comumen, a patient e

e *g‘ﬁ’if‘ one provider agency or organisatdon. E rom the perspective of many healid

he current pmm v legislation both impedes their ability o provide quality hmmh :

raises significant medico-legal risk. They conmlam of significant encumbrance in the

lnical information as 2 result of the interpretation of consent requirements in pu ROy

o mainiream, such encumbrance causes in uwvc‘mc*me and inefficiency. It
sts,

o ﬁ'ﬂpﬂitﬁﬁ :}@{tmmn—mammg because of ina ,»:,.L.iu.;ﬁ:i‘: ke

on of dagnostic tes

and medical researchers have reported that the application of the Austealian privacy
e s an iopediment to important research studies, and a large g:%rr:}p@?fﬁ?m of m
Research } :Hwa Committess (FIRECs) have said that interpretation of privacy o

}l‘i‘)?\'}!&ﬁ'}& for their comnite

C)

In Faer, z,ﬂn. cangs of L\i?:}ai 20 stakeholders have reported thar the eatire Austealian privacy reg

tancding

restrictions on, or contributing to a lack of clarity in the unders

,health care providers ’md researcher

1.3 MNHMRC approach to the Review

that the following pu.bhc. interests nead 1o be taken into account in the Review:

- Fz.m;i.%..ﬂ;ﬂmm the provision Gi h{—:ahh care o mdivicmzm;
P the rights of health care providers to practise quality medicioe In a safe

environment; and

s
153

# Undertaking effective health and medical research for the benefit of individuals and the

prablic.

in addresses two major issues with respect to the Review's terms of reference:

o the oversll complexity of Australia’s privacy regulatory 1
szholder comprehension of and cormpliance with the private secior

relates to the way in which the private sector provisions impact on w“%w
s of hiealih information for the purposes of clinical cave as well as health and medic:
1nd whether the appropriate balance of public interests is betng achieved,

R
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The NHMRC has found it challenging to identify issues that relate exclusively to the private sector
provisions. A major contributor to stakeholder difficulty in applying the Privacy Act is the complexity
inherent in the Act, which is a direct consequence of the different provisions that apply to public sector
agencies and private sector organisations.

Our recommendations, therefore, are directed art simplifying and streambining the
Privacy Act across both the public and private sectors.

We consider that implementation of these recommendations will have a significant positive effect on
the operation of the private sector provisions and the protection of privacy generaily across the health
care and health and medical research sectors,

1.4 Structure of this submission

The submission details:
> The role of the NHMRC (Section 2);
The importance of health care, and health and medical research (Section 3);

v v

The complexity of Australia’s privacy regulatory regime (Section 4);

-

4

The need to simplify the Privacy Principles and Research Guidelines (Section 33;

- » Threshold issues in interpreting the Privacy Act (Section 6);
» Privacy issues relevant to the sharing of health information for climical purposcs
{Section 7) ;
»  Privacy issues relevant to quality assurance, research and relared activities {Section 8}
» Information infrastructure for research and quality assurance {Section 9); and
# Conclusions (Section 10).
Special Note

The number of respondents was relatively small and some smakeholder groups were complex in
structure {eg Peak Bodies, which included professional, consumer and reseazcher peak bodies). The
findings of this research, while indicative, may not be generalisable to the broader stakeholder
population.
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3. The importance of health care, and health and medical
research in-Australia

31 Nﬁti’anal inir’estment in health care

W’hlle Austrahanb are tehtiveh healthv and have ready access to a health care systern that is md{i
recognised as providing high quality care, there are many opportunities to improve the hcalri fmd
wellbeing of our community.

Tn 2002/03, e*{pendlture on health care in Auvstralia exceeded $72 billion, representing 9.5% of Gross
Domestic Product? Australia’s heaith care expenditure is growing each year, as our population grows
and ages, and as new drugs and technologles augment the range and Apphcatmﬂ of available rreatments.

Continuation: of Australia’s high standards of health and health care depends to a significant degree on
the ongoing success of our national health and medical research effort.

3.2 Nat:ionai investment in health and medical research

Hxpenditure on health and medical res search in Australia comes from 2 vatiety of sources. NHMRC
funding of $300 million was made available for new and continuing health and medical research in
2002/03. Significant additional financial and in-kind support to research is also provided b} other
Comimonwealth Departments, State Gm ernments, business enterprises and the private, non-profit
sector.?

The Australian Government's investment in health and medical research is increasing, with 2
commitient to double the base level of NHMRC-controlled research funding by 2004-03, representing
an investment of an additional $614 million over a fve year pedod.  In 2004, the Australian
Government also announced extra funding of $200 million over 7 years to support infrastructure costs
of independent medical research institutes.

According to the Health and Medical Research Strategic Review (the Wills Review) there are
compelling reasons why Australia should focus on health and medical research:
¥ Wehavea strong health and medical research base on which to buikd:
~ Austtatia has 0.3% of the world’s population, but produces 2.5% of the world’s
health and medical research;
’P The quality of our research is very high:
"~ 1.3% of Austtalian pubhc:ations fall in the world’s top 1% most cited research;
~  Australians have received 4 Nobel Prizes for Medicine or Physmlogy, two others in
related fields and many other prestigious awards;
= Australia is widely recognised internationally for its strengths in health and medical
research;

%,

# The increasing cost of health care will place extreme pressute on our economy; and

» There is an unprecedented opportunity to build a strong biotechnology industry based
on our accunmlated knowledge in research and clinjcal practice, combined with a new

2 Australian Institute of Health and Welfare (AIHW) 2004, Health espenditure Australia 200203, ATHW Cat. No. ITWE
27 {(Heaith and Welfare Expenditure Series No. Z0).  Canberra:  ATHW.  Accessed on 18 Ociober 2004 ar
hrtp:/ fwwrw.athw.gov.an/ publications/ hwe/ hea02.03/ heaQZ-03.pdf

?  The Wills Review (see footnote 4) estimated that competitive funding through the NHMRC accounts for 25% of public
invesiment in health and medical research, In addidon, industry investment ﬁmds apprommatd» 12% of ovemii health
and medical research, and private, non-profit crganisations fund approximately 1
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Ha. The wirtuons oyeke, Working saserher for health and medical researsh (the Wi ills Rewiew), 1999,
na g

1. Accessed on 23 Qctober 2004 at hetp:/ fwwwT health gov.aa/hmee/wills/h E‘fmr/”wmm ry.pli

\CEESE RGOS, Um mfw of imvesting in lealtth RevD) im Anstraka. Seprember 2003, Pages 1-2

WLOEELAL/ m»nc:::L,” Surmmaty.pdf.

ntrabia's headth 2004, Canberra: AW, Page 336,
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bodies - the Australian Health Information Council and the National Health Information Group —
have been formed to provide leadership on information management and technology and to advise the
Australian Health Ministers’ Advisory Council and the Australian Health Ministers’ Conference. The
new - arrangements recognise the need for coordinated coherent governance of Information
management in health care, and will be reflected in 2 new National Heaith Information Agreement.

The NHMRC is strongly committed to promoting the ethical use of health information, in 2 manner
that complies with the law and supports the overall public interest.

The continuing provision of high quality health care and the conduct of health and medical research in
Australia therefore require the creation and maintenance of a supportive regulatory scheme, including 2
sound, coherent and workable Australian privacy regulatory regime, operating within an overall ethical
framework that protects the rights of health care recipients and research participants.

3.3.2  Information needs for quality health care

"The quality of the health care provided to individuals depends on the availability to the treadng health
care team of all relevant information about past history, family history, present symptoms, recent
treatrnent and investigative results.

Individuals need a high level of confidence that their health infotmation will be treated with the urmost
respect and confidentiality. Without such confidence, they may not volunteer information that is vital
to the provision of quality cate.

Australia’s health care system is substantial and complex. 1t is one of the largest industry sectors in the
Australian economy and provides an extraordinarily high number of individual services across a wide
range of primary, secondary and tertiary agencies and organisations in both the public and private
sectors, In 2001/02 there were:

T

# 724 public acute care hospitals, 301 private hospitals other than free-standing day
hospital facilides, and 236 free-standing day hospitals;?

# 19,464 private medical practices, and 30 private pathology laboratory businesses;?

v

6,398,171 separations of admitted patents from public acute, public psychiatric and
private hospitals, a2 rate of 327 separations per 1000 population; 3948860
separations from public acute hospitals; 16,652 separations from public psychiatric
hospitals; and 2,432,659 separations from private hospirals (including private
psychiatric hospitals and private free standing day hospitals);® and

> 39522981 non-admitted patient occasions of service provided by public acute
hospitals; and 1,748,000 non-admitted occasions of service provided by private
hospirals.?

In 2002/03, 221.4 million Medicare-funded services were provided through the Australian health care
system.'t 1t should be noted that some individuals receive a very high number of health care services.
For example, in 2002/03, 3% of the populaton received 51 or more Medicare-funded services.2

-1

Australian Institute of Health and Welfare, . Amstradic’s health 2004, Canberra: AIHW. Page 286. Accessed on 13
November 2004 at http:/ /www.athw.gov.au/publications/hse /ahs02-03/ ahs02-03-c00.pdf.

8 Thid Page 293.
? lid Page 276
1 Thid Page 285,
W fvid, Page 296.
12 Thid, Pag e297.
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. es to emphasise that In practice, it fs difficult to consider privacy issues io the |
separately from privacy is s8UEs in the public sector. There are very few metmbers of
VT &vm) receive their health care from a provider, or providers, wlm C@z,mw s
mlfﬁﬂeruﬁ of patients are transferred between private health services and
& pumbers r)f’ﬁ atic “}te are roul m&*lv dmc}‘r rgf:d fram public hospitals

ion, an increasing number of patients in pubhu ?‘mpitﬂ are el “‘nnw to be treated as pov
Tn 2002-03, there were 371,000 private patients (9.1 per cent of all pa.nezfm\ admitted to public

, 318,000 private patients (8.3 per cent of all patfents) in 199899, Thus
per cent growth in the proporton of private patients admitted d to public hospitals

iy sector, many fahemw move between privately and publicly owned and/o

r peneral pracrices and cornrnunity health services.

TR considers thar the un qm:h complex structure of the Australian healih
m and the way in which service provision routinely crosses public and

pr ivate boundari f.tuuc“ special consideration of how ro manage health

El

information pmvacy most effectively.

withtn which health informadon is managed must ensure thar the
e 15 not hindered ummccﬁﬁrﬂy bv ﬂcdimcms tor the trans

) Informeation needs for bealth and medical research

oy e MEIMRC, The MEMRC 1’2&;’1?:5 sesobved that

!:h;z.z‘: observe the standards and procedures set out in its Nawlonal Statoment on Ehteal Con

, uuwﬁu 1 Flamans (the Wational Statement) will be eligible for NHMRC research grants. Th
spts oul the mioimum acceptzble standards for conducting research involviag

, , it alse describes the role and responsibiiities of HREECs in re

rrolving hamans.

conduct \Jf ﬁ::«‘um‘“u* iz a L(\} T?I”O“L“ALV

dewing research

Bt étlfsm{m't is endorsed by the Australian Vice-Chancellors’ Comumnitree, the Anstralis
, the Australian Academy of Hamanities, the Australian Academy of Science and the
of -"m: %;1?. Sciences in Australiz, and is supported by the Academy of Techuological Scienc
cering, This means that the vast majority of human research conducted in the Aus
ve systern is reviewed by an HREC, the primaty role of which is to protect the weliare and t
5 of participants in res

&

atth and medical research in

;g)r(wﬂion of chnical care, the conduct of hea
em frequently spans the public and private sectors

Aceessed oo

¢ Departraent of Mealth and Ageing. Public sorsme private. Do you kuow the dif
s S haalth.govan/internet/ wems/ Publ

hing.nsf/Conrenr/health-abea sooph-where pubie heom,
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Much health and medical research is multi-site or multi-jurisdictional, involving
participants who move between the public and private health sectors.

Privacy legislation needs to take into account the public interest in effective research being conducted
regardless of jurisdictional or sectoral boundazes.
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4. The complexity of Australia’s privacy regulatory ey gime

4.1 Introgduction

notes that the Australian privacy regulatory regime s not confined to Commaonwenlrh
tion T%Mfe ate rdﬁ a0t COMUNON {&w Dﬁ:mcmies, admlmouxmef guidelines and ml}fv
s addition, the Prvacy Act operates in conjunction with other € ommaw\w’ﬂth state
The consequence is a rematkable level of complexity.

A i TR R-DUI NV, SRR, b gy
¢ Aliac hﬁwm Lwe pr rovide, as an exar 1}31@'3, a descripion of the PIvACY regulatory regiine 48 o Appies

winionity of episodes of health care provision, and a sigoificant proportion of health ang o rmedi
a.m‘ projects, are conducted in multiple settings that cross sectoral and fursdicdonal boundavies.

ad sectopal differences inherent in Australia’s privacy regulatory re gimne do not rest
_,.h ard medical

realities of infermation flow Fcu: hoth clinical care and hea

The challenge for ali NHMRC stakeholders is to protect the privacy
information in circumstances where timely transfer of that information berw
isations operating in both the public and private sectors may be crucial to the
¢ the public’s interest.

SRR

every disclosuze there is a corresponding ‘collection’.  Even if the private s
fency Act apply to o stakeholder, it is almost inevitable that In the ehby and How ot
v will encounter stakeholders whose legal obliganons differ. Srakeholders
e, have to answer two fundamental questons:

Gdent of compliance with thelr privacy obligatdons, those to whom the p v
of the Privacy Act apply may need to be aware of and/or comply with co-
of privacy and confidentality, as established by

F vacy legislation or regulation applying to all public sector bodies.  The
Lnrm;ﬁwm r}l Ausralizn ,J{)ﬂ?i Territory, Mew South Wales, the Northern
Vicroria all have legislation of this tpe;
e gisladon or regulation applying to privare sector bodies. é,iu

e

r South Wales and Victoria where state legislation regulates privat
services in the collecdon, storage, access, use and fimimw‘e of hmhb
WEOmA o

¥ Adminisrrative guidelines dpph’iﬁé o pubhc sector bodies in Tasmaniz, Queensland
anch Sourh Auvstralia, These would '—"Qﬂm“’!’.ﬂfv be treated as subject to other L*O%fwi AL, &
1 at s *mhc*ﬂ (Jueens M{L

i@%mi 7 ndw tality or secrecy provisions contained withint other statutes; and

B Common law obﬁgﬂtions of privacy and confidentiality.

clear that, even for smakeholders who work within 2 single jusisdiction, identification of and
i ith the relevant legislation can be a daunting ms,k (see k!mqmcm 1, In some
= their own piiV’Uf‘ sector legislation, affected persous are obliged to comply with
acy statute their own i lihdlctiﬂl? and the Commonwrealth’s, Given the ¢ udagmrm

s very difficult for individual stakeholders, most of whom are strongly corumitted o the
oont %m of health care delivery and research but are ot experts in privacy law, to determine

rtainty which laws apply iz relevant information exchange.
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The NHMRC firmly believes thar the high volume of complex interactions between
the public and private sectors in the delivery of health care, as well as in the conduct
of health and medical research, means that the private sector provisions of the
Privacy Act cannot and should not be coasidered in isolation from other elements of
the Australian privacy regulatory regime.

4.2 'The consequences of the complexity

Stakeholders have advised the NHMRC that the complexity inherent in Australia’s privacy regulatory
regxmc: is leading to:

# Clinical care, quality assurance and related activities being compromised because access
to essential health information is impaired;
» Significant research not being approved; and/or

» Additional requirements being imposed on some research that reduce its scientific
rgour,

The stakeholder surveys conducted in preparaton for the development of this submission confirmed
that there is only a modest level of awareness of many of the relevant elements of the Australian
privacy regulatory regime. The survey of health care professionals confirmed that almost half of all
respondents did not know which privacy legislation applied to them in their capacity as health care
professionals. Other stakeholders have a rel'mveh high level of awareness of the broad concepts
underpinning the Privacy Act, but the level of awareness falls with more detailed aspects of the
legislation (Table 1).

Table 1:  Awareness of aspects of the Federal privacy regulatery regime™
Researchers Data HRECs Peak Bodics
Specific aspect of the - Custodians
Federal privacy regime a=112 =37 a=80 0=51
(%) ) (%) )

The role of HRECs 98 97 97 79
The Commonwealth Privacy Act 76 94 92 20
that applies to public agencies
The Amendment (2001) to the 59 82 77 a0
Commonwealth Prvacy Act
The 10 MNational Provacy 44 81 62 74
Principles for the private sector
The 11 Information Privacy 40 68 68 G7
Principles for Commonwealth
agencies

#  Note that proportions are indicative but not necessarily representative of the entire population from which the samples

were I{,(.ﬁlit(.d
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Table 11 Awareness of aspects of the Federal privacy regulatory regime
Researchers Dhata HRYCs Peak Bodies
Enecific sepect of the Custodians
eral privacy tegiome n=112 =37 =80
(%) ) (%)
39 T & 30
31 TH 57 41
&5 l")m'a%t* se0er)

24 57 b3 24
20 53 53 43

helieves that the current complexity of the Australian privacy regulatory re agte is
for sstmffhcaiu@rs for whom privacy is an important but not frecuently
stered aspect of their work., As a result stakeholders appear o o be:

B Tpno ring the legisladon {with the well-inren sHoned but incorrect assumption that by
to the confidentality prescripts of ethical professional pracce they
in the law; '
g - o thelr infuition of what the law probably requires of them;
> [ Ll.‘if‘d on a 51.1‘perﬁf:i.:,xl reading of the legishation that they

ation of the legisladon.

har such responses are hindedng the provision of qualitv health care as
1 J

Y

. health and medical research. Thete is evidence that legitimate and sthirat
s are vital to the quality provision of health care or the conduer of
research) are b@iz}g delaved or proseribed becanse some ey

sy

ctermine, with sufficient confidence, whether specific collectons, uses
Hsclogures m information accord with legishative requirements. The adopton of 2 highls
approach is resulting in excessive administrative effort and a reluctance to approve t the

&

e
e pse and disclosure of health Information for the purposes of health care, as well as health and

Al research.

 NHIMRC considers that an appropriate balance berween i individual privacy and
the public interest in the provision of quality health care and the conduct of effective
health and medical reseazch is not being achieved within the current federal privacy
framework.

that:

ARC considers, theretore
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» There is an urgent need to simplify Australia’s privacy regulatory scheme and create a
single, simplified national scheme; and

# In the absence of a single, simplified, national scheme, there are, nevertheless,
opportunities to simplify the Privacy Act to improve consistency of its application and
to remove significant barriers to the provision of quality health care and the conduct of
important health and medical research.

The NHMRC notes that the Australian Health Ministers” Advisory Council (AHMAC) draft National
Health Privacy Code:
» Represents a significant advance in privacy regulation with respect to heslth
information; and

» Could form the basis of a uniform regulatory approach applicable in all jurisdictions,
replacing rather than supplementing existing regulation.

The NHMRC urges the Federal Privacy Commissioner, as well as considering amendments to the
Privacy Act, to pursue as a priority with other key decision-makers the acceptance and implementation
of a single, simplified national health privacy regulatory regime.

Recommendation 1

‘That the Federal Privacy Commissioner actively pursues with other key decision-makers
the preferred option of implementation of a single, simplified, national health privacy
regulatory regime, to replace rather than supplement existing regulation.

Recognising, however, that:

» 'The terms of reference for the Review focus on the operation of the private sector
provisions of the Privacy Act

» It is difficult to separate privacy issues in the private sector from privacy issues in the
public sector; and

7 The progress of the draft National Health Privacy Code has been slow;
the remainder of this submission focuses on oppormnities to promote the appropriate balance of

public interests through simplification, clarification and reform of the existing private sector provisions
of the Privacy Act.
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5. Simplifving the Privacy Principles and Research %mﬁﬁhm,f

5.1 The relationship between Privacy Principles and Research Guidelines

of the most te iﬂ\, identifiable aspects of the Privacy Act that is creating confusion for MR
is tl rence of two sets of Privacy Principles ~ the Informaton Privacy Principles
d J'u l‘w ,wwm} Privacy Principles (NPPg) and Ju* related Section 95 CGuidelines ami Secnion
(the Research Gmdfhnm

. ¢he TFPs apply to agencies (which are, essentally, Commonwes
ties and entities that represent the Commonwealth Governmen( and the NI appi

iong (which are, essentially, private sector entities'®).  Although the TRPs and NPFs ap
v content, they itfer in some mpuzta S:‘,SP(&(“C&, and h’h e po%‘tnmfl\” VEry different effects on

Y

1
it -1

o

£

Freeanion-based activities in health care as well as in health and medical reneareh,

FIMRO, with the approval of the Federal Privacy ¢ Commissioner, to issue
p.r:ar ction of privacy in the conduct of medical research by :m:mmﬂ” Whers an
ity undertaken in an agency would otherwise breach an TPP, and the sctvity is done in the cousse

1 —ﬂ.ﬂsmrc% and in accordance with the Section 95 Guidelines; the activity is regarded as not

the collection, use and disclosure of health information by organisations, anic

it
i

1&1“ 'p‘lz”‘}‘{)ﬁ@ﬁ of subparagraph 2.1(d)(i) of the NPPs, the Federal Privacy
igsioner may, by notice in the Gageife, approve ¢ guidelines € i%“ t relate to the us

anet sr}i Tossize of health informaton fog he purposes of yesearch the compilag Lwl
or analysie of sraistics, relevans to public health or public safety; and

¥ For the purposes of subparagraph 10.3(d) () of the NPPs, the Comrndssioner may, by

notice in the G azerte, apprm e g La&ade.urm:, that relate to the collection of Ew Ith
information for the purposes of:

.’_—":. S '“h‘ or the compilation or analysis of statfades. relevant to public health or

The manaeement, funding or monitoring of o health service.

arch Guidelines, therefore, establish conditions under which either agencies (Section 95) or
(Section 95A) are permitted to collect, use and/or disclose health information weir

ic aotivities.

L.’Z..
-
i

£
i

which can be referred to an HREC for consideration under the Research Guide
on the particular setting in which they ate to be conducted:

: -.}s::aﬁis by an agency for the collection, use and disclosure of health information for
the 4~sumc>sﬁs of medical research (a term which is not defined) can be referred 10 a0

po me&m s by an grganisaton for the collecrion, use and disclosure of health
rmation for the purposes of pesearch, or the compilagon o analysis of statistcs

i to public health or public safety (terms that also are oot de fined) can be

il

AL

veferved toan HEEC, and

B Propesals by an prgandsat inn for the collection of health information for the purposes
of management, funding or monitorine of a health service can be referred to an HREC

of ‘organisations’ includes aon-government organisations, Copumunity groups and indivichaals.

RIS
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It is clear to the NHMRC that the varying conditions associated with the collection, use and/or
disclosure of health information for specific putposes are creating considerable confusion for all
NHMRC stakeholders, public and private alike. The surveys conducted by Campbell Research &
Consulting in prepatation for this submission confirm that it is 2 challenging task indeed for a
stakeholder who is not trained in the law to discern from the Privacy Act which principles apply to their
specific activities, or the detail of the differences between the IPPs and the NPPs and the relevant
Research Guxdeimes In fact, of the 80 members of HRECs who responded to the relevant survey,
only 55% were aware of the difference between the IPPs and the NPPs and only 53% were aware of
the difference between the Secdon 95 and Section 93A Guidelines.

This group of stakeholders is relatively well-educated about privacy compliance issues. its members are
informed and motivated. Most have been exposed te significant training in relation to the Privacy Act,

but many remain confused about its proper apphcauon including the proper application of the private
sector provisions..

The NHMRC considers that:

» Itis extremely challenging to establish and maintain an acceptablg level of stakeholder
awareness about the application of the private sector provisions of the Privacy Act to
the collection, use and/or disclosure of health information by agencles, when
compared with the way in which the Privacy Act addresses the same issues for
organisations. Such an objective may never fully be achieved;

» There is no obvious rationale that requires health information to be managed
differently by agencies and orgamsauon and the existence of these differences is
creating confuqlon and fequltmg in incorrect interpretation of the Privacy Act in all
sectors;’

» There is no obvious rationale for the Section 95 Guidelines operating to exemprt
agencies from breach, while the Section 95A Guidelines operate fo facilitate
organisations meeting the NPPs;

# 'There is no obvious rationale for the present distinction in the Privacy Act berween
“health information relating to medical research” and “health information relating to
research, or the compilagon or analysis of statistics, relevant to pubhc health or public
safety, or the management, funding or monitoring of a health service”. The distinction
results in significant detriment to research and related activities that can provide
substantial benefit to the health of the Australian population, because it excludes not-
medical health research by agencies from consideration vnder the Section 95 guidelines,
and medical research that is not relevant to public health or public safety from
consideration under the Section 95A Guidelines;

» Cormbining the IPPs and the NPPs into a single set of Privacy Principles, associated
with a single set of Guidelines for the collection use and/or disclosure of health
information for research purposes would substantially faciliate  stakcholder
comprehension and compliance; and

» 'There is a pressing need to expand and improve resources, education and training for

stakeholders, both in relation to their specific privacy compliance obligations with

- tespect to the Privacy Act and the interaction between those and other existing and
expanding privacy compliance obligations.

5.2 Impact on Human Research Ethics Committees

Chapter 18 of the National Statement on FEthical Conduct in Research Involing Flumans sets out the
responsibilities of HRECs, when reviewing research proposals, in regard to the researcher’s conformity
with relevant privacy regulation and the protecuOn of individual privacy. The review by HRECs of the
privacy issues related to research protocols is a significant xesgonblbihty because the environment, as
described above, is complex.. The differences in the requirements of the Guidelines under Section 95 of the
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988 and the Guidelines approvsd under Seeiton 954 of the Privagy Aet 1988 are srmall, bt
il

e lack of awareness revealed in Table 1 (Section 4) means that FIRACs devote adedit

i

ources to identifying and deliberating over the application of privacy regulation to res
"ﬂi’."fhira in reinforced bv, and in twrn Lonmbum to, the conservative e approsch rev ealed by dzs*

s undertalen,

ro ’{’he complexdty of the peview process Dy HRECs is the requirement for n_.;*s mmg ih

i h Guidelines. This rrﬁqm;funent to report to AHEC is enshrined ghw
undertaken on an annual basis, The aim of the repotiing is to provide
‘ roine HREC compliance with the Research Guidelines. The information
SR Mcec{ on informaton required by the OFPC as deterrnined when the Research
\ost recent annual report form contaned thirty gquestions relating o

411(‘

of this cusrent seportting approach has been 4 significant increase in both HREC and AHEC
workloads in order to meet external (OI:*T}C) mpof’iimg requiremnents, HRECs find it
mzfuh 10 repott r&i‘f'oapmcﬁvel“ on their applicaiion of the Reseazch Guidelines and alvways
o if the reporting requirernents are to change to allow thern to commence data

aff resources to analyse the responses from

1EC has 11’1 1 o commit significant
MR ROy and undertake f«w}‘ﬁw up action on those rf,:,pﬂnw@s to the 30 puivac
ome misinterpretation of the guestions and hence doubts about these

wer costs neurred by AHEC include the initial dt"?dz}f‘i‘ﬂmli and dissemination

imu and the annual cost of compiling, printing and distributing the annua

e q‘r“amplifma: . in 2002, NHMRC, through AHEC, conducted national workshops o
8 mwg researchers in understanding the requirements of the Research Guidehnes. The
rere developed fmd run collab or,mv{;lv wi&z OFPC. and were attended by spprosimarely

= of approvimately 230 000,

c g cost to MED

" s currently wotking on mechanisms and models o facilitate the more
arch thar 8 undertaken a2t multiple sites.  In cases where such rescarch raises lssuos
v, the need for reform of the current approach is heightened:  as notes sarder i this
,, mult-site research often involves both the public and private health sector, compounding
eulties encountered with the current need to have regard to two sets of Privacy Principles,

monitoring of the Research Guidelines to dare indicates that adheronce
t may be useful to consider alternative monitoring mechanisms, It is worth neott
hes of privacy in clinical practice are monitored by 2 complaints-based appr gerts
il be adequate in the researc h context and may be more cost-effective, hmme: 7 i€
ement principles and in keeping with the original spidt and intent of the “lght touch”

- 1 the ¢ hpwww; of u'pm“tiﬂg over the past four vears, it has been demonsirated that
breaches of pr;a-fzcy in research are not oocussing and that the uﬂff&i’” anmual proc V
collecting and analysing information from HBECs does not, of imelf, conuibute w pr
DrOECTAON,

o However, 1t i aD‘amprmw that HRECs should contdnue to report to either AFEC
OFPC on 1"}1#31 application of the . search Cruidelines.

#  The coment approsch 1o reporting p;’ivaf:ju complance is onerous for both anet

-

e i

C and it is timely to consider both the purpose of the reporting and thersfors the

optitaal type and amount of information o be collected,
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» Having reviewed what information it requires relating to privacy, should the QFPC
determine that it wishes to retain the current reporting arrangements, then the OFPC and
AHEC should discuss and agree on appropriate mechanisms and relative responsibilities for
the collection and analysis of the data required.

Y

As indicated in Recommendation 4 (Section 6) of the submission, NFIMRC is open 1o
assisting OFPC in any educational endeavours relating to revision of the legislation.
However, such activities would require the allocation of resources for this specific purpose.

Recommendation 2

That the Commonwealth Privacy Act 1988 is amended so that:

a) The IPPs and NPPs are combined into a single set of National Privacy Principles
that apply to all relevant public sector agencies and private sector organisations;

b The present distinction between the various specified types of health and medical
research is removed

¢) There is provision for a single set of Research Guidelines that apply to the collection,
use and disclosure of health information without consent, for the specific purpose of
all approved health and medical research by public sector agencies and private sector
organisations to which the Privacy Act applics;

d) The new Rescarch Guidelines are applied in a consistent manner, either to exempt
agencies and organisations from breach of, or as a means to enable agencies and
organisations to meet, the new National Privacy Principles; and

€) The relevant section providing for the Research Guidelines is preceded by a
statement highlighting the standards which apply to research involving health
information and which are applied and monitored by Human Research Fithics
Committees.

Recommendation 3

That the Office of the Federal Privacy Commissioner reconsiders the informaton it
tequires to have reported by Human Research Ethics Commitrees with a view to moving to
a complaints driven, “light touch” approach.

Implementation of Recommendation 2 will provide the opportunity to address a uumber of
inconsistencies and interpretative difficuities in the private sector provisions of the Privacy Act.

The NHMMRC 1s willing to work with the Office of the Federal Privacy Commissioner to desipn and
conduct a long term, structured education and communication campaign, to improve understanding by
all key stakeholders of the operation of privacy legislation with tespect to the management of health
information in health care, health and medical research, quality assurance and related activities.

In the rémainder of this submission, we describe and make recommendations about a number of issues
that have created difficulties for NHMRC stakeholders in their efforts to comply with the private sector
provisions of the Privacy Act.
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6. Threshold interpretation issues

Introduction

Act only imposes obligations with respect to information where the identty of the person
he in ic.;mmtéon relates g apparent of can L{f"l‘of}ﬂ.g&bh‘ be ascertained. §ﬁ addition, i v 11.1{..1
co or disclosure of health information is obtained, no further obligations are

A A

. one of three prerequisites to the operation of the Section 95A Guidelines, as
(1) ?md NPP 105

eholders are, however, experiencing difficulty in determining whether a perso

nably be ascertained’ and in which clreumstances consent is impm:: ; gﬁs...i.',

relate vo the management of health miotrmtjor‘ relating to individuals who are
nent of dentfiable g a;:umf: sarnples. The NHMRC notes that the management
i s Dumde ¥he terms of mmmnm of *be Review. ?ﬁw@&:‘ﬁrt}ﬁ@wss, ihe NN

AT
X ﬂ\v {lk*{_,,

Hi"’cm 1 { f}&mm Biom m;p ort Eles ?:mff;f Yours f he Protection of Human Ceens

e tha vivacy JAct should be amended to extend the oo
's {or shmilar ;_:srivar:.}:' pz'i:ﬂcipies} £t 1@;1111&21“%31@ genetic samples.’©

-

O also notes and supports recornmendation 7-6 of that report, which propuses that the
Pyivacy Act shauld be amended to provide that health information includes information ¢ abe
12l who has been dead for 30 yeats o less, and that such amendments shou id include provis
ision making by next-of-kin or an authotized person in relation to the handling of a
s m,&lfh information, This is an addirional area in which significant _}u.-;";fsdmmzrzm

contusion of h ath care p‘“mmamnmu and administrators as they
ent requirements at a national level would hr‘ we

tos. Clear and ¢

administering :‘Hi%'i‘l"&ii&'b privacy regulatory regime, as weil as by those who
remarion relating to deceased individuals.

&2 denp

ty of the person to whom the information relates

esearchers and HEEC members ara:

- is from the perspective of the discloser or the collector that dam

ctween the meaning of terms used in the Nat ionsl Statarment and the
Wational Statemment uses the terms tdentified data, 'potentally
iifiab d/u,z and 'de-identified data’. This caregorisation applies a higher protectios
to coded data, because in combination with the code, identity can be discover ed. The

i ¢ on the other hand, uses the test of reasonable ascertainability from the
itmeil;

¥ The implications of permanent severance where, for clinical reasons, the person 1o
wheom the mi:ammti@m relates may rieed to be contacted for thelr owa hensfit
5 The implications of permanent severance where identification may be required for
arch that may benefit public health (either for recruitment of research subjects of
data linkage); and

faw Reform Commisslon 2003, Eeewiiady yowrs,  The profection of bapman gewstic dnfbromution in s
ALBC, saed on 22 rermber 2004 at hupd// wrwrer.austidedu.ae fan/ other
reports 96/ 6 Tist_of Reco marmendations.doc.hrml
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» Disclosure of information between members of a research team.

"The NHMRC recognises that stakeholders require further education, with a focus on the following:

» ‘That the Privacy Act does not apply to information where the risk of identification has
been reduced to a level where the identity of the individual could not reasonably be
ascertained by a researcher to whom the data were disclosed;

» Only where there is 2 reasonable possibility that a researcher may be able to ascertain
the identity of 2 person to whom the information relates does the Privacy Act come
into play; and

» In that circurnstance, following an assessment based on the balance of public interests
and acting in accordance with approved guidelines, an HREC may nevertheless
conclude that it is reasonable for health information to be collected, used or disclosed.

Recommendation 4

That the Office of the Federal Privacy Commissioner, in collaboration with the NFMRC,
sponsors further education of stakeholders regarding:

a) The general characteristics of data that make the identity of the subject apparent or
reasonably ascertainable;

b} The fact that health information to which these characteristics do not apply is not
subject 1o the Privacy Act;

¢) The fact that even where the identity of an individual is apparent or can reasonably
be aséertained from health information, an FIREC, utilising the Research Guidelines,
legitimately may decide on public intetest grounds to approve its collection, use or
disclosure for strictly confidential use by a researcher; and

- d) That HREC approval is an acceptable ethical and legal basis for disclosure of health
information for the specific purpose of an approved research project, including
where consent of the person to whom the information relates has not been obhtained.

6.3 Impracticability of consent

‘The Guidelines on privacy in the private health sector (the Health Guidelines) and the Office of the Federal
Privacy Commissioner’s Information Sheet 9 provide guidance concerning ‘impracticability’.

The Health Guidelines provide that ‘impracticability’ may arise where there are no current contact
details for an individual and there is insufficient information to get up-to-date contact details.
Information Sheet 9 suggests that in some circumstances, invalidation of a research methodology may
constitute ‘impracticability’.

The National Statement, in its discussion of epidemiological research, at 14.4(a) identifies the following
criteria as generally relevant to the release of identified or potentially identifiable data:

» The procedutes required to obtain consent are likely either to cause unnecessary anxiety
for those whose consent would be sought or to prejudice the scientific value of the
research and there will be no disadvantage to the participants or their relatives or to any
collectivity involved; or

# Tt is impossible in practice, due to the quantity, age or accessibility of records to be
studied, to obtain consent.
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s in relation to impracteability of consent were sumrmatised by one Research respondent
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kehalder survey:
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fenis, for whom i would not be possible to obtain informed consent,
or suffired other adverse outeomes that art the end paints for the researed.
IMRC

f;;wi (stc) or thossands of b
articularly for those who had died
praval for these siudies ars offen based on the provissons of Paragraph 1+ ;m’f of fhe INF

sional Statoment o Fitbical Conduct of Research Involving Flamans, that permil epidemiviogical

wspareh withaut informed consent where the procedares to obtain ihis cowld canse suRicessary amsciety, whese
Gr wabe would be prejudiced and there would be disadvantage fo participants or ety fummilses or 0
ENJ&/ the prblic indevest in the research

3, oF wmfcf r’}e .f/wp usibe i Jz pmm. f‘a J;l i CORLEHE

pesearchers who responded to the > stakeholder survey consid ered that the privacy

ork is a step in the right directon, aithouon more consiste m&duhm,s on lmpracricabilit
& Fiv) . i i

4%

= wroald be weleomed:

farls, enrollis

¥ vir, the futurs divectivs of “resgarvl in wy o, Joelsd il be io zwmﬁ larger, mullicentre 173
pmany more patéents than bas formerly been the case. 1 think, and 1 believe the rest of the Intensive €
ommnity would agres, fhat, beanse of the absence of i inforaied cousemt in InERHSING (ATE PRIV
fres Vma ,f’m fatice ueed io ronsider infensive cave J‘ﬁm Nrﬁ{&y, and msxﬁ ouf what iv and whas
Saciiting legislativn iy often mwelsar, and there i an absenee of legislation in some
ich leawes Bhe vessarcher in an wnoovtforiabl pf;syifmf The privecy legislation is bester Hhan
o, for cambie, o8 IH riprmeed consent; but nevertheless, the absence of fuformed conseni tn owy

-.ffwf paeriis specific consideration.”

conislolers that

copsent provisions of the National Statement and the Privacy Act should be

srent; and

£

% The creation of adverse psychological or treatment outcomes for a person from whom

ient is 8 ughx or the c:rs‘fmon of prejudice to the scie sntific value of health and

me"d«;mé FQ‘SQHELIE, are uoth u;i(-'*“fim umums‘rfmvea that ‘fuauﬁ wu\fmsg the ‘rmx ML
for the

-~r‘>ﬁt;»‘*z"ﬂgorzlr§» ]89;1 a_ppmach&:s to the concept of therapeutic privilege, howes
*{:ept of “unnecessary dnxiery’ should be further defined o only

vhich the procedures necessary to obtaln consent are lkely to c*du‘mh
\whidl includes the psychological health) of the person from whom
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Recommendation 5

That ‘impracticability of consent’ is clarified, either through legislation, regulation or a
binding determination, to provide that impracticability includes but is not limited to, the
following situations:

a} The procedures required to obtain consent are likely to have a serious and adverse

effect on the well being of the person from whom consent would be sought;

b) The procedures required to obtain consent would prejudice the scientific value of the
research; and/or

¢ It is impossible in practice, due to the quantity, age or accessibility of records to be
studied, and in the context of the need for scientific rigour of any relevant research,
to obrain consent.
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ing health information for clinical purpose

o

#3

Introduction

7

essionals have a loag history of respecting the confidendality of health
did so before the introduciion of legislative obligations 2 d contime to do so
se obligations. The mult-disciplinary natuce of health care necessitates prompt and

cation berween health care prmc:wmn‘ﬂa, sovmme of whom waork within and
o work outside the entity that is prismaril

ssponsible for a patient’s care.

Act provides that health information may only be used for the prirary y purpose for which
r)hm"ifsin wridess specific circumstances apply. Both tha 1PPs and the ™ P‘Pw umﬂﬁv glve consent
in prive <y protecton, Both demand that individuals are informed f&wut af consent o,
* inforrmation, and consent is also an important condition for use and dis asuze of

for purposes other than the primary purposes.

: srEumers do oot appeat to cle arly understand the concepts of hea alth information privs
:mﬂ*uw';@fﬁ respondents {; O%\ to the stakeholder study were mote aware of spmm} privacy
Lo Ceneral Public (5204). Specific awareness of ‘Commonweaith privacy laws’ was lower

rrer res mi ts {45%0) and the General Puhﬁ{‘ (43%5). Many mermbers of the
alth C rmmmcra however, identify privacy only with confidentialit
te the speciflc f:onﬂdcmmhty protections in pmvacy legisladon, For exas
| Public and 70% of Health Consumer respondents who stated 1‘%’1@5;‘ W

..x%th Con
: L andG many
’:9 W%m n

Fracy f,m‘ 7 o what they knew abous the laws, fwo main responses were received:

wfermiation abond we gt by REpt rwzﬁm’ﬁmﬂ/ ceeret” Tn total 449 of those who claimed 1o
- of privacy laws gave this response — 47% of the General Public and 33% of

i :?.m b i CTSUmEs | siﬁi}_](&”ﬁf:f@ﬂts,mld

bosp Faformeation confidential uniess ff?cj‘ have [writlen] signed] permission”. In total

gave this response — 36% of the General Pubhﬁ and 50% of Health Consomes
respondents.

Thus only 35% of all the stakeoholder mspomde*ﬂ% who considered themselves to be aware o
fawrs were able o identify fwithout prompting) this smmf aspect of Privacy legislation.

o with clindcal stake

holders suggests that thers is considerable confusion about how privacy
isladion impacts on the exchange of climieal information. Omne stakeholder reflecred these views as

“The privary legislation either seemsingly or direcily inbibits or probibits the exrbange of information abowi ¢
ginen parient beiwesn chinicians whe are invo! fved m care of that pﬁz‘zmi bt whe may be -”mﬂaf in dif
fff? f) arfenents, nstitulions or states ov territories of Awsiralia. This free excchange of information s critical 19
prosision of apﬁwf:z! vare ia patients and i HHHELASSATHY a&éﬁ?ﬁﬁiﬁfﬁd éj}: ‘ praz-wi,_" n’"f?f.ff»ff'fff?%‘?ﬁfﬁ L

i

e, cleady, is 1o xvhzm,m an m_t,s:pi_fbh fo anceE bm\, reen ensuring that the health care of son

: assoclated with processes protect their
, for 'i,hic;“n mo- May of may not ses 2 needs Whiic addressing simulraneousiy the mM
viduals who seek rigorous pmta_cfmn of the privacy of dueir hﬁzzl:ih information,

el privacy, &

7.2 Current practice

rice, in some cases, i tw seck a ‘blanket” written consent to use of dischose 3‘1{*:&1&?
information for a range of future purposes. Such consent processes are vulnerable to legal challeng

wrere defined 25 those consumers who have 2 sedous infecdous, life threarening or chronic heslth
conditions who are lkely to attend 2 GP once s week oz a specialist once 2 month.

Flealth CUnnsame
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on the basis that they may be uninformed and lack specificity. The alternative of seeking explicit
consent on each occasion in which heaith mformation is proposed to be used or disclosed for the
putposes of clinical care is likely, however, to generate considerable costly administrative effort.
Particularly in large health organisations and in the context of an increasing system-wide emphasis on
multi-disciplinary care, ascertaining individually with each patient whether it is acceptable for health
information to be shared between various health care professionals and support staff involved with
their care is unworkable and, arguably, unnecessary in most circumstances.

7.3 Stakeholder attitudes

The telephone survey of the General Public and Health Consumers found that:

». Tew (6% of the General Public and 17% of Health Consumer) respondents had ever
felt that information about their health was not freated in confidencs,

> . Nearly all (99% of the General Public and 93% of Health Consumer) respondents had
never made 2 complaint about a perceived breach of their personal health information:

» Most (89% of the General Public and 84% of Health Consumer) respondents agreed

that I trust the doctors and other bealth professionals I deal with 1o keep infarmation about my health

confidential,

The majority (74%) of the General Public respondents agreed thar wnless an individual

choases Lo opt out, health professionals who provide them with treatment should have automatic access to

their leaith information, although only 53% of Health Consumers supported this concept.

%4

Agreement with health professionals having automatic access to health information was consistent
across the stakeholder groups except the HREC member respondents where only a minority (26%%)
agreed.

Of the 203 health professionals interviewed by telephone:

» 40% had changed the way in which they share health information with other
+ professionals outside their practice; '

v

29% had made changes affecting the way in which they share health information with
other professionals in their own practice;

(5% are now mote likely to ask patents to sign a consent form to allow release of their
health information to others outside the organisation than for any other purpose. 33%
seek a signed consent from all patients. 32% seck consent only when needed;

\,7'

53% seck signed consent for release of patlent information to others within the
organisation; and

A7

47% seek signed consent for access to the patient’s records for research purposes.
£ P

In terms of the impact of the Commonwealth Privacy Act on the provision of health care:

33% of health professional respondents fel: the impact had been mixed:

Y v

15% perceived it to have had #e impact;
12% answered don ¥ £rons,

Y

v

30% thought the impact had been positive; and

»  10% constdered the mmpact had been né’gative.

Medical specialist respondents were more likely than other health professional respondents to say they
did not know what the impact of the legislation had been on the provision of health care - 22%
compated to 9% of other health professional respondents. Nurse respondents were more inclined to
believe the legislation had been positive — 49% compared to 23% of other respondents.

Overall, health professional respondents were more readily able to identify difficulties arising from
Commonwealth privacy legislation than benefits (Table 2).
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Pable 2 Difficulies arising from the Commonwealth privacy legislation
W hat do j;mf e T;Mﬁ:ﬁ!f}s baliewe are the wrost ipporiant diffienliies arising [from the Y e
Brgiecy
Total
Samplie
{203}
%
» ATTESS and exchange patent information 40
- for the healrh professional 32
alang profe mia and consumers aware of/ understand the Privacy et #
s consuming for patients 5 ]
13
T et 5
uldes reported 11
Mot familiar with the legislation/can’t comment 7

o add tomore than 100% dus o multiple responses 10 the uEsEon.

sonsiders that the application and/or mep retation of the Privacy Act is impaiing the
sress and thmeliness of mﬁi‘ngezvuﬁ of health mformadon, In their efiu FIC R A e TN TR
ve fawe, health care prof.a,&,amf sls and administrators are cxperie nmim considerable
sptag and implementing practical policies that do not ‘over-interpret * their obligations
arick do not impaw ?1 1¢ legitimate flow of information between providers for patient care pRposes.

ﬁﬂm considers that the overall public interest and the interests of the majority of

are served by the efficient transfer of all necessary clinical information B@\murn

x ers for the purposes of the current care of an individual patent. There
onsiderable porental for individual harm as a result of a privacy regime which results In |
salth care provi iders being uncertain abmat their legal obligatons, aftaid of breaking ﬁm
sealih information without explicit consent, and implementing ineffectve and &
Cin their efforts to carmply with the law.

el ¢
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Recommendation 6

That, while rccognising and supporting the central role of consent, the sharing of all
necessary health information with and/or between health care professionals and support
staff (the treating team) for the purposes of the current care of an individual patient is
recognised as being in the overall public and individual patient interest, and is permitted so
long as there is no indication from the patient that such sharing is unacceptable to them,
~and there are no other circumstances which could reasonably be expected to alert members
~of the treating team that the patient would object. Recognition should be through a
binding determination, legislative of tegulatory change.




iz to Privacy Act Re VICTY
Fk
NH.?@/EMW i age

%\m
=N

-

8. Quality assurance, research and related activities

#.1  Trnuroduction

Yoart from its censral role in ai’ﬂ‘iml care, heaith information is also vitally important to the conduct of
ch and management activities in health care. These activides inchide but are not limied
i and medical research, quaut}r assuraiice, quality improvemnent, policy development, planning,

crmlustion and cost-benefic analysts.

ance, research and related activides are currently subject to differant reguirernents under
ivacy Act, depending on

thev are conducted by a public sector agency (to which the 1PPs applvy o0 a
srivate organisation {fo wi *nfh the NPPs s apply); and

i Whether they are characterise ed as quality assurance or researc

eprnit the e of health information withour consent for a purpose dirdly f"e’[ﬂ'fff;;é‘ o ffj"l‘qf‘if?u’
Yian was abtained. ”Ihev also permit discdassre if the individual concerned
e that information of that kind is usually passed £ to that persodn, bo 1? OF AFBIICT.

reasonably

7

sare of health information without consent for a secondary purpose if
Y pLEDOEE 18 «Mfﬂff/jf refnizd o the pri w?} purpose of colfetion and the individual would

v expect the organisation o use or disclose the 111?0‘5‘*“{1&1;0711 for the secondary purpose,

ek as research, quality assurance, quality improvemment, policy dev cE,p Pt eta
. ”,r:;ssf:mba.uﬁ it analysis, it is, therefore, currently necessary o decide whether, in

;Kzﬁ:’ 'F‘ﬁrc‘;;“;i:sscé ase or disclosure of health information is a use or discdosure for a
; ipwmosa or directly related secondary purpose, as relevant

B Such use or disclasure would be within the reasonable expectation of the person to

whoim the information relates, or the person would be reasonably likely to be aware, as

cant, and/or

10sE crmcﬂitimm do not apply, whether the p mpomu activity can be characterised 25
her ‘medical research’ or ‘}':f::sm:arufsw or the compilation or analysis of statistcs,
gvant {o }mh%m h@mh or public "ot ‘the management, fum‘limg o moniforing
1 a health service’, thereby ena “img referral of the activity to an HREC for

congideradon under the Research Guidelines.

.2 Related purposes within the reasonable expectation or AWAreness of the
pu{m to whoim the information relates

The terms

‘divectly reluted purpose’ and ‘divectly elated secondary purpose’ are not defingd in the

¢ to cuality assurance, the Health Guidelines identily “an organisation’s qualify as
andit avtivitios, where they evaluate and seek to improve the delivery of @ | barsisular treatnont o servicd”
' : ondw parpose’.

ral Privacy Commissioner, m the Health Guidelines, has suggested
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1t is advisable to include some information in the health service provider’s information handling policies or
Patient brochures if the provider is regntarly involved in [these &inds of] research projects. This may assist
in advising individuals who use the service about how their data may be nsed or disclosed for research
aclipifies.

The provision of such advice has caused some confusion, however, because ir does not clarify:
» Whether such action will assist in the obtaining of implied consent to the relevan:
collection, use or disclosure;
» Whether such action will enhance the prospect that the research thereby constitutes a
- purpose directly related to the purpose for which the information was obtained. or 2

directly related second urpose that is now within the reasonable expectation of the
Y dary purp P
person to whom the information relates; and

» To what éxtexlt, iff at all, the undertaking of this practice will obviate or minimise the
need to undertake additional steps in order to discharge the relevant legal obligations,
The NHMRC s firmly committed to HREC review of all relevant research. The National Statement
provides that teview by an HREC is required for all activities that involve human participadon or
definable human involvement and that have;
» A purpose of establishing facts, principles or knowledge or of obtaining or confirming
knowledge; and ' :
# The potential for infringing basic ethical principles, including respect for humans,
beneficence and justice. :

The NHMRC considers that the Federal Privacy Commissioner should express
suppott for the review by an HREC of ali relevant research.

Consistent with this NHMRC position, most stakeholders who were surveyed did not believe that there
should be automatic access to health information for research purposes, and there is a general view that
collection, use or disclosure of health information without patient consent for the purposes of research
(even if individuals are advised that their data may be used or disclosed for research activities) without
approval by an HREC according to the Research Guidelines is not permitted by the Privacy Act.
Referral to an HREC for consideration according to the Research Guidelines, where the requested use
or disclosure of health information for the purposes of the research may or may aot be approved by
the HREC depending on the assessed balance of public interests, appears to be accepted standard
practice. '

The NHMRC considers that all research involving humans should be referred to an HREC for ethical
consideration. The implication in the Health Guidelines that such research may be permissible without
cthical teview, either:

¥ Asaresult of implied consent; or

»  As either a directly related purpose or a directly related secondary purpose within the
reasonable expectation of the petson to whom the information relates;

should be clarified to ensure consistency with the Nationa! Statement.

The practice of reviewing health information without consent for the purposes of identifving relevant
quality assurance or research activities, recruiting patients into established quality assurance or research
studies, or establishing health information databases and registries is, however, an important
preliminary activity which should be permitted under certain circumstances. This issue is addressed
further in section 9.2 of this repozt.
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lity assurance of e gearch?

v acknowledged di 3?” iculty in distinguishing qaah*v assurance from research in healt
Soulties 10 ma mlg this distinegon are addressed in C’L\Jmﬂ in the NFIMRC's pu ihlrarion:
surance i health care require independent 2ihicad review?t

ity assurance as an sctivigy whete the primary purpose is 1 mcmitor, evaluaie
2 51}1{'- 4 .le« oé health care delivered by a health care provider (an individual, a service or
!t has noted that terms such as ‘peer review’, ‘quality assutance’, ‘quality mnprovemes

aguaiﬂrv studies’ and ‘audit’ are often used mterchaama"ﬁv 19

€ has ohserved that guality assurance and research are activides that torm a

ts to clearly separate quality assurance rom research are difficult, and car

e in sy

e -mefzd to ﬂ‘aﬁ[c_ a clear distincrion between these terms may appear acad
¢ of the application of the Privacy Act, cla ssification of an activity as either
2 is important, and may determine whether:

s se or disclosare of health information can occur without spectfic consent, swithin
e provisions of the TPPs/MNPPs;

7 to an HREC is necessary, for consideration under the Res

B Tn eeme circumstances, whether the activity can be conducted at all.

8.4 Implications for quality agsurance

resenrch-like’ activity is characterised as quality assurance, health information may be able 1o be
Aosed without consens and without recourse to the Research Cruidelines.

>Pg create different provisions for agencies and orgenisations i relation o the use and
ure of health information for the purposes of quality assurance. Again, the rationale for these

sot o lower threshold than the NPPs for the s of health information for the

- assurance, but 2 higher threshold for the diebsare of health information fosr the
it: L'hf-: relevant condidons established by the TPPs for both use and/or disclosure
“onsent cannot be met, however, an agency cannot refer a proposed qugéﬁ:y assurance activity
B0 for consideration under the Section 95 Guidelines, as the Section 95 Guidelines apprly only

dical reseazc h, not guality assurance.

{RILC mav not be in 2 position to consider under the Bection 05A Guidelines & proposal
njsarttm by Use oF dibcﬁ.o:aﬂ health information without consent for the purpeses of qualisy
- fin ciccumstances where the quality assurance is not a secondary purpose directly related 10
THE cf collection and the individual would not reasonably expect the organisation to
ation ior that a;umé’uv pu”pmf*) 3ecause a q_u:mt} aSSUrAnce activity may ot
e putposes of use

21 Health &1

adival Research Councit (NFRRC) 2003, Wen doer guality asiuranse i beclth cary reguive [ndepe
Cremiend Aldvive o dratitutions, bamgon fﬂwar?ffr apd etbics committies and beatsh care 2 professionals. Cavberrar NEM L.
sed on 18 October 2004 at http:/ /wwwnbmrc.govay, pu’ﬁxcmomq/pdf/ 46, pdf
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In some circumstances, these provisions may directly impede the conduct of important quality
assurance activities. For example, in the following situaton, it is unlikely that information could be
disclosed for apparently uscful quality assurance purposes:

<An agency wishes to disclose health information for quality assurance parposes to @ new national body
anspiced by an Ausiralian medical college. The bady is compiling and anabysing information about every
case of a health care intervention that has been undertaken over the past 3 years in Australia; fo detormine
complication rates associated with the type of intervention amongst different health care providers. The duta
need o be identifiable, becanse the national body needs to follow up some patients to determine their
outeomes. 11 is impracticable fo obtain consent hecanse of the large volume of patients.

The patients are not aware that information of that kind is usnally disclosed lo that specific body, becanse
when the information was coflected the body did not exist. The health information cannot, therefors, be
aisclosed withowt consent, uniess approved by an HREC following consideration under the Section 95
Guidelines. s the activity is a quality assurance activity rather than medical research, it is not. however,
referable o an HREC,

If, however, a private sector organisation (to which the NPPs apply) rather than a public sector agency
wished to disclose the same information, it may be permissible without referral to an HREC if the
disclosure were 2ssessed as being a directly related secondary purpose within the reasonable expectation
of the person to whom the information relates.

8.5 Implications for research

Currently, as noted in Section 5 above, the Privacy Act creates different pathways for consideration of
different types of research activities:
» Proposals for the collection, use and disclosure of health information for the purposes
of medical research (a term which is not defined) can be referred by an AgENCY O an
HREC for consideration under the Section 95 Guiddines on public interest grounds;

> Proposals for the collection, use and disclosure of health information for anv research
purposes other than medical reseacch cannoz be referred by an agency to an ITRFC for
consideration under the Section 95 Guidelines on public interest grounds. There is, in
fact, no provision within the Privacy Act for health information to be collected, used or
disclosed without consent by an agency for research other than medical tesearch, unless
the activity can alternatively be classified as quality assurance and it also fulfils the
specific requirements of the Privacy Act that apply to use and disclosure without
consent (that is, use for a purpose directly related to the purpose for which the
information was obtained, or disclosure if the individual is reasonably likely to have
been aware or made aware that information of that kind is usually passed to that
person, body or agency);
> Proposals for the collection, use and disclosure of health information for the purposes
of rescarch, or the compiladon or analysis of stadstics, relevant to public health or
public safety (terms that are not defined) can be referred by an organisation to an HREC
~ for consideration undet the Section 95A Guidelines on public interest grounds; and

»  Proposals for the collection of health information for the purposes of the management,
funding or monitoring of a health service can be mfirred by an organisation to an FIREC
for consideration under the Section 95A Guidelines on public interest grounds.

It is unclear whether the term ‘medical research’ includes, for example, nursing, psychologieal,
sociological or health services research, all of which are extremely importmt to the ongoing efficiency
and effectiveness of our health care system. One view expressed in the consultation with HREC
members was that the wider interpretation should be used, but there is some concern that currently
there is no apparent pathway by which ageneies can use or disclose health information without consent
for these types of research.
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o 1o peadily available lepislative definition of the term ‘public health and public satety” which
v g

critical to the operation of Secdon 95A. The term suggests 4 reqmﬁmmt of relevance to a sector of

L

%mch is broader than a few indiv 1dusﬂsﬁ it 15 possible that otganisations may seek It

uch ot . that favolves the collecdon, use or disclosure of health information which is :'sJLtﬁ%f@,,_.z.zL
o a fcw ms::imdua%*z vather than to a broad sector of the communicy, but nevertheless is of
ind ethically robust. The Prvacy Act dees not appear to ¢ enable such reseazch by

0f 'nim-stiwm even it 1t is %tmnr? in the public interest, if its conduct zeguires the collection, use

e

In summary, the requirements of ?\ ctions 05 and 95A are Inconsistent and
safusing. Their application may result in dlifr*iu\i outcomes for similar projects,
v:;r‘f out any apparent policy rationale, depending on whether the projects are

characterised as quality assurance, research or related activities.

86 The managerent, funding or monitoring of a health service

collection of health information for the purposes of the iﬁﬁﬁﬁgfﬂi“ﬂﬁﬂt? funding or
rice in accordance with the Section 95A Guidelines

‘necessary for the management, funding or monitorng of a health service’ is not detinad in
Act l--'&c.‘_:::cjj:dmg t0 the Federal Privacy Lummmsmna? ithe mmmgﬁmem funding o

s of 2 health service” may inchude some guality assurance arved audit act

L

Ccodiection for these f)mjm sus pright be @y ingident mantioring bedy wollecting information
demis occurring in a private mgﬂma

ere is no dirsctly corsesponding use or disclosure provision in the Privacy Act, suggesting that the
closute of health information for these ﬁurpcas&,s may be ‘?Chl&“i‘d without recoprse o the
Secrion 95A Guidelines — perhaps, as suggested above, as a directly telated secondary putpose within
onable &:Wpu}”i tion of the person to whorm the information relares. This appears to create an

ealth mi‘}nmqncm may be disclosed by an organisation in ciceumstances where
he Privacy . \Lt can be achieved without recousse to the Section 95A Guidelines, yet
rcec,mvmg organisation of the same health information depends on

U Of

g requirements for organisatons that use and/or disclose health

pation necessary for he m’mﬁpamm? fanding or monitoring of a health service, comps ared with
hat collect the same healih information, is unclear.

of the vaticus ways in which health informaton may currently be used ot d.{:xa.qu‘{‘d writhout
ending on the type of entity and the characierisation of the specific activity, is presented
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Table 3:

Use and disclosure of health information without consent for quality assurance
and research

Quality Assurance

Research

IPPs

NPPs

IPPs

NPPs

Use without consent

Permitted, provided
the quality assurance
hs€ s 4 PUIPGSﬂ
“directly related to the
parpore for whith the
nformation was
ohtained’,

Permitted, provided
the quality assurance
use is a sccondaty
purpose “directly related
Zg 2he primeary purpose of
colfection” and the
individual would
reasonably expect the
organisation 1o use
the information for
the secondaty

purpose.

Not permitted®®
unless approved
under Section 95
Guidelines (tmust be
“omedical research™.

Not permitted?®
unless appeoved
under Section 95A
Guidelines (must be
“resectroh, or the
eompilarion or analyiis of
staiishis, velevant in
patbiic health or public
saferyy

Disclosure without
consent

Permitted provided
the individual is
reasonzbly likely to
have been axware or
made aware that
information of that
kind is usually passed
to that person, body
or agency.

Permitted, provided
the quality assurance
disclosure is a
secondary purpose
“directly related 1o the
prizary purpose of
collecting” and the
individual would
reasonably expect the
Organisation to
disclose the
information for the
secondary purpose.

Not permitted®
unless approved
under Section 95
Guidelines {must be
Ymedival research’™y,

Not permitied??
unless approved
under Section 954
Guidelipes {nust be
Cresearch, or the
contpilation or apalyils of
SEALEctes, relevant to
public bealth or pubfic
sy’

Consideration +/-
approvai by an
HREC under
Research Guidelines if
above conditions not
met?

Not applicable,
becavse the Section
95 Guidelines only
relate to the
protection of privacy
in the conduct of
medical research, not
guality assurance.

Not applicable,
unless quality
assurance is
considered to be
“compilation or analysis
of statistics refevani to
public health or peblic

safery”.

Applicable, provided
it 15 "wedical vessarch”.

Applicable, provided
118 "rigarch, or the
compilation or anafysis of
SEALLSELS, velepant fo
pablic bealth or public
safefy.”

8.7

The NHMRC wishes to emphasise the important public benefits derived from effective quality
assurance in health care. The incidence of adverse events in health care is recognised, nattionally and
internationally, as unacceptably high. The Australian Council for Safety and Quality in Health Care was
established in the year 2000, with the support of all health ministers, to progress national efforts and (o
stimulate measurable improvement in the safety and quality of care. There is additional significant
public investment being made through national organisations such as the National Tnstitate of Clinical
Studies and the Australian Council on Healtheare Standards, each of which has a charter to contribuse
to improving the safety and/or quality of health care. In addition, considerable investment is being
made at all levels of the health care system to develop and implement strategies and tools to improve
the safety and quality of care. The further development of appropriate strategies will be impaired and

Recommended reforms

# Unless other specific exceptions apply, for example, as required by law.
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o this public investment will be umable  be ascertained, however, if essental health

iom is not readily accessible for the purpose of evaluating the outcomes of LEU'HGJ,; care,

nt Privacy Act
eve are definitional issues and inconsistencies that can result i1 ipconsis
outcomes, depending on the type of entity in which an activity s propased to ?:wz

condicred and the way n which a patticular acdv ity is characierised;

L

B Healih %ﬁ’f":e?:maﬁ.om may not be available for quahw assurapice becsuse the need 1o

access it for that purpose was not pred Licted when the information was ¢ 'I%th@ﬂ;‘, or

Aa R

hecause B O disciosure fs()’f quﬂ}rv ggsurance pm“pﬂ:;f:‘ is not ‘W“lt};lﬁ t.l". SGi‘Ié’&b}:ﬁ‘

t:;‘].mammm of the person to whom the information telates; an nd

nformation may not be available for res search activites bBecause the research is
wype that is specﬁmd within the Act.

Y also wishes to emphasise that, apart from the inconsistencies and apparent Srniss
irs stakeholders are encounteting considerable difﬁc:uhiea interpreting the Act In
sctivites. AL a minimum, there is need for mmuch greater clatity of the status of

s such as quality assurance,

wquence of these Inconsistencies and ditficulties in imterpf:vf:tm‘f)fl i that 2*]:?[”&,?!{13‘;1’&1“ o
'%mpz‘sx‘am qualicy assuzance and research activities may be lost, The NHMEROC consi

100 in the pLLhc interest,

L0 considers it likely that the vast majority of patients would consider q iality assuranes
to be an acceptable use of theie health information. The conduet of “ﬁwmvh* é.f{f%mg
oo represents an ungualified public good and agencies an d organisatons should be free
T information for propetly designed quality assarance and relﬂle\, activi

ires without nodoe

TRC proposes,
o in which it ML; been mliermf , for 'i he purpesea of qu,ﬁﬁ* gsezrance and tei- res 'E

lependently recognised and facilitated by the Privacy Act, Such use should be v
and coniractors (o organisations Aﬂd agencies in which health ir*fm“;:‘mmmﬁ

k* mpropmm wzﬂﬁdeﬁmﬁw ALPANETINEnts are in p cu,aa, and even if such us

C of

5 ol

ie)

m.d related activities are becomdng multi
'T‘?:’ LiERC’iO%Uu <f health information to {and its corpesponding golle
anisations for such purposes is almost certainly ot Wi
o of some patients, may not be acceptable to some patients, and raises s significantly
stential for infringement of individual privacy. The curreat peactice is for most agencies and
fer such proposals to an HREC for review, although, 2s noted above, they may not
in the caregory of ‘research’ activities which the Privacy Act identifies »s appropriai

aganoias Or O

20 also considers that it remains difficult to precisely define ‘ressarch’ and there m“{“mm i
nefir dertved ﬁ:wm Furfhmr categotising research lnto ‘medical research’ or ‘research televant
realth or public safety’. It is quite possible, for example, that the first definiton may exclude
NESE mcdw:u? S0 Loio@uwi or nursing research, and that the second definition may exc chade
acch selevant to a bmalg group of patients but not to the public as 2 whole,

yngly recommends, therefore, clarification and streamlining of provisions for the 0
for quality assurance and related purposes, as follows:

et

4 information

ity improvement, policy development, planaiog, evaluation and cost-benefit analysis.
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» Where it is proposed that quality assurance and_related activides will be conducted®
withiy the entty in which the health information was collected, the NHMRC considers
that neither consent by the person to whom the information relates, nor referral to an
HREC, should be required by the Privacy Act,

Whete it is proposed that health information will be discised fo an external agency or
organisation for their independent conduct of quality assurance or related activities, the
NHMRC considers that HREC scrutiny is necessary and should be required by the
Privacy Act; and

v

# In accordance with the requirements of the National Statement, all research that wtilises
health information, regardless of its type, should be scrutinised by an HREC.

The NHMRC recommends that a statement is inserted into the Privacy Act before the amended
sections 95 and 95A (as proposed earlier in this submission) highlighting the standards which arce
applied and monitored by HRECs. Such a statement would assist community understanding and
confidence.

Recommendation 7

That:

a) The use of health information without consent for the purposes of quality assurance
and related activities  (including management, funding, monitoring, podicy
development, planning, evaluation and cost-benefit analysis) is recognised as being in
the overall public interest and is permitted (through a binding determination,
legislative or regulatory change) even if it is not within the reasonable contemplation
ot expectation of the person to whom the information relates;

b} The disclosure of health information without consent to (and corresponding
collection by) third parties for the purposes of quality assurance and related activities
(including management, policy development, planning, evaluation and cost-benefit
analysis) is required to be referred for appropriate ethical review, in accordance with
guidelines issues by the NHMRC and approved by the Federal Privacy
Commissioner (third parties means public sector agendies or private organisstions
other than the agency or organisation which first collected the health information);

c) All research into the provision or organisation of health care in which it is proposed
that health information will be collected, used or disclosed without consent is
required to be referred to an HREC for consideration and approval;

d) The definition of ‘research’ is consistent actoss all provisions of the Privacy Act and
encompasses all health and medical research; and

¢} The Federal Privacy Commissioner prepares guidelines on these matters in
collaboration with the Australian Health Ethics Committee,

2 Hither by contractors on hehalf of zn entity, or by internal staff,
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9. Informaton infrastructure for research and quality
ASSULAnCe

Introduction

Lict of quality assurance and research in health care is facilitated by ready access by health o
fresearchers to individual patients or cohorts of patients \7141 mcmél charactesst

10E,

Leen a longstanding and productive practice for health care professionals to undeciake
riew of data sets (eg hospital admission sl%‘i%) to determine the presence of patients with
relevant o iua"hw assurance or research. This actvity is broadly desceibed as
‘sample acquisition’. It can precede the development of & formal quality assurpnce of resenrch
nable recreitment of patents into established quality assurance of research

o ey §
éﬁ:ﬁfﬂ_)}jfﬂ%!z, 1N lL

in some circumstances, collections of Iformatdon relating to specific patlents have been
2 e pusposes of:

Enabling ongoing review and idendfication of important quality assurance processes ot
research hypotheses; or
r o repository of information which can he accessed in the future, as
ualiry assurance or research questions become apparent.

entions often regide within I’*ﬂ%pimf specialty unis.  For example, a z@“pi;:ﬂwmr unie

. data collection of all patients with mbe*‘ 35— Whmd diseases, aﬂd may undertake 1 rsbermnd Li:,:;ﬂt

oo

ﬂlzi} review it for the purpose of de Tcmmung whaﬁﬁe {he‘
teristics to support

€ ARt 5

A ;.u? ,!ciuif: sing 2 par‘rja:ui:w iasue.

¢ rraditon of confidentality assodlated with such pracdces.

a

s that there is an ethical imperative for these activiges to be undertuie

of quality assurance and research, avoiding unnecessary expencirure wt searce

< that ultimately prove to be impractical or not wiable, Troper conside

he given, however, te the benefit of these activities and appropriate confidentality
lways be in place.

2.4 Sample acquisition

w of health lhﬁ:OLm’LHOﬂ withnet consent for the purposes of

% Identifying relevant quality assurance or research activities;

b siting patients Into established quality assurance or research studies; and/or
e information databases and reglstries for the purposes of identitying

to partcipate in future quality assurance or health and me

syt forre,

we, the NPPe peemit t!‘uu use or disclosure of health information for o purpese dire
# m,m:% i K:E' prarpose tor *Jvhl(_“f"l. it was collected and that is within the reasonable expectation of the
o whom the information relates. The IPPs permit the use of health information withot

cily

e i for 2 parposs dicectly related to the purpose for which the information was obmived, They
‘?:iff?“jr di@qimum i? .hc .iﬂ@;'\f‘iduﬂ wnrmm&; tmsombl*“ hmlv o have be@n AVALE OF INace avare
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The practice of sample acquisition (for example, perusing, without consent, weekly hospital admission
records to identify persons who may be eligible for an inviration to join a future research project) would
not be consistent, in most cases, with either the IPPs or the NPPs, because generally it would not be a
directly related purpose and would not be within the reasonable expectation of the person to whom the
information relates. Because of its preliminary, unsystematic nature, it would arguably also not fulfil the
definitions of ‘medical research’ or ‘research, or the compilation or analysis of statistics, relevant to
public health or public safety’ and therefore would not be referable to an FIREC for consideration of
approval under the Section 95 or 95A Guidelines. The consequences appear to be that such
preliminary activities may not be permitted under the Privacy Act at all.

Sample acquisition has been a common activity within health care setfings, and is considered vital to
enable researchers to reach a preliminary conclusion as to the potential availability of suitable patients
before developing a completed research proposal. Indeed, there Is an ethical imperative to determine
the feasibility of reseacch proposals. Researchers who are denied the opportunity to undertake sample
acquisition ate in a “Catch 227 simadon. The NHMRC considers that this activity, provided it is
conducted ethically and with appropriate regard for confidentality, should be enabled by the Privacy
Act.

9.3 Data registries

'The NFIMRC is also concerned that the Privacy Act directly impairs the establishment of registries (or
databases), either within the organisation in which the data are collected or by an external body, in the
absence of a statutorily-created right or power.

The NHMRC considers that access to health information through properly designed and maintained
registries is absolutely essential for the conduct of effective quality assurance and related acdvities, as
well as for research into health outcomes. In particular, access to complete episode of care and
outcome information is necessary to properly understand the cost-benefit of various interventions and
the safety and quality of care that is provided in the Australian health care systemn. Optimal value for
money for national health expenditure, and the highest cuality health care for individuals, will only be
assured through thorough evaluation of the inputs to and outcomes of care. As demand for heaith care
increases, the need for access to quality information to enable effective evaluation becomes even more
critical,

Health information registries should only be established and used for purposes that further the overall
public benefit, and with due regard for privacy. Gaining consent from all patents for their health
information 1o be used in this way is likely to be impracticable, however, and incomplete data sets will
substantially impair the utilizy of registries. The NHMRC submits thar it is vital that the Australian
privacy regulatory regime permits the establishment of properly designed and complete health
information registries. For the following reasons, we do not consider that this is currently the case.

The use or disclosure of health information for the purposes of establishing or maintaining a registry
(cither internal to the organisation or external) without consent is unlikely to meet the definition of a
directly related secondary purpose and also would be uslikely to be within the reasonable expectation
of all people from whom health information has been collected. In the absence of an appropriate
legislative base, the only potential avenue for these activities is via approval by an HREC according to
the Research Guidelines.

It is open to question, however, whether such activities, of themselves, constitare either ‘medical
reseatch’ or ‘research, or the compilation or analysis of statistics, relevant to public health or public
safety’. Arguably, they are preliminary to research, rather than constituting research of themselves, and
therefore would not be reviewable under the Research Guidelines. It may be possible to argue that they
represent ‘the compilation or analysis of statistics, relevant to public health or public safery’ and
therefore are available to organisations covered by the Section 95A Guidelines, but this is not entirely
clear and it could be considered that until the proposed use of the health information is clear, it is not
possible to determine whether the actvity is relevant to public health oz pubtic safety.
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'<:}-m '&bc»ut the pmpo;\ad 1se s}f Lhe h«:‘:al{h information.

t

quences of mt:h an interpreration are that health information registries may not be pern nifted
e Drivacy Act in the absence of consent or a divect legislative base. While it may be argued that
¢ an unressonable consequence of the Privacy Act, Q;Wen the difficulty In dererminin g the
of Lu%“ C *ﬂt”mw s where a ﬂm;ﬁi information seglstey is rmainfained for undefined mmm
¥ for quality assurance and research may be significant. Prospective dat
iz much mote lkely ‘h,m umem‘mf e data collection o yield meaningful information. It is
varent which questons need to be inv estigated. By the time the questions are obvious,
nity to identify the person to whom the information relates or to gain consent to use the

rroation may be lost,

: that these registries need to be facilitated and should be permitted within a rigorous
oy framework that appropriately protects the public fnterest.

erns surrounding health information registries are not insignificant. The NIIMREC

CONSIGETE, horre

. and rigorous enforcement of compliance with, nailonal heaith z:atmsmr stanclards
hese data are available for futuse use, subject to adequate privacy and other ethical
§"‘u§‘11{“\:‘“‘" it would be useful for the Federal Privacy Comunissioner to consul
Anstrafian Instdmie of Health and Welfare to determine the
pice such an activity and that » national standard could be aporoved
"u:t o prsure m status. The NFMRC also considers that clear, public

acy Commissioner about the sole of data ties
1 ai‘m:-zy community anxieties.

ga i
,3“5;.1 kel

b

atiog m} °t’mdﬁ::m — WO

i rechnological applications.

ns about the Hnkage of health information from various sources relate to the potental
= combined information o Lf: ruch more personally sensitive than sach ladividual cor i
v ade—:u that some HRECs appear to have discounted completely the pummw
mvolving lokage of health information without consent, gerel i‘icﬁfé“ rejected

arently in the mistaken belief that such linkage s not ally o

plications out of haﬂdj app
sceptal

other hand, researchers consider that i many croumstances the power of finked data oan
Uy contribute to the public bene efir.

anses o the survey conducted n p -rf-?p;,ma!:'ton for the development of this submission, 66%
eral Public and 64% of Hmitl GIEUHTIET xe%pnmimtw‘ reported that it was acceptable o ve
approved researchers fo match i ﬁ}’wzztzwz from different da. fdzbgm 26% of the General Public and
f..,wmszm_mrr z‘@@pondcms considered this was unacceptable. 82% of the General Pubiic
Heaith Consumer respondents reported that it was acceptable or very accepltabie
crsarehens [0 aecess health information from databeses where records are dentified /a}: @ wnigne SR

e qi’e;’.i“‘x." TR T e

ntified using audw‘ ¢ nurnbers, if such usage would -;smu%buiff Lo L“nga POV EMEnts

a-refsmnh. The importance of data hnkage in improving effectiveness of weatment { an j

health) was gzckn{*w%&ﬁiged by neatly all health providers, data cus todians, Hg*’ e
v tepresentatives who participated in the stakeholder surveys,
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9.5 Recommended reforms

The NIMRC considers that the development of a natonal standard addressing, infer adia, subject
acquisition, data registries and data linkage, would assist health care organisations to understand the
circumstances in which the development and application of such informaton infrastructure is
approptiate and not unnecessatily intrusive to individual privacy.

Ia the interim, the NHMRC considers that the maintenance of such activities is
crucial to the safety and quality of health care and the conduct of effective health and
medical research, and recommends thart they are recognised, through a binding
determination, legislative or regulatory change, as acceptable activities if conducted
with the scrutiny and approval of an HREC.

Recommendation 8

"That the Federal Privacy Commissioner requests an appropriate national body to sponsor
the development of a National Standard for the Establishment and ’\/hnagum,m of Health
Information Registries and Data Iinkage which would address, amongst other issues, t}ze
collection and holding of health information without consent.

Recommendation 9

- That the Federal Privacy Comumissioner considers approving the resulting National
Standard as a Code under the Commonwealth Privagy Act 1988.

. R@ommendation 10

That in the interim period before such a National Standard is available, the activities of subject
acquisition, the development of data registries and data linking are recognised, through a
binding determination or legislative or regulatory change, as acceptable activities if conducted
tollowing the scrutiny and approval of an HREC.

Recommendation 11

That the Office of the Federal Privacy Comumissioner, in consultation with the NFIMRC
~and other relevant bodies, undertakes awareness raising activities to educate the community

on the existence and role of comprehensive health mformath} registries and data linkage
-and ihetr contribution to health and medical research.
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10, Conclusion
1F Mhu has been concerned about representations from many of its stakeholder
\ostealian privacy regulatory regime is hindering unnecessarily:

B The pransfer of @;-a,itl:‘i infnrmation essential For effectve clinical care; and

ailability of health information for important health and medical research

is }i.::.\,-é w, the NHMRC's Privacy Wortking Group supervised the conduet of an
: Sovating comprehensive surveys of each of the NFIMEC s st ‘;i ‘7\;@%“:@:.
s and a legal analysis caf the qﬁphmnora of privacy legislation to the provision of health care and

viuer of leaith and medical research in Australia

cognisant of the need to achieve an appropriate balance between

W Protecting the privacy of individuals; and

rsuring that vital health care and important health and medical researc h can proceed
he overall public interest.

o LOneCessary QJBE’ULH&;Q, I the

1

o this work have convinced the NHMRO thar the complewry of Australia’s pro
: t@, as well as the internal complexity of the Privacy Act, are causing me{% eyl
sms for most stakeholder groups, and interfering ?mneaewamﬁl with hoth of these

The o » of the Australian health cace sector and the fact that man
care ivaive o miz of public and private providers means thm the g,vmfme LoCtor E”}L{:w ;s*um Carnof iw
i i1 ion from the other components of the Austr ralian privacy regulatory n

o

- ungble to identify the privacy legislative provisions \m{h which they must mm; :
op tng various compensatory strategies that are either ineffective in mecting thelr

eations of are resulting in excessive conservatism in the management of “health

a casmudnp and vnclear t‘ez;z] arory regine 3:‘,31?3 ng o the wransiag
and the avail:

© firmly believes that the appropriate balance of rmb interests s not belng met &t
ommends the adoption of a single, siruplified, narional i"z(.alm privacy regulatory
supplementing existing regulation. Recognising, hnwwer that Ma:mwnw muh Al

some tme, a number of “ee;:mmrmmdam}m ate made that are designed 1o

to tak

fy the application of the Privacy Act,

the MEMTRO makes a number of recommendations directed at

ar to whether or not health information enables the

e i‘['%'i{f huld issues releval
{ the ndividual to whom it relates, and what constintes impracticablity
P ¢ streamiining the clroumstances in widch:

maton relevant to current trealment can be shared within and/or between the
ting health care teamn for the purposes of curtent treatment; znd

~ information can be collected, nsed or disclosed, for the purposes of quality assurance

b

1 healrh and medical research, and for associated information infrastructurce.
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Attachment 1: The Victorian privacy regulatory regime

Table 4:  The Victorian privacy regulatory regime

Public Sector
{inc Vic ~ Funded Services)

Public and Private Sector
{ine Vic — Funded Services)

Private Scctor

Wiat is Covered?

“Personal Information™ other than
“Health Informaton™

“Health Informadon”

“Pergonal Information™ including
*seasitive informadon” (which .
inclodes “health information™). -

Privacy Principles

{the bracketed words
“(yes)!! nnd “(ﬂo)”
indicate whether the
Principles in the
legislation apply to
refevant information
collected before the
legislation came into
existence)

informaton Privacy Principles™

Health Privacy Principlesi®

Regulator Office of the Vicrodan Povacy Health Services Commissioner Office of the Federad Povaey
Commissioner Comoasioner
Legistation [nformaton Prvacy Act 2000 Health Kecords Act 2001 Privacy Act 188 2000 Ameading
I Act)
Cominencement date 1 Septerber 2002 1 July 2002 21 December 2003
{fully operational}

National Pavacy Princisics

Callection (no)

1 | Collection fno)

1 Collecdon o)

se & Diselosure (ves)

2 | Use & Digclosure {ves)

2% Use & Disclosure [oo)

Data Quality (yes}

ok i

Data Quality:
fyes - use/ holding/disclosure;
1o - collection)

3 Drakx Quality:
fyes - uge/disclosure;

0o - collechon,

4 | Data Secudty (ves)

4 | Datz Securdty and Data
Attentorn (ves)

4| Data Secusity {yes)

5 Openness (yes) 5| Opensess (yes) 5 | Openness (yes)
6 Access & Cosrection (yes) G Acress & Correction (Subject 6 | Access & Coteerion (yos,
to specific provisions of 5.25) subject o ongoing,
use/disclonure and
reasonableness consideratons)
7 Unique Identifiers (ves) T | Idendfiers {yes) 7 Ideatiffers {yes)
8 | Anonvmity (ves) 8 | Anonymity (no) B 1 Anonyoury ool
9 | Transborder Data Flows {ves) 9 | Transborder Data Flows (ves) 9 | Transbeorder Daza Flows (vos).

10§ Sensitive Information {but ot
health information) {ne)

10 | Transfer or closure of the
practice of a health service
provider fyes)

18 | Sensitive Informaron
{nchuding beach information)
{nod

1| Making information available
ter another health sexvice
provider (yos)

provisions?

(see Freedom of Information Act
19823

{see Freedom of Tnformaton Act
1983, Prvate sector — yes.

Health-specific Neae Al “Fenstive nformation” (NPP 11 and
provisions? NPP 21
Avcess to records No Public sector ~ no Yes

Exemptions relevant vo Nong None Eraployee informadon {including
Health Providers? empfoyes bealch information)
' Web address WWWLpEvaCy. vie.gov.an www.health.vicgovas/kse/ W, priv:ic‘;‘g;;c)v AU
Health-specific MNone healthrecords. health vic.gov.au) “Sensitive information” (NPP 11y and
provisions? NIE 2.1(dn

¥ NB: Victorian (the Victozian Information Privacy Peinciples differ from the Commonweaith [PPs)




