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List of selected submissions made to the Attorney-General’s
Department on the Exposure drafi of the Copyright Amendment
(Technological Protection Measures) Bill 20086’ relevant to the
Committee’s request

Law Council of Australia
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of Techniology
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12.  Professor Brian Fitzgerald, Queensland University of Technology
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15.  Australian Broadcasting Corporation

16.  Special Broadeasting Service

17.  Department of Education, Science and Training

18. Australian Visual Software Distributors Association Ltd
19.  Australian Publishers Association

20. Copyright Agency Limited

21.  Interactive Entertainment Association of Australia

22.  Business Software Association of Australia

"The technological protection measure amendments are now included in Schedule 12 of the Copyright
Amendment Bill 2006,



Law Council of Australia
Business Law Section
Intellectual Property Committee
Copyright Subcommittee

Supplementary Submission to the Attorney-General’s Department

Exposure Draft
Copyright Amendment (Technological Protection Measures) Bill 2006

September 2006

This further subimission, foreshadowed in section 4, page 7 of our previous submission, has also
been prepared by the Copyright Subcommittee of the Intellectual Property Comimittee of the
Business Law Section of the Law Council of Australia (Subcommittee) in response to the
Exposure Draft of the Copyright Amendment {Technological Protection Measures) Bill 2006
(Exposure Draft), released by the Attormey-General’s Department (Department) on 4
September 2006. '

Suggested alternative methods for defining ACTPM and TPM to achieve the
government's aims

The Subcommittee understands that the Exposure Draft is intended, in technology neufral terms,
to exclude certain technologies, or uses of technology, from the scope of protection: in particular,
where a technological measure is used to bring about region-coding. The Subcommittee
understands also that the government wishes to include terms in the legislation to ensure that
Australian courts reach similar results to those reached by US courts in the ‘aftermarket’ or ‘spare
parts’ cascs: refusing to intervene to protect where technology used to control an afiermarket, for
cxampie, for printer toner cartridges or garage door openers. The Subcommitice shares the
government’s view that some indication in the legislation or explanatory material may be
necessary to give Australian courts a basis for achieving these results. The problem, however, is
that it is exceedingly difficult to achieve these technology-specific aims, using technology-neutral
terminology.

The current drafting has significant problems, and it is important to that the legislation protects
copyright owners while avoiding undesirable applications. By way of illustration, we tentatively
suggest an alternative drafting, using language from the case of Chamberlain Group, Ine v
Skylink Technologies, Inc (Fed. Cir. 2004). Under it ACTPM would be defined in the following
terms:

access control technological protection measure means a technological protection measure
that is designed in the normal course of its operation fo control access to a work or other
subject matter without permission deriving from the owner of copvright of the work or other
subfect matter.

To exclude “spare parts” and region-coding, without using technology-specific terms, the

definition could be coupled with an exclusion (either as part of the definition, or perhaps in the
‘definitions” part of the Act, for example, as s 24A):

ME_TUOTS060. 1 (W2003)



For the purposes of this Act, any device, product or component (including a computer
program) applied to a work or other subject matter for purposes unrelated to, or not
substantially relaied fo, uses which bear a reasonable relationship to the rights that this Act
otherwise affords to the copyright owner of the work or ofher subject matter, shall be faken
nOt to comprise an access control technological protection measure.

This drafting is evocative of the chapeau language while at the same time, ensuring copyright
owners are protected in cases where they are engaging in new and innovative ways ta distribute
copyright works — such as the ‘rental” of digital copies referred 1o above. It would also give the
courts a direct, textual basis for exercising judgment and reaching sensible results in cases where
technology is being used in ways that does not truly further the aims of copyright law.

The most significant objection to this definition may be that its application is uncertain.
However, it may not be possible to write legislation which is certain, excludes pariicular
technologies, and uses technology neutral terms. The uncertainty could be reduced through the
inclusion of commentary in the Explanatory Memorandum, which could refer to the intended
exclusions and effect of the legisiation. For example, the Explanatory Memorandum could state
explicitly that:

(1} The protection offered by the legislation is not intended to apply:

{a) in cases where access controls are being used to control aftermarkets, as evidenced
by past US cases such as Chamberlain Group, Inc v Skylink Techrnologies, Inc and
Lexmark Internationad, Inc v Static Control Components, Inc. (6" Cir. 2004); or

(b} in cases where techniology is solely designed to implement region-coding; and

{2) That the ‘uses’ referred to in the exclusion are not intended o be confined to the acts
comprised in the copyright.

If other exclusions and qualifications are envisaged, these, too, could be noted in the Explanatory
Memorandum,

In addition, certain drafting changes should be made to the definition of 2 TPM consistent with
this revised definition, and to address some of the observations made in our earlier submission.
The definition could read:

technological protection measure means a device, product, or component {including a
computer program) that:
(a)  is used by, with the permission of or on behalf of, the owner or the exclusive
licensee of the copyright in a work or other subject matter; and
(b) s designed, in the normal course of its operation:
(i) to control access to the work or other subject matter without permission
deriving from the owner of copyright of the protected subject matter: or
(i} to prevent or inhibit the doing of a restricted act,

Where the term restricted act used in the definition above is defined 1o mean:

any act which could comprise infringement of the relevant copyright under Part 11,
Division 2 or Part IV, Division 6 of this Act
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b2



This alternative wording is put forward for illustration and discussion; decisions about actual
drafting and terminology are for expert Parliamentary drafis people.

ME_TOB13560_1 (W2003)



Law Council of Australia
Business Law Section
Intellectual Property Committee
Copyright Subcommittee

Submission to the Attorney-General’s Department

Exposare Draft
Copyright Amendment (Technological Protection Measures) Bill 2006

September 2006

This submission has been prepared by the Copyright Subcommittee of the Intellectual
Property Committee of the Business Law Section of the Law Council of Australia
(Subcommittee) in response to the Exposure Draft of the Copyright Amendment
{Technological Protection Measures) Bill 2006 (Exposure Draft), released by the Attorney-
General's Department (Department) on 4 September 2006.

1. Executive Summary

The Subcommittee notes that the object of the Fxposure Draft is to implement the provisions
of the Australia-United States Free Trade Agreement (FTA), Article 17.4.7. The
Subcommittee has a number of concerns about the Exposure Draft, dealt with in more detail
below. In summary, the submissions of the Subcommittee are as follows:

{1)  The definition of ACTPM is problematic, and fails to give effect to Article 17.4.7
of the AUSFTA, In particular:

(&) The ‘chapeau’, or introductory text, of the AUSFTA does not support the
limitation of ACTPM to only those technologies which prevent or inhibit acts
which infringe copyright. Interpreted in accordance with their ordinarv
meaning, the words of the chapeau do not qualify the more specific
obligations which follow.

(b) Even if the chapeau does give some indication of the way anfi-circurmvention
faw should be drafted, the current draft definition of ACTPM has unintended
effects: it will exclude from protection some technologies which should, in
accordance with the chapeau, be protected because they are used by
copyright owners in connection with the exercise of their rights.

(2} There are further problems with the Exposure Draft which affect both the definition
off ACTPM and TPM. In particular:

{a) by requiring that a technology prevent an act which is comprised in the
copyright, and infringes copyright, the language is redundant, confusing, and
open to two unintended, remarkably narrow interpretations: either

(i) That the technology must distinguish between infringing and non-
infringing acts; or
(i) That the technology must in the case before a court actually prevent
an infringement,

{b) The legislative note designed to exclude region-coding technologies is not an
appropriate use of this drafting device, and iz drafted in broad terms which
may have unintended applications;



3)

(4

&)

{6)

(8}

%)

(10)

(i)

Establishing the requirement that a technology be ‘used by, with the permission of,
or on behalf of, the owner or the exclusive licensee of the copyright in a work or
other subject matter” may cause unnecessary difficulty and expense for copyright
owners. A presumption should be added to the Copyright Act. That presumption
should provide that if a TPM is applied to a protected subject matter, ownership of
which is presumed as a result of the other provisions in s 126/ 1268, then it also he
presumed that the TPM has been applied by, with the permission of, or on behalf of
the owner or exclusive licensee of copyright;

The phrasing “of a person’ found in the definitions of circumvention device and
circumvention service, and the trafficking liability provisions, is unclear and
contusing. In the body of the submission, two possible alternatives are suggested;

The exception to Hability under s 116AK where ‘the person has, or has reasonable
grounds to believe that the person has the permission of the copyriglt owner or
exclusive licensee to circumvent the ACTPM” is inconsistent with the general
framework of Australian copyright law and uncertain in its effect. It would be
preferable to express liability in terms of circumvention “without authority”. Iff
necessary, innocent infringers could be protected through a provision similar to s
115(3) which would be applicable in the context of remedial relief

The current drafting of's 116AL, and other trafficking provisions may render it
technically illegal to sell a device, such as DVD players, which decrypts protected
subject matters with the permission of copyright owners.

The remedies provisions should be amended:

(2 To allow for orders for destruction of all circumvention devices in the
possession of a defendant; and

(b) To allow a court to take ‘deterrence’ into account in considering additional
damages orders.

The criminal provisions are narrower than current copyright law, in that they apply
criminal penalties only to conduct done “with the intention of obtaining a
commercial advantage or profit’. Australian copyright law in general allows &
criminal penalty to be applied where conduct is done for some other purpose o
such an extent that will affect prejudicially a copyright owner.

The interoperability exceptions in the Exposure Draft should apply the same
definition of ‘computer program’ as is used currently in Part {11 Div 4A.

The process for implementing new exceptions via regulation is unclear, and seems
to confer very extensive discretion on the Minister not to respond to a request for an
exception. Further detail is needed.

The Exposure Draft does not, contrary to earlier staterents of the Attorney-
General’s Department, appear to exclude broadeasts from the scope of subject
matter protected under these laws. Further consideration should be given either to
excluding broadcasts, or to how the overlap with Part VAA is expected to operate.

Further detailed comments follow.



2. Definition of Access Control Technological Protection Measure (ACTPM)
and the relationship to infringement {Sch 1 Clause 1)

The first problem with the definition of ACTPM in the Exposure Draft lies in the
government’s attempt to limit the technologies protected to those which are directly related to
copyright infringement. This intention is clearly stated in the ‘Summary’ released with the
Exposure Draft, which notes that the legislation is intended to be limjted ‘to preventing
circumvention of TPMs designed to stop copyright piracy.’

It appears that limiting the concept of an access control by reference to copyright
infringement may fail to give effect to the clear and specific language of the FTA.,

In order to comply with the FTA, the Australian legistation must give effect to the ordinary
meaning of words in Article 17.4.7. Under Article 17.4.7, Australia is obliged to provide
protection for ‘effective technological measures’ (*ETMs"). These are defined in Article
17.4.7(b) to mean

“any technology, device, or component that, in the normal course of its operation,
controls access to a protected work, performance, phonogram or_other protected
subject matter, o protects any copyright’ (emphasis added).

The use of the word “or” in this definition indicates that two types of ETM are to be
protected: those which ‘control access to a protected work”, and those which *protect any
copyright”. The latter would be techaologics which prevent copyright infringement. The use
of the disjunctive ‘or” suggests that technology which *controls access’ should be protected
regardless of whether it prevents (or inhibits) infringement. The liability scheme in Asticle
17.4.7 15 also based on an assumption that there are two different kinds of TPM. By requiring
that an ACTPM ‘prevent or inhibit infringement’ by preventing an act comprised in the
copyright, the Exposure Draft makes measures which control access merely a subset of
measures which “protect any copyright’, rather than a distinct kingd of measure.

The ‘chapeau argument’

The Subcommittee understands, from evidence given by Mark Jennings to the Legal and
Constitutional Affairs Committee, that the government relies on the chapeau or introductory
words to Article 17.4.7(a) as the basis in the treaty text for the qualifications in the definition
of ACTPM, and for linking protection for access controls to those which prevent or inhibit
acts which infringe copyright.

As a matter of treaty interpretation, it is questionable whether this reliance is appropriate. The
chapeau language derives directly from Article 11 of the WIPO Copyright Treaty (‘WCT?),
which provides as follows:

‘Contracting Parties shall provide adequate legal protection and effective legal
remedies against the circumvention of effective technological measures that are used
by authors in connection with the exercise of their rights under this Treaty or the
Berne Convention and that restrict acts, in respect of their works, which are not
authorized by the authors concerned or permitted by law.’

The introductory text in Article 17.4.7(a) surrounds an almost direct quote from this provision
with words that indicate that the purpose of Article 17.4.7 is to implement this obligation:

“Ingrder to provide adequate legal protection and effective legal remedies against
the circumvention of effective technological measures that authors, performers, and




producers of phonograms use in connection with the exercise of their rights and that
restrict unauthorised acts in respect of their works, performances, and phonograms,
each Party shall provide that...’ (emphasis added).

The underlined words indicate that the purpose of the provision is to implement Article 11 of
the WCT (“in order to’ provide adequate protection... ‘each Party shall’): with this purpose
achieved by means of enacting the detailed and specific obligations that follow. As a matter
of the ordinary meaning of these words, is not clear that this general purpose was intended to
qualify, or can be used as a reason for reading down, the specific obligations.

There is some international jurisprudence where introductory text has been held to qualify the
provisions which follow. Appellate body decisions in the WTO have used the opening words
of GATT Article XX to qualify the listed exceptions in that Article. GATT XX provides a
list of 10 exceptions to free trade obligations (eg ‘necessary to protect public morals’ and
‘necessary to protect human, animal or plant life or health’). The opening words of GATT
XX provide:

"Sublect to the requirement that such measures are not applied in a manner whickh
would constitute a means of arbitrary or unjustifiable discrimination between
countries where the same conditions prevail, or a disguised resiriction on
international trade, nothing in this Agreement shall be construed to prevent the
adoption or enforcement by any contraciing party of measures ..."

The GATT/WTO jurisprudence, which applies Vienna Convention principles, has read these
opening words (described as Article XX's chapeau) as imposing an important qualification on
the scope of the exceptions that follow. The Appellate body decisions require consideration,
first, of whether a national measure falls within a specific exception, and then whether the
measure also operates within the parameters of the chapeau's qualification. This reading does
not, however, give rise to a substantive interpretive principle that allows introductory words
to be read as qualifying more specific obligations. It is instead a natural reading of the '
opening words of Article XX, in particular, the phrase ‘subject to’. These are express words
clearly intended to qualify broadly worded exceptions.

This line of authority does not justify an interpretation of the Article 17.4.7 chapequ as a
limitation on the specific obligations which follow. The introductory text of Article 17.4.7
tooks very different to the introductory words of GATT XX. As already noted, the
introductory words in Article 17.4.7(a) express the purpose of the provisions (‘In orderto ...
cach Party shall...”). These are not words of qualification.

The weaknesses in the drafting of the definition of ACTPM

In the alternative, if it is accepted that the chapeau language should be given direct effect, the
Subcommittee submits that the definition of ACTPM in the Exposure Draft goes further than
that text could justify. '

According to the chapeaqu, the purpose of Article 17.4.7 is to provide legal protection for
technical measures which are used by copyright owners in connection with the exercise of
their rights and which restrict unauthorised acts. The government appears to have interpreted
this text as confining protection to technical measures which ‘prevent or inhibit people from
infringing copyright’ (the quotation comes from the government’s summary).

The government has enacted this interpretation by drafting a definition of ACTPM which
requires that in order to be protected, the device, product or component must:



1. beused by or with the permission of or on behalf of the owner or exclusive licensee
of copyright;
2. be designed, in the normal course of its operation, to prevent or inhibit the doing of
an act:
a. that is comprised in the copyright, and
b. that would infringe the copyright
3. achieve that end by preventing those who do not have permission of the owner or
exclusive licensee from gaining access to the work.

The first problem with this drafting is that it is potentially even meore narrow than the stated
intention of the government. The phrase ‘prevent or inhibit’ is used in the current definition
of technological protection measure in section 10 of the Copyright Act (‘the Act?), which
defines TPMs as devices which ‘prevent or inhibit infringement’, either by controlling access
or through a copy control mechanism. In Stevens v Kabushiki Kaisha Sony Computer
Eniertainment (2005) 65 IPR 513 (*Stevens v Sony”), the High Court interpreted the phrase
‘prevent or inhibit infringement” in this context as requiring that the technology ‘physically’
prevent or inhibit acts which, if carried out, would or might infringe copyright in the work (at

[38]).

The Exposure Draft appears to adopt, amplity, and perhaps even narrow further this
interpretation. Tt specifically provides that a measure must prevent or inhibit an act which is
comprised in the copyright. This would appear to adopt the High Court’s “technically
prevent” interpretation. Indeed, by requiring that the act prevented would infringe (not *would
or mught infringe” as endorsed by the High Court of Australia), it may be even narrower than
the High Court approach,

The effect of this language, in light of existing caselaw, is to protect from circumvention only
those technologies which prevent an act of infringement subsequent to a person gaining

access to the protected subject matter. Technical measures which “inhibit’ (or more properly, _
deter) infringement by making infringing copies useless are not protected under this '
definition.

The second problem is that not only is this definition narrower than the government’s stated
intention, it would also appear to be significantly narrower than the set of technologies which
the chapeau language indicates should be protected. That is, the technologies which *prevent
an act of infringement” is a narrower subset than the technologies which are used by copyright
owners in connection with the exercise of their rights (the phrase in the chapeau),

This can be illustrated with an example, Copyright owners now use technological measures to
distribute electronic copies of their content which ‘expire’ after a certain period of time, thus
allowing consumers in effect to ‘rent’ an electronic copy. One example is the recently
launched dmazor Unbox Video from online book retailer Amazon.cor. In this system,
according to launch documents, the consumer can:

* ‘buy”acopy of a film which can be watched an unlimited number of times:; or

* ‘rent’ a copy, in which case the consumer must commence watching the video within

30 days of download, and finish watching the film within 24 hours.

Viewing a movie in the privacy of the home does not involve the doing of any ‘act comprised
in the copyright”. Thus the technical measure which enforces this kind of limitation might not
be an ACTPM according to the Exposure Draft definition. Such a measure is, however, on
any interpretation, being used ‘in connection with the exercise of’ copyright rights: the rights
of a copyright owner to exploit their copyright using new technologies to sell, distribute and
license copies of their work,



3. Further issues with the definition of ACTPM and TPM

There are two further issues which affect the drafting of both the definition of ACTPM and
TPM: redundancy, and the use of the legislative note.

Redundancy

The definition in the Exposure Draft requires that a technical measure prevent or inhibit an act
which has two properties:

1. itis an act ‘comprised in the copyright’; and

2. it would infringe the copyright.

The Subcommittee presumes that the government’s intention is that a technology should fall
within the definition where some of the acts prevented or inhibited would or might be
infringements of copyright. However, having the two requirements is redundant: if an act
infringes copyright (requirement 2} it must be an act falling within the exclusive rights of the
copyright owner (requirement 1). Requirement 1 thus adds nothing and is confusing.

Having the two requirements also leaves the provision open to other unintended
Interpretations. A court could take the view that the government must have intended the two
requirements to have independent effect. This could lead to one of two, equally problematic,
interpretations:

1. That a TPM must distinguish between infringing and non-infringing acts, and
prevent or inhibit only the infringing acts. Given that many exceptions under the Act
(for example, fair dealing) only apply where the user has a particular purpose,
drawing such a distinction will rarely be possible for a piece of technology. Very
few, if any technologies could fall within such a definition; or

2. Thatto give effect to the second requirement, the court must determine whether, in
the particular circumstances of the case before it, an infringing act was in fact
prevented, This interpretation would be inconsistent with Article 17.4.7(d) of the
FTA text, but is open on the wording in the Exposure Draft.

The Subcormittee understands that the intention of the government may be to implement the
chapeau language in the requirements of Clause 1(b): ie that (b)(i) implements “in connection
with the exereise of their rights” and (b)(ii) implements ‘restricts unauthorised acts’. As
explained by the movie example above, however, the set of technologies which ‘prevent or
inbibit acts comprised in the copyright” is a narrower subset than technologies ‘used in
connection with the exercise of copyright rights’. Some technologies which should be
protected under Article 17.4.7 — and which are used by copyright owners to make their
copyright works available to the public will not be protected under the Exposure Draft.

Legislative note to definitions of ACTPM (Clause 1) and TPM (Clause 4)

The Subcommittee is also concerned at the use of the ‘legislative note’ to the definition of
ACTPM and TPM, which provides that:

“To avoid doubt, a device, product or component (including a computer program) that
is solely designed to conirol market segmentation is not an access control
technological protection measure.”



'The Subcommittee submits that this is not an appropriate way to use a legislative note.
Legislative notes do not form part of an Act, have no legislative force (Pearce and Geddes,
Statutory Interpretation in Australia, 5™ ed 2001 at [4.47]), and can be used by a court, at
most, as an aid to interpretation where the meaning of a provision is in doubt (s 15AB of the
Acts Interprefation Act 1901 (Cth)). The note in the Exposure Draft seems to intend more
than indicating the ‘drift of the section’ (Joyce v Paton (1941) 58 WN (NSW) 88, 90 per
Street T). If the intention is that certain technologies should be excluded from protection, it
would be preferable, and more certain, to give the exclusion legislative force.

In addition, the wording of the note is overly broad. It seems that the note is aimed mostly to
exclude technologies which implement region-coding ~ that is, certain forms of geographic
segmentation. Leaving aside whether any technology is ever solely designed to achieve this
end, the note is written in broad ferms which may lead to unintended exclusions. The
Subcommittee understands the desirability of drafting legislative provisions in ‘technology
neutral’ language. On some occasions, however, the attempt to write an exclusion in such
language can misfire. On its face, the current ‘note’ applies to other kinds of market
‘segmentation’. Copyright owners can exploit their copyrights in many ways that involve
*market segmentation’ of some form. For example, a copyright owner might offer lower
prices to educational users than it offers to comrmercial users. This is a form of ‘market
segmentation’, and a technology designed to achieve this might thus not be protected under
the Exposure Drafi. If, contrary fo these submissions, the note or some similar exclusion is to
be retained, at least, the word ‘geographic’ should be added to qualify ‘market segmentation’.

4. Alternative methods for defining ACTPM and TPM to achieve the
government’s aims?

The Subcommittee understands that the Exposure Draft is intended, in technology neutral
terms, to exchude certain technologies, or uses of technology, from the scope of protection, in
particular where a technological measure is used to bring about region-coding. The
Subcommittee understands also that the government wishes to include terms in the legislation
to ensure that Australian courts reach similar results to those reached by US courts in the
‘aftermarket’ or “spare parts’ cases: refusing to intervene o protect where technelogy is used
to control an aftermarket, for example, for printer toner cartridges or garage door openers,
The Subcommittee shares the government’s view that some indication in the legislation or
explanatory material may be necessary to give Australian courts a basis for achieving these
results. The problem, however, is that it is exceedingly difficult to achieve these technology-
specific aims through the use of technology-neutral terminology.

We are giving further consideration to this drafting and hope to provide some more detailed
comments on Monday.

5. Definition of ACTPM/TPM: ‘Used by, with the permission of, or on behalf of,
the owner or exclusive licensee of the copyright’ (Clauses 1 and 4)

Another aspect of the definitions of ACTPM and TPM requiring comment is the requirement
that a technology be ‘used by, with the permission of, or on behalf of, the owner or the
exclusive licensee of the copyright in a work or other subject matter’.

In practice, the need to prove this may cause unnecessary difficulty and expense for copyright
owners, In the current Act, several presumptions are available to copyright owners, so that:
* Theplaintiff is presumed to be the owner of copyright if he or she claims to be the
owner and the defendant does not put the matter in issue (s 126); and
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* Ifacopy of the work, or its packaging bears a label or mark stating that a person is
the owner of copyright at a particular time, that label/mark is admissible as prima
facie evidence of those facts (s 126B).

The purposes of these presumptions will be defeated if a plaintiff nevertheless has to prove
that a TPM has been applied with the copyright owner’s permission or on their behalf. The
Subcommittee submits, consistent with current law, a presumption should be added to s 126B,
such that if a TPM is applied to a copyright work, ownership of which is presumed as a result
of the other provisions in s 126/126B, then it should also be presumed that the TPM has been
applied by, with the permission of, or on behalf of the owner or exclusive licensee of

copyright.

6. Definition of circumvention device and circumvention service (Clauses 2
and 3)

Both the definition of circumvention device, and service, include the words “of a person’.
This language is confusing and unclear,

The Subcommittee presumes that the purpose of this language is twofold: to avoid banning
“dual use technologies’, and to address the potential problem of the ‘innocent infringer’; that
is, to ensure that individuals do not become liable for manufacturing, selling (ctc) particular
technologies or providing services which have been promoted or marketed by some third
person as circumvention Gevices or services {whether or not the technologies/services are in
fact circumvention devices or services). This concern appears to stem from the fact that,
unlike the current law (s 116A), there is no knowledge ¢lement provided for in Article
17.4.7(a)(1i} of the FTA. The intention of the drafling may be to limit liability strictly to
match that which arises under the US DMCA (17 USC §1201(a)}2) and §1201(b)1)), under
which a persen is liable for selling (etc) a device which:

(1} is primarily designed or produced for the purpose of circumvention;
(2) has only limited commercially significant purpose or use other than to circumvent; or

(3) is marketed by that person or another acting in concert with that person with that
person’s knowledge for use in circumventing protection.

The Subcommittee submits that the references in the Exposure Draft to devices ‘of a person’
are unnecessarily confusing. The phrase might also have undesirable effects in marginal
cases. For example, consider a device which is not designed primarily for circumvention, and
has other commercially significant uses. Such a device will not fall within parts (b) or (¢) of
the definition. In the hands of person A (who advertises ‘copy all your Hollywood DVDs!")
this device is a circumvention device. In the hands of person B, who does not do any such
marketing or promotion, it is not. It would then appear that B can continue intentionally to
sell the device, even after A’s advertising and promotion, and even after its use for
circumvention becomes widely known, provided that B is not acting ‘in concert” with A. B
could, in theory, sell the device to a person who specifically asks for it for the purposes of
circumvention and infringement, provided that B has not promoted the device for that
purpose.

The Subcommittee submits that there are other ways to achieve the government’s aims which
would be less confusing. One approach would be to include a knowledge requirement, like
that found in the current s 116A which imposes liability only where a person ‘knew, or ought
reasonably to have known, that the device or service would be used to circumvent, or
facilitate the circumvention of, the technological protection measure’. If necessary (although
it would probably be redundant) the legislation could also provide that in the case of a device
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primarily designed for, or with no purpose or use other than circumvention, such knowledge
is presumed.

Another approach would be to define circumvention device more narrowly, such that a device
only becomes a circumvention device (or service) under part {2) of the definition where the
person doing the marketing, advertising or promoting is the same one who is being sued
under ss 116AL., 116AM, 132APB or 132APC. For example, circumvention device might be
defined along the following lines:

‘Circumvention device means a device, component or product (including a computer

program} that:

{a) is promoted, advertised, or marketed by a person who does any act described in
section 1164L¢1}, 116AM(1), 1324PB(1) or 132APC{1} (the first person) or by
another person acting in concert With the first person, as having the purpose of
circumventing the technological protection measure,’

The Subcommittee puts this forward, not as a final draft for inclusion, but as an illustration of
an alternative approach which avoids the confusing “of a person’ language of the Exposure
Draft.

7. Subsection 118AK

Subsection 116 AK(2) excludes liability where ‘the person has, or has reasonable grounds to
believe that the person has the permission of the copyright owner or exclusive licensee to
circumvent the ACTPM’. This approach is inconsistent with the general framework of
Australian copyright law. A person is Hable for copyright infringentent wherever they do an
act falling within the exclusive rights of the copyright owner, without the authoritv/licence?
of the copyright owner (ss 36(1) and 101{1), Copyright Act 1968). ‘Authority’/Licence? is
determined as an objective question of fact (was there authority/licence, whether express or
implied, or not?}. Under ordinary principles, too, an innocent infringer is protected by 8
115(3), which excludes damages as a remedy where the defendant was not aware, and had no
reasonable grounds for suspecting, that their act was an infringement [NB an account of
profits may still be obtained in such a case]. Even if's 115(3) is not made out, the cowrt has
discretion in granting remedies for copyright infringement. NB I note that *permission” is
currently used in s 116A,

The Exposure Draft, by contrast, adds a new and difterent concept (‘permission’ rather than
‘authority’/licence} and excludes liability altogether in those circumstances, rather than (as s
113(3) does) leaving remedies such as targeted injunctions open. The Subcommittee submits
that such inconsistency is undesirable because it is uncertain: courts will be required to
interpret these new concepts, which may or may not be similar to standard copyright law.

The Subcommittee submits that an alternative would be to express liability in terms of
circumvention *without authority’. There is already a basis in the draft for remedial
discretion: courts may award damages or injunctions {clause 116 AO(1)}). However, if there
was concern about the ‘innocent’ infringer, a provision like s 115(3) could be added to

5 116A0.,

8. Liability for devices and services which circumvent with permission
(Sections 116AL and 116AM)



In relation to the ‘device and service’ provisions (ss 116AL, 116AM, 132APB, 132APC)
there is no exception which will apply in the case of devices sold, or services offered, that
circumvent with the permaission (or, preferably, authority/licence as per above) of copyright
owners or exclusive licensees,

‘The absence of any ‘permission’ (or ‘with authority’/licence) exception or qualification may
have unintended consequences. Specificaily, it may result in the ban applying to perfectly
legitimate commercial activities, particularly for makers of consumer electronics and
software. In the case of access control TPMs, such as TPMs which encrypt coutent, it is
normal for consumer electronics devices to be manufactured in accordance with contracts
with copyright owners which allow the device to decrypt the content. An example is DVD
players which are manufactured under license from the DVDCCA (DVD Copy Control
Association) which provides the keys to decrypt commercial films encoded using the Content
Scrambling System (CS8). If this activity (deeryption with the permission of the copyright
owner) is interpreted as “circumvention” of the access control TPM, then, technically, such a
device (the DVD player, or a component thereof) could be a ‘circumvention device’ and thus
the manufacture, import and sale of such devices is a breach of s 1 16AL — and a criminal
offence under s 132ABP when done for a commercial purpose. The same issue arises under
s 116AM, which also has no exception in cases where there is permission.

It may be possible for a court to interpret ‘circumvention’ to require more than decryption,
mporting a concept that circumvention only oceurs where decryption occurs “without
permission’, However, such an interpretation may be precluded by s 116 AK(2) which
implies that it is possible to *circurvent with permission” of the copyright owner.

It is worth noting that this issue is addressed in the US legislation: selling devices which
decrypt or descramble copyright-protected content with the authority of the copyright owner
is not a breach of US law (17 USC §1201(a)(3)}A)).

9. Section 116A0: remedies

In relation to the remedies provided for in s 116A0, the court is allowed to make an order for
destruction of the circumvention device involved in the doing of an act which is the subject of
the action. The Subcommittee submits that orders for destruction of circumvention devices
should extend to all such devices in the defendant’s possession or control. Section 1161} of
the Act does not provide a sufficient substitute, because it allows an action for conversion or
detention of a circumvention device only where those devices are ‘used or intended to be used
for making infringing copies’.

The Subcommittee also notes that the matters to be taken into account in ordering ‘additional
damages’ under s 116 A0(2) do not specifically include ‘the need to deter sinilar’ actions
{compare s 115(4)(b)(ia)). While s 116A0(2) is consistent with the current Act (s 116D}, it
would be more appropriate to make the provision consistent with s 115(4).

10. Criminal liability for circumvention and trafficking (Sections 132APA,
132APB, 132APC)

The offence provisions in the Exposure Draft are limited to situations in which a person
engages in the relevant conduct ‘with the intention of obtaining a commercial advantage or
profit’ (ss 132ZAPA(1)(d), 132APB(1)b), 132ZAPC(1)}(b)). Unlike the other offence
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provisions in the Act, therefore, criminal liability does not extend to situations in which an
individual engages in conduct ‘to an extent that will affect prejudicially an owner of
copyright” (compare s 132(5A)). This limitation would mean, for example, that a person who
circumvents access controls on a mass scale, or who makes a circumvention device available
online with malicious intent, but with no direct commercial purpose, cannot be criminally
prosecuted. The Subcommitiee submits that this is inconsistent with other provisions of the
Act and even weaker than the current criminal provisions. It would be appropriate to add, to
subsections 132APA(1)(d), 132APB(1)(b) and 132APC(1)(b) the phrase, ‘or for any other
purpose to an extent that will affect prejudicially an owner of copyright.”

The Committee does, however, note that the provisions of the Exposure Draft match the
scope of the criminal provisions under current US law (17 USC §1204).

The Subcommittee also submits that either in a legislative note, or the Explanatory
Memorandum, it may be useful to refer to the Criminal Code provisions on knowledge/intent
(section 5 of the Criminal Code), which qualify liability under these criminal provisions, for
the benefit of non-expert readers.

11. Interoperability exception

The “interoperability exception’ (subss 116AK(3), 116AL(2) and 116AM(2)) may fit
awkwardly with the existing interoperability exception in s 47D. In section 47D of the
current Act, ‘computer program’” has a particular meaning set out in s 478 (that is, it includes
‘any literary work’ that is ‘incorporated in or associated with a computer program’ and
‘essential to the effective operation of a function” of that program). For the purposes of
consistency, the Subcormumittee submits that the same definition of computer program should
apply in relation to the interoperability exceptions here. This could be achieved by the
inclusion of a subsection adopting s 478 here.

12. Exceptions

There is no provision in the Exposure Draft which will allow any person to sell a
circurnpvention device, or provide a circumvention service, to a person with the benefit of one
the exceptions to liability provided for in s T16AK(6), (8) or (9). The Subcommittee notes
that this may create practical difficulties in the future, and recommends that the matter be kept
under review. If there is evidence in the future that the exceptions are rendered ineffective by
this gap, further consideration of its resolution may be required.

The Subcommittee is also concerned about the approach of introducing exceptions solely
through regulation rather than in the body of the legislation, While this has the advantage of
flexibility, it is questionable whether it is appropriate for exceptions to Hability to be created
soiely through regulation. This may not be an appropriate division of power between
Executive and Parliament, and raises questions about the transparency of the law.

Another issue with exceptions is that on the face of the Exposure Draft, future exceptions to

s 116AK will be introduced through a precess which allows the Minister to receive
submissions seeking an exception (s 1 16AK(12)). Where such a submission is made, the
legislation requires that the Minister makes a decision whether to recommend an exception
within four years of receiving the submission. This confers an extremely broad discretion on
the part of the Minister to refuse to respond within a reasonable period. The Subcommitiee
suggests that further information on how this process should be provided. at least in the
regulations and Explanatory Memorandum.
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13. Coverage of the Exposure Draft provisions

The Subcommiitee notes that the House of Representatives Legal and Constitutional Affairs
Committee provided the following question on notice to the Attorney-General’s Department
during its Inquiry into TPM exceptions late last year:

‘Wil TPMs on broadcasts and published editions come under the new scheme?’
The response from the Attorney-General’s Department was:

*No. There is no obligation under the AUSFTA to include published editions and
broadcasts within the proposed liability scheme because they do not fall within the
categories of protected works, performances or phonograms’.

The Exposure Draft, however, does not appear to exclude broadcasts or published editions
from its scope. This may have unpredictable consequences particularly in the case of
broadcasts, where there is likely to be significant overlap with the scheme already provided in
Part VAA of the Act. The Subcommittee submits that further consideration needs to be given
either to excluding broadcasts, or considering how the overlap between sections of the Act is
expected to operate. Alternatively, the Department may wish to cutline, for the benefit of
interested parties, how the new provisions and Part VAA are expected to work together.
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Submission on the Competition and
Interoperability Implications of the Copyright
Amendment (Technological Protection
Measures) Bill 2006 Exposure Draft

1. Background

Queensland University of Technology (QUT) is currently undertaking a
research project The Use of Information and Cryptographic Technology to
Restrict Competition (the “research project”). This project is funded by an
Australian Research Council grant,

Although research in the project is ongoing, our preliminary results suggest
that ‘anti-circumvention’ legislation, such as the Copyright Amendment
(Technological Protection Measures) Bill 2006 (‘the TPM Bil") have a
significant potential to restrict competition in high-tech markets.

The authors, in their capacity as individual members of the research project
team, appreciate the opportunity to share their thoughts on these important
issues with the Department.

2. Linking TPM protection to infringement of copyright

We welcome the decision of the Australian government to link the definition of
‘technological protection measure’ (‘'TPM’) and ‘access control technological
protection measure’ (ACTPM’) to infringement of copyright.

This link will align the definitions of TPM and ACTPM more closely with
current judicial interpretation of the equivalent provisions of the US Digital
Millennium Copyright Act ('DMCA').2

However, this does not mean that the scope of the TPM Bill will match that of
the DMCA. If the scope of the anti-circumvention iaws in each country is
determined by the scope of copyright protection, the TPM Bill will have a
much broader scope than the DMCA.

' ARC reference DPO666521

? We conclude that 17 USC § 1201 prohibits only forms of access that bear a reasonable
reiationship to the protections that the Copyright Act otherwise affords copyright owners.” The
Chamberiain Group Inc v Skylink Technologies Inc 381 F 3d 1178 at 1202 (Fed Cir, 2004).
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Functional computer code

As the decision of the Court of Appeals in Lexmark demonstrates, the
copyright law of the United States will not protect the functional aspects of
computer software. As applied to the copyrightability of TPM's, the US
position is that:

Generally speaking, "lock-out” codes fall on the functional-idea rather than the -
original-expression side of the copyright line. Manufacturers of interoperable
devices such as computers and software, game consoles and video games,
printers and toner cartridges, or automobiles and replacement parts may
employ a security system to bar the use of unauthorized components. To
“unlock” and permit operation of the primary device (i.e., the computer, the
game console, the printer, the car), the component must contain either a
certain code sequence or be able to respond appropriately to an
authentication process. To the extent compatibility requires that a particular
code sequence be inciuded in the component device to permit its use, the
merger and scénes a faire doctrines generally preclude the code sequence
from obtaining copyright protection.®

The High Court of Australia has previously examined the copyright status of
TPMs, albeit years before such technology enjoyed specific legal protection.
In Autodesk Inc v Dyason (No 1), the High Court held that the verbatim
copying of a TPM authentication sequence (127 bits of computer data) to
infringe copyright.*

The decision in Autodesk had implications for the development of
interoperable software in Australia. In the later case Data Access Corporation
v Powerflex Services Pty Lid, Powerflex Services produced computer
software known as PFXplus, which interoperated with data files created by a
competing program (Dataflex) produced by Data Access Corporation. The
data files were compressed by use of a Huffman compression table. Uniess
PFXplus could use the Huffman compression table to decompress the
Dataflex files, it would be unable to read them.

The High Court held that the Huffman compression table was a ‘table
expressed in figures and sgmbofs, and falls squarely within the statutory
definition of a “literary work”.” On that basis, Powerflex Services infringed the
copyright subsisting in the table by reproducing it in the PFXplus software,®
despite the fact that such a reproduction was required to produce software
which would interoperate with Dataflex files. The High Court was not
oblivious to the consequences of this decision, noting that

[tlhe finding that the respondents infringed the appellant's copyright in the
Huffman tabie embedded in the Dataflex program may well have considerable
practical consequences. Not only may the finding affect the relations between
the parties fo these proceedings, it may also have wider ramifications for

* Lexmark v Static Controf Components 387 F 3d 522, 536 (8" Cir, 2004),

* Autodesk Inc v Dvason (No. 1) {1992) 173 CLR 330,

z Data Access Corporation v Powerflex Services Pty Lid (1999) 202 CLR 1, 41.
ibid 42.
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anycne who seeks to produce a computer program that is compatible with a
program produced by others. These are, however, matters that can be
resolved only by the legislature reconsidering and, if it thinks it fecessary or
desirable, rewriting the whole of the provisions that deal with copyright in
computer programs.’

Although a new exception® was introduced in an attempt to remedy this
problem, it has yet to be judicially considered and may not be wide enough to
protect all interoperable software.®

In any case, the difference between the US position (copyright does not
subsist in functional computer code) and the Australian position (copyright
probably subsists in such cods, but s 47D may apply} will be significant, as a
TPM as defined in the FTA and the TPM Biil applies only to a work or other
subject matter in which copyright subsists. A technological measure for
protecting functional computer code would be protected as a TPM under the
TPM Bill, but not under the DMCA.

Standard of originality

The copyright law of the United States protects works with a ‘creative spark’
or ‘minimal degree of originality’.’® The threshold for obtaining copyright
protection in Australia is significantly lower, in that it does not require any
originality, requiring merely ‘labour and expense’ or ‘industrious collection’.?

As an example, compilations of factual information such as telephone
directories are protected by copyright in Australia,’ but not in the United
States.”” A technological measure protecting a compilation of factual
information would be protected as a TPM under the TPM Bill, but not under

the DMCA. '

The Joint Standing Committee on Treaties (JSCOT) review of the FTA
recommended that the standard of originality required to obtain copyright
protection in Australia be reviewed, with a view to adopting a higher standard
such as that in the United States.' The Labor Senators on the Senate Select
Committee investigating the FTA (‘the Labor Senators’) also recommended
such a change,’ and the Government Senators on that committee adopted
the recommendations of the JSCOT report.™ The government response to

7 Ibid
® Copyright Act 1968 (Cth) s 47D.
° Dale Clapperton and Stephen Corones, ‘Locking-in Customers, Locking-out Competitors:
Anti-Circurmvention Laws in Australia, and Their Potential effeci on Competition in High-Tech
Markets” (Forthcoming journal article)
"2 Feist Publications, Inc v Rural Telephone Service Company 499 US 340 (1881).
:; Deskiop Marketing Systems Pty Lid v Telstra Corp Ltd (2002) 119 FCR 491.

Ibid.
13 Feist Publications, Inc v Ruraf Telephone Service Company 499 US 340 (1991).
* Joint Standing Committee on Treaties, Report 61: The Australia — United Siates Free Trade
Agreement (2004), 243,
' Senate Select Committee on the Free Trade Agreement Betweean Australia and the United
%tmas of America, Parliament of Australia, Final Report (2004) 230.

Thid 243,
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the Select Committee report stated that the government has no immediate
plans to conduct such a review. "’

Fair use

The lack of a fair use right in Australia is often dismissed as a consumer rights
issue, but fair use has important commercial applications. In the United
States, reverse engineering to produce interoperable computer softwars is
protected as fair use.”® This was established many years before Data Access
Corporation v Powerflex Services Pty Ltd demonstrated that such activity was
unlawful in Australfia.

Australia’s ‘fair dealing’ exception has no application where the copying is for
commercial purposes, including the production of interoperable products.

Although the reports of both JSCOT and the Labor Senators recommendad
the adoption of an open-ended right resembling ‘fair use’.” and such a
change had previously been recommended by the Copyright Law Review
Committee,”” a recent review conducted by the Attorney-General's
department apparently rejected these recommendations.

Lack of a flexible, open-ended exception to copyright (such as fair use) has
caused, and will continue to cause Australia's copyright system to be reactive
in nature, and dependent on legislative intervention to create new exceptions -
where required. The Powerflex case demonstrates the failure of this
approach. A reactive approach to copyright exceptions will chill development
of new, useful and competitive (yet potentially infringing) products.
Technology companies will be reluctant to risk becoming the “next Powerflex”,
and lose an infringement action to demonstrate the inadequacy of the current
static exceptions.

Conclusion

The anti-circumvention provisions of the FTA, as implemented by the TPM
Bill, will have a far broader effect in Australia than in the United States. This
disparity is primarily caused by a greater protection for functional elements of
computer software, lower standard of originality, and narrower exceptions in
Australia,

7 Commonwealth Government, Government response fo the Final Report of the Senate
Select Commiftse on the Free Trade Agreemenit betwesn Australia and the United States of
America, p 5

<hitp:/Awww. aph.gov.aw/senate/commities/frestrade ctte/aov response/goy responsa ndf
at 20 September 2006.

*® Bowers v Baystate Technologies 320 F 3d 1317, 1325 (Fed Cir, 2003); Sony Compuiter
Entertainment v Connectix Corporation 203 F 3d 596, 602 (9" Cir, 2000}, Sega Enterprises
Ltd v Accolade Inc 977 E 2d 1510 (8" Cir, 1993).

' JSCOT above n 18, 240; Select Commitiee above n 19, 230.

% Copyright Law Review Committee, Simplification of the Copyright Act 1968 Part 1 (1998)
{6.101
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These areas of copyright law can be amended consistently with Australia’s
obligations under the FTA. The previously discussed recommendations of
JSCOT and the Labor Senators should be implemented to ensure that
Australia’s copyright laws are more closely harmonised with those of the
United States, as was the objective of the FTA.

3. Protection of market segmentation TPM’s

The summary of the TPM Bili states: [tlhe scheme will not apply to TPMs
sofely designed for other purposes, such as market segmentation (eg region
coding)’. [Emphasis added]

We view this statement as confusing, in that there are unlikely to be any
TPMs in use whose sole purpose is market segmentation. Certainly, market
segmentation is a feature’ of many TPM systems, and while it may be a
substantial or dominant purpose of those systems, it is by no means their sofe
purpose. At least one purpose of a TPM will usually be the protection of some
copyright, and it is difficult to envisage a scenario where a court would hold
that a TPM had no purpose other than market segmentation.

it was a recommendation of both JSCOT?' and the Labor Senators® that
exceptions be available to provide for the legitimate use of legally purchased
or acquired copyright material, regardless of the place of acquisition. This
would require that TPMs including region-coding be excluded from protection,
or that an exception be available to permit their circumvention.

The inclusion of the ‘note’ following the definitions of ‘access control
tachnological protection measure’ and ‘technological protection measure’ in
the TPM Bill does not adequately give effect to these recommendations. For
the reasons discussed above, the notes will be of no practical use, and as a
practical matter Australian consumers and businesses will be unable to use
imported copyright material protected by TPMs.

The failure to give effect to the committees’ recommendations is likely to
result in the de facto reintroduction of parallel importation controls over
computer software, motion pictures, sound recordings, and any other material
protected by TPMs.

Australian businesses who self these products would be unable to purchase
legitimately produced products from overseas (parallel importation), and
would be constrained to purchase from the domestic market, at a greater
price.

' ISCOT, above n 18, 243.
* Sefect Committee, above n 19, 231,
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4. Production of interoperable products

The summary of the TPM Bill also states that a specific exception is included
for ‘interoperability between computer programs’. We are concerned that this
statement oversimplifies a very compiex problem and might aiso tend to
confuse the reader.

Taking as an example the exception in the new s T16AK(3):

(3) Subsection (1) does not apply to the person if:
(@) the person circumvents the access control technological protection
measure to enable the person to do an act: and
{b) the doing of the act:
(i} is in relation to a copy of a computer program (the original program)
that is not an infringing copy; and
{H) is not an infringement of the copyright in the original program; and
(iii) is for the sole purpose of obtaining information necessary o achieve
interoperability of an independently created computer program with
the original program or any other program; and
(c) the information is not readily available to the person from another source
when the act is done.

‘Computer program’ versus computer data

‘Computer program’ is defined by s 10 of the Copyright Act 1968 as ‘a set of
statements or instructions to be used directly or indirectly in & computer in
order to bring about a certain result.” This definition may be broad enough to
encompass computer data files, which would not fall within the every-day
meaning of ‘computer program’. So far as we are aware, no courts have
clarified this issue since the definition was amended in 2000.

Production versus use of interoperable software

The interoperability exceptions within the TPM Bill seem to have the purpose
of allowing the production of interoperable computer software, similarly to the
existing s 47D exception. The exceptions however do not appear to permit
the use of interoperabie software, where it must circumvent a TPM in order to
operate.

interoperability with computer data

The exceptions deal with interoperability between computer programs. In the
context of competing software products however, programs rarely
interoperate with each other — instead pregram B will interoperate with data
files created with program A. For example, Openoffice (a freely available
Ccpen-source alternative to the Microsoft Office suite, which can open and
modify data files created by Office) does not interoperate with Microsoft Office
itself, it interoperates with the data files created by users of Office.

Page 7 of 9



ft would hardly be of commercial benefit for producers of computer software
products to be able to interoperate with competing products themseives — it
would necessarily require that the user obtain bofh products.

Taking as an example the Fowerflex case, Data Access Corporation could
protect the data files produced by Dataflex with a TPM. The purported
purpose of the TPM would be to protect the copyright which subsists in the
data structures and layouts within the Dataflex data files, but the real purpose
would be to prevent competing software programs (such as PFXplus) from
being able to open and work with data files created using Dataflex.

Powerflex Services Pty Ltd could not reverse engineer the Dataflex data files,
or circumvent the TPM which protects them, unless the Dataflex data files
were ‘computer programs’ within the meaning of s 10 of the Copyright Act
19686.

Even if the data files were ‘computer programs’ and these activities werse
undertaken to produce the competing PFXplus software, users of PFXplus (or
any software other than Dataflex) would be unable to circumvent the TPM
which protects their own Dataflex data files.

By using a TPM in this way, Data Access Corporation couid preclude the
production of software which interoperates with data files created by Datafiex,
which wouid reduce competition in the market for such software.

5. Unfairly disadvantaging Australian technology
companies

Although the FTA provides that further exceptions can be created in certain
circumstances,® this provision is likely to be of little or no practical benefit.
Such further exceptions will only apply to the use of circumvention devices,
and can not apply to manufacture or distribution of circumvention devices.

Unless people who would benefit from these exceptions can either produce a
circumvention device themselves, or import one from overseas, the further
exceptions will be of no practical use.

This situation will also unfairly disadvantage Australian technology companies
against their overseas competitors. While Australian users can legally import
a circumvention device for their personal use, Australian companies cannot
produce or distribute circumvention devices for any further exceptions.

To iliustrate this point, if a further exception were to be granted to ailow the
circumvention of the TPM which prevents imported DVDs from working with
Australian DVD players, Australian consumers could legally circumvent the
TPM for this purpose, but would require tools (circumvention devices) with
which to do so. Australian companies or individuals could not manufacture,

BETA 17 4.7(e)(viii)

Pa_ga 8of 9



import, distribute or advertise such tools for that purpase, under threat of fines
of over $300,000 or imprisonment for five years,

Even though these circumvention devices could be used legally, they could
not be sold legally within Australia. This situation would exclude domestic
suppliers from the market within Australia for these circumvention devices.

6. Conclusion

Our submission has sought to highlight some of the problems we perceive
with the TPM Bill, but is not an exhaustive list of our concerns. Many of these
problems cannot be corrected while maintaining compliance with the text of
the FTA, and to that extent our submission is more properly a criticism of the
FTA rather than the TPM Bill.

However, we have identified ways in which Australian copyright law could be

amended to reduce the adverse effects of the FTA on competition, while
maintaining compliance with the FTA itself.
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Paddington NSW 2021

22 September 2006

Brendan Scott

Open Source Industry Australia Limited
ACN 109 097 234

brendan@osia.net.au

0414 339227

Ms Helen Daniels

Copyright Law Branch

Information Law and Human Rights Division
Attorney-General’s Department

Robert Garran Offices, National Circuit
Barton ACT 2600

By email: copyrightlawhranch{@ag.gov.au

Dear Ms Daniels,

Exposure Drafts - Copyright Amendment (Technological Protection Measures)
Biil 2096 and related Regulations (the Draft)

i. Summary

1.1 OSIA is thankful for the level of thought which appears to have been put inio
this draft. OSIA is also grateful that the Draft evidences an intention to
balance the interests of domestic copyright holders and new media publishers
{such as OSIA and its members) against those of foreign old media publishers.

1.2 By failing to permit interoperability between software and user data the Draft
fails to support a free market for software. Section 4712 in particular is out of
date and needs to be updated. Both the Draft and section 47D should be
changed to permit the interoperability between a program a user's data,

1.3 The Draft is complex and relies on subtle terminology. The Draft introduces
broad catch all phrasing to create criminal offences. Any exceptions must be
clear if they are to be of practical value.

1.4 The scheme may prohibit the sale of all DVD players (including authorised
players).
2. About this Submission

2.1 T'arn a director of Open Source Indusiry Australia Limited (OSIA). I make
this submission on behalf of that company, OSIA is a company limited by
guarantee established in 2004 to represent the interests of the open source
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industry in Australia. All of OSIA's members are businesses and copyright
owners. OSIA membership comprises mostly SMEs from around Australia,
but it also counts large organisations including several multinationals among
its membership.

OSIA's members are active and successfu’ participants in the burgeoning
digital publishing market. The operation of the typical OSIA member involves
the supply (including through electronic publication} of copyrighted material
{mainly software and documentation). The typical member will also leverage
the value of such material by providing high skill value added services in
conjunction with that supply. Our members include some of the most
successtul digital publishers in the world. For example, one of our members.
MySQL. AB, uses digital publishing for practically all of its material, including
software and manuscripts. MySQL. estimates that more than 10 million copies
of its flagship database product are in active use as a result,’

OSIA’s members are active suppliers in the burgecning electronic publishing
market. OSIA believes that its members' experiences are that the market for
electronic publishing of their materials is growing rapidly and that this is an
exciting time to be part of that growth. OSIA does not believe that TPM
legislation would provide any benefit to its members in their digital publishing
endeavours. Quite to the contrary, the only submarkets of digital publishing
which appear to be in a parlous state are those for which old media interests
have insisted on a reliance on TPMs. OSIA is concerned that this legislation is
extending and entrenching what appears to be a proven recipe for failure.

Primary Concerns
Interoperability with User Data

“[taking the (US) TPM provisions at face value 7 would allow any
manufacturer of any product to add a single copyrighted sentence or
software fragment to its product, wrap the copyright material in a
trivial 'encryption’ scheme, and thereby gain the right to restrict
consumers' rights to use its products in conjunction with competing
products. In other words [this] construction of the DMCA would aliow
virtually any company to atiempt ro leverage its sales into aftermarket
monopolies - a practice that antitrust laws. .. normally prohibir.™”

OSIA members have little or no interest in reproducing the software of any
third party other than in accordance with the terms of the lcence for that
software. OSIA believes that the Draft will prehibit, or more correctly permit
an incumbent vendor to prohibit, the legitimate practice of accessing a user's
data. As no potential castomer will adopt a new product if to do so means they

L MySQL publishes distribution information Upon its press releases - “The company's flagship product is the MvSOL Server,
the world’s most popular open source database, with more than 10 million active installations.”
hnpfevewmysal. comfews-and -svente/pre se-relfeasefrelease 2006 4Lhimi (dated 20 September 2006).

The Chamberluin Group e v Skyiink Technologies Ine (Court of Appeals for the Federal Cireuis}

hzzp:f!www.aff,cargﬂcgaE/casesiﬂhamberla‘:n_v_Sky_tink!ZDO40831_Skylink_Federa.i_ercui{VO;»inion. pdf at page 37,
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must abandon their existing data, this will effectively foreclose many markets
to OSIA members.

If a software vendor is able to place an end nser's data behind a TPM it will
from there be a trivial exercise to commingle its own data with that of the
customer. Indeed, this already happens in many situations today. For
example, it is already a common enough practice to embed font files (owned
by the vendor) in word processing and other documents. Once that material is
commingled, the competing vendor may be able to sue for any subsequent
access to the data. It would be an easy matter to craft a licence which tes
access to the data to the use of vendot's products.

Reguliations

The Regulations should include an exception for the interoperability between
programs and data as set out in Recommendation 15 of the report titled
“Review of Technological Protection Measures Exceptions™ tabled by the
House of Representatives Standing Committee on Legal and Constitutional
Affairs on 1 March 2006.

There should be a clear exception for the interoperability between a computer
program and a person’s data even if the act of saving that data has resulted in
the commingling of third party data. It should not be a breach or an offence to
supply & program to so access that data.

Proposed Interoperability Exception

The proposed exception, based on section 47D of the Act is inadequate in that
that provision is concerned primarily with the interoperability between two
programs, not the interoperability between a program and data. Section 47D is
predicated on the assumption that the act of access is not itself prohibited (as
was the case when 47D was passed), but this is no tonger true. The combined
practical effect of the exceptions and section 47D is that a person is free to
work out how to interoperate with a computer program, but is prohibited from
acrially doing the interoperation. This is a substantive problem with section
47D which has remained static while the balance of the Act has moved on.
This section needs to be updated to reflect the new prohibition on access. A
clear right to access, particularly to data, in the course of interoperation needs
to be added.

An OSIA member will want to sell a software product as a replacement for a
customer's legacy system. Ideally, the legacy system will be completely
removed. What our members need is an assurance that they can legally sell a
product which will provide access to the customer's data previously created by
or accessed through the replaced application and which is left once that
application is removed. The interoperability between two “programs” aspect is
more likely to be a peripheral activity.

Other Comments



Access Control Technological Protection Measure

The concept of “access control technological protection measure™ (ACTPM) is
unclear in that it presumes that there is a sin gle identifiable work and/or
copyright holder in respect of a work. In relation to many works this is simply
not the case, A movie on a DVD may incorporate a sound recording copyright
in which is held by a third party as part of the sound track for the movie.

When that movie is put behind an access control protection measure who is the
relevant copyright holder? The words “in relation to a work or other subject
matter” should be added prior to the word “means”™ and references to “a work”™
should be changed to “that work”. The words “in relation to that work or other
subject matter” should also be added after “access contro! protection measure”™
in section 116AK(1){a).

Circumvention Device

This definition is qualified by reference to “a person” but the person is only
mentioned in paragraph {a). Paragraphs (b) and (¢) need to be linked to the
person mentioned in the introductory wording,

Notes

The Notes in sections 1 and 10 are Wrong i principle and wrong in practice.
These notes says that devices which are “solely” designed for market
segmentation are not TPMs. This is wrong in principal because an
unacceptable activity remains unacceptable despite the fact something else is
done in conjunction with it. Ttis wrong in practice because it provides a
positive incentive for the intermixture of other purposes into devices for
market segmentation. If the market segmentation component was segregated it
could be legally circumvented thus achieving stated Government policy now it
cannot be. These notes are effectively a legistative endorsement of market
segmentiation and is contrary to the Government's stated policy on region
coding. It witl be no great imposition for 2 manufacturer to enforce a
separation between the market segmentation components of a device and the
TPM componenis. The words “designed, in whole or ip part,” should replace
“solely designed”.

Permission Exception

The permission exception (116AK(2) and its counterparts) will be of lHttle
practical value. A person accessing a TPMed bundle has o actual knowledge
of the contents of the bundle (and therefore who are the relevant copyright
holders) until after that access has already occurred. It is arguable that they
will never have any grounds for believing that they have the relevant
permission. Further, any particular data object will typically contain material
from a multitude of copyright owners, few of whom will be disclosed or even
discernible on the face of the data. For example, the number of distinct
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the third party material for which copyright clearances must be sought) is
enormous. Finally, the ACTPM definition is itself conditional upon the
application with the permission of the copyright holder - a fact that no end
user will be in any position to judge. In these circumstances no one could
reasonably be expected to even be able to determine who permission should be
sought from, let alone to have received it. The permission exception can only
be given meaning if it is drafted in the negative. That is, that the person docs
not have reason o believe that the person does not have the permission of the
relevant copyright holders.

It is not clear that it makes sense to speak of 2 copyright holder in a work in
this context, as there are separate and distinct copyrights in respect of different
acts and it is not necessarily the case that those copyrights are all vested in the
same person, This is not normally an issue in copyri ght cases as they relate to
infringement and the infringement itself uniquely determines who is the
relevant copyright holder. As these provisions do not require an infringement,
for lability to attach, the relevant copyright holder (unless there is only one) is
indeterminate. The structure of the provisions, is not therefore likely to admit
of a clear meaning tn all cases (or results in an overbroad meaning). For
example, if A holds the copyright in a sound recording incorporated as a sound
track into a DVD movie which is the subject of a 116AK circumvention and B
holds the broadcast rights in the sound track, who can bring an action for the
circumvention?

Provides v Distributes

What is intended to be the difference in meanin g between these two words (eg
section 116AL)7

Subdivision £

Unless this will already be the effect under the Criminal Code, the operation of
this subdivision should be limited to acts done within Australia.

Provisions May Prevent the Sale of DVD Players

No TPM is of any commercial value unless the material which has been placed
behind the TPM is able to be accessed. Any access must necessarily involve
the circumvention of the TPM but the manufacture of somerhing which will
circumvent the TPM is not subject to a permission or authorisation defence.

Example:

12.2

A places a movie behind an ACTPM and releases it. A states that anyone can
write and distribute their own player for the movie if they pay $1 to A. To play
the movie, the player must necessarily decrypt the movie or otherwise bypass
the ACTPM. A also states that anyone can play the movie using any third
party player as long as A has been payed $1 for that player. If a third party
writes their own player and doesn't pay and never intends to pay A the $1 for
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their player then the use of that player will presumably”® be a circumvention of
the ACTPM. If this is the case, as permission is not a defence to manufacticre
or distribution, on what basis can even a person who fully intends to comply
with A's conditions manufacture and distribute a player? A cannot, by
granting a permission, allow the manufacturing prohibition to be avoided. In
other words, the Draft may make it illegal to manufacture or distribute DVD
players irrespective of when those players have been authorised or by whom.
This is especially the case for the sections creating an offence.

For a sharper example consider the case where B releases their own movie
under an ACTPM which can be decrypted by any player which plays A’s
movie. Will the dissemination of such a player with the authority of A {or
even by A), but against the wishes of B be in breach of the Drafi?

The absence of a linkage between the permission to use a device to circumvent
and the distribution of that device is a fundamental problem which threatens to
undermine the objectives of the entire scheme. It is not clear how 1o resolve
this in the general case, although creating a definition of “circumvent” and
limiting it to acts for the sole purpose of infringing a copyright would avoid
many of the potential issues.

Legal Advice

[t is not clear that circumvention is permitied in the course of acquiring legal
advice. Such an exception should be included. In this instance, especially as
there will be an exposure to criminal sanctions, a requirement that a defendant
{ie the legal practitioner) bear the burden of proof would unreasonably limit
the access of interested parties to adequate legal advice.

Penalties Should be Consistent

Groundless threats of legal proceedings in respect of TPMs can have a
profound chilling effect on the industry. Persons making groundless threats of
legal proceedings under the Act should be exposed to an award of additional
damages in similar terms to those for a breach of the circumvention provisions.

Yours faithfully,

fby email 22 September 2006}

Brendan Scoit
Director
Open Source Industry Australia Limited

3 "Preswmably” because “clreumvent” is not defined in the Act or the Draft, the US equivalent incindes (eg) to decrvpt a
work or bypass a TPM.

4 Or, conversely, if this is not the case on what basis can A prevent unaushorised players?
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21 September 2006

Dear Ms Daniels
Re: Copyright Amendment (Technological Protection Measures) Biil 2006

"The Australian Digital Alliance (ADA) and Australian Libraries’ Copyright
Committee (ALCC) write in relation to the Copyright Amendment (Technological
Protection Measures) Bill 2006 (“draft Biil™) and thank the Government for the
opportunity to consult in relation to this Bill which is extremely important to the
interests of both ADA and ALCC members.

2. The ADA is a non-profit coalition of public and private sector interests formed to
promote balanced copyright law and provide an effective voice for a public interest
perspective in the copyright debate. ADA members include universities, schools,
consumer groups, galleries, museums, IT companies, scientific and other research
organisations, libraries and individuals.

3. The ALCC is the main consultative body and policy forum for the discussion of
copyright issues affecting Australian libraries and archives. It is a cross-sectoral
committee which represents the following organisations:

* Australian Library and Information Association

+ National and State Libraries Australasia

e Australian Council of Archives

* Australian Government Libraries Information Network
»  Council of Australian University Librarians

» National Library of Australia

4. The ADA and ALCC recognise the hard work of the Attorney-General’s
Department in achieving draft legislation which acknowledges the important
functions of the members of the ADA and ALCC within the context of the Australia-
US Free Trade Agreement (“AUSFTA”). We herein make comments, further to those



provided to your department on 3 August 2006 (attached), in relation to remaining
areas of concern that we have. :

Subsection 10(1): Definitions of T echnological Protection Measure and Access
Control Technelogical Protection Measure

5. The ADA and ALCC support the Department’s drafting of the definitions of
‘technological protection measure’ (“TPM™) and access control TPM as contained in
section 10(1) of the proposed Bill, and particularly, we commend the link to copyright
infringement contained in these provisions

6. However, the ADA and ALCC seek further clarification of the following issues
raised by these definitions in the Bill;

{(a) That regional coding is not intended to he incorporated by the
TPM scheme;

7. The ADA and ALCC understand that regional coding is not intended to be covered
by the TPM scheme and commend such an approach; however it is not clear whether
the wording in the note following the subsection actually has this intended effect. This
is particularly so given the insertion of the word ‘solely’, which may render the note
inetfective, particularly if future devices are not designed for one purpose only. The
addition of ‘solely’ therefore makes the provision technolo gically specific rather than
neutral.

8. Furthermore, the ADA and ALCC recommend that the Government’s intention to
exclude regional coding from the TPM scheme be incorporated in legislation. The use
of a note may work fo complicate legislative interpretation.

(b) that the TPM scheme will not protect anti-competitive conduct
prohibited by the Trade Practices Act 1974 (“TPA”);

9. The ADA and ALCC understand that the intent of the legislation is to not
incorporate in the scope of the legislation, circumstances which have anti-competitive
effects. We commend such an approach and understand that the draft Bill, by linking
the definitions of TPM and access control TPM with copyright infringement, wil
enable courts to avoid circumstances such as those that arose in the US in the cases of
Skylink' or Lexmark’, where companies attempted to oust competition via copyright
law when there was no identifiable act of copyright infringement, in Australia.

10. The ADA and ALCC however have remaining concerns that the Bill does not
adequately address the danger of circumstances where a TP M, whilst protecting
material from copyright infringement, is in the particular circumstances in question,
facilitating anti-competitive conduct within the meaning of the 7P4. For example, this

' The Chamberizin Groug Inc. v. Skylink Technologies Inc. No.04-1118, 31 August 2004
¢ Lexmark International, inc., v. Static Contro} Components, Inc., No. 03-5400, 26 October
2004

[§]



may particularly be the case with devices that function both to prevent copyright
infringement, and to prevent competitors entering a market thus substantially
impeding competition in that market contrary to the TPA.

11. Thus, as the ADA and ALCC have submitted previously, it is important that the
question of whether a device falls within the definition of “TPM’ depends on how it
operates in the particular circumstances in question. If a device, in effect, prevents
competition in a market, however the ancillary effect of it is to provent a copvright
infringement, this should not fall within the scope of the definition, particularly where
this would cause a conflict with long-standing principles enshrined in Australian law.
In other words, there is an important policy consideration in relation to how the law
should respond in circumstances where companies developing new technologies
utilise access control measures to prevent competitors entering the market for those
technologies. Copyright laws should not be able to override principles contained in
the TPA,

12. The ADA and ALCC would therefore support clarification in the legislation that
TPMs that contravene Australian law are not protected by the TPM scheme.
Alternatively, this should be made clear in the explanatory memorandum.

(c} Malfunctioning/ineffective TPMs

13. In our initial submissions to the House of Representatives Legal and
Constitutional Affairs Committee inquiring into TPM exceptions, the ADA and
ALCC recommended that devices which protect works only by reason of
technological obsolescence, be excluded from the definition of TPM, or alternatively
that a specific exception be included to allow circumvention. The ADA and ALCC
commend the Government for addressing this issue. However, we are concerned that
the inability under the scheme (and particularly, section 1 I6AL), to be able to
manufacture devices te circumvent ineffective TPMs, would frustrate the
Government’s exceptions contained at 20Z(k) and (j) of the Draft Copyright
Amendment Regulations 2006 and would therefore effectively protect such TPMs,
over and above the requirements of the AUSFTA.

14. The ADA and ALCC therefore recommend that, in accordance with Article 17.4.7
of the AUSFTA, only ‘effective’ TPMs be protected by the TPM scheme, and that
the definitions of “TPM’ and *‘access control TPM® be amended to exclude ineffective
or malfunctioning TPMs,

(d) Stevens v. Kabushiki Kaisha Sony Computer Entertainment [2005}
HCA 38 (6 October 2005) and Consistency with Australian Law

15. The definition of TPM in the Government’s implementation of the AUSFTA
ensures that TPM is linked directly to copyright infringement. The ADA and ALCC
strongly support and commend this approach. However, we have remaining concerns
that the draft Bill only partly implements the important precedent of Stevens v. Sony.

(]




16. In this regard, the ADA and ALCC recommend implementation of the principles
of the Stevens v. Sony case to ensure that the various essential attributes of Australian
taw referred to therein, are reflected in this legislation:

“Moreover, the submissions in the present case...called to attention a number
of considerations that may need to be given weight in any clarification of the
definition of TPM... Such considerations included the proper protection of fair
dealing in works or other subject matters entitled to protection against
infringement of copyright; proper protection of the rights of owners of chattels
in the use and reasonable enjoyment of such chattels; the preservation of fair
copying by purchasers for personal purposes; and the need to protect and
uphold technological innovation which an over rigid definition of TPMs might
discourage. These considerations are essential attributes of copyright law as it
applies in Australia. They are integrated in the protection which that law offers
to the copyright owner's interest in its intellectual property.” (Per Kirby J, at
224)

17. The ADA and ALCC thus believe that clarification that the TPM scheme does not
intend to override principles of Australian law, including trade practices laws and fair
dealing laws, will ensure not only consistency with Stevens v. Sony but also, that the
TPM scheme fits neatly within the overall framework of Australian law.

(e} Broadcasts and the operation of Part VAA of the Copyright Act

18. The definition of TPM in the draft legislation includes devices which protect both
works and subject matter other than works including broadcasts. This is not in
accordance with what the ADA and ALCC initially understood would be the case.
The ADA and ALCC therefore seek clarification in relation to why broadcasts are
included in the scope of the TPM scheme, particularly given that the AUSFTA does
not require that broadcasts be covered by the scheme.

19. The ADA and ALCC further seek clarification in relation to how the TPM scheme
1s intended to operate in relation to the scheme set out in Part VAA of the Act
regarding broadcast decoding devices. We particularly seek clarification regarding
whether defendants may be caught by both schemes in relation to the same set of
circumstances.

Subsection 10(1) Definitions of circumvention device and circumvention service

20. The ADA and ALCC are concerned that the proposed definitions of
circumvention device and circumvention service are unduly broad. Devices and
services which are ‘promoted, advertised, or marketed as having the purpose of
circumventing the TPM® will fall within the scope of the definition of circumvention
device or service, even if they are not in fact circumvention devices or services.

21. The ADA and ALCC seek clarification that the intention of provisions 116AL and
s132APB 1s that those sections will not be contravened unless the circamvention



dsvice is a circamvention device for a TPM, meaning that in effect a device which
circumvents another device which is not a TPM is not a circumvention device.

22. The ADA and ALCC are concerned that the new definition of circumvention
device may lead to confusion and prefer the definition currently in the Copyright dct
1968.

Sections 116AL-0 Manufacturing, Providing etc., a circumvention device or service

23. These draft provisions remain an important concern for the ADA and ALCC. We
reiterate our comments made to you in our letter of 3 August 2006 that logic requires
that the draft Bill must ensure that the exceptions to the ban on circumvention can be
properly ntilised via access to circumvention devices and services.

24. The ADA and ALCC are of the view that this could be done via inclusion of a
provision akin to section 116A (3) of the current Copyright Act 1968 which permits
the supply of circumvention devices and services to a person for use for a permitted
purpose. This type of provision would ensure, not only that the exceptions are
workable, but also that devices can only be dealt with in the limited circumstances
prescribed by law, and compliant with the AUSFTA.

25. Alternatively, the ADA and ALCC support the view that remedies for breach of
the TPM scheme should not be available in cases where a person does a prohibited act
pursuant to s.116 AL only to assist a person who has appropriately used an available
cxception. Legal commentary” has discussed legislative options for such an approach;
for example, remedies for breach could be made contingent upon harm being shown
by the plaintiff, with a presumption that there is no harm resulting from acts assisting
a person with the benefit of an exception.

26. The ADA and ALCC also understand that the word ‘person’ in the draft Bill will
be defined in accordance with section 22 of the Acts Interpretation Act 1901, to mean
‘a body politic or corporate as well as an individual’. The ADA and ALCC strongly
support the maintenance of this definition to ensure that the TPM scheme is workable
within institutions. The scheme would not be workable if ‘person” were to be defined
as ‘individual’.

27. In summary, it is essential for ADA and ALCC members that provisions relating
to manufacturing etc. a circumvention device and providing etc. a circumvention
service (proposed section 116AM), facilitate the proper operation of the TPM scheme.
Institutions particularly will be affected if the legal mechanism by which the TPM
exceptions may be used is not clear, given their accountability and thus risk averse
practices. Pirates on the other hand will no doubt be prepared to circumvent these
laws. Many ADA and ALCC members do not have the resources or know-how to
manufacture circumvention devices themselves and will require a legal mechanism
which allows them to share information and/or devices between them, in order to take
advantage of the exceptions.

® For example, see the comments of Ms Kimberlee Weatherall on “Weatherall's Law”
{hitp://weatherall. blogspot.com/), post dated 15 July 2006.




2024 Groundless threats of legal proceedings in relation to circumventing an
access control technological protection measure

28. The ADA and ALCC support the inclusion of this section to deter groundless
threats of legal proceedings. However, we view the current scope of the provision as
outlined in the draft Bill as too narrow to effectively deter groundless legal threats
altogether. For example, a plaintiff could avoid the effect of the provision by
threatening to bring an action under 116AL instead. We would therefore support the
extension of this provision to cover:
e Groundless legal threats to bring actions under 116AL & AM
» As per 116A0(2)(c) a provision allowing a court to take into account the
flagrancy of the defendant’s acts that are the subject of the action and any
detriment to the defendant as a result of those actions.

Criminal Penalty Provisipn: Sections 132APB & 132 APC

29. The ADA and ALCC seek clarification in relation to:

a) The breadth of the crim:inal penalty provision at sections 132APB and 132APC;
b) The relationship of these provisions to the civil liability provisions at sections
116AL and 116AM.

30. The ADA and ALCC are concerned that people will risk imprisonment for
manufacturing etc. a circumvention device or providing etc., a circumvention service
if that act is done ‘with the intention of obtaining a commercial advantage or profit’.

31. As noted above, many public organisations or indeed small private organisations
simply do not have the know-how or technical expertise to manufacture
circumvention devices in-house. Thus, the ADA and ALCC envisage many situations
where an institution or private organisation might engage a consultant to provide them
with a circumvention device or service in circumstances where the consultant
reasonably believes that the institution or company is entitled to circumvent a TPM in
order to access material legitimately acquired. Of course, in such circumstances it is
most probable that the consultant providing the device or service will be seeking a
fee, thus the element of ‘intention of obtaining a commercial advantage or profit’ will
very easily be proved.

32. Given the heavy penalties available for commission of these offences, the ADA
and ALCC submit that it is essential that these provisions apply only where the
intention of obtaining a commercial advantage or profit is:

a} Linked to an intentional act of infringement; and

b) Results in infringement on a commercial scale.

33. Our main concern here are that these provisions will act as a huge disincentive to
those providing potential circumvention devices and services, even in circumstances
where circumvention is legitimate, in aid of an exception, or unrelated to copyright
infringement. Thus, this will amplify the ‘lamentable and inexcusable flaw’ contained
in the AUSFTA and implemented via 116AL as discussed above.



Contracting Out

34. It is imperative that contractual provisions purporting to exclude or modify any of
the exceptions in the Copyright Act, including the TPM exceptions, are
unenforceable. Unequal bargaining power between ‘owners’ and “users’ necessitates
the inclusion of such a provision, As the ADA and ALCC have argued in the context
of the Fair Use and Other Copyright Exceptions Review, failure to clarify this issue
by way of legislative reform frustrates the very policy justifications for including
exceptions in the Act. ‘Balance’ between owners and users cannot be achieved
through exceptions if the exceptions can be easily excluded.

35. In relation to the provisions at sections 47B(3)- 47F of the Copyright Act, the
policy justification behind inciusion of section 47H will be frustrated if there 18 no
equivalent provision in the TPM exceptions.

The ADA and ALCC thank the Government for this opportunity to consult in relation
to the proposed TPM scheme. Please do not hesitate to contact the writer should you
have any further queries or concerns.

Yours sincerely,

Sarah Waladan

Australian Digital Alliance
Australian Libraries” Copyright Comumittee
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Introduction

This submission is by the following researchers at the Cyberspace Law & Policy Centre
<http://www.cyberlawcentre.org/>, University of New South Wales Faculty of Law:
Professor Graham Greenleaf and David Vaile (Co-Directors), Alana Maurushat, Catherine
Bond and Abi Paramaguru (postgraduate researchers), The Centre’s focus is on research into
networked transactions, from a public interest perspective.

The authors are involved in the 'Unlocking IP' project, an ARC-funded project which
examines the protection and expansion of Australia's information commons'. Other
investigators in the project have not been involved in the preparation of this submission.

Criticism of the general approach

Our general approach is that we consider that the approach taken to TPM protection in the
current provisions, the Australia-US Free Trade Agreement, and the proposed amendments
are all undesirably broad. Aspects of the provisions that in our view are not in the public
interest include that they do not allow for exemptions for circumventions for the purposes of
exercising fair dealing rights, or to access materials not protected by copyright, or for other
uses allowed by law. Furthermore, some supply of circumvention devices for these purposes
should be allowed.

However, the focus of this submission is on improvements to the current proposals that are
feasible, given that the amendments to copyright law required by the Australia-US Free Trade
Agreement (AUSFTA) makes the continuation or alteration of certain aspects of TPM law
now unavoidable.

Support for certain provisions

There are a number of aspect of the draft Bill which we wish to support as improvements on
the current legislation. We do not discuss these in detail later in the submission.

L. The overall attempt to ensure that TPMs must be connected with copyright
infringement is supported strongly, but we make suggestions for improvement

= The proposed action for groundless threats of legal proceedings (s202A) is highly
desirable because of the potential these provisions have to be mis-used to deter
legitimate research and to support otherwise anti-competitive conduct.

L& The limiting of criminal liability only to cases where a person engages in the conduct
for the purpose of "commercial advantage or profit.”

U The exception relating to interoperability is necessary from a competition and
consumer perspective, and will help to reduce barriers to entry to various markets.

L; In general, the proposed exemptions are desirable, but deserve to be strengthened.

Undesirable breadth of definitions of TPM and eircumvention

T Ses <http://www.cyberlaweentre. orgfuniocking-ip/> and particularly the Background Paper contained there,
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Removal of 'effective’ from the definition of TPM

In our view, the definition of 'technological protection measure' in s10(1) is inconsistent with
the Australia-United States Free Trade Agreement (FTA), the WIPO Copyright Treaty
(WCT), the WIPO Performances and Phonograms Treaty (WPPT), and Australian case law.

FTA: Section 17.1.4.7(b) explicitly defines an "effective technological measure” keeping with
the language utilized by the WCT and WPPT. The definition under the current draft bill
excludes "effective." This is a derogation from the FTA, WCT and WPPT. We further note
that the FTA section does not adequately define what is meant by the word "effective”. Any
definition of "effective technological measure” in the Copyright Act should do so. Our
suggested wording is found in our submission below,

WCT and WPPT: Article 11 WCT and Article 18 WPPT mandate that legal protection of
effective technological measures. There have been many suggestions by experts as to the
meaning of "effective” in this context. One relatively uncontroversial conclusion that can be
drawn is that not every TPM is subject to legal protection. This supposition is supported in
the wording of the FTA as well as in Australian case law,

Australian case law: The original definition of "technological protection measure” in 510 of
the Copyright Act 1968 did not include the term "effective” The definition of
"circumvention device", however, specifically referred to "an effective technological
protection measure.” The issue of what constituted an “"effective technological protection
measure” became one of the main issues in the decisions leading up to the High Court of
Australia decision in Stevens v Kabushiki Kaisha Sony Computer Entertainment {20051 HCA
58. Prior to the appeals at the Federal Court and later the High Court of Australia, the word
"effective” was removed from the definition of 'circumvention device' by the Copyright
Amendmenit (Parallel Importation) Act 2003, While the two appeals did not deal specifically
with the notion of "effective", the High Court made specific references to the rejection of the
definition suggested by the Australian Parliamentary Committee by the International
Intellectual Property Alliance (IPA), which definition mirrored the provision in the United
States in the Digital Millennium Copyright Act of 1998 (DMCA). In the AUSFTA, however,
Australia has explicitly adopted the wording as proposed by IPA and as reflected in the
DMCA. The FTA wording, as noted above, specifically refers to effective technological
MEASUTE.

Importance of re-affirming that TPMs must be 'effective’

The removal of the term effective technological protection measure from the definition of
technological protection measure and circumvention device may have unintended
consequences;

L1 It would expand the scope of protection to weak and often ineffective technologies
which should not be given legal protection. These would include: passwords, basic
cipher / rot technologies (i.e., the mere shifting of letters, eg. a=¢, d=f), exclusive
technologies (i.e., white coloured "H" with black background becomes a black
coloured "H" with white background) - ail basic encryption technologies known since
the 9" Century. This example is not merely whimsical. The criminal charges brought
under the DMCA (later dismissed) against Russian computer scientist, Dmitri
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Sklyarov, invelved his circumventing such 9™ Century techniques (exclusive and rot
encryption technologies).

It allows for a host of potentially abustve litigation. The United States has had cases of
TPMs involving cell phones, printer cartridges and garage door openers. These cases
were not about copyright (and in certain instances were rightfully dismissed as such)
but invelved anti-competitive practices to gain advantage in the market. While it is
likely that the Australian courts would dismiss such legal actions as they are clearly an
abrogation from the principles in the Copyright Aet, the damage would have already
been done. As prominent Internet analyst Michael Geist notes, "the mere threat of a
lawsuit is frequently enough to dissuade many companies from entering the market or
from developing an innovation new product.” %

Unlike in the United States, the Australian courts have not adopted the principle of
copyright misuse. This equitable defence in American law is applicable to cases of
infringement where the plaintiff's actions expand copyright beyond the limits imposed
by copyright law (eg. anticompetitive acts}. [t is thercfore essential for Australian
legislation to deter inappropriate and abusive litigation.

The definition needs to be amended to restore 'effectiveness’ as an element of a TPM.

Submission 1: Section 10(1) should be amended to become a definifion of an
‘effective technological protection measure' and its wording should be altered so
that (b} refers to 'effectively prevent or inhibit the doing on an act'®,

ACTEMSs should be ‘effective’

The definition of 'access control technological protection measure’ has the same deficiency.
Please refer to suggestions and arguments as presented in the above section on definition of
effective technological protection meastre.

Submission 2: Definition of 'access control technological protection measure’ in
subsection 10(1) should be amended to reflect the proposed wording change in the
definition of effective technological protection measure.

Market segmentation

The proposed wording of the note to exclude market segmentation may not achieve its

¢ M Gaist, '30 Days of DRM' at <http://www.michaelgeist ca/daysofcirme
¥ In other words we suggest 2 change to "Repeal the definition, substitute;
effective technological protection measure means an device, preduct or component (including a computer program) that:

{a)is used by, with the permission of, or ont behalf of, the owner or the exclusive Heensee of the copyright in a work or other
subject-rnatter; and

{b) is designed, in the normal course of its operation, to effectively prevent or inhibit the doing on an act:
(1) that is comprised in the copyright; and

{if) that would infringe the copyright”
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intended goal. Technological protection measures, specifically those which utilize computer
programs, are often developed for multi-purposes. The computer code used in the program is
often not set out in a manner which would allow someone to separate the market
segmentation components from other components. For example, the TPM used in computer
game consoles performs two distinet functions: (1) region coding / market segmentation, and
(2) prevents unauthorized games from playing on its console. These two functions may be
separated but the computer code performing these functions may be inseparable.

The proposed wording of "solely designed to control market segmentation” would allow a
company to design a TPM with multi-functions in order to continue to utilize market
segmentation.

Submission 3: The current wording found in the clarification note related to
market segmentation in the definitions of access control technological protection
measure and lechnological protection measure requires rewording to better
achieve its intended goal.

Submission 4: Remove the word "solely” from the "Notes" found in the definition
of 'access control technological protection measure’ and ‘technological protection
measure’, and insert 'effective’ where appropriate®.

Undesirable breadth of definition of circumvention

Section 116AK(1) defines the action for the act of circumvention of an AC-TPM, though
'cireumvention' remains undefined. If a person does an act which circumvents an AC-TPM
without causing any breach of copyright (for example, if they only do so in order to reproduce
a work which is in the public domain, or to exercise a right of fair dealing), then there is no
good policy reason why such circumvention should be prohibited.

The AUSFTA el 7(a)(i) refers to TPMs that copyright owners 'use in connection with the
exercise of their rights and that restrict unauthorised acts in respect of their works' and that
circumvent a TPM that controls access to a protected work. Where an act of circumvention
does not resuit in a breach of an owner's copyright ¢l 7 could be interpreted to only apply
where an actual circumvention results,

Submission 5. Concerning the meaning of circumvention, s116AK(1) should
have added a clause (¢} "and the act results in a breach of copyright in the work or
other subject matter by the person or another person”.

Without such an addition the attempt to limit protection of TPMs to those situations
connected with copyright protection will be ineffective.

Need to strengthen exceptions

We consider all of the following exceptions to be desirable, but requiring some improvement,
The inclusion of specific exceptions, especially those which involve functions related to the

*In other words , to read: 'Note: To avoid doubt, a device, product or component (including a computer program) that is
{"solely" removed} designed fo control market segmentation is not an aceess control technological protection measure /
effective technological protection measure,'
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computer science community, is very desirable.

The comments below reflect a combined reading each of the interoperability sections
(circumvention of an access control TPM, manufacturing of a circumvention device, and
circumvention service). Suggestions are, however, only put forth for in the first mstance,
circumvention of an access control TPM.

Permission exception

We strongly support this exception, in particular the ‘reasonable grounds' test, which will
avoid accidental infringement where a person was acting in good faith on the belief of
permission. However, it should also apply to those activities where at present it is not
mentioned, such as ss.116AL and ss.116AM, manufacturing or providing a circumvention
device. For example, the owner should be able to give effective permission to a third party to
manufacture or provide a circumvention device, which manufacture or provision would under
the draft be not permitted even though the use of the device or service would be.

Submission 6: The Permission exception should also apply to those activities
where at present it is not mentioned, such as ss.116AL and ss.116AM,
manufacturing or providing a circumvention device.

Interoperability exception

The limitation of the interoperability exception for only access control TPMs, and not TPMs
generally, is problematic for a number of reasons:

[T Access control and copy control TPMs may be difficult to categorize. TPMs very

often display both access control and use control characteristics. Where TPMs have
both access and copy characteristics, the adoption of a legal exception that only
authorizes one form will inevitably lead to more confusion than clarity in its practical
application. For example, a prevalent form of copy control technology is a digital
rights management system {(DRM). DRMS often incorporate TPMs in their
applications. A DRM consists of two components: a database containing information
which identifies the content and rightsholders of a work, and a licensing arrangement
which establishes the terms of use for the underlying work. DRMs often include
digitai rights language software such as XrML. Technologies such as XrML have the
ability to set licensing terms and the technological capability of controlling both the
use of and access to a work well beyond the boundaries of the copyright regime. The
interoperability exception solely authorizing circumvention of access control
measures becomes inapplicable.

1 Exceptions may be rendered void by licensing provisions. The cumrent
amendments to the Copyright Act pose confusion in the area of fair dealings defences
and the exceptions to the circumvention of techrological protection measures. It is
unclear as to whether licensing provisions may lawfully prohibit exceptions to the
circumvention of TPMs. This type of approach should be strongly avoided.
Clarification may be required in the Act on this point.

Concerning the offences created under section 132APA, as previous discussed, TPMs often
display access and copy functions; they are difficult to categorize. It therefore seems illogical
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that a person would only commit an offence where an access control TPM has been
circumvented.

Interoperability relates not only to computer programs but also to devices, products, and
components, Please refer to section on exception - computer security testing.

Submission 7: Concerning interoperability, amend "access control technological
measure” to "technological protection measure” as paralleled in the manufacturing
of devices and circumvention sections in s116AK(3)(a).

Submission 8: Concemning interoperability, amend "access control technological
measure” in s132APA (1){c) and 132APA(G)a) to "technological protection
measure.”

Submission 9: Amend "a copy of a computer program {the coriginal program}" to
"a device, product, component or computer program (the original program)” in
gach of sT16AK3)Hb)I) and s13ZAPA(3)(b)(1).

Encryption research exception
Please refer to above arguments for interoperability exception.

Submission 10: Amend "access control technological measure” to "technological
protection measure” as paralleled in the manufacturing of devices and
circumvention sections in s116AK(4). '

Submission 11: Amend "access control technological measure” in sI32APA(4)(a)
to "technological protection measure.”

Compiiter securily testing exception
Please refer to above arguments for interoperability exception.

The computer security testing as presently worded only includes acts related to copies of a
computer program. No harm could be done by broadening the exception to include devices,
products, and component. This is perhaps best illustrated by way of example. Many USB
devices {memory sticks) now incorporate finger print identification technology. A variety of
information may be stored on USB devices from personal information to photographs and
works protected by copyright. The finger print identification function would be considered an
access control TPM. The ability to perform security testing on this device would be
imperative. The current wording of the exception may prevent such types of testing,

Submission 12: Concerning computer security testing, amend "access control
technological measure™ to "technological protection measure” as paralleled in the
manufacturing of devices and circumvention sections in s. 116AK(5)(a).

Submission 13: Concerning computer security testing, amend "a copy of a
computer program (the original program)" to "a device, product, component or
computer program (the original program}” in s. 116 AK(5)(b)(i).

Submission 14: Concerning computer security testing, amend "a copy of a
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computer program (the original program)" to "a device, product, component or
computer program (the original program)” in s.132APA(S)b)().

Online privacy exception

The exception for online privacy, while commendable in sentiment, will not as presently
drafted be effective to protect privacy as is required by Australian law. The problem is that
the proposed exception only allows self-defence against a TPM where it has an "undisclosed
capability' to collect or disseminate personally identifying information.

In contrast, the Privacy Act 1988's National Privacy Principles will in some situation make
mere disclosure of 'capability’ (whatever that means) insufficient for compliance with the Act.
Excessive, unlawful, unfair or unreasonably intrusive collection of personal information will
breach the Act (NPPs 1.1, 1.2). Collection without the provision of the required statutory
notice (NPP 1.3 items (a)-(1)) will also breach the Act. These deficiencies, where they apply
because of the collection of personal information, cannot be cured by a TPM having a
'disclosed capacity'. Similarly, where a TPM discloses personal information that it collects to
some other person, there may easily be a breach of NPP 2, and once again it may not be cured
by disclosure of the TPM's 'capacity’. Under some circumstances there may be further
breaches if personal information is transferred overseas (NPP 9, "Transborder data flows'). In
summary, Australian law does not allow a breach of privacy law to be avoided by announcing
an intention to do so.

It is not uncommon (though not universal) for TPMs to collect personal information about
users of works (NPP 1), and to transfer that information (via Internet) to the owner of the
copyright work or their representative (NPP 2}, including n cases where the recipient may be
overseas (NPP 9). Questions may also arise about the adequacy of the security of the
information (NPP 4)., Particularly in cases where the recipient of the information may be
overseas and any attempts to obtain remedies through the Australian Privacy Commissioner
or the Courts may be futile, Australian consumers need to have some means of self-defence
against privacy-invasive TPMs.

Submission 15: There should be added an additional exception to sl16AK,
"Subsection {1) does not apply if the person using the access control technological
protection measure uses it in a way which breaches the Privacy der 1988."

Alternatively, the exception discussed below under 'An additional exception for breaches of
Australian law’ would have the same effect.

Law enforcement and national security exception

We support this exception but think the logic behind it should be extended, as noted below
under 'An additional exception for breaches of Australian law'.

Libraries exception

We support this exception but consider that additional exceptions in relation to libraries and
archives are needed.

Prescribed acts - Exceptions by regulations
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The Bill allows the Mimister to recommend to the Governor-General that additional
prescribed acts appear in the Regulations if a submission is made to the Minister and fulfils
the elements of section 116AK(12). Section 116AK(13) states that if the Minister receives
such a submission, a recommendation must be made within four years of receiving this
submission.

This provision does not fully reflect what the AUSFTA allows. Article 17.4.7(e}viii} of the
AUSFTA states the an exception may be made for "non-infringing uses of a work.. . when an
actual or likely adverse impact on those non-infringing uses is credibly demonstrated in a
legislative or administrative review or proceeding; provided that any such review or
proceeding is conducted at least once every four years from the date of conclusion of such
review or proceeding.”

This issue was dealt with in Chapter 5 of the House of Representatives Standing Committee

on Legal and Constitutional Affairs Review of Technological Protection Measures
Exceptions. The Committee recommended the Attorney General's Department conduct "a
statutorily defined, public administrative review” (Recommendation 36).

In our view, while it is desirable that the Minister should be able to respond quickly with an
exemption by regulation when a need is demonstrated, 116AK should also explicitly allow
for Parliamentary consideration of exceptions at least every four years, including a calling for
submissions from the public regarding possible new exceptions, resulting in
recommendations to the Minister. Such a periodic public review will allow the TPM
legislation and the exceptions to better suit the changing requirements of society and
technology.

Submission 16: Section 116AK should include a clause explicitly stating that a
Parliamentary review of the exceptions to circumvention of a technological protection
measures must occur at least every four years, as allowed under the terms of the
AUSFTA.

Suggested additional exceptions

We appreciate that the FTA sets out a procedure by which additional exceptions may be
created. As noted above, we think the legislative implementation of this procedure could be
approved, We consider that the first additional exception that we suggest below (re breaches
of Australian law) should be inclnded in the legislation now. The other exceptions suggested
would be appropriate for implementation by subsequent regulations and compliance with
FTA procedures.

An additional exception for breaches of Australian law

A TPM should not obtain legal protection where its operation results in a breach of Australian
law. The new limitation on the definition of TPMs to exclude market segmentation devices
recognises that TPMs should not be allowed to breach trade practices laws, The exception for
law enforcement, national security and other government functions recognises that public
agencies should have the right to circumvent TPMs wherever they do so in order to carry out
their legal duties. The revisions to the privacy exemption proposed above are based on the
same principle.
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It would clearly be good policy, and consistent with these examples, to also have a general
exemption from protection wherever the operation of a TPM is in breach of Australian law. It
is impossible to anticipate all situations where such breaches of the law by use of a TPM may
oceur. A person against whom action is taken for circumvention of a TPM should be able to
raise the illegality of that TPM's use as a defence to the alleged act of circumvention. In the
circumstances suggested, this constitutes self-defence against an illegal act. The person
raising the defence will have the onus of proof of the illegality.

There is no reason why the FTA should reward breaches of Australian law with legal
protection for the TPM instrumental in the breach. The FTA does not need to explicitly
recognise such an exception, but in any event such a limitation can be read as implied by the
FTA in a number of ways. Clause 7(b) refers to an ‘effective’ TPM, and to one which "in the
normal course of its operation’ controls access or protects copyright. A TPM is not effective’
if it requires illegal means to achieve effectiveness, and a 'normal course of operations’ should
not involve illegal acts.

Submission 17: There should be added an additional exception to s116AK,
"Subsection (1) does not apply if the person using the access control technological
protection measure uses it for a purpose which is in breach of Australian law."

An additional exception for orphan works

"Orphan works" are works where it is impossible for a potential user to contact the owner to
ask permission to undertake certain acts in relation to the work. Unless potential users are
willing to breach copyright in the work, it remains unused or underused until it is enters the
public domain through expiry of the duration of copyright (and there may be difficulties in
calculating when that occurs).

The proposed Bill would further exacerbate the problem of orphan works. If a TPM is
applied to a work and the work subsequently becomes an 'orphan’, the public will be unabie to
utilise the work, even if there is created a copyright exception in relation to orphan works.
There will be no way for the public to legitimately circumvent the TPM in order to access the
underlying, abandoned work if permission cannot be sought from the copyright owner.
However, under these circumstances there is no reason to assume that the copyright owner
wishes the TPM protection to continue, since they have abandoned the work itself.

The proposed Copyright Amendment Regulations 2006 provide an exception for libraries to
circumvent a TPM in order to reproduce or communicate a part of the whole of an article or
published work to a person for research or study, pursuant to section 49 of the existing
Copyright Act, which may sometimes be relevant here. However, there needs to be an
assurance that ordinary usage of the work can be guaranteed beyond this limited exception.

The Legal and Constitutional Affairs in its Review of Technological Protection Measures
Exceptions said “"the Committee would also support any moves to render the use of
‘orphaned’ works non-infringing". In our view the Act should explicitly deal with this issue as
soon as possible. The absence of such a provision could have a significantly detrimental
impact on the development of the information commons, with the impact being irreversible if
the issue is not dealt with appropriately. While it is understandabie that the Govemment may
be apprehensive about infroducing a broad exception allowing the public to circumvent a
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TPM in these circumstances, a broader exception permitting libraries, archives and
educational institutions to do so is preferable.  Although there is no specific provision
identifying this issue in the AUSFTA, Article 17.4.7(e)(viii) is sufficiently broad to permit
this exception, given the "actual or likely impact on non-infringing uses" that these problems
may have.

Submission 18: If the government addresses the need for an exception to
copyright infringement in relation to orphan works (as we think it should), then it
should also address by regulation the need for an exception allowing
circumvention of TPMs which protect them.

An additional exception for orphan TPMs

A second issue arises in relation to potential 'orphan' TPMs. Recommendation 18 of the
House of Representatives Standing Committee on Legal and Constitutional Affairs in its
Review of Technological Protection Measures Exceptions stated that if the "tinkering,
decompilation and exploitation of 'abandonware’ " becomes non-infringing, a TPM exception
should accordingly be created. We agree, but note that TPMs are themselves capable of
becoming 'abandonware. Such ‘orphan TPMs' do not come under the "malfunctioning
technological protection measures” exception provided in the Copvright Amendment
Regulations 20006, so a separate exception will be needed.

There are good reasons to allow circumvention of such 'orphan TPMs'. The extent to which
the proposed amendments will protect TPMs used by third parties (persons other than the
owner of the work or persons acting on the owner's behalf) to restrict access to a work is
somewhat uncertain. But to the extent that that they do, then it may be difficult or impossible
for anyone to obtain access to such works, whether they have the consent of the copyright
owner or whether they have some other legitimate reason to access the work. In such cases
where a person has a right to use a work, and the TPM has not been used on behalf of the
copyright owner, there should be a right to circumvent it.

Submission 19: Whether or not the Government creates an exception for
‘abandonware’ (as we think it should), it should introduce an additional exception that
explicitly allows a person who has a right to use a work to circumvent an orphan
TPM, where that TPM has not been used by or on behalf of the owner of copyright in
the work.

Summary of submissions

Submission 1; Section 10(1) should be amended to become a definition of an
'effective technological protection measure’ and its wording should be altered so
that (b} refers to 'effectively prevent or inhibit the doing on an act’.

Submission 2: Definition of "access control technological protection measure’ in
subsection 10(1) should be amended to reflect the proposed wording change in the
definition of effective technological protection measure.

~

Submission 3: The current wording found in the clarification note related to
market segmentation in the definitions of access control technological protection
measure and fechnological protection measure requires rewording to better
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achieve its intended goal.

Submission 4: Remove the word "solely" from the "Notes” found in the definition
of 'access control fechnological protection measure’ and 'technological protection
measure’, and insert 'effective’ where appropriate.

Submission 5: Concerning the meaning of circumvention, s116AK(!) should
have added a clause (¢) "and the act results in a breach of copyright in the work or
other subject matter by the person or another person”.

Submission 6: The Permission exception should also apply to those activities
where at present it is not mentioned, such as ss.116AL and ss.116AM,
manufacturing or providing a circumvention device.

Submission 7: Concerning interoperability, amend "access control technological
measure” to "technological protection measure” as paralleled in the manufacturing
of devices and circumvention sections ins. 116AK{3)(a}.

Submission 8: Conceming interoperability, amend "access control technological
measure” in s. 132APA (1){¢) and [32APA(3)}a) to "technological protection
measure.”

Submission 9: Amend "a copy of a computer program (the original program}” to
"a device, product, component or computer program (the original program)” in
each of 5. 116AK(3)b)(1) and s.132ZAPAG)(b)1).

R LY

Submission 10: Amend "access control technological measure” to "technological
protection measure” as paralleled in the manufacturing of devices and
circumvention sections ins. 116AK(4).

Submission 11: Amend "access control technological measure” in s.
132APA(4)(a) to "technological protection measure.”

Submission 12: Concerning computer security testing, amend "access control
technological measure” to "technelogical protection measure” as paralleled in the
manufacturing of devices and circumvention sections ins. 116AK{5}a).

Submission 13: Concerning computer security testing, amend "a copy of a
computer program (the original program)” to "a device, product, component or
computer program (the original program)” in s. 116 AK(5}(b)(i).

Submission 14: Concerning computer security testing, amend "a copy of a
computer program (the original program}" to "a device, product, component or
computer program (the original program)” in s.132APA(SKb)(3).

Submission 15: There should be added an additional exception to sli16AK,
"Subsection (1) does not apply if the person using the access control technological
protection measure uses it in a way which breaches the Privacy Act 1988."

Submission 16: Section 116AK should include a clause explicitly stating that a
Parliamentary review of the exceptions to circumvention of a technological

L4
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protection measures must occur at least every four years, as allowed under the
terms of the AUSFTA.

Submission 17: There should be added an additional exception to s116AK,
"Subsection (1) does not apply if the person using the access control technological
protection measure uses it for a purpose which is in breach of Australian law."

Submission 18: If the government addresses the need for an exception to
copyright infringement in relation to orphan works (as we think it should), then it
should also address by regulation the need for an exception allowing
circumvention of TPMs which protect them.,

Submission 19: Whether or not the Government creates an exception for
'abandonware' (as we think it should), it should introduce an additional exception that
explicitly allows a person who has a right to use a work to circumvent an orphan
TPM, where that TPM has not been used by or on behalf of the owner of copyright in
the work.
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Australian Copyright Counecil

1. The Australian Copyright Council is 2 non profit company. It receives substantial
funding from the Australia Council, the Federal Government’s arts funding and
advisory body. The Copyright Council provides information about copyright via its
publications, training and website, provides free legal advice about copyright,
conducts research, and represents the interests of creators and other copyright
owners in relation to policy.

2. Some of the organisations affiliated with the Australian Copyright Council have

made separate submissions on the Exposure Draft of the Copyright Amendment
{Technological Protection Measures) Bill 20086,

Context for the Bill

3. The Bill is intended to implement Australia’s obligations under Article 17.4.7 of the
Australia~United States Free Trade Agreement (AUSFTA). The Bill would amend,
and add to, existing provisions relating to technological protection measures {TPMs)
in Part V Division 2A, and s132 of the Copyright Aet. The existing provisions are
intended to comply with the World Intellectual Property Organization (WIPO)
Copyright Treaty (WCT) and the WIPO Performances and Phonograms Treaty
(WPPT).

4. WOCT Article 11 provides:

Contracting Parties shall provide adequate legal protection and effeciive
legal remedies against the circumuvention of effective technological measures
that are used by authors in connection with the exercise of their rights under
this Treaty or the Berne Convention and that restrict acts, in respect of their
works, which are not authorized by the authors concerned or permitted by
Lo,

5. WPPT Article 18 is in similar terms,’
6. These treaties set out minimum standards far contracting parties. Neither treaty

prevents a contracting party from introducing protection which is more extensive
than the required minimum.

Contracting Parties shall provide adequate legal protection and effective legal remedies against the
cireumvention of effective technological measures that are ysed by performers or producers of
phonograms in connection with the exercise of their rights under this Treaty and that restrict acts, in
respect of their performances or phonograms, which are not authorized by the performers or the
producers of phonograms eoncerned or permitted hy law.
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Scope of protection

AUBFTA provisions

7. AUSFTA Article 17.4.7 sets out the parties’ obligations regarding technological
protection measures,

8. The first part of AUSFTA Article 17.4.7{a) sets out the purpose of the remedies and
penalties required by the second part of 17.4.7(a):

in order to provide adequate legal protection and effective legal remedies
against the circumuvention of effective technological measures that authors,
performers and producers of phonograms use in connection with the exercise
of their rights

9. The second part of 17.4.7(a) requires the AUSFTA parties to provide remedies and
penalties in relation to:
= circamventing an effective technological measure that controls access to a work,
and
+  trafficking in certain devices and services connected to circumveniion,

10. Article 17.4.7(b} provides that “effective technological measure” means:

any technology, device or compoenent that, in the normal ecurse of its operation;
- controls access to a protected work, performance or phonogram, or

~  protects any copyright.

11. The proposed definition of “access control technologiesa] protection measure” would
only apply te something which is designed

to prevent or inhibit the doing of an act:
(i that is comprised in the copyright, and
{27) that would infringe copyright.

12. The eondition in (1} would exclude from the definition a measure intended to contro}
access to material whose consumption or use, after access has been achieved, would
not result in an act comprised in the copyright.

13. It wounid aiso exclude a measure intended to prevent or inhibit secondary
infringement ~ such as importation for commercial purposes (8537 and 102),
distribution of infringing articles (ss38 and 103) and authorisation of infringement.

14. The condition in (i) is not required by the AUSFTA or by the WIPO treaties. On the
contrary, its inclusion renders the proposed new definition too narrow for compliance
with either.

15. The government’s Summary of exposure draft provisions on technological protection
measures says:
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Technological protection measures are technical locks copyright owners use
to stop their copyright material from being copied or gccessed feg
passwords, encryption software and access codes). femphasis added]

16, Thiz statement is not, however, reflected in the drafting.

17. The government appears to have taken the view that the meaning of “effective
technological measure” in the AUSEFTA may be limited by reference to the expression
of purpose in the first part of Article 17.4.7(a). We think this interpretation of the
AUBFTA is incorrect.

18. Tn any event, in our view, a measure used by a copyright owner to prevent or inhibit
unauthorised viewing or listening or use of copyright material is a measure used “in
connection with the exercise of [the owner’s] rights” that “restrict[s] unauthorised
acts in respect of” the owner’s copyright material. We do think that “unauthorised
acts” is not confined to acts comprised in the copyright.

19. For example, an access control TPM on an audiovisual file may, when unlocked, allow
a person to view the contents of the file on a gereen. The technical process that
enables the person to view the contents of the file may not involve an act comprised
in the copyright. An alternative technological solution for achieving the same end
result — that 18, a person becomes entitied to view the contents of a file after being
authorised to unlock the access control TPM - may result in an act comprised in the
copyright. The government’s approach would arbitrarily protect the second
technologieal solution, but not the first.

20, The government’s approach may thus foree copyright owners to adopt technological
solutions which produce incidental reproductions — not neecessary for the delivery of
the content — in order to get the protection of the TPM provisions. Even this may not
be commercially feasible for erganisations which have already made significant
investments developing business models, and accompanying technology, relating to
payment for antherised access,

21. We also take the view that a TPM designed to prevent or inhibit secondary
infringement is a measure used “in connection with the exercise of {the owner’s|
rights” that “restrict{s! unauthorised acta in respect of the owner's copyright
material.

“Technological protection measurs”

22. Our concerns about the limitation of “access control technological protection measure”
to measures designed to prevent or inhibit the doing of an act comprised in the
copyright also apply to the definition of “technologieal protection measure”,

Reference to “and includes an access conirol technological measure”in TPM definition

23. The proposed definition of “technological protection measure” includes the phrase
“and includes an access control technalogical measure”. The inclusion of this phrase is
ambiguous: it is not clear whether the effect of including the phrase is that a TPM
must include an access control technological protection measure, or that an access
control technological protection measure is also a technologieal protection measure.

24. We assume, from the AUSEFTA, that the latter is intended, If that is the case, it would
be clearer to omit the reference to “access control technological protection measure”
from the definition of “technological protection measure”, and define “access control
technological measure” by reference to the definition of “technelogical protection
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measure” — that is: a technological protection measure that is designed to prevent
those who do not have the permission of the copyright owner or exclusive licensee
from getting access to copyright material.

Aims of the bill

25.

The approach in the bill is at odds with the aims of the bill, which the government
stated in its media release of 4 September include
to increase the availability of music, film and games in digital form

and in its Summary of exposure draft provisions on technological protection measures
as

creqte a more secure environment for copyright cwners fo release their
copyright materials

with the result that

more material will be made quailable digitally and through online
distribution chanrnels.

“Inappropriate” reliance on the TPM provisions

28.

28.

28,

30.

The government’s Summary of exposure draft provisions on technological protection
MENSUTES 8AYS!

The scheme will not cover TPMs which are not designed to prevent or inhibit
people from infringing copyright. The scheme will not apply to TPMs solely
designed for other purposes, such as market segmentation {eg region coding)
or the protection against competition in aftermarket goods (eg spare parisl
where the TPM does not have a connection with copyright.

. The statement apparently refers to US cases involving TPMs such as Lexmark v

Static Components, Chamberlain v Skylink, and Storage Technology Corp v Custom
Hardware Engineering Consulting Inc. These cases all concerned access controls on
computer programs, which were circumvented by competitors in order to develop a
competing product or service. Access to the computer program in each case was not
an end in itself; it was a means to an end of producing a competing product or service
{recycled toner cartridges, universal garage door openers, data maintenance services).

Unfortunately, the government’s approach goes much further than addressing the
concerns in the above statement. The lack of focus has resulted in limitations on the
scope of protection which are inconsistent with the government’s objectives for the
provisions, and inconsistent with Australia's treaty obligations,

In our view, concerns about inappropriate reliance on the TPM provisions should be
addressed in defences to liability, not by limiting the seope of protection.

There are defences in the Bill specifically relating to computer programs. Where the
limitations described in the government’s summary are not met by the exceptions
allowed by subparagraphs (i) to {vii) of AUSFTA Article 17 4.7(e), a person may apply
for an exemption under the process set out in Article 17 4 7(e)(viii). A person with a
region-coded DVD which will not play on his or her DVD player, for exampls, eouid
apply for an exemption allowing circamvention. Such an exception could be granted if
the eriteria in Article 17.4.7{e}viii) are met.
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“Circumvention device”

31. Clause 2 of the bill would introduce a new definition of “circamvention deviee”,
replacing the existing definition in s10(1).

82. Art 17.4.7(a)i)(A) of the AUSFTA requires sanctions against a person who traffics in
devices, products or services that are promoted, advertised or marketed for the
purpose of circumvention. A person may be liable for trafficking in a device or service
that has been promoted by ancther person.

33. The government appesrs to have taken the view that the sanctions required by Art
17.4.7(a)}ii)A) only apply to trafficking of & device or service which is promoted for
circamvention if the promeotion is done by the trafficker. The AUSFTA, however,
requires sanctions against a person who traffics in 2 device or service promoted for
circumvention, whether or not the promotion is done by the trafficker.

34. In any event, it would be clearer to confine the definition of circumvention device to

the charaeteristics of the device, and to deal elsewhere with the activities proseribed
in relation to such a device.

*“Circumvention serviee”

35. We have similar concerns about the definition of “circumvention device” as we do for
the definition of “circumvention service”,

Exceptions

Clause 8: proposed new s116AK(7): exception for law enforcement and
national security

36. AUSFTA Art 17.4.7e)vi} allows an exemption for:

Lowfully authorised activities carried out by government employees, agenis,
or condracters for law enforcement, intelligence, essential security or
similar government purposes. [emphasis added}

37. Proposed new s116AK(7) is apparently intended to give effect to Article 17.4.7(eXvi).
The proposed exception, however, would cover “performing of a statutory function,
power or duty”. There is no requirement that such funetion, power or duty be in the
nature of law enforcement, intelligence or essential security, as required by the
AUSBFTA. The exception is thus broader than the exception allowed by the AUSFTA.
Similar concerns apply to other references to “statutory function, power or duty” in
the Exposure Draft.

38. In addition, the bill applies the exemption not only to something done by or on hehalf
of the Commonwealth, State or Territory, but also to anything done by or on behalf of
an authority of one of those hodies. In our view, the application of the exeeption to
“aunthorities” is not compliant with the AUSFTA. ‘
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Exception for libraries and educational institutions: s116AK(8)

39. Proposed new s116AK(8) appears to be intended tc implement AUSFTA TleXvii},
which allows an exemption for:

access by a non-profit library, archive or educational institution to a work,
performance, or phonogram not otherwise available to it, for the sole
purpose of making acguisition decisions,

40. Proposed new s116AK(8)(b} refers to a “library” as a “person” (that is, an entity).
There is no definition of “library” in the Copyright Act. Other references to “library”
in the Copyright Act suggest that a library is a ¢ollection that is owned by a person

(the library itself is not a person). Section 18, for example, provides that Library is not

taken to be established or conducted for profit by reason only that it is owned by a
persen carrying on a business for profit. '

41. The “person” in relation to archives, on the other hand, is a body referred to in the
p »

definition of “archives” in 510(1) (such as the Australian Archives), or a body referred

toin s10(4},

42. Similar concerns apply to other references to “library” in the Exposure Draft,

43. The reference to “educational institution” suggests that the definition in s10(1) would

apply. That definition, however, applies to non-profit and profit-making entities,
whereas the AUSFTA requires the exerption to apply enly to non-profit entities.
Similar concerns apply to other references to “educational institution” in the
Exposuie Draft.

}’rescribed acts: S1i6AK(9) to (12)

44. AUSFTA Article 17.4(7T)e)viii} allows exemptions to circumvention [iability, other
than those listed in paragraphs (i) to (vil), which meet ajl of the following criteria:
* the circumvention is of an access control technological measure;
* the use of the work is non-infringing;
* there is an actual or likely adverse impact on that non-infringing use; and
»  that impact is credibly demonstrated.

44, In addition, any exemption must apply:

* toaclass of works, performances or phonograms, and
* only to the extent that it does not impair

e the adequacy of legal protection, or

*  the effectiveness of legal remedies

against the circumvention of effective technological protection measures.?

= Articles 17.4.7.4{T¥e)viil) and 17.47)(D.
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Class of works

46. Proposed s116AK(10) provides that the regulations may prescribe a particular class
of acts and a particular class of persons. The AUSFTA requires that any exemption
must apply to a class of works.

Opportunity to respond fo proposed exceptions

47, We understand that the intention of s116AK(12) is to cover submissions made before
the commencement of the amending act, as well as submissions made after that. We
understand that submissions to which the government hag had regard so far are
submissions made to the LACA Commitiee, submissions made to the Attorney-
General’s Department and submissions made to the Attorney-General. We
understand that submissions made after the commencement of the TPM amendments
wiil be made to the Attorney-General. We think that paragraph (12} should specify to
whom the submission must have been made.

48. We submit that the AUSFTA requirement that an adverse impact has been “credibly
demonstrated” requires the government to notify, and allow a response to, any
proposed exemption. We think this is also required as part of the “legislative or
administrative review or proceeding” referred to in Article 17.4.7(e)(viil) of the
AUSFTA. Such an obligatien should be required by the Act,

No procedure for review of exceptions

49. In our view, the AUSFTA requires review of existing as well as proposed exemptions
at least every four vears. The proposed amendments de not provide any mechanism
for review of an exemption that haa been granted.

5O, Similar concerns apply to proposed new s132APA(8).

Who can make a submission seeking a new exemption?

51. Criteria to be addressed for reviews of additional exceptions, in ADG e-News Issue 40
(September 2008), paragraph (C) provides:

Is the person or body seeking the exception able to make the non-infringing
use of the work, performanrce or phonogram in question under the Copyright
Act?

(e} Does the Copyright Act limit the non-infringing use to a certain type of
user? {eg. Educational institutions)

i. Ifthe answer is yes, proceed o e.

ii. If the answer is no, any person may seek the exception. Proceed
to (D).

(b} Has the specific user or representative of the user sought an exception?
L. Ifthe answeris yes, proceed to (D).
il. Ifthe answeris no, an exception cannot be granted.
A2. The note to s118AK(12), however, says:
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For the purposes of paragraph (o), it is not necessary for the person who
made the submission to be the person in relation to whom the act is
prescribed.

53. There is an inconsistency beiween the procedure in the bill and the criteria for new
exceptions published by the Attorney-General’s Department.

Limitation on remedie_s: s116AP

54, The proposed limitation on remedies for iibraries, educational institutions and public
broadeasters does not appear consistent with the AUSFTA. AUSFTA Article 17.4.7{a}
allows these bodies to be exempt from eriminal penalties, but not from civil remedies.

Defences to circumvention offences: s132APA(2)-(13)

55. AUSFTA Art 17.4.7{a) provides

Each party may provide that such criminal procedures and penalties do not
apply to a non-profit library, arehive, educational institution, or public non-
commercial broadeasting entity.

56. The AUSFTA allows, but does not require, each party to exclude the listed types of
bodies from criminal penalties. The eriminal penalties only apply, however, to a
person whao eireumvents “with the intention of obtaining a commercial advantage or
profit”. The defences thus appear to relate to an activity undertaken by & nen-profit
body for commercial advantage or profit. We seek information from the government
about the types of activities it thinks would be covered by these defences,

57. It is not clear why all the exceptions to civil liability are repeated as defences to
criminal liability. Different public policy considerations apply where the
sircumvention is done for commercial advantage or profit.

A8. As noted above, it appears that the term “educational institution” in the bill includes
an educational institution conducted for profit, but that the exceptions allowed by
AUSFTA apply only to non-profit educational institutions.

59. The Exposure Draft allows the Miniater to recommend additional defences to
criminal offences, as well as exception to civil actions. ¥ this is to remain, the
notification process referrad to above in relation to civil actions would need to elearly
identify whether a submission had sought an exception from civil action, or a defence
or a eriminal action, or both. The consequences of each are obviously different.
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Exemptions to circumvention liability in draft Regulations

Relationship between criteria for exemptions and exemptions granted
by draft regulations

80. AGD e-News on Copyright Issue 40 (4 September 2006) sets out criteria to be
addressed for reviews of additional exceptions.

51. We assume these criteria were applied to the exceptions which would be granted by
the draft Regulations.

62. We do not know how the government has applied these criteria to the exceptions in
the draft regulations, and thus have had no opportunity to respond. The government
appears to have applied the criteria to particular sifuations described in submissions
to the LACA Committee, the Attorney-General's Department or to the Atforney-
Creneral. We do not know which submissions contained evidence of activities that the
government regards as having met the AUSFTA criteria.

None of these exceptions should apply if the material is available from
another source

63. Tt is unlikely that there is adverse impact if an non-infringing use can be made from
another source. All these propesed exceptions should therefore be subject to the
material not being available from another source.

64. Under the current provisions, a person may not supply a circumvention device or
service to a person, unless that person has provided a signed declaration stating
(amongst other things), that:

a work or other subject in relation to which the person proposes to use the

device ar service is not readily available to the person in a form that is not
protected by a technological protection measure.

Exceptions too broadly framed

65. We have sought, and we seek again, information from the gevernment about the
evidence upon which it has relied in determining, in relation to each of these
proposed exceptions, that:

s there is an actual or likely adverse impact on the non-infringing use; and
» that impaet has been credibly demonstrated.

66. We note that the report on Technological Protection Measures by the House of
Representatives Legal and Constitutional Affairs (LACA) Committee makes no
reference to circumvention which is currently occurring, and would have to cease as a
result of the AUSFTA amendments.

67. We understand the Attorney-General’s Department takes the view that there is
evidence of such current circumvention in submissions to the LACA Committee, but
to date it has declined to provide details.
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68. If, in fact, there are non-infringing activities which will be adversely affected by the
forthcoming amendments, the exceptions must be directed towards those activities, It
appears that the government takes the view that some activities done by educational
institutions for educational purposes have heen credibly demonstrated to be likely ta
be adversely affected by the forthcoming amendments. The exception, however,
applises to all activities for educationa] purposes,

No classes of works identjfied

69. As noted above, the AUSFTA requires any exception to apply to a class of works. No
class of works is identified for most of the exceptions,

Libby Bauleh
Executive Officer
September 2006
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22 September 2006

Ms Helen Daniels
Assistant Secretary, Copyright Law Branch
Attorney-General’s Offices
- Robert Garran Offices
MNatienal Circuit
BARTON ACT 2600

Dear Ms Danisls,

EXPOSURE DRAFTS ~ COPYRIGHT AMENDMENT {TECHNOLOGICAL PROTECTION MEASURES)
BILL 2008 AND RELATED REGULATIONS h

COMMENTS BY AUSTRALIAN RECORDING INDUSTRY ASSOCIATION

We refer to the Department’s invitation to comment on the exposure draft containing provisions relation
to technological protection measure, and set out cur comments as follows. These comments should be
treated as confidential. We would be happy to provide any further information or clarification that the
Department may require,

Copyright Amendment (Technological Protection Measures) Bill 2006

‘We are pleased to see that the exposure draft, with one significant exception in our view (see further
below}, implements the requirements of the AUSFTA. We have few minor comments on Subdivisions A
and £. Our main concem, as the Department is aware, is the proposed definition of “access control
technological protection measures”.

Definition of “access control technological protection measure”

ARLA has previously made submissions regarding its view that this definition (and in particular, the link
with infringement) Is inconsistent with Australia's obligations under the AUSFTA. This is still ARIA’s
view, but in light of the Government’s stated position, we do not repeat those submissions here.

First, we note that the Government has addressed its concern about devices “solely designed to control
market segmentation” (which we take to refer primarily to region coding devices) by way of a clarifying
statutory note,

We would suggest that in order to address what appears to be the Government's other concern,
restricting competition in the market for spare parts, the wording of the note could be extended by
adding the following words (taken from the Government's press release) “or to protect against
competition in aftermarket goods (for example spare parts)” after the words “control market
segmentation”. The Government may also wish fo consider giving the note the status of an explicit

carve-out from the statutory definition; rather than a note to guide interpretation:
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If the amendments in the preceding paragraph were made, it appears to us that the Government's stated
concerns regarding access control would be adequately addressed, and there would be no further need
to include either paragraph (b)(i) or (b){il} in the statutory definition. As we have stated, we have serious
concems that including paragraph (), and in particular (b)(i), could have a dramatic detrimental effect
on developing business models. We have a strong preference for drafting which would address the
Government's specific concerns (as in the clarifying note), without also cutting back on protection for
TPMs more broadly. ' :

ARIA submits that paragraph (b){i) should be deleted from the provision altogether. The distinction
between infringements of copyright and acts comprised in the copyright is confusing and opaque. it also
appears o narrow the definition, since some acts that are infringements of copyright {for exampile,
secondary infringements) are not strictly “comprised in” the copyright. The addition of paragraph (b){i}
would make the scope of protection even narrower than in prior Australian law (where the scope of
protection was devices that “prevent or inhibit infringement”).

The delstion of paragraph (b){i) would go some way towards meeting ARIA’s concerns.  However, if
paragraph (b)(ii} is to remain, we remain concemed that the definition will still fail to provide protection
for access control measures that are very likely to be used in connection with developing business
models invested in by the recording industry.

e have in the past referred to the example of time-limited downloads, and we believe the Government
understands our concern that TPMs protecting such downloads may fall outside the scope of protection
if the propesed definition if enacted.

We should stress that this is not a theoretical example. Online subscription music services permit users
to download music that “expires” and is no longer accessible after the end of the month, or if the
subscription is not paid. These subscription services are operating in several countries in the world,
including the US and Europe, but not in Australia yet. IFPI estimates that in 2005, there were 2.8 million
subscription service users worldwide, nearly double the 1.5 million users in 2004 [IFPI Digital Music
Report 2006, page 71

Clearly, if Australian jaw does not protect the mechanisms used in connection with subscription content,
1 is difficult for recording companies to make an investment in licensing such services for Australia.
Subscription content is priced differently from downioad-to-own content, it is a different product that
appeals to a different market. Not protecting the TPMs that enforce time restrictions effectively means
ihis product differentiation is not possible, since anyone can legally convert their subscription content to.
permanent downloads, and anyone is permitted to distribute devices and programs that enable this
conversion.

Ancther example of TPMs that risk falling outside the scope of protection are those that protect “pay 10
activate” pre-loaded content. Again, this is a real-world example. Microsoft recently announced the
impending introduction of a new portable music player device to the market, branded Zune [see
nttp:/fwww reghardware.co.uk/2006/08/15/ms_intros zune/ visited on 19" September 2006]. That
device will ship with pre-loaded music and movie content, which can be activated upon the user making
ihe required payment. If the TPM preventing use of the content prior to payment is not protected, again
it seems uniikely that Australian recording companies will be able to take the risk of licensing this
content. The device wiil also offer time-limited song samples, that can be downloaded via a Wi
wireless connection, and which will expire after three days. Again, protection for the associated TPM is
gritical.

While the precise analysis of each of these TPMs depends upen the facts of their operation, it appears
likely that these TPMs may not fall within the scope of the Government's proposed definition, because
the playback or listening that they operate to prevent, is not an infringement of ‘copyright under
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Australian law {especially in light of section 111B of the Copyright Act 1968 (Cth) which exempts copies
made incidentally as part of the technical process of use).

These mechanisms are not in either of the categories of market segmentation or limiting competition in
the market for spare parts. We believe these mechanisms go to the core of copyright and copyright
licensing. We urge the Government to address this issue and not to risk undermining the development
of new models in Ausiralia.

Dafinition of “accass corirol TPM?, “TPM” and "circumvention device”

We consider the words “device, component or product” are not sufficiently broad, as there is a risk that
each would be interpreted as limited to a physical item. We would suggest the addition of the word
“technology”.

Definition of “circumvention servicg”

In paragraph {(c), we would suggest the words “designed or performed” or “designed or provided” are a
better grammatical fit in connection with “service”, rather than the word “produced” which is difficult to
apply 10 a servics.

Excaptions based on permission - sections 116AK(Z), 132APA(Z}

We are not aware of the policy or legal basis for exempting a person who “has reasonable grounds to
believe” that it has the permission of the copyright owner to circumvent a TPM. There is no such
orovision for reasonable grounds in the AUSFTA, which uses the words “without authority” and is clearly
limited to actuat authority.

Similarly in copyright law, there is no statutory provision for a person to be exempted from liability for
infringement if they betieved they had authority from the copyright owner but in fact did not.

We believe these words should be deleted from subsections 116AK(2) and 132APA(2), as they open up
an additional argument for every defendant fo attempt. Courts dealing with actions under these two
sections would then, in every case, end up hearing evidence as to (1) the defendant’s actual belief and
2) whether it was reasonable, and copyright owners would need o respond to this evidence, If a court
finds in a particular case that & person truly believed on reasonable grounds they had the authority of the
copyright owner to circurnvent a TPM, but there was no licence given, this couid be taken into account in
ordering remedies, but should not affect liability,

Making/Provision of circumvention devices/services - Sections 116AL and 116AM

Sections 116AL(1}{b), 116AM{1)(b) include the words “of the person”. We submit those words should
be deleted from those paragraphs. The inclusion of the words seems to give rise to the suggestion that
copyright owners would need 1o prove nct only that a person was dealing in such devices, but that he or
she owned them as well. The words “of the person” are already included in the respective definitions of
“circumvention device” and “circumvention service”.

Geographical Application - Section 116AN

As this applies to dealings in devices, the section should be amended to clarify beyond doubt that the
Act applies to dealings in Australia, even if the intended recipient or user of the device or service is
located outside of Australia. )

Criminal offences for dealings in/provision of circumvention devices/services — sections 132APEB,
132AFPC " _ "

AUSTRALIAN RECORDING INDUSTRY ASSOCIATION



Tra words “of the person” appear in subsection (1){c} of each of 132APB and 132APC. These words
should be deleted for the reasons set out above.

We note that, in the exposure draft, these offences are made out only if the person undertakes the
relevant act “with the intention of obtaining a commerciai advantage or profit’. We believe that this does
not cover all the situations where criminal liability and penalties would be appropriate. A person may
distribute a circumvention device not for profit reasons, but for fame or fo make a statement against
DEM or the content industries. This was the case in relation to the ariginal distributor of the DeCSS
technology, which enabled the mass circumvention of CSS technology applied to DVDs and effectively
rendered the CSS protection technology useless (see Universal City Studios v Remeirdes, 111
F.Supp.2d 294 (2000)). We believe that criminal fiability would be appropriate in such circumstances.

Therefore we would suggest the addition of the fotlowing words to paragraph (c) of each of section
132APB(1) and 132APC(1): “or to such an extent as 10 affect prejudicially the owner or exclusive
licenses of copyright”.

in addition, in relation to the commercial advantage/profit element, we would prefer the wording to be
amended to “for the purpose of obtfaining a commercial advantage or profit” (as in the AUSFTA). The
person’s intention is tested in relation to the act (s132APB(1)(a){i)) and the commercial advantage or
profit purpose should be capable of being inferred from relevant facts. While it is possible for “intention”
to also be inferred from relevant facts, this arguably sets a higher bar than “purpose” and one that is not
necessary.

Copyright Amendment Regulations/Further Heview of Exceptions

Wa have no comments on the current draft of the Regulations. Concerns that we previously raised
regarding the specificity of the exceptions have been addressed.

We nate the Government intends to undertake a further review regarding a limited set of proposed
exceptions 1o the prohibition on circumventing TPMs. As we have stated previously, it is very difficult for
ARIA to comment on proposed exceptions and any justification given for them, until we have had an
opportunity 1o review the evidence submitted in support of the exceptions (which we understand the
Giovernment will offer).

We hope these comments have been useful, and we look forward to consulting further with the
Government.

Yours sincerely,
L 7
L P _
e ; & ’
/

STEPHEN PEACH
Chief Executive Officer
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¢/o Professor Brian Fitzgerald
Queensland University of Technology
Gardens Point Campus

Brishbane QLD 4000

Ms Helen Dandels

Assistant Secretary

Copyright Law Branch
Attorney-General's Department
Robert Garran Offices

National Circuit

BARTON ACT 2600

22 September 2006

Dear Ms Daniels
Copyright Amendment {Technological Protection Measures) Bill 2006

We, the below signed, are writing with regards to the exposure dratt of the Copyright
Amendment (Technological Protection Measures) Bill 2006 (the Bill), released for public
comment on 4 September 2006. Our interest in the Bill flows from our joint expertise in
copyright law, and in particular our involvement with open-licensing schemes that aim to
encourage more liberal access to copyright material in the digital environment.

In general, we support the current text of the Bill, and believe it goes a long way towards
remedying some of the more problematic aspects of the text of the Australia United States
Free Trade Agreement (AUSFTA). The proposed amendments have clearly been drafted with
a view to ensuring that the legislation provides an appropriate balance between the rights of
copyright owners and those of users, within the confines of the Treaty.

In particular, we are highly supportive of the proposed definition of ‘access control
technological protection measure’ (ACTPM), and its incorporation of a requirement for a
clear link to copyright protection. Such a link is necessary to ensure that the ACTPM
provisions do not go beyond the bounds of the copyright law they are intended to enforce, and
cammot be manipulated to apply to inappropriate devices (such as garage door openers) or in
inappropriate circumstances (such as in relation to public domain works).

Similarly, we are strongly in favour of the decision to limit standing under the new provisions
to the owner or exclusive licensee of a work, and to include an exception to s116AK where
the person has, or has reasonable grounds to believe that they have, the permission of the
copyright owner or exclusive licensee to circumvent the ACTPM. We feel these measures
will assist courts to limit Hability in circumstances where, for example, a legitimate product is
being used in a legitimate manner, or where the material in question has been released under



an open licensing scheme and subsequently locked behind an ACTPM (with or without the
copyright owner’s permission}.

However, we still believe that there are places in which the proposed amendments risk
upsetting the copyright balance. Our main areas of concern are set out below. While we
acknowledge that the text of the AUSFTA may limit the Government’s options with regards
to some of these issues, we believe that there are still measures that the Government could
implement in each of these cases that will assist to restore an appropriate balance, without
stepping beyond the bounds of Australia’s bi-lateral commitments.

1. Lack of a knowledge requirement

While the liability provisions set out in proposed ss116AL, 116AM, 132APA, 1 32APR and
132APC all incorporate an intention requirement in relation to the prohibited action {eg
manufacturing, importing, distributing, offering or providing a device), as currently drafted
they do not include any requirement that the person performing the act knew, or ought
reasonably to have known, that the device in question was a circumvention device. This strict
liability leaves those selling etc technological devices highly vulnerable to legal action even in
circumstances in which they could not have known that the device in question was a
circumvention device.

As the discussion in Kabushiki Kaisha Sony Computer Entertuinment v Stevens (Sony v
Stevens) shows, an exiremely detailed understanding of the exact technical workings of a
device, as well as the intricacies of copyright law, will ofien be required to determine whether
it is a circumvention device. The Attorney General’s Department itself noted in the hearings
of the House of Representatives Standing Committee on Legal and Constitutional Affairs
(LACA) Review of Technological Protection Measures Exceptions (LACA Review) that
“specific information is required about these technological measures before an assessment can
be made of whether they play a genuine part in copy protection. Much of that information is
not publicly available” (LACA Review, p.40).

Furthermore, it is highly likely that as technology develops the circumvention of older or
outdated TPMs will occur incidentally, as an unintended consequence of new methods of
dealing with copyright material. For example, the digital processing in the new generation of
video players, which is intended to increase efficiency and picture quality, also has the effect
of bypassing the Macrovision copy protection technology currently incorporated into all
videos (which is based on weaknesses inherent in analogue systems). The proposed
provisions, as currently written, would seem to potentially expose any person selling these
players (from major department stores to second-hand retailers and private individuals) to
criminal penalties — even though they are extremely unlikely to be aware that the player
circumvents the Macrovision technology. They would similarly seem to expose those who are
aware of the possibility of infringement but have been misinformed as to the nature of the
device they are selling (eg a second hand retailer selling a Sony Playstation 2 having been told
that it was not chipped). '

This is particularly concerning in relation to the proposed criminal provisions, and places
them out-of-line with the rest of the s132 offences, which uniformly incorporate a knowledge
requirement regarding the infringing nature of the prohibited act (eg that a person “knew, or
ought reasonably to have known’ that the article was infringing). We therefore propose that a
knowledge standard be included in each of the new criminal provisions, similar to that
included in the current TPM criminal provisions in ss132(5A) and 132(5B), eg requiring that




the person knows that, or is reckless as to whether, the device is a circumvention device. The
inclusion of such a requirement is consistent with the text of the AUSFTA, which explicitly
states that for criminal liability to apply a person must ‘wiifuily’ have performed the
prohibited act, arguably requiring both intent and knowledge, and would significantly
decrease the risk of innocent parties being unintentionally exposed to criminal liability. We
would also recommend the inclusion of a similar requirement in the civil provisions of the
Rill.

2. Incentivising dual-purpose devices

As currently drafted, the notes relating to 'market segmentation’ following the proposed
definitions of ACTPM and TPM are of little practical effect. The word 'solely’ in the notes
limits the scope of the exceptions to such a degree that they are likely to have no application.
Establishing a single clear motivation for the design of any device is extremely difficult,
particularly for the opposing party. Furthermore, as the experience in Sony v Stevens shows,
with the complexity of modern technologies it is extremely unlikely that a device exists which
cannot at least be argued to have several purposes.

The inclusion of the word 'solely’ results in the creation of a strong incentive for copyright
owners to make use of dual-purpose technological measures — in order to obtain protection for
market segmentation devices, copyright owners will simply combine technologies that impose
a method of segmentation with those used for the legitimate protection of copyright. These
two objects, however, are distinctly unrelated and, as was noted by the LACA Review (p.36),
there is no technical reason why they must be coupled.

Only the copyright owner is able to decide whether to include market segmentation functions
within TPMs. The copyright owner can also make a choice to use separate devices tor these
unreiated purposcs. 1t is our submission that this proposed legislation will provide incentives
for copyright owners to unnecessarily merge the two functions. '

Removing the word 'solely’ will put the onus on the copyright owner to ensure that, if they
want legal protection from circumvention, they do not include market segmentation measures
within copyright protection measures. 1t is appropriate that copyright owners should bear this
responsibility — they are in the best position to implement measures which protect their
legitimate interests without infringing on the rights of consumers. For this reason we submif
that the word 'solely’ should be omitted from the legislative notes in the definitions of
ACTPM and TPM in s 10(1}.

We do not believe that this would substantially lessen the ability of copyright owners to
protect their legitimate interests. There is no identifiable technical reason why the same
device must be used to control market segmentation as is used to inhibit infringement of
copyright. Further, the removal of the word 'solely’ will not render legitimate devices which
merely have an extra effect of segregating the market unprotectable — it would only require
that the device not be designed to control market segmentation. We submit that there is no
valid reason to protect devices which are desigred, whether solely or not, to control market
segmentation. Alternatively, if it is considered necessary to implement the intent of the notes,
we suggest that the word 'solely' be replaced with the more balanced and appropriate
‘primarily or solely’ (as is currenily used in part (c) of the proposed definitions of
‘circumvention device’ and ‘circumvention service’).



3. Protection from exclusion by agreement

It is now common practice in consumer transactions for digital media to be governed by
standard term contracts, or End User Licence Agreements (EULASs). The full terms of these
agreements are often located within the sealed package of the media product (‘shrink-wrap'
agreements) or are listed on a website from which the product can be purchased (‘click-wrap’
or 'browse-wrap' agreements). Consumers are deemed to have agreed to the terms and
conditions contained within these contracts through the act of using or downloading the
software or media product.

While EULAs are commonly relied upon by copyright owners, it is clear that they are rarely
read, and even less rarely understood, by consumers. These documents are usually dense and
contain many technical legal terms, and are generally ignored by consumers. As a result,
consumers tend not to fully appreciate the terms upon which they are acquiring media’
products.

Even where consumers do read and understand the terms and conditions in media contracts,
they arc unable to negotiate those conditions. Unlike commercial transactions, consumers are
rarely in positions of equal bargaining power with copyright owners, Software and media
products are not highly substitutable, and are rarely offered on different terms - consumers

are simply not able to acquire the same product on more acceptable terms, or to acquire a
similar product with acceptable terms. The lack of choice in the market is a signifier of market
faiture, and necessitates intervention to avoid the unfair treatment of consumers,

There is no protection in the draft legislation from contracting out of the defences to liability
in ss 116AK, 116AL, or 116AM, or for the defences to the criminal offences in ss 132APA,
132APB, or 132APC. Given the imbalanced bargaining positions in consumer licensing, each
of the exceptions to liability should be protected from exclusion by contract. The exceptions
contained within the Act and the Regulations are of little value if they are able to be
contractually waived. Conversely, there is no identifiable public benefit to allowing copyright
owners to require users to contract out of the defences to Liability.

We therefore submit that Government implement Recommendation 33 of the LACA Review
(p.135) by inserting a provision into the legislation that stipulates that an agreement, or a
provision of an agreement, that excludes or limits, or has the effect of excluding or limiting,
the operation of the defences, has no effect. As the AUSFTA is silent on this matter, such a
move would be consistent with Australia’s obligations, and would significantly increase the
effectiveness of the exceptions and the protection afforded to consumers under the new
provisions.

4. Exclusion of the term “effective”

In the current environment of rapid technological development, it is particularly important
that adequate solutions are available to deal with TPMs that have become damaged or
obsolete. This is demonstrated by the experience in relation to dongles, a hardware protection
measure which requires the user to insert a plug into the parallel or serial interface of the
computer before they can use a particular software progran. Dongles were used primarily
during the 80s and 90s, although more sophisticated versions are still in use today. Many of
the more common dongles have been superseded by software mechanisms, and production
has ceased on the required hardware mechanism. As a result, the programs encased in these
‘focks’ can no longer be accessed without a circumvention tool.



We acknowledge that the issue of broken and obsolete TPMs is partly addressed through the
inclusion of an exception relating to malfunctioning TPMs in the proposed Copyright
Amendment Regulations 2006 (Technological Protection Measures). However, as you are
aware, this exception will only provide assistance to individuals wishing to circumvent
ACTPMs, and will provide no defence to those distributing devices or services intended to
assist these people (eg software intended to circumvention obsolete dongle protection).

We would suggest that this issue could be more completely addressed by incorporating a
requirement in the TPM liability provisions that any TPM or ACTPM must be “effective” to
receive protection. This could be done simply by amending, for example, subs1 16AK(1){a) to
read “the work or other subject-matter is protected by an effective access control technological
protection measure”. Such an amendment would be an appropriate implementation of both the
AUSFTA text and the World Tntellectual Property Organisation’s (WIP(O’s) Copyright Treaty
and Performances and Phonograms Treaty, from which the inclusion of the phrase “effective”
in the concept of TPM is drawn, and would provide courts with some discretion regarding the
application of the provisions in cases in which the TPM in question is no longer effective
through being damaged or obsolete.

Note that we support the decision to exclude the AUSFTA term “effective” from the
definitions of TPM and ACTPM, and would not suggest any alterations to these definitions.
Neither would we suggest that a definition of the term “effective” is required.

5. Limitation of s2024

We strongly support the insertion of s202A, and feel it provides an important mechanism to
ensure the TPM provisions are not misused (whether deliberately or as a result of negli gence)
to discourage competition and innovation. However, we can see no justification for its
application only to the act of circumvention in s116AK, and not to the activities covered by
ss116AL and 116AM. As is demonstrated by any number of cases (including Sony v Stevens,
The Chamberiain Group, Inc v Skylink Technologies, Inc. and Lexmark International, Inc. v
Static Control Components, Inc.), where a person wishes to use TPM provisions to suppress a
technology {whether legitimately or otherwise), they are more likely to target manufacturers
and distributors of this technology than individua! users. There seems no reason why sellers
or website operators who are distributing legitimate devices or services should not receive
protection against groundless threats, alongside individuals using these devices.

6. Mixed works

We are concerned that the Government has chosen at this time not to implement
Recommendation 32 of the LACA Review that an exception be introduced to allow for
circumvention of TPMs for access to mixed works consisting of both copyright material and
non-copyright material, where the amount of non-copyright material in the work is substantial

(p.131).

Due to our interest in open access content, we are particularly concerned with situations in
which copyright material and commons material (eg material in the public domain, or
material that has been made available under an open licensing system) are combined in &
single article. As currently drafted, it would appear that the full extent of the TPM provisions
will apply in such a case, regardless of the amount of copyright material included in the work.
This will allow a person to restrict access to public domain material using technological
means by adding only the smallest amount of copyright material (eg a title page), and enforce
this restriction using copyiight law. As LACA noted, this in essence enables copyright owners



to obtain de facto protection for non-copyright material by bundling it with copyright material
in mixed works, and hence to unilaterally extend copyright indefinitely.

{n relation to articles that contain more than one work that is still protected by copyright, the
current silence of the act with regard to mixed works could result in the rights of one
copyright owner heing given priority over the rigts of another, eg where a person has
permission from A to access their work, but is unable to do so because it is in an article that
also contains B’s work. It would seem fair to permit the TPM to be circumvented in such a
case as, ever in the absence of a TPM, B will be able to enforce their wish to restrict use of
their work through standard copyright law; however, with the TPM in place, A will have no
ability to implement their own wish to provide more open access to their material.

7. Encryption research exception

We are concerned with the proposed requirement that, to exercise the encryption research
exceptions in ss116AK(4), 116AL(3) and 116AM(3}, a person must study, or be trained or
experienced in, ‘the field of encryption technology’. This is one of the few areas in which the
proposed Australian legislation is more restrictive than the AUSFTA, which only requires the
person to be an ‘appropriately qualified researcher’. There are many fields of study in which a
researcher may be required to identify and analyse flaws or vulnerabilities in encryption
technology, but which would not necessarily satisfy this requirement. These include general
information technology studies, IT-focused sociological work, and legal studies.

8. Limited exceptions for manufacturing etc

As you are aware, with the legislation as currently drafted, in many circumstances the act of
circumvention will be permitted in cases where the supply of a device or service to enable that
act remains banned. This is the case in relation to any circumvention of a TPM that 1s not also
an ACTPM (except for the purposes of creating an interoperable program), as well as
circumvention of ACTPMs under the libraries exception and any exceptions prescribed in the
regulations. The practical effect of this drafting is that these acts are effectively banned for
any person who does not have sufficient technological skill to circumvent the TPM or create
their own device to do so (or, possibly, whe is unable to obtain such a device from overseas).
While we acknowledge that this is an area where the Government may feel particularly
constrained by the text of the AUSFTA, we feel that it is important that the Government make
every effort to remedy the deficiencies of the treaty in this matter. This is particularly
important in relation to the exceptions prescribed by regulation, as these provide the most
readily available means of updating the provisions to take account of technological
developments. If these exceptions do not function effectively, Australia’s TPM provisions
will be unfairly and inappropriately balanced in favour of copyright owners.

9. Burden of proof

We are concerned with the inclusion of explicit statements regarding the burden of proof (for
the civil provisions) or evidential burden (for the criminal provisions) for the exceptions,
without any clear explanation as to the purpose of these amendments. While we have not bad
sufficient time to form a conclusive opinion about the implications of these provisions, we
would not support any amendment that increased the burden of proof placed on users beyond
the standard principles of evidence. Any rule which, for example, placed users in the position
of having to prove a negative (eg to disprove a mere suggestion by a copyright owner that
they may have had more than one motivation for circumventing a TPM) would run the risk of



reducing the practical application of the exceptions to the extent that they are essentially

nullified.

We would therefore suggest that, in the absence of clear justification for the inclusion of
specific burden of proof rules, the provisions be removed from the legislation, leaving the
burden of proof in any action to be determined by the established rules of evidence.

10. Minor drafting issue

Finally, on a minor drafting point, we do not understand why subs203G(1) has been retained

as, like the repealed subs203G(2), it refers only to sections that will no longer exist once the

amendments have been implemented.

We trust that our comments will be of assistance.

Yours Sincerely

Professor Brian Fitzgerald
Head of Law School
Queensland University of Technology

Scott Kiel-Chisholm

Project Manager

The CAK Law Project

Queensland University of Technology

Damien O’ Brien

Resecarch Officer

School of Law :
Queensland University of Technology

Jessica Coates

Project Manager

Creative Commons Clinic

ARC Centre of Excellence for
Creative Industries and Innovation

Queenstand University of T echnology

Nic Suzor

Institute for Creative Industries and
Innovation

Queensland University of Technology
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The International Intellectual Property Alliance (IIPA) appreciates this opportunity to comment
on the Exposure Draft of the Copyright Amendment {Technological Protection Measures) Bill 2006
("Exposure Draft”).

HPA is a coalition of seven trade associations representing the U.S. copyright-based industries —
including the business and entertainment software, audio-visual, sound recording, music publishing and
book publishing industries — in bilateral and multilateral efforts to improve international protection of
copyright works. Both directly and through our member associations, IIPA has a long history of
involvement in the development of copyright law and enforcement policy in Australia.

I. Definitional Provisions on Access Controls

IIPA’s main concern about the Exposure Draft lies with its definitional provisions, particularly
clauses 1 and 4. These fail well short of bringing Australia into compliance with its obligations under the
Australia-US Free Trade Agreement (AUSFTA). Taken together with the proposed statutory notes and
with other explanatory comments made in connection with release of the Exposure Draft, these provisions
could actuaily weaken the protections now accorded to aceess control technologies under current law, and
could undermine the entire regime of protection for effective technological measures that is fandamental
to the IPR chapter of the AUSFTA.,

Article 17.4.7.b of the AUSFTA defines an effective technological measure (ETMs) to inchude
“any technology, device or component that, in the normal course of its operation, controls access to a
protected work, performance, phonograrm, or other protected subject matter” (emphasis added). Articles
17.4.7.a.1 and ii require AUSFTA parties to prohibit circumvention of ETMs and trafticking in tools
aimed at achieving such circumvention. While a number of exceptions to these prohibitions are
authorized under Articles 17.4.7.¢ and £, none of these take the form of a categorical exclusion of a genus
of access control technologies from all protections against circumvention acts and trafficking in
eircumyention tools.

Australia’s copyright law currently covers only a technological protection measure that is
“designed, in the ordinary course of its operation, to prevent or inhibit the infringement of copyright in a
work or other subject-matter” in one of two specified ways. Copyright Act 1968, section 16(1). The
requirement to show a design to “prevent or inhibit” copyright infringement has already been one of the
main subjects of profracted litigation, which concluded that at least one technology commonty used to
control access to copyright material and to prevent the playing of infringing copies of videogames was not
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protected. See Stevens v. Kabushiki Kaisha Son y Computer Entertainment, [2005] HCA 58. It seems
apparent that the “prevent or inhibit” barrier to protection of access control technologies, both on its face
and in the way it has been applied by Australian courts, is inconsistent with the AUSFTA obligation to
provide protection for all technologies that “control access to a protected work.”

Indeed, this seems to have been the view of the Attorney General’s Department on October 27,
2005, when its submission to the inquiry carried out by the Legal and Constitutional Affairs committee
{LACA) stated that FTA definition “differs from and is effectively broader than the definition of TPM in
the Copyright Act.” See Submission 52, at para. 24. The AGD also noted that “the AUSETA requires
Australia to introduce Hability for the act of circumventing an ETM that controls access to copyright
material.” id., para. 26. However, in testimony before the LACA Committee five weeks later, 4 senior
counsel within the AGD insisted that “the analysis cannot be confined to” the provisions cited in the
preceding paragraph, and called attention to “the chapeay, or the introductory words to Art. 17.4.7. {5
Dec 2005, LCA 25) In this counsel’s view, the chapeau language “suggests that there is to be 2
relationship between the use of an ETM and the exercise of rights by a copyright holder.” Id. Sixteen
days later, when the AGD made its third written submission to the LACA committee, this “suggestion”
had hardened into a perceived limitation: “the definition of an ETM must be read together with the
chapeau to Art. 17.4.7(a) which establishes the limits of the proposed hiability scheme.” Submission 52.2
atp. 5 (answer o question 7).

Regardless of how the AGD arrived at this conclusion, there is strong reason to doubt that the
“chapeau” language in question imposes any such limitation, beyond a requirement that the material to
which access is controlled be protected by copyright. Although the AGD’s submissions befare the LACA
committee do not indicate this, this language is taken virtually verbatim from the text of the WIPQ
Internet treaties. WIPO Copyright Treaty (WCT) Art. 11; WIPO Performances and Phonograms Treaty
{(WPPT) Art. 18. Australia is committed under AUSFTA Art. 17.1.4 to adhere to these treati es, and
nothing in the TPM-related provisions of Art. 17.4.7 conld plausibly be read to authorize Australia to
reduce 1ts TPMs regime below the levels that comply with these treaties,

Since AGD relies on this language taken from the WCT and WPPT to justify its position, it is
instructive to note that none of Australia’s major trading partners which have acceded to the WCT and
WPPT have found it necessary, in their implementing legislation for these requirements, to categorically
exclude from coverage any access control technologies which lack some required “relationship [with] the
exercise of rights by a copyright holder.” The legal regimes in these jurisdictions either apply to any
technology that effectively controls access to a copyright work (see, e.g., 17 USC § 1201 (&) (US law); EU
Copyright Directive Art. 6.3), or have even broader coverage (Japan Unfair Competition Law, Article
2(5) (definition of “technical restriction means™). It should also be noted that WIPQ’s authoritative Guide
to the Copyright and Related Rights Treaties Administered by WIPQ_ explains that all access control
technologies used in connection with copyri ght works must be protected. Sce para. CT-11 8, page 216,
entitled “The meaning of technolegical measures ‘used by authors in connection with the exercise of their
rights under this Treaty or the Berne Convention™:

' The chapeay reads, “In order to provide adequate legal protection and effective legal remedies against the
circumvention of effective technological measures that authors, performers, and producers of phonograms use in
connection with the exercise of their rights and that restrict unauthorized acts in respect of their works, performances
and phonograms, each Party shall provide that any person who:”
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{Tlhe Treaty leaves it to authors ~ and , of course, “authors” also means other owners of
copyright — whether or not they apply technological measures, and, if they do, what kind of
measures. The obligation to provide “adequate protection and effective legal remedies” exists,
however, as soon as such measures are appiied. (emphasis added)

See also id. at para. CT-11.8, page 217 (“There are two basic forms of restricting (making
conditional} acts: first, restricting access to works; and second, restricting the carrying out of certain acts
in respect of works. The obligations of Article 11 [of the WCT] cover both of these basic Jorms.™)
(emphasis added).

Upon reviewing these submissions, [IPA was concerned about the AGD’s apparent position that,
despite the clear and comprehensive definition of the term “effective technological measure™ in the
AUSFTA, the word “any” in that definition could safely be ignored, and ETMs might be excluded from
protection because they lacked some to-be-defined “relationship to copyright.” Our concern has increased
substantially, however, now that we have learned, with the release of the Exposure Draft, that this
retationship would be defined in almost exactly the same terms as it is expressed in current law: an
access controt technology would not be protected unless it was “designed ... to prevent or inhibit the
doing of an act ... that would infringe the copyright by preventing [unauthorized] access to the work or
subject matter.” Exposure Draft, clause 1.7 AGD’s position has come full circle., It started with an
acknowledgement that the coverage of access controls under the current act needed to be broadened to
satisfy the FTA, and ultimately arrived at 2 formulation that is no broader than, and indeed perhaps
narrower than, current law.

By deciding to retain the “prevent or inhibit infringement” test as a prerequisite to protection of
an access control technology, the Exposure Draft would apparently continue to permit trafficking in tools
o circumvention of technological measures, such as those at issue in the Stevens v. Sonv case, that
function by preventing the use of infringing copies. It would also cast a clowd over the legal statas of
many commonly used access control measures that have become pervasive features of the marketplace for
electronic dissemination of copyright works.

Consider, for example, the following. “Streaming” dissemination is an increasingly familiar
means by which copyright works of all kinds — sound recordin gs, cinematographic works, even computer
programs - are accessed by consumers and businesses over digital networks. If is commonplace for
access (o these streams to be controlled by technological measures — password protection, to use the
simplest example — s that subscribers or others with authorization may gain access to the streamed
material while others are turned away. Cirematographic works and computer programs are projected
under copyright law in Australia, and sound recordings are also reécognized as protected subject matter, so
these password controls and similar protections fully meet the definition of ETMs in the AUSFTA.
Accordingly, circumventing these controls, or traffickin g tn tools designed or marketed to do so, ought to
be outlawed {(subject to the applicability of any FTA-consistent exceptions).

* Even if the AGD's analysis were right — and the WIPO Guide and the legislators in the US, the FU and Japan
were wrong - that the “chapeau™ language constitutes a substantive limjtation on the obligation, that language would
not justify the reversion to the “prevent or inhibit” language found in the Exposure Draft, Surely it is possible for a
copyright owner to use an access control “in connection with the exercise of [its] rights” under copyright, and to use
it to “restrict upauthorized acts in respect of [its] works” (e.g., unauthorized access) without having a design to
“prevent or infubit” infringement, as that phrase has been interprefed by Australian courts. The technological
measure employed in the Stevens v. Spny case would be an exampie.
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However, under the Exposure Draft, it is far from clear that this would be the cutcome. The
liability of one who hacks through these controls to gain unauthorized access, or who provides others
with the tools for doing so, would turn on whether or not the control was ultimately determined to have
been “designed to prevent or inhibit” infringemen:. Making that determination would necessitate an
inquiry (like the one that occupied several years in the Stevens litigation) into whether what the hacker
achieves — the ability to enjoy the streamed audio, audio-visual, or computer program material without
authorization from the copyright owner — is in fact an infringement of copyright in that work, The answer
to that question may turn on many factors, which could include the source of the stream (whether within
Australia or off-shore), the technological parameters of the device upon which the hacker receives the
stream (e.g., whether or not it makes temporary or permanent copies of a significant portion of the work
in the course of receiving the stream), and the factual circumstances in which the hacker enjoys the
unauthorized access to the stream (e.g., whether it is an infringement to view a video-on-demand stream
without authorization may depend on whether the viewing takes place in a private home or in a
commiercial establishment).

In summ, a question that ought, under the AUSFTA, to be a simple and clear one - whether
obtaining unauthorized access through circumvention of an effective technological measure is illegal if no
FTA-compliant exception applies — becomes, under the exposure draft, an exceptionally complicated one.
Of course, the issue of Hability for trafficking in tools to carry out this unauthorized access is even more
complex, since it would turn on whether or not, to the extent that the hacker was engaged in actionable
circumvention, the tool was designed, produced, or marketed for such a purpose. It is certain] v possible
that the outcome of this extended and convoluted inquiry would be the same as it would have been were
Australia’s law simply to adopt the definition of ETM contained in the FTA; but since other outcomes are
aiso possible. depending on the resolution of 2 number of specific factual questions, there is no doubt that
the formulation proposed in the Exposure Draft will lead to increased uncertainty and will undermine the
real goal of TPMs protection, which is to encourage new and diverse forms of dissemination of copyright
works.

The foregoing discussion assumes that the formulation in the Exposure Draft essentially
maintains the requirement of current law that any access control measure that is found to have been
designed to prevent or inhibit infringement will be protected. There is good reason to doubt this, however,
and to be concerned that the Exposure Draft would in fact narrow the scope of current law, at least with
respect o the prohibitions against trafficking in tools to circumvent access controls.

This concern arises from the statutory notes included in the Exposure Draft in clauses 1 and 4, as
weil as from statements in the AGD’s summary of the Exposure Draft. The former rules out any
protection for any technological measures that are “‘solely designed to control market segmentation.” The
latter extends this to all TPMs “solely designed for other purposes ... where the TPM does not have a
connection with copyright,” providing in an apparently non-exhaustive list of such purposes the “market
segmentation” purpose, as well as the purpose of “protection against competition in aftermarket goods (eg
spare parts).” Although we recognize that these statements apply only to TPMs designed “solely” for the
stated purposes, they still raise the specter of permitting an uncontrolled market in tools to circwmvent an
access control measure that fuily meets the definition of ETM in the AUSFTA (because it controls access
to & copyright work), and that may even have a role in discouraging copyright infringement, but that is
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denied protection because the prevention or inhibition of infringement is not found to have been the
purpose for which it was designed.’

The statutory note is of particular concern to the extent it would deny protection te any TPM
whose purpose is to “controi market segmentation,” a phrase that is nowhere defined. Almost any
technological protection measure could be characterized as having the purpose of “controlling market
segmentation.” For example, a movie made available during a Video on Demand window will often be
accompanied by a technological protection measure to prevent recipients from making a permanent copy,
thus “segmenting” the market between those entitled to view the movie in a streaming format now, and
those who will be entitled to obtain a permanent copy {(whether via download or during a conventional
video window) at some point in the future. Certainly someone with the desire and the means to
circumvent the TPM used during the VOD window, in order to make a permanent copy, would be able to
argue, based on the statutory note to Clause 4 of the Exposure Draft, that all she circumvented was a TPM
aimed at “controlling market segmentation™; and the party providing that means (even on a commercial
basis) would also claim tmmunity from liability. Other examples could be given of common business
models for digital dissemination of copyright works that depend upon the ability to use technology to
“segment” the market temporally, spatially, or between different distribution channels. The Exposure
Drafi thus threatens to open a significant gap in legal protection of TPMs, making vulnerable any such
measure that is used to differentiate between (for example) those currently authorized to access a work in
a particular way, and those whose access will be authorized later, in a different medium, or at a differen:
price. The risk of disruption to legitimate markets for copyright materials should be obvious.

IIPA fully understands that, to some extent, these provisions of the Exposure Drafl have been
motivated by a desire to respond to expressed concerns regarding regional coding of DVDs and perhaps
other products. But certainly these provisions sweep far more broadly than would have been necessary to
address the situation of, for example, an Australian who acquires an out-of-region DVD abroad and
encounters difficulties in playing it on his equipment at home. This broader sweep was clearly intended:
the AGD’s summary gives region coding as one example of market segmentation, with the obvious
implication that there are other examples besides region coding that would also be excluded from
protection.

IIPA urges the Australian government to re-examine these proposals in the Exposure Draft, and
to consider other ways to address the expressed concerns while still achieving full compliance with the
ALUSFTA, as well as with the WIPO Internef treaties,

H, Other Concerns with Exposure Draft

(1) AUSFTA Arts. 17.4.7.¢.1 and ii restrict the applicability of the interoperability and encryption
research exceptions to acts of circamvention that involve “lawfully obtained” copies. The corresponding
provisions of the Exposure Draft (see proposed secs. 116AK(3), AL(2), AM(2), and 116AK(4), AL(3),
AM (3}} omit this prerequisite. This could mean that the circumvention of purloined copies of, for
example, unreleased beta versions of computer sofiware could fall within the exception, even though
there is no public policy justification for facilitating their interoperability with other programs.

? For example, a region coding access control may have the effect of discouraging infringement of the exciusive
importation right, to the extent that this is recognized under Australian law for certain works,
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(2y AUSFTA Art. 17.4.7.a.ii calls for prohibitions on manufacturing or importing circumvention
devices, but proposed sections 116AL{1)(a)(%) and {ii) reach these acts only it it is also proven that the
manufacturer or importer intended to provide the device to another person. This requirement for civil
hiability is inconsistent with the AUSFTA and should not be imposed; considerable damage could be
inflicted even if the manufacturer or importer simply uses the device himself or herself to circumvent
technological measures. A similar defect is found in the criminal provisions, proposed section
132APB(1)(a)(i) and (ii}, and should also be corrected.

(3) Proposed section 116A0(2) does not dirgct the court, in considering an award of additional
damages, to consider the need for deterrence of similar conduct, as does the parallel provision for
copyright infringement, current section 115(4)}(B)(ia). This discrepancy should be corrected.

{(4) The recurrent use of the phrase “circumvention device of the person” (see. e.g. proposed
section 116AL(1)(b)) could inappropriately give the impression that a defendant must have a certain
possessory or ownership interest in a circumvention device before being exposed to liability for
trafficking in it. This is not necessarily the case (e.g., A could be liable for offering to B a circumvention
devies possessed by C). We understand this phrasing may be an artifact of the need to add to current law
what is proposed to be the first prong of the definition in clause 2 ( dealing with marketing or promotional
activities) but suggest that the drafting be reviewed to dispel potential confusion.

F ok R OE

[IPA appreciates your consideration of its views. Please do not hesitate to contact the
undersigned if there are questions about this submission.

Respectfully submitied,

Steven I Metalitz
on behalf of TIPA

metalitzi@ima. com

direct dial (+1) 202 973-8136
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FLAG understands and supports the desire of copyright owners to prevent piracy of their works. The
legitimacy of legislative provisions directed to that end is not questioned by FLAG,

As was made clear in its submission to the Legislative and Constitutional Affairs Committee inguiry
into appropriate exceptions to technological protection measures ("TPM's"}, FLAG's concern has been
to avoid a TPM regime which does not require technologies to have a link to copyright before being
protected as TPM's. FLAG is also concerned to ensure that the TPM regime incorporates appropriate
exceptions to ensure that the existing copyright balance is not disturbed.

FLAG believes that the Exposure Draft of the Copyright Amendment (Technological Protection
Measures) Bill 2006 goes a long way towards achieving each of the above. FLAG congratulates the
Government for the broad policy approach reflected in the Exposure Drafl.

There are, however, some aspects of the Exposure Draft which are of concern to FLAG. These are:

I. the failure of the drafers to ensure that the TPM exceptions can, as a mater of practicality, he
exercised by those who are intended to benefit from them (dealt with in sections 4.1 and 4.3
below);

2. the application of the TPM regime to broadcasts {contrary to earlier assurances that this would

not oceur} and the failure to include Part VA of the Copyright Act as an exception {dealt with
in section 4.2 below),

3. the potential uncertainty caused by the drafting and placement of the "educational purposes”
and "course of study" exceptions (dealt with in section 4.4 below};

4. the potential uncertainty caused by the wording of the maifunctioning TPM exception, and the
failure to make clear that this exception applies in other situations such as where a TPM is
obsolete, lost, damaged, defective or unusabie (dealt with in section 5 below);

5. the vague and uncertain limitations imposed on the exception for encryption research (dealt
with in section 6 below);

6. uncertainty regarding the status of region coding (desit with in section 7 below}; and
7. uneertainty regarding the process of secking further exceptions (dealt with 1n section § below).

Finally, while not a comment on the Exposure Draft as such, FLAG would like to urge the
Government to ensure that the recommendations of the Copyright Law Review Committee regarding
copyright and contract are given effect to by ensuring that the exceptions which are included in the
Exposure Draft are not able to be excluded by contract.

The Flexible Learning Advisory Group (FLAG) is the lead national body for flexible and e-learning
in the vocational and educational training (VETY sector, Tt is an advisory group to the National Senior
Cificial Committee (NSOC), the Department for Education, Science and Training (DEST), and the
Australian Information and Communications Technology in Education Committee (AICTEC),

FLAG has been responsible for facilitating national collaboration for flexible and e-learning

and for developing and overseeing the implementation of the 2000 — 2004 Australian F lexible Learning
Framework and subsequent 2005-2006 Australian Flexible Learning Framework (2003-2006
Framewaork). The 2005-2006 Framework is a two-year national strategy collaboratively funded by the
Austratian Government and all States and Territories at AUD$15 million annually. It buiids on the work
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of the 2000-2004 Framework but also strikes out in some exciting new directions, inchuding working to
meet the e-learning needs of students and communities, business and industry, Indigenous learners and
people with disabilities. The Framework's 2006 Business Plan can be found at:

hiip://flexiblelearning net.awaboutus

The VET sector inchides some 1900 colleges and institutes of Technical and Further Education
{TAFE’s), adult and community education providers (ACE), private training colleges, and indugtry
bodies, all providing nationally recognised vocational education and training, Most VET institutions
ars either government owned or in receipt of substantial government funding. Some, however, are
private organizations. The VET student population is in the order of 1.7 million.

FLAG welcomes this opportunity to make representations to the Attorney General's Department ("the
Bepartment”) regarding the Copyright Amendment (Technological Protection Measures} Bill 2006
("the draft Bili") and the Copyright Amendment Regulations 2006 (“the Draft Regulations™.

FLAG applauds the efforts of the Department in sceking to ensure that the regime that prevents
circumvention of technological protection measures ("TPM's"} is confined to TPM's that have a
connection with copyright. FLAG is also pleased to note that the Department has recognised that the
education sector is deserving of special treatment: the exceptions applying to educational sector use of
TPM's will be of fundamental importance in ensuring that the proposed anti-circumvention regime
does not unduly disturb the existing balance between the rights of copyright owners and copyright
users.

FLAG does not intend to comment upon every clause of the draft Bill or the draft Regulatons. This
submission will be confined to comments on those aspects of the draft Bill that are of particular
relevance to the education sector.

Those comments follow,

4.1 How do educational institutions take advantage of the exceptions contained in the new
anti-circumvention regime?

FLAG is disappointed to note that the drafters have not overcome the so-called "lamentable,
inexcusable flaw" identified by the Legislative and Constitutional Affairs Committee ("LACA"),
namely that the prohibitions on manufacture and supply of anti-circumvention devices and services are
not subject to the exceptions which apply to the act of circumvention. FLAG acknowledges that the
Government is bound by the language of the AUSFTA and appreciates the difficulty facing the
drafters. However, FLAG urges the Government to give further consideration to finding a workable
solution to this egregious flaw in the anti-circumvention regime,

4.2 Circumvention for the purpose of relying on the Part VA statutory licence

FLAG notes that the contrary to earlier assurances that the proposed new anti-circumvention scheme
would not apply to broadcasts {as this is not a requirement of the Australian-US Free Trade Agreement
("AUSFTA") it wouid appear from the definition of access control technological protection measure
and the definition of technological protection measure contained in the draft Bill that the scheme will

apply to broadeasts.

if'this is the intention then, in FLAG's submission, the proposed exception for the purpose of
accessing a work in order to copy or communicate that work pursuant to Division 2A of Part VB of
the Act should be extended to include accessing a broadcast in order to COpY or communticate that
broadcast pursuant to Part VA of the Act.
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Many educational institutions (eg universities) have entered into agreements with Screenrights (the
declared collecting society pursuant to s 135P of the Act) whereby equitable remuneration for copies
and communications pursuant to Part VA of the Act is not tied to actual copy levels. Other educational
institutions are likely to reach similar agreements with Screenrights. In the event that Australian
broadeasters adopt broadeast flags or similar technology to control access to digital broadcasts, these
institutions will find themselves “locked-out™ of content for which they have agreed to pay equitable
remusieration.

FLAG notes with concern the fact that notwithstanding submissions from education sector
stakeholders {including FLAG) regarding the importance of including Part VA as one of the
“permitted purposes” in the proposed new anti-circumvention regime, LACA declined to make such a
recommendation because the Government, through the Department of Attorney General, had informed
LACA that “broadcasts would not need to be included in the new TPM lability scheme as they do not
come within the compass of the protected copyright material under Article 17.4.7” (LACA Report
para 4.113),

In light of these assurances, FLAG has not undertaken the inquiries which would be necessary if it
were to make a detailed a submission on the current status of TPM’s and broadeasts and the likely
anticipated impact of TPM's on the ability of educational institutions to make full use of the Part VA
statutory licence. In FLAG’s submission, however, there is absolutely no basis for assuming that
broadeasters will not seek to take advantage of broadeast flags and similar access control technology
to restrict unauthorised access to digital broadcasts,

An example of a broadcast flag being used as an access control measure {s when the flags are used to
“tether” recordings to a single device. For example, a TAFE library may copy a television broadcast
using a VCR or DVD burner but then the flag may prevent that program from being played on any
other device than the one that recorded it. If a student then borrowed the DVD or video from the
library and attempted to play the program on their VCR or DVD player at home, then the flag may
operate as an access control measure {o stop the student from accessing the television program.

If as is likely such flags are used, educational institutions will have access to Jess material than they
are paying for. This will create the opportunity for broadcast copyright owners to offer to make this
material available to educational institutions in return for a further payment, which would be a
windfall.

4.3 Manufacturing etc a circumvention device

FLAG is pleased to see that the drafters have adopted the recommendation of LACA and sought to
confine the prohibitions on manufacture, import etc of circumvention devices contained in s 1 16AL of
the Act in such a way as to give some meaning to the exceptions contained in the draft Regulations (eg
by not prohibiting the act of manufacturing a circumvention device). FLAG urges the Government to
resist any pressure by copyright owner groups to deviate from this approach.

FLAG notes with concern, however, the fact that the prohibitions contained in ss 116AL and 116AM
are not subject to a permission exception. In light of the failure of the draft Bill to address the so-called
“lamentable, inexcusable flaw™ discussed at section 4.1 above, it is in FLAG s respectful submission
imperative that the draft Bill include an exception allowing for a person who has obtained the
permission of a copyright owner to do one of the acts set out in 8 HI6AL(1)a) or 116AM(1). A failure
to incorporate such an exception will arguably lead to the fudierous situation where it will not be open
to educational institutions to seek to overcome the “lamentable and inexcusable flaw” by obtaining the
permission of a copyright owner to manufacture etc a circumvention device with the intention that this
device be used by other educational institutions for the purpose of exercising their Part VB (and Part
V A} rights, Whether or not copyright owners would have permitted educational institutions to act
efficiently by sharing a circumvention device or providing circumvention services to each other, they
will be prevented from doing so. The draft Bill will force educational institutions to duplicate
resources in a most inefficient fashion.
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FLAG submits that any concern that such a permission exception could operate over-broadly could be
addressed by confining the operation of the exception to works and subject matter owned by the
copyright owner who has given permission to circumvent the TPM.

4.4 Drafting and placement of the “educational purposes” and “courses of study” exceptions

FLAG is disappointed that the drafters have relegated the exceptions intended to benefit educational
mstitutions to the Regulations and not included these in the Act. FLAG notes that in its June 2004
report, the Joint Standing Commitiee on Treaties Report ("JSCOT™) gave special mention to the
education sector, and urged the Government to legislate to protect “the rights of the universities,
libraries, educational and research institutions to readily and cost effectively access material for
academic and related purposes.” In FLAG's submission, the educational exceptions to the proposed
anti-circumvention regime are a fundamental part of the copyright balance. FLAG is concerned that
those exceptions are at risk of being repealed with relative ease given their placement in the
Reguiations rather than the Act. FLAG urges the Government to re-consider this decision.

If these exceptions are to remain in the Regulations, FL.AG asks that consideration be given to noting,
in the Second Reading Speech to the draft Bill as well as in the Explanatory Statement to the draft
Regulations, the Government’s intentton that the new anti-circumvention regime not be construed in
such a way as to imterfere with the ability of educational institutions to take full advantage of the
educational statutory licences contained in Parts VA and VB of the Act and that the exceptions in the
Regulations are critical to giving effect to that intent.

FLAG also submits that the decision of the drafters to provide a stand-alone exception in the
Regulations in relation to s 135ZMB of the Act will, potentially, cause confusion. If is uncontroversial,
in FLAG's submission, that the exception which is currently contained in subsection (b} of Regulation
207 would be construed by a court as applying to conduct pursuant to s 135ZMB of the Act. FLAG
respectfully submits that the following amendments should be made to the draft Regulations:

{a) delete the exception contained in subsection (¢} of Regulation 207;

&) amend the heading to the exception contained in subsection (b) of Regulation 20Z to
read “Educational institutions”; and

(© amend the wording of the exception contained in subsection {b) of Regulation 207 to
read “the reproduction or communication by or on behalf of an educational institution
pursuant to Part VA or Part VB of the Act. ™

Regarding the exception contained in subsection (j) of Regulation 20Z, FLAG makes the following
submissions:

s FLAG's preferred position is that malfunctioning etc TPM's be excluded from the TPM
regime. For the reasons which are outlined below, the approach adopted in the Draft Bill and
Reguliations is likely to result in users who have purchased copyright works being locked out
of access to those works if a TPM maifunctions or becomes obsolete.

¢ TLAG submits that the exception, as drafted, suffers from the "lamentable, inexcusable flaw"
- ie 2 person who is entitled to circumvent a malfunctioniag etc TPM can only take advantage
of this exception if he or she is able to manufacture a circumvention device. This, in FLAG's
submission, will render the exception of little practical use.

o It is unclear what is intended by the words “not operating normally” and “not reasonably
available”. Given that the onus of establishing the exception is on the user, it is important to
ensure that the Regulations specify with clarity the elements of the exception. FLAG
understands that the words “not operating normally” may have been chosen by the drafters
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with the intention that they would apply in diverse circumstances, including where a TPM is
obsolete, lost, damaged, defective, malfunctioning or unusable. FLAG notes that LACA
recommended that an exception be available with respect (o each of the circumstances listed
above, provided the copyright owner did not provide effective support to rectify the problem
or supply & replacement TPM (LACA Report para 4.180-4.181). FLAG respectfully submits
that if the intention of the drafters was to give effect to this recommendation (which reflected
submissions made by FLAG and other education sector groups) then this has not been
achieved by the wording in the drafi Regulations. If it is not considered appropriate {0 provide
a separate exception for each of the circumstances referred to above, then FLAG submits that
the subsection (§) of Regulation 207 should be amended to include the following: “Without
limitation, the words “not cperating normally” include the following circumstances: (a) that
the TPM is obsolete, (b} that the TPM is lost, (¢} that the TPM is damaged, (c) that the TPM is
defective, (f) that the TPM is maifunctioning, and (g) that the TPM is unusable.”

s FLAG submits that the words “a replacement technological protection measure is not
reasonably available™ should be replaced with the words “the copyright owner or TPM owner
has not provided effective support to rectify the problem or a replacement TPM.” FLAG
submits that once a user has satisfied the first limb of this exception, the exception should be
available if a replacement TPM is not available. The use of the words “not reasonably
available” raises the possibility that if a vendor was willing to make a replacement TPM
available for a fee, then a replacement TPM would be found to have been “reasonably”
available. It should not, in FLLAG’s submission, be open to copyright owners to profitas a
result of TPM’s that are “pot operating normally”. A user who has purchased the right fo
access a work must not be placed in a situation where — due to a TPM “not operating
normally” — he or she is required to make a further payment in order to be able to continue to
access the worl,

FLAG notes that the exceptions for encryption research contained in ss 116 AK, 116AL and 116AM of
the draft Bill require that the person relying on the exception be "engaged in a legitimare course of
study in the field of encryption research” or "emploved, or appropriately trained or experienced, in the
field of encryption technology.” FLAG submits that the words which are italicised have the potential
to create unnecessary uncertainty as to the scope of the exception. The concepts are vague, and will, in
FLAG's submission, impose an unwarranted chill on encryption research. FLLAG is also concerned that
the wording in ss 116AK 4(c)(1) (which wording also appears in ss 116AL and [16AM) could,
potentially, be construed as applying only to persons engaged in a course of study and not persons
engaged in research, FLAG submits that the exception should be available {o a person who is
"engaged in research or study in the field of encryption technology, or "employed, trained or
experienced in the field of encryption technology™.

Regarding the requirement in s116AK 4(d) (which also appears inss 116AL and 116AM) that a
person seeking to rely on this exception make a "good faith effort to obtain permission to do the act
from the owner or exclusive licensee of copyright”, FLAG is concerned that this requirement might
be construed by the courts as giving rise to a veto on the part of copyright owners, It, as FLAG
understands, it is not the legislative intention that a copyright owner can render the exception
unavailable by declining to give permission, then the inclusion of this requirement would appear to
SErve no purpose.

FLAG notes with concern that the status of region coding under the proposed anti-circumvention
regime is far from clear. In FLAG's submission, the draft Bill does not provide sufficient certainty,
FLAG urges the Government to enshrine, with greater certainty and clarity, its stated legislative
intention that region coding nof be subject to the anti-circumvention regirme.
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Finally, regarding the process for prescribing further exceptions to the proposed anti-circumvention
regime (as set out at s 116AK (11) to (13), FLAG submits that the Act should clarify the person to
whom submissions are to be made (ie the Attorney General). FLAG also submits that the sub-
paragraph (13) should be deleted lest it be construed as conveying a legislative intention that it is
appropriate for the Attorney General (or other relevant Minister) to take up to four years to decide
whether to recommend an exception which has been the subject of a submission.
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i SBS Corporation - Austfralia's multicuitural broadcastear

22 September 2008

Helen Daniels

Assistani Secretary
Copyright Law Branch
Attorney-General Department
Robert Garran Offices
National Circuit

Barton ACT 2600

Attention: kirsti.haipola @ag.dov.ay

Dear Halen,

SBE’ Submission on the Exposure Draft Copyright Amendment (Technological Proiection
Measures) Bill 2006.

Thank you for the opportunity to make a submission on the Government’'s Exposure Draft
Copyright Amendment (Technological Profection Measures) Bili 2006, We understand that
the Departrnent is consulting with stakeholders prior to the introduction of this legisiation. 8BS
comments on the Draft Bill are based on our previous Submissions o the Altorney-General's
Depariment and also to the House of Representatives’ Standing Committee on Legai and
Constitutionat Affairs (LACA).

Commeants on the proposed amendments {o the Copyright Act 1968 (Act):
1 Definitions
Subsection 10{1)

Wae note the introduction of a new definition of “access technoloegical protection measure’, as
well as an amendment to the definition of “lechnological protection measure’ and the
accompanying legistative Note that states:

To avoid doubt, a device, product or component {including a computer program)
that is solely designed to control marke! segmentatiorr is not an access control
technological protection measure.

By reference to a device etc solely designed to conirol marke! segmeniation this legislaiive note
clarifies that the definition of both an "access technological protection msasure’ and/or a
“technological protection measure” does not include region coding devices per se.

SRS fully appreciates the government's reascning behind the exclusion of access control
measures that are not copyright-related from the Draft Bill® and we support this approach.
Nonetheless, SBS submits that the ‘region coding problem’ may not have been fully resolved
because broadcasters frequenﬂy require access 1o DVDs sourced from different territories for
programming purposes and that imported DVD can have TPMs comprised of anti-piracy

' 8BS Submission in response to the Attorney-General's Dspt's Outline Paper: Implementation of the Austraiia-United States
Free Trade Agreement Technical Protéction Measure Provisions, July 2006, 7 August 2006 and SBS Submission o the
Standing Committes on Legal and Constitutional Affairs Feview on Technological Protection Measure Exceptions, 21
October 2008,
j Sae Stevens v Kabushiki Kalsha Sony Computer Entertainment [2005] HCAS8 and LACA's Recommendation 4

See SBS Subrnission o the Standing Committee on Legal and Constitutional AHairs. Review on Technological Protection
Measure Exceptions, 21 Cotober 2005 at point 3t Examples of TPMs having adverse effects on SBS’ practices whars SBS
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measures that inexiricably link copyright protection and market segmentation features ie.
combined access and regional codes. Therefore, the current drafting could be an issue for SBS in
future because # is the intention of the !egssiators that 8BS should not be liable if we are simply
accessing a TPM to change region codmg Since the drafting refers to the exciusion of a device
et solely designed to control “market segmentation” which has a broad meaning, SBS suggests
that this legislative note should be redrafted so that it specifically excludes region coding.

As foreshadowed in our previous Submissions, SBS is also proposing an additional exception for
broadcasters to circumvent access control TPMs for a range of purposes, inciuding acquisitions.
See SBS recommendation on s 116AK (8) below.

Definition of public broadcasters used in the Defences for certain public institutions

In the Defences for certain public institutions the Draft Bill introduces a working definition of pubiic
broadcasters detived from the US Free Trade Agreement implementation Act 2004° that differs
from the Copyright Act's current definitions® and their usage. Spemflcaiiy the new clauses
relating to the limitations on liability for public broadceasters found in Subdivision A, s T18AF (iv)
and Subdivision E in s 132APA (8} {d) etc of the Draft Bill refer fo public broadcasters in the
following manner:

a public non-commerciai broadcaster (including a body that provides a national
broadeasting service, within the meaning of the Broadcasting Services Act 1992,
and a body that holds a community broadcasting licence within the meaning of that
Actl;

As both the 8BS and the ABC, being the bodies which provide a national broadcasting service
within the meaning of the Broadcasting Services Act 1992, engage in significant commercial
revenue-raising activities in the form of ancillary merchandise and other enterprises, we are
eoncernied that the inclusion of the expression 'non-commercial broadcaster’ shouid be clarifisd.
Clearly, the expression is intended to distinguish public broadcasters form commercial
broadecasting services under the Broadeasting Services Act.

identifiad the fplfowing example of TPMs currenfijf affecting the legitimats activities of SBS, or likely fo have an effectas a
rasult of the introduction of the AUSFTA TPM Regime by T January Z2007:

{a} Access to DVDs sourced from different "regions”. 3885 needs fo access DVDs sourped from different
countries for purposas such as previewing overseas sowesd television programs for broadeast flcensing, and
previewing DVDs (o be marksted in Australia by SBS Program Sales.

Example: S8S Program Purchasing and Program Sales can currently play most DVIDs received for preview from overseas
ficensors on multi-region VI players. However, 5835 PC DVD-Roms and some other broadcasting equipment are not
mutti-region coded and therefore we have experienced difficulty in playing overseas-sourced DVDs on these.

* See Kimbertes Weatherall's blog at < hitp/fweatherall. blogspol.co., Weatherall’s Law, The TPM (OzDMCA) Exposure
draft: Some commaents , “What does all this mean for ragional coding?”, September 8, 2008. She says, “Frankily, I'm rot
aware of any technology or component that is designsd solely to effect region-coding. Currently, with respect o mowvies,
region-coding is enforced using a combination of C58 and contracts that require the makers of DVDs to enforce Reglonal
Playback Condrol (for details, see (her) submission to the TPM inquiry last year). C88 Is atso designed fo prevent use of
unauthorised disks. in fact, when # comes 1o next generation DVD technology (HD DVD or BiuRay), the same system s
going 10 be uged to enforce ail kinds of controls - including region-coding. In that event, this ‘gualification’ in the Note will
s:mpfy not be ussftl.”

¥ Bchadule 8, Copyright Amendments, include a ‘Defence for certain public institutions' et that includes at

Y} & public non-commercial broadeaster, including:
(it & body that provides a national broadeasting service, within the meaning of the Broadcasting Services Act
1992, and

{ii} a body that hoids a communily broadeasting licence within the meaning of that Act.”

afier subsection 132 (BE), a new (8EA)
® Gurrent definitions of $BS and public broadcasters In the Copyright Act 1968 (“Act’) inclixde; section 10 of the Act states:
the Speciai Broadeasting Service Corporation means the body corporate preserved and continued in existence as the
Special Broadcasling Service Corporation under section 5 of the Special Bmadcastmg Searvice Act 1991 ("S85 Act’)and &
specifically referred o by name in sections 91, 198 et of the Act. However, in s 135221 “free to air broadcast™ means &
national broavicasting service, a commercial broadcastmg service or a communily broadeasting service within the meaning
of the Brogdoasting Sendces Act 1882 (BSA). {8 13 of the BSA provides that national broadcasting ssrvice inchudes S8S5),
So the proposed definition might be consistent with s 136ZZ1 but for certainty SBS would require a reference by name,

SBS Act: seg SBS Charter at clause 6 (B): “A subsidiary function of the SBS is to carry on, within or outs:de Austraiia, any
busingss or ativer activity incidental ko the fulfiment of the Charter.”
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in order to avoid confusion, we suggest it be reworded as follows:

“a public broadcaster (being a body that provides a national broadcasting service,
within the meaning of the Broadcasting Services Act 1992), or community
broadcaster (being a body that hoids a community broadcasting licence within the
meaning of the Broadcasting Services Act 1992), and ...”

We have highlighted the changes this would involve to the current draft in bold below:

“q public (delete “non-commercial”} broadcaster (delefe "including” and
replace with "being”} a body that provides a national broadcasting service,
within the meaning of the Broadcasting Services Act 1992, and (add " a
community broadcaster being”) a body that holds a community
Broadcasting licence within the meaning of the Broadcasting Services Act
1992); and ...”.

2 Subdivision A — Technological protection measures
Seclion 118AK Circumventing an access conirol technological protection measure

Notwithstanding that Austrafia’s requirements to comply with Article 17.4.7 (e) (vii) of the AUSFTA
only require the Act to provide an exception for:

“access by a non-profit library, archive, or educational institution tc a work,
performance, or phonogram not otherwise available to it for the purpose of making
acquisition decisions ..."

SBS proposes a further amendment to this section that would provide as necessary for
broadcasiers to access region-coded DVDs of television programs and films in order tc make
acquisition decisions.”

We suggest that section 116AK be amended by inserting a new subciause at s 116AK (8) (b) (iv)
to follow after s 118AK {8) (b) (iif} that states:

“(iii) an educational institution; or

(iv} a public broadcaster fheing a body that provides a national
broadcasting service, within the meaning of the Broadcasiing
Services Act 1992, and a community broadcaster being a body that
holds a communily broadeasting licence within the meaning of the
Broadcasting Services Act 1992); and .. ",

% See SBS Submission to the Standing Committes on Legal and Constitutional Affalrs Review on Technological Protection
Measure Exceptions, 21 Qcfober 2005 at point at §: ‘Proposed exceptions’

SBS submits that the Committee should recommend exgeptions for broadcasters on the basis of the adverse effects outlined
in Note 3 above using circumvention davices as follows. Our exceplions were drafed on the basgis that the AUSFTA TPM
Regime would not result in prohibition of clreurvention of TPM copy-controls, including where a copy-control Is part of
a TPif access regime.

{1 Agcess to DVDs sourced from different “regions”™

...a5 necassary for broadeasiers v access region-coded DVDs of television programs and films in order to make acquisition
decisions.

We nole that there is afready an existing exception under the AUSFTA TPM Regime protecting the right of librares fo
circumvent TPMs for the purposes of thelr acquisition decisions, This exceplion would be analogous and is equally
justifiable. The exception applies only 1o a limited class (region-encoded DVDs of tefevision programs and films), It does not
impair the adequacy of legal protection or the effectivensss of legal remedies against the circumvention of effective TPMs,
a5 onfy a clearly defined and highly visibla class of users (broadoasters) is permitted to purchase and use such devices.
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288 would aiso like to comment on some possible omissions from the draft legislation, as
follows:

3 Copyright and ‘Coniracting Out’

The issue of excluding of limiting permitting exceptions by agreement was considered by the
LACA which recommended that:

“the legisiation implementing Article 17.4.7 of the Australia-United States Free
Trade Agreement should nuflify any agreements purporting to exclude or limit the
appiication of permitted exceptions under the liability scheme”

(Recommendation 33).

As SBS has stated in a number of submissions to government,” we are strongly of the view that
contract law should not override fundamental rights and exceptions provided for in the Act.

SBS supports the CLRC recommendation in 2001 that the Act should be amended to preserve
the integrity of certain exceptions which are fundamental to the bafance between the interests of
copyright owners and users,

SBS maintains that rightsholders should not be able to contract out the statutory exceptions to
the TPM liability scheme. This principle has already been adopted in s47H of the Act, which
provides that an agreement is void where it excludes or fimits users from making copies of
computer programs for particular uses. In addition, similar legistative protections have been
adopted in other Australian statutes such as the Trade Practices Act (1974) s68, Corporations
Act (2001} 3199C, and Occupational Health and Safety (Commonwealth Employment) Act (1 9g1)
580. Moreover, international precedents already exist to ensure that copyright is not overridden
by contract such as the interpretative rules and preemption doctrine in the United States.™’

Examples of the interaction of commercial and/or statutory licences (imluding‘ exceptions)
with contract '

Statutory licence exceptions and Contract

SBS relies on the Act’s statutory licence exceptions for broadcast programming of musical works
and sound recordings. Therefore, rightsholders should not be able to exclude these exceptions
by means of their contracts with broadcasters and/or under their distribution agreements o
supply music content in digital format to users in niche markets, such as iTunes for iPods that
might be the only format available in some circumstances for broadcasters to obtain music for
program purposes. Whilst the rightsholders will be keen 1o protect their commercial interests, their
ability to contract out of the exceptions would undermine the government’s ongoing policy
justification for these broadcasters exceptions i.. to ‘promote efficiency in broadcast
programming’; and because they are ‘necessary and desirable given Australia’s dispersed
geagraphy and different time zones that operate’.”

Commercial Licences and Contract

SBS also has a range of commercial licences with music collecting societies amongst other
parties. For instance, $BS has two key blanket licences with APRA and PPCA to broadcast
music.

SBS does not agree with the conclusion of the LACA (point 4.173) that as blanket licences tor the
use of music by broadcasters are contractually negotiated, that there is no justification for an
exception to ensure that broadcasters can, i necessary, break TPMs fo use copyright products
purchased under those licences. We point to four issues:

* 5BS made a submission to government on Copyright and Conitract to DCITA's Portfolio Discussion Paper on the
Copyright Law Review Committee’s {CLRC) final report or Copyright and Contract in 2003; and also seg our Submission to
the Aftomey-General's Department on Fair Use And Other Copyright Exceptions Ire July 2005. '

% See: hitp /e copyiialt.com. axfreponts o0& % 20napers/issuesPaper Lindsay odf at 40 — 42, .

¥ Copyright Law Review Commitée, Copyright and Contract, {Commonwealth of Austrafia, Canberra 2002), Appendix D,
“Table of Exceptions’ at 296 and 298, o ’ ' e .
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(1}  Existing licences do not contain TPM permission clauses:

Uniess a bianket licence contains an express contractual term permitting SBS to
prospectively break any kind of TPM in any product in APRA or PPCA's vast local and
international repertoire of represented licensors, there is a risk of breach of the TPM
provisions. As SBS current agreements with APRA and PPCA are of many years
standing and continue to roll over, the issue of TPMs is not mentioned. These kinds of
agreements tend to be long running and therefore the opportunity to respond to new
TPM issues may not arise.

{2}  Anticipating TPM usags:

As APRA and PPCA represent licensors of hugs international repertoires of music,
they are not necessarily in a position to know what each licensor is doing with TPMs
applied to their products in all jurisdictions. As SBS often uses music bought from
overseas this issue may be exacerbated as different jurisdictions may take different
approaches to TPM righis management.

(3) Getting permission from licensors:

We have concerns as o whether PPCA and APRA will be able to obiain consents from
their licensors e the appropriate TPM parmission clauses 5BS will require. As
broadcasters are a relatively small and specialised user set, they are not in a position
to dictate substantive changes to the general consumer regime that licensors will apply
1o TPMs,

{4y Time required to obiain a licence to break a particular TPM:

On the assumption that SBS’ blanket licences are uniikely to contain appropriate TPM
clauses to cover every eventuality as set cut above, the only other option would be o
contact individual licensors directly to ask parmission to circumvent. This is impractical.
SBS requires the exception to ensure that it will not be in breach of the Copyright Act if
itis fo circumvent & TPM in order to access and use a legally licensed CD at short
notice, it is rot practical for SBS to have to contact individual licensors to seek
permission to break a TPM or supply a non TPM product, or ask APRA or PPCAto do
so for them, with in the time frame of broadcasting. While SBS has not yet encountered
TPM issues with CDs or other music products, it appears likely that the music industry
will soon follow the film indusiry and apply them even if a CD will play on a consumer
product, the TPM may not respond to broadcasting equipment.

Under these agreements SBS is afready paying rightsholders significant sums for the
right to broadcast musical works and sound recordings and so we would expect to be
able o obtain that copyright materta! unhindered by either TPMs or coniract.

Since the principle of rendering void agreements that purport to contract out the
copyright exceptions has aiready been adopted in s47H of the Act, we suggest that the
Exposure Draft of the Copyright Amendment (Technical Protection Measures) Bill
2006, Subdivision A, be amended to provide that an agreement is void where it
excludes users from unlocking TPMs to exercise the lawful exceptions. A new
subciause addressing agreemeants excluding the operation of the TPM exceptions
could be introduced under a new header: “Agreements excluding cperation of
certain provisions” that would be complemented by insenring a new subclause, at s
118, possihly after ss 116AP, that states:

“An agreement, or a provision of an agreement, that excludes or limits, or

has the effect of excluding or limiting, the operation of [Subdivision A} or
section [TBA] or subsection [TBA], [TBA], [TBA] or [TBA], has no effect.”

5BE red: WA15812111 e - - ) 3



4 Effective vs Ineffective TPMs

Since the AUSTFA only protects “effective” TPMs, we suggest that this Draft Bill distinguishes
“sffactive” TPMs from “ineffective” TPMs so that only “effective” TPMs are captured by the
proposed legislation.

Thank you for providing us with the opportunity to participate in this consultation. We understand
that the Depariment is also conducting a fimited further review of some possible exceptions to the
TPM schema and so we will make another submission to the Attorney-General's Department in
support of granting broadcasters exceptions to the TPM scheme.

Yours sincersly

i.esiey Power
Corporate Counsel

Phone: 02 9430 3285
iasiey. power @SBS.com.au

SBS ref WAI5812111 ' . 153
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Executive Summary

1.

The Technological Protection Measures (TPM) regime required under the
Australia - United States Free Trade Agreement (AUSFTA) will shift the existing
balance significantly in favour of copyright owners, and against institutiona and
cther users, by:

—  prohibiting the activity of circumvantion, in addition to dealings in
circumvention devices and services;

- allowing exceptions in respect of the activity of circurmvention, but not dealings
in circumvention devices and services;

— Imposing several criteria on the exceptions which may be granted in that area.

The Department of Education, Science and Training’s (DEST) overriding concerns
in this Submission are to ensure that the legisiation does no more than is required
under AUSFTA,; that there is fiexibility in the area of exceptions to moderate the
shift in the copyright balance: and there is a focus on commercial piracy, not on
ordinary users,

introduction

3.

DEST supports the broad objectives of the copyright system. Education and
research interests broadly accept the need to safeguard the rights of copyright
owners and creators. Indeed a substantial volume of copyright material originaies
within the education and research communities.

There is aiso an important public interest in encouraging innovation, and in
ensuring effective access to copyright materials for education and fesearch
burposes. Such access determines the coportunities for students, teachers and
researchers to take their place in a competitive global information economy. In
this sense education and non-commercial research should be looked at differently
to most other industry sectors, because there are important positive externalities
flowing from those activities.

General comments on the TPM scheme

5.

DEST commends the AGD on its drafting of a TPM scheme that is linked to
pretection against infringement of copyright materiai, DEST appreciates that the
wording of the AUSFTA allows very little scope for flexibility, making it extremely
difficult for AGD to implement a regime that preserves the balance between
copyright owners and users.

DEST has consistently asserted that the scheme implemented under Article
17.4.7 of the AUSFTA should:

—  notcreate additional rights for copyright owners beyond the scope of the
Copyright Act 1968 (the Act); and



10,

— notimpede access to digital material, particularly as required by the
educational sector.

DEST considers that the requirements under Article 17.4.7 of the AUSFTA shift
the balance overwhelmingly in favour of copyright owners. The protection required
against the circumvention of TPMs under the AUSFTA places a layer of protection
over copyright material beyond current protecticns available in copyright law,
Copyright owners’ rights are significantly increased by aflowing them to take
actions beyond those merely relating to infringement of their copyright material.

DEST believes that the protection of TPMs, in particular access control TPMs
(AC-TPM;}, could have the undesired or unintended effect of protecting copyright
owners in areas other than copyright law. Digitai material is usually covered by a
number of technological layers, not all of which are designed to protect against
infringement of copyright. Such technological layers, used more and more
frequently as digita! rights management (DRM), can have the effect of functioning
as a TPM without necessarily being used with the intention of the copyright owner
to prevent or inhibit copyright infringement.

Consequently DEST believes that the proposed TPM scheme should attempt fo
retain, as far as possible, the effect of the High Court decision of Stevens v
Kabushiki Kaisha Sony Computer Entertainment’ (Sony). in particular DEST
notes statements made by a spokeswoman of the Attorney-General following the
decision that the ‘decision simply shows that the Copyright Act is effective in
giving copyright owners the right to protect against copyright infringement while
allowing Australian consumers to use legitimately acquired products’

DEST alsc weicomes the focus of the legisiation, outlined by the Attorney-General
on 14 May 2006, and the range of exceptions to the TPM scheme. However
DEST notes the ability to make use of exceptions is significantly reduced by the
need to either make the circumvention device yourself or to import it for non-
commercial use. This will become mora apparent after the enactment of this
legislation when we anticipate copyright owners will begin wide-scale application
of TPMs. This concession presupposes a level of technical capacity which is not
widely avident in Australia.

Access to copyright material in digital form

11.

DEST considers that it is extremely important that the proposed legislation inhibit
as little as possible access to copyright material (as opposed o the exploitation or
copying of copyright material which has traditionally been the concermn of copyright
faw). It is not in the best interests of Australian education or science sectors that
access to information be impeded in any way.

" [2005] HCA 58 (6 October 2008).

* Priest, Marcus and Crowe, Davide, “Copyright ruling runs fou! of free-trade pact The Australian
Financial Review (7 Qctober 2005)



12.

13.

DEST regards the anti-circumvention regime as having important consequences
for the delivery of copyright material in digital form. The migration of information
onto an increasing range of digital platforms has been accompanied by new
mechanisms for communicating copyright material. Development of these new
mechanisms should be encouraged as integral to fostering technical and cultural
innovation. If misused by copyright owners the legisiation could have the
unintended consequence of stifling the dissemination of digital material to the
pubtic.® Copyright legislation has not in the past prevented access o information,
merely given the copyright owners certain rights over the exploitation of their
material.

It is important to preserve the right of access to copyright material, particularly for
the education, training and research sectors. This is becoming increasingly
difficult as digital material is subject to a greater number of protections.
Consequently DEST is concermned that the TPM scheme could create further
obstacles to copyright users in their abifity able to access digital material beyond
the complications aiready faced by users in this area. DEST notes that it is not the
palicy intent of the Government to impede the right of copyright users 1o access
digital copyright material.

Confining the TPM scheme to protection of copyright

14, DEST supports the view, expressed in the draft Bili, that protection of AC-TPMs
should be limited to those that are actually intentionally used by copyright owners
to protect against potential infringement of their digita! material.

Explanatory materiai
15, DEST considers that due to the technical nature of the material covered in the

draft Bl it is essential that stakeholders, the judiciary and the public be given as
much interpretative guidance of the provisions as possible. This objective can be
assisted by the drafting of explanatory material that:

—  provides reai-life examples of the types of measures the legislation intends o
cover,;

~ outlines the rights being conferred to Copyright owners under the legistation;

~  specifies the types of actions that should be exciuded under the legistation;
and

— outlines the policy rationale behind the legislation and how the TPM scheme
relates to copyright law.

® For real-life scenarios where the US anti-circumvention scheme has been used outside the scope of
copyright iaw see www chilingeffects.org.



The need for further exceptions

18,

Legislative exceptions will be crucial in providing the educationat sector with
access to copyright material in a digitally networked environment. Given the
potential for unintended consequences from the implementation of this scheme,
and the potential impacts on users of copyright material if exceptions are not
allowed, DEST submits that there should be a general opportunity to make
submissions for further exceptions on an ad hoc or ‘as needed’ basis,

Definitions

Technological protection measure

‘designed’

17.

DEST's understanding of the technology is that technological aspects of a digital
product may entail a variety of purposes, of which one such purpose is prevention
of access to copyright content. There may be difficuities in applying a test which
rests on the assumption that the purpose is wholly one thing or another. DEST
suggests that the requirement shouid be ‘primarily designed’. This would provide
a proper balance with the test suggested for devices aimed at segmenting
markets - see below, para 24.

‘works or other subject-maiter’

18,

19.

20.

The definition of TPM refers to its use in relation to ‘works or other subject-matter’.
This phrase has been used consistently in the Act to refer to the full spectrum of
Copyright material protected under the Act. DEST notes the comments by AGD in
their suppiementary submission to the LACA Committee on December 2005. In
response to question 4 posed by the LACA committee AGD stated that the
AUSFTA only required protection of ‘works, performances and phonograms’
under international law.

The AUSFTA does not require protection of TPMs used over broadcasts and
published editions. This is consistent with their treatment at international faw.
Under Austraiian domestic faw, although broadcasts and published editions are
protected, the protection given is less extensive than to other types of copyright
material. Those classes of copyright are typically derivative in nature; they embed
pre-existing substantive copyright material, to which a ‘thin’ layer of presentation
or delivery is applied. The Act accordingly treats broadcasts and pubiished
editions as minor copyrights in several respects, e.g. they are disregarded for the
purpose of allocating royalties under statutory licences.

The Act currently provides protection to broadcast decoding devices in Part VAA.
The protection given under this part could potentially averlap with the protection




under the TPM scheme. DEST submits that broadcasts already receive equivalent
protection against unauthorised decoding in Part VAA of the Act.*

21. Protecting TPMs over published editions of works is also problematic. The
protection of published editions allow people to format public domain material and
place a TPM over that material by claiming copyright in the published edition. This
prevents the public gaining access to material in which the term of copyright has
expired. Preventing material from entering the public domain upsets the copyright
balance. DRM protections are already used to selectively determine access o
digital material. Technological measures over published editions should not
further ercde the availability of access to public domain material.

22, Further, copyright in a published edition is the exclusive right to make a facsimile
copy of the edition, i.e. a hard copy. It is difficult to see how a TPM could protect
such a copyright. In practice it is likely that TPMs wouid be applied to a publishad
edition in order to protect the underlying copyright material, and the TPM scheme
can be applied in that regard without any extension to cover published editions as
such,

23. DEST accordingly submits that the Bill shouid only protect works, performances
and phonograms, and not extend to broadcasts and published editions. That
interpretation is consistent with the AUSFTA and is in the interests of education
and scientific users of copyright material.

‘solely designed’

24, DEST appreciates that the draft legisiation is intended to exclude devices aimed
at segmenting markets from the definition of TPM. The clarification that measures
which are ‘solely designed’ to prevent market segmentation are excluded from the
definition of TPM is of limited effect, indeed it would rarely apply.

25. Market segmentation devices are usually combined with some form of access
control measure which creates the strong possibility that those measures will fall
under the definition of TPM. For a measure to fall within the definition of TPM it
only needs to prevent or inhibit copyright infringement ‘in the normal course of
operation’. DEST has suggested above that for a measure to fall within the
definition of TPM it shouid be a “primarily designed” to prevent or inhibit copyright
infringement. DEST also suggests that the explanatory note should use the same
wording. In this way the measure will be classified as either 2 TPM or market
segmentation device according to what is the primary purpose.

* DEST notes that the protection given to broadeasts under Part VAA will soon be increased in
accordance with changes announced by the Attorney-General on 30 June 2005 to criminalise
unauthorised access to Pay TV broadcast signals. o




‘circumvention device’/ ‘circumvention service’

26.

The definition of circumvention device and service has been extracted from Article
17.4.7(a)(ii) of the AUSFTA. The definitions have been drafted as a circumvention
device / service ‘of a person’. DEST appreciates the wording of the definitions to
link the circumvention device / service to the person marketing, promoting the
device / service in paragraph {a) of the definition. However, it is unclear how the
reference to ‘the person’ applies to paragraphs (b) and (c) of the definitions.
DEST submits that (b) and (c) must consistently refer to ‘a person’ to be
consistent with the chapeau of the definition. Additionally, the relationship of the
‘person’ to the circumvention device / service is unclear. DEST submits that
further clarification of this relationship is required.

‘circumvention’

27.

28.

29,

30.

31.

The draft Bill does not contain a definition of ‘circumvention’. DEST submits that
‘circumvention’ should be understood as g relevant circurvention - that is, a
circumvention that is knowingly or intentionally directed towards copyright
infringement of the relevant work or other subject matter. An example will
iliustrate the point.

Assume that a measure designed to prevent access is applied to a collection of
materials. DEST considers this to be a very likely scenario. The collection may
be composed of a mixture of materials, including;

—  8ome works ete. that are protected by copyright, that the user is not entitled to
access (‘protected works’);

— some works ete. that the user is entitled to access, for exampie, because they
are in the public domain, or because the user is actuaily the owner of copyright
or because they have the licence of the copyright owner to access and use the
works (‘non-protected works').

The question arises as to how the draft TPM regime would apply where the user
merely desired to access the latter works. It would be anomalous in DEST’s view
if the TPM had the effect that copyright owners could prevent legitimate access to
non-protected material by combining that material with other, protected material.

It is important to remember that the term TPM and the term ‘AC-TPM are
detined not in vacuo but in refation to a particular work or other subject matter.
Clearly the access measure would be an AC-TPM in refation to the protected
works etc. However, on our interpretation the access measure would not be an
AC-TPM in relation to the nen-protected works efc. This follows from the
definition of AC-TPM, which requires that the measure be designed to prevent
acts of copyright that infringe the copyright in the work or other subject matter.
Thus the same access measure is an AC-TPM for one purpose, but not an AC-
TPM for another purpose,

The terms ‘circumvention device’ and ‘circumvention service’ are defined in
relation to a particutar TPM, and ultimately, therefore, in relation to a particular




32,

33.

34,

work or other subject matter. it follows that a device (or service) may be a
circumvention device (or service) in relation to the protected works but not in
relation to the non-protected works.

DEST therefore submits that ‘circumvention’ (like the underlying concepts abova)
must be understood in refation fo a relevant work or other subject matter. This
applies to all usages of the term in the liability scheme, including those relating to
dealings. This is consistent with the fact that any action under the liability scheme
must be brought by the copyright owner of the relevant work.

in our example above:

— inrelation to the non-protected works, the ‘circumvention’ can be disregarded
because, to the extent an access measure is applied to those works, it doesg
not fulfii the purpose of an AC-TPM {that it prevent or inhibit infringements);

— inrelation to the protected works, the ‘circumvention’ should also be
disregarded, because it was not undertaken in order 1o access those works
and perform the infringing acts that the AC-TPM is designed to prevent or
inhibit.

To put the fatter point beyond doubt DEST recommends that ‘circumvention’ be
defined along the following lines:

‘circumvention’ means to avoid, bypass, remove, deactivate or impair a technological
protection measure used in relation to a work or other subject-matter, with the
intention of deing an act:

(&) tha’i_ is comprised in the copyright of that work or other subject-matter; and

{b) that would infringe that copyright.

Liability Scheme

35.

The fiability scheme as reflected in the Exposure Draft Bill is required under Article
17.4.7(a)(i} of the AUSFTA. While the liability scherne does not prohibit
circumvention of TPMs that protect copyright, the scheme protects against the
circumvention of TPMs that control access.

Dealings in circumvention devices

36.

37.

The liability scheme attaches liability to certain activities where the device is
intended to be provided to another person or where the device is provided to
another person. This is presumably to exclude the situation where devices are
manufactured or imported for personal or internal use (as indicated in the AGD
second supplementary submission to the LACA Committes).

To exclude personal dealing in circumvention devices from liability would, to some
extent, allow some flexibility towards solving the ‘flaw’ in the AUSFTA. DEST
submits that although a small number of institutions may be in a position to
manufacture or import circumvention devices themselves, many institutions will
not be as fortunate.



38. The reality is that people who want to be supplied will have to be supplied from
jurisdictions outside the country without similar copyright regimes.

Civil liability

39. DEST submits that the TPM scheme would be more effective in meeting the
poiicy intention of the Act if liability under s 116AL applied only where the
circumvention device is ‘provided to the public’ rather than “o another persor’,
‘The public’ is a phrase used consistently in other areas of the Act and has been
interprated by the courts to mean ‘the copyright owner’s public’.? While this can
apply 10 a single person, the issue in question is the relationship between the
public and the copyright owner.

Providing a circumvention service

40. The comments in paragraph 39 above apply equally to liability under s 116AM in
relation to provision of a circumvention service.

Exceptions

Permission

41. DEST notes the inclusion of an additional exception available against the activity
of circumvention of an AC-TPM where the defendant has reasonable grounds to
believe they have the copyright owner's permission to circumvent. This is more
fimited than the permission referred to in the definition of an AC-TPM. The
permission in the definition of AC-TPM is that of permission to gain access to the
copyright material. DEST submits that the wording of this excepfion should be
consistent with the wording used in the definition of AC-TPM. In other words, the
exception should apply where the defendant has reasonable grounds to believe
that the copyright owner has given permission to access the copyright material.

Interoperabiiity

42, DEST notes that this exception applies only to the limited definition of computer
programs as defined in s 10 of the Act. DEST submits that the extended definition
in s 47AB of the Act should also apply t¢ ‘computer programs’ under this
exception.

Encryption research

43, DEST notes that the person involved in the activity to which this exception appiies
must be engaged in the field of encryption research. DEST believes that this
wording is more limited than the wording required under the AUSFTA. The
AUSFTA only requires that the activities be performed by an ‘appropriately

® Telstra Corporation Ltd v Australasian Performing Right Association Ltd (1997) 146 ALR 649 (Music
on hold case) '



qualified’ researcher. DEST believes that the seope of this phrase should extend
to persons beyond those employed or trained in ‘encryption research’ to those
empioyed or trained in information technology or mathematics.

44, As currently drafted the provisions assumes that the beneficiary of the exception
is the same 'person’ who is ‘appropriately trained . . .’ efc, and the same as the
person who makes ‘good faith efforts’ to obtain permission. DEST requests that
the provisions be expressed in more flexible ianguage to accommodate team
based situations that might arise in a research body such as CSIRO.

Online Privacy

45. We would appreciate greater clarification in the Explanatory Memorandum of the
work or other subject-matter referred to Section 116 AK (8)(b)(iv) of the exception
relating to onfine privacy. It is not clear what the intended operation is of the
criteria.

Groundless threats

48, DEST submits that s 202A should alse apply to groundiess threals made under
$s. 116AL and 116AM of the draft Bill.

10
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TO:  Copyright Law Branch
Attorney-General's Department
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BARTON ACT 2600

Submission made by AVSDA to the Attorney-Generai’'s Department on the
Copyright Amendment {Technological Protection Measures) Bill 2008

introduction:
The Australian Visual Software Distributors Association (AVSDA) represents 14

distributors of DVD and VHS films in Australia and in 2005 its members
manufactured over 65 million DVD’s for the Australian market. The home
entertainment film industry now exceeds that of the theatrical industry and achieved
revenues in 2005 in excess of $1.2 billion. lts members include the five major
Hollywood Studics, Village Roadshow, and a number of other Australian independent
distributors. AVSDA is the industry's peak group.

AVSDA members and their business partners are embracing new business models
and technologies for the benefit of consumers. Film distribution companies and
copyright owners are actively seeking ways to distribute their films and TV shows
using digital distribution methods (including the internet and mobile ptatforms). in
order to deliver content digitaily, however, the distributor has to 1) protect the
copyright and 2) control access 1o the work so that it is legitimately purchased or
viewed at the appropriate time by the appropriate person.

it is on this second point which AVSDA would iike the Government to reconsider its
approach to deaiing with access conirols which as currently drafted does not provide
the Copyright Owner any protections should someone circumvent the control to gain
free or inappropriate access to a work.

Australian Government is non-compliant with the AUSFTA:

AVSDA believes that with respect to the Government's position on access controis
as detailed in this Bill - not containing a link to copyright and therefore under the
AUSETA is not a TPM and should receive no protection under the law — is flawed
and will have serious conseduences.

AVSDA is aware of detailed submissions made by the International Inteliectual
Property Association, the Australian Federation Against Copyright Theft and The
Australian Copyright Council on this matter of access cantrols and supports their
subtriissions.

' Section 16 (1) of the Copyright Act 1968, Access Control and TPM definition, paragraph (b},



This subrmission will not go into the technical interpretations of the AUSFTA and
WIPO treaties again and make comparisons against this Bill except to refer to Article
47 4.7 b of the AUSFTA. This Article defines an effective technological measure
(ETMs) to include “any technology, device or component that, in the normal course of
its operation, controls access fo a protected work, performance, phonagram, or other
protected subject matter” (emphasis added). Articles 17.4.7.a.i and ii require
AUSFTA parties to prohibit circumvention of ETMs and trafficking in tools aimed at
achieving such circumvention. While a number of exceptions to these prohibitions
are authorized under Articles 17.4.7.e and f, none of these take the formof a
categorical exciusion of a genus of access contro! techniologies from alt protections
against circumvention acts and trafficking in circumvention toois as attempted by the
Copyright Amendment (Technological Protections Measures) Bili 2006.

AVSDA was pleased to hear the Attorney-General, Hon Phillip Ruddock MP, make a
speech to a Copyright Forum in Sydney on 22" September 2006 in which he
included access controls under the definition, or category, of a technological
protection measure. This comment contradicts, it appears, the drafting of this Bill.

Business models not protected by this Bill:

AVSDA and Sandra Aistars, Senior Counsel, Intellectual Property, from AOQL Time
Warner in the US held briefings with the Australian Government in Canberra on
Tuesday, 8" August 2006. In that briefing, Ms Aistars detailed AOL TW’s business
modals and deals which aim to distribute content in a digital format using varicus
methods. In each of these models, TPMs are critical in ensuring that access is given
only to those who are authorized to see or download the content. This Bill would
undermine many of the models presented.

AVSDA is aware of business modeis being developed around the worid and in
Australia and content deals being created for local consumers. This Bill removes
protections understood to exist to copyright owners around access controis. If this Bill
becomes law, and TFMs restricting access are not protected, then AVSDA
companies will reconsider offering content and services in the Australian market.
Australian consumers would be the ultimate loser. Surely this outcome is an
unintended consequence of the drafting?

A simple example of a business model not protected by this Bill would be a company
offering its films or TV shows to consumers in a streaming service over the internet or
a portable device when they have paid a fee or that consumer has been datermined
eligible to receive the content. The distributor of the content places a TPM or access
control on the stream to ensure that only those that have paid for or are eligible to
view the content can do so. This Bill would allow consumers to legally break the
access control and view the content for free.

Government intent behind a broad definition of access controls in this Bilk:
AVSDA does not understand the rationale for making the activity of circumventing
TPM access controls legal, yet legistating at the same time to criminalize signal theft
of subscription TV signals. Therefore, AVSDA does not accept the argument put
forward by AGD officials that an amendment such as the one proposed in this
exposure draft Bill regarding access controls is appropriate, where it has no link to
copyright, that industry can seek remedial action elsewhere (in other legislation} for
sircumvention of TPM and access controls designed to protect the types of business
rmodels previously described. It seems strange that on the one hand an amendment
is proposed in this Bill which results in a problem the Government recognizes, results
in another Act requiting an amendment to fix. The criminalization of signal theft for
subscription felevision amendment shows it can be fixed through the Copyright Act
should the Government insist on this definition of TPMs and access controls.
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If the intent of the Government - and of the LACA Committee —is to allow Australian
consumers to use multi-region or zoned DVD players and broadly defining access
controls as a result, the method used to do so inthe Bill will lead to, AVSDA submits,
wider and adverse implications and suggests another legistative device to achisve
this inient.

The debate around chapeau interpretations of the AUSETA by the internationai legal
repregentative of AGD's is not one AVSDA wishes to join at this time. it simply wants
to ensure that should the Government wish to do something around region coding,
that it not damage iegitimate business models by so doing and thereby reducing
choice and services for the Australian consumer. '

Yours sincerely,

[Electronically defivered]

SIMON BUSH
Chief Executive

Ce: Mr Tim Mackinnon, Office of the Attorney-General, Hon Philip Ruddock MP
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About the Ausiralian Pubiishers Association

The Australian Publishers Association (APA) is the peak industry body for
Australian book, journal and electronic publishers. Established in 1948, the
association is an advocate for all Australian publishers: large or small; commercial
or non-profit; academic or popular; locally or overseas owned. Over the years the
APA has grown from modest beginnings and a membership of twenty, to over 160
members and represents 91% of the industry, based on turnover.

The sector has seen exporis greaily increase, particularly in the
education/textbook arena. 64% of all books sold in Australia are originated and
published in Australia (compared with 10% in the mid 1970s). By comparison,
Australian films generated 1.3% of box office receipts (2004) and Australian music
recordings accounted for 16% of sales {2002).

Exports have increased 261% over the past seven years. Exporis as a
nercentage of total sales rose from 8.5% 1o 15% over the same period.

The success of the Australian book industry depends on effective copyright law.

Executive Summary

This submission addresses matters that are associated with the Exposure Draft of
the Copyright Amendment (Technological Protection Measures) Bill 2006
{“Exposure Draft”).

The APA has several broad and overarching submissions {0 make:

» Apart from the carve outs through the exceptions io the proposed section
116AK the Exposure Draft does not comply with the Government's stated
objectivas.

s In its current form the Exposure Draft is unlikely to provide confidence that
copyright protection in the digital environment wilt occur.,

« The Government's assertion that increased penalties will provide a form of
surety for the growth of digital content is misplaced. It wiil be harder under
the new regime for Technical Protection Measures (TPM) to obtain a
conviction. The opportunity to maintain a successful prosecution on the
basis of the proposed section 166AK (1) is highly unlikely given the
interpretative challenges and litigation difficulties contained in clauses 1 to 4
of the Exposure Draft.

» Such is the current form of the Exposure Draft that any determined entity on
seeking legal advice might be encouraged rather than discouraged to
circumvent TPMs fo gain access to protected copyright material.



« The digital book or extracts of same are not mentioned in the Media Release
167/2006 yet the emerging trend and current commercial practice of
publishers of the written form, is towards a digital medium.

s The Exposure Draft if redrafted so that the definitions in clauses 1 to 4
inclusive mirrored the relevant provisions of Article 17.4.7 of the Australia-
United States Free Trade Agreement (“AUSFTA”), then the Government's
stated objectives would be secured. This would mean the proposed section
166AK and definitions in clauses 1 to 4 of the Exposure Draft would be of a
more general and wider nature than as currently drafted. This would
address all of the detailed issues raised in this submission. The ‘carve out’
provisions or exceptions would provide the narrowing of the application of
the legislation in specific circumstances, to reflect the Government’s
policies.

s The Exposure Draft fails to distinguish between copyright works released into
libraries where the purpose is for profit or not-for-profit. The release of
works for the purpose of profit is against the spirit of balancing competing
interests and against the Government's own policy ambitions in respect to
the Exposure Draft. Its own unofficial Government Library policy strongly
supports the interests of copyright owners.

» The AUSFTA calls for an on-going review function cf the ‘exceptions’ to
TPMs, however the Exposure Draft has no provisions for such a process.
The APA calls for a review function for all ‘exceptions’ on the grounds that
the Government’s stated policy objectives for each ‘exception’ needs to be
reviewed due to the rapid changes that occur in the application of
technology generally. What is a relevant exception today may be a barrier
tomorrow to the development of new ideas. A review function by
Parliament is a legislative solution to the challenge of drafting legistation
that is, in a sense, timeless. The APA makes the submission that at the
very least the ‘prescribed acts’ measures in proposed section 116AK (9) to
(12) should have an on-going review function.

s The APA endorses and supports the submissions made by the Australian
Copyright Council and the International Intellectual Property Association
("IIPA".



APA’s Philosophical Position

The dilemma of drafting legislation that readily defines an entitlement is best
described in the case Lockhart J in Parker Pen {(Aust) Pty ltd v Export
Development Grants Board 46 ALR 612 at 620

“To propound a highly sophisticated test to determine a practical question of
someong’s entitlement to a grant under the Act would tend to confuse, nct assist,
those who must determine the question™

Even though His Honour was talking about a grant it also applies to any
antitlement encased in legislation.

The Chairman of the February 2008 Report tilted 'Review of technological
protection measures exceptions” ("LACA Report") wrote at the start of this
Report:

“Copyright is all about balancing competing interests - in particular, balancing the
legitimate expectations of copyright owners that there should be appropriate copyright
protection for material and the expectations of copyright users that there should be
public access to material for legitimate public benefit reasons.™

The APA supports this statement but with one overriding consideration. At all
times there must be a foundation for ali these competing interests to exist.
Government policy, although statutory based, must seek o develop an
snvironment that allows a career for authors. The hard creative labour of authors
required to produce new works adds 1o the body of Australian literature and allows
tor economic reward through reader recognition. This is a key component in the
balancing these competing interests.

The APA is also keen 10 add to the on going debate, the concept that Ausiralian
public policy is as much about:

"fostering Australian content for an international market",
as it is about balancing competing interests.
The Chairman of the LACA Report also wrote:

Australia’s system of copyright law is regarded as one of the fairest in the waorld,
providing significant protections to copyright owners while allowing access o copyright
material tor specific purposes. Australia also has a well-established system of
statutory licensing under which copyright owners are financially compensated for
specific use of their materials.

" "Review of technological protection measures exceptions', House of Representatives Standing Committes
on Legal and Constitutional Affairs, February 2006, Parliament of the Commonwealth of Australia.
* Op ¢it, Foreword.



The fairness of Australia’s copyright law exists in an environment of rapid
technological change — one that requires constant reviews when altowing access
to copyright material for specific purposes. Each aspect of the Australian system
of copyright law recognised by the Chairman makes up the whole system. The
way forward in today’s commercial and technological environment is {0 have a
legislative template of a general copyright law which not only offers protection to
copyright owners but specific and on-going reviewed exceptions. A structure such
as this lends itself to flexibility, adaptation of technological advances through
legislative instruments and a forum where ideas and interests can be teased out
and examined at predetermined and regular intervals.

Emerging Trends in Publishing

The Australian publishing industry at the trade level is made up of two broad
compenents; international publishers and Australian publishers. The significance
of this for the Australian publishing industry is that, as with so many sectors of the
Australian economy, the practices of international companies with offices in
Ausiralia will ensure the transfer of technological practices and advances to the
Australian publishing industry.

Already within Australia, we have seen in one lifetime, the move from the hot plate
press to the layout of published works through the use of computer software. The
rise of the self publishing industry is a further example of change in industry
structure and operation. '

Producing copyright material for commercial distribution is already undergoing a
further radical changs.

When contemplating copyright material, in the form of literary expression, most
paople visualise a book. It comes out in hard cover and if you wait you might get a
cheaper version in paperback. The work is in a complete, unitary form. However
this is set to change radically and this change is already underway.

A book may have many differing forms of copyright within it. 1t may have a
ohotograph, it may have printed words on a page or it may have a drawing or
graphic works. Imagine disaggregating this book into each of these items —
including discrete parts of pages — and one can start to imagine the copyright
forms that actually make up this unitary form known as a book.

What might be contained in an electronic book is all of these and more copyright
material — such as a video c¢lip with sound or one without the other.

When considering electronic processes and how some web pages are built, one
sees a 'convergence of technologies' and ideas. There is nothing new in any of

this, just where the application of this convergence is likely to take the respective
industries dependent on sound copyright protection.



A web page can now be built from ‘cascading pages'. This simply means pages
behind a home page instead of hyperlinked pages within the web page structure.
Within ‘cascading pages’ can be vast databases. The prime issue here is not how
the technology works but rather what it can achieve.

if a person has a great deal of information, places it in a database software
package where the databass is relational, then that person has created an
extraordinary range of applications. For example, take a series of photographs
covering a backpacker holiday around the world for a period of eighteen months.
It is unlikely that such a collection of photographs will be published commercially.
However, software now allows anyone to load photographs onto a web page or
htmi environment. However the data within this type of facility is still extremely
difficult to manipulate. It is effectively like the old family album; rows and rows of
photographs.

Put these same photographs into a relational database, then provide key words
and add a search facility and immediately a very powerful tool has been created
coupled with a vast array of information. The data can be arranged and
rearranged simply at the command of the search engine. it can be organised by
date, person, piace and the timitation is only subject to the software, and the data
entered and attached to each item in the database.

Our point in relation to emerging trends in publishing is that the copyrignt of the
data has not changed. Rather, the item that has copyright protection is simpiy
being moved about. To build any relaticnal database the information has tc be
uniquely identified but there is nothing extraordinary about this. As with any
information or item stored in any software, thaere has to be a unigue identifier. In
Microsoft Word the phrase ‘pathway’ is used. Scme people now refer to this
naming or identifying as 'tagging”. Once an item has had a tag attached 1o it then
it is uniquely identifiable and it is forever treated as a separate item and
manipulated as such.

Returning to the hot plate press process, the final product in its entirety (whether a
book or a newspaper) had just one tag because the items making up that product
could not be separated. So in such an environment, it is possible to reason at a
policy level, that the entire item had copyright protection and therefore part of this
product might be exempted or an exception under certain circumstances. The
concept of 'fair dealing' in respect to publishing is such an example. ltis
acknowledged that the policy goal was and is the balancing of the ‘competing
interests’ previously referred to and the reference is not to question ‘fair dealing’
or the policy goal. Lockhart J in Parker Pen (Aust) Pty Ltd v Export Development
Grants Board 46 ALR 612 at 620

To propound a highly sophisticated test to determine a practical question of
someone’s entittement to a grant under the Act would tend to confuse, not assist,
those who must determine the question.



The application of these matters in a changing environment will require flexibility
and review to maintain the overall intent as the underlying circumstances alter
irrevocably.

Currently, where each item in that final product is tagged and there is the potential
to commercialise separately each item or have it as part of an extract or as a
different product, then the issue of building legislative structures that can
accommodate such changeability are an essential requirement for economic
growth within the publishing industry.

The key factor in encouraging the rapid digitalisation of the content in the
Australian publishing industry is to examine the current legisiation and build the
certainty Government policy is seeking.

Watermarking is one technological aid in tagging digital material. An example of
this can be found on the Australian War Memorial’'s website® where photographs
picked up through the website search engine are watermarked “AWM” in the event
that anyone prints the image. This allows free access to the image (both on-
screen and in printed form) but makes it difficult to use the image commercially. If
a commercial use is required it wouid cause the bona fide publisher to contact the
commercial arm of the Australian War Memorial to negotiate use rights.

The issue with this technology is how this will impact on the issue of TPMs. Can a
watermark be a TPM? Should it attract the statutory protection of the proposed
saction 16AK(1)? Can a watermark ‘prevent or inhibit’ an infringement of
copyright? ltis certainly not a circumvention device or circumvention service. Yet
it is a device that if removed from the digital item, should constitute an
infringement of copyright. Would it be necessary to have the item used without the
watermark before an offence might be established?

These issues would appear not fo have been addressed in the Exposure Draft.
and is just one of the difficulties with emerging trends and technologies.

Cne of the key recommendations of this submission is to urge the Government to
redraft the Exposure Draft to put in place a legislative structure that is wide enough
in its definitions and provisions fo accommodate emerging trends, as these
measures will be principied based. The policy carve outs would be specific and
reviswable exceptions that allow the flexibility all parties clearly want in this
legisiative structure.

The Government’s Stated Policy Objectives

The Bill, if implemented in its current form, will amend and add to the Part V
Division 2A and 5132 of the Copyright Act 1968.

The Government's stated policy objectives of this Bill are several:

* hitp /W W W SWIL EOV.AL
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» Implement Australia’s Australia-United States Free Trade Agreement
(“AUSFTA") obligations relating to technological protection measures
(“TPMs”). These are found in Article 17.4.7 of AUSFTA.*

» Increase the availability of film, music, games in digital form;®

» The Government is introducing a new TPM scheme 10 create a more secure
environment for copyright owners to release their copyright materials.®

» “Region coding” devices aimed solely at stopping people from plaving
legitimate DVD's or computer games bought from overseas will not be
protected by the regime.”

» The new regime will have some specific exceptions allowing institutions such
as libraries and law enforcement bodies to circumvent TPMs.?

s The new scheme also has a mechanism for creating additional exceptions
that provides the flexibility necessary to respond to technological
developments.®

“Summary of exposure draf provisions on technological protection measures, AGD, 3 September, 2006,
paragraph 4, first sentence
* Ausiralian Attorney-General News Release 167/2006 dated 4 September 2006 and Swmmary of exposure
{Jmﬁ pravisions on technological protection measures, AGD, 3 September, 2006, paragraph 3 last sentence
® Summary of exposure draft provisions on technological protection measures, AGD, 3 September, 2006,
paragraph 3, first sentence
; Amnstralian Attorney-General News Release 167/2006 dated 4 September 2006,

Australian Attorney-General News Release 167/2006 dated 4 September 2006
" Summary of exposure draft provisions on technological protection measures, AGD, 3 September, 2006,
paragraph 4, last sentence.



Submission on the Exposure Draft

In this submission the APA does not examine the current law in Australia on TPMs
and how that law will be altered by the Exposure Draft. Rather it takes as a
starting point and at face value, the Government's overriding stated objective that
the purpose of the Exposure Draft is to see Australia comply with its AUSFTA
obligations. If the Attorney General's Department (AGD) requires the APA
commentary on the current legislation, these can be provided. However, the
overall position of APA does not change.

Peafinitions

Technicai Protection Measure
Clauses 1 and 4

The definitions contained in clause 1 'access control technological protection
measure’ and clause 4 'technological protection measure’' do not comply with
the standard set in the AUSFTA. The relevant and equivalent provisions
respectivaly are contained in Ariicie 17.4.7.b and Article 17.4.7.a.

In particular, the AUSFTA definition for a TPM, referred to in the AUSFTA as an
ETM (effective technology measure) is:

Any technology, device or component that, in normal course of its operations,
control access to a protected work, performance, phonogram, or other protected
subject matter.

The new definition contained in clause 4 differs fundamentally from thig, asitis a
much narrower definition and therefare limited in its application. These limitations
inctude:

A measure used by or on behalf of a copyright owner'®, and

A measure designed to protect or inhibit the doing of an act comprised in the
copyright'’ and

includes an access control technological protection measure.’

By the use of the conjunctive ‘and’ between the subclauses and the unnumbered
but additional element in the last line, it is clear that the scope of the clause, read

* Clause 4(a) of the Exposare Draft of the Copyright Amendment (Technology Protection Measures) Bill
2006

" Clause 4(b) of the Exposure Draft of the Copyright Amendment (Technology Protection Measures) Bill
2006

" Clause 4 of the Exposure Draft of the Copyright Amendment (Technology Protection Measures} Bill 2006.
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as a whole, is restrictive. Therefore, there are three elements and all must be in
place for a measure to constitute a TPM as defined.™

When comparing the meaning of 'technical protection measure' and 'access
control technological protection measure', {see table below), it is apparent that
the latter is a technical profection measure which prevents unauthorised access to
a work or subject matter in which copyright subsists.

This simpler form is a matter of style but if ‘plain English’ tegislation is one of the
objectives of the legislature, then this has not been achieved. The lay person and
possibly most lawyers will be confused in trying to read the definitions in clauses 1
and 4. li requires several re-reads to understand the difference between the two
definitions due to the aimost identical repetition of the same words.

This point is made because the accessibility of the Copyright Act to the community
can only increase as the digital medium takes more content and this content is
utilised in many differing forms as discussed above.

fechnological protection measure access conirel technological protection
means a device, product or component measure means a device, product or
{including a computer program}) that: component (inctuding a computer program)
(a) is used by, with the permission of, | that:
or on behalif of, the owner or the {a)is used by, with the permission of, or
exclusive licensee of the copyright on behalf of, the owner or the exclusive
in a work or other subject-matter; ticensee of the copyright in a work or
and other subject-maiter; and
{b) is designed, in the normal course (b)is designed, in the normal course of its
of its operation, to prevent or operation, to prevent or inhibit the doing
inhibit the doing of an act: of an act:
{i) that is comprised in the {ithat is comprised in the copyright; and
copyright; and (i)that would infringe the copyright;
(i) that would infringe the by preventing those who do not have the
copyright; permission of the owner or exclusive
. licensee from gaining access o the work
and mcluc?es an accgss control or other sub}ec?t-maﬂger,
technological protection measure.

¥ The fact that the last element of the definition is unnumbered as a subclause does not alter the effect of the
use of the conjunctive “and” in the clause which makes all parts of the clause part of the definition.




Government’'s stated summary on a TPM

Several inconsistencies arise when the text of the Summary of exposure draft
provisions on technological protection measures’® (“the Summary”) is compared

with the Exposure Draft.

The two-paragraph description of a TPM does not accord with the definitions. The
material accompanying the Exposure Draft'® states:

What is a TPM?

Technological protection measures (TPMs) are technical locks copyright owners use
to stop their copyright material from being copied or accessed (eg. passwords,
encryption software and access codes).

TPMs are used by copyright owners to support business models for distributing
materials such as films and music online and seif-protect against increased piracy.
The Copyright Act 1968 currently establishes liability for the manufacture and
commercial supply of devices or services which circumvent TPMs. The Bill creates
new offences for circumventing TPMs and new exceptions to those offences.

In the rationale for issuing the Exposure Draft the Summary states in the fourth
paragraph:

The Government is replacing the current TPM scheme to implement the Australia-
United States Free Trade Agreement (AUSFTA).

This is in line with the media release 167/2006 issued by the Attorney-General.
However the Summary aiso contains the statement:

Why is the Government changing the law?

The Government is introducing g new TPM scheme to create a more secure
environment for copyright owners to release their copyright materials. TPM
protection plays an important role in assisting copyright owners to protect their
works from piracy. This means more material will be made available digitally and
through online distribution channels.

Unfortunately, it is very questionable if the new TPM scheme wiil ‘create a more
secure environment for copyright owners to release their copyright material’ in a
digital environment.

The TPM scheme proposed offers nothing new in the form of protection and
practical advancement of digital protection. The reality of the market is quite the
contrary.

In a recent Sydney Morning Herald feature article ‘Code cracking is the new pot of
gold'*® the author Patrick Gray starts his article with the following:

“ AGD, 3 September 2006
i e 3 s < . .
Summary of exposure draft provisions en technological protection measures, AGD, 3 September, 2006,



“If you think the password protection on your MS Word file is keeping it safe from
prying eyes, chances are you're wrong. The time it takes to crack password-
protected Microsoft Office files has tumbled from a 25-day average to a matter of
seconds, thanks to a decades-old code-cracking technique that until recently was
not viabte.

The technique, described in a 1980 paper, A Cryptanalytic Time — Memory Trade-
Off, involves pre-generating a massive “rainbow table” of passwords and their
corresponding hashes — the encrypted strings of numbers computers use to verily
passwords.

Untit now, the terabytes of storage needed to write the tables haven't been
available. But cheap storage means rainbow tables are in vogue in the 1T security
industry”.

Given the progress of technology within the computer industry it will be merely a
matter of time before cheap storage is an everyday feature of the home
enthusiast, if this is not already the case.

However it is self evident that tagging and watermarking are important IT security
features for the publishing industry. But the real focus is that these features will
not stop the determined person acting to circumvent a TPM and are tools for ‘post-
circumvention’ legal enforcement.

in returning to the Exposure Draft and the point previously made about the need
for ‘plain English’ legistation, the ability to have legislative provisions that are easy
to apply is an impertant aspect of any deterrent compliance feature and legal
enforcement. The case for a general description of the device and offence
provision and a more particularised carve out is imperative.

The future direction of the publishing industry is also an important consideration.
In the foreseeable future it might be possible to use a ‘tag’ as a technical
protection measure. According to the Exposure Draft’s definition of a TPM, a tag
wouid not be a TPM in Australia until it is comprised with copyright and prevents
and inhibits infringement of copyright. Under the AUSFTA it has more chance of
be a TPM. The same comments could appiy to watermarks.

‘Market segmentation’

Mention is made in the Exposure Draft in stafutory notes to clauses 1 and 4 of
‘market segmentatiory. There is no definition of ‘market’ within the Exposure Draft.
It is noted that case law considers this term in the context of the Trade Practice
Act (“TPA")."” When looking at the TPA view of what comprises a market, one can
conciude that any act that makes a distinction between sectors of that market has
to be market segmentation. Logically, this must carry through to the Exposure

“ The Sydney Morning Herald, Tuesday September 19, 2006 page 25.
" Qee Russell Miller, Millers Annotated trade Practices Act, 26" Edition 2005, Para 1.4E,11, p 104
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Draft. Therefore, it must be a sound conclusion that having access to copyright
material through a TPM and not having access through the same TPM to the
same material is a segmentation of the market.

Erom this it follows that a further inconsistency between the Government's policy
and the Exposure Draft occurs. On the one hand the Government's intention is to
improve TPM processes and copyright protection and this means market
segmentation through the use of passwords and such like. Butthenthisis
contrary to the statutory note which states:
Note: To aveid doubt, a device, product or component (including a computer
Erogram} that is solely designed to control market segmeniation is not a
echnological protection measure.
Any litigation on whether a TPM seeks to control market segmentation will turn on
the meaning of the word 'solely’. Rather than narrow the definition, we submit that
the better method is to narrow the application through the exceptions. i
Government or AGD feel the need to use the definitions of the Exposure Draft to
advance an Australian regime of the AUSFTA, justified through an ‘introductory
words' argument, the APA's position for general principled definitions and policy
carve outs does not run contrary to such an approach by the Government. Rather
it makes the regime workable at all levels for copyright owners notwithstanding
any inter-Government issues with the implementation of the AUSFTA.

in terms of enforcement and compliance why introduce this conceptinto a
definitional clause where it takes on the nature of a defence?

This inconsistency is evident in the Government’s Summary of exposure draft
provisions on technological protection measures states:

TPMs must be connected with copyright infringement

The scope of the scheme is limited to preventing circumvention of TPMs designed
10 stop copyright piracy. The scheme will not cover TPMs which are not designed to
prevent or inhibit people from infringing copyright. The scheme will not apply 1o
TPMs solely designed for other purposes, such as market segmentation (eg region
coding) or the protection against competition in aftermarket goods {eg spare parts)
where the TPM does not have a connection with copyright.

To reiterate, the remedy to these issues is to broaden the protection and use carve
out provisions in the exception section, which are to be reviewed on an on-going
basis, to achieve the policy outcome sought by the Australian Government.

In respect to Clauses 1 and 4, we submit that the Exposure Draft goes further than
that required by the AUSFTA.

When the provisions of the Exposure Draft are compared to what is current law the
Australian copyright owner is going to suffer a weakening of the current protection
afforded within Australia.



One has to query whether this is the desired outcome for Australians of the
AUSFTA.

Circumvention device and Circumvention service

Clauses 2 and 2 of the Exposure Draft which are set out in the Table below define
what is a circumvention device and a circumvention setvice respectively.

The AUSFTA test against which these provisions are to be measured is contained
in Article 17.4.7.a.ii.(A). This article requires sanctions against a person who

(i) manufactures, imports, distributes, offers to the public, provides, or otherwise
traffics in devices, products, or components, or offers to the public, or provides

services that:

(A} are promoted, adveriised, or marketed for the purpose of circumvention of any
effactive technological measure;

Here the legal sanction is against any person who carries out any of the acts
itemised and, if there is more than one carrying out any of the acts concurrently, all
of them. So a manufacturer and a trafficker face prosecution if engaging in the
relevant acts. In the clauses set out below, the provision of the AUSFTA Article is

much changed.

circumvention device of a circumvention service of a
person for a technological person for a technological
protection measure means a protection measure means a
davice, component or product service that:

(including a computer program) (a) is promoted, advertised or
that: marketed by the person, or
(a) is promoted, advertised or by another perscn acting
marketed by the person, or in concert with the person,

by another person acling as having the purpose of

in concert with the person, circumventing the

as having the purpose of technological protection

circumventing the measure; or

technological protection (b) has only a limited

measure; of commercially significant
(b} has only a limited purpose or use, or no such

commercially sighificant purpose cr use, other than

purpose or use, or no such the circumvention of the

purpose or use, other than technological protection

the circumvention of the measure; or

techneiogical protection (c) is primarily or Sofeiy

measure; or designed or produced for
(c) is primarily or solely the purpose of enabling or

designed or produced for facilitating the

the purpose of enabling or circumvention of the

facilitating the technological protection

circumvention of the measure.

technological protection

measure.




Both definitions are almost identical and both seek to limit the application of the
device and service through three alternate tests.

The first alternate test requires the person to act in concert with the trafficker in
promoting the device. The AUSFTA test is anyone engaged in the acts in
question is fiable to legal sanction.

The second alternate test is one that involves two internal tests.

The device has

(1) only a limited commercially significant purpose or use, or

(2) no such purpose or use, other than the circumvention of the technological
protection measure.

The reading of this subclause is difficult. Why introduce a provision that
introduces a test of commercial significance? What does this mean? How many
experts could argue over this phrase?

Rather, what should be the test is whether the item being trafficked, promoted,
manufactured and used is a TPM.

The third alternate test encourages much the same comments. Why the drafting
instructions would seek o set up a purpose test of ‘primarily or solely’, which is a
complicated evidentiary and legal test, is not clear. Again, the general principle
should be that if the device can be used to circumvent a TPM then the person or
persons associated with the device should be liable to prosecution. If there is a
solid and specific policy reason why there should be exceptions then this should
occur elsewhere and in the exceptions in the proposed section 160AK.

Matters of Compliance

Australia's compliance 1o the AUSFTA

The AUSFTA Article on TPMs is clear in its expression and intent. it is a coverali
provision. Yet the Australian Government's interpretation of this clause is anything
but clear in its expression and intent.

Govemment's Officers from AGD'® suggest that the introductory words to Articie
17.4.7 have 1o be read together with the Article. This is the justification for the
narrow drafting of the definition contained in Clauses 1 and 4 for ‘access control
TPM and TPM'. The key words in support of this argument in the introductory
words are "in connection with the exercise of their rights”. The full text of the
introductory words in Article 17.4.7. (a) reads:

7. (a} In order to provide adequate legal protection and effective legal remedies
against the circumvention of effective technological measures that authors,
performers, and producers of phonograms use in connection with the exercise of

* LACA Report, ADG's submiasion 27 Qctober 2005, Evidence given 5 December 2005 and Submission
52.2 at 5.



their rights and that restrict unauthorised acts in respect of their works,
performances, and phonograms, each Party shall provide that any person who:

However, Article 17.4.7 (a) is not an introductory sub-clause, Ratheritis an
operative part of the whole Article. With respect to the learned ADG Counsel view,
the words of Article 17.4.7 (a) are to be viewed as introductory words, although
there is another possible construction of Article 17.4.7.

There is no rule of construction that states when interpreting a legislative or quasi-
legislative instrument one has to start at the beginning of the instrument and work
down the page. If one commences an analysis of Article 17.4.7 at Article 17.4.7.b
and then move on to Article 17.4.7.a then, the suggestion that there are
introductory words in this Article simply falls away.

Furthermore, when looking at the drafting style of the whole AUSFTA then it s
evident that the style of drafting has what might be called introductory words
wherever the Articles break down 1o sub-Articles. So what constitutes an
‘introductory section’? Well it is certainly not sections of what forms part of the
articles. A Preamble o a Constitution might be a better example of what might be
introductory words.

The test must be whether the words, read as a whole, elicit a meaning which
allows a restriction of what is a TPM, 1o just a device or such like that has to be
only comprised in copyright associated with infringement of copyright. it becomes
a matter of semantics because the distinction that might be made when reading
the Article, might be between the protection of the rights rather than the protection
of the exercise of the rights. In lay terms this means the copyright as against
protection of the copyright.

The better view is obtained by removing any notional isolation from around this
sub-Article and fook at the entire context.

If the object it to reflect AUSFTA and this is a requirement of the Treaty, then the
issue of how the definition of a TPM is worded must fall away. The Treaty
essentially provides the wording. The compliance with AUSFTA does not permit
the argument of introductory words with a result of substantial amendment in the
implementation.

Finally there is a serious conflict between the Attorney-General's apparent
reasoning for the Bill and what AGD has produced.

The Attorney-General Philip Ruddock in a media release ' issued when releasing
the Exposure Draft stated the general policy of the Bill as:

* Australian Attorney-General News Release 167/2006 dated 4 September 2006
htto:/fwww.ag.gov.au/agd/ W WW/ MinisterRuddockHome. nsfPage/Media_Releases 2006 Third Quarier 1
672006 - DVDs
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The Bill implements the technological protection measures scheme in the Australia-
United States Free Trade Agreement (AUSFTA).

Prima facie this has not occurred unless the ‘introductory words’ argument has
validity which is not supported.

If the AGD argument is one mounted to support the segregation of ‘Regional
coding away from TPMs, then this shows the AGD's introductory words argument
as political reasoning rather than legal reasoning. If this analysis holds then such
material should form part of the proposed section 116AK exceptions rather than
the definitions. 1t is the exceptions where the Government policy is reflected and
the definitions of the fegislation are where the international obligations of copyrignt
should sit.

General Act of Compliance within the Framework of Technological
Protection Measures

There are constant criteria in establishing a workable compliance regime in a
fegislative environment. Much work has been attempted over the years by the
Parliament and AGD to encourage legislative instruments that are written in what
is referred to as 'plain English'. This is achieved by having definitions that are
easily understood.

As a general rule a wide ranging definition might capture more than is intended but
there can be no misunderstanding of what is involved. 1t is common practice with
Commonwealth legislation to use this form of drafting and then carve out the
exceptions whers necessary.

Both the AUSFTA ETM and the Copyright Act definition of TPM are
straightforward. However, introducing the three-element definition for a TPMis a
guestionable move when the practicalities of what is involved are considered.

What is the thrust of this Bill? It creates an offence for using a device as defined
to carry out an act that infringes copyright. The principle is already in the
Copyright Act. Narrowing the definition clause seems to add nothing to the
concept of prohibiting contravention of a TPM. Rather, it seems to aid and abet
the opportunity for those persons who would seek to engage in such activities.

Enforcement issues

This part of the submission seeks to look at compliance issues in the area of
enforcement and really is summed up by the expression: “the devil is in the detail”.

‘in the normal course of its operation’

The phrase ‘in the normal course of its operation’ is an important threshold in both
the Exposure Draft and the AUSFTA. A tag is an identification facility in the
normal course of its operation. Does normal course of operation mean the primary



or sole operation of the item in question? If a tag was to be adapted and used as
a TPM then the debate becomes what is the normal course of operation and how
and when is the transition made. Whilst a hypothetical issue now, it does illustraie
what is possibly just around the corner for publishers.

‘prevent or inhibit infringement’

The phrase ‘prevent or inhibit infringement’ which is used as a threshold measure
for the protection of an access control technology is also of concern when i comes
to any contested litigation. The full expression in the clauses is:

is designed, in the normal course of its operation, to prevent or inhibit the
doing of an act:

iy thatis comprised in the copyright; and
(i) that would infringe the copyright;

Firstly, if the elements of this part of the definition are not met, then the TPM and
access control technology are not granted the protection the Government states it
is providing.

To take this one step further: what would occur in any contested proceedings
seeking to prove an offence? The applicant or prosecutor needs to prove:

» The item was ‘in the normal course of its operation’
« To prevent or inhibit copyright,

e (i) that is comprised in the copyright; and

« (i) that would infringe the copyright.

This list of items to prove is not an easy exercise. The Crown or the applicant
needs to prove copyright and evidence as to what are normal operation and the
workings of the device

s the object of this Bill to create a potential litigation maelstrom and a feast for
lawyers — or is it to protect copyright owners?

Frinciples-Based Legislative Drafling

Professor Braithwaite of ANU in a recent lecture®® which, whilst it addressed tax
laws and principles-based drafting, alsc made the following points which are
relevant to all legisiative drafting:

20 profesor Brathwaies, Lectury "How nmeh corsabinty can Wxpeyers exqect Fom tie Taw", The Contre {br Tax System Inegriy, ANY, 13 Sepiemiber 1 Connnopwedil Treasury, Canbiera



» The paradox of the law is that language is open to multiple interpretations,
more precision in tax law provides less certainty, which allows greater
exploitation of the law.

¢ Aslaw is more complex, the less an average person or common people are
able 1o understand the law.

» The more complex law becomes, the greater the interaction between laws,
which creates greater uncertainty.

» Good practice is for businesses to adapt their existing {or natural) systems
rather than requiring them to acqguire new systems.

The Government has supported principles-based drafting in respect fo its tax laws.
Yet the comments made by Professor Braithwaite which are in line with other
commentators on the subject are relevant to the commentary on the Exposure
Draft. The APA’s recommendation for a general definition and offence provisions
with carve outs for specific issues is in line with the Government’s adoption of
principles-based legislative drafting.

Exception - Libraries Proposed section 160AK (8)

The APA notes that general variation away from the terms of the AUSFTA with the
Exposure Draft occurs again with the exception for libraries.

The AUSFTA in Article 17.7.e.vii siales:

(e) Each Party shall confine exceptions to any measures implementing sub-
paragraph (a) to the following activities, which shall be applied to relevant
measures in accordance with sub-paragraph (f). -

(vii} access by a non-profit fibrary, archive, or educational institution to a work,
performance, or phonogram not otherwise avaitable to it, for the sole purpose
of making acguisition decisions; and

(f) The exceptions to any measures implementing sub-paragraph (a) for the
activities set forth in sub-paragraph (e) may only be applied as follows, and
only 1o the extent that they do not impair the adequacy of legal protection or
the effectiveness of legal remedies against the circumvention of effective
technological measures:

The proposed section 180AK (8)

Exception—fibraries efc.

(8) Subsection (1) does not apply to the person if:
(a) the person circumvents the access control technological protection
measure to enabie the person to do an act; and
{b) the personis:
(i) alibrary (other than a library that is conducted for the profit, direct or
indirect, of an individual or individuals); or



(i) a body mentioned in paragraph (a) of the definition of archives in
subsection 10(1), or in subsection 10{4); or

(iiy an educational institution; and

() the act is for the sole purpose of making an acquisition decision in
relation to the work or other subject-matter; and

(d) the work or other subject-matter is not otherwise available tc the person.
Note: A library that is owned by a perscn conducting a business for profit might not itsalf be
conducted for profit (see section 18},
Three of the foundation arguments for the APA in the area of exceptions for
libraries in the field of copyright protection are:

» consistency of definitions,
«the consistency of Government pelicy and its legislation and

othe need to retain integrity when balancing the competing interests between
copyright protection and the promotion of ideas.

The definitional lack of consistency is highiighted in the submission of the
Australian Copyright Council paragraphs 40-43 and this material is reproduced
here for the convenience of the reader.

40. Proposed new s166AK (8) (b) refers to a "library” as a "person’ (that is, an
entity). There is no definition of “library” in the Copyright Act, Other
references to "library" in the Copyright Act suggest that a library is a
collection that is owned by a person (the library itself is not a person). S 18,
for example, provides that library is not taken to be established or
conducted for profit by reason only that it is owned by a person carrying on
a pbusiness for profil.

41. The “person" in relation to archives, on the other hand, is a body referred
1o in the definition of *archives” in s1091) (such as the Australian Archives),
or a body referred to in s10(4).

42. Similar concerns apply to other references to "library” in the exposure
Draft.

43. The reference to "educational institution" suggests that the definition in s10
(1) would apply. That definition, however, appiies to non-profit and profit-
making entities, whereas the AUSFTA requires the exemption to apply only
to non-profit entities. Similar concerns apply to other references to
"aducational institution" in the Exposure Draft.

The challenge is to define a library is self evident. However it is easier to define
what a library is not, for the purposes of Toms and the Copyright Act. The first
part of such a definition must be the exclusion of any ‘profit making’ associated
with the unlimited and unrestricted use of copyright material. The inconsistencies
in the application of this principle between the high standard the Government sets
itself and the lower standard it requires of the community is odd.



In a different context concerning the Government's response to the Uhrig Report”’,
Dr Peter Shergold, Secretary of the Department of the Prime Minister and
Cabinet has been speaking of 'finding ways to integrate policy and
programmes between portfolios and achieve more efficient and effective
implementation and service delivery. This can be both within governments
and across governments.”® This is essentially a move to build consistency
across government.

One of the means of doing this is to move from 'silo cultures’ to an overall
culture and practice. This is the holistic approach of which Dr Shergold and
others speak and write. At the implementation end of this policy is the fine
detail. One of these fine details, which is a significant change agent within
Australia, is the form and substance of legislation and government operation
policy.

One example which again is not about copyright or books but which is a product of
AGD is the 'Model Litigant Policy’.®® The Policy requires the Commonwealth,
through its instructing officers and lawyers, to act as a model litigant. Basically,
this means that the Commonwealth must act fairly, but is not precluded from
acting firmiy.

The relevance of ihis is that this Policy, first announced in 1999, has been adopted
by other Governments and is a standard feature of government iitigation. it has
set a standard for behaviours across Australia. Itis a balancing point between the
might of government resources compared to those of a citizen.

in considering corporate or quasi-corporate libraries, there is again an interesting
unspoken policy at play within the Australian Government. One of the premier law
libraries within Australia is the Lione! Murphy Library at Barton situated within
AGD. Other libraries operate within the Australian Government Solicitor, the
Australian Securities and Investment Commission, the Australian Taxation Office
and, in fact, all government departments. The operating policy is to acknowledge
copyright at all times and the protections associated with it.

This means, for example, that the practice is to subscribe to services rather than
circumvent TPMs to gain access, and this has librarians ensuring that
photocopying entire books does not occur. In an unofficial way in the Australian
Government there is a high standard being followed and leadership provided in
respect to copyright, when, on a black letter law analysis, one view is that there is

# Review of the Corporate Governance of Statutory Authoritics and Office Holders, Commonwealth of
Australia, June 2003

P [PAA SA Connecting Government Conference - Creating a Culture for Success' Adelaide, 8 April 2005
Full Text: hitn/'www.connected.cov.awresearch _and reports/speeches and presentations

“ For details see htt ‘oublicarions/agspubsdeealpubs/legalbriefings/brd8 htm or

AW AEE SOV, A0/
hitn:Awww. e eov.awaed/ W W W/agdHome ns#Page/Department Civil Justice and Legal Services Group
Leoal Soervices and MNative Titde Division Office of Lecal Serviges. Coordination Poblications OLSC
Builetin - Issue |
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rio such requirement. Certainly with the Exposure Draft this is & firm interpretation
where TPMs are involved.

If one compares this Commonwealth practice, which is non profit, to the issue of
exempting corporate libraries operated in profit making entities, then it is evident
that both sets of conduct are highly inconsistent. On the one hand, the practice of
the Commonwealth is in the spirit of copyright protection — and yet on the other
hand, its own legislation breaches the same concept of honouring this protection in
circumsiances where financial gain is clearly been made out of the use of the
copyright. The raison d'étre of corporate libraries is not reading for pleasure. Te
obtain a book or digital service, in a law firm’s library, one needs to build a
business case why the purchase is to be made. In some circumsiances that book
is then charged out (if not directly, then certainly indirectly) in whatever
remuneration for the service is being levied.

The connection between these comments and those made by Dr Peter Shergold,
is to point out that this inconsistency between the standard set by the
Commonwealth's daily operations and what it requires in its legislation of the
Australian community is 'silo thinking'. Libraries engaging in profit making
ventures or associated with profit making entities should be required to meet the
standard set by the spirit of copyright protection.

This point becomes even more emphatic when the emerging trends are
contemplated. There will be established a market for individual tagged items in
what are now hard copy books. The Australian book market will become
digitalised. The practice is already underway. All of this work incurs a cost just as
there is producing a traditional book. In some respects the cost of digitalisation is
higher than producing a traditional book. The technology around the latter is
gstablished and the cost of these innovations have long since been capitalised
and recovered. This is not so with the digital environment. Development costs are
very high.

Clearly from the AG media release 167/2006 the Government is seeking the
growth of digital material in the Australia economy even if the media release
specifically omitted the publishing industry.

Yet 1o clearly and apparently deliberately look through the commercial reality of
the cost of building this new area of commerce is at odds with what is sought as a
policy direction. The words 'clearly and apparently deliberately' are used as the
distinction between “non-profit’ and “profit” are well known to and well briefed
within the AGD.

When examining the general library policy of the Commonwealth combined with
the views of Dr Shergold and the effort made within this Government to remove
'silo thinking'; the only conclusion that can be drawn is that lumping profit and non-
profit copyright into the same basket, is silo thinking.



The policy justification is not apparent. Where profit making activity is involved,
TPMs should be a permitted exception.

The remedy is to take up the Australian Copyright Council's points on better and
clearer definitions, even if only restricted to the text of the TPMs exception and not
in the body of the Act.

Exemption - Prescribed Act

Proposed section 116AK (9) to (12)

These provisions allow The Governor-General to make regulations orescribing the
doing of an act by a person provided the Minister has made a recommendation.
Subclause 12 states:

The Minister may make a recommendation to prescribe the doing of an act by a
person only if:
(a) a submission has been made (whether before or after the
commencement of this section) tc prescribe the daing of the act by
the person; and

{b) the doing of the act by the person will not infringe the copyrightin a
work or other subject-matter; and

(c) the doing of the act by the person is in relation to a particuiar class
of works or other subject-matter; and

{s)) an actual or likely adverse impact on the doing of the act by the
person has been credibly demonstrated; and

{e) the adequacy of the protection and the effectiveness of the

remedies provided by this Subdivision would not be impaired if the
doing of the act by the person were prescribed.

The AUSFTA in this regard states in Article 17.4.7.e.viii:

(viii) non-infringing uses of a work, performance, or phonogram in a particular
class of works, performances, or phonograms, when an actual or likely
adverse impact on those non-infringing uses is credibly demonstrated in a
legisiative or administrative review or proceeding; provided that any such
review or proceeding is conducted at least once every four years from the date
of conclusion of such review or proceseding.

Again, the Exposure Draft differs in respect to the AUSFTA in two substantial
regards.

The first is that sub-clause (10) states:

the regulations may prescribe:
(a) a particular act or a class of acts; and

(b) a particular person or a class of persons.
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Whereas the AUSFTA only refer to 'class of works'.
There is no explanation in the Summary, why this difference has occurred.
Review Provision

The second substantial difference is AUSFTA requires a review or proceeding 1o
be conducted at least once every four years as a condition precedent to the use of
a legisiative or administrative review. In the Australian sense this includes the
power {o make regulations. The Exposure Draft is silent and again no reasoning is
provided.

The APA views this last difference as a serious issue. The section on Emerging
Trends highlights that the publishing industry is in a rapid state of change through
the advent of fast changing technology. What may be a credible prescribed act
today, may, within a few years, be a technological barrier.

The need o reqularly review prescribed acts is an important act of public policy,
"to balance the competing interests” which clearly underlies much of the drafting
instructions for this Exposure Draft. Clearly the issue of Regional Coding and
market segmentation issues raised in the Exposure Draft and the Summary, reflect
these issues of competing interests. Yet in the absence of any review mechanism
it is difficult to see how the Government's intent to look at the balancing of these
competing issues can be effectively maintained. .

With the restraints and restrictions imposed by the constraints of the legislative
process it is hard to see how the flexibility required to deal with change can be
maintained without some form of review process.

The APA proposes the recommendation that the review be by the Parliamenton a
regular basis and that changes be, by way of regulation, through the exceptions
provisions and the use of the Legislative Instruments Act.

The addition of a review period for prescribed acts provisions would be an
important and welcomed addition to the final Bill.

Maree McCaskill

Chief Executive Officer
Australian Pubiishers Association
B0/89 Jjones Strest

Ultimo NSW 2007

Phone: 61 2 9281 9788

Fax: 61 2 9281 1073

Mobile: 0418 657 453

Email; maree.mocaskill @ publishers.asn.ay
http./iwww publishers.asn.ay
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COPYRIGHT AGENCY LIMITED

22 September 2008

Attorney-General

Copyright Law Branch
Attorney-General's Department
Robert Garran Offices, National Circuit
Barton ACT 2800

AUSTRALIA

Dear Attorney

Re: Exposure Draft - Copyright Amendment (Technological Protection
Measures) Bilt 2006 and refated Regulations {the Bill and the Regulations)

We appreciate the opportunity to provide comment on the Bill and Regulations
drafted to comply with Australia’s obligations under Arlicle 17.4.7 of the
Australia — United States Free Trade Agreement (AUSFTA). This article -
contains the parties’ obligations in relation to Technological Protection
Measures (TPMs) which Australia must implement by 1 January 2007,

We weicome a number of the amendments which wa believe are positive for
copyright owners — such as making the use of circumvention devices, as well
as their manufacture and provision, illegal without the permission of the
copyright owner. We also support strengthening the enforcement provisions
3¢ that copyright owners are in a better position 1o take infringement actions.

However, CAL is concerned that many of the amendments will not meet
Australia's obligations under the Berne and WIPO Internet treaties, or the
AUSFTA, and as a result CAL believes there will be a negative impact on the
publishing industry in Australia.

THREAT TO THE PUBLISHING INDUSTRY

We believe the proposed amendmenis will erode security for Australian
authors and publishers to invest in the online publishing environment. This is
a major economic impact that can not be ighored as our industry has to
compets in an international marketplace.

if the amendments proceed as drafted, Australia will have less copyright
protection for authors and publishers than do cur major trading partners, the
United States and the United Kingdom.

ABN 33001 228 799 Level 15, 233 Castlereagh Street, Sydnay NSW 2000 Australia
T+6129394 7600 F +61 29394 7601 info@copyrightcom.au www.copyright.com.au



Why?

The amendments ailow TPMs to be circurnvented for the purpose of viewing
pages. While TPMs may NOT be circumvented for the purpose of copying or
communicating the material, subject to limited exceptions, the law will not
prevent the user from cracking TPMs to read the material.

Under the Bill, circurmventing a TPM simply to gain access to a work would
not be prohibited. This means that subscription services where readers
purchase the right to view material online, “pay per view” are effectively
devalued,

The incentive for Australian publishers and authors to publish commercial
material to be viewed online will be diminished. Pay per view services such as
reading newspapers and newsletters wili be threatened if the amendments
are adopted.

Some of the specific concerns CAL has with the proposed amendments are:
The Bili
Definitional clauses in the Bill

The definitions of an access technologica) protection measure and
technological protection measure (TPM) contained in ss.1 and 4 of Schedule
1 of the Bill do not comply with the terms of AUSFTA, or the WIPO Internet
Treaties.

Article 17.4.7(b} of AUSFTA requires a definition of a TPM that covers “any
technology, device or component that, in the normal course of its operation,
controls access o a protected work, performance, phonogram, or other
subject matter.” The Bill's definition of a TPM is “a device designed, in the
cordinary course of its operation, to prevent or inhibit the infringement of
copyright in & work or other subject matter.”

CAL believes the definition under the Bill is narrower than that required by
AUSFTA. The AUSFTA definition would prevent the circumvention of TPMs
where no exception is granted. There is no requirement that a copyright use
of the work needs to have occurred for the circumvention of an access TPM to
be prohibited.

The effect of the position taken in the Bill is that online markets being
developed by copyright owners which do not require copyright rights to be
exercised once the access TPM to a work has been circumvented will be
stified. For example, there are subscription pay per view services which do
not rely on the copyright system as their basis, but rather on contract. In these
markets the copyright owner contracts with a user to access the work,



Under the Bill, circumventing a TPM simply to gain access ta the work would
nat be prohibited, and therefore, the incentive for copyright owners to develop
such access services would be removed. This cutcome is contrary to the
interests of copyright owners and consumers as it diminishes the different
forms in which works are produced by publishers and authors.

Review Mechanism for additional Exceptions

The AUSFTA contemplates a mechanism for additional exceptions to the
prohibition on the use of circumvention devices to be adopted by Australia. it
requires at least a four yearly review to be conducted.

In the review mechanism contained in the Bill there is no cbligation for the
body entrusted to undertake the review to consult with copyright owners
whose works will be subject to an exception. CAL belisves it is a requirement
of procedural fairness that copyright owners be given the opportunity to
comment on any proposed exceptions to the general prehibition on the use of
circurmvention devices that affect their works.

Additionally, the set of considerations that are to be taken into account by the
review does not expressly require consideration of the impact any additiona!
exception might have on the legitimate interests of the copyright owner, or the
market for their works. This is clearly not consistent with Berne and WIPO
treaty obligations contained in the three step test,

CAL urges the Government to include the Three-Step test in the legisiation.
We believe this inclusion, with respect to all exceptions is a minimum
requirernent to meet our obligations under all international treaties and at the
same time satisfies the AUSFTA.

CAL believes that additional exceptions to allow circumvention of TPMs
should automatically expire at the end of the four year review period for which
they were granted. This would be consistent with the approach adopted by the
Linited States under their comparable review mechanism. CAL believes that
users who want {o coniinue to rely on an exception shouid have to make out
the case for the exception at each review. In this way, if markets develop, for
example with licences or product offerings developed which address the
adverse impact which was found at a previous review, the exception, which
would now not be needed, is not extended into a new review period,

Jurisdictional fimit of Bill

Terms of the Biil are stated to apply only to acts which are done in Australia.
This would potentially mean that acts of circumvention which might be
technically found to have cccurred cutside of Australia, for example because
the internet server being used for the act of circumvention is situated in a non-
Australian jurisdiction, would not be covered by the proposed law. This would
leave both Australian and overseas copyright owners' works at risk of
infringement with no action able to be taken, as there is the potential that the



user of the work could be using a computer situated in Australia to circumvent
legitimate TPMs.

Remedies for ilegal circumvention of TPMs

CAL is alarmed at a draft provision which would mean that a Court could
refuse to award damages or an account of profits for educational, libraries and
archives. CAL believes this will only encourage these organisations to take
their obligations around TPMs less seriously than they otherwise would, and
that they are unnecessary as the previous provision of the Bill granis a Court
a broad discretion in relation to the damages it can award.

Scope of exceptions

CAL is also concerned that the Bill refers to prescribed exceptions which
reiate to a particular class of acts and a particular perscn or class of persons
being exempt from Hability for circumventing TPMs where the AUSFTA only
permits a certain class of works being exempted from the prohibition against
circumvention of TPMs. CAL is concemned that the approach adopted under
the Draft Exposure Bill will therefore have broader application than permitted
under the AUSFTA, and will lead to greater exemptions than are necessary,
and would have an unduly detrimental impact on copyright owners’ interests.

The Reguiations

CAL does not support the exemption from the prohibition on the use of
circumvention devices extended to educational institutions and libraries to
exercise the statutory licence and library copying exceptions contained in the
Australian Act. CAL betlieves this is contrary fo the interests of copyright
owners who have chosen to apply TPMs to their works, and creates insecurity
and lack of confidence for publishers and authors to invest in the production of
digital products,

CAL notes that you state in your letter of 13 September 2006 that you have
considered the recommendations of the LACA Committee in this regard and
believe these broad exceptions to be justified and appropriate. CAL continues
to believe that this is detrimental to the interests of copyright owners, and
particularly for educational authors and publishers invelved in the creation of
works for the educational sector. Their markets are schools, universities,
libraries and other hodies engaged in the educational sector.

‘The proposed broad exceptions for educational institutions and libraries would
place Australian authors and publishers at a competitive disadvantage to their
overseas counterparts from the US and the UK who have more secure home
markets for their works. This security is created by the copyright laws of their
countries. The result for Australia will be that Australian publishers and
authors are discouraged from creating works for Australian classrooms and
that the pool of Australian material available will diminish. Australia will
become a secondary market for the works of US and UK authors and
publishers,



Conclusion

CAL believes these amendments, if adopted, will impact negatively on the
digital environment for copyright works in Australia. They will prejudice the
interests of Australian authors and publishers and prejudice the interests of
their readers. CAL believes that these amendments are contrary fo the
obligations contained in international treaties and will see Australia as a
territory with weakened copyright protection for our authors and publishing
industry.

| thank you again for the chance to comment on the Bill and Regulations.
Yours sincerely,
- ‘__,...-»-""' -
(A bred Fraeas

Michael Fraser
Chief Executive



22 September 2006

Ms Kirsti Haipola
Copyright Law Branch
Attorney-General’s
Department

Robert Garran Offices
National Circuit
BARTON ACT 2600

Dear Ms Haipola

[EAA’s views on the exposure draft of the Copyright Amendment {Technological
Protection Measures) Bill

The Interactive Entertainment Association of Australia (“IEAA”) appreciates the opportunity to
comment on the exposure draft of the Copyright Amendment (Technological Protection
Measures) Bill (“TPM Bill”}. IEAA is committed to the full implementation of the
technological protection measure (“TPM”) liability scheme in the Australia-United States Free
Trade Agreement (“ATUSFTA™), not least because of the significant benefits that it will provide

to the Australian gaming industry and beyond.

However, at the present time, IEAA has some serious reservations with key aspects of the TPM
Bill. In particular, [EAA strongly opposes the tack of protection afforded 1o access contrels and
the Australian Government’s approach to region coding TPMs. These inadequacies threafen to

put Australia in breach of its obligations under the AUSFTA and to stifle the online exploitation

of copyright material.

agd submission 27 sept 06,365
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IEAA has also identified a number of clauses in the TPM Bill that would benefit from further
harmonisation with the existing provisions of the Copyright Acr 1968 (Cth) ("Copyright Act”™),
or otherwise require amendment to comply with the provisions of the AUSFTA. Each of these

clauses is discussed in more detail below.
1 The need to protect access controls
AUSFTA compliance and the Australian Government’s proposed approach to access controls

IEAA has serious concems with the proposed definitions of access control technological
protection measure and technological protection measure. Those definitions fail to
provide clear protection for pure access controls and instead treat access controls as &
subset of copy controls. This result is achieved by the inclusion of the ‘prevent or
inhibit’ language in both the defiitions of access control technological protection

measure and rechnological protection measure.

1.1

In IEAA’s opinion, the Australian Government’s failure to provide clear protection for
pure access controls is a clear contravention of the AUSFTA. Articles 17.4.7(b} and
17.4.7(i)(a) of the AUSFTA require the Australian Government to provide broad
protection to all manner of access controls applied to copyright works or other subject-
matter. In TEAA’s opinion, any implementation of the AUSFTA that derogates from
this basic proposition will result in a contravention of the AUSFTA. IEAA is confident
that the Australian Government is concerned to avoid such an outcome, particularly
given the importance the United States Government attaches to this issue.

The likely adverse impacts of the Australion Government's proposed approach to access

controls

1.3 TEAA wishes to emphasise to the Australian Govermment the likely adverse impacts of
its proposed approach to access controls. First and foremost, IEAA is concerned that
the Australian Government’s wholesale exclusion of protection for pure access conirols
will undermine the narrow protection the Australian (Government proposes to afford o
copy controls. This is because consumers who receive the message that it is lawiul te
use 3 device or service that enables unauthorised access to copyright materials are
inherently unlikely to appreciate that they may in fact be infringing copyright {and
therefore contravening the prohibition on circumventien) if the device they use to obtain
access to the copyright material reproduces a substantial part of a copyright work in its
memory. Put another way, consumers are unlikely to appreciate the nuances of the
Government’s proposed approach to access controls, with the result that efficacy of the
circumvention and dealing prohibitions will be significantly undermined.

1.4 On a macreeconomic level, IEAA is concerned that the Government’s proposed
approach to access control TPMs will have negative repercussions on the growth of the
Australian gaming industry (which is now a $100 million export industry for Australia).

Page 2
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1.5

New business models currently under development by IEAA’s members rely on access
controls to guard against unauthorised access. Australia’s failure to protect those
controls is likely to undermine Australia’s competitiveness as destination for games
development, and significantly reduce the deployment of new business models that
henefit users and rights holders alike.

Another adverse impact that is likely to flow from the Australian Government’s
proposed approach to access control TPMs is that it will not be illegal for children to
circumvent parental locks that are applied to games. Similarly, an individual’s personal
information may be jeopardised if access controls protecting that information can be

circumvented with impunity.

The policy case for protecting access control TPMs

1.6

1.8

agd submission 22 sept 06.doe

TEAA considers that there is a strong policy case for protecting access control TPMs.
As mentioned earlier, access control TPMs are essential to emerging business models in
the interactive entertainment industry. These models do not typically result in nsers
receiving a permanent copy of a copyright work, but instead allow users to ‘experience’
copyright material by accessing that material, or a part of it, for a definite or indefinite
period. For example, the online distribution of a computer game may allow a user
play a game once only. However, such an ‘experience’ of copyright material, if
unauthorised, may not necessarily constitute an infringement of copyright. Whether or
not a copyright infringement occurs will depend on the technical operation of the device
ased to access the work, and the nature of the work to which access is obtained.

Distribution models of this kind are beneficial for a number of reasons. Copyright
holders are given new ways to distribute their works and are encouraged 1o create more
copvright material. Users are provided with increased access to copyright materials and
choice as to how to they would like to access those materials. However, if pure access
controls which are an essential part of these models are not protected, the danger 1s that
potential service providers will be reluctant to make the substantial investrment required
to establish and promote a delivery platform. Without this nvestment, the opportunities
available to smaller copyright holders to expose their works to large markets will be

reduced,

Sony Computer Entertainment (“SCE”) operates an online mode! for authorised users
who obtain access through a PlayStation® Portable. That service comains video clips,
fims and even music video clips, the copyright in which may be owned by SCE or third
party licensors. Such content does not always include a copy contro! TPM, but it is
usually a licence condition imposed on SCE that access be restricted to authorised users
of the service. This is particularly the case where smaller film makers OT games
developers wish to showcase their work. Without restricting access o users ofa
PlayStation® Portable, SCE would have no way of protecting these worlks from
anauthorised access and would be in jeopardy of breaching the terms of its licences with
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third parties. SCE’s incentive to invest in the online mode! would be diminished i SCE
had no reliable method of controlling access to its service. In many respects, SCE is in
the same position as the provider of a subscription broadcasting service, such as Foxtel
or Austar, in that it makes avaiiable third party content to its customers and relies upon
access control measures to ensure that access is authorised. Tn SCE’s view, it is not
tenable to rely solely on the threat of copyright infringement to prevent unauthorised
access. The ability to take copyright infringement actions will enly allow SCE to deal
with unauthorised access after the event. Rather, the legal framework should aim to
prevent unauthorised access occurring in the first place, by prohibiting the manufacture,

distribution and use of circumvention devices and services.

1.9 i the debate about whether to protect access control TPMs, concerns have been raised
about the possibility that users will be ‘locked out’ of copyright materials. We believe
shat these concerns are without basts for the following reasons:

{a) there is little incentive for rights holders to lock users out. In most cases rights
holders will want to make a profit out of their copyright works, If users are
locked out of the copyright work for the entirety of its copyright protection
period, they will not be able to achieve this goal;

{03 :f the restrictions on use imposed by the TPM are explained to users, they can
make an informed decision about whether they still wish to have the restricted
access to the work. The Apptle {Tunes service, and the SCE service described
above, are real-life examples where nsers have embraced services that rely on
access control TPMs; and

{c} the concerns about locking out users must be balanced against the benefits of
providing these alternative forms of distribution of copyright material. We
submit that this decision should result in favour of the use of access control
TPMs and distribution models of the kind discussed above.

1,10  Thus, in deference to the strong policy case for protecting access controls, and to avoid
the likely adverse impacts of the Government’s proposed approach to access controls,
IEAA urges the Australian Government 10 redraft the definitions of access control
technological protection measure and technological profection measure to provide clear
protection for pure access controls.

2 The Ausiralian Government’s proposed approach to region coding TPMs

2.1 IEAA raintains its strong view that not protecting region coding TPMs is 2
contravention of the AUSFTA. Nevertheless, the Australian Government appears
determined to exclude region coding TPMs from the definition of access control
technological protection measure and IEAA has serious concerns with the particular
mechanism by which it proposes to do so. These concems primarily arise from the
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vague and uncertain language of the statutory note to the definition of access control
technological protection measure. 1IEAA considers that the term “market segmentation”
is open to a number of interpretations, maay of which extend beyond region coding and
jeave the scope of the proposed gxclusion open to abuse.

The permission exceptions to the prohibition en circumventing an access conirol
technological protection measure

TEAA submits that the permission exceptions to the prohibition on circumvention
require amendment. In IEAA’s opinion, it is not appropriate (and contrary to the
existing scheme of the Copyright Act) for a person to be excused from circumvention
iiability merely on the basis that that person had reasonable grounds for believing that
he or she had the permission of the copyright ownerto do so. As expounded in section
36 of the Copyright Act, the relevant question 1s whether that person was licensed by the
copyright owner io do so. Thus, [EAA urges the Australian Government to amend the
permission exceptions to the prohibition on circumvention to enswe that those
exceptions only apply where a person circumvents an access control technological
protection measure with the licence of the copyright owner.

Unlawfully obtained copies - application of the interoperability and encryption
research exceptions |

To ensure compliance with Article 17.4.7(e) of the AUSFTA, the Australian
Government needs to restrict the proposed interoperabilify and encryption research
exceptions to lawfully obtained copies of works (instead of non-infringing copies), That
amendment will ensure that the interoperability and encryption research exceptions are
not available to persons who unlawfully obtain non-infringing copies of works, such as
where a person steals a pre-release or beta versions of game software.

The additional damages provision

IEAA is encouraged by the Australian Government’s proposal to enact an additional
damages provision as part of the new TPM liability scheme. IEAA is a keen supporter
of additional damages provisions due to the ciear incentive they create for rights holders
to shoulder the burden of civil litigation.

One aspect of the propesed additional damages provision that could be strengthened is
the list of factors that a court is required to have regard to when awarding additional

‘damages. IEAA considers that the need to deter similar acts is an important

consideration for any court that is empowered to award additional damages, and
therefore submits that that factor should be expressly listed in proposed section
116A0(2). This amendment would also further harmonise proposed section 116A0(2)
with the existing additional damages provision in section 1 15(4) of the Copyright Act.

o]
L

<
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& Further consultation

6.1 IEAA appreciates the Department’s consideration of its views on the exposure draft of
the TPM Bill. TEAA would welcome any opportunity to further discuss the points
caised in this letter. To do so, pleaseé contact Chris Hanlon, Chief Executive Officer, on

(02) 9209 4325 or email chris(@ieaa.com.au.

Yours sincerely

H
e ; .x ’J
- AN \/‘\

Chris Hanlon
(Chief Executive Officer
Interactive Entertainment Association of Australia

agd submission 22 sept Dé.doc
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Ms Kirsti Haipola 22 Sepiember 20006
Copyright Law Branch

Attorney-General’s
Department

Robert Garran Offices
National Circuit -

BARTON ACT 2600

Dear Ms Haipola
Copyright Amendment (Technological Protection Measures) Bill (*"TPM Bili™)

The Business Software Association of Australia ("BSAA”) appreciates the opportunity to make
a submission on the exposure draft of the TPM Bill. BSAA considers that the full
implementation of the technological protection measure (“TPM”) liability scheme mandated by
the Australia-United States Free Trade Agreement (“AUSFTA”) is an issue of prime importance
for Australia. BSAA is aware that Australia’s treaty partner, the United States of America, feels
strongly about this issue, as do local stakeholders whose use of innovative online delivery
platforms is likely to be heavily impacted by the propoesals set out in the TPM Bill.

BSAA considers that some aspects of the TPM Bill require significant redrafting to bring them
into line with Australia’s obligations under the AUSFTA. Other provisions would benefit from
further harmonisation with the existing scheme of the Copyright der 1968 (Cth) (“Copyright
Act™). To these ends, BSAA wishes to comment on the following aspects of the TPM Bill;

{a} the definitions of access control technological protection measure and
technolegical protection measure and the failure to protect access contrel TPMs;

(h) the use of the phrase ‘of a person’ in the definitions of circumvention device and
circumvention service, and in the trafficking liability provisions;

{c} the permission exceptions to the prohibition on circumventing an access control
technological protection measure;

{d) the application of the interoperability and encryption research exceptions to
lawfully obtained copies; and

(e) the scope of the additional damages provision.
Level 60 Governor Phillip Tower 1 Farrer Place Sydney NSW 2000 Australia T+612 9296 2000
DX 113 Sydney AEN 22 041 424 554 syd@mallesons.com www.mallesons.com F+612 9296 3989 -
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The definitions of access control technological protection measure and
technological protection measure (clauses 1 and 4 of the TPM Bill)

BSAA has serious concerns with the proposed definitions of access control
technological protection measure and technological protection measure, The definition
of access control technological protection measure seeks to import a “link to copyright’
far beyond that contemplated in the AUSFTA and disregards the ordinary meaning of
Articles 17.4.7(by and 17.4.7(a)(i). The same ‘link to copyright’ is repeated in the
umbrella definition of technological protection measure, which serves to perpetuate the
shortcomings of the definition of access control technological protection measure.

In result, the proposed definitions of access control technological profection measurs
and technological protection measure afford no real protection to pure access controls.
This is a significant concern for BSAA! it means that neither the circumvention nor the
trafficking prohibitions apply to pure access controls with the result that users can
circumvent pure access controls and trade in devices or services designed to do so
without facing liability. Given the inherent complexity in distinguishing between these
non-infringing activities and infringing activities in respect of copy controls, BSAA is
concerned that the Australian Government’s approach to pure access controls will
significantly undermine the narrow protection it intends to afford to copy controls.

The *link to copyright’ that BSAA strongly opposes, and considers to be in
contravention of the AUSFTA, is that imposed by the “prevent or inhibit’ language in
the definitions of access controt technological protection measure and technological
protection measure. That language conflates access controls as a mere subset of copy
controls and is likely to create confusion among consumers and rights holders.
Consumers, in particular, are unlikely to be in a position to undertake the complicated
legal analysis required to determine whether an access control falls within the definttion
of access control technological protection measure.

BSAA's view is that the only “link to copyright’ that the AUSFTA permits is that an
access control TPM be applied to a copyright work or other subject-matter. The United
States” Digital Millennium Copyright Act of 1998 (“DMCA”) introduced such a tink,
and it has since been sensibly interpreted not to permit copyright owners to control
afiermarkets for electronic goods. BSAA is confident that the Australian courts would
take a similar approach.

i.eaving aside BSAA’s central submission that the proposed approach to access controls
contravenes the AUSFTA, BSAA considers that there is a compelling policy case for
protecting access controls.

The need to protect access control TPMs primarily arises from the emergence of new
distribution models. These new models benefit rights holders and copyright users alike:
rights holders can exploit new methods of disseminating their copyright works and are
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therefore encouraged to continue innovating and creating new copyright works, while
users can enjoy increased choice as to how and when they access copyright works.

Some of the distribution strategies currently employed or under consideration by BSAA
members include ‘rent to own’ and ‘subscription/all vou can eat” models. Ina ‘rentto
own’ distribution model, the copyright owner would use an access control TPM to
ensure that the user could not obtain unrestricted access to the relevant work until such
time as the relevant licence fee had been paid in fuil. For example, a user may be
entitied to utilise some functions of a business software application, but an access
control TPM would prevent that user from accessing the al! of that software’s functions
until he or she paid the relevant licence fee. Similarly, ‘subscription/all you can eat’
distribution models rely on access control TPMs to restrict access to copyright works in
accordance with the scope of the licence granted.

Access control TPMs are essential to each of these distribution modeis. This is bacause,
in direct contrast to traditional distribution models (that focus on the provision of'a
permanent copy of a-copyright worlk), these new distribution models focus on users
experiencing a copyright work (for example, by viewing an artistic work, reading a
literary work or using a computer program), without necessarily providing the user with
a permanent copy of that work. In some circumstances, a user’s experience of a
copyright work or other subject matter may constitute a substantial reproduction of that
work in material form, but that will not always be the case, and in those circumstances,
the absence of protection for access contrel TPMs is likely to undermine the viability of
that product offering altogether. Clearly the expense of applying an access control TPM
to a copyright work will be difficult to justify if it is possible to circumvent that TPM
without attracting liability. Thus, in the interests of fostering the development of
innovative distribution methods that benefit rights helders and users alike, BSAA
submits that Australia should ensure that its implementation of Article 17.4.7(a) of the
AUSFTA affords protection to both access control TPMs and copy control TPMs.

To the extent that the Department is concerned about the potential of access control
TPMs to ‘lock’ users out of content that they have purchased, BSAA’s opinion is that
the prospect of, and the negative consequences associated with, “digital lock out’ in the
TPM context have been overstated by some comumentators. In the first instance, it
would be in direct conflict with most right holders’ desire to make a return on their
investment to impose a technological lock on the entirety of a copyright work for the
duration of its copyright protection. Second, users appear to accept TPM-governed
restrictions on the use of copyright works where the extent of those restrictions are
clearly communicated (and therefore are not misleading or deceptive) and the resulting
access to the TPM-protected work is still of value to the relevant user. Consider, for
example. the success of the Apple iPod and iTunes model where TPMs are used 1o
prevent unauthorised access to, and copying of, sound recordings, while still providing
users with a service that is well-utilised and considered valuable. Finally, BSAA agrees
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with one commentator’s view that “[alny concerns about consumers being "locked out
of content” because of TPMs (or DRMs [digital rights management systems]) need o be
balanced against the major potential benefits to consumers through the choices that
DRMs make possible.”™

1.10 The toner cartridge and garage door opener litigation in the United States also illustrates
that the anti-circumvention provisions in the DMCA have not had the effect of defeating
user expectations about how aftermarket items, such as toner cartridges and garage door
openers, can be used where an access control TPM is applied to products that those
aftermarket items are designed to work with. The toner cartridge case, Lexmark
Internaiional, Inc v Static Control Components, Inc® clarified that in order to rely on the
anti-circumvention provisions in the DMCA it is necessary that the access control TPM
is used to protect copyrightable content, In Chamberlain Group, Inc v Skylink
Technologies, Inc® - the garage door opener case - the Federal Circuit rejected
Chamberlain’s argument that the DMCA allowed copyright owners to prohibit fair uses
even in the absence of any feared foul use.*

.11 Thus, for the reasons cited above, BSAA submits that the Australian Government
should redraft the definition of access conirol technological protection measure to
provide broad protection for access controls applied to copyright material, Sucha
definition would reflect the deal struck with the United States and from which Austraiia
cannot resile. 1t would also facilitate the development of innovative online delivery
platforms that are reliant on clear protection for access controls applied to copyright

material.

2 The use of the phrase ‘of a person’ in the definitions of circumvention device and
circumvention service, and the trafficking liability provisions (clauses 2 and 3 of the
TPM Bill, and proposed sections T16AL, 116AM, 132APB and 132APC)

2.1 BSAA is concerned that the Department's use of the phrase ‘of a person’ in the

definitions of circumvention device and circumvention service (and in the trafficking
liability provisions) adds unnecessary complexity and may have unintended
consequences. For example, the phrase ‘of a person’ only appears relevant to
paragraph (a) of the definitions of circumvention device and circumvention service, yet
it is used as a qualification for paragraphs (b} and (c) as well.

22 BSAA understands that the concern underpinning the Department’s use of the phrase “of
a person’ is 10 avoid a situation whereby a person, such a manufacturer, atfracts lability

" Barry Sookman “Technological Protection Measures (TPMs) and Copyright Protection: The Case for TPMs”
C.T.L.R. 2005, 11(5), 143 at 151.

! Lexmark International, Inc v Static Conirol Componenss, Inc., 387 F.3d 522 (6th Cir. 2004)

* Chambertain Group, Inc v Skylink Technologies, Inc., 381 F.3d 1178 (Fed. Cir. 2004)

* Above note 2, 1201.
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for supplying a device merely because an unrelated third party promotes the
manufacturer’s device (which does not fall within paragraphs (b) and (¢) of the
definition of circumvention device) as having the purpose of circumventing a
technological protection measure. Put another way, the Department appears concerned
to create a link between the trafficker and promoter where the only reason that the
trafficker’s device is considered a circumvention device is because the promoter
advertises it as such.

BSAA considers that this link is best achieved by redrafiing the definitions of
circumvention device and circumvention service as foliows (using the definition of
circumvention device as an example):

Circumvention device means a device, component or product (including a computer
progran:) that:

(a) is promoted, advertised or marketed by a person who does any act described in
section HHEAL(1){a) {the first person), or by another person acting in concert
with the first person, as having the purpose of circumventing the technological
protection measure; ...

The phrase ‘of a person’ could then be deleted from proposed sections 11AAL{)(D),
HIEAM (D). 132APB(1)c) and 132APC(1)(c), which would, in turn, remove the
complexity and potential for misinterpretation intherent in the current drafting of those
provisions.

The permission exceptions fo the prohibition on circumventing an access control
technological protection measure (propesed sections 116AK(2) and 132APA)

Proposed sections HHOAK(2) and 132APA of the Copyright Act provide that a person
will not be liable for circumventing an access control technological protection measure
if that person has, or has reasonable grounds to believe that the person has, the
permission of the copyright owner or exclusive licensee to circumvent the access control
technological protection measure.

BSAA disagrees with the “reasonable grounds” threshold for satisfying these
exceptions. In BSAA’s opinion, that threshold has no basis in Article 17.4.7(a){(i) of the
AUSFTA and is inconsistent with the existing scheme of the Copyright Act.

To address these shortcomings, BSAA submits that the permission exceptions in
proposed sections 116AK(Z) and 132APA should adopt the test in section 36 of the
Copyright Act. Seéction 36 provides that the copyright in a work is infringed by a person
{other than the owner of the copyright) who does (or authorises the doing of) any act
comprised in the copyright without the licence of the copyright owner. This test is the
most clear-cut method of determining whether a person has permission to do the act
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complained of, and its use in proposed sections 116AK(Z) and 132APA would maintain
consistericy between the new TPM iiability regime and the existing provisions of the
Copyright Act.

The application of the interoperability and encrypiion research exceptions to
lawfully obtained copies (proposed sections 116AK(3), 116AK (), 116AL(Z),
T16AL(3),116AM(2), L16AM(3) 132APA(3), 132APA(4), 132APB(2), 132APB(3),
132APC(2) and 132APC(3))

One of the requirements for each of the interoperability and encryption research
exceptions listed above is that the acts done pursuant to those exceptions must be done
in relation o a copy of a computer program (in the case of the interoperability
exceptions) or a work or other subject-matter (in the case of the encryption research
exceptions) that is a non-infringing copy.

BSAA considers that the interoperability and encryption research exceptions should be
amended to only apply in respect of lawfully obtained copies of copyright material,
rather than non-infringing ones. This higher test is required by sub-paragraphs (e)(i)
and (e)(ii) of Article 17.4.7 of the AUSFTA and is necessary 1o protect pre-release or
beta versions of software. films and other copyright material, which although non-
infringing, is capable of being unlawfully obtained, Where this is the case, that
copyright material should not be the subject of interoperability and encryption research
exceptions in the Copyright Act.

The proposed additional damages provision (proposed s 116A0(2))

BSAA welcomes the Australian Government’s proposal to enact an additional damages
provision as part of the new TPM lability scheme. The prospect of recovering
additional damages in flagrant cases is likely to encourage rights holders to commence
proceedings against those who circumvent technological protection measures or traffic
in circumvention devices or services.

However, there is one aspect of propesed section 116A0(2) that strikes BSAA as
unusual: the need to deter similar acts is not one of the factors that a court is required to
have regard to in making an award of additional damages under section 116A0(2).
BSAA considers that deterrence is one of the key rationales for enacting an additional
damages provisicn, and in BSAA’s experience, the courts have routinely reiied on this
factor in making awards of additional damages under section 1 15(4) of the Copyright
Act. Indeed, BSAA cannot see any reason why the proposed section [16A0(2) should
diverge from section 115(4) on this point.

For these reasons, BSAA strongly recommends that section | 16A0(2) be redrafted to
include “the need to deter similar acts® as a factor that a court must have regard to when
determining the availability and quantum of additional damages under section
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116A0(2).

5 Further engagement

7.1 BSAA appreciates the opportunity to work with the Australian Government 1o ensure

the successful implementation of the AUSFTA TPM tiability scheme. BSAA and its
members welcome any further engagement on the issues raises in this letter. To do so,
please contact Maurice Gonsalves of Maliesons Stephen Jaques on {02) $296 2166 or
maurice.gonsalves@mallesons.com.

Yours faithfully

N
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