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23 March 2004

Senator Marise Payne

Chair

Senate Legal and Constitutional Legislation Committee

Parliament House

Canberra  ACT  2600

Dear Senator Payne

Inquiry into the Australian Federal Police and Other Legislation Bill 2003
At its inquiry into provisions of the Telecommunications (Interception) Amendment Bill 2004 on 22 March 2004, the Senate Legal and Constitutional Committee requested that the Australian Federal Police (AFP) respond to the supplementary submission of the Attorney-General’s Department (the Department). 
Attorney-General’s Department response to copying at the server
The Department states that automatic reading of communications by a computer, as performed by virus detection or content filtering software, does not currently constitute an interception for the purposes of the Telecommunications (Interception) Act 1979 (TI Act). The rationale for this conclusion is set out in the Department’s response to the Electronic Frontiers Australia (EFA) recommendation that the Committee consider an amendment to expressly exclude from the definition of interception the act of copying communications data for back-up or disaster recovery purposes.  
The Department has advised the Committee that the EFA amendment is unnecessary. This is based on the grounds that the TI Act as a whole is directed at protecting the privacy of users of the Australian telecommunications system, and is not intended to frustrate legitimate business use of telecommunications technology or IT systems in general. The Department considers that automated backup for the purposes of business continuity does not impinge upon the Act’s object of protecting the privacy of communications.

The Department’s view that the proposed provisions in the TI Amendment Bill clarify ambiguity surrounding the issue of copying at the server may be based on reference to the underlying policy of the TI Act. This is insufficient for the AFP to be certain that the act of copying employee emails is not unlawful. The proposal in the TI Bill to introduce a new paragraph at 6(7)(b) of the TI Act will render recording a stored communication prior to its receipt by the intended recipient an ‘interception of a communication’. The AFP considers that the intended clarification further complicates the issue because in practice the act of ‘copying’ at a server is done prior to receipt by the intended recipient. The courts may interpret this act as unlawful in the future. This is an unacceptable risk for law enforcement. 
In relation to employee emails, the AFP has recommended that an appropriate balance may be achieved through amendments modelled on the United Kingdom regulatory regime set out in the Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 2000 which are made pursuant to the United Kingdom Regulation of Investigatory Powers Act 2000.  The AFP’s view remains that amendments along these lines may be appropriate to redress that issue. 
Stored communications

The AFP is concerned that the Department has also appeared to have relied on policy arguments to interpret the existing legal framework surrounding retrieval of stored communications held remotely. 
The Committee has noted in evidence that the Commonwealth Director of Public Prosecutions (CDPP) has provided legal advice to the effect that downloading an email or voicemail message does not involve an interception of the communication within the meaning of section 6(1) because the investigator is not listening to or recording the communication in its passage over the telecommunications system.  Rather, in retrieving the communication the investigator is causing it to complete its passage over the telecommunications system. 
In a written response to the CDPP in December 2002, the Department stated that, “whilst we agree that this conduct would not technically amount to an 'interception' as defined in section 6 of the TI Act, it would nevertheless be prohibited under the Act.  This view is based upon our interpretation of the TI Act and our understanding of its broad underlying policy”.
Attorney-General’s Department response to inconsistency with section 3L of the Crimes Act 1914

In its supplementary submission, the Department states that it does not share the AFP’s concerns that the proposed stored communications amendment in item 10 of the Bill appears inconsistent with the intention of section 3L of the Crimes Act 1914. The Department’s view is that the provisions in the Crimes Act do not override the specific protections conferred upon communications by the interception legislation. 
The AFP notes that section 3L of the Crimes Act is a later provision that was introduced without reference to limitations under the TI Act to this kind of information. The intention of 3L was clearly to allow access to stored communications held remotely under the auspices and accountabilities of the search warrant regime.
The Department’s interpretation of the specific protections of the TI Act relies on their interpretation, which is based on the broad underlying policy of the Act. The AFP’s position is based on CDPP advice which appears to rely on the specific provisions of the Crimes Act 1914.  

The AFP considers that considerable confusion may have arisen as a result of the difference between the legal and policy views held by the CDPP and the Department respectively. 
In relation to overcoming the severe operational difficulties that the proposed amendment in item 10 of the Bill will impose, the AFP remains of the view that where access to a stored communication held remotely is done under the lawful authority of another Act, there should be an express exemption under the TI Act for this purpose. This approach would enable the AFP to secure important evidence in a timely manner, and in a best case scenario, to act quickly in the interests of preventing, for example, a terrorist incident.    
In closing, the AFP would like the Committee to note that when first introduced in 1979, the TI Act did not envisage technological developments such as email. It may be appropriate and timely to consider a comprehensive review of the TI Act and regime with the aim of ensuring that the laws provide an appropriate balance between privacy and law enforcement requirements in the 21st century.
If I can be of any further assistance in this matter, including providing further operational scenarios, please do not hesitate to contact me.
Yours sincerely

John Lawler

Performing the duties of 

Deputy Commissioner
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