[image: image1.png]Australian Federal Pollce
mmm 70 fight crime together and win wm




SENATE LEGAL AND CONSTITUTIONAL COMMITTEE 

Inquiry into the provisions of the Telecommunications (Interception) Amendment Bill 2004

Introduction

1.
The Senate Legal and Constitutional Legislation Committee (the Committee) has advised that it is inquiring into the appropriateness of the provisions of the Telecommunications (Interception) Amendment Bill 2004 (the Bill), and in particular whether the previous concerns of the Committee in considering the Telecommunications Interception Legislation Amendment Bill 2002 have been addressed.  
Aim of this Submission

2. The AFP submission focuses on operational implications arising from proposed items 5 and 10. The proposed expansion of the definition of ‘interception’ from just listening to or recording, to include ‘reading or viewing’ (item 5), and amendments relating to stored communications (item 10) could:

· weaken the AFP’s capacity to protect its information systems from virus and spam attack through inability to scan incoming and outgoing emails;

· render the AFP professional standards regime ineffective through inability to monitor emails containing inappropriate content. 

· diminish the AFP’s capacity to effectively prevent, detect, investigate and prosecute serious Commonwealth offences through efficient and expeditious processes.    
3. The AFP’s concerns centre on:

· Potential inability of the AFP to sufficiently protect its information systems from viruses and improper content.  
· Potential inability of Australian law enforcement agencies to adequately detect and investigate serious criminal conduct.


The AFP proposes that the search warrant regime under the Crimes Act 1914 is appropriate for the retrieval of stored communications held remotely and to obtain information held at ISP premises.  

Role of the Australian Federal Police

4.
The AFP is the major instrument of Commonwealth law enforcement and the chief source of advice to the Commonwealth Government on policing issues.  Its role is to enforce Commonwealth criminal law and protect Commonwealth and national interests from crime in Australia and overseas, and provide a secure and safe environment in the Australian Capital Territory (ACT) and external territories. The AFP is also Australia’s international law enforcement and policing representative.
5.
The AFP’s functions are set out in section 8 of the Australian Federal Police Act 1979.  Pursuant to section 37(2) of the Act, the AFP may receive a Ministerial Direction that outlines the Government’s priorities and expectations for the AFP. 
6.
The current Direction states that the AFP will pursue (in part) the following outcomes: 

· that criminal activity is deterred in areas impacting on the Commonwealth Government’s interests; 

· that those individuals and interests identified by the Commonwealth Government or the AFP as being at risk are kept safe and secure as a result of AFP protective services; 
· that policing activity creates a safer and more secure environment in the ACT, Jervis Bay and Australia’s external territories; 
· that the Commonwealth Government contributes effectively to international law enforcement interests; and 
· that community confidence in the honesty, effectiveness and accountability of the AFP is high. 
7.
Given this breadth of function, the AFP occupies a unique position in the Australian criminal justice environment as an agency with both a national and community-policing role.  A performance outcome framework structures this unique role in the Australian law enforcement environment with two distinct outcomes in service provision. 

Outcome 1:  The investigation and prevention of crime against the Commonwealth and protection of Commonwealth interests in Australia and overseas; and
Outcome 2:  Policing creates a safe and secure environment in the ACT (the ACT Government provides funding for this Outcome). 

8.
The AFP maintains a very strong focus on fighting transnational crime.  The Committee would be aware that the AFP has an important role in investigating terrorism and related offences in the Criminal Code. 
9. The AFP appreciates the opportunity to comment on the Bill.  Telecommunications Interception (TI) capability is an important investigative tool for the AFP in monitoring communications between people suspected of engaging in serious criminal activity, including terrorism.
10. Courts are requiring increasingly higher standards of evidence.  AFP’s experience is that material obtained under TI warrants provides compelling evidence that links suspects of serious crimes to their criminal activity.  The Annual Report under the Telecommunications (Interception) Act 1979 (TI Act) tabled in Parliament on 9 March 2004 highlights a significant increase in prosecutions and convictions obtained through telecommunications interception warrants in the past year. 
11. The TI Bill proposes a range of amendments.  The AFP supports the introduction of proposed amendments in relation to:

· extending the definition of class 1 offence to cover all terrorism related offences.  The ability of the AFP to effectively detect, prosecute and penalise terrorism and its financing depends on the availability of effective investigation and information gathering capabilities such as TI;
· clarifying the existing subparagraph 5D(3)(d)(x) of the TI Act to cover dealings in firearms and armament;
· extending subsection 5D(5) of the TI Act to cover cybercrime offences under State, Territory and Commonwealth legislation;
· exclusion of publicly listed ASIO numbers from the definition of ‘interception’;
· limiting the requirement of the Director-General of Security  of ASIO to cause the Managing Director of a carrier to be informed of the issue of and be provided with copy of a telecommunications interception warrant to ASIO;
· extending to certifying officers of intercepting agencies the power to certify that the interception of a particular service under a named person warrant is no longer required and should therefore cease; and
· allowing certifying officers to form the view that interception of a particular service is no longer required, thereby expediting the cessation of interception where it is no longer necessary.  

12. The AFP does not support proposed amendments to expand the definition of ‘interception’ to include ‘reading or viewing’ (item 5), or amending the TI Act as proposed by the stored communications provision (item 10) in the TI Bill. 
13. In 2002, the Committee expressed concerns that a previous version of the stored communications amendment was ambiguous and did not sufficiently clarify for law enforcement purposes the concepts of when a message was in transmission and when it had been received or accessed at the other end. 
14. The key issue for the Committee was the appropriateness of the use of TI or search warrants for law enforcement to access communications that had been received at the other end. The Committee considered that getting definitions right in the context of the technology was complex, and that extensive further work was required to ensure appropriate provisions could be brought forward at a later date.
15. The AFP view is that as drafted, proposed amendments in items 5 and 10 of the TI Bill may be operationally problematic for reasons outlined below. If enacted, they could impair the AFP’s capacity to protect its information systems and conduct effective investigations. Since 2002, the AFP has considered important technological and practical issues in determining the implications for law enforcement. The AFP considers that these operational considerations may not have been sufficiently considered in drafting the current Bill.  The technological and practical issues are presented below.
16. It is imperative that the proposed TI amendments balance privacy and operational factors, and that they take into consideration the practicalities of communications and the telecommunications system.
Technological aspects of the telecommunications system
How email works

17. The delivery system of email communications is universally accepted to be a store-and-forward network of ‘message transport systems’ (or MTS) through which emails travel.
18. X may send an email intended for Y.  The email may reside for a time in the ‘outbox’ on X’s computer waiting to be routed to its intended recipient.  The email is directed to Y’s email address and it may travel through numerous servers on its way to Y.  Each server will store the email before forwarding it on.
19. Fundamentally, there are two different ways in which email is delivered:

i. ‘Direct’ delivery – email is forwarded automatically to the electronic mailbox that is located within that computer and is stored directly on the customer’s computer (final physical destination point).

This would apply, for example, if a sender and recipient shared the same mail server at one local Internet Service Provider (ISP), for example, joe.smith@ozemail.com.au sends an email to jane.doe@ozemail.com.au. In this case, the email will be stored on the ISP mail server until it is collected.

ii. Remote service delivery (that can be accessed by either Internet Message Access Protocol Version 4rev1 (IMAP) or Post Office Protocol (POP) mail reading protocols).

POP is used to allow a workstation to retrieve mail that the server is holding for it.  MTS are not used on most workstations because it is not required.  MTS functions are typically handled by the MailServer.

IMAP allows a client to access and manipulate electronic mail messages on a server.  IMAP permits manipulation of remote message folders, called ‘mailboxes’, in a way that is functionally equivalent to local mailboxes.  IMAP also provides the capability for an offline mail client on a local personal computer to resynchronise with the remote mail server.

The sender’s ISP will store the email until it can deliver it to the receiver’s ISP.  The email is then forwarded automatically to the electronic mailbox reserved for that unique address (commonly located at the local ISP).  The email is stored there (as the final physical destination point) until it is retrieved. That is, a copy is downloaded on to the intended recipient’s computer (using an application like Microsoft Outlook or Novell Groupwise) or any other device capable of being used to read email, such as a mobile phone.  
The local ISP and the client (the intended recipient) have a business agreement that creates an address for the client and allocates unique storage (the mail box) for the client at the ISP mail server. Under this delivery system, the location of the electronic mailbox and the methods of accessing the electronic mailbox differ.  There may be no way of ever identifying whether the intended recipient has accessed the email.

20. The intended recipient of any email is allocated private storage space at the mail server which is commonly located at the local ISP.  An email is addressed to that destination and has reached its final destination point when it reaches that address (eg joebloggs@hotmail.com).  The intended recipient merely has private storage space at that address.
21. This is analogous to a person renting a PO Box and getting delivery of communications to that mailbox (Joe Bloggs, PO Box 999, Braddon, ACT).  
22. Retrieving the message from the private space at the local ISP (or the PO Box) is separate to the delivery protocol and is merely engaging another process between the ISP and the client. 
Practical concerns for the AFP

E Security and corporate governance - recording
23. The interpretation of how email works is critical to assessing how TI legislation should apply to communications. 

24. Practical problems for government agencies and private sector bodies will ensue if they are required to obtain TI warrants to monitor emails for viruses and improper content in the workplace (note that only limited agencies have access to the TI regime).

25. Government and private sectors protect their information systems by a gateway, a principal objective of which is to prevent:

· the entry of a virus within an email;

· “Denial of Service” attacks;
· the entry of a hacker intent on damaging or disrupting the system; and
· and the bulk entry of unsolicited emails (spam).
26. It is standard government agency and business enterprise practice for the gateway to protect holdings. For the AFP, the gateway protects operational, intelligence, administrative and related information. A gateway typically works as follows:
· Incoming email is copied and examined by an email filtering software program. Copying is fundamental to the process.
· If the email is not blocked (is identified as not containing an anomaly) it is forwarded to the recipient.
· If an anomaly is detected (eg, virus, inappropriate image, executable file etc) the email is quarantined and the employee is notified.
· Employees may request release of quarantined emails.  See below  at paragraphs 34-36 regarding necessary human intervention and reading or viewing employee emails.
· If no request for release is received the email is automatically deleted after a specified period (usually 7 days).
27. Emails can carry with them malicious code (eg, viruses, worms, Trojans) which enables a hacker to install a back door to an IT framework, potentially giving them unlimited access to an organisation’s entire information system. 

28. Automatic copying by an operator of a private network with email facilities, such as a Government agency or a bank, is considered by information technology specialists as 'best practice' in order to protect information systems. It has been suggested that automatic copying by the agency at the server firewall may amount to a ‘recording’ and therefore an ‘interception’ under the TI Act as it is now defined.  The AFP has requested that the Attorney-General’s Department obtain legal clarification on this issue.  
29. Similar to the need to scan incoming postal mail for explosive devices and biohazardous chemicals (eg, anthrax), the AFP needs to be able to scan electronic mail to prevent criminal/terrorist attack to its information systems (eg, viruses, spam, improper content). Inability to copy (or ‘record’) at the firewall server would leave the AFP susceptible to this type of attack.  
30. Additionally, the TI Bill proposes a regime that in application may be inconsistent with the intention of spam legislation introduced in 2003.  The framework set out in the spam legislation is aimed at reducing Australia as a source of spam, minimising spam for Australian end-users and extending Australia’s involvement in worldwide anti-spam initiatives. The Explanatory Memorandum to the Spam Act 2003 highlights the Government’s concern that the exponential growth of spam is threatening the effectiveness and efficiency of Internet telecommunications networks and imposing costs on end-users. The AFP needs to be able to monitor emails to prevent unsolicited emails from ‘clogging’ the system and compromising the integrity of the AFP’s information systems.
E Security and corporate governance – reading or viewing

31. Under the existing provisions of the TI Act, only the acts of recording or listening to communications as they pass over the telecommunications system constitute an interception. The proposed expansion of the definition of ‘interception’ to include ‘reading or viewing’ will exacerbate the existing uncertainty and associated practical concerns of monitoring emails.

32. As the TI Act currently stands, automatic reading by machines (without copying) would not constitute an ‘interception’. If an anomaly is detected, the practical reality is that human intervention is required to determine whether an email should be allowed to enter the system (see paragraph 26).  It is not practical for the AFP to ask each employee (nationally spread) to be present when an IT Security employee (all based in Canberra) opens the email to examine it for viruses or improper content prior to releasing it.  
33. AFP IT Security personnel are analogous to ‘bomb technicians’ in that they determine the danger of the content of the package and subsequently determine the path the package should take (sent on, stopped or deleted).  Human intervention is essential in the process of monitoring email traffic into and out of the AFP for the protection of information systems but any ‘reading’ or ‘viewing’ by IT Security personnel in this process would amount to an ‘interception’ if the definition is expanded to include ‘reading or viewing’.  In any event, monitoring of email communications creates a copy of the email, which amounts to ‘recording’ within the existing definition of ‘interception’.  Copying during quarantining is the only feasible way of protecting information systems.
34. The AFP also needs to be able view incoming and outgoing emails to manage information that its personnel forwards and receives.  These measures aim to uphold integrity and accountability measures implemented under the AFP Professional Standards Regime. Email has become a key tool for law enforcement and the requirement to obtain a TI warrant to monitor emails sent internally and externally would effectively compromise the AFP’s ability to conduct internal integrity checking.  The AFP considers this outcome as highly undesirable.
Search Warrants – retrieval of stored communications

35. Under the proposed amendments access to an email communication that is stored remotely (ISP email, web based email) and that requires use of a telecommunications service would constitute an ‘interception’ and would therefore be subject to the TI regime.  Accordingly, an investigator who is executing a search warrant and who realises that an email message was available for retrieval when inside the premises would be required to obtain a TI warrant to gather potentially important evidentiary material.  

36. Delay associated with obtaining a TI warrant in these circumstances could result in the message being deleted by the sender (or some other countermeasure deployed by the suspect whereby all information is lost). Police would have to remain at the premises to ensure continuity of evidence and ensure that any potential evidence in that email was not destroyed.  If the search has been completed, police will not be permitted to remain at the premises (under the auspices of the search warrant) to ensure continuity and prevent destruction of potentially important evidence in relation to serious crimes.  In turn this compromises law enforcement’s ability to secure successful convictions.  
37. After engaging in the search warrant process, the AFP would be required to duplicate the process by applying for a TI warrant with the belief that messages waiting to be opened were of evidential value, when this in fact may not be the case.
38. It has been suggested that when law enforcement officers enter a premises under the auspices of a search warrant, the officers should turn the computer off to prevent incoming emails being viewed without a TI warrant. It is contrary to investigative best practice to disable computer cables so that incoming emails with potential evidentiary value do not arrive while executing the warrant.  It is also not advisable to ask a suspect to operate electronic equipment to retrieve the stored communication so that police may view incoming messages. Effective countermeasures are now deployed by sophisticated criminals so that non-expert disabling of communications such as the pressing of one key can wipe an entire hard drive and any connected Internet information.  

39. It is the view of the Commonwealth Director of Public Prosecutions (CDPP) that when executing a search warrant on premises, retrieval of stored communications held remotely is permitted under section 3L of the Crimes Act 1914.  
40. Consistent with this advice, the AFP does not believe that retrieving a stored communication under the authority of a search warrant amounts to an interception because:

· police are lawfully on premises and are utilising equipment and accessing data with lawful authority (section 3L of the Crimes Act 1914); and

· the retrieval process is merely causing the communication to complete its passage over the telecommunications system.  Any subsequent recording, viewing or reading by the investigator is done after the communication has completed its passage over the telecommunications system.

The Bill - access that requires use of a telecommunications service
41. The intention of clauses 6(7)(b) & 6(7)(c) is to impose a requirement for a TI warrant to be sought for access to communications requiring use of a telecommunications service or other form of remote access.  These proposed provisions fail to consider the practical aspects of email communication.  The effect of clauses 6(7)(b) and 6(7)(c) is to impose a requirement for a TI warrant in all instances where a telecommunications service or other form of remote access would normally be required to access a stored communication.
42. Where the stored communication is in the form of a voicemail, or a web-based email (eg, Hotmail or Yahoo!), it generally resides permanently on the voice or email server, even after having been accessed by the intended recipient.  For example, to listen to a saved voicemail requires the dialling of a number from the mobile handset.  Reading already accessed messages in a Hotmail account will require connecting to the Internet, thereby using the telecommunications system. Wherever an IMAP server is used for the handling of incoming email, the mail remains on the email server.  When a user searches their email, the search occurs on the server machine, rather than the local machine.  This protocol allows the users greater flexibility as they can connect to their mailbox from a variety of machines and locations.  The process of reading that email on a local machine is a copying process that does not remove the message from the mail server.
43. An email inbox can be accessed from a multitude of devices and sometimes the final storage repository is the mail server, NOT the device that is controlled or owned by the intended recipient.  Web-based emails could remain remotely stored so they can be accessed from anywhere in the world, via any device capable of viewing such email.  In almost all circumstances access to these communications will require use of a telecommunications service, even after the intended recipient has accessed it.

44. It is possible that the proposed amendments will result in a situation where certain communications will be defined as never ceasing in their passage over the telecommunications system.  In these circumstances, a TI warrant will always be required to access them. The proposed amendments could effectively place some email communications (eg, web-based emails) out of reach from investigators.  
45. Some agencies (eg, Australian Securities and Investment Commission,  Australian Customs Service, Queensland Police Service) do not have access to the TI regime.  As a result these agencies will be precluded from accessing any communication that requires use of a telecommunications service to access it (eg, web-based emails). Failure to appropriately consider the technical practicalities of communications will prevent these agencies from conducting effective investigations to fulfil agency functions.

46. Email is a key data exchange tool for criminal syndicates who interact all around the world to facilitate transnational crimes such as terrorism, paedophilia (child pornography on the internet), people smuggling, sexual exploitation and slavery, drug trafficking and money laundering.  It is undesirable to place such impractical restrictions on the ability of law enforcement to collect relevant evidence.
The Bill – communications that have been accessed by the intended recipient

47. The view of the Attorney-General’s Department is that under the current TI regime a communication that does not require access through use of a telecommunications service or other form of remote access and which has been accessed by the intended recipient is no longer passing over the telecommunications system (and therefore not an ‘intercept’).  This interpretation has been reflected in the amendments to the TI Bill (clause 6(7)(b)). 
48. The result of the amendment is that an employer may access an email by obtaining a copy of the message at the server only after the employee has accessed it.  

49. Allowing an employee to read emails before vetting risks the security of high-value information systems and diminishes the agency’s capacity to prevent breaches of professional integrity.   
50. From a technological perspective, an email may not ever be downloaded on to the intended recipient’s computer (refer paragraphs 42 to 43).  In addition, a system may be configured so that read emails are marked unread. The AFP could go to an ISP or its own server and may not ever be able to determine whether the subject of an investigation has accessed the message  – not through enquiries with the intended recipient (unless the suspect is cooperating), not through examining the intended recipient’s computer and not through enquiries with the ISP or IT personnel.
Search warrants

51. Search and entry powers assist agencies such as the AFP to gather important evidence in order to expeditiously and effectively undertake its statutory law enforcement functions. The AFP proposes that the current search warrant regime continue to apply to retrieve stored communications held remotely and to obtain information held at an ISP.
Retrieval of stored communications held remotely
52. As mentioned at paragraph 39, it is the view of the Commonwealth Director of Public Prosecutions (CDPP) that when executing a search warrant on premises, retrieval of stored communications held remotely is permitted under section 3L of the Crimes Act 1914.  
53. The proposed amendments appear inconsistent with the intentions of subsection 3L of the Crimes Act 1914 (amended by the Cybercrime Bill), effectively precluding any application of subsection 3L(1) to access data which is stored remotely and which can only be gained through the use of a telecommunications service. It is proposed that such access to remotely stored data will only be lawful under a TI warrant.
54. Clauses 6(7)(b) and (c) directly counter the effect of the Cybercrime Bill 2001 to allow investigating officers acting under authority of a search warrant the power to operate equipment at the premises to access data held remotely (existing subsection 3L(1) of the Crimes Act 1914).  The Committee inquired into the provisions of the Cybercrime Bill 2001 and made no adverse recommendations in respect of remote access powers.  
55. The intention of subsection 3L(1) was to confirm that the existing power to operate electronic equipment on premises to find evidential material includes material physically located away from the premises. 
56. Subsection 3L(1) was drafted in consideration of Article 19 of the European Convention of Cybercrime (which was signed by the concerned European States on 23 November 2001).  Article 19 compels each party to the agreement to ‘adopt such legislative and other measure as may be necessary to ensure that where its authorities search or similarly access a specific computer system or part of it, pursuant to paragraph 1.a, and have grounds to believe that the data sought is stored in another computer system or part of it in its territory, and such that is lawfully accessible form or available to the initial system, the authorities be able to expeditiously extend the search or similar accessing to the other system.’
57. As drafted, the stored communications amendment seems inconsistent with Article 19 in that it will not ensure expeditious interrogation of computer systems to locate important evidence.  This is illustrated in paragraphs 35 to 40 of the AFP’s submission.
58. The issuing of a search warrant affords no more access than is reasonably necessary to obtain what is needed to prove or disprove a person’s involvement in serious criminal activity.

Search Warrants at ISPs

59. The AFP considers that the search warrant regime under the Crimes Act 1914 is appropriate for the retrieval of stored communications held remotely and to obtain information held at ISP premises
60. This Submission detailed technological aspects of the telecommunications system at paragraphs 17 to 22. The Committee will recall that X may send an email intended for Y and the email may reside for a time in the ‘outbox’ on X’s computer waiting to be routed to its intended recipient.  The email is directed to Y’s computer, or to Y’s email service provider’s mail server and it may travel through numerous servers on its way to Y.  Each server stores the email before forwarding it on.  In doing so, a copy of the email is ordinarily left at each intermediate storage point in the store-and-forward network of ‘message transport systems’ (or MTS) through which emails travel.

61. The AFP’s view is that an email is no longer travelling over the telecommunications system when it has reached its intended destination, which is the unique space allocated on a server for the particular email address (eg, the recipient’s electronic mailbox). 

62. Where the computer is not permanently connected to the Internet (eg, dial up service), email arrives at the electronic mailbox reserved for that unique address (commonly located at the local ISP).  The email is stored there until it is retrieved. Analogous to a letter at a Post Office Box, the mail sits at the electronic box (final destination point) allocated to the client until such time as he or she comes to pick it up.  In relation to an email, the method of collecting the mail is using a telecommunications line to retrieve it, for example, via a Short Message Service (SMS) or the Internet. 
63. Law enforcement agencies have sufficient powers to execute search warrants at post office boxes to collect mail when it has reached its final destination point (the client’s PO Box), prior to it being accessed by the intended recipient. This capability allows investigators to secure important evidence in a timely manner.  

64. The AFP believes that similar measures are appropriate for local ISP’s who provide electronic mail facilities on behalf of clients.  The major difference between electronic mail and postal mail is that with email it may be difficult or impossible to determine whether the intended recipient has collected his or her mail.  
Principles governing entry and search powers

65. The Fourth Report of 2000 by the Senate Standing Committee for Scrutiny of Bills for Entry and Search Provisions in Commonwealth Legislation (Senate Standing Committee) articulated principles governing the grant by Parliament of entry and search powers:
· people have a fundamental right to their dignity, to their privacy, to the integrity of their person, to their reputation, to the security of their residence and any other premises, and to respect as a member of a civil society;

· no person, group or body should intrude on these rights without good cause;

· such intrusion is warranted only in specific circumstances where the public interest is objectively served and, even where warranted, no intrusion should take place without due process;

· powers to enter and search are clearly intrusive, and those who seek such powers should demonstrate the need for them before they are granted, and must remain in a position to justify their retention;

· a power to enter and search should be granted only where the matter in issue is of sufficient seriousness to justify its grant, but no greater power should be conferred than is necessary to achieve the result required;

· in considering whether to grant a power to enter and search, Parliament should take into account the object to be achieved, the degree of intrusion involved, and the proportion between the two – in the light of that proportion, Parliament should decide whether or not to grant the power and, if the power is granted, Parliament should determine the conditions to apply to the grant and to the execution of the power in specific cases.
66. Existing search warrant accountabilities (eg, application to independent issuing officer, notification, statutory thresholds such as reasonable suspicion that evidential material is located at premises) and the need for law enforcement to effectively investigate serious criminal activity (through retrieval of stored communications held remotely and to access information held by local ISPs) satisfy the Senate Standing Committee’s principles as recommended in their report. 

67. To require a TI warrant to be sought for retrieving every stored communication that is held remotely or at a local ISP would significantly diminish the effectiveness of law enforcement.  Some law enforcement agencies (Queensland Police Service) do not have access to TI warrants.  For agencies that do have access, limited availability of offences where TI is authorised, the limited number of TI lines and delay in accessing communications will reduce the capability of law enforcement of obtaining important evidentiary material towards securing convictions for serious crimes such as terrorism, child sexual exploitation and drug importation.

Accountabilities and safeguards

68. It is important that the legislation balance privacy and operational considerations in light of technical and practical issues. The Senate Standing Committee stated:

 the majority of agencies exercise their entry powers fairly. Fairness is imposed on agencies by statute and by the courts. It is a product of the supervision over the warrant process which is exercised by the Commonwealth DPP. It also seems to have been deliberately pursued as part of the enforcement culture of some agencies, which have emphasised the training of officers and the drafting of internal manuals and guidelines. Given the involvement of the DPP and the demands of the courts, the procedures followed in obtaining and executing search warrants seem to be of a high standard
.

69. There are various safeguards and accountabilities to protect the privacy of information that is gathered under a search warrant. These are considered appropriate.

70. Australian Federal Police officers are bound by the Information Privacy Principles in the Privacy Act 1988, and may be subject to criminal sanctions relating to the unlawful disclosure of information (eg section 60A of the Australian Federal Police Act 1979 and section 70 of the Crimes Act 1914).

71. All conduct undertaken by AFP members, including application and execution of section 3E Crimes Act 1914 search warrants, is subject to internal and external scrutiny.  Any complaints about an officer’s conduct may be referred to the AFP Professional Standards Team and independently to the Commonwealth Ombudsman’s Office.  Depending on the outcome, dismissal or disciplinary action may ensue. Civil remedies and criminal action are also available.

72. Additionally, any evidence that is determined by a court to be seized unlawfully or unfairly may be rendered inadmissible in evidence.

Transparency

73. The day-to-day practices of the AFP in relation to search warrants are governed by the Crimes Act 1914, CDPP Search Warrant Manual and AFP National Guidelines.  
74. The occupier is entitled to be present at all times during the search and all things that are copied, seized or moved are documented by way of an official receipt. 
Conclusion

75. The AFP does not support proposed amendments to expand the definition of ‘interception’ to include ‘reading or viewing’ (item 5), or amending the TI Act as proposed by the stored communications provision (item 10) in the TI Bill. 

76. The AFP is concerned that the proposed amendments may have operational implications that could:
· weaken the AFP’s capacity to protect its information systems from virus and spam attack through inability to scan incoming and outgoing emails;

· render the AFP professional standards regime ineffective through inability to monitor emails containing inappropriate content. 

· diminish the AFP’s capacity to effectively prevent, detect, investigate and prosecute serious Commonwealth offences through efficient and expeditious processes.    
77. The AFP would welcome consideration of reasoned amendments to the TI Act  that balance privacy and operational factors, and that take into consideration the technical and practical realities of communications in the 21st Century and the need to ensure law enforcement effectiveness in respect of the investigation and prosecution of serious offences.  For example, consideration of the UK regulatory regime to enable employers to monitor employee emails and retention of the search warrant regime for retrieval of stored communications held remotely and to obtain information held at ISPs. 

� Senate Standing Committee Fourth Report of 2000 for Scrutiny of Bill for entry and search provisions in Commonwealth Legislation,  April 2000,  p. 63
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