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The Australian Privacy Foundation (APF) is the main non-governmental organisation dedicated to protecting the privacy rights of Australians. The Foundation aims to focus public attention on emerging issues which pose a threat to the freedom and privacy of Australians. The Foundation has since 1986 led the fight to defend the right of individuals to control their personal information and to be free of excessive intrusions. The Foundation uses the Australian Privacy Charter as a benchmark against which laws, regulations and privacy invasive initiatives can be assessed.  For information about the Foundation and the Charter, see www.privacy.org.au 
APF Position on items in Bill

Items 1-3 – We no not oppose these amendments, which extend the warrant regime to some additional serious offences.

Item 4 – We question this amendment, which extends  the warrant regime to ‘assist’ investigation of a range of computer crime offences – this deserves further enquiry by the Committee, as it may represent undesirable function creep. Some of the cybercrime offences carry penalties of only 1, 3 or 5 years imprisonment (compared to the 7 years normally required as the threshold for TI warrants) and in some cases do not need to use a telecommunications system to actually commit the crime.

Items 5-9 – We support this amendment, which is overdue confirmation of a ‘common sense’ interpretation that interception includes reading and viewing

Item 10 – ASIO publicly listed numbers – We oppose this amendment, which we see as unnecessary – the Act does not prevent ASIO from recording calls to their numbers – it allows for participant monitoring, provided callers are notified – see the recently revised ACIF Guideline Participant Monitoring at http://www.acif.org.au/__data/page/3362/DR_G516_2003.pdf – with which the Attorney-General’s Department has been closely involved.  There should be no reason why any of ASIOs publicly listed numbers cannot have an appropriate recorded message confirming that the caller has reached ASIO and also explaining that the call will be recorded.

Item 10 –delayed access messages (delayed access messages not ‘communication passing over a telecommunications system’, but a warrant needed for certain types of stored communication resulting from delayed access messages).  We support this amendment, provided it is expressly confirmed that any stored communication remains subject to the TI warrant regime until it has either been read/opened by the recipient or downloaded to the recipients equipment.  This would give the recipient control over the ‘availability’ of a message – if read and immediately deleted then it is only ever subject to the TI regime – if stored locally then it is accessible by other law enforcement powers.  There may be an issue with SMS/MMS if it is automatically downloaded to the recipient’s phone without any action by them – they would lose the control in this case – we suggest the Committee asks if the timing of SMS/MMS downloads is always within the phone user’s control?  If not the policy rationale underlying these provisions may break down.

We assume that the exclusion of VOIP from the definition of ‘delayed access service’ is necessary because VOIP is packet switched and packets can be delayed, involving temporary storage.  We suggest that the Committee seek confirmation that this does not mean that VOIP calls fall outside the TI Act – and confirmation that by default VOIP is a ‘communication passing over a telecommunications system’ subject to the TI regime.

Users’ privacy is also dependent on whether and for how long carriers and ISPs retain copies of stored messages, after they have been downloaded/read, but this can and should be pursued as a separate issue (in the context of the proposed Internet Industry Association Cybercrime Code and the Privacy Act).

Items 11-12, 14 & 15  We do not oppose these which appear to be policy neutral consequential amendments – but 12 is dependent on item 13  which we oppose.

Item 13 – We oppose this amendment – the justification for notification of the carrier is not only the need for assistance but also another accountability check and constraint on over-use.  Carriers all have security cleared staff so there should be no security issue. 

Items 14 & 15 – We do not oppose these which appear to be policy neutral consequential amendments – but dependent on item 13 which we oppose.

Item 16 – We do not oppose this which appears to be a policy neutral housekeeping amendment.

Items 17&18 – We support this amendment which facilitates early termination of intercepts.

Other: We understand that Electronic Frontiers Australia have identified some potential problems with these amendments in relation to the ability of computer users to make back-up copies of their own messages. To the extent that these concerns are confirmed, they must clearly be addressed.

We thank the Committee in advance for consideration of the above views.
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