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A Bill for an Act to set out the power s of
Commonwealth law enfor cement agencies with
respect to surveillance devices, and for related
pur poses

The Parliament of Australia enacts:

Part 1—Preliminary

1 Short title
This Act may be cited as the Surveillance Devices Act 2004.
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Part 1 Preliminary

Section 2

2 Commencement

This Act commences on the day on which it receives the Royal
Assent.

3 Purposes

The main purposes of this Bill are:

(8) to establish procedures for law enforcement officersto obtain

warrants, emergency authorisations and tracking device
authorisations for the installation and use of surveillance

devicesin relation to criminal investigations and the location
and safe recovery of children to whom recovery orders relate;

and

(b) torestrict the use, communication and publication of
information that is obtained through the use of surveillance
devices or that is otherwise connected with surveillance
device operations; and

(c) toimpose requirements for the secure storage and destruction

of records, and the making of reports, in connection with
surveillance device operations.

4 Relationship to other laws and matters

(1)

)

©)

(4)

Except where there is express provision to the contrary, thisAct is
not intended to affect any other law of the Commonwealth, any law
of a State, or any law of a self-governing Territory, that prohibits

or regulates the use of surveillance devices.

For the avoidance of doubt, except where express provision is
made to the contrary, nothing in this Act applies to any body,

organisation or agency, however described, that isinvolved in the

collection of information or intelligence.

This Act is not intended to limit a discretion that a court has:
(a) toadmit or exclude evidence in any proceeding; or
(b) to stay criminal proceedingsin the interests of justice.

For the avoidance of doubt, it isintended that awarrant may be
issued, or an emergency authorisation or tracking device

2 Surveillance Devices Bill 2004 No. , 2004
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Preliminary Part 1

Section 5

authorisation given, under this Act for the installation, use,
maintenance or retrieval of asurveillance devicein relationto a
relevant offence or arecovery order.

5 Schedule(s)

Each Act that is specified in a Schedule to this Act is amended or
repealed as set out in the applicable items in the Schedule
concerned, and any other item in a Schedule to this Act has effect
according to its terms.

6 Definitions
(1) InthisAct:

AFP employee has the same meaning as in the Australian Federal
Police Act 1979.

applicant for awarrant means the law enforcement officer who
applies, or on whose behalf an application is made, for the warrant.

appropriate authorising officer, in relation to alaw enforcement
officer, means a person for the time being holding office or acting
as.
(a) if thelaw enforcement officer isalaw enforcement officer
belonging to or seconded to the Australian Federal Police:
(i) the Commissioner of Police; or
(ii) aDeputy Commissioner of Police; or
(iif) asenior executive AFP employee who is authorised in
writing by the Commissioner for the purposes of this
subparagraph; and
(b) if thelaw enforcement officer is alaw enforcement officer
belonging to or seconded to the Australian Crime
Commission:
(i) the Chief Executive Officer of the Commission; or
(i) amember of the staff of the Commission who isan SES
employee and who is authorised in writing by the Chief
Executive Officer of the Commission for the purposes
of this subparagraph; and

Surveillance Devices Bill 2004 No. , 2004 3



© 00 N o O b~ WN PP

10
11
12

13
14
15
16

17
18
19
20
21
22
23
24
25

26
27

28
29
30
31

32

33

Part 1 Preliminary

(c) if thelaw enforcement officer is alaw enforcement officer
belonging to or seconded to the police force of a State or
Territory:

(i) the Commissioner or the person holding equivalent
rank; or
(ii) an Assistant Commissioner or a person holding
equivalent rank; or
(iii) a Superintendent or a person holding equivalent rank;
of the police force of that State or Territory.

Australian Crime Commission means the Australian Crime
Commission established by the Australian Crime Commission Act
2002.

business day means a day other than a Saturday, a Sunday or a
public holiday in the particular State or Territory in which an
appropriate authorising officer applies for approval of the exercise
of powers under an emergency authorisation.

chief officer means the person for the time being holding office or
acting as:
(a) inrelation to the Australian Federal Police—the
Commissioner of Police; and
(b) inrelation to the Australian Crime Commission—the Chief
Executive Officer of the Australian Crime Commission; and
(c) inrelation to the police force of a State or Territory—the
Commissioner of Policein that police force or the person
holding equivalent rank.

computer means any electronic device for storing or processing
information.

data surveillance device means any device or program capable of
being used to record or monitor the input of information into, or
the output of information from, a computer, but does not include an
optical surveillance device.

device includes instrument, apparatus and equipment.

disciplinary proceeding means a proceeding of adisciplinary
nature under alaw of the Commonwealth or of a State or Territory.

Surveillance Devices Bill 2004 No. , 2004
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Preliminary Part 1

Section 6

eligible Judge means an eligible Judge within the meaning of
section 12.

emergency authorisation means an emergency authorisation given
under Part 3.

enhancement equipment, in relation to a surveillance device,
means equipment capable of enhancing a signal, image or other
information obtained by the use of the surveillance device.

federal law enforcement officer means alaw enforcement officer
referred to in paragraph (a) or (b) of the definition of law
enforcement officer.

inspecting officer means a person appointed by the Ombudsman
under section 54 to be an inspecting officer.

install includes attach.

law enforcement agency means the following agencies:
(a) the Australian Federal Police;
(b) the Australian Crime Commission;
(c) the police force of each State or Territory.

law enforcement officer means:

(a) inrelation to the Australian Federal Police—the
Commissioner of Police, a Deputy Commissioner of Police,
any AFP employee, any special member or any person who is
seconded to the Australian Federa Police; or

(b) inrelation to the Australian Crime Commission—the Chief
Executive Officer of the Australian Crime Commission or
any other person who is covered by a paragraph of the
definition of member of the staff of the ACC in section 4 of
the Australian Crime Commission Act 2002; or

(c) an officer (however described) of the police force of a State
or Territory or any person who is seconded to that police
force.

listening device means any device capable of being used to
overhear, record, monitor or listen to a conversation or words
spoken to or by any person in conversation, but does not include a

Surveillance Devices Bill 2004 No. , 2004 5
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hearing aid or similar device used by a person with impaired
hearing to overcome the impairment and permit that person to hear
only sounds ordinarily audible to the human ear.

maintain, in relation to a surveillance device, includes:
(a) adjust, relocate, repair or service the device; and
(b) replace afaulty device.

nominated AAT member means a person in respect of whom a
nomination under section 13 isin force.

Ombudsman means the person holding office as the
Commonwea th Ombudsman under the Ombudsman Act 1976.

optical surveillance device means any device capable of being
used to record visually or observe an activity, but does not include
spectacles, contact lenses or a similar device used by a person with
impaired sight to overcome that impairment.

premisesincludes:
(d land; and
(b) abuilding or vehicle; and
(c) apart of abuilding or vehicle; and
(d) any place, whether built on or not;
whether within or beyond Australia.

prosecution, in relation to a criminal offence, includes all stagesin
the prosecution of that offence, including a committal hearing.

protected information has the meaning given in section 44.

public officer means a person employed by, or holding an office
established by or under alaw of, the Commonwealth, a State or a
Territory or a person employed by a public authority of the
Commonweslth, a State or a Territory.

record includes:
(a) anaudio, visua or audio-visua record; and
(b) arecordindigital form; and
(c) adocumentary record prepared from arecord referred to in
paragraph (a) or (b).

6 Surveillance Devices Bill 2004 No. , 2004



N

© 00 N o 0o b~ W

10
11
12
13

14

15
16

17
18
19
20
21
22

23
24
25
26
27
28
29

30
31
32
33

35
36

Preliminary Part 1

Section 6

recovery order means an order made by the Family Court of

Australia under section 67U of the Family Law Act 1975.

relevant offence means:

(a) an offence against the law of the Commonwealth that is
punishable by a maximum term of imprisonment of 3 years
or moreor for life; or

(b) an offence against alaw of a State that has a federal aspect
and that is punishable by a maximum term of imprisonment
of 3 yearsor more or for life; or

(c) an offence against section 15 or 18 of the Financial
Transaction Reports Act 1988; or

(d) an offence against section 100, 100A, 101, or 101A of the
Fisheries Management Act 1991; or

(e) an offencethat is prescribed by the regulations.

relevant proceeding means:

(a) the prosecution of arelevant offence; or

(b) aproceeding for the confiscation, forfeiture or restraint of
property, or for the imposition of a pecuniary penalty, in
connection with arelevant offence, and any related
proceeding; or

(c) aproceeding for the protection of achild or intellectually
impaired person; or

(d) aproceeding concerning the validity of awarrant, an
emergency authorisation or atracking device authorisation;
or

(e) adisciplinary proceeding against a public officer; or

(f) acoronial inquest or inquiry if, in the opinion of the coroner,
the event that is the subject of the inquest or inquiry may
have resulted from the commission of arelevant offence; or

(g) aproceeding under subsection 13(2) of the Mutual Assistance
in Criminal Matters Act 1987 in relation to a criminal matter
that concerns an offence against the laws of the foreign
country that made the request resulting in the proceeding,
being an offence punishable by a maximum term of
imprisonment of 3 years or more, by imprisonment for life or
by the death penalty; or

Surveillance Devices Bill 2004 No. , 2004 7
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Part 1 Preliminary

Section 6

(h) the authorisation, under section 13A of the Mutual Assistance
in Criminal Matters Act 1987, of material to be made
available to aforeign country for use in the investigation into,
or proceedingsin relation to, an offence against the laws of
that country; or

(i) proceedingsfor an order under section 67X of the Family
Law Act 1975; or

(j) aproceeding for the taking of evidence under section 43 of
the Extradition Act 1988, in so far as the proceeding relates
to arelevant offence; or

(k) aproceeding under Division 1 of Part 4 of the International
War Crimes Tribunals Act 1995; or

(I) aproceeding of the International Criminal Court; or
(m) aproceeding by way of abail application that relatesto a
prosecution for arelevant offence; or
(n) aproceeding for review of adecision to refuse such abail
application; or
(o) aproceeding for review of a decision to grant such abail
application.

remote application for awarrant means an application referred to
in section 15 or 23.

report of aconversation or activity includes a report of the
substance, meaning or purport of the conversation or activity.

retrieval warrant means awarrant issued under Division 3 of
Part 2.

State offence that has a federal aspect has the meaning given by
section 7.

State or Territory law enforcement officer means alaw
enforcement officer referred to in paragraph (c) of the definition of
law enforcement officer.

surveillance device means;

() adatasurveillance device, alistening device, an optical
surveillance device or atracking device; or

8 Surveillance Devices Bill 2004 No. , 2004
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Preliminary Part 1

Section 6

)

©)

(b) adevicethat isacombination of any 2 or more of the devices
referred to in paragraph (a); or
(c) adeviceof akind prescribed by the regulations.

surveillance device warrant means a warrant issued under
Division 2 of Part 2 or under subsection 35(4) or (5).

sworn includes affirmed.

tracking device means any electronic device capable of being used
to determine or monitor the location of a person or an object or the
status of an object.

tracking device authorisation means a permission given under
section 39 by an appropriate authorising officer for alaw
enforcement officer to use or retrieve atracking device without a
warrant.

unsworn application for awarrant means an application referred to
in subsections 14(6) and (7) or 22(4) and (5).

use of asurveillance device includes use of the device to record a
conversation or other activity.

vehicleincludes aircraft and vessel.
warrant means surveillance device warrant or retrieval warrant.

In this Act, areference to the law enforcement officer primarily
responsible for executing a warrant, emergency authorisation or
tracking device authorisation is areference to:
(a) the person named in the warrant or authorisation as such a
person; or
(b) if thereis no such person named—the person nominated as
such a person by the chief officer of the agency concerned;

whether or not that person is physically present for any step in the
execution of the warrant or authorisation.

Inthis Act:
(a) areferenceto aperson who belongs or is seconded to alaw
enforcement agency, in the case of the Australian Crime
Commission, is areference to any person who is covered by

Surveillance Devices Bill 2004 No. , 2004 9
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Part 1 Preliminary

Section 7

aparagraph of the definition of member of the staff of the
ACC in section 4 of the Australian Crime Commission Act
2002; and

(b) areferenceto a person who belongs or is seconded to the
Augtralian Crime Commission isto be similarly construed.

7 State offence that has a federal aspect

(D InthisAct, a State offence has afedera aspect if, and only if:

(a) both:

(i)
(i)

(b) both:

(i)
(i)

the State offence is not an ancillary offence; and
assuming that the provision creating the State offence
had been enacted by the Parliament of the
Commonwealth instead of by the Parliament of the
State—the provision would have been avalid law of the
Commonwealth; or

the State offence is an ancillary offence that relatesto a
particular primary offence; and

assuming that the provision creating the primary offence
had been enacted by the Parliament of the
Commonwealth instead of by the Parliament of the
State—the provision would have been avalid law of the
Commonwealth; or

(c) assuming that the Parliament of the Commonwealth had
enacted a provision that created an offence penalising the
specific acts or omissions involved in committing the State
offence—that provision would have been avalid law of the
Commonwealth; or

(d) both:

(i)

(i)

the Australian Federal Police or the Australian Crime
Commission (the relevant agency) isinvestigating a
matter relating to arelevant criminal activity that relates
to an offence against alaw of the Commonwealth or a
Territory; and

if the relevant agency isinvestigating, or wereto
investigate, a matter relating to arelevant criminal
activity that relates to the State offence—that

10 Surveillance Devices Bill 2004 No. , 2004
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Preliminary Part 1

Section 7

investigation is, or would be, incidental to the
investigation mentioned in subparagraph (i).

(2) For the purposes of paragraph (1)(c), the specificity of the acts or
omissions involved in committing a State offence isto be
determined having regard to the circumstances in which the
offence was committed (whether or not those circumstances are
expressed to be elements of the offence).

(3) A State offence istaken to be covered by paragraph (1)(c) if:
(a) the State offence affects the interests of:
(i) the Commonwealth; or
(if) an authority of the Commonwealth; or
(iif) aconstitutional corporation; or
(b) the State offence was committed by a constitutional
corporation; or

(c) the State offence was committed in a Commonwealth place;
or

(d) the State offence involved the use of a postal service or other
like service; or

(e) the State offence involved an electronic communication; or
(f) the State offence involved trade or commerce:
(i) between Australia and places outside Australia; or
(ii) among the States; or
(iif) within a Territory, between a State and a Territory or
between 2 Territories; or
(g) the State offence involved:

(i) banking (other than State banking not extending beyond
the limits of the State concerned); or

(i) insurance (other than State insurance not extending
beyond the limits of the State concerned); or

(h) the State offence relatesto a matter outside Australia.
(4) Subsection (3) does not limit paragraph (1)(c).
(5) Inthissection:

ancillary offence, in relation to an offence (the primary offence),
means:

Surveillance Devices Bill 2004 No. , 2004 11
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Section 8

(&) an offence of conspiring to commit the primary offence;
or

(b) an offence of aiding, abetting, counselling or procuring,
or being in any way knowingly concerned in, the
commission of the primary offence; or

(c) an offence of attempting to commit the primary offence.

authority of the Commonwealth has the same meaning asin
section 3AA of the Crimes Act 1914.

Commonwealth place has the same meaning asin the
Commonwealth Places (Application of Laws) Act 1970.

constitutional corporation means a corporation to which
paragraph 51(xx) of the Constitution applies.

€electronic communication means a communication of information:
(8 whether in the form of text; or
(b) whether in the form of data; or
(c) whether in the form of speech, music or other sounds; or

(d) whether in the form of visual images (animated or
otherwise); or

(e) whether in any other form; or
(f) whether in any combination of forms;
by means of guided and/or unguided electromagnetic energy.

State offence means an offence against alaw of a State.

8 External Territories

This Act extendsto every external Territory.

9 Binding the Crown

(1) ThisAct bindsthe Crown in each of its capacities.

(2) ThisAct does not make the Crown liable to be prosecuted for an
offence.

Surveillance Devices Bill 2004 No. , 2004



12

13
14

15

16

17
18

19
20

21
22

23
24
25

Warrants Part 2
Introduction Division 1

Section 10

Part 2—Warrants
Division 1—Introduction

10 Typesof warrant

(1) Thefollowing types of warrant may be issued under this Part:
(@) asurveillance device warrant;
(b) aretrieval warrant.

(2) A warrant may be issued:
(a) inrespect of more than one kind of surveillance device; and

(b) in respect of more than one surveillance device of any
particular kind.

11 Who may issue warrants?

Any warrant under this Part may be issued by an eligible Judge or
by anominated AAT member.

12 Eligible Judges
(1) Inthissection, unless the contrary intention appears:

digible Judge means a person in relation to whom a consent under
subsection (2) and a declaration under subsection (3) arein force.

Judge means a person who is a Judge of a court created by the
Parliament.

(2) A Judge may, by writing, consent to be declared an eligible Judge
by the Minister under subsection (3).

(3) The Minister may, by writing, declare Judgesin relation to whom
consents are in force under subsection (2) to be eligible Judges for
the purposes of this Act.

Surveillance Devices Bill 2004 No. , 2004 13
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Section 13

(4) Any function or power conferred on the Judge under thisAct is so
conferred only in a personal capacity and not as a court or a
member of a court.

(5 Andigible Judge has, in relation to the performance or exercise of
afunction or power conferred on an eligible Judge by this Act, the
same protection and immunity as a Justice of the High Court hasin
relation to proceedings in the High Court.

13 Nominated AAT members

(1) The Minister may, by writing, nominate a person who holds one of
the following appointments to the Administrative Appeals Tribunal
to issue warrants under this Part:

(&) Deputy President;

(b) full-time senior member;
(c) part-time senior member;
(d) member.

(2) Despite subsection (1), the Minister must not nominate a person
who holds an appointment as a part-time senior member or a
member of the Tribunal unless the person:

(a) isenrolled asalega practitioner of the High Court, of
another federal court or of the Supreme Court of a State or of
the Australian Capital Territory; and

(b) has been so enrolled for not less than 5 years.

(3) A nomination ceasesto have effect if:
(@) the nominated AAT member ceases to hold an appointment
described in subsection (1); or
(b) the Minister, by writing, withdraws the nomination.

(4) A nominated AAT member has, in relation to the performance or
exercise of afunction or power conferred on anominated AAT
member by this Act, the same protection and immunity as a Justice
of the High Court has in relation to proceedings in the High Court.

14 Surveillance Devices Bill 2004 No. , 2004
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Surveillance device warrants Division 2

Section 14

Division 2—Surveillance device warrants

14 Application for surveillance device warrant

(1) A law enforcement officer (or another person on his or her behalf)
may apply for the issue of a surveillance device warrant if the law
enforcement officer suspects on reasonable grounds that:

(a) oneor more relevant offences have been, are being, are about
to be, or are likely to be, committed; and

(b) aninvestigation into those offencesis being, will be, or is
likely to be, conducted; and

(c) the use of asurveillance device is necessary in the course of
that investigation for the purpose of enabling evidence to be
obtained of the commission of the relevant offences or the
identity or location of the offenders.

(2) If the application is being made by or on behalf of a State or
Territory law enforcement officer, the reference in subsection (1)
to arelevant offence does not include areference to a State offence
that has a federal aspect.

(3) A law enforcement officer (or another person on his or her behalf)
may apply for the issue of a surveillance device warrant if:

(@) arecovery order isin force; and

(b) the law enforcement officer suspects on reasonable grounds
that the use of a surveillance device may assist in the location
and safe recovery of the child to whom the recovery order
relates.

(4) The application under subsection (1) or (3) may be madeto an
eligible Judge or to anominated AAT member.

(5) An application:
(8) must specify:
(i) the name of the applicant; and

(ii) the nature and duration of the warrant sought, including
the kind of surveillance device or devices sought to be
authorised; and

Surveillance Devices Bill 2004 No. , 2004 15
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(b) subject to this section, must be supported by an affidavit
setting out the grounds on which the warrant is sought.

(6) If alaw enforcement officer believes that:

(a) theimmediate use of a surveillance device is necessary for a
purpose referred to in paragraph (1)(c) or may assist as
described in paragraph (3)(b); and

(b) itisimpracticable for an affidavit to be prepared or sworn
before an application for awarrant is made;

an application for awarrant may be made before an affidavit is
prepared or sworn.

(7) If subsection (6) applies, the applicant must:
(a) provide as much information as the eligible Judge or
nominated AAT member considers is reasonably practicable
in the circumstances; and

(b) not later than 72 hours after the making of the application,
send aduly sworn affidavit to the Judge or member, whether
or not awarrant has been issued.

15 Remote application

(1) If alaw enforcement officer believesthat it isimpracticable for an
application for a surveillance device warrant to be made in person,
the application may be made under section 14 by telephone, fax,
e-mail or any other means of communication.

(2) If transmission by fax is available and an affidavit has been
prepared, the person applying must transmit a copy of the affidavit,
whether sworn or unsworn, to the eligible Judge or to the
nominated AAT member who is to determine the application.

16 Determiningthe application

(1) Ané€ligible Judge or anominated AAT member may issue a
surveillance device warrant if satisfied:
(a) inthe case of awarrant sought in relation to arelevant
offence—that there are reasonable grounds for the suspicion
founding the application for the warrant; and
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(b) inthe case of awarrant sought in relation to arecovery
order—that such an order isin force and that there are
reasonable grounds for the suspicion founding the application
for the warrant; and

(c) inthe case of an unsworn application—that it would have
been impracticable for an affidavit to have been sworn or
prepared before the application was made; and

(d) inthe case of aremote application—that it would have been
impracticable for the application to have been madein
person.

(2) In determining whether a surveillance device warrant should be
issued, the eligible Judge or nominated AAT member must have
regard to:

(a) inthe case of awarrant sought in relation to arelevant
offence—the nature and gravity of the alleged offence; and

(b) inthe case of awarrant sought to assist in the location and
safe recovery of achild to whom arecovery order relates—
the circumstances that gave rise to the making of the order;
and

(c) the extent to which the privacy of any personislikely to be
affected; and

(d) the existence of any alternative means of obtaining the
evidence or information sought to be obtained; and

(e) thelikely evidentiary or intelligence value of any evidence or
information sought to be obtained; and

(f) any previous warrant sought or issued under this Divisionin
connection with the same aleged offence or the same
recovery order.

17 What must a surveillance device warrant contain?

(1) A surveillance device warrant must:

(a) statethat the eligible Judge or nominated AAT member
issuing the warrant is satisfied of the mattersreferredtoin
subsection 16(1) and has had regard to the matters referred to
in subsection 16(2); and

(b) specify:
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(i) the name of the applicant; and
(it) if the warrant relates to one or more alleged relevant
offences—the alleged offencesin respect of which the
warrant isissued; and

(iii) if the warrant relates to arecovery order—the date the
order was made and the name of the child to whom the
order relates; and

(iv) the date the warrant isissued; and

(v) the surveillance device or devices authorised to be used;
and

(vi) if the warrant authorises the use of a surveillance device
on premises—the premises on which the use of the
surveillance device is authorised; and

(vii) if the warrant authorises the use of asurveillance device
in or on an object or class of object—the object or class
of object in or on which the use of the surveillance
device is authorised; and

(viii) if the warrant authorises the use of asurveillance device
in respect of the conversations, activities or location of a
person—the name of the person (if known) or the fact
that the person’ sidentity is unknown; and

(ix) the period during which the warrant isin force, being a
period not exceeding 90 days; and

(x) the name of the law enforcement officer primarily
responsible for executing the warrant; and

(xi) any conditions subject to which premises may be
entered, or a surveillance device may be used, under the
warrant.

(2) Inthe case of awarrant authorising the use of a surveillance device
on premises that are vehicles, the warrant need only specify the
class of vehicle in relation to which the use of the surveillance
device is authorised.

(3) A warrant must be signed by the person issuing it and include his
or her name.

(4) Assoon as practicable after completing and signing awarrant
issued on aremote application, the person issuing it must:

18 Surveillance Devices Bill 2004 No. , 2004
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(8 inform the applicant of:
(i) theterms of the warrant; and
(ii) the date on which and the time at which the warrant was
issued; and
(b) givethe warrant to the applicant while retaining a copy of the
warrant for the person’s own record.

18 What a surveillance device warrant authorises

(1) A surveillance device warrant (subject to any conditions specified
in it) may authorise one or more of the following:

(a) the use of a surveillance device on specified premises;

(b) the use of asurveillance devicein or on a specified object or
class of object;

(c) the use of asurveillance device in respect of the
conversations, activities or location of a specified person or a
person whose identity is unknown.

(2) A surveillance device warrant authorises:
(a) for awarrant of akind referred to in paragraph (1)(a):

(i) theinstallation, use and maintenance of a surveillance
device of the kind specified in the warrant on the
specified premises; and

(ii) theentry, by forceif necessary, onto the premises, and
onto other specified premises adjoining or providing
access to the premises, for any of the purposes referred
to in subparagraph (i) or subsection (3); and

(b) for awarrant of akind referred to in paragraph (1)(b):

(i) theinstallation, use and maintenance of a surveillance
device of the kind specified in the warrant in or on the
specified object or an object of the specified class; and

(if) theentry, by forceif necessary, onto any premises
where the object, or an object of the class, is reasonably
believed to be or islikely to be, and onto other premises
adjoining or providing access to those premises, for any
of the purposes referred to in subparagraph (i) or
subsection (3); and

(c) for awarrant of akind referred to in paragraph (1)(c):

Surveillance Devices Bill 2004 No. , 2004 19
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(i) theinstallation, use and maintenance of a surveillance
device of the kind specified in the warrant, on premises
where the person is reasonably believed to be or likely
to be; and

(if) theentry, by forceif necessary, onto the premises, or
other premises adjoining or providing access to those
premises, for any of the purposesreferred to in
subparagraph (i) or subsection (3).

(3) Each surveillance device warrant also authorises:

@
(b)
(©

(d)

(€)

()

(9)

the retrieval of the surveillance device; and

the installation, use, maintenance and retrieval of
enhancement equipment in relation to the surveillance
device; and

the temporary removal of an abject or vehicle from premises
for the installation, maintenance or retrieval of the
surveillance device or enhancement equipment and the return
of the object or vehicle to the premises; and

the breaking open of anything for the installation,
maintenance or retrieval of the surveillance device or
enhancement equipment; and

the connection of the surveillance device or enhancement
equipment to any source of electricity and the use of
electricity from that source to operate the device or
equipment; and

the connection of the surveillance device or enhancement
equipment to any object or system that may be used to
transmit information in any form and the use of that object or
system in connection with the operation of the device or
equipment; and

the provision of assistance or technical expertise to the law
enforcement officer named in the warrant in the installation,
use, maintenance or retrieval of the surveillance device or
enhancement equipment.

(4) A surveillance device warrant may authorise the doing of anything
reasonably necessary to conceal the fact that anything has been
donein relation to the installation, use, maintenance or retrieval of
asurveillance device or enhancement equipment under the warrant.
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©®)

(6)

(7)

A surveillance device warrant may authorise the interference with
property of a person who is not the subject of the investigation in
respect of which the warrant was issued but, if the interference
would be on premises not specified in the warrant, only if the
person issuing the warrant is satisfied that it is necessary to do so
in order to give effect to the warrant.

A law enforcement officer may use a surveillance device under a
warrant only in the performance of his or her duty.

Nothing in this section authorises the doing of anything for which a
warrant would be required under the Telecommunications
(Interception) Act 1979.

19 Extension and variation of surveillance device warr ant

(D

)

©)

(4)

©®)

(6)

A law enforcement officer to whom a surveillance device warrant
has been issued (or another person on his or her behalf) may apply,
at any time before the expiry of the warrant:
(a) for an extension of the warrant for a period not exceeding 90
days from the day on which it would otherwise expire; or
(b) for avariation of any of the other terms of the warrant.

The application isto be made to an eligible Judge or to a
nominated AAT member and must be accompanied by the original
warrant.

Sections 14 and 15 apply, with any necessary changes, to an
application under this section asif it were an application for the
warrant.

The Judge or member may grant an application if satisfied that the
matters referred to in subsection 16(1) still exist, having regard to
the mattersin subsection 16(2).

If the Judge or member grants the application, the Judge or
member must endorse the new expiry date or the other varied term
on the original warrant.

An application may be made under this section more than once.

Surveillance Devices Bill 2004 No. , 2004 21
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20 Revocation of surveillance device warrant

(D

)

©)

(4)

©)

A surveillance device warrant may, by instrument in writing, be
revoked by an eligible Judge or nominated AAT member on his or
her own initiative at any time before the expiration of the period of
validity specified in the warrant.

If the circumstances set out in paragraphs 21(2)(a) and (b) or
21(3)(a) and (b) apply in relation to a surveillance device
warrant—the chief officer of the law enforcement agency to which
the law enforcement officer to whom the warrant was issued
belongs or is seconded must, by instrument in writing, revoke the
warrant.

The instrument revoking awarrant must be signed by the eligible
Judge, the nominated AAT member or the chief officer of the law
enforcement agency, as the case requires.

If an eligible Judge or nominated AAT member revokes a warrant,
he or she must give a copy of the instrument of revocation to the
chief officer of the law enforcement agency to which the law
enforcement officer to whom the warrant was issued belongs or is
seconded.

If:
(@) an €eligible Judge or nominated AAT member revokes a
warrant; and
(b) at thetime of the revocation, alaw enforcement officer is
executing the warrant;
the law enforcement officer is not subject to any civil or criminal
liability for any act donein the proper execution of that warrant
before the officer is made aware of the revocation.

21 Discontinuance of use of surveillance device under warrant

(D

)

This section appliesif a surveillance device warrant isissued to a
law enforcement officer.

If:

22 Surveillance Devices Bill 2004 No. , 2004
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©)

(4)

(®)

(a) the surveillance device warrant has been sought by or on
behalf of alaw enforcement officer in relation to arelevant
offence; and

(b) the chief officer of the law enforcement agency to which the
law enforcement officer belongs or is seconded is satisfied
that the use of a surveillance device under the warrant sought
isno longer necessary for the purpose of enabling evidence
to be obtained of the commission of the relevant offence or
the identity or location of the offender;

the chief officer must, in addition to revoking the warrant under
section 20, take the steps necessary to ensure that use of the
surveillance device authorised by the warrant is discontinued.

If:

(@) asurveillance device warrant has been sought by or on behalf
of alaw enforcement officer in relation to arecovery order;
and

(b) the chief officer of the law enforcement agency to which the
law enforcement officer belongs or is seconded is satisfied
that the use of a surveillance deviceis no longer required for
the purpose of locating and safely recovering the child to
whom the recovery order relates,

the chief officer must, in addition to revoking the warrant under
section 20, take the steps necessary to ensure that use of the
surveillance device authorised by the warrant is discontinued.

If the chief officer of alaw enforcement agency is notified that a
warrant has been revoked by an eligible Judge or a nominated
AAT member under section 20, he or she must take the steps
necessary to ensure that use of the surveillance device authorised
by the warrant is discontinued as soon as practicable.

If the law enforcement officer to whom the warrant is issued, or
who is primarily responsible for executing the warrant, believes
that use of a surveillance device under the warrant is no longer
necessary for the purpose:
(@) if thewarrant wasissued in relation to a relevant offence—of
enabling evidence to be obtained of the commission of the
relevant offence or the identity or location of the offender; or

Surveillance Devices Bill 2004 No. , 2004 23
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(b) if the warrant wasissued in relation to arecovery order—of
enabling the location and safe recovery of the child to whom
the order relates;

he or she must immediately inform the chief officer of the law
enforcement agency to which he or she belongs or is seconded.
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Division 3—Retrieval warrants

22 Application for retrieval warrant

(1) A law enforcement officer (or another person on his or her behalf)
may apply for the issue of aretrieval warrant in respect of a
surveillance device that was lawfully installed on premises, or in or
on an object, under a surveillance device warrant and that the law
enforcement officer suspects on reasonable groundsis still on those
premises or in or on that object, or on other premises or in or on
another object.

(2) The application may be made to an eligible Judge or to a
nominated AAT member.

(3) Subject to this section, the application must be supported by an
affidavit setting out the grounds on which the retrieval warrant is
sought.

(4) If alaw enforcement officer believes that:
() theimmediate retrieval of a surveillance device is necessary;
and
(b) itisimpracticable for an affidavit to be prepared or sworn
before the application for aretrieval warrant is made;
the application may be made before an affidavit is prepared or
sworn.

(5) If subsection (4) applies, the applicant must:

(a) provide as much information as the eligible Judge or
nominated AAT member considersis reasonably practicable
in the circumstances; and

(b) not later than 72 hours following the making of the
application, send a duly sworn affidavit to the eligible Judge
or nominated AAT member who determined the application,
whether or not a warrant has been issued.
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23 Remote application

(1) If alaw enforcement officer believesthat it isimpracticable for an
application for aretrieval warrant to be made in person, the
application may be made under section 22 by telephone, fax,
e-mail or any other means of communication.

(2) If transmission by fax is available and an affidavit has been
prepared, the person applying must transmit a copy of the affidavit,
whether sworn or unsworn, to the eligible Judge or nominated
AAT member who isto determine the application.

24 Determining the application

(1) Ané€ligible Judge or nominated AAT member may issue aretrieval
warrant if the Judge or member is satisfied:

(a) that there are reasonable grounds for the suspicion founding
the application for the warrant; and

(b) inthe case of an unsworn application—that it would have
been impracticable for an affidavit to have been sworn or
prepared before the application was made; and

(c) inthe case of aremote application—that it would have been
impracticable for the application to have been madein
person.

(2) In determining whether aretrieval warrant should be issued, the
eigible Judge or nominated AAT member must have regard to:

() the extent to which the privacy of any personislikely to be
affected; and

(b) the public interest in retrieving the device sought to be
retrieved.

25 What must aretrieval warrant contain?

(1) A retrieval warrant must:

(a) statethat the eligible Judge or nominated AAT member is
satisfied of the matters referred to in subsection 24(1) and has
had regard to the matters referred to in subsection 24(2); and

(b) specify:

(i) the name of the applicant; and

26 Surveillance Devices Bill 2004 No. , 2004
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(i) the date the warrant isissued; and
(iii) thekind of surveillance device authorised to be
retrieved; and
(iv) the premises or object from which the surveillance
deviceisto beretrieved; and
(v) the period (not exceeding 90 days) during which the
warrant isin force; and
(vi) the name of the law enforcement officer primarily
responsible for executing the warrant; and
(vii) any conditions subject to which premises may be
entered under the warrant.

(2) A warrant must be signed by the person issuing it and include his
or her name.

(3) Assoon as practicable after completing and signing awarrant
issued on a remote application, the person issuing it must:

(@) inform the applicant of:
(i) theterms of the warrant; and
(i) the date on which and the time at which the warrant was
issued; and
(b) givethewarrant to the applicant while retaining a copy of the
warrant for the person’s own record.

26 What aretrieval warrant authorises

(1) A retrieval warrant (subject to any conditions specified in it)
authorises:

(a) theretrieval of the surveillance device specified in the
warrant and any enhancement equipment in relation to the
device; and

(b) theentry, by forceif necessary, onto the premises where the
surveillance device is reasonably believed to be, and onto
other premises adjoining or providing access to those
premises, for the purpose of retrieving the device and
equipment; and

(c) the breaking open of any thing for the purpose of retrieving
the device and equipment; and
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)

©)

(d) if the device or equipment isinstalled on or in an object or
vehicle—the temporary removal of the object or vehicle from
any place where it is situated for the purpose of retrieving the
device and equipment and returning the object or vehicle to
that place; and

(e) the provision of assistance or technical expertise to the law
enforcement officer named in the warrant in the retrieval of
the device or equipment.

If the retrieval warrant authorises the retrieval of atracking device,
the warrant also authorises the use of the tracking device and any
enhancement equipment in relation to the device solely for the
purposes of the location and retrieval of the device or equipment.

A retrieval warrant may authorise the doing of anything reasonably
necessary to conceal the fact that anything has been donein
relation to the retrieval of a surveillance device or enhancement
equipment under the warrant but cannot authorise the use, for any
purpose, of the surveillance device specified in the warrant.

27 Revocation of retrieval warrant

)

)

©)

(4)

A retrieval warrant may, by instrument in writing, be revoked by
an eligible Judge or anominated AAT member on his or her own
initiative at any time before the expiration of the period of validity
specified in the warrant.

If the chief officer of the law enforcement agency to which the law
enforcement officer to whom aretrieval warrant was issued
belongs or is seconded is satisfied that the grounds for issue of the
retrieval warrant no longer exist—the chief officer must, by
instrument in writing, revoke the warrant.

The instrument revoking awarrant must be signed by the eligible
Judge, the nominated AAT member or the chief officer of the law
enforcement agency, as the case requires.

If an eligible Judge or nominated AAT member revokes awarrant,
he or she must give a copy of the instrument of revocation to the
chief officer of the law enforcement agency to which the law

28
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©®)

enforcement officer to whom the warrant was issued belongs or is
seconded.

If the law enforcement officer to whom aretrieval warrant has been
issued, or who is primarily responsible for executing aretrieval
warrant, believes that the grounds for issue of the warrant no

longer exist, he or she must inform the chief officer of the law
enforcement agency immediately.
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Part 3—Emer gency authorisations

28 Emergency authorisation—seriousrisksto person or property

(1) A law enforcement officer may apply to an appropriate authorising
officer for an emergency authorisation for the use of a surveillance
deviceif, in the course of an investigation of arelevant offence, the
law enforcement officer reasonably suspects that:

(8 animminent risk of serious violence to a person or
substantial damage to property exists; and

(b) the use of asurveillance deviceisimmediately necessary for
the purpose of dealing with that risk; and

(c) the circumstances are so serious and the matter is of such
urgency that the use of a surveillance device is warranted;
and

(d) itisnot practicable in the circumstances to apply for a
surveillance device warrant.

(2) If the application is being made by or on behalf of a State or
Territory law enforcement officer, the reference in that subsection
to arelevant offence does not include areference to a State offence
that has a federal aspect.

(3) The application may be made orally, in writing or by telephone,
fax, email or any other means of communication.

(4) The appropriate authorising officer may give the emergency
authorisation if satisfied that there are reasonable grounds for the
suspicion founding the application.

29 Emergency authorisation—urgent circumstancesrelating to
recovery order

(1) A law enforcement officer may apply to an appropriate authorising
officer for an emergency authorisation for the use of a surveillance
deviceif:

(a) arecovery order isin force; and

30 Surveillance Devices Bill 2004 No. , 2004
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(b) thelaw enforcement officer reasonably suspects that:
(i) thecircumstances are so urgent as to warrant the
immediate use of a surveillance device; and

(i) itisnot practicablein the circumstancesto apply for a
surveillance device warrant.

(2) The application may be made orally, in writing or by telephone,
fax, email or any other means of communication.

(3) The appropriate authorising officer may give the emergency
authorisation if satisfied that the recovery order isin force and that
there are reasonabl e grounds for the suspicion founding the
application.

30 Emergency authorisation—risk of loss of evidence

Q) If:
(a) alaw enforcement officer is conducting an investigation into:
(i) an offence against section 233B of the Customs Act
1901; or
(ii) an offence against section 233BAA of the Customs Act
1901 (with respect to goods listed in Schedule 4 to the
Customs (Prohibited Imports) Regulations 1956 or in
Schedule 8 or 9 to the Customs (Prohibited Exports)
Regulations 1958); or
(iii) an offence under the Crimes (Traffic in Narcotic Drugs
and Psychotropic Substances) Act 1990; or
(iv) an offence under Division 72 of the Criminal Code; or
(v) anoffence against section 73.2, 80.1 or 91.1 of the
Criminal Code; or
(vi) an offence under Division 101, 102 or 103 of the
Criminal Code; or
(vii) an offence under Division 270 of the Criminal Code;
or more than one offence; and
(b) thelaw enforcement officer reasonably suspects that:
(i) theuse of the surveillance deviceisimmediately
necessary to prevent the loss of any evidence relevant to
that investigation; and
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(i) the circumstances are so serious and the matter is of
such urgency that the use of the surveillance deviceis
warranted; and

(iii) itisnot practicable in the circumstances to apply for a
surveillance device warrant;

the law enforcement officer may apply to an appropriate
authorising officer for an emergency authorisation for the use of a
surveillance device.

(2) The application may be made orally, in writing or by telephone,
fax, email or any other means of communication.

(3) The appropriate authorising officer may give the emergency
authorisation if satisfied that:
(@) aninvestigation is being conducted into an offence referred
toin paragraph (1)(a); and
(b) there are reasonable grounds for the suspicion referred to in
paragraph (1)(b).

31 Record of emergency authorisationsto be made

As soon as practicable after an appropriate authorising officer gives
an emergency authorisation, the officer must make a written record
of the giving of that authorisation, including in the record:

(a) the name of the applicant for the authorisation; and
(b) the date and time the authorisation was given; and
(c) the nature of the authorisation given.

32 Attributes of emergency authorisations

(1) Anemergency authorisation may authorise the law enforcement
officer to whomi it is given:

(a) to use morethan one kind of surveillance device; and

(b) to use more than one surveillance device of any particular
kind.

(2) Anemergency authorisation may authorise anything that a
surveillance device warrant may authorise.

32 Surveillance Devices Bill 2004 No. , 2004
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(3) A law enforcement officer may use a surveillance device under an
emergency authorisation only if he or sheisacting in the
performance of his or her duty.

(4) Nothing in this Part authorises the doing of anything for which a
warrant would be required under the Telecommunications
(Interception) Act 1979.

7 33 Application for approval of emergency authorisation
8 (1) Within 2 business days after giving an emergency authorisation to
9 alaw enforcement officer, the appropriate authorising officer who
10 gave the authorisation (or another person on that appropriate
1 authorising officer’s behalf) must apply to an eligible Judge or to a
12 nominated AAT member for approval of the giving of the
13 emergency authorisation.
14 (2) The application:
15 () must specify:
16 (i) the name of the applicant for the approval; and
17 (it) thekind or kinds of surveillance device to which the
18 emergency authorisation relates and, if awarrant is
19 sought, the nature and duration of the warrant; and
20 (b) must be supported by an affidavit setting out the grounds on
21 which the approva (and warrant, if any) is sought; and
22 (c) must be accompanied by a copy of the written record made
23 under section 31 in relation to the emergency authorisation.
24 (3) Theeligible Judge or nominated AAT member may refuse to
25 consider the application until the applicant gives the Judge or
26 member all the information the Judge or member requires about the
27 application in the way the Judge or member requires.
28 34 Consideration of application
29 (1) Before deciding an application for approval of the giving of an
30 emergency authorisation given under section 28, the eligible Judge
31 or nominated AAT member considering the application must, in
32 particular, and being mindful of the intrusive nature of using a
33 surveillance device, consider the following:
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)

©)

(a) the nature of the risk of serious violence to a person or
substantial damage to property;

(b) the extent to which issuing a surveillance device warrant
would have helped reduce or avoid the risk;

(c) the extent to which law enforcement officers could have used
alternative methods of investigation to help reduce or avoid
therisk;

(d) how much the use of alternative methods of investigation
could have helped reduce or avoid the risk;

(e) how much the use of alternative methods of investigation
would have prejudiced the safety of the person or property
because of delay or for another reason;

(f) whether or not it was practicable in the circumstances to
apply for a surveillance device warrant.

Before deciding an application for approval of the giving of an
emergency authorisation given under section 29, the eligible Judge
or nominated AAT member considering the application must, in
particular, and being mindful of the intrusive nature of using a
surveillance device, consider the following:

(a) theurgency of enforcing the recovery order;

(b) the extent to which use of a surveillance device would assist
in the location and safe recovery of the child to whom the
recovery order relates,

(c) the extent to which law enforcement officers could have used
alternative methods to assist in the location and safe recovery
of the child;

(d) how much the use of alternative methodsto assist in the
location and safe recovery of the child might have prejudiced
the effective enforcement of the recovery order;

(e) whether or not it was practicable in the circumstancesto
apply for a surveillance device warrant.

Before deciding an application for approval of the giving of an
emergency authorisation given under section 30, the eligible Judge
or nominated AAT member must, in particular, and being mindful
of theintrusive nature of using a surveillance device, consider the
following:

(a) the nature of therisk of the loss of evidence;
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(b) the extent to which issuing a surveillance device warrant
would have helped reduce or avoid the risk;

(c) the extent to which law enforcement officers could have used
alternative methods of investigation to help reduce or avoid
therisk;

(d) how much the use of alternative methods of investigation
could have helped reduce or avoid the risk;

(e) whether or not it was practicable in the circumstances to
apply for a surveillance device warrant.

35 Judgeor nominated AAT member may approve giving of
emer gency authorisations

(1) After considering an application for approval of the giving of an
emergency authorisation under section 28, the eligible Judge or
nominated AAT member may approve the application if satisfied
that there were reasonable grounds to suspect that:

(a) therewasarisk of serious violence to a person or substantial
damage to property; and

(b) using a surveillance device may have helped reduce the risk;
and

(c) it was not practicable in the circumstancesto apply for a
surveillance device warrant.

(2) After considering an application for approval of the giving of an
emergency authorisation under section 29 in relation to arecovery
order, the eligible Judge or nominated AAT member may approve
the application if satisfied that:

() therecovery order wasin force at the time the emergency
authorisation was given; and

(b) there were reasonable grounds to suspect that:
(i) the enforcement of the recovery order was urgent; and

(ii) using asurveillance device may have assisted in the
prompt location and safe recovery of the child to whom
the order relates; and

(iii) it was not practicable in the circumstances to apply for a
surveillance device warrant.
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(3) After considering an application for approval of the giving of an
emergency authorisation under section 30, the eligible Judge or
nominated AAT member may approve the application if satisfied
that:

(a) therewere reasonable grounds to suspect that:
(i) therewasarisk of loss of evidence; and
(ii) using the surveillance device may have helped reduce
therisk; and
(b) it was not practicable in the circumstances to apply for a
surveillance device warrant.

(4) If, under subsection (1), (2) or (3), the eligible Judge or nominated
AAT member approves the giving of an emergency authorisation,
the Judge or member may:

(a) unless paragraph (b) applies—issue a surveillance device
warrant for the continued use of the surveillance device as if
the application for the approval were an application for a
surveillance device warrant under Division 2 of Part 2; or

(b) if the Judge or member is satisfied that since the application
for the emergency authorisation the activity that required
surveillance has ceased—order that the use of the
surveillance device cease.

(5) If, under subsection (1), (2) or (3), the eligible Judge or nominated
AAT member does not approve the giving of an emergency
authorisation, the Judge or member may:

(a) order that the use of the surveillance device cease; or

(b) if the Judge or member is of the view that although the
situation did not warrant the emergency authorisation at the
time that authorisation was given, the use of a surveillance
device warrant under Division 2 of Part 2 is currently
justified—issue a surveillance device warrant for the
subsequent use of such adevice asif the application for the
approval were an application for a surveillance device
warrant under Division 2 of Part 2.

(6) Inany case, the eligible Judge or nominated AAT member may
order that any information obtained from or relating to the exercise
of powers under the emergency authorisation, or any record of that

36 Surveillance Devices Bill 2004 No. , 2004



w

0 N o O b

Emergency authorisations Part 3

Section 36

information, be dealt with in a manner specified in the order, not
being a manner that involves the destruction of that information.

36 Admissibility of evidence

If the giving of an emergency authorisation is approved under
section 35, any evidence obtained because of the exercise of
powers under that authorisation is not inadmissible in any
proceeding only because the evidence was obtained before the
approval.
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Part 4—Use of certain surveillance devices without

warrant

37 Use of optical surveillance devices without warrant

)

)

©)

A federal law enforcement officer acting in the course of his or her
duties may, without warrant, use an optical surveillance device for
any purpose:

(a) if the officer belongs or is seconded to the Australian Federal
Police—that is within the functions of the Australian Federal
Police set out in section 8 of the Australian Federal Police
Act 1979; or

(b) if the officer belongs or is seconded to the Australian Crime
Commission—that is within the functions of the Commission
set out in section 7A of the Australian Crime Commission
Act 1979;

if the use of that device does not involve:
(c) entry onto premises without permission; or
(d) interference without permission with any vehicle or thing.

A State or Territory law enforcement officer acting in the course of
his or her duties may, without warrant, use an optical surveillance
devicein the investigation of arelevant offence (other than a State
offence that has afederal aspect) if the use of that device does not
involve:

(a) entry onto premises without permission; or

(b) interference without permission with any vehicle or thing.

A State or Territory law enforcement officer acting in the course of
his or her duties may, without warrant, use an optical surveillance
devicein the location and safe recovery of achild to whom a
recovery order relatesif the use of that device does not involve:

(a) atrespasson premises; or

(b) interference without permission with any vehicle or thing.
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38 Use of surveillance devices without warrant for listening to or

)

)

recording wordsin limited circumstances

A federal law enforcement officer acting in the course of his or her
duties may, without warrant, use a surveillance device for any
purpose involving listening to, or recording, words spoken by a
person:

(a) if the officer belongs or is seconded to the Australian Federal
Police—that is within the functions of the Australian Federal
Police set out in section 8 of the Australian Federal Police
Act 1979; or

(b) if the officer belongs or is seconded to the Australian Crime
Commission—that is within the functions of the Commission
set out in section 7A of the Australian Crime Commission
Act 1979;

if the use of that device for that listening or recording purposeis
confined to circumstances where:

(c) thelaw enforcement officer isthe speaker of thewords or isa
person, or isincluded in aclass or group of persons, by
whom the speaker of the words intends, or should reasonably
expect, the words to be heard; or

(d) thelaw enforcement officer listensto or records the words
with the consent, express or implied, of a person who is
permitted by paragraph (c) to listen to or record the words.

A State or Territory law enforcement officer acting in the course of
his or her duties and in the investigation of arelevant offence
(other than a State offence that has a federal aspect) may, without
warrant, use a surveillance device for any purpose involving
listening to, or recording, words spoken by a person if the use of
that device for that listening or recording purpose is confined to
circumstances where:

(a) the State or Territory law enforcement officer is the speaker
of thewords or isaperson, or isincluded in aclass or group
of persons, by whom the speaker of the words intends, or
should reasonably expect, the words to be heard; or

(b) the State or Territory law enforcement officer listensto or
records the words with the consent, express or implied, of a
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person who is permitted by paragraph (a) to listen to or
record the words.
(3) A Stateor Territory law enforcement officer acting in the course of

his or her duties and in relation to the location and safe recovery of
achild to whom arecovery order relates may, without warrant, use
asurveillance device for any purpose involving listening to, or
recording, words spoken by a person if the use of that device for
that listening or recording purpose is confined to circumstances
where:

(a) the State or Territory law enforcement officer is the speaker
of thewords or isaperson, or isincluded in aclass or group
of persons, by whom the speaker of the words intends, or
should reasonably expect, the words to be heard; or

(b) the State or Territory law enforcement officer listensto or
records the words with the consent, express or implied, of a
person who is permitted by paragraph (@) to listen to or
record the words

39 Useand retrieval of tracking devices without warrant in certain

)

)

©)

(4)

circumstances

A law enforcement officer may, with the written permission of an
appropriate authorising officer, use atracking device without a
warrant in the investigation of arelevant offence.

If the law enforcement officer referred to in subsection (1) isa
State or Territory law enforcement officer, the referencein
subsection (1) to arelevant offence does not include a reference to
a State offence that has afederal aspect.

A law enforcement officer may, with the written permission of an
appropriate authorising officer, use atracking device without a
warrant in the location and safe recovery of a child to whom a
recovery order relates.

Subsections (1) and (3) have effect despite any other law of the
Commonwealth or of a State or self-governing Territory (including
any principle of the common law) forbidding the use of such a
device without a warrant.

40
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©®)

(6)

()

©)

9)

(10)

A tracking device authorisation given under subsection (1) or (3)
may authorise the law enforcement officer to use more than one
tracking device.

If an appropriate authorising officer gives atracking device
authorisation under this section, an appropriate authorising officer
may also authorise the retrieval, without awarrant, of atracking
device to which the tracking device authorisation relates.

An appropriate authorising officer must not give permission under
this section for the use, installation or retrieval of atracking device
if the installation of the device, or itsretrieval, involves entry onto
premises without permission or an interference with the interior of
avehicle without permission.

For the purposes of abtaining the permission of an appropriate
authorising officer, the law enforcement officer wishing to use that
device:
(&) must apply, oraly or in writing, to the appropriate
authorising officer; and
(b) must address, in that application, the matters that would be
required to be addressed if the law enforcement officer were
making an application for a surveillance device warrant or a
retrieval warrant, as the case requires.

Paragraph 18(1)(b), subparagraph 18(2)(b)(i), paragraphs 18(3)(a),
(b) and (g) and subsections 18(4), (6) and (7) apply inrelation to a
tracking device authorisation authorising the use of atracking
device asif:

(a) referencesinthose provisionsto asurveillance device
warrant were references to a tracking device authorisation
authorising the use of atracking device; and

(b) referencesin those provisionsto a surveillance device were
references to atracking device.

Paragraphs 26(1)(a), (c), (d) and (e) and subsections 26(2) and (3)
apply in relation to atracking device authorisation authorising the
retrieval of atracking device asif:
(a) referencesinthose provisionsto aretrieval warrant were
references to a tracking device authorisation authorising the
retrieval of atracking device; and
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(b) referencesin those provisions to a surveillance device were
references to atracking device.

(11) A law enforcement officer may use a tracking device authorisation
only if he or sheis acting in the performance of his or her duty.

40 Record of tracking device authorisationsto be kept

As soon as practicable after an appropriate authorising officer gives
atracking device authorisation, the officer must make awritten
record of the giving of that authorisation, including in the record:
(a) the name of the applicant for the authorisation; and
(b) the date and time the authorisation was given; and
(c) if the authorisation authorises the use of atracking devicein
relation to the investigation of an alleged relevant offence or
offences—the alleged offence or offences in respect of which
the authorisation is given; and
(d) if the authorisation authorises the use of atracking devicein
relation to arecovery order—the date the order was made
and the name of the child to whom the order relates; and

(e) if the authorisation authorises the use of atracking devicein
or on an object or class of object—the object or class of
object in or on which the use of the tracking deviceis
authorised; and

(f) if the authorisation authorises the use of atracking device on
avehicle or class of vehicle—the vehicle or class of vehicle
on which the use of the tracking device is authorised; and

(g) if the authorisation authorises the use of atracking devicein
respect of the conversations, activities or geographical
location of a person—the name of the person (if known); and

(h) if the authorisation authorises the retrieval of atracking
device—the premises or object from which the tracking
deviceisto beretrieved; and

(i) the name of the law enforcement officer primarily
responsible for executing the authorisation; and

(j) any conditions subject to which atracking device may be
used, under the authorisation.
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Part 5—Extraterritorial operation of warrants

41 Definitions
(D) InthisPart:

appropriate consenting official, in relation to aforeign country,
means an officia of that country having authority in that country to
give consent to the extraterritorial use of surveillance devicesin
that country or on avessel or aircraft registered under the laws of
that country.

Australian fishing zone means the Australian fishing zone within
the meaning of the Fisheries Management Act 1991.

contiguous zone, in relation to Australia, has the same meaning as
in the Seas and Submerged Lands Act 1973.

territorial sea, inrelation to Australia, has the same meaning asin
the Seas and Submerged Lands Act 1973.

42 Extraterritorial operation of warrants

(1) If, before the issue of awarrant in relation to the investigation of a

relevant offence on an application made by or on behalf of a
federal law enforcement officer, it becomes apparent to the
applicant that there will be a need for surveillance:
(d) inaforeign country; or
(b) onavessel or aircraft that is registered under the law of a
foreign country and isin or above waters beyond the outer
limits of the territorial sea of Australia;
to assist in that investigation, the eligible Judge or nominated AAT
member considering the application for the warrant must not
permit the warrant to authorise that surveillance unless the Judge or
member is satisfied that the surveillance has been agreed to by an
appropriate consenting official of the foreign country.

@) If:

Surveillance Devices Bill 2004 No. , 2004 43
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(a) application is made under section 33 by an appropriate
authorising officer who is afederal law enforcement officer
for approval of the giving of an emergency authorisation
relating to the investigation of arelevant offence; and

(b) before the completion of consideration of that application, it
becomes apparent to the applicant that there will be aneed
for surveillance:

(i) inaforeign country; or
(ii) onavessel or aircraft that is registered under the law of
aforeign country and isin or above waters beyond the
outer limits of the territorial sea of Austraia;
to assist in the investigation to which the emergency
authorisation related;
the eligible Judge or nominated AAT member to whom the
application was made must not permit any warrant issued on
consideration of that application to authorise that surveillance
unless the Judge or member is satisfied that the surveillance has
been agreed to by an appropriate consenting official of the foreign
country.

3) If:

(d) awarrant has been issued in relation to the investigation of a
relevant offence on an application by or on behalf of afedera
law enforcement officer; and

(b) after the issue of the warrant it becomes apparent to the law
enforcement officer primarily responsible for executing the
warrant that there will be a need for surveillance:

(i) inaforeign country; or
(ii) onavessel or aircraft that isregistered under the law of
aforeign country and isin or above waters beyond the
outer limits of the territorial sea of Austraia;
to assist in that investigation;
the warrant is taken to permit that surveillance if, and only if, the
surveillance has been agreed to by an appropriate consenting
official of the foreign country.

(4) Despite subsections (1), (2) and (3), if:
() avessel that isregistered under the law of aforeign country
isin waters beyond the outer limits of the territorial sea of

44 Surveillance Devices Bill 2004 No. , 2004
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®)

(6)

()

Australia but not beyond the outer limits of the contiguous
zone of Australia; and

(b) therelevant offence in respect of which it becomes apparent
that surveillance on the vessel will be required is an offence
relating to the customs, fiscal, immigration or sanitary laws
of Australia;

thereis no requirement for the agreement of an appropriate
consenting official of the foreign country concerned in relation to
that surveillance while the vessel isin such waters.

Despite subsections (1), (2) and (3), if:

(a) avessel that isregistered under the law of aforeign country
isin waters beyond the outer limits of the territorial sea of
Australia but not beyond the outer limits of the Australian
fishing zone; and

(b) therelevant offence in respect of which it becomes apparent
that surveillance on the vessel will be required is an offence
against section 100, 100A, 101 or 101A of the Fisheries
Management Act 1991,

thereis no requirement for the agreement of an appropriate
consenting official of the foreign country concerned in relation to
that surveillance while the vessel isin those waters.

As soon as practicable after the commencement of surveillance
under the authority of awarrant:
(a) inaforeign country; or
(b) in circumstances where consent to that surveillanceis
required—on avessdl or aircraft that is registered under the
law of aforeign country;
the chief officer of the law enforcement agency to which the law
enforcement officer who applied for the warrant belongs or is
seconded must give the Minister evidence in writing that the
surveillance has been agreed to by an appropriate consenting
official of the foreign country.

If avessal or aircraft that is registered under the laws of aforeign
country isin or above the territorial sea of another foreign country,
subsections (1), (2) and (3) have effect asif the reference to an
appropriate consenting official of the foreign country were a
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(8)

reference to an appropriate consenting official of each foreign
country concerned.

For the avoidance of doubt, there is no requirement for the
agreement of an appropriate consenting official of the foreign
country to the surveillance under the authority of awarrant of a
vessel or aircraft of aforeign country that isin Australiaor in or
above waters within the outer limits of the territorial sea of
Austraia

43 Evidence obtained from extraterritorial surveillance not to be

tendered in evidence unless court satisfied properly
obtained

Evidence obtained from surveillance undertaken in aforeign
country in accordance with subsection 42(1), (2) or (3) in relation
to arelevant offence cannot be tendered in evidence to a court in
any proceedings relating to the relevant offence unlessthe court is
satisfied that the surveillance was agreed to by an appropriate
consenting official of the foreign country.

46
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Part 6—Compliance and monitoring

Division 1—Restrictions on use, communication and
publication of information

44 What is protected information?
(1 InthisAct:

protected information means:

(a) any information obtained from the use of a surveillance
device under awarrant, an emergency authorisation or a
tracking device authorisation; or

(b) any information relating to:

(i) anapplication for, the issue of, the existence of, or the
expiration of, awarrant, an emergency authorisation or
atracking device authorisation; or

(ii) an application for approval of powers exercised under
an emergency authorisation; or

(c) any information that islikely to enable the identification of a
person, object or premises specified in awarrant, an
emergency authorisation or atracking device authorisation;
or

(d) any other information obtained by alaw enforcement officer:

(i) without the authority of awarrant or atracking device

authorisation; or

(ii) without the authority of an emergency authorisation that
was subsequently approved; or

(iii) in acase where the information was obtained through
the use of a surveillance device in aforeign country, or
on avessel or aircraft that is registered under the law of
aforeign country and that isin or above waters beyond
the outer limit of Australia' s territorial sea (within the
meaning of section 41)—without the agreement of the
appropriate consenting official of that foreign country,
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and of any other foreign country, whose agreement is
required under section 42;

in contravention of the requirement for such awarrant,
tracking device authorisation or emergency authorisation.

(2) For the avoidance of doubt, information obtained under an
emergency authorisation falls under paragraph (a) and not
paragraph (d) of the definition of protected information unless:

() an eligible Judge or nominated AAT member refuses to
approve the giving of the emergency authorisation; or

(b) contrary to the requirement of section 33, no application for
such an approval has been made.

45 Prohibition on use, recording, communication or publication of
protected information or itsadmission in evidence

(1) A person commits an offenceif:

(a) the person uses, records, communicates or publishes any
information; and

(b) theinformation is protected information; and

(c) the use, recording, communication or publication of the
information is not permitted by this section.

Penalty: Imprisonment for 2 years.

(2) A person commits an offenceif:

(a) the person uses, records, communicates or publishes any
information; and

(b) theinformation is protected information; and

(c) the use, recording, communication or publication of the
information is not permitted by this section; and

(d) the use, recording, communication or publication of the
information, endangers the health or safety of any person or
prejudices the effective conduct of an investigation into a
relevant offence.

Penalty: Imprisonment for 10 years.

(3) Subject to subsections (4) and (5), protected information may not
be admitted in evidence in any proceedings.
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(4) Subsections (1), (2) and (3) do not apply to:

@

(b)

(©

(d)

(€)

(f)

the use, recording, communication or publication of any
information that has been disclosed in proceedingsin open
court lawfully; or

the use or communication of protected information by a
person who believes on reasonable grounds that the use or
communication is necessary to help prevent or reduce the risk
of serious violence to a person or substantial damage to
property; or

the communication to the Director-General (within the
meaning of the Australian Security Intelligence Organisation
Act 1979) of protected information that relates or appears to
relate to any matter within the functions of that organisation;
or

the communication to the agency head (within the meaning
of the Intelligence Services Act 2001) of an agency (within
the meaning of that Act) of protected information that relates
or appears to relate to any matter within the functions of that
agency; or

the use, recording or communication of:

(i) protected information referred to in paragraph (c)—by
an officer or employee of the Australian Security
Intelligence Organisation; or

(ii) protected information referred to in paragraph (d)—by a
staff member (within the meaning of the Intelligence
Services Act 2001) of an agency (within the meaning of
that Act);

in the performance of hisor her official functions; or

the communication of information to aforeign country or an
appropriate authority of aforeign country, or the use of
information so communicated, in accordance with the Mutual
Assistance in Criminal Matters Act 1987, if that
communication or use relates to the investigation of an
offence or the conduct of proceedingsin respect of an
offence against alaw of that foreign country that is
punishable by a maximum term of imprisonment of 3 years
or more, by imprisonment for life or by the death penalty; or
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Section 45

(5) Protected information may be used, recorded, communicated or
published, or may be admitted in evidence, if it is necessary to do
so for any of the following purposes:

@

(b)

(©)

(d)

(€)

(f)

(9)
(h)

the investigation of arelevant offence (including a State or
Territory relevant offence but not including a relevant
offence referred to in paragraph (d) or (h)) or the making of a
report on the outcome of such an investigation;

the making of a decision whether or not to bring a
prosecution for arelevant offence (including a State or
Territory relevant offence but not including arelevant
offence referred to in paragraph (d) or (h));

arelevant proceeding (including State or Territory relevant
proceedings but not including a relevant proceeding in
respect of arelevant offence referred to in paragraph (d) or
(h));

an investigation of a complaint against, or into the conduct
of, apublic officer within the meaning of this Act and also
any subsequent investigation or prosecution of arelevant
offence arising directly from the investigation of the
complaint, or into the conduct;

the making of adecision in relation to the appointment, term
of appointment, termination of the appointment, or
retirement, of a person referred to in paragraph (d);

the keeping of records and the making of reports by alaw
enforcement agency under Division 2;

an inspection by the Ombudsman under section 54;

an investigation under the Privacy Act 1988 or any other law
of the Commonwealth concerning the privacy of personal
information and also any subsequent investigation or
prosecution of arelevant offence arising directly from that
first-mentioned investigation.

(6) Paragraphs (4)(f) and (5)(a), (b) and (c) do not authorise:

@

(b)

the use, recording, communication or publication of
information of the kind referred to in paragraph (d) of the
definition of protected information in section 44; or

the giving in evidence of protected information of the kind
referred to in paragraph (d) of that definition;
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()

©)

9)

regardless of whether that information is also information of the
kind referred to in paragraph (b) or (c) of that definition.

If protected information obtained through the use of a surveillance
device by alaw enforcement officer of aparticular law
enforcement agency (the originating agency):

(a) iscommunicated to another law enforcement agency (by
communicating it to the chief officer or another officer of
that agency); or

(b) iscommunicated to any agency that is not alaw enforcement
agency (other than the Australian Security Intelligence
Organisation and the agencies within the meaning if the
Intelligence Services Act 2001) (by communicating it to the
officer in charge of that agency or to another officer of that
agency);

for a particular purpose, the protected information that has been so
communicated:

(c) may be communicated from one officer to another within that
agency or organisation for that purpose only; and

(d) must not, except for the purpose of bringing arelevant
proceeding, or a State or Territory relevant proceeding, be
communicated to any person who is not amember of that
agency or organisation.

A reference in subsection (5) to arelevant offence is areference to
any relevant offence, whether or not the offence in respect of
which the relevant warrant or emergency authorisation was issued
or given.

In this section:

State or Territory relevant offence means arelevant offence
against the law of a State or self-governing Territory that is
punishable by a maximum term of imprisonment of 3 years or
more or for life.

State or Territory relevant proceeding means:
(a) the prosecution of a State or Territory relevant offence; or
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(b) aproceeding for the confiscation, forfeiture or restraint of
property, or for the imposition of a pecuniary penalty, in
relation to a State or Territory relevant offence; or

(c) aproceeding for the protection of achild or an intellectually
impaired person; or

(d) adisciplinary offence against a public officer; or

(e) acoronial ingquest or inquiry if, in the opinion of the coroner,
the event that is the subject of the inquest or inquiry may
have resulted from the commission of a State or Territory
relevant offence; or

(f) aproceeding by way of a bail application that relatesto a
proceeding by way of a prosecution for a State or Territory
relevant offence; or

(9) aproceeding for areview of adecision to refuse such a bail
application; or

(h) aproceeding for areview of adecision to grant such a bail
application.

46 Dealing with records obtained by use of surveillance devices

(1) Thechief officer of alaw enforcement agency:

(&) must ensure that every record or report comprising protected
information is kept in a secure place that is not accessible to
people who are not entitled to deal with the record or report;
and

(b) must destroy or cause to be destroyed any record or report
referred to in paragraph (a) if satisfied that it is not likely to
be required in connection with a purpose referred to in
subsection 45(4) or (5).

(2) The officer in charge of any agency that is not alaw enforcement
agency but that, as described in subsection 45(4) or (5), receives
records or reports obtained by use of a surveillance device:

(&) must ensure that every record or report that is so received is
kept in a secure place that is not accessible to people who are
not entitled to deal with the record or report; and

(b) must destroy or cause to be destroyed any record or report
referred to in paragraph (a) if satisfied that it is not likely to

52 Surveillance Devices Bill 2004 No. , 2004



0

10
11

12
13
14
15

16
17
18
19
20

21

22
23
24

25
26
27
28
29
30
31

Compliance and monitoring Part 6

Restrictions on use, communication and publication of information Division 1

Section 47

©)

be required in connection with a purpose referred to in
subsection 45(4) or (5).

Subsections (1) and (2) do not apply to arecord or report that is
received into evidencein legal proceedings or disciplinary
proceedings.

47 Protection of surveillance device technologies and methods

)

)

©)

(4)

©®)

In a proceeding, a person may object to the disclosure of
information on the ground that the information, if disclosed, could
reasonably be expected to revea details of surveillance device
technology or methods of installation, use or retrieval of
surveillance devices.

If the person conducting or presiding over the proceeding is
satisfied that the ground of objection is made out, he or she may
order that the person who has the information not be required to
discloseit in the proceeding.

In determining whether or not to make an order under
subsection (2), the person conducting or presiding over the
proceeding must take into account whether disclosure of the
information:

(a) isnecessary for the fair trial of the defendant; or
(b) isinthe public interest.

Subsection (2) does not affect a provision of another law under
which alaw enforcement officer cannot be compelled to disclose
information or make statementsin relation to the information.

If the person conducting or presiding over a proceeding is satisfied
that publication of any information disclosed in the proceeding
could reasonably be expected to reveal details of surveillance
device technology or methods of installation, use or retrieval of
surveillance devices, the person must make any orders prohibiting
or restricting publication of the information that he or she considers
necessary to ensure that those details are not revealed.
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(6) Subsection (5) does not apply to the extent that the person
conducting or presiding over the proceeding considers that the
interests of justice require otherwise.

(7) Inthissection:

proceeding includes a proceeding before a court, tribunal or Royal
Commission.

48 Protected information in the custody of a court, tribunal or Royal

Commission

A person is not entitled to search any protected information in the
custody of acourt, tribunal or Royal Commission unless the court,
tribunal or Royal Commission otherwise orders in the interests of
justice.

54
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Division 2—Reporting and recor d-keeping

49 Report on each warrant or authorisation

(1) The chief officer of each law enforcement agency to which there
belongs or is seconded alaw enforcement officer to whom:

(d) awarrant isissued; or
(b) an emergency authorisation is given; or
(c) atracking device authorisation is given;
must, as soon as practicable after the warrant or authority ceases to
bein force:
(d) make areport to the Minister in accordance with this section;
and

(e) givetothe Minister a copy of each such warrant or
authorisation, and of any instrument revoking, extending or
varying such awarrant or authorisation.

(2) Inthe case of asurveillance device warrant, or an authorisation
referred to in paragraph (1)(b) or (c), the report must:
(a) state whether the warrant or authorisation was executed; and
(b) if so:
(i) state the name of the person primarily responsible for
the execution of the warrant or authorisation; and
(i) state the name of each person involved in the
installation, maintenance or retrieval of the surveillance
device; and
(iii) statethe kind of surveillance device used; and
(iv) state the period during which the device was used; and
(v) statethe name, if known, of any person whose
conversations or activities were overheard, recorded,
monitored, listened to or observed by the use of the
device; and
(vi) statethe name, if known, of any person whose location
was determined by the use of atracking device; and
(vii) give details of any premises on which the device was
installed or any place at which the device was used; and
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(viii) give details of any object in or on which the device was
installed and any premises where the object was located
when the device was installed; and

(ix) if thewarrant isissued or the authorisation givenin
respect of the investigation of arelevant offence—give
details of the benefit to the investigation of the use of
the device and of the general use made or to be made of
any evidence or information obtained by the use of the
device; and

(x) if thewarrant isissued or the authorisation givenin
respect of the location and safe recovery of achild to
whom arecovery order relates—give details of use of
the device in assisting with the location and safe
recovery of the child; and

(xi) give details of the communication of evidence or
information obtained by the use of the device to persons
other than officers of the agency; and

(xii) give details of the compliance with the conditions (if
any) to which the warrant or authorisation was subject;
and

(c) if thewarrant or authorisation was extended or varied, state:
(i) the number of extensions or variations; and

(ii) the reasons for them.

(3) Inthe case of aretrieval warrant, the report must:

(a) givedetails of any premises entered, anything opened and
any object removed and replaced under the warrant; and

(b) state whether the surveillance device was retrieved under the
warrant; and

(c) if the device was not retrieved, state the reason why; and

(d) give details of the compliance with the conditions (if any) to
which the warrant was subject.

50 Annual reports

(1) The chief officer of alaw enforcement agency must submit a report
to the Minister that includes the following information in respect of
each financia year:
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(a) the number of applications for warrants made by or on behalf
of, and the number of warrants issued to, law enforcement
officers of the agency during that year; and

(b) the number of applications for emergency authorisations
made by, and the number of emergency authorisations given
to, law enforcement officers of the agency during that year;
and

(c) the number of applications for tracking device authorisations
made by, and the number of such authorisations given to, law
enforcement officers of the agency during that year; and

(d) the number of remote applications for warrants made by or
on behalf of law enforcement officers of the agency during
that year; and

(e) the number of applications for warrants, emergency
authorisations or tracking device authorisations made by or
on behalf of law enforcement officers of the agency that were
refused during that year, and the reasons for refusal; and

(f) the number of applications for extensions of warrants made
by or on behalf of law enforcement officers of the agency
during that year, the number of extensions granted or refused
and the reasons why they were granted or refused; and

(9) the number of arrests made by law enforcement officers of
the agency during that year on the basis (wholly or partly) of
information obtained by the use of a surveillance device
under awarrant, emergency authorisation or tracking device
authorisation; and

(h) the number of instances during that year in which the
location and safe recovery of children to whom recovery
orders related was assisted (wholly or partly) by information
obtained by the use of a surveillance device under awarrant,
emergency authorisation or tracking device authorisation;
and

(i) the number of prosecutions for relevant offences that were
commenced during that year in which information obtained
by the use of a surveillance device under awarrant,
emergency authorisation or tracking device authorisation was
given in evidence and the number of those prosecutionsin
which a person was found guilty; and
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()) any other information relating to the use of surveillance
devices and the administration of this Act that the Minister
considers appropriate.

(2) Theinformation referred to in paragraphs (1)(a), (b) and (c) must
be presented in such away as to identify the number of warrants
issued, emergency authorisations given, and tracking device
authorisations given, in respect of each different kind of
surveillance device.

(8) The report must be submitted to the Minister as soon as practicable
after the end of each financial year, and in any event within 3
months after the end of the financial year.

(4) The Minister must cause a copy of the report to be laid before each
House of the Parliament within 15 sitting days of that House after
the Minister receivesit.

51 Keeping documents connected with warrants, emergency
authorisations and tracking device authorisations

The chief officer of alaw enforcement agency must cause the
following to be kept:

(a) eachwarrant issued to alaw enforcement officer of the
agency;,

(b) each instrument of revocation given to the chief officer under
subsection 20(4) or 27(4);

(c) each record made under section 31 in relation to an
emergency authorisation given to alaw enforcement officer
of the agency;

(d) each record made under section 40 in relation to atracking
device authorisation given to alaw enforcement officer of the
agency;

(e) each written application for an emergency authorisation made
by alaw enforcement officer of the agency;

(f) each written application for atracking device authorisation
made by alaw enforcement officer of the agency;

(g) acopy of each application made by or on behalf of alaw
enforcement officer of the agency for:
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(h)

()
(k)

(i) awarrant; or
(if) extension or variation of awarrant;

acopy of each application made under section 33 by or on
behalf of an appropriate authorising officer for approval of
the giving of an emergency authorisation to alaw
enforcement officer of the agency;

a copy of each report made to the Minister under section 49;

acopy of each certificate issued by an appropriate
authorising officer of the agency concerned under section 62.

52 Other recordsto be kept

The chief officer of alaw enforcement agency must cause the
following to be kept:

(@

(b)

(©

(d)

(€)

()

a statement as to whether each application made by or on
behalf of alaw enforcement officer of the agency for a
warrant, or for the extension or variation of awarrant, was
granted, refused or withdrawn;

a statement as to whether each application made by alaw
enforcement officer of the agency for an emergency
authorisation was granted, refused or withdrawn;

a statement as to whether each application made by or on
behalf of an appropriate authorising officer for approval of
the giving of an emergency authorisation to alaw
enforcement officer of the agency was granted, refused or
withdrawn;

a statement as to whether each application made by alaw
enforcement officer of the agency for atracking device
authorisation was granted, refused or withdrawn;

details of each use by the agency, or by alaw enforcement
officer of the agency, of information obtained by the use of a
surveillance device by alaw enforcement officer of the
agency,

details of each communication by alaw enforcement officer
of the agency to a person other than alaw enforcement
officer of the agency of information obtained by the use of a
surveillance device by alaw enforcement officer of the
agency;
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(g) details of each occasion when, to the knowledge of alaw
enforcement officer of the agency, information obtained by
the use of a surveillance device by alaw enforcement officer
of the agency was given in evidence in arelevant proceeding;

(h) details of each occasion when, to the knowledge of alaw
enforcement officer of the agency, information obtained by
the use of a surveillance device by alaw enforcement officer
of the agency was used in the location and safe recovery of a
child to whom arecovery order related;

(j) details of the destruction of records or reports under
paragraph 46(1)(b).

53 Register of warrants, emergency authorisations and tracking
device authorisations

(1) Thechief officer of alaw enforcement agency must cause a
register of warrants, emergency authorisations and tracking device
authorisations sought by law enforcement officers of that agency to
be kept.

(2) Theregister isto specify, for each warrant sought by or on behalf
of alaw enforcement officer of the agency:

(@) the date the warrant was issued or refused; and

(b) the name of the eligible Judge or nominated AAT member
who issued or refused to issue the warrant; and

(c) if the warrant was issued:

(i) the name of the law enforcement officer named in the
warrant as the person primarily responsible for
executing it; and

(ii) if the warrant was issued in relation to arelevant
offence—the relevant offence in relation to which the
warrant was issued; and

(iii) if the warrant was issued in relation to arecovery
order—the date of issue of the recovery order and the
name of the child to whom the order related; and
(iv) the period during which the warrant isin force; and
(v) detailsof any variation or extension of the warrant.
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(3) Theregister isto specify, for each emergency authorisation sought
by alaw enforcement officer of the agency:
(a) the date the emergency authorisation was given or refused;
and
(b) the name of the appropriate authorising officer who gave or
refused to give the emergency authorisation; and
(c) if the emergency authorisation was given:
(i) the name of the law enforcement officer to whom the
authorisation was given; and
(it) if the authorisation related to arelevant offence—the
relevant offence in relation to which it was given; and
(iii) if the authorisation related to a recovery order—the date
of issue of the recovery order and the name of the child
to whom the order related; and
(iv) the date on which the application for approval of powers
exercised under the authorisation was made; and
(V) whether that application for approval of powers
exercised under the authorisation was successful or not.

(4) Theregister isto specify, for each tracking device authorisation
sought by alaw enforcement officer of the agency:
(a) the date the tracking device authorisation was given or
refused; and
(b) the name of the appropriate authorising officer who gave or
refused to give the tracking device authorisation; and
(c) if the tracking device authorisation was given:
(i) the name of the law enforcement officer to whom the
authorisation was given; and
(it) if the authorisation related to arelevant offence—the
relevant offence in relation to which it was given; and
(iii) if the authorisation related to arecovery order—the date
of issue of the recovery order and the name of the child
to whom the order related.
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Division 3—Inspections

54 Appointment of inspecting officers

The Ombudsman may, by appointment in writing, under this
Division, appoint members of the Ombudsman'’s staff to be
inspecting officers.

55 Inspection of records

(1) The Ombudsman must inspect the records of alaw enforcement
agency to determine the extent of compliance with this Act by the
agency and law enforcement officers of the agency.

(2) For the purpose of an inspection under this section, the
Ombudsman:
(a) after notifying the chief officer of the agency, may enter at
any reasonabl e time premises occupied by the agency; and
(b) isentitled to have full and free access at all reasonable times
to all records of the agency that are relevant to the inspection;
and

(c) despite any other law, is entitled to make copies of, and to
take extracts from, records of the agency; and

(d) may require amember of staff of the agency to give the
Ombudsman any information that the Ombudsman considers
necessary, being information that is in the member’s
possession, or to which the member has access, and that is
relevant to the inspection.

(3) The chief officer must ensure that members of staff of the agency
give the Ombudsman any assistance the Ombudsman reasonably
requires to enable the Ombudsman to perform functions under this
section.

(4) While an operation is being conducted under a warrant, emergency
authorisation or tracking device authorisation, the Ombudsman
may refrain from inspecting any records of the agency concerned
that are relevant to the obtaining or execution of that warrant or
authorisation.

62
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56 Power to obtain relevant information

(D)

)

©)

(4)

©®)

If the Ombudsman has reasonable grounds to believe that alaw
enforcement officer of a particular law enforcement agency is able
to give information relevant to an inspection under this Division of
the agency’ s records, subsections (2) and (3) have effect.

The Ombudsman may, by writing given to the law enforcement
officer, require the officer to give the information to the
Ombudsman:

(a) by writing signed by the officer; and
(b) at aspecified place and within a specified period.

The Ombudsman may, by writing given to the law enforcement
officer, require the officer to attend:

(a) before aspecified inspecting officer; and
(b) at aspecified place; and
(c) within aspecified period or at a specified time on a specified
day;
to answer questions relevant to the inspection.

If the Ombudsman:

(a) has reasonable grounds to believe that alaw enforcement
officer of a particular law enforcement agency is ableto give
information relevant to an inspection under this Division of
the agency’ s records; and

(b) does not know the officer’ sidentity;

the Ombudsman may, by writing given to the chief officer of the
agency, require the chief officer, or a person nominated by the
chief officer, to attend:

(c) before a specified inspecting officer; and

(d) at aspecified place; and

(e) within aspecified period or at a specified time on a specified
day;

to answer questions relevant to the inspection.

The place, and the period or the time and day, specifiedina
reguirement under this section, must be reasonable having regard
to the circumstances in which the requirement is made.
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(6)

A person must not refuse:
(a) to attend before a person; or
(b) to giveinformation; or
(c) toanswer questions;
when required to do so under this section.

Penalty for an offence against this subsection: Imprisonment for 6
months.

57 Ombudsman to be given information and access despite other

(1)

)

©)

laws

Despite any other law, a person is not excused from giving
information, answering a question, or giving access to a document,
as and when required under this Division, on the ground that giving
the information, answering the question, or giving access to the
document, as the case may be, would contravene alaw, would be
contrary to the public interest or might tend to incriminate the
person or make the person liable to a penalty, but:
(a) theinformation, the answer, or the fact that the person has
given access to the document, as the case may be; and
(b) any information or thing (including a document) obtained as
adirect or indirect consequence of giving the information,
answering the question or giving access to the document;
isnot admissible in evidence against the person except in a
proceeding by way of a prosecution for an offence against
section 45 or against Part 7.4 or 7.7 of the Criminal Code.

Nothing in section 45 or any other law prevents an officer of an
agency from:
() giving information to an inspecting officer (whether oraly or
in writing and whether or not in answer to a question); or
(b) giving accessto arecord of the agency to an inspecting
officer;
for the purposes of an inspection under this Division of the
agency’s records.

Nothing in section 45 or any other law prevents an officer of an
agency from making arecord of information, or causing arecord of
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information to be made, for the purposes of giving the information
to a person as permitted by subsection (2).

58 Exchange of infor mation between Ombudsman and State
inspecting authorities

(1) Inthissection:

State or Territory agency means a law enforcement agency of a
State or Territory within the meaning of the law of that State or
Territory that is of asimilar nature to this Act.

State or Territory inspecting authority, in relation to a State or
Territory agency, means the authority that, under the law of the
State or Territory concerned, has the function of making
inspections of asimilar kind to those provided for in section 54
when the State or Territory agency is exercising powers under the
law of that State or Territory that is of asimilar nature to this Act.

(2) The Ombudsman may give information that:
() relatesto a State or Territory agency; and
(b) was obtained by the Ombudsman under this Act;
to the State or Territory inspecting authority in relation to the
agency.
(8) The Ombudsman may only give information to an authority under
subsection (2) if the Ombudsman is satisfied that the giving of the

information is necessary to enable the authority to perform its
functions in relation to the State or Territory agency.

(4) The Ombudsman may receive from a State or Territory inspecting
authority information relevant to the performance of the
Ombudsman'’ s functions under this Act.

59 Delegation by Ombudsman

(1) The Ombudsman may delegate:
() toan APS employee responsible to the Ombudsman; or

(b) to aperson holding an equivalent office to the Ombudsman
under the law of a State or Territory or to an employee
responsible to that person;
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al or any of the Ombudsman’s powers under this Division other
than a power to report to the Minister.

(2) A delegate must, upon request by a person affected by the exercise
of any power delegated to the delegate, produce the instrument of
delegation, or a copy of the instrument, for inspection by the
person.

60 Ombudsman not to be sued

The Ombudsman, an inspecting officer, or a person acting under an
inspecting officer’ s direction or authority, is not liable to an action,
suit or proceeding for or in relation to an act done, or omitted to be
done, in good faith in the performance or exercise, or the purported
performance or exercise, of afunction or power conferred by this
Division.

61 Report on inspection

(1) The Ombudsman must make a written report to the Minister at 6
monthly intervals on the results of each inspection under
section 54.

(2) The Minister must cause a copy of the report to be laid before each
House of the Parliament within 15 sitting days of that House after
the Minister receivesit.
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62 Evidentiary certificates

(1) An appropriate authorising officer for alaw enforcement officer, or
a person assisting the appropriate authorising officer, may issue a
written certificate signed by the officer or person, setting out any
facts he or she considers relevant with respect to:

(a) anything done by the law enforcement officer or by a person
assisting or providing technical expertise to him or her:
(i) inconnection with the execution of awarrant; or
(ii) in accordance with an emergency authorisation; or
(i) in accordance with atracking device authorisation; or
(b) anything done by the law enforcement officer in connection
with:
(i) the communication by a person to another person; or
(ii) the making use of; or
(iii) the making of arecord of; or
(iv) thecustody of arecord of;
information obtained by the use of a surveillance device
under awarrant, emergency authorisation or tracking device
authorisation.

(2) A certificate issued under subsection (1) isadmissiblein evidence
in any proceedings as prima facie evidence of the matters stated in
the certificate.

(3) Subsection (2) does not apply to a certificate to the extent that the
certificate sets out facts with respect to anything donein
accordance with an emergency authorisation unless the giving of
that authorisation has been approved under section 35.

(4) For the purposes of this section, a document purporting to be a
certificate issued under subsection (1) is, unless the contrary
intention is established, to be taken to be such a certificate and to
have been duly given.
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©®)

(6)

()

(8

A certificate must not be admitted in evidence under subsection (2)
in prosecution proceedings unless the person charged or a solicitor
who has appeared for the person in those proceedings has, at |east
14 days before the certificate is sought to be so admitted, been
given acopy of the certificate together with reasonable evidence of
the intention to produce the certificate as evidence in those
proceedings.

Subject to subsection (7), if, under subsection (2), acertificateis
admitted in evidence in prosecution proceedings, the person
charged may require the person giving the certificate to be called as
awitness for the prosecution and cross-examined asif he or she
had given evidence of the matters stated in the certificate.

Subsection (6) does not entitle the person charged to require the
person giving a certificate to be called as awitness for the
prosecution unless the court before which the prosecution
proceedings are brought, by order, allows the person charged to
require the person giving the certificate to be so called.

Any evidence given in support, or in rebuttal, of a matter stated in
a certificate given under subsection (2) or (3) must be considered
on its merits and the credibility and probative value of such
evidence must be neither increased nor diminished by reason of
this section.
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Part 7—Miscellaneous

63 Delegation by chief officer of law enfor cement agency

The chief officer of alaw enforcement agency may, by writing,
delegate to a member of the staff of the agency who isan SES
employee or a person of equivalent rank, all or any of the chief
officer’s powers or functions.

64 Regulations

(1) The Governor-General may make regulations prescribing matters:
(a) required or permitted by this Act to be prescribed; or

(b) necessary or convenient to be prescribed for carrying out or
giving effect to this Act.

(2) Theregulations may impose a penalty, not exceeding 50 penalty
units, for a contravention of the regulations.
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Schedule 1—Amendment of other legislation
and transitional and saving provisions

Australian Federal Police Act 1979

1 Division 2 of Part Il
Repeal the Division.

2 Transitional and saving provision

Despite the repeal of Division 2 of Part |1 of the Australian Federal
Palice Act 1979 by item 1 of this Schedule:

@

(b)

(©

(d)

any warrant issued under that Division and in force
immediately before the day of that repeal remainsin force,
according to itsterms, after that day asif that Division had
not been repealed; and

any consent by a Judge of a court created by the Parliament
to be nominated by the Minister under subsection 12D(2) of
the Australian Federal Police Act 1979, being a consent that
isin forceimmediately before the day of that repeal, isto be
treated, with effect from that day, asif it were a consent to be
declared by the Minister to be an eligible Judge under
subsection 12(3) of the Surveillance Devices Act 2004; and

any nomination by the Minister of a Judge of a court created
by the Parliament as a Judge who may issue warrants under
section 12G of the Australian Federal Police Act 1979, being
anomination that was in force immediately before the day of
that repeal, isto be treated, with effect from that day, asif it
were a nomination of that Judge as an eligible Judge for the
purposes of section 12 of the Surveillance Devices Act 2004;
and

any nomination by the Minister of a person holding an
appointment referred to in subsection 12DA(1) of the
Australian Federal Police Act 1979, being a nomination that
was in force immediately before the day of that repedl, is
taken, with effect from that day, to be a nomination of that
person for the purposes of section 13 of the Surveillance
Devices Act 2004.
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3 Operation of Division 2 of Part Il of the Australian Federal
Police Act 1979 preserved for limited purposes

Despite the repeal of Division 2 of Part |1 of the Australian Federal
Police Act 1979 by item 1 of this Schedule, that Division isto be treated
as continuing to apply in relation to the use of listening devicesin
respect of offences against the law of the Australian Capital Territory as
if:
(a) the Division had not been repealed; and
(b) the definitions of class 1 general offence and class 2 general
offence and the definition of general offence were limited to
offences against the law of the Australian Capital Territory;
and
(c) for the purposes of the continued operation of section 12L of
the Australian Federal Police Act 1979:
(i) sections 219F to 219K of the Customs Act 1901 had not
been repealed; and
(i) referencesin section 12L of the Australian Federal
Police Act 1979 to general offences, class 1 generd
offences or class 2 general offences were to be
construed as if limited to offences against the law of the
Australian Capital Territory.

Criminal Code Act 1995

4 Paragraph 476.2(4)(b) of the Criminal Code
Repeal the paragraph, substitute:
(b) the person does so:

(i) under awarrant issued under the law of the

Commonwealth, a State or a Territory; or

(if) under an emergency authorisation given to the person
under Part 3 of the Surveillance Devices Act 2004 or
under alaw of a State or Territory that makes provision
to similar effect; or

(iii) under atracking device authorisation given to the
person under section 39 of that Act;

Customs Act 1901

5 Division 1A of Part XIlI
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Repeal the Division.

6 Transitional and saving provision

Despite the repeal of Division 1A of Part X1 of the Customs Act 1901
by item 5 of this Schedule:

@

(b)

(©

(d)

any warrant issued under that Division and in force
immediately before the day of that repeal remainsin force,
according to itsterms, after that day asif that Division had
not been repealed; and

any consent by a Judge of a court created by the Parliament
to be nominated by the Minister under subsection 219AA(1)
of the Customs Act 1901, being a consent that isin force
immediately before the day of that repeal, isto be treated,
with effect from that day, asif it were a consent to be
declared by the Minister to be an eligible Judge under
subsection 12(3) of the Surveillance Devices Act 2004; and

any nomination by the Minister of a Judge of a court created
by the Parliament as a Judge who may issue warrants under
that Division, being a nomination that was in force
immediately before the day of that repeal, isto be treated,
with effect from that day, asif it were anomination of that
Judge as an eligible Judge for the purposes of section 12 of
the Surveillance Devices Act 2004; and

any nomination by the Minister of a person holding an
appointment referred to in subsection 219AB(1) of the
Customs Act 1901, being a nomination that was in force
immediately before the day of that repeal, istaken, with
effect from that day, to be a nomination of that person for the
purposes of section 13 of the Surveillance Devices Act 2004.

Mutual Assistancein Criminal Matters Act 1987

7 At the end of Part Il

Add:

13A Requestsby foreign countriesfor provision of material lawfully
obtained

@) If:
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)

©)

(4)

©®)

(a) aforeign country (the requesting country) has commenced
an investigation into, or proceedingsin relation to, a serious
offence against the laws of that country; and

(b) that foreign country requests the provision of material
relevant to that investigation or those proceedings; and
(c) the Attorney-General is satisfied that the material requested
is.
(i) materia lawfully obtained by an enforcement agency in
Australia; and
(ii) material lawfully in the possession of that enforcement
agency;
the Attorney-General may, by writing in accordance with the
approved form, authorise the provision of that material to the
reguesting country.

Subsection (1) does not permit the Attorney-General to authorise
the provision to the requesting country of material obtained
through the use of a surveillance device unless the request relates
to an investigation into, or proceedings in relation to, a serious
offence against the laws of that country that is punishable by a
maximum term of imprisonment of 3 years or more, by
imprisonment for life or by the death penalty.

An authorisation by the Attorney-General under subsection (1)
may include a direction to an authorised officer of the enforcement
agency having possession of the material about how the material is
to be provided to that foreign country.

In authorising the provision of material to aforeign country, the
Attorney-General may specify the uses to which that material can
be put.

In this section:

authorised officer includes alaw enforcement officer within the
meaning of section 6 of the Surveillance Devices Act 2004.

enforcement agency includes a law enforcement agency within the
meaning of section 6 of the Surveillance Devices Act 2004.

material lawfully obtained by an enforcement agency in Australia
includes:

(a) material obtained from individuals or entities by consent; and
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(b) material obtained by warrant or the exercise of a coercive
power by acourt in Australiafor the purposes of a domestic
investigation or prosecution;

but does not include material obtained under the
Telecommunications (Interception) Act 1979.

Notee  Theheading to section 13 is atered by inserting “for the taking of evidence or the
production of documents’ after “countries’.
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