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Proceeds of Crime Bill 2002

Introduction

Since the Proceeds of Crime Bill 2001 was introduced and laid over in 2001, law enforcement has considered the need for a range of amendments to make the proposed legislation more effective. 

The Government has made a number of essential changes in the Proceeds of Crime Bill 2002 (the Bill) introduced on 13 March 2002. The AFP supports these amendments.

This submission discusses the important changes to the Bill from the AFP’s operational perspective along with some further matters in the Proceeds of Crime (Consequential Amendments and Transitional Provision ) Bill 2002 that are of concern to law enforcement.  

The Proceeds of Crime (Consequential Amendments and Transitional Provisions )Bill 2002
(the Consequential Bill) introduces a range of amendments that give effect to the Bill and without which the proposed civil forfeiture scheme could not operate effectively. The most notable of these provisions are the proposed new money laundering offences, and amendments to the Mutual Assistance in Criminal Matters Act 1987 to assist in the fight against transnational crime.  

The Consequential Bill also amends the Telecommunications (Interception) Act 1979 (TI Act) giving effect to the provisions of that Act as they apply to the Bill.  This amendment raises serious concerns for the AFP and undermines the potential effectiveness of the Bill.

Discussion 

The AFP submission focuses on the following items:

· requirement to identify an offence in civil forfeiture proceedings

· search and seizure provisions

· removal of derivative use immunity in relation to production orders

· notices to financial institutions – regarding account signatories

· monitoring orders – 3rd party accounts

· financial institution definition

· consent orders

· counter terrorism measures

· money laundering offences

· TI Act amendments

Requirement to identify an offence in civil forfeiture proceedings 

Amendments to clauses 18 and 19 remove the requirement for the DPP to identify a specific offence in relation to civil forfeiture. This amendment is important to the operation of the Bill as it will allow law enforcement to take action against a person, where there are reasonable grounds to suspect that they have committed a serious offence within the last six years, but where it is not possible to particularise the offence they have committed.   

In the case of property where an owner cannot be identified, it will allow law enforcement to forfeit this property where there is a reasonable suspicion that the property is the proceeds of crime, but where it is not possible to particularise the crime from which the property has been derived.

In all cases, the court must be satisfied that there are reasonable grounds to suspect that the person has committed a serious offence before the restraining order can be issued.

Case study

The AFP recently investigated the office bearers of a construction company in Sydney in relation to their involvement in a $6m Tax fraud committed on the Commonwealth. The investigation resulted in the conviction of one office bearer, but the acquittal of another, in relation to a series of offences committed over a specified time frame.

AFP enquiries established that the suspect who was acquitted had significant unexplained wealth that had been accumulated over a period of time. Enquiries also established a reasonable suspicion that he had been involved in fraud against the Commonwealth for several years, but not sufficiently to proceed with a prosecution. 

Under the new provisions, the AFP would be able to satisfy a reasonable suspicion that the director has committed a serious offence within the last six years, without being able to specify the exact amounts or dates in which this fraud occurred. 

Search and Seizure

Search and seizure provisions of the Bill have been amended to align them with the search and seizure provisions in the Crimes Act 1914. 

Specifically, clause 227 has been amended in subclause (1)(a) to state the nature of the property in respect of which action has been or could be taken under this Act.  Previously this read the property which implied actual property. This amendment is in keeping with a section 3E search warrant under the Crimes Act 1914 that only requires the warrant to state the kinds of evidential material that are to be searched for.  

Failure to amend these provisions would have created serious practical problems given that a search warrant is an investigative tool and that it may be sought at an early stage of the case before anyone knows specific details about a suspect’s property or details of his or her financial affairs.  The Bill now reflects that these matters can be stated in general terms, and that there is no need for specificity. In practice, search warrants under the Bill can now be exercised in the same way as those executed under the Crimes Act 1914, if required.

The Bill also removes provisions in the earlier Bill which imposed a threshold on the court before it could issue a search warrant. As previously drafted, a court could not issue a search warrant until it was satisfied that a production order would not be complied with. Removal of this threshold is in line with other amendments which restrict the use of production orders (see discussed on page 3).

Another amendment in the Bill deals with the definition of evidential material. In the earlier draft, the definition of evidential material did not include property or an instrument of the offence. This removed the existing capacity under the Proceeds of Crime Act 1987 (POCA) for law enforcement to search for and seize instruments of crime and was an unintended consequence of drafting. 

To rectify this problem, the Bill now includes a definition of tainted property that covers proceeds and instruments of indictable offences, and the search warrant provision now includes tainted property.

Case study

In the Victorian matter of McKendry, a section 36 warrant (POCA) was used to gain access to a residence to seize tainted proceeds (things bought with money derived from criminal activity). These were readily disposable items that did not in themselves form evidence of the offence. Without the addition of a tainted property definition, and relying solely on the definition of evidential material, the AFP concludes that these items could not be seized.

Removal of derivative use immunity in relation to production orders 

Derivative use immunity has been removed from production orders under the Bill and the scope of the production order has been narrowed.

Production orders can now only be used to obtain property-tracking documents. Furthermore, they cannot be used to obtain documents unless they are in the possession or under the control of a body corporate, or used or intended to be used in the carrying on of a business. This means a natural person cannot be compelled to produce documents unless they fall into that class of documents. If a natural person produces such a document, they are afforded direct use immunity, but not derivative used immunity.

Removal of DUI from production orders means, in the event that a property tracking document reveals information relevant to other criminality, law enforcement can make a derived use of that information and conduct further enquiries without the current risk that further evidence discovered would be inadmissible.  In addition, the AFP adheres to the view that a person providing documentation should be prevented from making themselves  ‘conviction proof’ in relation to other unrelated investigations or prosecutions.

Case study

In the investigation of a $300,000 tax fraud in Melbourne committed by Julian Bahntoff, property tracking documents including accountant trust account ledgers and company files were seized from the defendants accountant.  Information obtained disclosed the complicity of the defendants accountant in the concealment of the proceeds of the offence. Fortunately Crimes Act 1914 search warrants were used on this occasion as it was felt that the derivative use immunity afforded currently to material provided pursuant to production orders under the POCA would have rendered any evidence obtained from subsequent investigation into these additional offences inadmissible.

Notices to financial institutions – regarding Account Signatories 

Clause 213(1)(b) has been amended by inserting determining whether a particular person is a signatory to an account. This amendment is necessary because criminals are known to utilise legitimate accounts held in the names of innocent people, such as foreign relatives, by becoming signatories to the account in an attempt to hide transactions that would be of interest to law enforcement.  

Case study – see the example under monitoring orders(page 4)

Monitoring Orders – 3rd party accounts

Clause 219 has been amended to accommodate the situation where an account held by an innocent third party is being used to launder the proceeds of crime. There have been cases where money launderers have gained access to bank accounts held by third parties and used them to move money off-shore.

Case study

A Melbourne office taxation fraud investigation into the activities of a businessman revealed the use of a family members account to launder suspect funds overseas.  On this occasion the suspect owned and operated a number of wedding reception venues which were involved in the offence.  The suspect’s relative, who was a citizen of Lebanon, came to Australia and opened a foreign resident account.  This relative authorised the suspect to be a signatory to the account prior to returning to Lebanon.  The suspect subsequently used this account to deposit cheques from the operation of the business thereby concealing those moneys from his business records. These funds were subsequently transferred overseas to Lebanon.  In this case, there was no reason to suspect that the relative had any involvement or knowledge of the criminal activities.

Financial institution definition

The definition of financial institution has been amended to include casinos and TABs. This will mean that information gathering tools such as notices to financial institutions and monitoring orders can be utilised on these entities in relation to clientele that come to law enforcement notice. Casinos and TABs operate gambling accounts similar to other financial institutions. The function of these accounts is mainly limited to deposit and withdrawal activity to facilitate gambling.  Horse racing, sports betting and casino gambling have long been closely associated with organised crime. 

Without this amendment a crucial element in financial investigations will remain outside the scope of the Bill with the potential result that money laundering and criminal asset procurement can continue unchecked even when a suspect’s other assets are under investigation.

Law enforcement currently enjoys a good working relationship with casinos and TABs where information is readily provided in relation to the existence or otherwise of an account. Notices will augment that relationship by providing a legal protection for casinos and TABs when they release information.

Case Study

A recent AFP money laundering investigation revealed that the principle of the syndicate spent a large amount of time at the Sydney Star City Casino.  This suspect was alleged to be responsible for the transfer out of Australia, to Hong Kong, of over $15 million.  Observations by police confirmed that he was a frequent patron who used the casino to gamble and meet other syndicate members.  The changes to the Bill will enable the casino to assist police by providing basic account holding details for the suspect (including the fact that an account exists), allowing further investigation of the suspect’s activities.  If necessary, law enforcement could then monitor activity on this account.

Consent orders

Clause 316 has been added providing that consent orders can be made in respect of proceedings under Chapter 2 of the Bill (covering the confiscation scheme). This amendment will enable matters to be expedited, with costs savings to all parties, in instances where the DPP and people with interests in property can agree in relation to action that is to be taken in respect of the property. Third party interests in property are protected under the Bill by allowing redress at any time.

Counter Terrorism Measures

Amendments to the Bill have been made to address the current inability to seize and forfeit terrorist funds. A distinguishing feature of these funds is that in many instances their source may not be from the commission of an ordinary criminal offence, but either personal fortune or donations from legitimate entities. This has been addressed by classifying these funds as the instrument of crime in respect to the financing of terrorist offences. Such terrorist instruments can be restrained and forfeited on the civil standard. 

The six year period that applies in respect to the restraint and forfeiture provisions in the civil regime, does not apply in relation to a terrorism offence. That is, the activity that is suspected to have occurred, can have occurred more than six years preceding the application or since the application was made.  The full range of information gathering powers under the Bill will also be available to assist in the location, restraint  and forfeiture of terrorist funds.

The move to include terrorist restraint and forfeiture provisions within the Bill is supported by the AFP and is a reflection of the view that terrorist activity will often be associated with  other criminal enterprises.

Money Laundering

The AFP supports the move to strengthen the Commonwealth money laundering laws, and the increase in maximum penalty from 20 – 25 years.  

Money laundering is recognised as a global problem, with the United Nations estimating the amount of laundered funds each year to be between $500 billion and $1 trillion globally.  Conservative figures compiled on behalf of AUSTRAC in 1995 estimate the figure for Australia to be around $3.5 billion. 

The money laundering provisions proposed in the Consequential Bill reflect the recommendations of the Australian Law Reform Commission, and introduce a sliding scale of penalties based upon the level of knowledge, and the value of the property laundered.  The AFP supports these provisions, and recommends further consideration of the following matters:

1. Penalty provision, Section 400.9

Section 400.9 deals with the offence of a person having possession (etc) of property reasonably suspected of being proceeds of crime. This offence currently carries a maximum penalty of 2 years or 50 penalty units.  This penalty provision should be increased. 

A major element of this offence is satisfied if the person has breached certain provisions of the Financial Transactions Reports Act 1988 (FTRA).  These breaches include the offences of structuring (section 31 FTRA), and providing false or misleading information (section 29 FTRA), which carry the following penalties:

· Section 29, False or misleading information – imprisonment for not more than 5 years.

· Section 31, Offence to conduct transactions so as to avoid reporting requirements – imprisonment for not more than 5 years.

These FTRA offences only form one element of the money laundering offence and are not generally considered to have the same level of criminality.  It is therefore inconsistent that these FTRA offences carry a higher penalty than the money laundering offence.

An amendment to increase the penalty provision of section 400.9 would also bring the provisions in line with the recommendations of the ALRC who, at recommendation 30 stated:

30. The existing and recommended new money laundering offences should, for the purpose of the POC Act, be included in the definition of `serious offences'. 

Money laundering offences are particularly difficult to prove.  If the intention of the money launderer is to distance the funds from the originating offence, then it stands to reason that it will be difficult for law enforcement to always prove that the funds are the proceeds of an identifiable predicate offence.  For this reason, section 400.9 will often be used to prosecute serious criminal activity where law enforcement cannot establish the commission of the predicate offence beyond a reasonable suspicion.

For the reasons outlined above, the proposed penalty provisions are inadequate and will not allow the courts to deal with the full circumstances of the matter.  They will fail to provide an adequate deterrent to professional money launderers who are acutely aware of the provisions and potential consequences.

In respect of this penalty provision, it should be noted that subsection (5) provides that this offence does not apply if the defendant proves that he or she had no reasonable grounds for suspecting that the money or property was derived or realised, directly or indirectly, from some form of unlawful activity.  It is the AFP’s view that this protection is adequate to justify an alteration to the penalty imposed.

Recommendation:  

That section 400.9 be amended as follows:

Penalty:  Imprisonment for a period not exceeding 5 years, or 300 penalty units, or both.

2. Proceeds of Crime scope, section 400.9.

Section 400.9 deals with the offence of a person having possession (etc) of property reasonably suspected of being proceeds of crime.  For the purpose of this section, the proceeds of crime only relates to the proceeds of the following offences under subsection (3):

a) Commonwealth indictable offences;

b) Foreign indictable offences;

c) Offences that are committed in the course of:

i. Importation of goods into, or exportation of goods from, Australia; or

ii. A communication using a postal, telegraphic or telephonic service within the meaning of paragraph 51(xx) of the Constitution; or

iii. A transaction in the course of banking (other than state banking that does not extend beyond the limits of the State concerned).

As drafted, these provisions do not include the proceeds of State or Territory offences that have been laundered in the course of the activities described at subsection (c) above.   In the money laundering offences contained at 400.3 – 400.8, the proceeds of a State or Territory offence are captured for the purpose of this Act if they have been dealt with in the course of those circumstances mentioned at subsection (c).  This omission of the State and Territory offences is at odds with the accompanying ‘Explanatory Memorandum’ and the AFP submits that this is a drafting issue which needs to be clarified.

If this section were to remain unamended, it would mean that a large portion of the matters which come to the notice of the AFP will fall outside of the scope of this section unless it can be shown that the predicate offence was either a Commonwealth indictable offence, or a foreign indictable offence.

Case study

The AFP is currently investigating a money laundering syndicate that works in close association with a well established narcotics importation and distribution syndicate.  The money laundering syndicate has been responsible for the transfer out of Australia of over $20m in a four-month period to a variety of destinations.  Investigations have established a reasonable suspicion based upon the syndicates unexplained wealth, and their overt suspicious activities, that the money is the proceeds of drug importations and drug trafficking.  As currently drafted, the provisions of section 400.9 (the most appropriate offence) would not apply to this investigation, as it could not be established with any certainty that the funds are solely the proceeds of the Commonwealth offence.

Recommendation:  That section 400.9(3) be redrafted along the following lines:

(3) For the purposes of paragraph (1)(b), this subsection applies to the following kinds of offences:

(a)
Commonwealth indictable offences;

(b)
Foreign indictable offences;

(c)
Offences that are indictable offences, where a person does any of the matters referred to at (1) (a) in the course of:

(i)
importation of goods into, or exportation of goods from, Australia; or

(ii)
a communication using a postal, telegraphic or telephonic service within the meaning of paragraph 51(xx) of the Constitution; or

(iii)
a transaction in the course of banking (other than state banking that does not extend beyond the limits of the State concerned).

TI Act amendments

The Consequential Bill amends the TI Act in two significant areas. One of these amendments is in respect of the powers conferred upon the National Crime Authority and gives them equivalent powers to that of other law enforcement agencies (including the AFP) to communicate telephone intercept material for the purpose forfeiture proceedings. The AFP supports this amendment.

The other amendment is to subparagraph 6L(2)(a) of the TI Act, which establishes that a reference in the TI Act to proceedings for the confiscation or forfeiture of property, or for the imposition of a pecuniary penalty order, in connection with the commission of a prescribed offence includes a reference to the Proceeds of Crime Act 1987, or section 17 of the Proceeds of Crime Act 2002.  The effect of this amendment is significant and has the potential to undermine the Bill.

This amendment limits the use of telephone intercept material to the restraint of property based upon Section 17 of the Bill.  Section 17 of the Bill enables restraint of property on the basis that a person has been, or is about to be, charged with an indictable offence, or that they have been convicted of an indictable offence. The amendment therefore renders telephone intercept material available only for conviction based forfeiture under the Bill.

The AFP does not support this amendment, as it makes the Bill ineffectual in its aim to combat serious and organised crime.  Traditional methods of investigation are no longer successful as the sole means of investigating serious and organised crime.  The modern criminal environment is one based upon technology. Criminals use whatever technological advances are possible to distance themselves from the crime in order to become conviction proof.  This is one of the main reasons that the Commonwealth Government has moved to introduce the civil forfeiture regime.  

It is the experience of law enforcement that to effectively combat these criminals the use of telephone intercept material is essential.  It is the AFP experience that the vast majority of successful organised crime investigations have relied upon telephone intercept material.  This experience has been confirmed by the DPP as well in its prosecutorial role. To deny access to that material for the purpose of civil forfeiture action will mean that criminals at the middle and upper echelons of organised crime will remain immune from law enforcement action.  

Section 74 of the TI Act currently allows telephone intercept material to be used in proceedings for the confiscation or forfeiture of property, or for the imposition of a pecuniary penalty, in connection with the commission of a prescribed offence.  Section 6K defines this section to include proceedings under the Customs Act 1901 and the Proceeds of Crime Act 1987 (inter alia).  The proceedings referred to under the Customs Act 1901 are not solely dependent upon conviction and telephone intercept material is frequently used in non conviction based forfeiture applications under the NSW Criminal Asset Recovery Act 1990.  It is submitted that civil based forfeiture under the Bill should be no different.

Telephone intercept material is currently used to assist in the forfeiture of property after conviction.  In the case of civil forfeiture, however, it will also become vital to establishing on the balance of probabilities that a person has engaged in a serious criminal offence.

Case study

A current Melbourne office investigation into an organised criminal syndicate involved in money laundering, and the evasion of tax, has relied upon the use of telephone intercept material to establish their involvement in the offence.  To date, this investigation has restrained several million dollars in suspected criminal assets based on a reasonable suspicion that the offence has been committed and a benefit derived.  Should this investigation fail to secure a successful prosecution for all of the syndicate members, the current provisions of the Bill would not allow the use of available telephone intercept evidence to support a civil forfeiture case that a serious criminal offence has been committed.  The criminal wealth of the subjects will remain out of reach to law enforcement.
Recommendation:  That section 46 of the Bill be amended to remove the reference to ‘section 17’ and that the explanatory memo be amended at Schedule 6, Items 46 to reflect that telephone intercept product will be available for use in civil forfeiture applications.

Conclusion

The Proceeds of Crime Bill 2002 and the Proceeds of Crime (Consequential Amendments and Transitional Provisions ) Bill 2002 have the potential to greatly strengthen and improve Commonwealth laws for the confiscation of proceeds of crime and the fight against transnational crime, including money laundering. This strengthening of the laws is in line with government and community expectations for Commonwealth law enforcement.

From a law enforcement perspective, the introduction of a civil forfeiture scheme such as that proposed in the Proceeds of Crime Bill 2002 is vital to ensure the confiscation of assets from organised criminals. A civil scheme will be an additional tool to use in conjunction with, not instead of, current practices.

This civil scheme, however, will not be effective with the current restriction proposed in relation to the use of telephone intercept material.  This represents a serious flaw in the legislation which must be addressed. The AFP views this issue as sufficiently serious as to render the Commonwealth’s primary law enforcement agency unable to deliver effective investigations into organized criminals and their unlawful assets.

Annie Davis

Director Legislation Program

25 March 2002
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