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Australian Government

Attorney-General’s Department

Criminal Justice Division

04/9099

10 August 2004

Mr Phillip Bailey
Secretary
Senate Legal and Constitutional Legislation Committee

Parliament House
CANBERRA ACT 2600

Dear Mr Bailey

Questions on notice from hearing of Senate Legal and Constitutional Legislation Committee
hearing on Crimes Legislation Amendment (Telecommunications Offences and Other
Measures) Bill (No. 2) 2004

Please find below responses to the questions on notice from the hearing of the Senate Legal and
Constitutional Legislation Committee hearing on Crimes Legislation Amendment
(Telecommunications Offences and Other Measures) Bill (No. 2) 2004 on 9 August 2004. I have
also provided further information on the question of absolute liability with respect to the proposed
‘grooming’ and procuring offences.

Question 1: Interception and personal financial information offences

Legitimate dealings with another person’s personal financial information are not captured by the
personal financial information offences proposed in Schedule 3 of the Bill. Proposed section 480.4
of the Bill targets only dishonest dealings in personal financial information. Such dealings would
include instances of credit card skimming and Internet ‘phishing’. Credit card skimming is the
process by which legitimate credit and debit card data is illicitly capture or copied, usually by
means of an electronic skimming device. ‘Phishing’ occurs where online criminals use apparently
legitimate emails to trick people into divulging passwords, credit card numbers and bank account
details

Proposed section 480.4 provides that it is an offence to dishonestly obtain or deal in personal
financial information without the consent of the person to whom the information relates. This
offence applies only where the person obtaining or dealing in another person’s personal financial
information does so:

e dishonestly, and

e without the consent of that other person.
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This offence does not capture everyday legitimate dealings with personal financial information— for
example, where a bank employee retrieves a customer’s records on a computer system in order to
process a loan application or where a bank transmits a customer’s personal financial information to
a credit card company. Such dealings would generally take place with the consent of the customer
and the requisite fault element of dishonesty would not be present.

Similarly, the proposed offences which target importation and possession of skimming devices only
apply where the person who possesses or imports the device does so for an illegitimate purpose.

The possession offence (proposed section 480.5) criminalises possession of any thing with the
intention that thing be used to commit the offence of dishonestly obtaining or dealing in personal
financial information (or to facilitate the commission of such an offence). The importation offence
(proposed section 480.6) criminalises importing any thing into Australia with the intention that
thing be used to commit the offence of dishonestly obtaining or dealing in personal financial
information (or to facilitate the commission of such an offence).

Question 2: Definition of ‘indecent’ in proposed subsection 474.27(5)

As I suggested during the hearing, I can now confirm that the definition of ‘indecent’ used in the
proposed grooming offence was drawn from the Model Criminal Code. Part 5.2 of the Code deals
with sexual offences and it is in this context that ‘indecent’ is defined in section 5.2.2 to mean
‘indecent according to the standards of ordinary people’. A copy of the explanation of this
definition and its application is provided in pages 105 to 107 of the Model Criminal Code Officers
Committee Report of 1999 on Sexual Offences Against the Person (see Attachment A).

The definition of ‘indecent’ used in the proposed grooming offence is consistent with the definition
of ‘act of indecency’ used in the child sex tourism offences in Part IIIA of the Crimes Act 1914.
Both definitions rely on an objective standard, linked to the views of ordinary people, about what is
or is not indecent.

Question 3: Constitutional validity of proposed section 474.17

The provisions of the Bill are constitutionally valid. The provisions contain an explicit link with a
subject within constitutional power, i.e. a telecommunications service (see section 51(v) of the
Constitution). Moreover, the relevant prohibition is not discretionary in the sense considered in the
joint judgment in Plaintiff 3157(2002 v The Commonwealth (2003) 195 ALR 34 (at paragraph
102). It operates by reference to words whose meaning is capable of being ascertained by a court.
The matters to be taken into account under section 473.4 are also described in objective terms and
could be the subject of evidence or judicial notice by a court.

Question 4: Section 3L of the Crimes Act 1914 and the Telecommunications (Interception) Act 1979

I understand that this issue was previously addressed by Mr Peter Ford, then Acting Deputy
Secretary, Criminal Justice and Security in the Attorney-General’s Department, when he appeared
before the Senate Legal and Constitutional Legislation Committee during its hearing on the
Telecommunications (Interception) Amendment (Stored Communications) Bill 2004. During that
hearing he reiterated that resolution of the issue had been achieved, including on the point that
section 3L of the Crimes Act is not available in relation to any communication that is protected by
the Telecommunications (Interception) Act (see page 34 of Official Committee Hansard, Senate
Legal and Constitutional Committee, Reference: Telecommunications (Interception) Amendment
(Stored Communications) Bill 2004, Thursday, 1 July 2004). The effect of this in relation to the
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example of a menacing, harassing or offensive email is that section 3L of the Crimes Act cannot be
used by the police to access such an email where the email remains in its passage over the
telecommunications system, unless they have a warrant under the Telecommunications
(Interception) Act 1979. In practical terms, an interception warrant is currently required where the
email has yet to be downloaded or retrieved.

Absolute liability as it applies to proposed sections 474.26 and 474.27

Under proposed subsection 474.28(1), absolute liability applies to the circumstance that the
recipient of the communication is under 16 years of age in the offences in proposed sections 474.26
and 474.27. This means that the sender does not have to have any particular state of mind in order
to be caught by the relevant offence. There is no requirement for the prosecution to prove intention,
knowledge, recklessness or negligence with respect to the circumstance that the recipient is

under 16. Proposed subsection 474.29(1) lessens the impact of this provision by providing that it is
a defence if the sender believed that the recipient of the communications was not under 16.

Proposed subsection 474.28(2) acts in a similar way, applying absolute liability to the circumstance
that the other person referred to in paragraphs 474.26(2)(b) or (3)(e), ord74.27(2)(c) or (3)(f) is at
least 18. Again, the sender does not have to have any particular state of mind in order to be caught
by the relevant offence. There is no requirement for the prosecution to prove intention, knowledge,
recklessness or negligence with respect to the circumstance that the other person is at least 18.
Proposed subsection 474.29(2) provides a defence where the sender believes the other person to be
under 18 years of age.

The combination of the absolute liability provisions and the defences operate in a similar fashion to
strict liability. Strict liability also removes the requirement for any particular state of mind to exist
at the time of the offending conduct, but allows for mistake of fact. That is a mistaken but
reasonable belief that certain facts existed, where if those facts had actually existed the conduct
would not have been an offence. The difference in using the combination of absolute liability and a
defence in this way is that the defendant bears the burden of pointing to evidence that supports the
defence. If strict liability was used, the prosecution would carry the burden of showing mistake of
fact does not apply. It is appropriate in these cases to require the defendant to have to point to
evidence that supports the applicable defence, because it would generally be much easier for the
defendant, rather than the prosecution, to produce evidence showing the existence of the
circumstances to which that defence applies (in this case, the defendant’s belief about the age of the
recipient or other person).

The child sex tourism offences use the same formula of absolute liability for the circumstance that
the victim is under 16 and a defence available to the defendant if he/she believed the victim to be
over 16.

Research projects approved by the Minister

I envisage that an approval of a research project would cover particular conduct required to be
undertaken for the purposes of that project within a defined period of time. However, any conduct
undertaken after approval has been provided must still be of public benefit for it be covered.

Please also find attached tables outlining the changes in the Bill from the exposure draft version to
that which was introduced in Parliament, and Commonwealth, State and Territory offences dealing
with child pornography (Attachments B and C).
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The action officer for this matter is Sean Mowbray who can be contacted on (02) 6250 6629.

Yours sincerely

Geoff McDonald
Assistant Secretary
Criminal Law Branch

Telephone: (02) 6250 6395

Facsimile: (02) 6250 5918
E-mail: geoff.a.mcdonald@ag.gov.au
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