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RECOMMENDATIONS

Chapter 3  General issues
Recommendation 1

3.30 The committee recommends that the Department of the Prime Minister
and Cabinet re-assess the draft Australian Privacy Principles with a view to
improving clarity through the use of simpler and more concise terms and to
avoid the repetition of requirements that are substantially similar.

Recommendation 2

3.32 The committee recommends that reconsideration be given to the inclusion
of agency specific provisions in the Australian Privacy Principles in the light of
the Office of the Privacy Commissioner’s suggestion that agency specific matters
should, in the first instance, be dealt with in portfolio legislation.

Recommendation 3

3.73 The committee recommends that the Office of the Australian Information
Commissioner develop guidance on the interpretation of ‘personal information’
as a matter of priority.

Recommendation 4

3.90 The committee recommends that the Office of the Australian Information
Commissioner develop guidance on the meaning of ‘consent’ in the context of the
new Privacy Act as a matter of priority.

Recommendation 5

3.114 The committee recommends that the Government, in consultation with
the Office of the Australian Information Commissioner, give consideration to the
provision of a transition period for entities to fully comply with the
implementation of the new Privacy Act.

Chapter 4  Australian Privacy Principle 1-open and transparent management of
personal information

Recommendation 6

4.45 The committee recommends that a note be added at the end of APP 1(5)
which indicates that the form of an entity’s privacy policy ‘as is appropriate’ will
usually be an online privacy policy.

Chapter 5  Australian Privacy Principle 2—anonymity and pseudonymity
Recommendation 7

5.37 The committee recommends that the wording of APP 2(2)(a) be
reconsidered to ensure that the exception to the anonymity and pseudonymity
principle cannot be applied inappropriately.
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Chapter 6  Australian Privacy Principle 3-collection of solicited personal
information

Recommendation 8

6.35 The committee recommends that in relation to the collection of solicited
information principle (APP 3), further consideration be given to:

e whether the addition of the word ‘reasonably’ in the 'necessary’ test weakens
the principle; and

e excluding organisations from the application of the *directly related to' test
to ensure that privacy protections are not compromised.

Chapter 7 Australian Privacy Principle 4—-receiving unsolicited information
Recommendation 9

7.44 The committee recommends that the term ‘no longer personal
information’ contained in APP 4(4)(b) be clarified.

Chapter 10 Australian Privacy Principle 7—direct marketing

Recommendation 10

10.46 The committee recommends that the drafting of APP 7 be reconsidered
with the aim of improving structure and clarity to ensure that the intent of the
principle is not undermined.

Recommendation 11

10.60 The committee recommends that the note to APP 7(1) be redrafted to
better reflect the position outlined in the Government response.

Recommendation 12

10.66 The committee recommends that the Australian Information
Commissioner develop guidance in relation to direct marketing to vulnerable
people.

Recommendation 13

10.81 The committee recommends that the structure of APP 7(2) and APP 7(3)
in relation to APP 7(3)(a)(i) be reconsidered.

Chapter 11 Australian Privacy Principle 8-cross-border disclosure of personal
information and sections 19 and 20

Recommendation 14

11.41 The committee recommends that a note be added to the end of APP 8
making reference to section 20 of the new Privacy Act.

Recommendation 15

11.53 The committee recommends that the Department of the Prime Minister
and Cabinet develop explanatory material to clarify the application of the term
‘disclosure’ in Australian Privacy Principle 8.
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Recommendation 16

11.64 The committee recommends that the Office of the Australian Information
Commissioner develop guidance on the types of contractual arrangements
required to comply with APP 8 and that guidance be available concurrently with
the new Privacy Act.

Recommendation 17

11.103 The committee recommends that, when the Australian Government
enters into an international agreement relating to information sharing which will
constitute an exception under APP 8(2)(d), the agency or the relevant minister
table in the Parliament, as soon as practicable following the commencement of
that agreement, a statement indicating:

e the terms under which personal information will be disclosed pursuant to
the agreement; and

e the effect of the agreement on the privacy rights of individuals.
Recommendation 18

11.105 The committee recommends that further consideration be given to the
wording of the law enforcement exception in APP 8(2)(g) to ensure that the
intention of the provision is clear.

Recommendation 19

11.120 The committee recommends that section19, relating to the
extraterritorial application of the Act, be reconsidered to provide clarity as to the
policy intent of the provision.

Recommendation 20

11.133 The committee recommends that the Department of the Prime Minister
and Cabinet develop explanatory material in relation to the application of the
accountability provisions of section 20.

Chapter 12 Australian Privacy Principle 9-adoption, use or disclosure of
government related identifiers
Recommendation 21

12.33 The committee recommends that the term ‘reasonably necessary' be
replaced with 'necessary' in APP 9(2)(a), (b) and (f).

Recommendation 22

12.38 The committee recommends that the Office of the Australian Information
Commissioner undertake a review of agency voluntary data-matching guidelines,
including emerging issues with the use of government identifiers, and that the
outcome inform further consideration of the extension of APP 9 to agencies.
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Chapter 13 Australian Privacy Principle 10—quality of personal information
Recommendation 23

13.35 The committee recommends that proposed APP 10(2), pertaining to the
guality of personal information disclosed by an entity, be re-drafted to make
clear the intended use of the term ‘relevant’.

Chapter 14 Australian Privacy Principle 11-security of personal information
Recommendation 24

14.36 The committee recommends that a definition of the term ‘interference’
used in proposed APP 11(1)(a), pertaining the security of personal information,
be provided or a note included in the legislation to explain its meaning in this
context.

Recommendation 25

1438 The committee recommends that the Australian Information
Commissioner provide guidance on the meaning of 'destruction’ in relation to
personal information no longer required and the appropriate methods of
destruction of that information.

Chapter 15 Australian Privacy Principle 12—access to personal information
Recommendation 26

15.43 The committee recommends that, in relation to the proposed exceptions
provided for in APP 12(3):

e the Australian Information Commissioner provide guidance in relation to
the application of the *frivolous and vexatious' exception (APP 12(3)(c));

e clarity be provided as to the stage at which the negotiations exception in
APP 12(3)(e) may be invoked; and

e further consideration be given to the exception in APP 12(3)(j) in relation to
commercially sensitive decisions to ensure that the rights currently provided for
in the Privacy Act 1988 are not diminished.

Recommendation 27

1546 The committee recommends that a note be added to proposed
APP 12(4)(a) to clarify that a reasonable period of time in which an organisation
must respond to a request for access would not usually be longer than 30 days.

Recommendation 28

15.47 The committee recommends that APP 12(8) be amended so that it is
made clear that access charges imposed by organisations should only be charged
at a level reasonably necessary to recoup costs incurred by the entity.

Chapter 16 Australian Privacy Principle 13—correction of personal information
Recommendation 29

16.34 That the decision to omit the term 'misleading’ in APP 13, relating to the
correction of personal information, be reconsidered.
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Chapter 1

Introduction

Terms of reference

1.1 On 24 June 2010, the Senate agreed to the following:

(1) That the following matter be referred to the Finance and Public
Administration Legislation Committee for inquiry and report by 1 July
2011:

Exposure drafts of Australian privacy amendment legislation.

(2) That, in undertaking this inquiry the committee may consider the
exposure draft of the Australian Privacy Principles and the draft companion
guides on the Australian privacy reforms, and any other relevant documents
tabled in the Senate or presented to the President by a senator when the
Senate is not sitting.

1.2 Following the commencement of the 43" Parliament, the Senate agreed to the
committee's recommendation that the inquiry be re-adopted with a reporting date of
1 July 2011.

Conduct of the inquiry

1.3 On the same day that the inquiry was referred to the committee, the Australian
Privacy Principles (APP) Exposure Draft and Companion Guide were tabled in the
Senate.! The APP Exposure Draft is one of four parts of the first stage response to the
Australian Law Reform Commission's (ALRC) recommendations for the reform of
Australian privacy laws. The committee agreed that it would report on this first part of
the inquiry by 21 September 2010. Following the commencement of the new
Parliament, the committee agreed to table the report by the end of the second sitting
week in February 2010. This was subsequently extended to allow the committee
further time to consider the matters before it.

1.4 The committee advertised the inquiry in The Australian and contacted a
number of organisations and individuals, inviting submissions to be lodged by 27 July
2010. However, the committee continued to receive submissions during the new
Parliament. The committee received 43 public submissions and two confidential
submissions. The list of submissions is available at Appendix 1.

1.5 The committee held a public hearing in Canberra on 25 November 2010.
Details of the public hearing are at Appendix 2. Following the public hearing, the
committee provided the Department of the Prime Minister and Cabinet with an
extensive list of questions on notice. The submissions, Hansard transcript of evidence

1 Journals of the Senate, 24 June 2010, p. 3762.
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and answers to questions on notice may be accessed through the committee's website
at http://www.aph.gov.au/Senate/committee/fapa_ctte/foi_ic/index.htm.

1.6 The committee would like to thank all those who contributed to the inquiry.
Structure of the report

1.7 The report is structured as follows:

. chapter 2 of the report provides a background to the Privacy Act 1988, the
inquiry undertaken by the Senate Legal and Constitutional Affairs References
Committee into the Privacy Act in 2005, and the reviews by the Office of the
Privacy Commissioner and the ALRC;?

. chapter 3 canvasses general issues raised in relation to the exposure draft;

. chapters 4 to 16 discuss the key issues raised in relation to each APP together
with an overview of the ALRC's comments on each principle; and

. chapter 17 presents a summary of the committee's conclusions.

1.8 The Information Privacy Principles and the National Privacy Principles are
provided in Appendix 3 and the exposure draft of the Australian Privacy Principles is
provided at Appendix 4.

References

1.9 On 1 November 2010 the Office of the Privacy Commissioner was integrated
into the Office of the Australian Information Commissioner. The submission from the
Office of the Privacy Commissioner (OPC) was received before this change took
place and this report therefore refers to the Office of the Privacy Commissioner.

2 Senate Legal and Constitutional Affairs References Committee, The real Big Brother: Inquiry
into the Privacy Act 1988, June 2005; Office of the Privacy Commissioner, Getting in on the
Act: The Review of the Private Sector Provisions of the Privacy Act 1988, March 2005;
Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, May 2008, ALRC 108.


http://www.aph.gov.au/Senate/committee/fapa_ctte/foi_ic/index.htm

Chapter 2

Background

2.1 This chapter provides an overview of the Privacy Act 1988 (the Privacy Act),
the inquiry undertaken by the Senate Legal and Constitutional Affairs References
Committee into the Privacy Act and the reviews conducted by the Office of the
Privacy Commissioner (OPC) and Australian Law Reform Commission (ALRC).*

Privacy Act 1988

2.2 The Privacy Act 1988 was enacted to give effect to Australia's agreement to
implement the Organisation for Economic Cooperation and Development (OECD)
Guidelines for the Protection of Privacy and Transborder Flows of Personal
Information, as well as to its obligations under Article 17 of the International
Covenant on Civil and Political Rights.

2.3 The Privacy Act initially regulated the collection, handling and use of
information about individuals by Commonwealth Government departments and
agencies. The Privacy Act also established the Privacy Commissioner to oversee
privacy matters and to handle complaints. In addition, the Privacy Act provided
guidelines for the collection, storage, use and security of tax file number information.?
Eleven Information Privacy Principles (IPPs), based on the OECD guidelines, set out
the safeguards for personal information that is handled by the Commonwealth
Government and Australian Capital Territory Government agencies.’

2.4 Amendments were made to the Privacy Act in 2000 to strengthen privacy
protection in the private sector by establishing national standards for the handling of
personal information by the private sector. The aim was to give consumers confidence
in Australian business practices; to take advantage of the opportunities presented by
electronic commerce and the information economy; and allay concerns about the
security of personal information when conducting business online. The Privacy
Amendment (Private Sector) Act 2000 provided for approved privacy codes and
introduced National Privacy Principles (NPPs). The NPPs were based on voluntary
guidelines for the private sector, the National Principles for the Fair Handling of

1 Senate Legal and Constitutional Affairs References Committee, The real Big Brother: Inquiry
into the Privacy Act 1988, June 2005; Australian Law Reform Commission, For Your
Information: Australian Privacy Law and Practice, ALRC 108, 2008.

2 The Hon Lionel Bowen MP, Attorney-General, House of Representatives Hansard,
1 November 1988, p. 2117.

3 ACT Government agencies became bound by the Privacy Act through the passing of the
Australian Capital Territory Government Service (Consequential Provisions) Act 1994.
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Personal Information, which had been developed by the Privacy Commissioner. The
amendments also introduced exemptions for small business and employee records.*

2.5 Other amendments to the Privacy Act since 1988 provided the Privacy
Commissioner with additional functions in relation to:

. spent convictions;

. regulation of credit reporting and information held by credit reporting
agencies and credit providers (1990);

. data matching (1990);

. guidelines to safeguard personal information provided for the purposes of the

Pharmaceutical and Medical Benefits Schemes (1991); and

. records made by telecommunications carriers, carriage service providers and
others of their disclosures of customer information (1997).

2.6 Further amendments in 2006 were made to the definitions of ‘health
information' and 'sensitive information' to expressly include genetic information to
ensure that the collection, use and disclosure of genetic information would be given
the additional protections of the Privacy Act. In addition, new provisions were
inserted into the Act to enhance information exchange between Commonwealth
Government agencies, State and Territory authorities, private sector organisations,
non-government organisations and others, in an emergency or disaster situation.

2.7 On 1 November 2010, the Office of the Privacy Commissioner (OPC) was
integrated into the Office of the Australian Information Commissioner (OAIC).

Reviews of the Privacy Act
Senate Legal and Constitutional Affairs References Committee

2.8 In June 2005, the Senate Legal and Constitutional Affairs References
Committee tabled its report, The real Big Brother: Inquiry into the Privacy Act 1988.°
The committee's inquiry reviewed the overall effectiveness and appropriateness of the
Privacy Act as a means of protecting the privacy of Australians with particular
reference to international comparisons and emerging technologies. The committee
also reviewed the effectiveness of the extension of the privacy scheme to the private
sector and the resourcing of the OPC.

2.9 The committee made 19 recommendations including that the Commonwealth
Government undertake a comprehensive review of privacy regulation, including a
review of the Privacy Act in its entirety with the objective of establishing a nationally

4 The Hon Daryl Williams AM QC, MP, Attorney-General, House of Representatives Hansard,
12 April 2000, p. 15749.

5 Senate Legal and Constitutional Affairs References Committee, The real Big Brother: Inquiry
into the Privacy Act 1988, June 2005.
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consistent privacy protection regime to effectively protect the privacy of Australians.
In addition, the Committee recommended that the review be undertaken by the ALRC
and that the report be presented to the Government and to the Parliament.

Office of the Privacy Commissioner

2.10  On 13 August 2004, the Attorney-General asked the Privacy Commissioner to
review the operation of the private sector provisions of the Privacy Act. In March
2005, the OPC reported on its review.® The OPC recommended that the Government
consider undertaking a wider review of privacy laws in Australia to ensure that in the
21% century the legislation best serves the needs of Australia.

Australian Law Reform Commission

2.11  On 30 January 2006, the then Attorney-General, the Hon Philip Ruddock,
MP, announced that the Australian Law Reform Commission (ALRC) would
undertake a comprehensive review of the Privacy Act. The Attorney-General stated
the review was being undertaken in response to the recommendations of the Senate
Legal and Constitutional Affairs References Committee and the OPC
recommendations and commented:

It is timely to respond to these recommendations and review the overall
effectiveness of the Privacy Act to see where improvements can be made...

The Review will examine existing Commonwealth, State and Territory laws
and practices and will consider the needs of individuals for privacy
protection in light of evolving technology...

The ALRC will also examine current and emerging international law in the
privacy area and consider community perceptions of privacy and the extent
to which it should be protected by legislation.’

2.12  In undertaking the review, the ALRC was to identify and consult with
relevant stakeholders, State and Territory Governments, the business community and
the public, and report by 31 March 2008. The ALRC was subsequently granted an
extension of the reporting date to 30 May 2008.

2.13  The ALRC's report, For Your Information: Australian Privacy Law and
Practice was the culmination of a 28 month inquiry which included face-to-face
meetings with individuals, organisations and agencies; public forums; workshops; and
a phone-in.® The ALRC also produced two issues papers: Review of Privacy (IP 31)

6 Office of the Privacy Commissioner, Getting in on the Act: The Review of the Private Sector
Provisions of the Privacy Act 1988, March 2005.

7 The Hon Philip Ruddock MP, Attorney-General, Media Release, 'Australian Law Reform
Commission to Review Privacy Act', 31 January 2006.

8 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008.
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and Review of Privacy: Credit Reporting Provisions (IP 32); as well as a three-volume
Discussion Paper, Review of Australian Privacy Law (DP 72).

2.14  The extensive public engagement provided the ALRC with a range of views
on privacy issues. For example, there was a general feeling that technological
advances had steadily and irreparably eroded personal privacy and that much greater
effort should be made to resist this. At the same time, the benefits of information and
communication technologies were acknowledged.

2.15 The ALRC also found that there was a high degree of willingness to trade-off
privacy interests to meet concerns about law and order at a local level or about
national security more generally. In addition, while privacy was frequently seen as a
'right’, a need to strike a commonsense balance between privacy interests and practical
concerns in a range of areas was acknowledged, one example being the access to
sensitive personal health information in the case of a medical emergency.®

2.16  Children and young people were consulted during the review and provided an
insight into views on privacy in relation to new mediums such as websites like
Facebook. The ALRC noted that some young people were very savvy about how to
control access to, and distribution of, personal information on social networking sites.
Unfortunately, many young people were unaware of how to protect their privacy and
the implications of widely distributing, downloading or archiving personal
information. The ALRC found that 'there was little appetite for more law or formal
regulation in this area'. Rather, the need for more education was emphasised.™

2.17  Other issues highlighted in the consultations were the complexity of privacy
laws in Australia particularly the overlapping of Commonwealth, State and Territory
laws and the separate privacy principles for the public and private sectors; the lack of
adequate enforcement mechanisms in privacy legislation; and, the use of 'because of
the Privacy Act' as an excuse for inaction or non-cooperation.**

2.18 The ALRC made 295 recommendations to improve privacy protection in
Australia in the following key areas:

. redrafting and reconstructing the Privacy Act and privacy principles to
achieve significantly greater consistency, clarity and simplicity;

. unification of the privacy principles for the public and the private sector into
one single set of principles;

9 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 107-08.

10  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 108-09.

11 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 108-09.



7

2.19

structuring privacy regulation to follow a three-tiered approach: high level
principles of general application; regulation and industry codes detailing the
handling of personal information in certain specified contexts; and, guidance
provided by the Privacy Commissioner dealing with operational matters and
providing explanations;

adoption of a common approach to privacy in all jurisdictions in order to
overcome confusion and uncertainty, including the establishment of an
intergovernmental cooperative scheme;

updating of key definitions, including the definitions of 'personal information’,
'sensitive information' and 'record’;

Improvements to complaint handling;

rationalisation and clarification of exemptions from, and exceptions to, the
requirements of the Privacy Act;

restructuring of the Office of the Privacy Commissioner and strengthening of
the role of the Privacy Commissioner;

implementation of a data breach notification process;

clarification of the legal position to facilitate authorised persons to assist a
person, temporarily or permanently incapacitated, to deal with agencies or
organisations;

more comprehensive credit reporting requirements;
promotion of national consistency in relation to health information;

greater facilitation of research through an exception to the 'Collection’ and
‘Use and Disclosure' principles in the model Unified Privacy Principles;

provision of a 'Cross-Border Data Flows' principle to ensure accountability for
personal information transferred offshore; and

provision in federal legislation for a statutory cause of action for a serious
breach of privacy.

The ALRC also recommended that the Commonwealth Government initiate a

review of the amended Privacy Act and credit reporting information regulations five
years after the date of commencement.

2.20

In addition to the recommendations, the ALRC also provided eleven Unified

Privacy Principles (UPPs). The ALRC noted that:

These model UPPs are merely indicative of how the privacy principles in
the Act may appear if the ALRC's relevant recommendations were to be
implemented. The ALRC anticipates that, if its recommendations are
accepted, the Australian Government will instruct the Office of
Parliamentary Counsel to draft the new privacy principles using the ALRC's



recommendations as a template, rather than simply adopting the ALRC's
model UPPs in their current form.*?

Government response to the ALRC review

2.21  In October 2009, the Government provided its first stage response to the
ALRC's report. In providing the response, the Cabinet Secretary and Special Minister
of State, Senator the Hon Joe Ludwig stated:

The Government will outline a clear and simple framework for privacy
rights and obligations and build on its commitment to trust and integrity in
Government. The Government will:

e create a harmonised set of Privacy Principles which will replace the
separate sets of public and private sector principles at the federal
level, untangling red tape and marking a significant step on the road
to national consistency;

e redraft and update the Privacy Act to make the law clearer and easier
to comply with;

e create a comprehensive credit reporting framework which will
improve individual credit assessments, complimenting the
Government's reforms to responsible lending practices;

e improve health sector information flows, and give individuals new
rights to control their health records, contributing to better health
service delivery;

e require the public and private sector to ensure the right to privacy will
continue to be protected if personal information is sent overseas; and

e strengthen the Privacy Commissioner's powers to conduct
investigations, resolve complaints and promote compliance,
contributing to more effective and stronger protection of the right to
privacy.

These reforms will be technology neutral, providing protection for personal
information held in any medium. The Privacy Commissioner will also have

an enhanced role in researching, guiding and educating on technologies that
enhance or impact on privacy.™

2.22  In formulating the response, the Department of the Prime Minister and
Cabinet (the department) conducted further consultations with stakeholders, agencies,
industry and consumer representatives, academics and privacy experts. The first stage
response addressed 197 of the ALRC's 295 recommendations. The department stated
that of those 197 recommendations, the Government:

. accepted 141 recommendations, either in full or in principle;

12 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 638.

13 Australian Government, Enhancing National Privacy Protection: Australian Government First
Stage Response to the Australian Law Reform Commission Report 108, For Your Information:
Australian Privacy Law and Practice, October 2009, p. 6.



. accepted 34 recommendations with qualification;
. did not accept 20 recommendations; and
. noted two recommendations.™*

2.23  The Cabinet Secretary indicated that once the first stage reforms had
progressed, the remaining recommendations would be considered. It was also noted
that the remaining recommendations ‘include sensitive and complex questions around
the removal of exceptions and data breach notices'. Extensive consultation and input
will be required for these matters.

14 Australian Government, Enhancing National Privacy Protection, p. 9.






Chapter 3

General Issues

Introduction

3.1 The Australian Privacy Principles Exposure Draft is the first stage of the
Government's proposed reform of the privacy regime. The aim of the reform is to
implement a streamlined set of unified privacy principles that provide for privacy
rights and obligations so as to protect an individual from the risk of harm through
inappropriate sharing and handling of their personal information. As stated in the
Government's response to the Australian Law Reform Commission's (ALRC) review,
‘underpinning the enhanced protection of privacy is a simple and clear framework' that
is principles-based.*

3.2 This chapter canvasses general issues raised by submitters to the inquiry
which principally go to concerns about the complexity and structure of the APPs, the
definition of some terms used, and exemptions from the Privacy Act. Other matters
discussed include the consultation process undertaken in developing the exposure
draft, implications for state and territory governments, the need for a transition period,
and the potential compliance and cost burden of the proposed reforms.

Clarity of the Australian Privacy Principles

3.3 The objective of streamlined principles that are clear and easy to understand is
fundamental to the privacy regime and was the subject of much comment by
submitters. As a first step to this aim, the two existing sets of privacy principles — the
Information Privacy Principles and the National Privacy Principles — have been
replaced with a single set of unified principles. Professor Rosalind Croucher,
President, ALRC, commented on the benefits of such an approach and noted that
having one set of principles applying to private sector organisations and one set
applying to public sector agencies may cause confusion and that:

...where there is confusion there is the possibility of an imperfect
protection and an imperfect respect for the fundamental protection of
personal information. In that context, the development of a unified set of
principles would only improve the ability for those governed by it to
discharge the responsibility under them.?

1 Australian Government, Enhancing National Privacy Protection: Australian Government First
Stage Response to the Australian Law Reform Commission Report 108, For Your Information:
Australian Privacy Law and Practice, October 2009, p. 11.

2 Professor Rosalind Croucher, President, Australian Law Reform Commission, Committee
Hansard, 25 November 2010, p. 5; see also Office of the Privacy Commissioner, Submission
39, p. 13.
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3.4 Most submitters supported the unified principles approach. The Australian
Institute of Credit Management, for example, commented:

...this will result in a consistent approach to the management of personal
information irrespective of the nature of the entity that is managing the
personal information. Further it will facilitate an individual's understanding
of how their personal information is to be managed.®

3.5 The committee received some positive comments about the drafting of the
APPs. The National Association for Information Destruction (NAID-Australasia) for
example, commented that the drafters of the APPs have achieved 'a balance between
providing clear guidance while not being over prescriptive' and commended the use of
'reasonableness and technological neutrality to achieve this balance'.*

3.6 However, other submitters were of the view that the draft APPs are overly
complex and lack clarity and do not achieve the aims of high-level principles-based
law. Concern was expressed that this may work against accessibility and compliance.
The Office of the Privacy Commissioner (OPC) commented that the following factors
should be noted in assessing the APPs:

» the importance of clear and accessible language to ensure the overall
effectiveness of principle-based privacy law;

» the need for accessibility for individuals to understand and navigate the
APPs, often without legal expertise;

» the benefits of simplicity and clarity for agencies and businesses to
understand and comply with their obligations (including those small
businesses currently covered by the Privacy Act).’

3.7 It was also noted that the ALRC had recommended that the privacy principles
should be drafted to pursue, as much as practicable, the following objectives:

(a) the obligations in the privacy principles generally should be expressed
as high-level principles;...

(c) the privacy principles should be simple, clear and easy to understand
and apply.®

3.8 In its discussion of this objective, the ALRC expressed the view that
principles-based regulation should be the primary method used to regulate privacy in
Australia. The ALRC noted that a principles-based approach has the advantages of
greater flexibility, broader application, a greater degree of 'future-proofing' and has

Australian Institute of Credit Management, Submission 8, p. 1.
NAID-Australasia, Submission 6, p. 1.

Office of the Privacy Commissioner, Submission 39, p. 14.

o o1 B~ W

Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, Recommendation 18-1, p. 653.
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considerable stakeholder support.” The ALRC did not recommend the adoption of a
pure form of principles-based regulation; rather it acknowledged the benefits of
allowing principles to be supplemented by more specific rules in regulations or other
legislative instruments. In addition, the ALRC stated that 'a primarily principles-based
framework can itself adopt varying degrees of detail and prescription within its
principles'.?

3.9 Professor Croucher, ALRC, also commented:

So the privacy principles stand as the high-level aspirations and the
embodiment of the things that are regarded as the necessary tools to provide
or facilitate the protection of personal information at that operational level.®

3.10 The Government accepted the ALRC's recommendations for the drafting of
the APPs.'® The Companion Guide commented that the APPs are 'not like other types
of legislation' and are principles-based law. It was noted that principles-based law is
'the best regulatory model for information privacy protection in Australia’ and that:

By continuing to use high-level principles, the Privacy Act regulates
agencies and organisations in a flexible way. They can tailor personal
information handling practices to their diverse needs and business models,
and to the equally diverse needs of their clients.

The Privacy Act combines principles-based law with more prescriptive
rules where appropriate. This regulation is complemented by guidance and
oversight by the regulatory body, the Office of the Australian Information
Commissioner.

This is comparable to international regulatory models in Canada, New
Zealand and the United Kingdom.**

3.11  Submitters argued that the APPs do not achieve the objective of high-level
principles nor simplicity. The Office of the Victorian Privacy Commissioner (Privacy
Victoria) noted that while some of the APPs are successfully expressed as high-level
principles, 'in others the level of detail and complexity work against this aim'. For
example, a number of exceptions included in various APPs are specific to
Commonwealth agencies. Privacy Victoria concluded that:

A better approach would be to draft high-level, simple, lucid principles,
which could equally apply to Commonwealth, State or Territory public

7 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 240-41.

8 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 643.

9 Professor Rosalind Croucher, President, Australian Law Reform Commission, Committee
Hansard, 25 November 2010, p. 9.

10  Australian Government, Enhancing National Privacy Protection, p. 37.
11  Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 9.
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sector agencies, local councils or private sector organisations. Then, where
one or more of these entities needed modification to or exemption from the
specific APP, this could be done in a separate section of the Privacy Act.'

3.12 The OPC supported a high-level, principles-based, technology-neutral
approach 'that is capable of protecting and promoting individuals' privacy into the
future'.™® The OPC noted that one of the significant benefits of principles-based law is
that it is generally easier for the public, and entities with obligations, to understand.

Further:

...principle-based privacy law should enable entities to understand the
policy underpinning the law and to adapt their practices accordingly. The
law should be clear, but also sufficiently flexible, to enable entities to
determine how best to pursue their functions and activities in a way that
complies with the Privacy Act.**

3.13  The OPC went on to state that clear and easily understood obligations, make it
easier for entities to comply, and thereby reduces the administrative burden and cost
of compliance and the frequency of privacy breaches and complaints.™

3.14  Submitters provided specific examples of APPs which were not considered to
meet the aim of high-level principles. The Australian Finance Conference (AFC), for
example, commented that APP 8 (cross border disclosure) was substantially different
to what was recommended by the ALRC and from the current NPP 9. AFC
commented that:

...as a matter of policy and drafting it fails to achieve the key objectives
(e.g. high-level principles, simple, clear and easy to understand and apply)
of the reforms. It also shifts the risk balance heavily to the entity and we
query the individual interest justification to support that.*°

3.15 A significant concern raised by submitters was the complexity of some of the
APPs. The OPC noted that during its 2005 Private Sector Review stakeholders called
for greater simplicity in the drafting of privacy protections. The OPC concluded that
the extent to which the exposure draft and APPs achieve the widely supported
objectives of high-level principles that are simple and easy to understand 'is an

important yardstick for the success of the overall reforms'.’

3.16  However, submitters commented that some of the APPs are highly detailed,
lengthy, legalistic and complex, with some provisions having to be read in conjunction

12 Office of the Victorian Privacy Commissioner, Submission 5, p. 2.
13 Office of the Privacy Commissioner, Submission 39, p. 5.

14 Office of the Privacy Commissioner, Submission 39, p. 15.

15  Office of the Privacy Commissioner, Submission 39, p. 15.

16  Australian Finance Conference, Submission 12, p. 8.

17 Office of the Privacy Commissioner, Submission 39, p. 13.
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with other sections to understand how they will apply. It was concluded that the APPs
are not clear or easy to understand and apply, contrary to the ALRC's
recommendation.’® The Victorian Privacy Commissioner commented:

...the current drafting of the APPs works against the simplification and
harmonisation which was the core recommendation of the ALRC. The
APPs should be redrafted in order to achieve this fundamental objective.™

3.17  The Public Interest Advocacy Centre (PIAC) also provided similar comments
and argued that a clear and more accessible document should be the aim of the
reforms. PIAC stated that this has not been achieved. Rather 'the draft document reads
as highly legalistic, and is not designed for easy access by the public'. PIAC noted that
the ALRC's recommended principles were approximately 10 pages long, while the
APP exposure draft is 41 pages long 'reading often like the most complicated sections
of the taxation law'. PIAC concluded:

Whilst it does appear that the Government has admirably adopted many
suggestions made in the consultation process, thereby making the document
more complex and qualified, the purpose of having clear privacy principles
now appears lost. A plain English redraft is clearly needed.?

3.18  Qantas also commented on this matter and submitted:

Qantas is concerned that the simple language and structure contained in the
current National Privacy Principles (NPPs) has been abandoned in favour of
a more verbose and complex set of principles which are more difficult to
interpret and discern the intention and meaning of.**

3.19  The concerns about the effect of complex nature of the APPs were highlighted
by the Law Council of Australia (LCA) which commented that it is particularly
important for the APPs to be written in plain English, as ‘the purpose of the legislation
is to give meaning to the privacy rights of individuals'. The LCA was of the view that
those outside of the legal profession will be discouraged from engaging with or even
reading the APPs. In addition, in their current form, entities are likely to find it
difficult to comply with privacy requirements. While it was acknowledged that
guidelines would be established by the Privacy Commissioner, the LCA concluded

that ‘it is also important that the legislation itself is clear and not unwieldy'.?

18  Office of the Victorian Privacy Commissioner, Submission 5, pp 1-2; Law Council of
Australia, Submission 31, p. 4; Microsoft, Submission 14, p. 7; Qantas Airways Limited,
Submission 38, p. 2; Public Interest Advocacy Centre, Submission 32, p. 2; Office of the
Privacy Commissioner, Submission 39, p. 16.

19  Office of the Victorian Privacy Commissioner (Privacy Victoria), Submission 5, p. 12; see also
Qantas Airways Limited, Submission 38, p. 2.

20  Public Interest Advocacy Centre, Submission 32, p. 2.
21  Qantas Airways Limited, Submission 38, p. 2.

22 Law Council of Australia, Submission 31, p. 4; see also Office of the Privacy Commissioner,
Submission 39, p. 14.
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3.20 In a supplementary submission, the LCA made additional comments in
relation to the complexity of the APPs and stated that the APPs should revert to the
simpler style of the NPPs which was based on the original OECD guidelines. The
LCA added that 'many of the distinctions in the proposed legislation appear
unnecessary, making the proposed new principles difficult to interpret, and therefore
less accessible to ordinary members of the public at large, to privacy practitioners,
regulated organisations and consumers'. The LCA gave examples of the APPs that are
more verbose and complex than the NPPs: APP 2 replaces the shorter NPP 8, even
though the meaning is essential unchanged.”

3.21  The Office of the Guardian for Children and Young People (South Australia)
supported the LCA's view and stated that many 'small to medium-sized NGOs would
be unable to allocate resources to develop organisational policies and procedures that

translate the Principles into operational instruction'.?*

3.22  Other submitters provided specific examples of where the complexity of the
APPs would pose issues with compliance. Privacy Law Consulting, for example,
stated that APP 7 (direct marketing) is complex with an equally complex matrix of
data types, circumstances and requirements. As a result:

...organisations will find it difficult to develop compliance programs and
systems that can distinguish between, and manage, the matrix of data types,
circumstances and requirements. This could result in, for example,
organisations simply adopting "the lowest common denominator” (e.g.
providing opt-out facilities and/or obtaining consent) in relation to all direct
marketing activities, which may be unintended consequences of the
principle.?

3.23 The OPC provided examples of overly long terms used repeatedly; for
example, the use of 'such steps that are reasonable in the circumstances, rather than
the shorter, more concise 'reasonable steps'. In addition, the OPC commented that
requirements that are substantially similar are repeated, adding to the complexity of
the APPs; for example, the requirements relating to the collection of sensitive
information in APP 3(2) and (3).%°

3.24 The many suggestions for simplification of specific APPs are discussed in the
relevant chapters of this report. However, the OPC made the following general
suggestions to simplify the APPs and make them more readily understandable:

. format the principles in the simpler style used by the ALRC in its Model
Unified Privacy Principles (UPPs) or the existing NPPs;

23 Law Council of Australia, Supplementary Submission 31a, p. 2.

24  Office of the Guardian for Children and Young People, Submission 4, p. 6.
25  Privacy Law Consulting, Submission 24, p. 4.

26  Office of the Privacy Commissioner, Submission 39, pp 16-17.



17

. use more concise language to reduce length; for example, ‘'reasonable steps'
rather than 'such steps are reasonable in the circumstances’;

. avoid repeating requirements that are substantively similar (consider grouping
them into one clause);

. consider the plain meaning of terms and use them consistently; and

. keep principles high-level and generally applicable to all entities (rather than

to a specific agency or organisation).?’

3.25 The OPC noted that there were a range of agency specific exceptions
throughout the APPs with the first appearing in APP 3. The OPC stated that the APPs
‘are intended to provide a broad framework for the appropriate collection, use or
disclosure of personal information by agencies and organisations'. Provisions,
including the 'required by or authorised by law' provision, take into account the needs
of agencies. Rather than agency specific provisions being incorporated in the APPs,
the OPC was of the view that it is preferable that the specific activities are addressed
in portfolio legislation and commented:

Keeping the Privacy Act's exceptions generally applicable will maximise
the APPs' coherence and relevance to all entities. This is consistent with the
recommended objectives that the principles should be ‘high-level’, and
shouldzlge redrafted to achieve greater logical consistency, simplicity and
clarity.

3.26  The OPC went on to argue that agencies should be aware of existing and new
exceptions (for example, the missing persons and the declared emergencies and
disasters exceptions) as a means of providing for flexibility for their operations. The
OPC also commented that the inclusion of broadly worded exceptions to the general
principles could lead to a reduction in accountability of agency activity; for example,
the term 'diplomatic or consular functions or activities' could cover a very wide range
of activities. The OPC concluded that the inclusion of agency specific exceptions
should be limited to instances where there is no appropriate alternative. In addition, it
could be considered whether any such exceptions should be accompanied by rules
made by the Privacy Commissioner as is envisaged with the missing person exception.
The OPC concluded:

Overall, any such exceptions, or authorisations in other legislation, should
balance the agencies' needs to fulfil their functions, with individuals'
expectations of personal information protection and agency
accountability.?®

27  Office of the Privacy Commissioner, Submission 39, pp 6, and 16-17.
28  Office of the Privacy Commissioner, Submission 39, p. 28.
29  Office of the Privacy Commissioner, Submission 39, p. 30.
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Conclusion

3.27  The committee considers that the task faced in drafting a unified set of
privacy principles to achieve the Government's aim has been complex and difficult.
Drafters were required to consolidate privacy principles covering both agencies and
organisations and incorporate the ALRC's recommendations accepted by the
Government as well as a broader range of exceptions in some APPs. This has, in some
instances, resulted in longer principles. However, the committee does not agree that
longer principles are necessarily more complex as has been argued by some
submitters.

3.28  The committee supports the view that the APPs must be clear, simple and
accessible to all users, not just legal or privacy practitioners. Without an
understandable and accessible privacy regime, there is a danger that compliance issues
may arise, that effectiveness of the regime may be undermined and that individuals
will not adequately understand their privacy rights. The committee has noted the
views of the OPC in relation to the need to simplify some aspects of the APPs. As the
national privacy regulator, and given its role in investigating complaints, providing
advice on privacy rights and providing guidance to agencies and organisations on their
new obligations, the committee takes particular note of the OPC's views.

3.29  The committee therefore considers that there are opportunities to refine the
APPs to improve clarity and simplicity, particularly in relation to the use of more
concise language to reduce the length of the APPs and avoid the repetition of
requirements that are substantially similar.

Recommendation 1

3.30  The committee recommends that the Department of the Prime Minister
and Cabinet re-assess the draft Australian Privacy Principles with a view to
improving clarity through the use of simpler and more concise terms and to
avoid the repetition of requirements that are substantially similar.

3.31 A further matter raised in relation to the complexity of the APPs was the
inclusion of agency specific provisions. In particular, submitters pointed to the
exceptions provided to agencies in some APPs for example, APP 3 (collection of
solicited personal information) and APP 8 (cross border disclosure of personal
information). The committee acknowledges that the consolidation of the IPPs and
NPPs has resulted in the inclusion of agency specific provisions as the privacy regime
must include flexibility for particular agencies to carry out their functions. However,
the committee notes the comments of submitters that this may affect adversely the
objective of establishing high-level principles. The committee therefore believes that
reconsideration be given to the inclusion of agency specific provisions in the light of
the OPC's suggestion that agency specific matters should, in the first instance, be dealt
with in portfolio legislation.
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Recommendation 2

3.32 The committee recommends that reconsideration be given to the
inclusion of agency specific provisions in the Australian Privacy Principles in the
light of the Office of the Privacy Commissioner's suggestion that agency specific
matters should, in the first instance, be dealt with in portfolio legislation.

Structure

3.33  The Companion Guide notes that the order in which the APPs appear is
intended to reflect the cycle that occurs as entities ‘collect, hold, use and disclose
personal information.* This approach was supported by submitters.** The ALRC
further commented:

The manner in which the structure reflects the information cycle also
provides great integrity to the structure of the proposed amendments.*

3.34  However, Privacy NSW recommended that if the privacy principles are to
better reflect the information cycle, and how entities use personal information, APP 10
(quality of personal information) and APP 11 (security of personal information)
should be situated after the notification principle (APP 5) and before the use and
disclosure principle (APP 6). Privacy NSW commented that the processes of ensuring
quality and security of personal information should happen before decisions about use
or disclosure of personal information happen.*

3.35 Various submitters commented on the inclusion of the APPs within the
legislation with each APP forming a separate section of the Act. As a result of this
structure, it was noted that the numbering of the sections of the exposure draft is
confusing: the number of each APP does not correspond with the section number of
the APP. It was recommended that either each APP be numbered the same as the
section or clause number, or that the APPs be provided in a schedule to the new
Privacy Act.**

3.36  Professor Graham Greenleaf and Mr Nigel Waters commented on both these
suggestions. They noted that difficulties have arisen in referring to the NPPs as these
are located in a schedule to the current Privacy Act. However, they also observed that
making each principle a separate section of the Act risks causing confusion. This has

30  Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 7.

31  Office of the Victorian Privacy Commissioner, Submission 5, p. 2; Office of the Privacy
Commissioner, Submission 39, p. 12; Professor Graham Greenleaf and Mr Nigel Waters,
Submission 25, p. 5; Microsoft, Submission 14, p. 7.

32 Australian Law Reform Commission, Submission 1, p. 1.
33 Privacy NSW, Submission 29, p. 6.

34  Qantas Airways Limited, Submission 38, p. 2; Office of the Privacy Commissioner,
Submission 39, pp 6 and 22-23; Law Institute of Victoria, Submission 36, p. 3; Law Council of
Australia, Submission 31, p. 4.
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occurred with NSW Privacy and Personal Information Protection Act 1998 where
references to the principles and the sections of the NSW Act have been confused.
Professor Greenleaf and Mr Waters came to the conclusion that having each principle
In a separate section means that 'the Act will work better in online research systems',
and that this probably outweighs the difficulties of this approach.®

3.37 The Department of the Prime Minister and Cabinet (the department)
responded that the numbering ‘was a drafting issue' but that it should be remembered
that this is the first part of the drafting process and concluded:

...once the entire Privacy Act is rewritten it will flow and you will see the
flow better in terms of the section numbering et cetera.*

Conclusions

3.38  The committee considers that the placement of the APPs properly reflect the
information cycle. The committee also notes that while the NPPs are listed in a
schedule to the Act, the IPPs are included in the Privacy Act. The committee considers
that there are advantages in having the APPs within the Act as it places the APPs at
the forefront of the legislation and underscores their importance to the reforms
envisaged by the Government.

3.39 The committee also notes that section 18 of the exposure draft has been
included to ensure that while the APPs are set out in sections, a reference in the Act to
an APP by number is a reference to the APP with that number and not the section in
which it appears.®” This makes it clear that the APPs are to be referred to by their
number and part rather than by the sections of the Act within which they appear.

3.40 In addition, the committee acknowledges the department's comments that the
APP exposure draft is only the first stage of the drafting process.

Technological neutrality

3.41 As indicated in the Companion Guide, the Government agreed with the
ALRC's finding that the privacy of individuals will be best protected through a
technologically neutral privacy regime.®

3.42 The ALRC welcomed the adoption of a technologically neutral approach
taken in the exposure draft.*® Other submitters also agreed that the APPs should be
written in such a way as to apply regardless of the specific technology used in the

35  Professor Graham Greenleaf and Mr Nigel Waters, Submission 25, p. 5.

36  Ms Joan Sheedy, Assistant Secretary, Department of the Prime Minister and Cabinet,
Committee Hansard, 25 November 2010, p. 11.

37  Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 8.
38  Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 8.
39  Australian Law Reform Commission, Submission 1, p. 1.
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collection, use and management of personal information.”” The Australian Direct
Marketing Association (ADMA), for example, commented:

The rapid onset of technologies makes it vitally important that the
Australian privacy framework applies and protects personal information
regardless of the types of technologies that emerge in the future.*

3.43 In the event that a technology is developed in the future that is particularly
privacy intrusive, Privacy Victoria argued that specific legislation should be enacted
to regulate it effectively.*

3.44  The department commented that the ALRC made particular recommendations
around keeping the principles and the Act technologically neutral. The department
considered that the APPs reflected the Government's agreement with those
recommendations, in particular, that the area of technology should be the subject of
guidance from the OPC. The department concluded:

Certainly the government accepted that that was the way to go and not to
try to legislate for technology developments because you really cannot. As
soon as you do them, you are 10 years out of date immediately.*®

Conclusions

3.45 The committee considers that the APPs meet the aim of technological
neutrality and notes that the Government supports a ‘renewed role for the Privacy
Commissioner to conduct research, and to guide and educate Australians on

technologies that impact on or enhance privacy'.**

Definitions and consistency

3.46  The committee received a range of comments in relation to definitions and the
consistent use of terms in the APP exposure draft.

Use of the term ‘reasonably necessary"

3.47 It was noted that the term 'reasonably necessary' is used extensively in the
exposure draft. The OPC submitted that it had a number of ‘significant concerns'
regarding the use of this term rather than the term 'necessary'. The concerns related to:

40  Australian Institute of Credit Management, Submission 8, p. 2; Australian Direct Marketing
Association, Submission 27, p. 2; Microsoft, Submission 14, p. 7; The Communications
Council, Submission 23, p. 5.

41  Australian Direct Marketing Association, Submission 27, p. 2.
42  Office of the Victorian Privacy Commissioner, Submission 5, pp 2-3.

43  Ms Joan Sheedy, Assistant Secretary, Department of the Prime Minister and Cabinet,
Committee Hansard, 25 November 2010, p. 13.

44 Australian Government, Enhancing National Privacy Protection, p. 10.
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. the introduction of 'reasonably necessary' in the new collection test in
APP 3(1) (APP 3—collection of solicited information);

. multiple interpretations of ‘reasonably necessary" in different APPs; and

. varied formulations of tests relating to necessity in the exposure draft.*

3.48 The OPC observed that while the Companion Guide states that ‘reasonably
necessary' is intended to be interpreted objectively, the ALRC report suggested that
determining what is 'necessary' is already an objective test. In relation to the use of
'reasonably necessary' in APP 3(1), for example, the OPC considered that it could add
a qualification to 'necessary' which unintentionally broadened the scope for collection
and thus lessened protections provided in the current IPP and NPP requirements, both
of which use 'necessary’. The OPC went on to state that it did not agree that
'reasonably necessary' adds a further objective requirement to APP 3(1) or that such a
requirement is needed.*

3.49  The second matter noted by the OPC was that there appeared to be different
meanings of the term 'reasonably necessary' in different APPs. While the Companion
Guide provides an explanation of the term in relation to APP 3(1), the OPC argued
that the Companion Guide does not provide guidance about the use of the term in
other APPs. For example, the use of 'reasonably necessary' in APP 6(2)(e), which
relates to the disclosure of personal information without consent for enforcement
related activities, may reflect a different meaning of 'reasonably necessary'. The OPC
suggested that 'reasonably necessary' be removed from draft APP 3(1) to minimise
confusion and complexity.*’

3.50  The final matter in relation to the term ‘reasonably necessary' raised by the
OPC concerned varied formulations of tests involving 'necessary'. The OPC provided
a table which shows that APP 3(3) contains three different tests across seven
provisions and stated that:

It may be unclear to an individual, business or agency reading APP 3(3)
what the various different formulations mean, which is intended to be more
restrictive, and which more permissive.*

3.51  While supporting distinctions to add clarity, the OPC argued that the tests
could be streamlined so that inconsistent and confusing language is removed.*® The
OPC concluded that, in order to improve clarity and simplicity, the term ‘reasonably
necessary' be replaced with 'necessary' throughout the APPs and that, if further clarity

45  Office of the Privacy Commissioner, Submission 39, p. 17.
46  Office of the Privacy Commissioner, Submission 39, pp 18-19.
47  Office of the Privacy Commissioner, Submission 39, pp 19-20.
48  Office of the Privacy Commissioner, Submission 39, p. 21.
49  Office of the Privacy Commissioner, Submission 39, pp 20-22.
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IS required, an objective test for 'necessary’ be included in the Explanatory
Memorandum. >

3.52  The committee raised this issue with the department which put the view that
the while word 'reasonably' qualifies the word 'necessary’, it did not do so in an
inappropriate way. Rather, the department stated:

The elements of the test are cumulative. So, first, the proposed activity
must, from the perspective of a reasonable person, be legitimate for the
entity and the intent of purpose; and then, second, the action has to be
genuinely necessary for the entity to pursue the intended function or
activity. So you have to think of it in two stages.”

3.53  The department went on to state that it saw the 'reasonably necessary' test as
enhancing the privacy aspects rather than diminishing privacy protections as argued
by some submitters.>

Reasonable steps test

3.54 The OPC noted that many of the APPs use the term 'such steps as are
reasonable in the circumstances' and that this term is based on the older language of
the IPPs while the NPPs use the term 'reasonable steps'. The OPC submitted that it is
preferable to use the 'reasonable steps' term for the APPs rather than the term 'take
steps as are reasonable in the circumstance' as:

. it is shorter and simpler and would thus reduce complexity and length of most
of the APPs;
. it can be implied from a plain reading that ‘'reasonable steps' has an equivalent

meaning to 'such steps as are reasonable in the circumstances' as well being
emphasised in explanatory material and the Office's guidance (or if necessary,
a note on first use in the APPs);

. organisations are already familiar with the concept of ‘reasonable steps', and
agencies (currently regulated by the longer terminology) will not need to
adjust their practices in moving to 'reasonable steps'’; and

. in some APPs, the words '(if any)' are added in cases where it may be
reasonable not to take any steps, depending on the circumstances.®

50  Office of the Privacy Commissioner, Submission 39, p. 22.

51  Ms Phillipa Lynch, First Assistant Secretary, Department of the Prime Minister and Cabinet,
Committee Hansard, 25 November 2010, p. 12; see also Australian Government, Companion
Guide, Australian Privacy Principles, June 2010, p. 16.

52  Ms Phillipa Lynch, First Assistant Secretary, Department of the Prime Minister and Cabinet,
Committee Hansard, 25 November 2010, p. 12.

53  Office of the Privacy Commissioner, Submission 39, p. 23.
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3.55 In response to comments on the use of the term 'such steps as are reasonable
in the circumstances', the department stated that in its view, the term used ensures that
the specific circumstances of each case have to be considered when determining the
reasonableness of the steps in question. The department concluded:

While it is arguable that it is implicit in the expression 'reasonable steps'
that the surrounding circumstances must be considered, the changed
reasonableness formulation makes this explicit. This Department believes
this additional clarity and focus on the circumstances surrounding an
entity's specific privacy obligation, will have the overall effect of promoting
greater compliance with privacy obligations which will be to the benefit of
individuals.*

3.56  The Law Council of Australia also commented on the 'reasonable steps' test
and noted an inconsistency throughout the APPs, with an entity sometimes required to
'take such steps as are reasonable’ and other times required to 'take such steps (if any)
as are reasonable’. The Law Council submitted that the latter phrase should be adopted
consistently throughout the APPs.*

Conclusion

3.57  The committee has noted the comments provided by the Office of the Privacy
Commissioner in relation to the use of the term 'such steps as are reasonable in the
circumstances'. While the committee agrees that the use of a term to make meaning
explicit has benefit, it also adds to the complexity and length of many of the APPs. On
balance, the committee leans towards the use of the term 'such steps as are reasonable
in the circumstances' to ensure that the meaning is clear. However, the committee
suggests that the use of this term should be reviewed in the overall re-assessment of
the draft APPs as recommended in recommendation 1.

3.58 In relation to the Law Council's comments on the 'reasonable steps' test, the
committee notes that the Companion Guide commented on the requirement to take
reasonable steps and stated that:

In some cases the words "(if any)" are used to ensure that, in that particular
case, if there are no steps that an entity needs to take to fulfil its obligations,
it need not take any steps.*®

Definition of 'personal information’

3.59  Following its examination of the meaning of the term 'personal information’,
the ALRC concluded that, as information handling is highly contextual, a significant
margin for interpretation and implementation is created and thus:

54  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 5.
55  Law Council of Australia, Submission 31, pp 4-5.
56  Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 16.
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...elements of the definition of 'personal information' will continue to give
rise to theoretical uncertainty. While much information will fall clearly
inside or outside the definition, there will be a need for ongoing practical
guidance in relation to areas of uncertainty. The OPC has suggested that it
issue further guidance on the meaning of 'personal information'. The ALRC
agrees that such guidance will be necessary to indicate how the definition
operates in specific contexts. In particular, the ALRC recommends that the
OPC develop and publish guidance on the meaning of ‘identified or

reasonably identifiable’.>’

3.60 The ALRC went on to recommend that 'personal information' should be
defined as 'information or an opinion, whether true or not, and whether recorded in a

material form or not, about an identified or reasonably identifiable individual'.*®

3.61 The Government accepted this recommendation and commented that the
proposed recommendation did not significantly change the scope of what is
considered to be ‘personal information’.®® The Companion Guide provides
commentary on the definition of ‘personal information' and states that the scope of the
definition is not changed; rather there is a conceptual difference revolving around the
concepts of 'identity’, as used in the current definition, and 'identification’, as referred
to in the recommended definition.® The definition of ‘personal information' is as

follows:

personal information means information or an opinion about an identified
individual, or an individual who is reasonably identifiable:

(@) whether the information or opinion is true or not; and

(b) whether the information or opinion is recorded in a material form or
not.®*

3.62  The LCA commented that the definition of ‘personal information''is a central
definition in that it determines the scope of the whole Act' and that the definition
proposed should only be supported if 'it is not intended to change the scope of the
existing concept'. Further:

This should be supported by an express and official statement that would be
available to assist in interpretation (under the Acts Interpretation Act) to the
effect that the change in drafting was not intended to change the meaning.®?

57  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 309.

58  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 309.

59  Australian Government, Enhancing National Privacy Protection, p. 24.

60  Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 21.
61  Australian Privacy Principles Exposure Draft, p. 31.

62  Law Council of Australia, Submission 31, pp 7-8.
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3.63 The ADMA supported the new definition of personal information, in
particular the inclusion of a ‘reasonable’ test, and encouraged inclusion of an
explanation of the 'reasonable’ test in the Explanatory Memorandum for the new
Privacy Act.®®

3.64 However, some submitters argued that the new definition of 'personal
information’, and the explanation provided in the Companion Guide, have the
potential to substantially expand the scope of what is classified as 'personal
information’, and thereby the scope of what is covered by the Act.®* Submitters argued
that an expanded scope of personal information would result in more onerous
requirements on entities, and potentially an increased cost burden.®

3.65  Submitters were concerned to ensure that any expansion of scope is clearly
expressed either in the legislation or in the explanatory material accompanying the
legislation. Google, for example, commented:

...the legislation should itself make clear that the context and circumstances
in which information is held is to be taken into account in determining
whether information is or is likely to be aggregated or combined so as to
enable an individual to be reasonably identifiable.®

3.66  Yahoo!7 and the Law Institute of Victoria (LIVV) commented on the inclusion
of 'opinion' in the definition of personal information. Yahoo!7 considered that the
concept of ‘information’ is broad enough to incorporate 'opinion’ and therefore did not
believe that it was necessary to include 'opinion' in the definition.®’

3.67  The LIV expressed the view that while the APPs currently define 'personal
information' as both information and opinions about a person, this should be split into
two categories in order to specifically address the issue of ownership and control of
personal information. The two categories would be:

. ‘primary personal information' which might include identity information,
biometric information etc, and which would be owned by the individual, so
that the individual can require an entity to destroy primary personal
information which it holds about them (subject, of course, to any statutory
obligations or rights of entities to collect or retain information); and

63  Australian Direct Marketing Association, Submission 27, p. 8; see also Microsoft,
Submission 14, pp 7-8.

64  Australian Association of National Advertisers, Submission 21, p. 6; Microsoft, Submission 14,
pp 7-8; Communications Council, Submission 23, p. 6.

65  Microsoft, Submission 14, p. 8; Australian Hotels Association, Submission 22, p. 3; The
Communications Council, Submission 23, p. 6.

66  Google Australia Pty Limited, Submission 16, p. 8; Law Institute of Victoria, Submission 36,
p. 3.

67  Yahoo!7, Submission 20, p. 3.
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3.68

'secondary personal information’, which would be opinions held about an
individual.®

Submitters also provided suggested amendments to the definition of ‘personal

information' as follows:

3.69

Privacy NSW recommended that the words 'from the information or opinion’
be added after 'reasonably identifiable' to provide the appropriate context;*

Privacy NSW recommended that the definition exclude certain categories of
information, such as information more than 30 years old, as is the case in the
NSW privacy legislation, thus removing repeated references to the
exclusions;”

Professor Graham Greenleaf and Mr Nigel Waters submitted that the
definition needs to be broadened by replacing 'reasonably identifiable' with
‘potentially identifiable' to ensure that the Act covers 'information which,
while not in itself identifying an individual, allows interaction with persons on
an individualised basis, or the imparting of consequences on an individualised

basis":"* and

Yahoo!7 also argued that as a person could be reasonably identifiable to one
entity and not another, the phrase 'by an entity' be added to the first sentence
of the definition so that it encompassed an individual who is ‘reasonably
identifiable by an entity’. For example, 'an IP address could be considered
personal information by an ISP as they are capable of reasonably identifying
the person to whom that IP address resolves back to. An online services
provider who does not offer Internet access will not be able to use an IP

address to identify a person'.”?

Submitters supported the recommendation that the OPC develop guidance on

the interpretation of 'personal information' to assist entities in ensuring that they have
appropriate processes in place for their functions and activities to comply with the

Act.”

3.70

The department provided a detailed response to concerns raised in relation to

the term ‘'personal information’. The department noted that inclusion of the
requirement that the individual be 'reasonably identifiable' ensures that the definition

68
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Law Institute of Victoria, Submission 36, p. 3.

Privacy NSW, Submission 29, p. 2.

Privacy NSW, Submission 29, p. 3.

Professor Graham Greenleaf and Mr Nigel Waters, Submission 25, p. 3.
Yahoo!7, Submission 20, p. 3.
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continues to be based on factors which are relevant to the context and circumstances
in which the information is collected and held. Generally, this would mean that the
information must be able to be linked to other information that can identify the
individual thus limiting possible identification based on the context and
circumstances. In effect, while it may be technically possible for an entity to identify a
person by the information it holds, it may be that it is not practically possible. The
department concluded that the ‘test requires consideration of all the means that are

reasonably open for an information holder to identify an individual'.™

3.71  The department reiterated that the inclusion of a 'reasonably identifiable'
element within the definition does mean that additional information could fall within
the new definition. It went on to state:

Some information on its own would not meet the current definition which
requires an individual's identity to be apparent or reasonably ascertainable,
from the information (e.g. an IP address). However, that information would
fall within the new definition if, in conjunction with other information, it
could be used to identify an individual. On that basis, it is arguable that
additional information would be subject to the privacy protections in the
APPs.

Nevertheless, as noted in the Companion Guide, the proposed definition of
'personal information' does not significantly change the scope of the
existing concept in the existing Privacy Act. The key conceptual difference
revolves around the concepts of 'identity' as used in the current definition,
and ‘identification' as referred to in the draft definition. The ALRC
considered that ‘identification’ was more consistent with international
language and international jurisprudence, and that explanatory material
based on the terms 'identified' and ‘identifiable’ will be more directly
relevant.”

Conclusion

3.72  The committee has noted the divergence of views in relation to the definition
of 'personal information' and agrees that guidance on this matter should be provided as
a matter of priority.

Recommendation 3

3.73  The committee recommends that the Office of the Australian Information
Commissioner develop guidance on the interpretation of ‘personal information’
as a matter of priority.

74 Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 2.
75  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, pp 2-3.
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The term "Australian law'

3.74  Both Qantas and Google commented on the definition of, and use of, the term
‘Australian law'. This term is used in a number of APPs including APPs 2, 3, 5, 6, 8, 9,
11 and 12. The Companion Guide states that the definition of 'Australian law' is new
and 'has been included to clarify the scope of provisions that allow collection, use or

disclosure where it is required or authorised by or under law".”

3.75 Qantas commented that confining laws to 'Australian law' fails to recognise
that organisations operating in foreign jurisdictions are often required to collect,
disclose and use personal information under the laws of those jurisdictions.”” Google
raised the same matter and provided the example of where a foreign country may
mandate disclosure of personal information in response to a subpoena issued by a
court exercising jurisdiction over the operations of the service provider in that foreign
country. In papers submitted by Macquarie Telecom, the storage of data offshore by
Australian businesses was examined and it was concluded that ‘it is possible that
storing data within the United States may provide enough of a connection for a United
States court to find jurisdiction over an Australian company storing its data there and
subject the company to the US discovery obligations'. Further, data stored in the
United States is at greater risk of being accessed by government agencies as the
Patriot Act provides US government agencies with extensive powers.”

3.76  Google commented that it would be inappropriate to place the service
provider in jeopardy under Australian law for responding to a valid court process in a
foreign jurisdiction.™

3.77  Both Qantas and Google recommended amendment of the exposure draft so
as to recognise that entities may need to deal with personal information in ways
required under laws of other jurisdictions and that such dealings should not be
regarded as an interference with the privacy of an individual under Australian law.
Qantas submitted that the appropriate means of achieving this was to replace the term
‘Australian law' with the term ‘applicable law', being laws (including legislation,
regulations, directions and rules) applicable in a relevant jurisdiction.®

3.78  The department responded to these concerns as follows:

The Government's position is that an entity with an Australian link must
comply with the APPs relating to an act done, or practice engaged in,
within Australia. The existing policy achieved by subsection 6A(4) and
section 13D of the Privacy Act will be retained to ensure that an act or

76  Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 20.
77  Qantas Airways Limited, Submission 38, p. 4.

78  Macquarie Telecom, Submission 43, Attachment 1, pp 5-7.

79  Google, Submission 16, p. 7.

80  Qantas Airways Limited, Submission 38, p. 4.
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practice that is done or engaged in outside Australia will not be an
interference with privacy if it is required by an applicable law of a foreign
country. For example, an organisation would not breach the APPs if a
foreign court judgment required disclosure of personal information in that
jurisdiction to assist in investigating a criminal offence.®

Conclusion

3.79  The committee notes the advice provided by the department and has no
further comment to add in relation to the use of the term 'Australian law'.

Consent

3.80 The ALRC considered ‘consent' as it applies to the privacy principles in the
Privacy Act and other issues concerning ‘consent'.®? In considering how best to clarify
the meaning of 'consent’ in relation to privacy, the ALRC did not support the option to
amend the Privacy Act to set out in detail what is required to obtain consent as this
approach would require a very large number of prescriptive rules. This would also be
inconsistent with a principles-based approach. Similarly, amending the definition of
‘consent’ was not supported as the ALRC noted that the common law has an important
role to play in determining elements of consent and a statutory definition would not
capture the evolution of the meaning of ‘consent’ and may have unintended
consequences.®

3.81 The ALRC formed the view that the most appropriate way to clarify the
meaning of ‘consent’, as it applies to the privacy principles, is for the OPC to provide
further guidance. According to the ALRC, such guidance should address the factors to
be taken into account by entities in assessing whether ‘consent' has been given. The
guidance should also cover express and implied consent as it applies in various
contexts; for example, in transactions concerning financial services as well as 'bundled
consent'.%*

3.82  Professor Croucher, President, ALRC, further commented:

In our report we recommended that the Office of the Privacy Commissioner
should develop and publish guidance about what is required of agencies and
organisations to obtain an individual's consent. This guidance should, for
instance, address a number of the things that | am grabbing at—the factors
to be taken into account by agencies and organisations in assessing whether

81  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 2.

82  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 667-88.

83  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 684.

84  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 686.
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it has been obtained, which is kind of what you are asking about in asking
how. It should cover express and implied consent as it applies in various
contexts and include advice on when it is and is not appropriate to use the
mechanism of bundled consent—in other words, a consent to general use.®

3.83 The Government response indicated that it encouraged the Privacy
Commissioner to develop guidance as recommended by the ALRC. In addition, the
response indicated that the definition of ‘consent’ would be expanded to clarify that an
individual may withdraw consent where it is lawful to do s0.®® The Companion Guide
notes that term 'consent' is defined within the existing Privacy Act and the new
Privacy Act will contain a definition on the same terms, that is, that ‘consent’ means
express or implied consent. The Companion Guide goes on to note that there are some
circumstances where it will not be possible for a person to withdraw their consent.®’

3.84  The issue of the definition of ‘consent' was raised by some submitters. Both
Privacy NSW and the LIV suggested that the definition of 'consent' be further
developed. The LIV commented that individuals cannot consent to the collection of
sensitive personal information where consent is obtained in a coercive or unreasonable
way. The current definition does not preclude consent being obtained unreasonably or
In a way that undermines the objectives or purpose of the APPs and should therefore
be further developed.®

3.85 Privacy NSW argued that separate definitions of, and references to, both
‘implied consent' and 'express consent' are required as, under the existing definition,
entities may inappropriately rely on implied consent rather than express consent.®® In
particular, Privacy NSW considered that the collection of sensitive information should
be contingent on ‘express consent' unless the entity can reasonably rely on a relevant
exception. Further:

In circumstances where an individual lacks the capacity to provide express
consent (for instance through disability or age), we suggest that there be an
exception which permits collection if the entity has obtained express
consent from an authorised representative who is empowered to make
substitute decisions on behalf of the individual. We suggest that there be an
Australian Privacy Rule which governs the means by which an entity be
satisfied it is dealing with an authorised representative.”

85  Professor Rosalind Croucher, President, Australian Law Reform Commission, Committee
Hansard, 25 November 2010, p. 7.

86  Australian Government, Enhancing National Privacy Protection, p. 38.

87  Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 17.
88  Law Institute of Victoria, Submission 36, p. 5.

89  Privacy NSW, Submission 29, p. 2.

90  Privacy NSW, Submission 29, p. 2.
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3.86  The Public Interest Advocacy Centre called for the use of the phrase 'express
and informed consent' throughout the APPs.*

3.87  Professor Greenleaf and Mr Waters viewed the meaning of ‘consent’ as critical
to privacy policy, but argued that the Government, and indeed the ALRC, had not
addressed 'one of the most significant weaknesses in the current regime'. The main
concern was that the interpretation of ‘consent’ could be undertaken in ways that
weaken the legislation by undermining the effect of a number of principles. They
argued that the concept of ‘consent' is crucial and should not be left to guidance by the
Privacy Commissioner. Rather, the definition should be amended to deal with key
issues and other aspects should be included in the Explanatory Memorandum.
Professor Greenleaf and Mr Waters considered that the following points should be
made clear:

. consent must be clear and unambiguous, regardless of whether it is express or
implied,

. a failure to opt out, on its own, should not be taken as unambiguous consent;

. where an individual must disclose personal information to receive a benefit,

no consent can be implied for use beyond the purpose of collection — only
express consent should apply; and

. every proposed purpose of use should require separate consent, to prevent the

misuse of the practice of '‘bundled consent'.?

3.88 In its response to the committee's questions on notice in relation to consent,
the department commented that under section 15 of the exposure draft, ‘consent'
means ‘express consent or implied consent' and that the Privacy Commissioner has
previously stated that implied consent ‘arises where consent may reasonably be
inferred in the circumstances from the conduct of the individual and the organisation'.
The department also stated:

The Government accepted the key thrust of [the ALRC's consent]
recommendation and stated that it would encourage the development and
publication of appropriate guidance by the Office of the Australian
Information Commissioner (AIC), noting that the decision to provide
guidance is a matter for the AIC.

While it is ultimately a matter for the AIC, we anticipate that the guidelines
will address matters such as those raised by the Law Council of Victoria.*®

91  Public Interest Advocacy Centre, Submission 32, p. 1.
92  Professor Graham Greenleaf and Mr Nigel Waters, Submission 25, p. 3.

93  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, February
2011, p. 1.
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Conclusion

3.89  The issue of a definition of ‘consent’ was raised by many submitters. The
committee notes the Government's acceptance of the ALRC's recommendation in
relation to consent and considers that the matter of consent should be considered by
the Office of the Australian Information Commissioner as a matter of priority to
ensure that appropriate guidance is available concurrently with the new Act.

Recommendation 4

3.90 The committee recommends that the Office of the Australian Information
Commissioner develop guidance on the meaning of ‘consent’ in the context of the
new Privacy Act as a matter of priority.

Exemptions

3.91 A number of submitters commented on the way in which the exposure draft
dealt with the issue of exemptions, in particular the continuation of the small business
exemption. In the APP exposure draft, the definition of organisation explicitly
excludes 'a small business operator' and 'a registered political party', but the exposure
draft does not include an express reference to the exemption regarding employee
records.* Further, the Companion Guide states that the small business exemption will
be retained for the time being; however, the Government will consider whether the
exemption should continue in its second stage response to the ALRC's review.*®

3.92 In its submission to the committee, the ALRC reaffirmed its view that the
exemptions under the current Privacy Act, pertaining to small business, registered
political parties, and employee records, should be removed.®

Small business exemption

3.93 A number of submitters called for the removal of the small business
exemption.®” The ALRC commented that:

...beginning from first principles there is no logical reason why somebody
whose personal information is held by a small business should have less
privacy protection than somebody who works for a larger enterprise. |
would rather put the emphasis on privacy. As a right, obviously, all rights

94  Australian Privacy Principles Exposure Draft, s. 17; and Australian Law Reform Commission,
Submission 1, p. 5.

95  Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 6.
96  Australian Law Reform Commission, Submission 1, pp 3-6.

97  Australian Law Reform Commission, Submission 1, pp 3-4; Dr Colin J Bennett,
Submission 11, p. 1; Office of the Information Commissioner, Queensland, Submission 18, p. 8;
Australian Association of National Advertisers, Submission 21, pp 7-8; Privacy NSW,
Submission 29, p. 6; Law Institute of Victoria, Submission 36, p. 9.
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have to be balanced, including against economic and financial
considerations, but that was always where our emphasis lies.*

3.94  Submitters also pointed out that small business is the majority business type in
Australia, and, with the use of computer systems, small businesses are able to collect,
use and disclose relatively vast amounts of personal information some of which may
be very sensitive personal information.*® Further, it was observed that government
entities often outsource services involving personal information, and protection is
required when personal information is passed on to the private and community
sectors.'®

3.95  The LIV summed up the position of those who did not support the retention of
the exemption by stating that ‘the nature of information collected, and not the size of
the organisation that collects the information, should determine whether restrictions
should be imposed on the collection of information.' The LIV further argued that the
exemption does not currently diminish the regulatory burden on small business.'**

3.96 The ALRC noted that the cost of compliance with the legislation was a
significant concern for the small business community, who staunchly supported the
retention of the exemption. However, the ALRC observed that small businesses are
not exempt from the general privacy law in any 'other comparable jurisdiction in the
world'. Further, other stakeholders to the ALRC's review argued that ‘consumers have
the right to expect that their personal information will be treated in accordance with
the privacy principles'. Given this support, the ALRC maintained its recommendation
that the small business exemption be removed.’®® The ALRC also noted that its
research had shown that the compliance costs may not be as great as previously
suggested and that the costs of continuing the exemption in relation to international
business may outweigh the compliance costs. Professor Croucher, ALRC, stated:

The costs as presented to us at the time and as analysed by our own
independent research study were not as great as were suggested, and the
international context and the standing of our business community within the
context of the European directive was such that retaining the exemption, we
thought, was not justified.'*

98  Mr Bruce Alston, Senior Legal Officer, ALRC, Committee Hansard, 25 November 2010, p. 2.
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3.97  Other submitters supported the retention of the exemption, arguing that
removal of the small business exemption would impose an additional compliance and
cost burden to small business, which is already subject to significant regulation. It was
also noted that there is provision for small businesses to opt-in to the application of
privacy legislations, and many small businesses do so. Further, the Australian Hotels
Association (AHA) supported the indexation of the current $3 million annual turnover
threshold, as fewer small businesses qualify for the exemption every year.***

3.98  The Catholic Education Office of the Archdiocese of Melbourne noted that
the small business exemption is currently inconsistently applied between Catholic
schools. They submitted that an exemption excluding application of the Privacy Act to
Catholic schools should be provided, as:

A Catholic school is not technically a 'business' in the normal commercial
sense. It does not strive to make a profit. It is supported by the considerable
voluntary efforts of the school community and the Catholic Church and
relies heavily on government funding for its revenue. The annual turnover
amount is an arbitrary sum, and in many cases the actual turnover of the
school varies from year to year, often around the exemption limit.'%°

Registered political parties

3.99 The ALRC also recommended the removal of the exemption for registered
political parties both in report and its submission to the committee. While a similar
exemption exists in the United States and Canada, registered political parties are not
exempt in the United Kingdom, New Zealand or Hong Kong.'® Professor Croucher,
ALRC, commented:

The fundamental principle is the importance of the protection of personal
information. Consistent with the very first principle identified in the
Australian Privacy Principles, the 'open and transparent management of
personal information’, there should not be an exemption of the kind that is
contemplated by the political party exemption.*”’

Employee records

3.100 Under the current Privacy Act, employee records are treated differently by
agencies and by organisations. While the existing Act does not require Government
agencies to treat employees' records any differently to other personal information,
private sector organisations are exempt from the requirements of the Privacy Act
where their acts or practices relate directly to an employee record held by the

104 Australian Hotels Association, Submission 22, p. 2; Communications Council, Submission 23,
p. 9.

105 Catholic Education Office, Archdiocese of Melbourne, Submission 35, p. 1.
106 Australian Law Reform Commission, Submission 1, pp 4-5.

107 Professor Rosalind Croucher, Australian Law Reform Commission, Committee Hansard,
25 November 2010, p. 4.
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organisation, or the employment relationship between an individual and the
organisation. The basis of the exemption of employee records in the private sector is
that the protection of such information is more properly a matter for workplace
relations legislation. %

3.101 In its submission to the committee, the ALRC again called for the removal of
the employee records exemption. The ALRC noted that ‘there is no sound policy
reason why privacy protection for employee records is available to public sector
employees but not private sector employees'. Further, as the majority of Australian
employees were employed in the private sector, the ALRC considered the exemption
resulted in ‘a significant gap in privacy regulation'.’®® This position was supported by
Privacy NSW.'

3.102 The AHA argued for the retention of the exemption, as the collection of
information about employees for purposes directly related to their employment is both
reasonable and necessary:

Practices such as surveillance measures to prevent theft or even 'mystery
shopper' activities designed to improve service standards are common
practices in the industry which require the collection of personal
information for the purposes of managing the employment relationship.
Records of discussions held with employees over performances matters
typically include personal information as defined in the Draft Principles.
The maintenance of these sorts of records are necessary under workplace
relations legislation if the employer needs to discipline or terminate the
employee. It should be mentioned that these same records are also used to
determine whether an employee is fit for promotion or an increase in
remuneration.™

Conclusion

3.103 The committee notes that Companion Guide indicates that, at this stage, the
small business exemption will be retained. Ms Joan Sheedy, Department of the Prime
Minister and Cabinet, stated that in the second stage response to the ALRC
recommendations, the Government will consider the recommendations relating to the
removal of the exemptions currently in the Act. Ms Sheedy went on to comment that
'there are no government decisions that have been taken yet in relation to those

exemptions'.'*?
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3.104 The committee considers that no further comment is required at this stage in
relation to exemptions from the Privacy Act.

Interaction with state and territory legislation

3.105 Both the Office of the Victorian Privacy Commissioner and the Health
Services Commissioner, Victoria (HSC), noted that the Companion Guide indicates
that no changes will be made to the Privacy Act provisions which preserve the effect
of any state or territory law that makes provisions about interferences with privacy, if
it is capable of operating concurrently with the existing Privacy Act. However, they
argued that this statement suggests that the approach outlined in the Companion Guide
does not reflect the ALRC review recommendations or the approach outlined in the
Government response, particularly in relation to private sector health providers.**?

3.106 While the HSC welcomed the Government's position, as it argued that the
interests of consumers and organisations can best be served by having State and
Commonwealth regulators working co-operatively, the Office of the Victorian Privacy
Commission sought clarity on this issue.’** Other submitters expressed
disappointment that the reforms had not led to a streamlining and harmonisation of
privacy law in Australia.'”® Yahoo!7, for example, commented that a level of
uncertainty had been introduced ‘as we were hoping to operate under a single unified
privacy regulation framework'.!® ADMA went further and stated that the
harmonisation:

...should not be done half heartedly and that states and territories should
not be permitted to create other, isolated privacy requirements. The benefit
to Australian business of knowing, without doubt, that all privacy
requirements are stated in a Commonwealth Privacy Act will to a large
extent be undone if this is permitted to occur.*’

Conclusion

3.107 The committee notes that it is stated in the Government response that ‘there
are clear benefits of nationally consistent privacy regulation in the private sector,
including the health sector'.**® The department also indicated that the first stage
response will create a platform from which the Commonwealth Government can

113 Office of the Victorian Privacy Commissioner, Submission 5, p. 11; Health Services
Commissioner, Victoria, Submission 26, p. 6.

114 Office of the Victorian Privacy Commissioner, Submission 5, p. 11; Health Services
Commissioner, Victoria, Submission 26, p. 6.

115 Law Council of Australia, Submission 31, p. 4.

116 Yahoo!7, Submission 20, pp 4-5.

117 Australian Direct Marketing Association, Submission 27, p. 10.

118 Australian Government, Enhancing National Privacy Protection, p. 21.
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pursue national harmonisation through discussion with state and territory
governments. Further:

All parties to those discussions will need to carefully consider what changes
are necessary to their respective privacy and information-sharing regimes to
ensure an effective harmonised system can be implemented.**°

3.108 The committee considers that the harmonisation of privacy regimes across all
jurisdictions is an important goal. However, the matters to be considered are complex
with examination of interactions with, and possible inconsistencies between,
Commonwealth and state and territory regimes requiring detailed examination.

Implementation

3.109 A number of submitters were concerned to ensure that the implementation
process for the new Privacy Act includes an appropriate transition period. It was
argued that an adequate transition period would allow for the implementation of any
necessary systems changes, staff training and updating of relevant corporate policies
required to comply with new obligations.*®® The Insurance Council of Australia, for
example, commented that the most common method of notifying insurance
policyholders of information is through the Product Disclosure Statement (PDS) that
is required under the Corporations Act 2001. The Council suggested an 18 month
transition period would allow general insurers to incorporate any required additional
notifications in their PDSs in the normal course of them being re-issued.*” Other
submitters called for a transition period of 12 or 18 months duration.

3.110 The AHA noted that following the amendments to the Privacy Act in 2001,
the private sector was granted a 12 month 'amnesty’, and submitted that a similar
transition period should be granted to the business community/entities following the
passage of these amendments.*#

3.111 Some submitters also specifically stated that requirements under the new
legislation should only be applied prospectively.'?

3.112 The AHA also suggested that an education and awareness campaign will be
required to assist acceptance and compliance with the new obligations. Such a

119 Department of the Prime Minister and Cabinet, Answers to Questions on Notice, pp 4-5.

120 Financial Services Council, Submission 34, p. 4; Australian Hotels Association, Submission 22,
p. 4; Australian Association of National Advertisers, Submission 21, p. 4; Westpac Group,
Submission 13, pp 1-2.

121 Insurance Council of Australia, Submission 17, p. 2.

122 Australian Hotels Association, Submission 22, p. 4; The Westpac Group, Submission 13, pp 1-
2; Insurance Council of Australia, Submission 17, pp 1-2.

123 Financial Services Council, Submission 34, p. 4; The Westpac Group, Submission 13, p. 2.
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campaign could be conducted by the Commonwealth in conjunction with relevant
industry associations.*®*

Conclusion

3.113 The introduction of the reformed privacy regime may require significant
change to practices and policies. The committee considers that due consideration
should be given to the provision of an adequate transition period where appropriate.
The committee further considers that the Office of the Australian Information
Commissioner should be consulted in relation to the length of time of any transition
period.

Recommendation 5

3.114 The committee recommends that the Government, in consultation with
the Office of the Australian Information Commissioner, give consideration to the
provision of a transition period for entities to fully comply with the
implementation of the new Privacy Act.

Consultation

3.115 The ALRC undertook extensive consultation during its review of privacy law
as did the Government in formulating its response to the ALRC's recommendations.
However, the committee received comments in relation to consultations during the
development of the exposure draft. The Australian Privacy Foundation (APF) for
example, expressed concern that the exposure draft details had 'not been negotiated
with a body that includes representatives of all interested parties’. The APF was of the
view that the exposure draft reflects the interests of the private sector and government
agencies.'”

3.116 The committee notes, however, that Privacy NSW and the Public Interest
Advocacy Centre indicated that they had provided submissions in response to the
Government's consultation on the Unified Privacy Principles and related matters.'?
The OPC further noted that it had provided ‘informal input' during the development of
the exposure draft of the APPs and acknowledged the constructive engagement of the
department and its effort to take account of suggestions.*’

3.117 The committee is satisfied that the department undertook adequate
consultation in relation to the APP exposure draft.

124  Australian Hotels Association, Submission 22, p. 4.

125 Australian Privacy Foundation, Submission 33, p. 1.

126 Privacy NSW, Submission 29, p. 1; Public interest Advocacy Centre, Submission 32, p. 1.
127 Office of the Privacy Commissioner, Submission 39, p. 12.






Chapter 4

Australian Privacy Principle 1-open and transparent
management of personal information

Introduction

4.1 Australian Privacy Principle 1 (APP 1) addresses open and transparent
management of personal information. The Companion Guide states that the
requirement for open and transparent management is the first APP because 'it will
emphasise that entities should first plan how they will handle personal information
before they collect and process it'. In addition, it will make sure that entities consider
their privacy obligations when planning new systems. The Companion Guide noted
that this reflects international moves towards a ‘privacy by design' approach, so that
information systems include privacy and data protection compliance from their
inception.’

Background

4.2 In its review, the Australian Law Reform Commission (ALRC) considered the
openness requirements of the privacy regime. The ALRC concluded that there should
be a discrete principle requiring an agency or organisation to operate openly and
transparently by providing general information on how it manages personal
information. It was noted that compliance with openness requirements generally
benefits the regulatory system as a whole and 'therefore, plays a key role in promoting
best practice in the handling of personal information'.? In addition, the development
and publication of privacy policies will promote accountability and increase the
transparency of the information handling practices of entities.

4.3 Although both the Information Privacy Principles (IPPs) and the National
Privacy Principles (NPPs) set out openness requirements, openness is achieved by
different regulatory mechanisms for agencies and organisations. The ALRC was of the
view that there should be one consolidated and simplified openness requirement and
stated:

The 'Openness' principle should make it clear that a Privacy Policy is the
regulatory mechanism by which agencies and organisations are to achieve
openness. Agencies and organisations should be required to set out in
Privacy Policies clearly expressed policies on their handling of personal
information.®

1 Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 9.

2 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 810.

3 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 812.
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4.4 The ALRC also considered the content of a privacy policy. While the NPPs
impose a general obligation to maintain a privacy policy document, the IPPs take a
more prescriptive approach and list specific matters to be included in the record
summarising how an agency handles personal information.* The ALRC concluded
that the essential content of a privacy policy should be expressed in high-level terms.
The ALRC was of the view that 'the central obligation should be for agencies and
organisations to set out in such a document clearly expressed policies on an agency's
or organisation's handling of personal information, including how it collects, holds,
uses and discloses personal information'. In addition, any matters required in a privacy
policy should not be regarded as being exhaustive.”

4.5 The ALRC considered specific matters to be included in a privacy policy and
recommended that the list of matters should be limited, but include the sort of
personal information held, and the purpose for which that information is held. Other
matters required in a privacy policy included the steps available to an individual to
access and correct personal information and avenues for complaint.®

4.6 The mechanisms for making privacy policies available were canvassed in the
review, with the ALRC commenting that loading policies onto websites was ‘an ideal
mechanism for making them generally available’. In addition, the ALRC
recommended that hard copies should be made available on request or in a form
accessible for those with special needs.’

4.7 The development of short form privacy notices was also examined. The
ALRC concluded that short form privacy notices serve a useful purpose and
recommended that the Office of the Privacy Commissioner (OPC) should continue to
encourage and assist entities to make these available.®

Government response

4.8 The Government accepted the ALRC's recommendations in relation to the
availability of privacy policies and the development of short form privacy notices and
accepted, with amendments, the ALRC's main recommendation in relation to a single
openness principle and the matters to be included in a privacy policy.

4 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 813.

5 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 819.

6 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 821-22.

7 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 822-25.

8 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 825-29.
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4.9

4.10

The Government response stated:

The Government agrees that organisations and agencies should consider
their personal information handling policies and practices and clearly set
these out in a Privacy Policy available to all individuals. This helps to
promote transparency in the handling of personal information, as well as
consumer control, choice and trust in how their information will be
handled.

The Government also agrees that requiring agencies and organisations to
express in their Privacy Policies how they handle personal information at
each stage of the information cycle, will encourage them to consider how
the Privacy Principles apply to their activities.®

The Government outlined the areas where it intended to make amendments to

the ALRC's recommendation as follows:

411

in order to align the Privacy Principles with the stages of the information
handling cycle, the 'openness' principle is to be the first enumerated privacy
principle;

in addition to the obligations proposed by the ALRC, the ‘openness' principle
should also require entities to take reasonable steps, having regard to the
circumstances of the agency or organisation, to develop and implement
internal policies and practices that enable compliances with the Privacy
Principles including staff training;

a general obligation to take reasonable steps to implement policies and
practices that ensure compliance with the Privacy Principles is to be included
in the openness principle in order to ensure a proactive approach to
considering information handling and privacy compliance requirements; and

the obligation to implement policies and practices to enable compliance with
the Privacy Principles is to be qualified by a 'reasonable steps' test in
recognition that ‘the appropriate steps to take will depend upon the
circumstances of each agency or organisation' thus adopting a 'risk-based
approach'.

The Government response concluded:

This additional supporting obligation to the ‘'openness’ principle would
expressly recognise what is only implicit in the existing Privacy Principles:
that agencies and organisations need to take positive steps to ensure they
comply with the Privacy Principles. However, it reflects what many
agencies and organisations currently do in practice to ensure they meet their

9

Australian Government, Enhancing National Privacy Protection: Australian Government First
Stage Response to the Australian Law Reform Commission Report 108, For Your Information:
Australian Privacy Law and Practice, October 2009, p. 48.
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obligations under the Privacy Act. It is therefore not intended to impose any
unreasonable additional burden on agencies and organisations.°

Issues

412 The ALRC, OPC, Privacy NSW and the Australian Institute of Credit
Management welcomed the positioning of the openness and transparency principle as
the first APP. Professor Rosalind Croucher, President, ALRC, commented further:

It brings it up to the front as the first principle and provides, as | described
it in the submission, a conceptual mirror to the idea of openness that is
captured in the freedom of information legislation. That is a good initiative
and we commend the introduction of the principles in that fashion.**

413  Support was expressed for the Government's aim of encouraging entities to
manage personal information openly and transparently, as well as the aim of ensuring
that entities take reasonable steps to comply with the Privacy Act and to handle
complaints. The Government's intention to ensure that entities undertake appropriate
planning prior to the point of dealing with personal information, and when planning
new information systems, was also welcomed.™® However, in order to ensure that this
was stated more clearly, the NSW Department of Justice and Attorney General
suggested that APP 1(2) be re-titled 'Planning for compliance with the Australian

Privacy Principles'.™

4.14  The committee also received submissions that did not support the notion that
the privacy obligations could, or should, be considered when entities design
information systems, that is, the 'privacy by design approach'. Microsoft commented
that 'it could be hard to read privacy by design elements into the principle as currently
worded'. Microsoft went on to state that it would be wary about trying to load this
concept into the principle as it is difficult to see how it would be defined or enforced.
In addition, it would raise 'real possibilities of inappropriate government interventions
into what should properly be business decisions'. Microsoft also pointed to comments
by European Union Data Protection Supervisor, Mr Peter Hustinx, who saw privacy
by design not as a matter of law, but something that would be achieved through the
practices of organisations. Microsoft supported this view and concluded that
legislating for privacy by design would be 'onerous, impractical and would have real

potential to stifle innovation'.**

10  Australian Government, Enhancing National Privacy Protection, pp 48-50.

11  Professor Rosalind Croucher, President, Australian Law Reform Commission, Committee
Hansard, 25 November 2010, p. 1.

12 Office of the Privacy Commissioner, Submission 39, p. 23; Privacy NSW, Submission 29, p. 3;
Australian Institute of Credit Management, Submission 8, p. 2.

13 NSW Department of Justice and Attorney General, Submission 42, p. 2.
14 Microsoft, Submission 14, p. 9.
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415 The Office of the Information Commissioner Queensland (OIC) drew
attention to the inclusion of a 'reasonable in the circumstances' test in APP 1 and
commented that it did not consider that the obligation to comply with the privacy
principles should be subject to such a test. The OIC argued that state and territory
jurisdictions, which have enacted information privacy laws, impose a mandatory
requirement to comply with the relevant privacy principles. In addition, the OIC
commented that the adaptable and flexible nature of the APPs provides sufficient
scope for entities to implement them in ways which are reasonable, based on the
circumstances and context of the entity's personal information handling. As such the
OIC recommended that the committee consider APP 1 in terms of whether or not it
would be more appropriately stated as a mandatory obligation.*

Conclusion

416  The committee considers that by placing the ‘openness’ principle as the first
APP, attention is drawn to the need to manage personal information in an open and
transparent way. The Government has included in APP 1 an obligation to develop and
implement internal policies and practices that enable compliance with the privacy
principles. This will strengthen the ‘openness' principle and encourage a proactive
approach to privacy compliance. The committee believes that by requiring the
planning of data systems to take account of privacy requirements, the handling of
personal information will be improved and individuals will be confident that entities
have taken all necessary steps to provide adequate systems to protect their personal
information. Further, the committee does not agree that the 'privacy by design'
approach will stifle innovation. Rather, as technology is advancing so rapidly, what is
regarded as 'innovation' may in fact pose significant risks to privacy, and thus privacy
obligations should be a fundamental consideration in planning information systems.

417  The committee also considers that the inclusion of a test of reasonableness
ensures that entities have flexibility in the way in which they address the obligations
under this principle and, as stated in the Government response, recognises that the
appropriate steps to take will depend upon the circumstances of each agency or
organisation. In addition, the committee notes that the Government commented in its
response to the ALRC's recommendations that:

In this way, the additional requirement adopts a risk-based approach,
whereby an agency or organisation would consider what internal practices
and policies to implement with regard to such matters as the volume of
personal information it handles, the sensitivity of that information and the
purpose for which the information is collected, used and disclosed.

In addition to considering the level of risk in their information handling
needs and practices, agencies and organisations would also consider what is
reasonable for them to do with regard to their size and available resources,

15  Office of the Information Commissioner Queensland, Submission 18, p. 2.
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the type of functions or activities they undertake, and the extent to which
they have already established internal policies and practices.*®

4.18  The committee concurs with this approach.
Structure and terminology

4,19  Submitters commented on the structure of, and the terminology used in,
APP 1. The Law Institute of Victoria (LIV) suggested that, to ensure consistency with
APP 1(3) which requires an entity to have 'up-to-date policy' on the management of
personal information, APP 1(2) should be amended to read ‘implement and review

practices"."’

420 The Law Council of Australia (LCA) commented on the terms used in
APP 1(2)(a). First, the LCA was concerned about the strength and the mandatory
nature of the language used. Secondly, the LCA noted that APP 1(2)(a) requires an
entity to take 'such steps as are reasonable in the circumstances to implement
practices, procedures and systems that will ensure that the entity complies with the
Australian Privacy Principles'. The LCA suggested that it is not possible for ‘practices,
procedures and systems' to ensure compliance with the APPs. In order to address this
matter, the LCA suggested replacing the word ‘will ensure' with words such as ‘have

the primary purpose of promoting compliance'.*®

4.21  The department responded to the LCA's comments and stated that, by
including the 'will ensure' formula, the Government has gone further than the ALRC
recommendation 'in requiring agencies and organisations not only to create and
maintain a privacy policy but to also demonstrate that they have taken reasonable
steps to comply with both the privacy principles and their own privacy policy'.

4.22  The department went on to state that the term the 'primary purpose of
promoting' provides for a different requirement than the term ‘will ensure'. The
department argued that the terms of APP 1(2)(a) provide a clear requirement for
entities to have practices, procedures and systems that will ensure compliance with the
APPs. The term suggested by the LCA was seen as a lesser obligation and 'is not
consistent with the Government's approach of promoting high standards of
compliance that will require entities to consider how the principles apply to their own
circumstances and what steps it should take to implement appropriate policies and
practices'. The department concluded that:

It was the Government's intention for the compliance standards on agencies
and organisations to be sufficiently high to enhance privacy protections.

16  Australian Government, Enhancing National Privacy Protection, p. 50.
17 Law Institute of Victoria, Submission 36, p. 4.
18  Law Council of Australia, Submission 31, p. 4.
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The 'will ensure' obligation was included so that privacy protections are
built into the design of an entity’s system and not 'bolted on' afterwards.®

4.23  Microsoft put the view that APP 1(2) is redundant. Microsoft noted that
section 16A of the Privacy Act 1988 provides that ‘an organisation must not do an act,
or engage in a practice, that breaches a National Privacy Principle'. If, it was argued, a
modified version of section 16A is to be enacted to prohibit breaches of the APPs,
regulated entities will be required to take steps to comply with the APPs and thus
APP 1(2) is redundant. Microsoft concluded:

If APP [1(2)] was enacted as proposed, it would be possible for an entity to
be liable for breaching APP [1(2)] simply because it had not prepared a
document that described the procedures it would take with the objective of
ensuring compliance with the remainder of the APPs. This would be so
even if there had been no breach by the entity of any of the substantive
APPs...

We just do not believe that APP [1(2)] will assist individuals whose privacy
is at risk of being interfered with - they will have remedies if and when a
breach of the substantive principles occurs. In a case involving serious and
systematic breaches of the APPs, a court has power under section 98 of the
Privacy Act to require an entity to take positive steps to prevent future
breaches. This power would likely extend to introducing a compliance
program - similar orders are commonly made at the request of the ACCC in
cases involving contraventions of the Trade Practices Act.”’

4.24  The OPC also commented on the complexity of the term 'steps as are
reasonable in the circumstance’ used in APP 1 and other APPs.?! The committee has
addressed these comments in its discussion on the complexity of the APPs in
chapter 3.

Privacy policy requirements

4.25  APP 1 also sets out the requirements for an entity's privacy policy: first, that it
must be clearly expressed and up-to-date (APP 1(3)); and secondly, that it must
contain certain information (APP 1(4)). These provisions were supported by the
Health Services Commissioner, Victoria, who noted that the provisions of APP 1 go
further than the existing provisions in the Privacy Act and the equivalent provisions in
the Victorian Health Records Act.?? Similarly, the Office of the Victorian Privacy
Commission supported the more prescriptive nature of APP 1 as ‘it will better allow

individuals to identify precisely how entities intend to handle personal information’.®

19  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 6.
20  Microsoft, Submission 14, p. 9.

21  Office of the Privacy Commissioner, Submission 39, p. 23.

22 Health Services Commissioner, Victoria, Submission 26, p. 2.

23  Office of the Victorian Privacy Commissioner, Submission 5, p. 3
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4.26  The committee received comments suggesting improvements to the privacy
policy provisions. Professor Graham Greenleaf and Mr Nigel Waters, in their joint
submission, commented on the need to make the list of matters to be included in an
entity's privacy policy more consistent with the list of matters to be notified when
collecting personal information under APP 5. For example, APP 1(4) requires
information about how an individual may access information (d) and complain (e), but
not 'identity and contact details' (APP 5(2)(a)).%

4.27  The NSW Department of Justice and Attorney General suggested that privacy
policies should also provide some description of the individuals or entities who are
likely to receive personal information and commented that ‘this is crucial in terms of
giving members of the public a real picture of how personal information is handled
and to answer the question: "who are they giving it to?"." It was argued that such a
requirement would complement the obligations under the disclosure principle
(APP 5(f)).%

4.28  Other submitters, however, raised a range of concerns about the prescriptive
nature of the information to be included in an entity's privacy policy. For example, the
LCA suggested that the privacy policy should only be required to contain ‘reasonable
information' or 'general information' about the various matters listed.?

429 The Australian Finance Conference (AFC) also commented that the
prescriptive approach was at odds with the objective of providing high level principles
and recommended that APP 1(4) be omitted entirely. Both the Australian Association
of National Advertisers (AANA) and AFC recommended that the guidance on content
of privacy policies be left to the Australian Information Commissioner.?” Similarly,
the AANA submitted that the provisions in relation to privacy policies be limited to
core information requirements and that guidance, as is currently the case, be
developed to assist entities in meeting their obligations.?

4.30 Microsoft's comments concerning APP 1(4) were based on ‘evidence that
individuals can be overwhelmed but not enlightened by long privacy policies or
disclosure statements, even where intended to allow informed consent'. Microsoft
submitted that layered privacy notices were one way of improving understanding of
privacy policies by providing clear and concise summaries with links to the full
privacy statement for those interested in more detailed information. Microsoft
suggested APP 1(3)-1(6) (and APP5) be streamlined by focusing on identifying
transparency objectives. Organisations could then choose how best to communicate
with individuals to meet these objectives in an effective and cost efficient way.

24 Professor G Greenleaf & Mr N Waters, Submission 25, p. 5.

25  NSW Department of Justice and Attorney General, Submission 42, p. 2.
26 Law Council of Australia, Submission 33, p. 4.

27  Australian Finance Conference, Submission 12, p. 3.

28  Australian Association of National Advertisers, Submission 21, p. 6.
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Microsoft concluded that 'this would help reduce the compliance burden on

organisations and reduce the load on individuals'.?

4.31 A range of comments were received in relation to APP 1(4)(g) which requires
that if an entity is likely to disclose personal information to overseas recipients, the
entity's privacy policy must, if it is practicable to do so, contain the countries in which
such recipients are likely to be located. The inclusion of this requirement was
supported by Privacy NSW.* In addition, Professor Greenleaf and Mr Waters argued
that the inclusion of the term 'if it is practicable to specify those countries' provided a
far too subjective qualification, and 'is likely to lead to many entities not including this
important information’. It was suggested that entities, which do not include this
information, be required to give an explanation as to why countries were not specified
in the privacy policy.™

4.32  Other submitters did not support the inclusion of the obligation under
APP 1(4)(g). It was argued that to comply with the obligation was impractical,
onerous and costly.** Submitters, for example, Yahoo!7 and the Australian Bankers'
Association (ABA), commented on the obligations imposed by APP 1(4)(g) for those
entities which use overseas servers and cloud computing. It was argued that it was
impractical to list all countries, with the ABA noting that banks do not control the
location of an overseas server and the server's location may change without the bank's
knowledge. The ABA argued that to keep track of these changes, and to continuously
update privacy policies, would be onerous and costly.*

4.33  The ABA also suggested that APP 1(4)(g) may lead to an individual drawing
an incorrect inference that a country named as the location of the intended overseas
recipient is not to be trusted with the personal information and 'this would be an

unfortunate signal for Australia's law to send internationally’.>*

4.34 A number of suggestions to address concerns with APP 1(4)(g) were put to
the committee. Yahoo!7 favoured a simple disclosure obligation which referred to
international data transfer and backup more generally.*® However, Telstra suggested
that the use of very broad references and catch-alls in a privacy notice would diminish

29  Microsoft, Submission 14, pp 9-11.

30  Privacy NSW, Submission 29, p. 3.

31  Professor G Greenleaf & Mr N Waters, Submission 25, p. 5; Attachment 1, p. 4.
32 See for example, Australian Bankers' Association, Submission 15, p. 3.

33 Australian Bankers' Association, Submission 15, p. 3; see also Telstra Corporation Ltd,
Submission 19, p.1.

34  Australian Bankers' Association, Submission 15, p. 3.
35  Yahoo!7, Submission 20, p. 1.
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the value of providing the information and may lead to confusion. Thus, Telstra
argued that APP 1(4)(g) should be omitted.*®

4.35 The ABA suggested the addition of the words 'reasonable and' before the
word 'practicable’ to take into account potential volatility in the location of servers in
other countries.*” A number of submitters suggested that as APP 8 deals specifically
with cross-border disclosure of personal information APP 1(4)(g) is irrelevant.®

4.36  Again, concerns were raised that consumers would not be assisted by long and
complex information, specifically in relation to APP 1(4)(f) and (g). Privacy Law
Consulting was also of the view that there may be limited benefit to consumers of the
provisions as ‘'they do not result in consumers being provided with a level of
information that will enable them to properly consider privacy issues associated with
the overseas disclosure'.®® The AANA also commented that APP 1(4)(f) and (g) ‘are
unnecessary and not useful information to an individual'. Rather, the AANA submitted
that 'the intent of these provisions is to alert individuals that an overseas recipient may

not be subject to privacy legislation similar to that of Australia’.*

4.37  Privacy Law Consulting voiced concern with the requirement of APP (4)(f)
and (g) in relation to the disclosure of commercially confidential information and
stated that these obligations may result in the disclosure of details about an
organisation's operational arrangements and ‘inner-workings'. Privacy Law Consulting
gave the example of the outsourcing of back-office functions such as accounts or
dictation transcription and noted that such information is not normally made public.**

Conclusion

4.38  The committee considers that there are benefits in including in the APPs a list
of requirements for privacy policies: it helps to promote transparency; provides
consumers with a clear indication of what must be included in a privacy policy; and
by having to provide clear privacy policies, entities will be required to examine how
they handle personal information at each stage of the information cycle.

4.39  While the committee acknowledges concerns that such an approach may
compromise the aim of high-level principles in the Privacy Act and that consumers do
not always comprehend overly long privacy policies, the committee considers that the
benefits to transparency and overall compliance with the privacy principles outweigh

36  Telstra Corporation Ltd, Submission 19, p.1.
37  Australian Bankers' Association, Submission 15, p. 3.

38  National Australia Bank, Submission 2, p. 2; Australian Bankers' Association, Submission 15,
p. 3.

39  Privacy Law Consulting, Submission 24, p. 1.
40  Australian Association of National Advertisers, Submission 21, p. 6.
41  Privacy Law Consulting, Submission 24, p. 1.
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these concerns. The committee considers it is important that the principle provides for
the minimum amount of information that is required in a privacy policy and makes it
clear that it is not exhaustive and that further information must be included as the
particular circumstances of the entity require. On balance, the committee therefore
supports the inclusion of the matters to be addressed by a privacy policy within the
body of the principle. The committee also notes that the Government encourages the
Office of the Australian Information Commissioner to provide guidance in this matter.

4.40 Inrelation to APP 1(4)(g), the committee considers that many consumers have
concerns about the transfer of personal information overseas and that this practice is
increasing as technology changes and global markets expand. The committee
therefore believes that privacy policies should include information if an entity is likely
to disclose personal information to an overseas entity and the countries in which such
recipients are likely to be located. The committee notes that APP 1(4)(g) contains the
proviso that 'if it is practicable to specify those countries in the privacy policy'. The
committee considers that this provides sufficient flexibility to address concerns raised
by Yahoo!7 and the Australian Bankers Association.

Availability of privacy policy

441 Both the NSW Department of Justice and Attorney General and Professor
Greenleaf and Mr Waters commented that the proposal that an entity's privacy policy
need only be made available ‘in such form as is appropriate’ (APP 1(5)(b)) was
different to the ALRC's recommendation that access must be provided ‘electronically’.
Professor Greenleaf and Mr Waters argued that the proposed provision was both
weaker and inferior and went on to argue that the requirement in APP 1(6) for entities
to respond to an individual's request for the policy in 'a particular form' is only a
partial and relatively weak substitute.*> The NSW Department of Justice and Attorney
General commented that:

In the interests of transparency and accountability, APP1 could explicitly
state that entities should take reasonable steps to make the policy available
electronically. In practice, this will most likely result in policies being
posted on the websites of entities that have them. This is likely to be the
first place members of the public will look for privacy policies and it may
be appropriate to make explicit the requirement to make them available in
this manner.®

4.42  The department responded to concerns about APP 1(5) and stated that it
believed that an absolute requirement to provide the privacy policy electronically
would be a significant burden on organisations without a website or means to
otherwise produce an electronic copy. The department went on to state that
APP 1(5)(b) puts agencies and organisations under an obligation to provide an
appropriate copy of their privacy policy in a way which is reasonable in all the

42 Professor G Greenleaf & Mr N Waters, Submission 25, p. 6.
43 NSW Department of Justice and Attorney General, Submission 42, p. 2.
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circumstances, having regard to the agencies' or organisations' functions, types of
business and restrictions. It also addresses issues around accessibility; for example,
clients of some entities may not have computers and therefore are unable to
electronically access privacy policies. The department concluded that, as a
consequence, there should be the option available of providing the policy in any other
appropriate format.**

4.43  Professor Greenleaf and Mr Waters also suggested that it was undesirable for
APP 1(6) to apply only to requests from individuals as often organisations such as
NGOs and the media may seek access to privacy policies, and this should be expressly
accommodated.® In response to this suggestion, the department stated the provision is
based on ALRC recommendation 24-2, which also uses the terminology 'individual'.
While there is no definition for ‘individual' in either the APPs or the ALRC Report,
paragraph 22(1)(aa) of the Acts Interpretations Act defines an ‘individual' as a 'natural
person'. The department went on to state that there is nothing preventing an individual
within an organisation, or the media, from making the request and concluded:

Therefore, in practice, there should be no foreseeable problem in media or
organisations gaining access to relevant documents containing the Privacy
Policies of an agency or organisation.

It is not the Government's intention to prevent organisations from making
requests for an entity's privacy policy. Therefore, the Department will
consider the Senate Committee's recommendations on this issue, including
suggestions for improving clarity on this issue.“°

Conclusion

4.44  The committee considers the requirement for an entity to make its privacy
policy available 'in such form as appropriate’ should be further clarified by the
inclusion of a note at the end of APP 5 indicating that the form as is appropriate will
usually be an online privacy policy. In relation to concerns about access to privacy
policies by organisations including the media, the committee does not believe that an
entity would deny access through a narrow reading of the provisions of APP 1(6).
However, to ensure that the intent of the provision is clear, the committee considers
that the provision be re-drafted to clarify that privacy policies must be available to
both individuals and entities.

Recommendation 6

445 The committee recommends that a note be added at the end of APP 1(5)
which indicates that the form of an entity’s privacy policy ‘as is appropriate’ will
usually be an online privacy policy.

44 Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 6.
45  Professor G Greenleaf & Mr N Waters, Submission 25, p. 6.
46  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 7.



Chapter 5

Australian Privacy Principle 2—anonymity and
pseudonymity

Introduction

5.1 Australian Privacy Principle 2 (APP 2) ensures that individuals are permitted
to interact with entities while not identifying themselves, or by using a pseudonym.
The Companion Guide states that APP 2 emphasises the importance of first
considering whether it is necessary to collect personal information at all. By doing so,
privacy protection to individuals is improved as it prevents an entity from collecting
personal information if it is not needed by the entity. APP 2 recognises that there are
some instances where the entity is not necessarily interested in the identity of the
individual but rather that the credentials of the individual have been sufficiently
established for the purpose of the transaction.

5.2 Entities will only be required to comply with APP 2 where it is lawful to do
so. If a law requires the individual to identify him/herself to the entity, then it is not
lawful and practicable for them to interact anonymously or pseudonymously.

5.3 The Companion Guide indicates that the Australian Information
Commissioner will be ‘encouraged to provide guidance on the principle, including on
the types of circumstances in which it will not be lawful or practicable to provide this
option".

Background

54 National Privacy Principle 8 (NPP 8) requires that private sector organisations
provide an opportunity to individuals, where lawful and practicable, to interact on an
anonymous basis when a transaction is taking place. The Australian Law Reform
Commission (ALRC) stated that this right 'is designed to give individuals, where
appropriate, greater control over how much personal information they wish to reveal
to organisations with which they are dealing'. In addition, it allows an individual,
where applicable, to provide highly personal or intimate information to an entity with
a minimal risk to having their identity traced or revealed.?

55 There is no comparable anonymity principle in the Information Privacy
Principles although the privacy legislation of some state jurisdictions (Victoria,

1 Australian Government, Companion Guide, Australian Privacy Principles, June 2010, pp 9-10.

2 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 689.
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Tasmania and the Northern Territory) contain an anonymity principle that is
applicable to public sector bodies.*

5.6 Both submitters to the Senate Legal and Constitutional Affairs References
Committee 2005 inquiry into the Privacy Act 1988 and the ALRC review called for
the strengthening of the anonymity provisions in privacy legislation.*

5.7 In its submission to the Legal and Constitutional Affairs Committee, the
Australian Privacy Foundation (APF) commented that the provision had failed to live
up to its potential as a significant protection device, due partly to inadequate
promotion and enforcement. It was noted that NPP 8 needed to be implemented at the
design stage of initiatives so that claims of ‘impracticability’ could not be used for not
offering an anonymous option. The APF also recommended a pseudonymous option
as the next best practice where anonymity is either impracticable or unlawful.’

5.8 The ALCR review focussed on:

. whether the anonymity principle should be extended to public sector agencies;
. whether pseudonymity should be included in the principle; and
. what should be contained in the model Unified Privacy Principle (UPP).

5.9 The ALRC formed the view that the anonymity principle should be extended
to public sector agencies. In coming to this view, the ALRC commented that an
anonymity principle ‘encourages agencies and organisations to consider the
fundamental question of whether they need to collect personal information at all and
to design their systems accordingly'. In addition, the ALRC argued that an option for
dealing with agencies anonymously may potentially give rise to significant public
policy benefits, for example, by encouraging individuals to seek medical or other
assistance from agencies when they may not have been inclined to do so if they were
required to identify themselves.®

5.10 The ALRC reported that during its review, the addition of a pseudonymity
option was generally supported, particularly in the online environment. The ALRC
therefore recommended that the anonymity principle should provide for
pseudonymous transactions. The ALRC commented:

3 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 690.

4 Senate Legal and Constitutional Affairs References Committee, Inquiry into the Privacy Act
1988, Electronic Frontiers Australia, Submission 17, p. 44; Australian Privacy Foundation,
Submission 32, p. 17.

5 Senate Legal and Constitutional Affairs References Committee, Inquiry into the Privacy Act
1988, Australian Privacy Foundation, Submission 32, p. 17.

6 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 693.
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This provides a more flexible application of the principle, by covering the
situation where it would be impracticable or unlawful for an individual to
transact anonymously but where these barriers would be overcome if the
individual were to transact pseudonymously with an agency or organisation.
An extension of the principle to encompass pseudonymous transactions will
also encourage agencies and organisations to incorporate into their systems
privacy-enhancing technologies that facilitate pseudonymous interactions in
an online environment.’

511 The ALRC saw the anonymity option being available in instances where an
entity did not need to contact the individual in the future. Where some form of
identifier is required, but need not be personal information, pseudonymity is likely to
be appropriate.

5.12 The ALRC noted that there was widespread concern about the practical
application on the anonymity and pseudonymity principle which ranged from conflict
with legislative requirements on an organisation to retain identifying information, to
possible misuse of the 'practicable’ element to avoid the principle completely.® The
ALRC was of the view that the best way to address these concerns was to clarify the
principle by using ‘interacting' with an entity rather than 'transacting' as contained in
NPP 8. The ALRC was also of the view that additional certainty was needed for the
'lawful and practicable’ requirements.®

5.13 It was also the ALRC's view that agencies and organisations need to give a
‘clear’ option to interact anonymously or pseudonymously as this 'represents an
appropriate balance between the interest in making individuals aware of their option to
not identify themselves, or identify themselves pseudonymously, and the need to limit
the cost of compliance for agencies and organisations'.® The ALRC also stated that
the onus should be on agencies and organisation to give individuals options to interact
anonymously and pseudonymously.™

5.14 In relation to guidance, the ALRC recommended that the Office of the
Privacy Commissioner (OPC) should develop and publish guidance on:

7 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 696.

8 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 696—700.

9 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 700-701.

10  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 705.

11 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 706.
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(@ when it is and is not 'lawful and practicable’ to give individuals the
option to interact anonymously or pseudonymously with agencies or
organisations;

(b) what is involved in providing a 'clear option' to interact anonymously or
pseudonymously; and

(c) the difference between providing individuals with the option to interact
anonymously and pseudonymously.*?

Government response

5.15 The Government accepted both ALRC recommendations in relation to
anonymity and pseudonymity. The Government response stated that anonymity and
pseudonymity, limited to where lawful and practicable, are 'an effective way to protect
individuals' privacy by ensuring that personal information is only collected where
necessary'. In addition, the Government response stated that guidance on the issue will
be very important in explaining that the right to interact anonymously or
pseudonymously is limited to where it is lawful and practicable in the circumstances.
The response also noted that it would be a decision for the Privacy Commissioner to
provide guidance.®™

Issues

5.16  This principle was generally welcomed by submitters.’* The Office of the
Victorian Privacy Commissioner noted the benefits of an individual having the option
to interact anonymously or pseudonymously with an entity and stated:

Where an organisation allows individuals to transact anonymously, the
benefits are mutual. The individual transacts without giving up any control
over his or her personal information. The entity will not incur any of the
obligations that follow from collection of personal information under the
other APPs...Providing an anonymity option is also consistent with the
principle that an organisation or agency should not collect personal
information unless this is necessary for one or more of its functions or
activities."

5.17  The Communications Council stated that APP 2 would significantly impact on
the way in which entities interact with individuals, particularly in the online

12 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 708.

13 Australian Government, Enhancing National Privacy Protection: Australian Government First
Stage Response to the Australian Law Reform Commission Report 108, For Your Information:
Australian Privacy Law and Practice, October 2009, p. 39.

14  See for example, Health Services Commissioner, Victoria, Submission 26, p. 2; Privacy NSW,
Submission 29, p. 3; Internet Society of Australia, Submission 41, p. 2.

15  Office of the Victorian Privacy Commissioner, Submission 5, pp 3-4.
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environment. The Council noted that entities will need to first consider whether it is
necessary to collect personal information and 'this is likely to call into review, and
ultimately limit, the circumstances in which entities can request personal information

from individuals'.®

5.18 Abacus Australian Mutuals and the Australian Bankers' Association also
supported APP 2 as it was seen as providing greater clarity to financial institutions
when they decline customers' requests to undertake transactions anonymously or
pseudonymously because of obligations under anti-money laundering and counter
terrorism laws.'” The Internet Society of Australia (isoc-au) commented that
increasingly, individuals must complete ‘required information fields' on a website
before they will be provided with information or before a transaction is finalised. A
provision allowing for pseudonymity ensures that transactions can be completed
without unnecessary personal information being provided.*®

Structure and terminology

5.19 In relation to APP 2, Qantas commented that it replaced NPP 8 which, it
contended, used much simpler language. Qantas concluded that it was difficult to see
why it was necessary to replace NPP 8 when the meaning is unchanged.®

Provision of a ‘clear option’

520 There was concern amongst some submitters that, contrary to the ALRC's
recommendation and the Government response, APP 2 did not provide a ‘clear option’
for individuals to interact anonymously or pseudonymously where it is ‘lawful and
practicable in the circumstances.?® There were two matters raised: first, that APP 2
could be read as only requiring either the option of anonymity or pseudonymity, not
both; and secondly, that the exceptions in APP 2(2) could be used to undermine the
intent of the principle.

521  Submitters commented that APP 2 should be drafted to ensure that both
options be available. The NSW Department of Justice and Attorney General stated
that clarity could be gained by replacing the term 'or' with the term 'and'. However, it
further commented that if one option is not practicable, there could be an exception
from the requirements.”

16  The Communications Council, Submission 23, p. 9.

17 Abacus Australian Mutuals, Submission 7, p. 1; Australian Bankers' Association, Submission
15, p. 4.

18 Internet Society of Australia, Submission 41, p. 2.

19  Qantas, Submission 38, p. 3.

20  Office of the Privacy Commissioner, Submission 39, p. 24.

21 NSW Department of Justice and Attorney General, Submission 42, p. 3.
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522  Professor Graham Greenleaf and Mr Nigel Waters also argued that the
wording of APP 2 may allow entities to offer only pseudonymity rather than
anonymity or pseudonymity. Professor Greenleaf and Mr Waters submitted an
amendment to APP 2 which they considered would overcome these identified
weaknesses:

After APP 2(1) insert:

Where subsection (1) does not apply, an individual must have the option of
using a pseudonym unless it is impractical for an entity to deal with
individuals who use a pseudonym;?

5.23  The exceptions to the principle are provided in APP 2(2). The OPC pointed to
the provisions in APP 2(2)(a) that allowed entities not to offer an option if they are
'required or authorised by or under an Australian law, or an order of a court or
tribunal, to deal with individuals who have identified themselves'. The OPC argued
that as the 'authorisation is not tied to the particular circumstances', it may mean the
exception is unnecessarily broad.

5.24  The OPC pointed to the case where an entity may be required to deal with
identified individuals only in certain instances and not in others; for example, service
delivery agencies which make payments on an identified basis, but may provide other
information or services anonymously, including online. The exception under
APP 2(2)(a) should only apply to the transaction if there is a legal requirement for
identification for that transaction. However, the OPC argued that the wording of draft
APP 2 'might be seen as exempting an entity from giving these options if it is
“required or authorised" to identify individuals in any context'.?

5.25 The OPC put forward three options for consideration by the committee:

a. adopt the phrase 'where lawful and practicable’ in APP 2, as in ALRC
recommendation 20-1;

b. limit the exception in APP2(2)(a) to where the legal requirement or
authorisation applies in the circumstances of the individual's transaction; or

c. clarify and limit the breadth of the 'required or authorised by law' exception in
explanatory material for this principle.
The OPC saw options A and B as being stronger than option C.%*

5.26  Professor Greenleaf and Mr Waters put a similar view and commented that
the re-wording of the exception had weakened the principle as it had moved away
from NPP 8's positive formulation of ‘wherever...lawful and practicable’ and had

22 Professor G Greenleaf & Mr N Waters, Submission 25, Attachment 1, p. 3.
23  Office of the Privacy Commissioner, Submission 39, p. 24.
24  Office of the Privacy Commissioner, Submission 39, p. 25.
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made it less clear that the exception applies only to those matters where identification
is required by law.?

5.27  APP 2(2)(b) provides that if it is impracticable for an entity to deal with an
individual who has not identified themselves, the entity need not provide an option of
anonymity or pseudonymity. The Law Institute of Victoria (LIV) submitted that this
provision is overly broad and may enable entities to circumvent APP 2(1). The isoc-au
also argued that the test of 'impracticability’ undermined this principle. For example,
an entity may argue that it is impractical to change the information fields required for
transactions online, but if that information was not reasonably necessary to the
information to be provided, or the transaction to be completed, it should not have been
required in the first place.?®

528 In order to ensure compliance with APP 2, the LIV recommended that
'impracticable’ be defined in guidance notes 'with a view to ensuring that practicability
is relevant to the service or goods that the individual seeks to access'. The LIV also
suggested that to improve transparency, the privacy policy of entities which wish to
rely on APP 2(2)(b), and claim that it is impracticable to deal with individuals who do
not identify themselves, address this issue. Alternatively, an entity should make a
specific statement to individuals when personal information is sought.”” The isoc-au
recommended that APP 2 be amended so that the exemption to the principle of
anonymity and pseudonymity be only allowed if the collection of personal
information is reasonably necessary for one of the entity's functions or activities.?

5.29  Submitters noted that the ALRC recommended that the OPC provide guidance
on the principle and that the Companion Guide stated that the Commissioner will be
encouraged to provide guidance, ‘including on the types of circumstances in which it
will not be lawful or practicable to provide this option'.?> NSW Department of Justice
and Attorney General stated that:

Guidelines on the circumstances in which compliance is to be considered
impracticable under APP2 should set out matters to be considered in
deciding whether compliance is practicable. They could make clear, for
example, as suggested by the ALRC, that anonymity or pseudonymity
generally will not be lawful in the provision of government benefits. It will
be important that States are consulted on the content of any such
Guidelines.*

25  Professor G Greenleaf & Mr N Waters, Submission 25, p. 6; see also Dr Colin Bennett,
Submission 11, p. 2.

26  Internet Society of Australia, Submission 41, p. 3.

27  Law Institute Victoria, Submission 36, p. 4.

28 Internet Society of Australia, Submission 41, p. 3.

29  Australian Government, Companion Guide, Australian Privacy Principles, June 2010, pp 9-10.
30  NSW Department of Justice and Attorney General, Submission 42, p. 3.
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530 The Department of the Prime Minister and Cabinet (the department)
responded to concerns about the provision of a clear option of anonymity and
pseudonymity. The department noted that the ‘required or authorised' by law exception
has been added into every APP. Although the ALRC report did not recommend this
exception in relation to the option to interact anonymously or pseudonymously, the
department commented that this ‘is part of the broader policy of clarifying the
operation of that exception'.

5.31  The department also commented on the concern raised by the OPC in relation
to the potential for an entity relying on the lawfulness of requiring identification in
one instance (for example, providing credit card information for e-commerce
purposes), to require the individual to identify themselves when dealing with the
entity in another instance. The department stated that ‘there is nothing expressly
included in the provision to broaden the scope of the exception in that way".

5.32 The department went on to note that the ALRC examined the existing
'required or authorised by or under law' exceptions in the Privacy Act and noted
generally the need for clarity about the meaning of that expression. As a result, the
ALRC recommended that the OPC should develop and publish guidance to clarify
when an act or practice will be required or authorised by or under law. The department
concluded that ‘although it is a matter for the AIC, the Department believes that the

issue raised by the OPC could be included in those guidelines'.*"

The online environment

533 Some submitters commented on the impact of APP2 in the online
environment. Yahoo!7 argued that APP 2 was a 'one size fits all' solution that does not
recognise the diverse range of interactions taking place online and that 'context needs
to dictate the appropriateness of allowing users to engage anonymously or to interact
pseudonymously within these services'. In particular, Yahoo!7 raised concerns about
the need to ensure that users are accountable for the use of online services. For this
reason, while offering users the ability to interact with other users under a
pseudonymous screen name, users are required to register and provide data so that
terms of use can be enforced. Yahoo!7 also noted that this data was used by law
enforcement agencies when investigating crimes that involve online services.*

5.34  Inresponse to Yahoo!7's comments, the department stated it:

...believes the use of pseudonyms is sufficient to (a) distinguish one
individual from another or (b) maintain a transaction history about a person,
without retaining a record of their identity. This could be used for agencies
or organisations that need this information but do not need to necessarily
identify an individual. In developing a framework for the protection of
personal information, a key element is whether an agency or organisation

31  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 8.
32 Yahoo!7, Submission 20, p. 2.
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needs to collect any personal information (at all) about an individual in
order to undertake its functions or interact with the individual. The standard
by which agencies or organisations can determine whether personal
information is needed should be based on whether it is lawful and practical
to interact on an anonymous or pseudonymous basis.

Therefore, if it is unlawful or impracticable for a service provider (such as
Yahoo!7) to deal with individuals with anonymity or pseudonymity they
would fall under the exception in APP 2(2)(a) and (b). In the cases
identified by Yahoo!7 as requiring the collection of identification
information (i.e. ecommerce websites authenticating identification for credit
card purposes; assisting law enforcement agencies to investigate a crime;
registering users for particular core services so that the terms of use of the
service can be enforced), the Department's view is that these are likely to
come within the exception.*

Conclusions

5.35  The committee considers that the provision of the option to deal with entities
anonymously and pseudonymously is a positive addition to the privacy regime.
However, the committee is concerned that a number of submitters were of the view
that APP 2 does not provide a clear option of both anonymous and pseudonymous
interactions, unless a listed exception applies; and that the provisions may be broadly
interpreted so that an entity can extend the application of the ‘required by law'
exception inappropriately.

5.36  The committee has considered the department's response to these matters and
notes the explanation provided in relation to the 'required by law' exception. However,
given the concerns raised by the OPC and other submitters in relation to this
exception, the committee believes that further consideration should be given to the
wording of APP 2(2)(a) to ensure that the exception cannot be applied inappropriately.

Recommendation 7

537 The committee recommends that the wording of APP 2(2)(a) be
reconsidered to ensure that the exception to the anonymity and pseudonymity
principle cannot be applied inappropriately.

5.38 In relation to comments about the application of APP2 in the online
environment, the committee considers that the provision of options for dealing with
entities anonymously and pseudonymously is a positive development. All too
frequently it appears that unnecessary personal information is collected in the online
environment. The application of these provisions will ensure that entities consider
carefully their information requirements when interacting with individuals. The
committee further considers that the exceptions provided in APP 2(2) provide entities
with sufficient flexibility in this area.

33  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 7.






Chapter 6

Australian Privacy Principle 3—collection of solicited
personal information

Introduction

6.1 Australian Privacy Principle 3 (APP 3) deals with the collection of solicited
personal information including sensitive information. The Companion Guide notes
that personal information should only be collected where it is necessary for, or directly
related to, one or more of the entity's functions or activities (the functions test). It also
provides that an entity must collect information directly from an individual unless it is
unreasonable, or impracticable, to do so. If the personal information is sensitive
information, the individual must also consent to the collection.®

6.2 However, APP 3 provides for a number of exemptions on public interest
grounds. These exemptions included exemptions based on National Privacy
Principle 10.1 and a number of new provisions. The new provisions reflect the
application of this principle to both agencies and organisations.

Background

6.3 Information Privacy Principles (IPPs) 1-3 cover the collection of personal
information by agencies. Personal information is not to be collected by agencies
unless the purpose is lawful and directly related to the functions or activities of the
collector and the collection is necessary. Agencies are to take reasonable steps to
ensure that the individual is aware of, among other things, the purpose for which the
information is collected and that the information collected is relevant, up-to-date and
complete and the collection does not intrude unreasonably on the individual's personal
affairs.? The IPPs do not regulate the collection of sensitive information separately
from other forms of personal information.

6.4 National Privacy Principles (NPPs) provide that an organisation may only
collect personal information that is necessary for its functions or activities; and by
lawful and fair means. Organisations are to take reasonable steps to ensure that the
individual is aware of certain matters including that he or she can access the
information. In addition, the collection may be from the individual, if it is reasonable
and practicable to do so, or from someone else if reasonable steps are taken to ensure
that the individual is aware of certain matters except in the case where making the

1 Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 10.

2 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 710-11.
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individual aware would pose a serious threat to anyone's life or health.* In relation to
sensitive information, the NPPs prohibit the collection of sensitive information except
in certain circumstances including that the individual has consented and the collection
Is required by law. In addition, non-profit organisations are permitted to collect
sensitive personal information in certain circumstances.*

6.5 The ALRC noted that neither the IPPs nor NPPs require that an individual
give his or her consent before an agency or organisation is permitted to collect the
individual's personal information.

6.6 The ALRC's review canvassed the issue of collection of personal information
directly from an individual, where reasonable and practicable to do so. The ALRC
concluded that both agencies and organisations should only collect information from
the individual to whom the information relates, where it is reasonable and practicable
to do so, and noted that 'such a requirement will increase the likelihood that personal
information collected will be accurate, relevant, complete and up-to-date. It also gives
individuals an opportunity to participate in the collection process'.” The ALRC was of
the view that the 'reasonable and practicable’ requirement would not limit the coercive
information gathering powers of agencies or the exercise of their intelligence,
investigative and compliance functions. However, the ALRC recommended that the
Office of the Privacy Commissioner (OPC) develop and publish guidance to clarify
when it would not be reasonable or practicable to collect personal information only
from the individual concerned.®

6.7 The ALRC's consideration of the collection of sensitive personal information
focused on whether agencies should also be subject to restrictions in collecting
sensitive information. The ALRC concluded that there were strong policy reasons to
extend restrictions on collection of sensitive information to agencies and noted:

The risks associated with sensitive information being subsequently misused
are sufficiently serious to justify imposing an obligation on agencies to
abide by restrictions on the collection of sensitive information. Such
restrictions however, should allow for the collection of sensitive
information by agencies for legitimate reasons.’

3 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 711.

4 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 735-36.

5 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 718.

6 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 718-19.

7 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 740-41.
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6.8

In addition, the ALRC saw no reason for a separate privacy principle to deal

with the collection of sensitive information. Rather, it recommended a single principle
dealing with the collection of all personal information.®

6.9

There are a range of exceptions to the prohibition against the collection of

sensitive personal information. The ALRC commented as follows:

6.10

required or authorised by or under law: the ALRC concluded that an
exception where the collection of sensitive information is required by law is
too narrow; rather, the legitimate collection of sensitive information
authorised by law should be included in the principle. Concerns that 'specific'
authorisation to collect sensitive information is rarely provided for in
legislation were acknowledged in the review and it was noted that a review of
current legislation may be required to ensure that, where needed, the
collection of sensitive information is specifically authorised;” and

emergency situations: in emergency situations, where an individual is unable
to give consent, the ALRC noted that the Privacy Act contains a separate
regime for the collection, use and disclosure of personal information in
situations where the Prime Minister or a minister has declared an emergency
or disaster. In addition, NPP 10 generally allows for the collection of sensitive
information by organisations where it is necessary to prevent or lessen a
serious and imminent threat to the life or health of any individual and the
individual is incapable of giving consent. The ALRC considered the
application of NPP 10 to both agencies and organisations and concluded that
it should apply to agencies. However, the ALRC did not support the current
requirement of NPP 10 that the threat must be both serious and imminent as it
saw this as too difficult to satisfy. The ALRC was of the view that the
wording should be relaxed so that it is triggered where the threat is serious,
but not necessarily imminent.*

The ALRC also considered other circumstances where exceptions may be

warranted; for example, collecting sensitive personal information where essential
services are to be provided to individuals incapable of giving consent. The ALRC did
not consider that the benefits would outweigh the difficulties of the creation and
implementation of such an exception.™

10

11

Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 741.

Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 738-41.

Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 741-44.

Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 748-751.
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6.11  Inrelation to the other exceptions currently contained in NPP 10.1, the ALRC
commented:

. consent exception: NPP 10 allows for sensitive personal information to be
collected where the individual has given consent. The ALRC concluded that it
Is undesirable to amend the consent exception to require express consent for
the collection of sensitive information;

. exception relating to non-profit organisations: non-profit organisations may
collect information in the course of their activities where certain specified
conditions are met. The ALRC commented that concerns about the drafting of
this exception are best addressed by the Office of the Parliamentary Counsel;

. exception relating to legal and equitable claims: collection is permitted where
it is necessary for the establishment of, exercise or defence of, a legal or
equitable claim. The ALRC was not convinced that there was a need to
broaden this exception but did not receive sufficient feedback from
stakeholders to make a proper assessment of the merits of broadening the
exception. The ALRC did not recommend an amendment to this exception;
and

. exception relating to alternative dispute resolution: the ALRC was of the
view that collecting sensitive information should be permitted where it is
necessary for the purpose of confidential alternative dispute resolution.*?

Government response

6.12  The Government accepted in full all but one of the ALRC's recommendations
in relation to collection of sensitive information. The Government accepted in part the
ALRC's recommendation that the sensitive information provisions should contain an
exception permitting the collection of sensitive information by an entity where it is
necessary to lessen or prevent a serious threat to life or health or the individual is
legally or physically incapable of giving or communicating consent. The Government
response noted that for consistency, a 'serious threat' should refer to ‘life, health or

safety’.

Issues

6.13  Some submitters expressed their supported for APP 3.** However, Professor
Graham Greenleaf and Mr Nigel Waters argued that APP 3 is 'significantly weaker

12 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 752-55.

13 Australian Government, Enhancing National Privacy Protection: Australian Government First
Stage Response to the Australian Law Reform Commission Report 108, For Your Information:
Australian Privacy Law and Practice, October 2009, p. 44.

14  Office of the Guardian for Children and Young People, Submission 4, p. 4; Australian Bankers'
Association, Submission 15, p. 4; Office of the Health Services Commissioner, Submission 26,
p. 2.
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than the equivalent NPP(1)' and pointed to a number of concerns including the use of
the term 'reasonably necessary' rather than 'necessary'.’> The matters raised by
Professor Greenleaf and Mr Waters and other submitters are addressed below.

Structure

6.14  The committee received a range of comments relating to the structure of
APP 3. While welcoming the concept of distinguishing between the collection of
solicited and collection of unsolicited information, the Australian Institute of Credit
Management (AICM) was of the view that the collection of sensitive information
should also be placed in a separate principle. The AICM commented that entities did
not always recognise information that is necessary to the entity's functions as being
'sensitive information' and that it should be managed with considerable care.®

6.15 The OPC also commented on a number of matters related to the structure of
APP 3. First, the OPC was of the view that the principle should be titled ‘Collection of
personal information' and secondly, that the collection of unsolicited information be
incorporated into the principle. This latter matter is considered by the committee in
chapter 7.

6.16  Secondly, the OPC suggested that APP 3 could be simplified by removing
matters which it considered to be repetitious and redundant (APP 3(2)(a)(i)) and
consolidating the exceptions as a simpler list under APP 3(2). This would reflect the
structure of NPP 10 and the ALRC's model Unified Privacy Principles.*’” Similarly,
Professor Greenleaf and Mr Waters suggested consolidation of APP 3(2) and
APP 3(3) to simplify the principle.*®

6.17  Privacy NSW commented that the complex wording of APP 3 'defeats the
purpose in choosing principle-based rules rather than legislation' and argued for a
more simply expressed principle.’® Qantas also argued that APP 3 contained
‘unnecessary verbiage' with APP 3(2)(a)(i) merely repeating the provisions contained
in APP 3(1) while APP 3(5) (third person collection), which replicates NPP 1.4, does
so in a less clear and more verbose way.

15  Professor G Greenleaf and Mr N Waters, Submission 25, p. 6; see also Australian Privacy
Foundation, Submission 33, p. 2.

16  Australian Institute of Credit Management, Submission 8, p. 2.
17 Office of the Privacy Commissioner, Submission 39, p. 27.

18  Professor G Greenleaf & Mr N Waters, Submission 25, p. 7.
19  Privacy NSW, Submission 29, p. 3.

20  Qantas, Submission 38, p. 5.
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Conclusion

6.18 In chapter 3, the committee has commented on the need to refine the APPs.
The committee considers that APP 3 is another example of where simplifying the
approach taken would improve the readability of the principle.

Use of the term ‘reasonably necessary for, or directly related to*

6.19  The committee received a range of comments in relation to the use of the term
'reasonably necessary for, or directly related to' in APP 3. The AFC supported the
inclusion of the term 'reasonably’ necessary as reflecting a ‘compliance framework that
appropriately balances privacy and public interest rights'. However, the AFC did not
support the addition of the ‘directly’ to the ‘related to' element as it was argued that this
did not appear to be in line with the recommendations of the ALRC. Such wording, it
was argued, adds an ‘'unnecessarily prescriptive aspect to this component of the
principle and is at odds with the Government's high-level, non-prescriptive approach
and an appropriate balance between the interests of the individual and the public’.?

6.20  Other submitters, including Professor Greenleaf and Mr Waters, commented
that the proposed wording of APP 3 would result in weaker privacy protections as it
was argued that the 'reasonably necessary' test broadened the principle.?? The
Victorian Privacy Commissioner voiced concern about the use of both the terms
'reasonably necessary' and ‘directly related to' and commented on the need to ensure
that protections were not lowered:

The APPs should represent the highest standard of privacy protection
currently enjoyed in Australia, not the lowest common denominator.
Agencies or organisations should only collect personal information that is
necessary for their functions or activities (as provided by the current VIPP
1.1 in the Information Privacy Act), not information that an agency or
organisation reasonably believes may be necessary for their functions or
activities, or which is directly related to them.?®

6.21 One of the weaknesses, it was argued, arises as APP 3(1) 'allows multi-
function entities to request personal information that is not directly related to the
goods or services actually requested by the individual' as the information may be
reasonably necessary for any one of the entity's functions.?* Dr Colin Bennett was of
the same view that the use of ‘reasonably necessary' allowed entities to state a very
broad set of goals and purposes and thereby allows for any collection of personal

21  Australian Finance Conference, Submission 12, p. 4.

22 Professor G Greenleaf & Mr N Waters, Submission 25, pp 6—7.
23  Office of the Privacy Commissioner Victoria, Submission 5, p. 4.
24 Law Institute of Victoria, Submission 36, p. 5.
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information to be 'reasonably necessary' or ‘directly related to' their functions and
activities.”

6.22  Both the LIV and Dr Bennett noted that the Companion Guide indicates that
'reasonably necessary' means that ‘from the perspective of a reasonable person the
function or activity is legitimate for that type of entity', and is intended to be
interpreted objectively and in a practical way. However, Dr Bennett argued that the
proposed drafting of APP 3 does not make this clear.?® The LIV stated APP 3 focuses
only on the entity's functions and not on the individual's reasons for disclosing
personal information or dealing with the entity.?” Professor Greenleaf and Mr Waters
also commented that the test should be 'the reasonableness of the purpose' rather than
merely the reasonableness of information collection in the context of the entity's
functions or activities.?®

6.23  The LIV recommended that the wording be amended to include ‘reasonably
necessary for the function or activity in which the person is engaging'.?® Professor
Greenleaf and Mr Waters suggested that 'necessary' alone or preferably 'necessary and
directly related to' the entity's functions or activities would strengthen APP 3.*

6.24 The OPC noted that the Government had accepted the ALRC's
recommendation on ‘collection’ and it had stated that 'necessary' should be interpreted
objectively and in a practical sense.® The OPC considered that, in line with the
Government response, and the ALRC's recommendation, the phrase 'necessary for one
or more of the entity's functions or activities' was sufficient for all entities under a
single set of principles. However, APP 3 includes the 'directly related to' alternative.
The OPC argued that this is unnecessary for agencies as often agency functions and
activities are tied to enabling legislation, object clauses or related instruments and are
thus more easily defined. The OPC concluded that it was not aware of examples
where the 'necessary' requirement would prevent an agency from collecting personal
information to pursue legitimate functions or activities.

6.25 In relation to organisations, the OPC was of the view that the wording of
APP 3 appears to lower the existing NPP standard for organisations, including when
collecting sensitive information. The OPC was concerned that uncertainty had been
introduced and that this would allow a broader range of personal information to be
collected, including sensitive personal information. The OPC concluded that this
‘could be inconsistent with the intent of enhanced, not diminished, privacy protections'

25  Dr Colin Bennett, Submission 11, p. 2.

26  Dr Colin Bennett, Submission 11, p. 2.

27  Law Institute of Victoria, Submission 36, p. 5.

28  Professor G Greenleaf & Mr N Waters, Submission 25, pp 6-7.
29  Law Institute of Victoria, Submission 36, p. 5.

30  Seealso Dr Colin Bennett, Submission 11, p. 2.

31  Government Response, p. 42.
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and recommended that, to maintain the current level of protection in NPP 1, the words
‘or directly related to' be removed from APP 3(1) and corresponding provisions.*

6.26  Privacy Law Consulting provided a further view in relation to the
interpretation of APP 3 contained in the Companion Guide.*® Privacy Law Consulting
suggested that the interpretation provided does not appear to be consistent with the
literal reading of APP 3 and continued:

The interpretation referred to in the Companion Guide would result in the
Privacy Act effectively regulating, and limiting, the types of functions and
activities an entity could perform or engage in (based on a test relating to
whether they were reasonably legitimate for that type of entity). Such an
outcome appears to be beyond the intended scope and purpose of the Act.
Further, this would be inconsistent with the general demise of the doctrine
of ultra vires in respect of corporations (which placed limitations on
activities a corporation could engage in based on its objects clause in its
memorandum of association) — see, for example, s 124(1) of the
Corporations Act 2001 (Cth) which generally provides that companies have
the legal capacity and powers of an individual, effectively abolishing the
application of the doctrine in relation to corporations established under that
Act.

It is important that any uncertainty in this regard be eliminated, otherwise
entities operate under the spectre that functions or activities they perform or
engage in could be challenged on privacy grounds.**

6.27 At the committee's hearing on the exposure draft, Professor Rosalind
Croucher, President, ALRC was asked to respond to concerns about the possible
weakening of the collection principle under proposed APP 3.* In a written response,
Professor Croucher stated that the UPP recommended by the ALRC followed NPP 1.1
rather than IPP 1.1 as the ALRC was of the view that the NPPs should form the
general template for the drafting and structuring of the new unified principles.

6.28  Professor Croucher went on to state that it is not entirely clear whether the
formulation in APP 3(1) provides more or less privacy protection than that in NPP 1.1'
and commented:

Arguably, allowing the collection of information where it is "directly
related" to a function or activity, as well as where it is "necessary"”,
broadens the scope for collection. However, as discussed in ALRC Report
108, the Office of the Privacy Commissioner's 2001 guidelines on
collection of information by organisations provide that:

32 Office of the Privacy Commissioner, Submission 39, p. 26.
33  Privacy Law Consulting, Submission 24, p. 2.
34 Privacy Law Consulting, Submission 24, p. 2.

35  Professor Rosalind Croucher, President, Australian Law Reform Commission, Committee
Hansard, 25 November 2010, p. 7.
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The Commissioner interprets "necessary™ in a practical sense.
If an organisation cannot in practice effectively pursue a
legitimate function or activity without collecting personal
information, then the Commissioner would ordinarily consider
it necessary for that function or activity. (p 27)

Further, the High Court of Australia has noted that there is a long history of
judicial and legislative use of the term 'necessary’, not as meaning 'essential
or indispensable’, but as meaning 'reasonably appropriate and adapted' (see
Mulholland v Australian Electoral Commission (2004) 220 CLR 181, [39].

It should also be observed that, arguably, APP 3 is more privacy protective
than NPP 1 in that it requires that collection is 'reasonably’ necessary. The
addition of this objective element was an option considered, but rejected as
unnecessary, in ALRC Report 108, [21.77].%°

6.29  The Department of the Prime Minister and Cabinet (the department) also
provided answers to questions on notice in relation to APP 3. The department
commented that the wording in APP 3(1) is intended to strike the appropriate balance
between the need to protect against the unnecessary collection of personal information
and the need for organisations and agencies to collect personal information reasonably
necessary for, or directly related to, one or more of the their functions or activities.

6.30  The department explained the basis of APP 3 as follows. There are two key
elements to APP 3(1): first, a 'reasonably necessary' test is included in relation to the
collection of ‘personal information other than sensitive information'. This is consistent
with the views of the ALRC that an objective test should continue to apply as is
currently the case for organisations under NPP 1 (although the ALRC believed that an
objective test was implied even with the use of only 'necessary’). The department
argued that the requirement on entities to collect only personal information that is
reasonably necessary to their functions, requires the collection of personal information
to be justifiable on objective grounds, rather than on the subjective views of the entity
itself. The department concluded that this will limit inappropriate collection by
entities.

6.31  Secondly, the term 'directly related to' one or more of the entity's functions or
activities ensures that there must be a clear connection between the collection and the
entity's functions or activities. The department commented that that aspect of the test
appears in the existing IPPs, which bind agencies. The department also noted that
IPP 1 has operated under the existing regime in circumstances where it may not be
possible to meet the ‘reasonably necessary' test. This element is being retained because
there may be agencies (less so for organisations) that need to collect personal
information to effectively carry out defined functions or activities but who may not
meet an objective 'reasonably necessary" test.*’

36  Australian Law Reform Commission, Answers to Question on Notice, pp 1-2.
37  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 9.
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Conclusion

6.32 The committee agrees that an objective test is a necessary element in the
collection principle. However, given the comments in relation to the addition of the
word 'reasonably’ in the 'necessary' test, the committee remains to be persuaded that
this provides a higher, or even the same, level of privacy protection as the wording of
NPP 1.

6.33  Inrelation to the 'directly related to' test, the committee notes the department's
comments that this test appears in the IPPs as there are circumstances where an
agency may not meet the 'reasonably necessary' test. The department goes on to
comment that this is less of an occurrence for organisations. The committee has taken
note of the comments in relation to the potential for organisations to use this test to
establish a very broad set of activities and functions on which to base the collection of
personal information and at the same time comply with APP 3.

6.34  The committee considers that APP 3 is a less than elegant solution to the
drafting of a unified collection principle, and may, in effect, lower privacy protections
by allowing organisations to take advantage of a provision which is more
appropriately applied to agencies. The committee considers that the ‘reasonably
necessary' test provides organisations with sufficient flexibility, and is, in fact,
substantially similar to what is now provided in NPP 1. The committee therefore does
not support the extension of the 'directly related to' test to organisations and
recommends that APP 3 should be reconsidered.

Recommendation 8

6.35 The committee recommends that in relation to the collection of solicited
information principle (APP 3), further consideration be given to:

. whether the addition of the word ‘reasonably’ in the 'necessary’ test
weakens the principle; and

. excluding organisations from the application of the ‘directly related to'
test to ensure that privacy protections are not compromised.

Consent

6.36  The committee received comments regarding the consent requirements of
APP 3 in relation to sensitive information. APP 3(2) requires that an entity must not
collect sensitive information unless the individual consents or the collection falls
within an exception listed in APP 3(3). The general issue of consent has been
discussed in chapter 3.

Sensitive information

6.37  Generally, the collection of sensitive information should not occur unless the
collection meets the functions test and the individual has consented (APP 3(2)).
However, there are a number of specific exemptions which allow collection of
sensitive information without consent (APP 3(3)).
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6.38  The OPC's comments in relation to the collection of sensitive information
went to the use of the 'directly related to' test. The OPC was of the opinion that
collecting sensitive information should be 'necessary' not 'directly related to' the
functions or activities of an agency or organisation. The OPC commented that the
drafting of APP 3(2) 'appears to mean that if an exception in APP 3(3) applies,
sensitive information may be collected even if it is not 'reasonably necessary for' or
‘directly related to' the entity's functions or activities'. As a consequence, APP 3
provides for a lower threshold for the collection of sensitive personal information than
does the existing NPP 1. The OPC concluded:

If the collection of sensitive information is not subject to the same basic test
of "necessity" as other personal information in APP 3(1), this is inconsistent
with the accepted view that sensitive information should be accorded higher
protection.®®

6.39 The department agreed with the OPC's interpretation that ‘sensitive
information' could be acquired using an exception in APP 3(3) without the
information first needing to be ‘reasonably necessary' or 'directly related to' an activity
or function of the entity. However, the department pointed out that these exceptions
are based on circumstances where there is an overriding public interest in collecting
the information and that safeguards have been built into most of the exceptions. The
department stated that the safeguards will ensure that, even where there are specific
special circumstances, there is still a requirement that collection be based on an
objective element (either relating to reasonable necessity or reasonable belief of
necessity).*

6.40  Submitters also provided a range views on the individual exceptions provided
for in APP 3(3). Professor Greenleaf and Mr Waters, for example, argued that the
exceptions had been ‘'dramatically expanded' citing in particular the 'required by law'
and 'emergencies' exceptions.”’ Other submitters provided comment on specific
exceptions.

Required or authorised by or under Australian law

6.41  APP 3(3)(a) provides an exception in the case of the collection of sensitive
personal information that 'is required or authorised by or under an Australian law, or
an order of a court or tribunal’. The Victorian Privacy Commissioner voiced concern
about this exception, noting that it is similar, but not as stringent, as that contained in
the Victorian privacy legislation. The Commissioner stated that the APPs should
represent the highest level of current privacy protection in Australia. The
Commissioner supported a narrower drafting of the requirement so that an exception

38  Office of the Privacy Commissioner, Submission 39, p. 27.
39  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 10.
40  Professor G Greenleaf & Mr N Waters, Submission 25, p. 7.
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iIs only permissible when the requirement to collect sensitive information is
mandatory, and not simply permissive or discretionary.**

6.42  Professor Greenleaf and Mr Waters commented that no justification had been
provided as to why the 'deliberately more protective wording' of NPP 10 has been
abandoned. While accepting that “specifically authorised” may be an appropriate
change to this requirement, they did not support 'the wholesale invocation of the very

vague and subjective “authorised".*?

Emergencies

6.43  An exception is provided for when an entity believes the collection is
necessary to ‘lessen or prevent a serious threat to the life, health or safety of any
individual or to public health or safety' and it is unreasonable or impracticable to
obtain the consent of the affected person (APP 3(3)(b)).

6.44  This exception was criticised by Professor Greenleaf and Mr Waters as it was
argued that it had been broadened by the removal of the ‘imminent' threat criteria.
They submitted that it is 'essential to retain a test of "urgency" to justify why another
basis for [collection] cannot be established'. In addition, they stated that the exception
has also been broadened by the addition of threats to an individual's 'safety’ and to
‘public health or safety' and by the replacement of the condition that consent be
physically or legally impracticable with a much weaker 'unreasonable or impracticable
to obtain consent'. Professor Greenleaf and Mr Waters commented that the last change
'Is a major weakening of the principle and will be interpreted by entities to routinely

justify collection of sensitive information without consent'.*?

6.45  The Public Interest Advocacy Centre (PIAC) also commented on the absence
of the requirement that the threat be 'imminent’. PIAC argued that there must be some
degree of urgency and, as a result of that urgency, limited access to other mechanisms
available to prevent the threat eventuating. PIAC was of the view that the requirement
of imminence acted as an important safeguard, particularly when information was
being sought about persons with mental illness. In this case, there may be a potential
for serious threat to health, but no imminence, because at the relevant time the illness
is well controlled by medication or is episodic and the person is currently not unwell.
PIAC concluded that where the threat is serious, but not imminent, other mechanisms
should be used to avoid the threat eventuating without recourse to non-consensual
collection of sensitive information.**

6.46  Qantas, however, argued that the reference to 'serious' should be removed as
the question of seriousness is subjective and it 'believed that employees should not be

41  Office of the Privacy Commissioner Victoria, Submission 5, p. 5.
42  Professor G Greenleaf & Mr N Waters, Submission 25, p. 7.

43 Professor G Greenleaf & Mr N Waters, Submission 25, p. 7.

44 Public Interest Advocacy Centre, Submission 32, Attachment 1, p. 8.
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placed in the position of having to make such a judgment if they reasonably believe
that a serious threat exists and it will be unreasonable and impractical to obtain

consent'.”

6.47 The department provided the following information in relation to the
emergencies exception. The ALRC Report stated that the current requirement that a
threat must be both serious and imminent in these provisions is too difficult to satisfy,
sets a 'disproportionately high bar' and can lead to personal information not being used
or disclosed in circumstances where there are compelling reasons justifying its use or
disclosure. The removal of 'imminent’ would also allow an agency or organisation to
take preventative action to stop a threat from developing into a crisis.

6.48 The ALRC's view was accepted by the Government. The department noted
that, to address concerns of a number of stakeholders that the removal of this element
would inappropriately broaden the exception, a requirement was included that use and
disclosure could occur only after consent has first been sought, where to do so is
reasonable and practicable. Thus, the additional elements to the exception where 'it is
unreasonable or impracticable to obtain the affected individual's consent' to either the
collection of sensitive information, or the use or disclosure of personal information.*

Unlawful activity

6.49 It was noted that the exception relating to the investigation of unlawful
activity was not included in the ALRC's recommendations. Professor Greenleaf and
Mr Waters commented that there needs to be some justification for this exception and
that it should be qualified on the condition that the entity must take some appropriate
action within a reasonable period of time. It was argued that ‘without such a condition,
the exception invites the compilation and indefinite maintenance of "blacklists" based
on suspicion of wrongdoing but without any requirement for individuals on such lists

to be afforded natural justice'.*’

Missing persons

6.50  An exception (APP 3(3)(g)) is available to assist in the location of missing
persons. Collection of the information must comply with the Australian Privacy Rules.
Professor Greenleaf and Mr Waters argued that, if there is a case for a separate
exception for missing persons, the provisions should be contained in the APP and not
in the, as yet unknown, Australian Privacy Rule.*

6.51 The ALRC did not support the creation of an express exception for disclosing
information to assist in missing persons investigations as other exceptions would

45  Qantas, Submission 38, pp 4-5.

46  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 10.
47  Professor G Greenleaf & Mr N Waters, Submission 25, p. 7.

48  Professor G Greenleaf & Mr N Waters, Submission 25, p. 8.
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assist in broadening the scope of situations in which disclosure of personal
information in missing persons investigations would be authorised, such as the serious
threat exception. The department noted that the Government agreed with the ALRC's
view that using or disclosing personal information to locate missing persons may
often be permitted by other exceptions. However, the Government considered that ‘an
express exception should also apply for those instances where the application of other
exceptions is unclear'. For example, some agencies were concerned that the 'serious
threat to life' etc exception would not allow them to collect information relating to a
missing person who may have gone missing because of health issues. The department
went on to state that, in order to provide safeguards against improper use of such
information, the Government decided that such collection, uses or disclosures should
be in accordance with binding rules issued by the Australian Information
Commissioner. These are to be in the form of a legislative instrument and therefore
subject to the scrutiny of Parliament.*®

6.52  The department provided further information about the rules and commented
that they will consist of detailed matters relating to the procedures and protocols used
by agencies that are more appropriately dealt with in subordinate legislation. The
department noted that using rules, rather than the Act, will allow a more flexible
response to the wide variety of circumstances in which this issue may arise (e.g.
natural disasters, child abductions). Further, there is already an example of a non-
legislative determination (Public Interest Determination 7) where the Privacy
Commissioner has granted a waiver from compliance with IPP 11.1 which permits the
Department of Foreign Affairs and Trade to disclose personal information of
Australians overseas to their next of kin in certain limited circumstances. The rules
will also be subject to extensive consultation and to parliamentary scrutiny.

6.53 The department noted that the Government response provides a non-
exhaustive list of matters which may be included in the rules.*

Exceptions related to Commonwealth agencies

6.54  There are a number of exceptions (APP 3(3)(e) and (f)) which apply only to
Commonwealth agencies; for example, the Defence Force. The Victorian Privacy
Commissioner commented that this was problematic when expressly included in the
APP itself, as this reduces the simplicity, lucidity and 'high-level' nature of the APPs.
In addition, the Commissioner stated that it would reduce the ability of states and
territories to readily adopt them with minimal amendment.>

6.55  Professor Greenleaf and Mr Waters saw these special exceptions as allowing
the Defence Forces and diplomatic service 'to avoid the principle [on] the basis of

their own "reasonable belief"." They argued that this reflected 'a lazy approach to

49  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 11.
50  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 12.
51  Office of the Privacy Commissioner Victoria, Submission 5, p. 5.
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compliance' and that these entities should have to comply with APP 3 and take
advantage of the generic exceptions where appropriate.>

6.56 The OPC's comments on the inclusion of agency specific exceptions in the
APPs are provided in chapter 3.

Implied consent

6.57 Qantas submitted that it often collected sensitive personal information
provided by a third party where it is impracticable to obtain consent from the
individual about whom it is given; for example, in the case of a carer providing health
information while making a booking for the person in their care. Qantas submitted that
in these circumstances the consent exception should be expanded to include the
situation where consent can be reasonably be inferred from the circumstances of the
collection.>®

Health information

6.58  The NSW Department of Justice and Attorney General raised the concern that
APP 3 did not allow for the collection of sensitive health information such as where in
providing care for a patient, a family history is taken. It was argued that a health
practitioner will not have the patient's family member's consent and in most
circumstances, the information collected about the patient's family members will not
be necessary to lessen or prevent a serious threat to life, health or safety. The NSW
Department of Justice and Attorney General concluded:

It is imperative that health practitioners can continue to take a patient's
family history without having to seek the consent of each family member to
collect health information about that family member. APP3 should be
amended to allow this to occur.**

Conclusion

6.59  The committee notes that the exceptions provided for in APP 3 are 'based on
circumstances where there is an overriding public interest in collecting information'.
To ensure that these provisions are not abused, safeguards have been incorporated into
the exceptions. In particular the committee notes that, in relation to the missing
persons exception, Australian Privacy Rules will provide for detailed matters relating
to procedures and protocols. The committee considers that this is an appropriate
exception to deal with the sometimes very difficult circumstances of missing persons.
The use of rules, rather than a non-legislative determination by the Privacy
Commissioner, provides for consultation and the scrutiny of Parliament. The
committee welcomes this approach.

52  Professor G Greenleaf & Mr N Waters, Submission 25, p. 7.
53  Qantas, Submission 38, p. 5.
54  NSW Department of Justice and Attorney General, Submission 42, p. 5.
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6.60 In relation to the inclusion of agency specific exceptions, the committee has
commented on this matter in chapter 3.

Means of collection

6.61  APP 3(5) provides that entities must collect information only by lawful and
fair means and the entity must collect the information from the individual concerned.
Two exceptions are provided for. The first, APP 3(5)(a), allows agencies to collect
information about a person from a third party if required or authorised by or under an
Australian law, or by a court or tribunal. The second, APP 3(5)(b), applies where it is
‘unreasonable or impracticable’ for an entity to collect the information from the
individual.

6.62  The Victorian Privacy Commissioner strongly supported the provisions in
relation to the direct collection of information from an individual and noted that it
enables individuals to have some measure of control over what is collected, by whom
and for what purposes as well as allowing individuals to refuse to participate in the
collection.® The inclusion of the 'reasonable and practicable' requirement was also
supported by the Victorian Privacy Commissioner as it allows for circumstances
where it may not be practically possible to collect information directly from an
individual. However, the Commissioner and the LIV saw the need for guidance as to
the circumstances where it would not be reasonable or practicable to collect
information directly from an individual. This should be jointly prepared by all Privacy
(or Information) Commissioners across jurisdictions.

6.63  The LIV also noted that APP 3(5)(b) does not expressly restrict an entity from
on-selling to a third party entity personal information obtained from an individual if it
is 'unreasonable or impracticable’ for the third party to collect the information from an
individual. For example, the third party entity may mount an argument that it was
‘unreasonable or impracticable' to collect the information from the individual because
of lack of time. The LIV expressed concern that individuals may not have control over
where information about them goes, or is used, and recommended guidance on the
circumstances in which collection from an individual is deemed to be 'unreasonable or

impracticable'.>’

Collection from third parties

6.64  The restriction to agencies of the collection of information from a third party,
if required or authorised by or under an Australian law, was questioned by the ACF. It
commented that it ‘was not aware of any policy justification for confining the
permitted means to collection to include third parties to the public sector' and that this

55  Office of the Privacy Commissioner Victoria, Submission 5, p. 5.
56  Office of the Privacy Commissioner Victoria, Submission 5, p. 6.
57  Law Institute of Victoria, Submission 36, p. 5.
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could equally be relevant to the private sector.”® The Australian Bankers' Association
also supported this recommendation as there is increased use of third party verification
methods to satisfy legislative requirements, such as anti-money laundering and
counter terrorism legislation as well as instances where a third party is required to
translate for non-English speaking customers. The ABA recommended that the APP
be amended to allow for sensitive information to be collected from a third party where
consent has been given.>

6.65 The NSW Department of Justice and Attorney General also commented on
the collection of information from third persons. It pointed to the NSW Law Reform
Commission's recommendation that an entity should be able to collect personal
information about an individual from a third person if the individual consents. The
basis of this recommendation was that it gives autonomy to the individual about how
their personal information may be collected; for example, the person may find it more
convenient to allow the information to be collected from a third party. In addition, the
NSW Department of Justice and Attorney General pointed to the circumstances facing
some agencies. For example, the NSW Department of Housing may need to collect
information from a medical practitioner about the mental health of an applicant for
priority housing. It is possible that in such a case, it might not be unreasonable or
impracticable to obtain the information from the individual in question. Thus, as
presently drafted, APP 3 might not authorise the Department to obtain such
information from the medical practitioner.

6.66  The NSW Department of Justice and Attorney General noted the comments of
the ALRC in relation to this matter: that if personal information is collected from a
third person with their consent, individuals will not have the opportunity to refuse to
provide information and there is a risk that third parties will not be able to provide up-
to-date, complete or accurate information. However, the NSW Department of Justice
and Attorney General commented that if a ‘consent’ exception was considered, it may
be appropriate that it relied on 'express' consent. It was concluded that:

While there are some risks in relation to the nature of the consent and the
accuracy and completeness of the information, individuals should be free to
choose to have their information collected from third parties where they do
not wish to provide the information themselves.®

6.67  The department responded to issues raised in relation to ‘'means of collection’,
in particular, collection from third parties. The department commented that the
exception in APP3(5)(a) was included to address agency concerns that they may be in
breach of the Privacy Act where another law allows or requires them to collect from a
number of sources other than the individual, but in the circumstances it would still be
practicable and reasonable to go to the individual. For example, the Australian

58  Australian Finance Conference, Submission 12, p. 4.
59  Australian Bankers' Association, Submission 15, p. 4.
60  NSW Department of Justice and Attorney General, Submission 42, p. 5.
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Electoral Commission obtains information from Commonwealth agencies and updates
the electoral roll using that information.®*

6.68  The department went on to explain that currently, NPP 1 allows organisations,
where reasonable and practicable, to collect personal information about an individual
only from that individual. The ALRC did not recommend any change to this. In
relation to the concerns raised by the ABA, the department commented that when an
entity collects information from a third party for identity verification purposes in
accordance with legislative requirements under anti-money laundering and counter
terrorism legislation, because it had a suspicion that the person is not who they claim
to be, it is likely to be "unreasonable or impracticable™ to collect it from the individual
concerned. The department concluded that the alternative second element of the
exception would apply to allow the collection.®

Conclusion

6.69 The committee is of the view that the inclusion of the 'unreasonable and
impractical’ provision in APP 3(5)(b) provides appropriate flexibility to organisations
and therefore there is no need to extend APP 3(5)(a) to organisations.

6.70  The committee has noted the comments of The NSW Department of Justice
and Attorney General in relation to the collection of personal information about an
individual from a third party when that individual consents to that process. The
committee considers that, at the present time, it appears that the risks to privacy
outweigh potential benefits.

61  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 12.
62  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, pp 12-13.



Chapter 7

Australian Privacy Principle 4-receiving unsolicited
personal information

Introduction

7.1 Australian Privacy Principle 4 (APP 4) ensures that personal information that
is received by an entity is still afforded privacy protection, even where the entity has
done nothing to solicit the information. When unsolicited personal information is
received, an entity must, as a first step, decide whether it could have collected the
information in accordance with APP 3. If this is the case, then the other Australian
Privacy Principles apply to that personal information in the same way as if it had been
solicited. If the entity would not have been permitted to collect the personal
information under APP 3, then it must take steps to destroy the information or ensure
that it is no longer personal information; for example, de-identify the information.*

Background

7.2 The ALRC noted that the Information Privacy Principles (IPPs), to some
extent, make a distinction between the obligations imposed on an agency that solicits
personal information and one that receives unsolicited personal information. IPP 1
does not specifically refer to unsolicited information; however, it has been said to
apply to unsolicited information. NPP 1 does not distinguish between the obligations
Imposed on organisations in respect of solicited or unsolicited information although it
does address separately personal information obtained directly from the individual and
from a third party.?

7.3 The ALRC also noted that many agencies and organisations receive large
amounts of unsolicited personal information and commented that ‘the fact that an
agency or organisation has done nothing to cause personal information to be sent to it
should not mean, however, that such information falls outside the protection of the
privacy principles’. The ALRC saw a risk to a person's privacy arising when entities
retain unsolicited information and was of the view that if this occurred, then the entity
should comply with the privacy principles in respect of that information.’

7.4 When considering the implications of the requirement to comply with the
privacy principles in respect of unsolicited information, the ALRC noted that some
stakeholders had expressed concern that they would not always be able to comply

1 Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 10.

2 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 720.

3 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 725.
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with the obligations imposed by the privacy principles in respect of certain
information; for example, the ‘Notification' principle. However, the ALRC
commented that in some circumstances it will be reasonable for entities to take no
steps to notify an individual about collection.

7.5 The ALRC also considered the destruction of unsolicited personal information
and came to the conclusion that an obligation to immediately destroy such information
was impractical. Rather an entity requires time to consider whether it can lawfully
collect the unsolicited information and whether it wishes to retain the information. If
there is an affirmative outcome to both these matters, then the obligations that apply to
the ‘active' collection of personal information should apply. If it is not the case, then
the entity should destroy the information as soon as practicable without using or
disclosing it—if it is lawful and reasonable to do so.

7.6 The ALRC concluded that this approach:

...ensures that the spectrum of personal information that an agency or
organisation may lawfully retain, use and disclose is not expanded merely
because the entity has taken no steps to collect the information. The
threshold requirement that an agency or organisation is only permitted to
collect personal information that is "necessary for one or more of its
functions or activities" also should apply to the retention of unsolicited
personal information.*

7.7 The ALRC also recommended that the Office of the Privacy Commissioner
(OPC) should develop and publish guidance about the meaning of ‘'unsolicited' in the
context of the 'Collection’ principle.

Government response

7.8 The Government accepted the ALRC's recommendations in relation to
unsolicited personal information and noted that such information should be afforded
privacy protections. Unsolicited personal information that is not necessary for an
entity's functions or activities should be destroyed or de-identified, where lawful and
practicable to do so, and this should apply if the information is received either from
the individual themselves or from any other third party. The Government also
accepted the ALRC's recommendation in relation to guidance from the OPC and noted
that:

...it would be important for such guidance to explain how this principle
may apply to unsolicited personal information that is necessary for

4 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 725-26.
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compliance, enforcement and regulatory functions, including where
confidential "tip-offs" are received.’

Issues
Structure

7.9 Some submitters supported APP 4 as it was seen to clarify how an entity
should address the management of unsolicited personal information.® However, a
number of submitters argued that the inclusion of a separate privacy principle dealing
with unsolicited personal information was unnecessary and added complexity to the
Iegislation.7 Qantas, for example, stated that the distinction between ‘solicited' and
‘unsolicited’ personal information has resulted in a much more verbose principle than
NPP 1 and 'the proposed new principles [APP 3 and APP 4] are difficult to interpret
and the distinction appears to be unnecessary and artificial'.® The OPC also suggested
that the receipt of unsolicited personal information should be addressed within APP 3,
rather than as a separate dedicated principle, as the general collection principle is the
logical location for the provision relating to unsolicited information.®

7.10  Other submitters, for example, the National Australia Bank, noted that APP 3
already protects against the inappropriate collection of any personal information by
the overriding obligation not to collect personal information unless it is reasonably
necessary for, or directly related to, one or more of the entity's functions or
activities.'® Similarly, Telstra argued that APP 4 did not afford any additional
protections and was unnecessary as APP 11 requires that an entity should destroy any
personlall information that is no longer required for the purposes permitted by the
APPs.

7.11  The Australian Finance Conference (AFC) was of the view that APP 4 'is not
necessary and potentially devalues the Government's reform objective’. The AFC
noted that APP 4 appears to reflect the intent of the ALRC recommendation that
personal information received by an entity, even if not solicited, should still be

5 Australian Government, Enhancing National Privacy Protection: Australian Government First
Stage Response to the Australian Law Reform Commission Report 108, For Your Information:
Australian Privacy Law and Practice, October 2009, p. 41.

6 Office of the Guardian for Children and Young People, Submission 4, p. 4; Victorian Privacy
Commissioner, Submission 5, p. 6; Australian Institute of Credit Management, Submission 8,
p. 3; Professor G Greenleaf & Mr N Waters, Submission 25, p. 9.

7 National Australia Bank, Submission 2; Australian Finance Conference, Submission 12, p. 4;
Australian Bankers' Association, Submission 15, p. 5; Telstra, Submission 19, p. 1; Qantas,
Submission 38, p. 5.

8 Qantas, Submission 38, p. 5.

9 Office of the Privacy Commissioner, Submission 39, p. 30.
10  National Australia Bank, Submission 2, p. 3

11 Telstra, Submission 19, p. 2.
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afforded privacy protections and encourage the entity to collect that information
directly from the individual where reasonable. However, the AFC argued that draft
APP 4 'requires a sophisticated compliance approach that is, in our view, unwarranted'
and that the ALRC's Unified Privacy Principle 2.4 would achieve the same result

'with minimal compliance process and consequently cost'.*?

7.12 The Office of the Information Commissioner, Queensland (OIC)
recommended that if it is determined that the unsolicited information could have been
collected under APP 3, words should be added to APP 4 that clearly require personal
information which is not destroyed or de-identified under APP 4(4) to be managed in
accordance with APPs 6 through 13.%*

7.13  The Department of the Prime Minister and Cabinet (the department)
responded to these comments and stated that the insertion of a separate APP covering
the collection of unsolicited information is aimed at clarifying the application of the
principles explicitly in relation to unsolicited information, rather than implicitly as
currently occurs with the NPPs. It also confirms that, where an entity could have
collected the unsolicited information, it should be treated in accordance with all the
privacy principles that apply to the collection of solicited information. As to the OPC's
comments about the location of the requirement, the department stated that 'it is an
important standalone principle of collection that should be included in a separate

principle’.*

Compliance burden

7.14  Submitters also raised concerns that entities would face an increased
compliance burden. The Australian Bankers' Association (ABA) commented that
additional training of staff would be required 'to recognise that the receipt of certain
information may require the determination to be made as required under APP 4', and
this will be a very significant practical exercise. The ABA concluded that there would
be no clear benefit to privacy principles arising from that additional burden.’® Telstra
also commented on the compliance burden and stated that entities would have to take
steps to identify and distinguish between solicited and unsolicited information. This,
Telstra suggested, would shift the emphasis away from whether the information in the
entity's possession, however collected, is necessary and relevant for its purposes.*®

7.15  Westpac and Abacus Australian Mutuals provided an example of the practical
difficulties with this APP: if both solicited and unsolicited information are provided
during a phone call, it may be extremely difficult to extract only the solicited

12 Australian Finance Conference, Submission 12, pp 4-5.

13  Office of the Information Commissioner, Queensland, Submission 18, p. 5.

14  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 13.

15  Australian Bankers' Association, Submission 15, p. 4; see also Telstra, Submission 19, p. 2.
16  Telstra, Submission 19, p. 2.
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information. Abacus Australian Mutuals suggested that the record of the whole phone
call may need to be destroyed if the entity is unable to separate the non-required
information from the required information. Westpac commented that in such
circumstances the entity would have to rely on the separation activity being not
'reasonable’ (APP 4(4)). Given the 'risk' of this approach, Westpac recommended that
the principle be amended to focus on the subsequent ‘use' of such information.’

7.16  Abacus Australian Mutuals suggested another option: that APP 4 be re-
worded so that if information can't reasonably be disposed of, steps must be taken to
ensure it is not used, thereby achieving the same result for the customer.*®

7.17  Yahoo!7 also pointed to a practical difficulty arising from APP 4 in the case
where personal information is provided to another entity and that entity ‘cannot secure
the same consents as were provided to the original collector but has nevertheless
obtained the information in a lawful and privacy abiding manner.* Telstra also
commented on such instances and stated that an alternative function for APP 4 would
be to:

...focus on personal information that is ‘passed along' from an individual or
entity to a different entity. It could ensure the pass along entity has the
authority to do so and provides the receiving entity with the purpose for
which the personal information may be used or disclosed. This would
ensure that an entity receiving information being "passed along™” has been
given proper assurances by the first entity that the individual consented to
that information transfer and the purposes for which that information may
be used.?

7.18  The department responded to concerns about compliance and stated that to
address compliance concerns, APP 4 includes a 'reasonable period' element within
which to determine whether or not the entity could have collected the information
under APP 3 if the entity had solicited the information, and a 'soon as practicable’ test
(rather than a requirement to do it immediately) relating to destruction or de-
identification.?

7.19  The department also responded specifically to the concerns raised by Abacus
and Westpac. It noted that under the process to determine whether the information
could have been collected under APP 3, the entity would be able to determine which
information was unsolicited (for example, a recorded phone call may involve standard
questions being asked). The department went on to comment that the solicited
information obtained in these instances would, in practice, be converted into other

17 Westpac, Submission 13, p. 2.

18  Abacus Australian Mutuals, Submission 7, p. 2.

19  Yahoo!7, Submission 20, p. 2.

20  Telstra, Submission 19, p. 2.

21  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 13.
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means such as another form, a document or on a computer. Therefore, if the entity
decided to destroy the electronic recording of the phone discussion, it would still have
the solicited information.?

7.20  The department also noted that, as pointed out by Westpac, if it is not
reasonable to do so, the entity is not required to destroy or de-identify the information
(APP 4(4)).

7.21  In concluding its response to this concern, the department noted that the
ALRC recognised that there was a need to clarify the meaning of 'unsolicited’ personal
information. In accepting this recommendation, the Government stated that it
encouraged the development and publication of appropriate guidance by the OPC,
noting that the decision to provide guidance is a matter for the OPC. While it is
ultimately a matter for the Australian Information Commissioner, the department
anticipates that the guidelines will address matters such as those raised by the Abacus
Australian Mutuals and Westpac.?®

Determining if information could have been collected under APP 3

7.22  Under APP 4(1), if an entity received unsolicited personal information it is
required, within a reasonable period, to determine if it could have collected the
information under APP 3 if it had solicited the information. The committee received a
range of comments in relation to this provision.

7.23  The Health Services Commissioner, Victoria, commented that APP 4 may be
difficult to implement in health settings and gave the example of a relative or other
person providing unsolicited information about a client. The Commissioner noted that
it would not be easy to determine if the information could have been collected under
APP 3. The Commissioner recommended that consideration be given to how APP 4
would apply in the health care area and pointed to Victorian Health Privacy Principle
1.7(d) which deals with information provided in confidence.?

7.24  The ABA also commented on the need to ensure that the 'reasonable period
requirement' allows entities sufficient time to meet the requirements of APP 4(1).
Organisations such as banks have large volumes of information being provided by a
wide range of sources. The ABA argued that what is determined to be 'within a
reasonable period’, must take account of the dimensions of this obligation to make the
requisite determination. The ABA suggested that clarification of the term be provided
by either a legislative note or by guidance from the OPC.*®

22 Department of the Prime Minister and Cabinet, Answers to Questions on Notice, pp 13-14.
23 Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 14.

24 Health Services Commissioner, Victoria, Submission 26, p. 2.

25  Australian Bankers' Association, Submission 15, p. 5.
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7.25  The Insurance Council of Australia also noted that large amounts of personal
information, often unsolicited, are received by insurers and this would require time to

evaluate under the proposed 'lawful and reasonable test'.?®

7.26  The Law Council of Australia (LCA) raised the concern that APPs 4 to 6 do
not 'expressly permit the sale of a medical business as a going concern'. The LCA
noted that the relevant legislation in Victoria and the Australian Capital Territory
provide useful examples of how this might be addressed.?’

Destruction/de-identification of unsolicited personal information — APP 4(4)

7.27  APP 4(4) provides that where an entity determines that it could not have
collected the unsolicited information under APP 3, it must, as soon as practicable and
If lawful and reasonable to do so, either destroy the information or ensure that the
information is no longer personal information. Comments received in relation to this
provision of APP 4 went to the need for greater clarity of meaning of the terms used,
the application of the provision in certain cases and the destruction requirement.

7.28  The Office of the Guardian for Children and Young People commented that
the benefit of ensuring that the information is no longer personal information is
unclear and creates confusion about what constitutes 'personal information'.?® Abacus
Australian Mutuals suggested that the words '(for example, by taking steps to remove
any reference to the individual to whom the information relates)' should be added to

the words 'no longer personal information' to provide greater clarity.”

7.29  The ABA recommended clarification of the term ‘could not have collected' in
APP 4(4) so that it means the collection is prohibited by law rather than simply
because it is information that the individual could not provide. For example, the
opinion given by a third party or information that is obtained in connection with an
insurance claim where the insurer's duty of disclosure is in issue.*

7.30  The OIC and Privacy Law Consulting raised concerns about the effect of
APP 4(4) in instances where personal information is provided in error to an agency
and which, as a standard practice, the receiving agency forwards to the correct agency.
It was argued by Privacy Law Consulting that APP 4 may prohibit this practice on the
basis that, as soon as an agency receives any unsolicited personal information in this
way, it is in effect generally obliged to destroy the information. The Office of the
Information Commissioner, Queensland, suggested that to ensure that in such cases

26  Google, Submission 17, p. 2.

27  Law Council of Australia Privacy Committee, Submission 31, p. 2.

28  Office of the Guardian for Children and Young People, Submission 4, p. 4.
29  Abacus Australian Mutuals, Submission 7, p. 2.

30  Australian Bankers' Association, Submission 15, p. 5.
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information could be passed on to the relevant agency, a form of wording such as the
following could be added:

If the entity determines that the entity could not have collected the personal
information but is able to determine that another entity could have collected
the personal information, the first entity can, as soon as practicable and only
if it is lawful and reasonable to do so:

(@) pass the information onto the appropriate entity; and
(b)  inform the individual about the passage.™*

7.31  The department responded to these concerns and stated that correspondence
received by Ministers, members of parliament and government departments and
agencies would, in normal circumstances, be unsolicited. It is clear that the unsolicited
information could have been collected under APP 3 because considering and
responding to concerns of members of the public, and referring them to appropriate
recipients, are functions of these entities. Once an entity has determined that the
personal information could have been collected under APP 3, it would be possible for
the entity to use or disclose the information under APP 6. Under that APP, disclosure
to another Minister or government department would be permitted where the
individual has consented to the use and disclosure. As the individual has written with
queries, views or representations on particular issues, it is within their legitimate
expectation that their correspondence will be referred to the appropriate entity within
parliament or government.

7.32  The department went on to state that the recipient entity would also be
receiving unsolicited personal information. However, it is also clear that it could have
been collected under APP 3 because considering and responding to concerns of
members of the public on the particular issues within its responsibilities are directly
related to the functions or activities of the entity. The entity may then use the
information for the purpose of responding to the correspondence.

7.33  The department concluded that therefore, the practice of agencies forwarding
incorrectly addressed correspondence will not be prohibited under the new APPs.*

7.34  In relation to the destruction provision, the NSW Department of Justice and
Attorney General pointed out that the ALRC recommendation would have allowed an
agency, if it did not wish to retain unsolicited information, to destroy it without having
to decide whether it could have collected the information under APP 3. In addition,
the recommendation would have allowed the agency to destroy the information if it
decided that it could have lawfully collected it, without the need to then comply with
other privacy principles. The NSW Department of Justice and Attorney General

31  Office of the Information Commissioner, Queensland, Submission 18, p. 4.
32 Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 14.
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commented that 'it may be preferable to give agencies the option of destroying
unsolicited information as the ALRC proposed'.®

7.35 The ABA submitted that a proportionate and workable approach to the
application of this principle would be to require that the obligation to destroy or de-
identify personal information applies only to solicited information received from third
parties.>* Privacy NSW suggested that sometimes it is appropriate to return
unsolicited personal information to the sender rather than destroying it.*

7.36  The OIC also recommended including an example after APP 4(4) which
demonstrates when it would be unlawful to destroy the personal information, and
which includes a reference to the recordkeeping obligations of agencies.

7.37  Privacy Law Consulting raised two matters. First, it is not clear if the entity is
permitted to use or disclose the information for any purpose prior to destroying or de-
identifying it. Secondly, while the intention appears to be that unsolicited information
contained in a '‘Commonwealth record' can be destroyed under APP 4(4) provided
destruction is in accordance with the Archives Act, the interrelationship of APP 4 with
section 24 of the Archives Act 1983 should be clarified.*

Clarifying the relationship between collection and receiving

7.38 The OPC also suggested that a note or explanatory guidance should be
provided to clarify that, in the context of APP 4(4), a technical ‘collection’ will not be
a breach of APP 3 (such as unnecessary collection), if the 'collected’ information was:

. unsolicited, but then
. dealt with appropriately in line with APP 4.
Conclusion

7.39 The committee has considered submitters’ comments in relation to the
structure of APP 4. While it would appear that it may be beneficial to include the
collection of unsolicited information in the 'collection' principle, APP 3, the
committee is persuaded by the department's argument that a separate principle
clarifies the Government's policy intent that unsolicited information should be
provided with the same privacy protections as solicited information.

7.40 In relation to the compliance burden imposed by APP 4, the committee
considers that there may be instances where entities experience an increased

33 NSW Department of Justice and Attorney General, Submission 42, p. 5.
34 Australian Bankers' Association, Submission 15, p. 5.

35  Privacy NSW, Submission 29, p. 4.

36  Privacy Law Consulting, Submission 24, p. 3.

37  Office of the Privacy Commissioner, Submission 39, p. 30.
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compliance burden. However, the committee is mindful of the advice provided by the
department that the 'reasonable period' aspect of the principle (in relation to
determining if the information could have been collected under APP 3) and the 'soon
as practicable' requirement (for destruction or de-identification) will address
compliance concerns. The committee also believes that these elements will provide
sufficient flexibility to allow entities to meet the obligations under this principle.

7.41  The committee notes the NSW Department of Justice and Attorney General's
comments in relation to the ALRC's recommendation that would allow an agency, if it
did not wish to retain unsolicited information, to destroy it without having to decide
whether it could have been collected under APP 3. In addition, the recommendation
would have allowed the agency to destroy the information if it decided that it could
have lawfully collected it, without the need to then comply with other privacy
principles. The committee considers such a provision may address compliance burden
concerns; however, Commonwealth agencies, for example, must comply with the
requirements of the Archives Act 1983 in relation to the destruction of records. The
committee considers that there may be merits for including such a provision but the
interaction with other legislation would need to be considered.

7.42  The committee notes with regard to the interrelationship of APP 4 with the
Archives Act, that the Government response to the ALRC's recommendations stated
that guidance from the OPC 'would also clarify that the proposed principle does not
affect the operation of the Archives Act 1983 in relation to agencies'.®

7.43  There were a number of concerns raised in submissions about the term 'no
longer personal information' and the committee considers that this term requires
further clarification to ensure the aims of the principle are achieved.

Recommendation 9

7.44  The committee recommends that the term 'no longer personal
information’ contained in APP 4(4)(b) be clarified.

38  Australian Government, Enhancing National Privacy Protection, p. 41.



Chapter 8

Australian Privacy Principle 5-notification of the
collection of personal information

Introduction

8.1 Australian Privacy Principle 5 (APP 5) stipulates that entities are obliged to
notify an individual of certain matters at the time that the individual's personal
information is being collected. In particular, an entity is required to ensure that the
individual is aware of how and why the information will be collected and how the
entity will manage the personal information.*

Background

8.2 The Privacy Act 1988 does not contain an express obligation regarding
notification. Rather, the relevant privacy principles which relate to the collection of
personal information, provide that agencies and organisations are required, in
particular circumstances, 'to ensure that an individual whose personal information has
been, or is to be, collected, is aware of a number of specific matters'. Provisions along
these lines are contained in both the Information Privacy Principles (IPPs) in relation
to entities and the National Privacy Principles (NPPs) in relation to organisations.

8.3 Where information is collected directly from the individual, IPP 2 and
NPP 1.3 both list the matters which an individual should be made aware of before, or
as soon as practicable after, their personal information is collected, or in the case of
organisations under NPP 1.3, at the time of collection. NPP 1.5 also provides that in
cases where information about an individual is collected from a third party, the
individual must be made aware of the matters listed in NPP 1.3, 'except to the extent
that making the individual aware of the matters would pose a serious threat to the life
or health of any individual'.

8.4 The ALRC's consideration of notification included:

. whether requirements relating to notification should be set out in a separate
principle;

. the nature and timing of the obligation to notify;

. the circumstances in which an obligation to notify might arise; and

1 Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 11.

2 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 759.
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. which matters an individual should be notified of when personal information
is collected.®

8.5 The ALRC noted that there were examples in other jurisdictions of both a
separate notification principle and notification requirements within the privacy
principle regarding collection. The ALRC came to the view that requirements relating
to notification of individuals should be provided in a discrete principle, as it plays an
Important role in the information cycle, promotes transparency and 'is essential in
informing individuals about the treatment of their personal information, and their
rights in this regard".*

Obligation to notify

8.6 In respect of the obligation to notify, the ALRC noted that 'notification is one
way of ensuring awareness." The ALRC commented that while agencies and
organisations should be required to notify or ensure that an individual is aware of
specific matters regarding the handling of their personal information, it would be
prescriptive to insist on notification in all cases. Indeed, insisting on notification could
increase the compliance cost and burden for agencies and organisations, as well as
possibly overloading individuals with information. Consequently, the ALRC formed
the view that agencies and organisations could ensure that an individual is aware of
required matters by drawing the individual's attention to specific parts of the privacy
policy or other relevant documents. The ALRC suggested that guidance on the
circumstances under which this would be acceptable should be issued by the Office of
the Privacy Commissioner (OPC).”

8.7 The ALRC noted that ideally, obligations to notify should be complied with
before, or at the time of collection of personal information, allowing the individual
adequate opportunity to make an informed choice about disclosing their personal
information. However, the ALRC recognised that it would be unreasonable to insist
on compliance with this obligation in all circumstances and stated that the principle
needs to be flexible enough to adapt to these circumstances. However, the ALRC
noted that the agency or organisation ‘will need to demonstrate the basis upon which
impracticability is asserted, if the issue arises'.’®

8.8 Agencies and organisations currently need to ensure individuals are aware of
certain matters when information is collected directly from the individual; in addition

3 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 759-60.

4 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 760-63.

5 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 766-67.

6 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 767.
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organisations are required to notify individuals if the information is collected from a
third party. The ALRC considered that all agencies and organisations should be
required to notify individuals of particular matters pertaining to the collection of their
personal information, regardless of whether the information is collected directly from
the individual or from a third party.’

Reasonable steps

8.9 Under the current provisions, organisations must take ‘reasonable steps’, and
agencies are required to ‘take such steps (if any) as are, in the circumstances,
reasonable' to ensure that an individual from whom personal information is being
collected, is aware of certain matters.® The ALRC considered both terms and formed
the view that there may be circumstances in which it is reasonable for an agency or
organisation to take no steps to notify or otherwise ensure an individual is aware of
particular matters. The ALRC considered that this should be expressly provided for in
the legislation, and that the OPC should issue guidelines addressing the circumstances
in which it would be reasonable not to take any steps to notify individuals about the
collection of their personal information.®

8.10 The ALRC further noted that providing the qualification that an agency or
organisation only needs to take such steps, if any, as are reasonable in the
circumstances ensures that the principles remain sufficiently high-level, so that they
can be widely applied without having to incorporate any specific exceptions into the
legislation itself.™

Matters for notification

8.11 The ALRC considered a series of matters which agencies and organisations
might notify an individual of. The NPPs and IPPs both list various matters about
which individuals must be made aware. However, while some of the matters share
common ground, they are not consistent.**

8.12 The ALRC noted that notification is particularly important in light of existing
and developing technology, as an individual may not always be aware that their
personal information has been collected. The ALRC clarified that this obligation

7 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 779-82.

8 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 768-69.

9 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 768-73.

10  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 778.

11 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 783-84.
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should not be imposed on agencies and organisations in circumstances in which it is
clear that the individual is aware that their information has been collected —
particularly in circumstances in which the individual provided the information
themselves. The ALRC further noted that this requirement would be subject to the
'reasonable steps' test."?

8.13 The ALRC formed the view that both agencies and organisations should be
obliged to notify individuals who they are collecting information from, of the
following details:

. the collecting entity's identity;

. functional contact details for the collecting entity;

. the purpose for which the information is collected:;

. the individual's right of access to and correction of, the personal information

that they provide; and
. the main consequences of not providing the requested personal information.™?

8.14 In addition, the ALRC noted that NPP 1.3 currently only requires
organisations to ensure an individual is aware of other organisations that it usually
discloses such information to; however, the OPC guidelines indicate that this should
be interpreted broadly. Given the current obligations and the OPC guidelines, the
ALRC formed the view that:

Agencies and organisations should be required to notify, or otherwise
ensure that individuals are aware of the actual or types of agencies,
organisations, or entities to which, or other persons to whom, agencies and
organisations usually disclose personal information of the kind collected.**

8.15 The ALRC also stated that the level of specificity provided to comply with
this requirement would depend on the circumstances and should be the subject of
guidance from the OPC."

8.16  While it is not currently required to inform individuals of available avenues of
complaint, the ALRC noted that the OPC had called for such a provision in its 2005
review, Getting in on the Act: The Review of the Private Sector Provisions of the
Privacy Act 1988. However, the ALRC did not support such an approach as this
information should already be provided in the privacy policy. Drawing the individual's

12 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 784-87.

13 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 787-89.

14  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 794.

15  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 794.
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attention to the fact that such avenues exist, and are set out in the privacy policy,
should suffice.®

8.17 The ALRC considered that the obligations currently in place under the NPPs
and IPPs regarding notification that collection of information is authorised or required
under law, are similar but differ, as do the guidelines issued on each by the OPC. It
was noted that IPP 2 appears less onerous than the obligation under the NPPs as it
only requires an individual to be made aware of 'the fact' that the collection of
information is authorised or required by or under law. However, the guidance
provided on IPP 2 by the OPC takes a stricter approach, requiring an 'IPP 2 notice' to
contain reference to the particular provisions of legislation which require or authorise
the collle7ction of information, whereas the guidance provided on the NPPs is more
lenient.

8.18  Noting that such an obligation is particularly important with regard to the
agencies which have coercive information-gathering powers, the ALRC suggested that
the current IPP obligation provided the most appropriate form of words for this
requirement, and should be extended to apply to organisations as well. Consequently,
the ALRC concluded that agencies and organisations 'should be required, where
applicable, to notify, or otherwise ensure that an individual is aware of, the fact that
the collection is required or authorised by or under law." This of course was to be
complemented by guidance developed by the OPC.*

8.19 The ALRC also recommended that to facilitate compliance, the OPC should
develop and publish guidance on matters including when it would be reasonable to
take no steps and appropriate level of specificity when notifying individuals about
anticipated disclosures.

Government response

8.20 In its response, the Government agreed that requirements relating to
notification should be set out in a separate privacy principle. The Government further
agreed that provision should be made in the principle for circumstances in which it
would be reasonable for an entity not to take any steps to notify an individual about
certain matters pertaining to the collection of their personal information, and that the
OPC would be encouraged to provide guidance on such circumstances.*®

16  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 794-96.

17  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 797-98.

18  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 797-98.

19  Australian Government, Enhancing National Privacy Protection: First Stage Response to the
Australian Law Reform Commission Report 108, For Your Information: Australian Privacy
Law and Practice, October 2009, pp 45-47.
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8.21  The Government response indicated that it would make amendments to the
ALRC's recommendation on the matters to be notified. It was noted that information
on the fact and circumstances of the collection of an individual's personal information
would only need to be provided in circumstances in which an individual was not
aware that their personal information had been collected. Consequently, the
Government suggested that the intent of this requirement might be better expressed in
a different form.”

8.22  In addition, the Government indicated that agencies and organisations should
identify the particular law under which the collection of the personal information is
authorised, rather than simply the fact that the information is required by law.
However, the response explained that it was expected that the particular provision
under which the collection of information is required or authorised would not need to
be identified.?!

8.23  Community concern regarding the flow of personal information overseas was
noted, and, in light of this, the Government stated that agencies and organisations
should also be required to notify individuals whether their personal information is
likely to be transferred overseas, and where it might be transferred to. However, the
response recognised that an agency or organisation may not know at the time of
collection whether the information would be transferred overseas, or the particular
jurisdiction to which the information might be transferred, therefore, this requirement
would be subject to the 'reasonable steps' test.?

Issues

8.24  The matters raised in relation to APP5 went principally to the need for
clarity, the interpretation of the reasonableness test and matters to be notified.

Structure and terminology

8.25  Submitters commented on the structure and complexity of the principle.
APP 5 was supported by Privacy NSW, but it was suggested that the principle be
simplified as follows:

When an entity collects personal information it must notify the individual
about the following matters, unless it is reasonably unable to do so [suggest
that there be a reference to guidance by the Privacy Commissioner on these
matters]:...%

8.26 The OPC also suggested that APP5 be simplified and shortened, with
APP 5(1) becoming a single provision, the removal of repeated phrases, and

20  Australian Government, Enhancing National Privacy Protection, p. 45.
21  Australian Government, Enhancing National Privacy Protection, p. 46.
22 Australian Government, Enhancing National Privacy Protection, p. 46.
23 Privacy NSW, Submission 9, p. 4.
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incorporating APP 5(2) into APP 5(1). The OPC noted that this type of simplified
structure would more closely reflect the structure of the existing NPP 1.3 and IPP 2.

8.27  Professor Greenleaf and Mr Waters noted that there was some inconsistency
in the terminology used in the exposure draft, as APPs 1, 5, and 8 use the term
‘'overseas’, while elsewhere the phrase ‘outside Australia’ is used.” Professor
Greenleaf and Mr Waters also commented that on the definition of term 'collects’, as
they argued that currently there is a risk that collection methods which do not involve
a third party may be excluded from the requirements under APP 5. Consequently,
Professor Greenleaf and Mr Waters suggested that:

..the definition of ‘collects’, should expressly include collection by
observation, surveillance or internal generation in the course of

transactions, to ensure that the notification principle is not read as applying

only to collection resulting from 'requests".*®

8.28  In response to this matter, the Department of the Prime Minister and Cabinet
(the department) commented that the ALRC found that it was unnecessary to amend
the Privacy Act to refer to specific methods of collection because it was clear that
personal information could be collected through lawful and fair means (as required by
NPP 1) by surveillance, and from publicly available sources, such as books. In
addition, the department stated the ALRC noted that OPC guidance on the
requirement for ‘fair and lawful' collection recognised that there will be some
circumstances, for example, investigation of fraud or other unlawful activity, where
covert collection of personal information by surveillance or other means would be
fair. The department concluded:

As the new draft does not alter the existing position that the means of
collection of personal information must be 'lawful and fair' (see APP 3(4)),
APP 3 or APP5 do not expressly refer to 'observation, surveillance or
internal generation'.

8.29 The Law Institute of Victoria (LIV) suggested that, in order to maintain
consistency with earlier provisions in the legislation, the term 'collects' in APP 5(1) be
replaced with 'receives', thereby also ensuring that both solicited and unsolicited
information are covered by APP 5.7

8.30  The department commented on the LIV's suggestion and noted that the use of
the term 'collects' is necessary in APP 5 to ensure consistency with the operation of,
and terminology used in, APP 3 (collecting solicited information) and APP 4
(receiving unsolicited information). Pursuant to the provisions of APP 4, an entity
upon receiving unsolicited personal information is to determine whether the entity

24 Office of the Privacy Commissioner, Submission 39, p. 31.
25  Professor G Greenleaf & Mr N Waters, Submission 25, p. 10.
26  Professor G Greenleaf & Mr N Waters, Submission 25, p. 9.
27  Law Institute of Victoria, Submission 36, p. 6.
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could have collected the information under APP 3 if the entity had solicited the
information. If the answer to that is yes, APP5 immediately applies as if the
information had been 'collected' as solicited information and the notification
requirements under APP 5 must be complied with. If the entity could not have
collected the personal information, the entity must destroy or de-identify the
information, as soon as practicable but only if it is lawful and reasonable to do so
(APP 4(4)). There is no notification requirement in this instance because the personal
information is not being retained for any purpose relating to the identification of the
individual.*®

8.31 The Law Council of Australia (LCA) expressed concern that as currently
drafted the requirements relating to collection in APPs 4, 5 and 6 'do not, expressly
permit the sale of a medical business as a going concern.' The LCA suggested that the
legislation should:

...specifically allow the collection of sensitive information in circumstances
where an entity is buying a medical business as a going concern.
Principle 10 in the Health Records Act 2001 (Vic) and Principle 11 of the
Health Records (Privacy and Access) Act 1997 (ACT) provide useful
examples of how this issue might be addressed.?

Conclusion

8.32 In chapter 3, the committee made general comments on the structure of the
APPs. The committee considers that further consideration should be given to the
structure of APP 5 in light of those comments.

Possible impact of notification of collection

8.33  While Microsoft welcomed the flexibility introduced into APP 5(1) with the
inclusion of the test of reasonableness, other submitters voiced concern about the lack
of flexibility in relation to the consideration of the impact on individuals.*

8.34  Various submitters raised concerns about the possible implications of
notifying individuals of the collection of information, noting that that this may result
in the disclosure of information which may impact on the health, safety or privacy of
other individuals. The Australian Bankers' Association (ABA) suggested that
APP 5(2)(b) should make provisions to ensure that notification does not have an
unreasonable impact on other individuals. The Office of the Guardian for Children
and Young People (GCYP) requested guidance on the term 'reasonable in the
circumstances', arguing that notifying individuals of the collection or disclosure of
information may pose a risk to health and safety in some circumstances.

28  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 15.
29  Law Council of Australia, Submission 31, p. 5.
30  Microsoft, Submission 14, p. 10.
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Consequently, the GCYP noted 'a risk assessment is required to determine if

notification or the seeking of consent is safe, reasonable and appropriate’.*

8.35 In its submission, the GCYP suggested a series of considerations to be taken
into account before seeking consent or notifying individuals of the collection or
disclosure of personal information, designed to ascertain whether notification of, or
seeking of consent for, the collection or disclosure of information is likely to cause
harm to the individual, the public, or others.*?

8.36  Abacus Australian Mutuals raised similar concerns, and noted that APP 5
does not contain the exceptions provided under NPP 1.5, which provides that
individuals must be notified of collection of personal information, except where
notification would pose a serious risk to the life or health of an individual. Abacus
Australian Mutuals explained that its members have used these exemptions in the past,
and argued that the exemptions should continue under future legislation.*®

8.37  Abacus Australian Mutuals also expressed concerns that APP 5 could be
inconsistent with the Anti-Money Laundering and Counter Terrorism Financing Act
2006 (AML/CTF Act) tipping off obligations. Abacus Australian Mutuals explained
that 'section 123 of the AML/CTF Act requires that an institution must not disclose to
any non-AUSTRAC person that a suspect matter report (SUSMR) has been lodged (or
that a suspicion has been formed that a SUSMR needs to be lodged)." To ensure
clarity, it recommended that APP5 be amended to explicitly state that any
requirements to notify individuals of collection of personal information will be
overridden if a tipping off issue exists.*

8.38  The Office of the Information Commissioner, Queensland (OIC), noted that
the obligation to notify individuals of information provided by a third party under
APP 5 raises practical issues. In terms of privacy, the OIC argued that it is not always
practical or desirable to disclose information received by a third party; for example, in
a confidential complaints process, the person being complained about would have to
be notified, thereby compromising the confidentiality of the process. In addition,
information is often quite routinely and legitimately passed between entities in the
performance of their functions; for example, the Queensland Police Service will
access the data held by the Queensland Department of Transport when dealing with
traffic infringements. The OIC explained that in order to avoid these practical
difficulties, Queensland's privacy legislation only obliges an entity to notify

31  Office of the Victorian Privacy Commissioner, Submission 5, pp 6-7; Office of the Guardian
for Children and Young People, Submission 4, p. 5; Australian Bankers' Association,
Submission 15, pp 5-6.

32 Office of the Victorian Privacy Commissioner, Submission 5, pp 6-7; Office of the Guardian
for Children and Young People, Submission 4, p. 5; Australian Bankers' Association,
Submission 15, pp 5-6.

33 Abacus Australian Mutuals, Submission 7, p. 2.
34 Abacus Australian Mutuals, Submission 7, p. 2.



100

individuals of collection of information if the information is collected directly from
the individual .*

8.39  Despite its concerns, the GCYP agreed that seeking informed consent for the
collection or disclosure of personal information, and providing advice about the
purpose of the collection of personal information, and to whom the information may
be disclosed, at the time of the collection, is preferred and recommended where it is
safe to do s0.%

Conclusion

8.40  The committee notes that the ALRC review concluded that there are certain
circumstances in which it would be reasonable for an agency or organisation not to
notify an individual of particular matters pertaining to the collection of their personal
information. The Government response agreed with this conclusion. Consequently, the
exposure draft of APP5 provides that any obligation to notify is subject to the
'reasonable steps' test, which provides that ‘the entity must take such steps (if any) as
are reasonable in the circumstances.®” This recognises that there may be
circumstances in which it would not be reasonable to take any steps to notify an
individual of particular matters regarding the collection of their personal
information.®

8.41  The Government further supported the ALRC's recommendation that the OPC
should issue guidelines on the circumstances in which it would be reasonable to not
take any steps to notify an individual. In its report, the ALRC provided a list of
circumstances which the guidance should address, as circumstances in which it may
be reasonable to take no steps to notify.** The committee notes that the list includes
provision for circumstances in which:

. notification would pose a serious threat to the life or health of an individual,

. notification would prejudice the enforcement of laws, or the prevention,
detection, investigation and prosecution of offences, breaches of a law
imposing penalty or seriously improper conduct; and

35  Office of the Information Commissioner, Queensland, Submission 18, pp 3-4.
36  Office of the Guardian for Children and Young People, Submission 4, p. 5.
37  Australian Privacy Principles Exposure Draft, ss 6(1).

38  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 772-73; Australian Government, Enhancing National Privacy
Protection, p. 45.

39  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 772-73; Australian Government, Enhancing National Privacy
Protection, p. 45.
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. non-compliance with the principle is required or authorised under law.*

8.42 The committee therefore considers that the 'such steps (if any) as are
reasonable in the circumstances' provisions of APP 5, in conjunction with guidance
from the Australian Information Commissioner, provides appropriate flexibility to the
notification principle to address concerns raised by submitters.

Compliance and natification via privacy policy

8.43 A number of submitters noted strong support for the provision for the
notification of collection or disclosure of personal information, as an enhancement of
the current requirements.”’ The Office of the Victorian Privacy Commissioner
(Privacy Victoria) noted that the provision of information through a notice to an
individual ensures that 'individuals are aware of their rights and obligations in respect
to giving up (and later accessing) their information’, and differs from the provision of
information through a privacy policy which is not as comprehensive and often
provides more general information.*

8.44  However, other submitters sought clarification of how they might ensure they
comply with APP 5. Submitters also discussed whether notification obligations could
be sufficiently discharged by referring individuals to a privacy policy.

8.45 A series of submitters noted that the notification requirements under APP 5
would create an additional compliance burden for entities, particularly as entities often
receive large amounts of unsolicited information.”® The Australian Institute of Credit
Management suggested that this principle should be phased in to ameliorate the
possible compliance burden and associated costs.**

8.46  The Australian Hotels Association requested guidance as to whether
providing signage containing the required privacy information stipulated under APP 5
at the entry of a venue using ID scanning technology would provide sufficient
compliance with the Act.®

8.47  Telstra Corporation Limited (Telstra) queried whether APP 5 would require
an entity to provide a notification every time a collection activity is undertaken. As

40  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 772-73.

41  See Office of the Victorian Privacy Commissioner, Submission 5, pp 6—7; Australian Institute
of Credit Management, Submission 8, p. 3; Yahoo!7, Submission 20, pp 1-2.

42  Office of the Victorian Privacy Commissioner, Submission 5, pp 6-7.

43  See Australian Institute of Credit Management, Submission 8, p. 3; Office of the Information
Commissioner, Queensland, Submission 18, p. 3; National Australia Bank, Submission 2, pp 3—
4,

44 Australian Institute of Credit Management, Submission 8, p. 3.
45  Australian Hotels Association, Submission 22, p. 3.
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Telstra confirms customer details at every transaction, if new details are provided,
APP 5 could require Telstra to provide a notification at each transaction, which would
be administratively burdensome, and could result in the customer being overwhelmed
with notices. Telstra argued that it would be more effective to provide customers with
a comprehensive privacy policy at the start of their relationship with the entity, to
avoid multiple notices. Telstra submitted that APP 5 should be amended to clearly
indicate that an entity can adequately discharge its obligations regarding notification
by taking reasonable steps to bring its privacy policy to an individual's attention.*

8.48 A similar concern was raised by the Financial Services Council (FSC), which
requested clarification as to what constitutes ‘reasonable steps' to enable the entity to
determine whether continuous disclosure notifications are necessary for existing
relationships once the initial disclosure is made at the first meeting. FSC also
suggested that these requirements might sufficiently be met by referring an individual
to information on the entity's website. */

8.49  Microsoft expressed concern that increasing requirements for entities to
provide notices to individuals does not necessarily provide a real benefit to
individuals, who:

...can be overwhelmed but not enlightened by long privacy policies or
disclosure statements, even where intended to allow informed consent. This
emphasis does not take into account the realities of the way high volumes
of personal information are collected used and disclosed in the current and
rapidly evolving IT environment let alone the continued aggregation and
sharing by third parties. It leaves individual users bearing the risk in
circumstances where they are not equipped, and as research is showing, not
willing, to bear it.*

8.50  Microsoft suggested an alternative approach in providing 'layered' privacy
notices, which present short bullet-point summaries of an entity's practices, with links
to the full privacy statement for those who require more detailed information.
Microsoft suggested this would reduce the compliance obligations on entities, and the
information load on individuals, while still making more detailed information
available for those who are interested.*

8.51 However, Privacy NSW suggested that notification of the matters under
APP 5 provided an opportunity to allow individuals to exercise express consent for the
intended use and disclosure of their personal information via an 'opt-in‘ box.

46  Telstra Corporation Limited, Submission 19, pp 2-3. See also Australian Hotels Association,
Submission 22, p. 3.

47  Financial Services Council Ltd, Submission 34, p. 2.
48  Microsoft, Submission 14, p. 10.

49  Microsoft, Submission 14, pp 10-11.

50  Privacy NSW, Submission 29, p. 4.
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Conclusion

8.52  The committee notes that the ALRC recognised the issues of compliance
burden and cost for entities, and information overload of individuals. The ALRC
explained that in order to reduce compliance costs and burden, and avoid unnecessary
duplication, in some circumstances:

..it may be legitimate for an agency or organisation to ensure that an
individual is aware of specified matters by alerting the individual to specific
sections of its Privacy Policy or other general documents containing
relevant information.

8.53 The ALRC recommended that the OPC issue guidance on the circumstances
in which it would be appropriate for an agency or organisation to refer an individual to
particular sections of its privacy policy or other documents to comply with notification
obligations. The Government also encouraged the development of appropriate
guidance by the OPC, but noted that the decision to provide guidance is a matter for
the Privacy Commissioner.>2

8.54  The committee further notes that in the ALRC's list of circumstances in which
it may be reasonable to not take any steps to notify an individual, the ALRC includes
circumstances in which an entity collects personal information from an individual 'on

repeated occasions'.>®

Notification of matters —APP 5(2)

8.55  APP 5(2) provides for the matters that an individual is to be made aware of
when personal information is collected.

Identity and contact details—APP 5(2)(a)

8.56  Professor Greenleaf and Mr Waters suggested that in order to prevent entities
from providing individuals with contact details which are no longer current, this
paragraph should specifically require the provision of the ‘functional contact details' of
the entity.>*

51  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 766-67.

52  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 804; Australian Government, Enhancing National Privacy
Protection, p. 47.

53  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 773.

54  Professor G Greenleaf & Mr N Waters, Submission 25, p. 9.
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Collection from third parties or if individual unaware-APP 5(2)(b)

8.57 APP 5(2)(b) provides that an individual must be notified that the entity
collected, or so collects personal information from a third party or if the individual is
unaware that the entity has collected the personal information. The National Australia
Bank (NAB) expressed concern that as currently drafted, APP 5(2)(b) constitutes an
absolute obligation. NAB noted that in some circumstances it may 'be unlawful, or
interfere with the lawful functions of an entity (particularly enforcement bodies)' to
inform individuals that an entity has collected their personal information, and
consequently, such notification should only be required when it is 'reasonable and

practical to do so'.>°

8.58  The Australian Finance Conference (AFC) suggested that the two alternatives
suggested under APP 5(2)(b) should be ‘cumulative rather than alternative', and
recommended that the word 'or' at the end of subparagraph (i) should be changed to
‘and'. In effect this would only require an entity to notify the individual when
information is collected from a third party without the individual's knowledge.*®

Required or authorised by or under Australian law—APP 5(2)(c)

8.59 A series of submitters argued that the requirement to provide the name of the
law or order of a court or tribunal which authorises or requires the collection of the
personal information is onerous, and would be costly to comply with. Submitters
noted that compliance with this requirement by the financial services sector would be
particularly impractical, as the sector is regulated by a number of laws which either
directly or indirectly require financial institutions to collect personal information from
customers. In order to ensure that all relevant laws and court orders are appropriately
identified, entities operating in similarly complex regulatory environments may need
to obtain legal advice, incurring further costs.>” The ABA suggested that it should be
sufficient to provide a generic statement about the laws which authorise or require the
collection of personal information, rather than identifying each individual law.*®

8.60  The AFC also expressed concern that regulation requiring detailed disclosure
from industry appears to be at odds with the Government's moves to encourage
industry to adopt a 'simple but comprehensive approach' to reduce the volume of
documentation which is provided to individuals to comply with disclosure
obligations.®® The AFC noted that APP 5(2)(c) would be tempered by the test of
reasonableness included in APP 5(1), and consequently it may not be deemed

55  National Australia Bank, Submission 2, p. 3. See also paragraphs 8.33—-8.42 regarding the
possible impact of notification of collection.

56  Australian Finance Conference, Submission 12, p. 5.

57  National Australia Bank, Submission 2, pp 3—4; Australian Bankers' Association,
Submission 15, pp 5-6; Australian Finance Conference, Submission 12, pp 5-6.

58  Australian Bankers' Association, Submission 15, p. 6.
59  Australian Finance Conference, Submission 12, pp 5-6.
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reasonable in the circumstances to name the particular law or order which requires or
authorises collection. However, to ensure clarity the AFC recommended the removal
of the prescriptive requirement to name the relevant law or order from APP 5(2)(c).%°

8.61 The NAB put another view and argued that as APP 3 protects individuals
from the ‘unnecessary' collection of personal information, APP 5(2)(c) is unlikely to
provide a real benefit to individuals.®* Further, NAB noted that the requirement under
APP 5(2)(c) was not included in the ALRC's recommendations, and suggested that the
legislation should reflect the ALRC's original recommendation, ensuring that
individuals be notified of the ‘fact, where applicable, that the collection is required or

authorised by or under law".%?

8.62  However, Professor Greenleaf and Mr Waters presented a different view
noting their support for the requirement to specify the relevant Australian law or court
or tribunal order in the notice to an individual. They explained that this would ensure
that individuals receive the adequate level of detail in notifications, as currently
entities can get away with providing unhelpful and generalised information to
individuals.®

Consequences to the individual-APP 5(2)(e)

8.63  The LIV commented that while this provision requires an entity to advise an
individual of the consequences of not providing information, it is not evident that
there is any regulation of whether the said consequences of not providing information
are fair and reasonable. Further, there is no provision requiring the entity to inform the
individual of their right not to provide identity information. The LIV recommends that
such a provision be incorporated into APP 5(2).*

Disclosure to third parties—APP 5(2)(f)

8.64  Professor Greenleaf and Mr Waters noted some inconsistency in terminology
in this paragraph, with the introduction of the term 'body'. They suggested that the
other two terms used in the paragraph, ‘entity’ and ‘person’, are employed elsewhere in
the legislation and would appear to adequately convey the meaning required.®

8.65  In comparing this provision with the NPPs and IPPs, the OPC raised concern
about the lack of specificity in this provision, noting that as currently drafted, it could
be interpreted as requiring that notice be provided about information that the entity

60  Australian Finance Conference, Submission 12, pp 5-6.

61  National Australia Bank, Submission 2, pp 3-4.

62  National Australia Bank, Submission 2, pp 3-4.

63  Professor G Greenleaf & Mr N Waters, Submission 25, p. 9.
64  Law Institute of Victoria, Submission 36, p. 6.

65  Professor G Greenleaf & Mr N Waters, Submission 25, p. 9.
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collects 'more generally'. Notice which relates to the general sort of information
collected by an entity would be lengthier and not as relevant or useful to an individual,
and could probably be covered by a general privacy policy, rather than a specific
notification. Consequently, the OPC suggested that this provision should specifically
refer (taécs) the kind of information actually collected, in a similar manner to the NPPs and
IPPs.

Entity's privacy policy—APP 5(2)(g) and APP 5(2)(h)

8.66 The Health Services Commissioner, Victoria, noted its support for the
requirement to notify an individual of the complaint mechanisms an entity has in
place. However, Professor Greenleaf and Mr Waters expressed concern that these
paragraphs provide 'indirect notice of actual mechanisms' by pointing individuals to
the entity's privacy policy rather than providing them with direct information about
the access, correction and complaint mechanisms in place. They suggested that in both
APP 5(2)(g) and APP 5(2)(h), all words prior to 'how the individual may' be omitted,
to ensure individuals are provided with express and direct information about the
mechanisms in place.®’

Disclosure to overseas recipients—APP 5(2)(i) and APP5(2)(j)

8.67  Professor Greenleaf and Mr Waters, and the Health Services Commissioner,
indicated their support for the inclusion of a specific obligation to provide individuals
with details regarding the transfer of information to overseas recipients. However,
some concern was expressed about the inclusion of the qualification 'if it is
practicable'. Professor Greenleaf and Mr Waters argued that this qualification is
subjective, and as a result, many companies may use this as justification for not
providing the information required under APP 5(2)(j).%®

8.68  Other submitters raised concerns with this as it was seen as onerous,
administratively burdensome and costly to comply with.* Coles Supermarkets
Australia Pty Ltd (Coles) explained that as it outsources a number of services to
contractors, the possibility of personal details being disclosed overseas, and the
location of the overseas recipients, can change according to the operations and
infrastructure arrangements of the service provider engaged. The ABA further noted
that if the entity does not control the location of the overseas recipient, if the overseas

66  Office of the Privacy Commissioner, Submission 39, pp 31-32.

67  Health Services Commissioner, Victoria, Submission 26, p. 2; Professor G Greenleaf & Mr N
Waters, Submission 25, p. 9.

68  Health Services Commissioner, Victoria, Submission 26, p. 2; Professor G Greenleaf & Mr N
Waters, Submission 25, p. 10.

69  Coles Supermarkets Australia, Submission 10, p. 2; Deloitte Touche Tohmatsu, Submission 28,
p. 1; National Australia Bank, Submission 2, p. 2; Australian Finance Conference, Submission
12, p. 6; and Australian Bankers' Association, Submission 15, p. 3.
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recipient relocates without the entity's knowledge, the entity will be in breach of the
APPs.™

8.69 In addition, Privacy Law Consulting Australia and Coles argued that this
obligation could potentially force the disclosure of information about entities'
resources and operational arrangements which may be considered commercial in
confidence information.”

8.70  The ABA expressed some uncertainty as to whether the requirement to name
the country in which any overseas recipient may be located in APP 5 has the same
meaning as APP 1. The ABA noted concern that the requirement under APP 5 could
be read as requiring more specific information about the disclosure of personal details
which are to be, or have been collected, significantly increasing the compliance
burden on entities.”

8.71  While generally supportive of APP 5, Yahoo!7 expressed some concerns
about the practicality of these particular provisions given the evolution of technology
and the advent of cloud computing:”®

We consider international data transfer and back up to be ubiquitous in the
online services industry especially when you consider cloud computing
phenomena. We are concerned that it may not be practical to require
companies to specify which countries they transfer data to in their privacy
policies and favour a simple disclosure obligation which refers to
international data transfer and back up more generally.”

8.72 A series of submitters commented that it is not clear how the requirement to
notify an individual of which countries an entity is likely to disclose personal
information to, will deliver any real benefit to individuals, as it simply notifies
individuals where the information is going, not how it will be managed, or what level
of privacy protection exists in that jurisdiction. Privacy Law Consulting Australia
supported this view, stating that the provisions do not:

...require an organisation to state the name of the recipient, the purpose for
which the information is disclosed or the nature of the activities of, or
goods or services provided by, the recipient. Accordingly, the provisions do

70  Coles Supermarkets Australia, Submission 10, p. 2; Deloitte Touche Tohmatsu, Submission 28,
p. 1; Australian Bankers' Association, Submission 15, p. 7.

71  Coles Supermarkets Australia, Submission 10, p. 2; Privacy Law Consulting Australia,
Submission 24, p. 1; National Australia Bank, Submission 2, p. 2; Australian Finance
Conference, Submission 12, p. 6; Australian Bankers' Association, Submission 15, p. 7.

72 Australian Bankers' Association, Submission 15, p. 7.

73 'In simple terms, cloud computing is a way to enhance computing experiences by enabling
users to access software applications and data that are stored at off-site datacenters rather than
on the user’s own device or PC or at an organisation’s on-site datacenter'. See Microsoft,
Submission 14, p. 5.

74 Yahoo!7, Submission 20, pp 1-2.
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not result in consumers being provided with a level of information that will
enable them to properly consider privacy issues associated with the
overseas disclosure.”

Further, both ABA and NAB noted that in their consideration APP 8 provides
adequate protections in this respect.’®

Conclusion

8.73  In relation to the matters to be notified (APP 5(2)), much of the evidence
argued that there was a lack of flexibility available to entities in the matters to be
notified. For example, the NAB commented that there is an ‘absolute obligation’, even
when it may 'be unlawful, or interfere with the lawful functions of an entity
(particularly enforcement bodies)’, to inform individuals that an entity has collected
their personal information. Other submitters pointed to the compliance burden
imposed by the requirement to provide the name of the law which requires the
collection of personal information and the list of countries where an overseas recipient
is located.

8.74  The committee notes the ALRC's view that:

Agencies and organisations should be subject to an obligation to notify or
otherwise ensure an individual's awareness of specified matters relating to
the collection of his or her personal information, regardless of whether that
information is collected directly from the individual or from someone other
than the individual.”’

8.75  As noted previously, the ALRC listed various circumstances in which it may
be reasonable for an agency or organisation to not take any steps to notify an
individual of certain matters regarding the collection of personal information (see
paragraph 8.41). The Government accepted the ALRC's recommendation and also
noted that there may be circumstances where it may be reasonable to take no steps to
notify an individual about the collection of personal information. In addition, the
Government response specifically commented that the ‘reasonable steps' test applies to
the requirements to notify individuals if their information is likely to be transferred
overseas and to where it might be transferred:

...an agency or organisation would not need to include this information in a
collection notice if it did not reasonably know at the time of collection
whether information will be transferred overseas.

75  Privacy Law Consulting Australia, Submission 24, p. 1.

76  National Australia Bank, Submission 2, p. 2; Deloitte Touche Tohmatsu, Submission 28, p. 1;
Australian Finance Conference, Submission 12, p. 6; Australian Bankers' Association,
Submission 15, pp 3 and 7; Professor G Greenleaf & Mr N Waters, Submission 25, p. 10;
Privacy Law Consulting Australia, Submission 24, p. 1; Coles Supermarkets Australia,
Submission 10, p. 2.

77  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 782.
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Further, it would not be reasonable to provide specific information if the
organisation or agency does not reasonably know to which specific
jurisdiction personal information may be transferred.’

8.76  The exposure draft of the notification principle reflects the Government view
that there should be a reasonableness test for each of the matters to be notified. This is
provided for as all of APP 5(2) is subject to the 'reasonableness' test of APP 5(1) as
the linkage is given by the term 'matters' in APP 5(2) which links back to APP 5(1)(a).
The additional test in APP 5(2)(j) is one of practicality concerning the notification of
the range of recipient countries.

8.77  The committee concludes that the inclusion of the reasonableness test and that
in some circumstances no steps need by taken, provides entities with the appropriate
level of flexibility in relation to the notification of matters.

8.78 In relation to the need to notify an individual about the law under which
information was collected, the ALRC report took the less stringent view that agencies
and organisations should be required ‘to notify, or otherwise ensure that an individual
Is aware of, the fact that the collection is required or authorised by or under law.' The
ALRC also considered that the OPC should develop guidelines to assist agencies and
organisations to comply with the provision.” However, the Government response
indicated that the Government preferred that the principle clearly convey the
expectation that the name of the relevant law be provided as a minimum. The
Government response stated that:

...agencies or organisations should identify the specific law that requires or
authorises the collection of information, though it would not be necessary to
identify a specific provision.®

8.79  While this provision provides a higher level of specificity, the application of
the reasonableness test will provide entities with flexibility.

8.80 In relation to the obligation to notify a person that certain matters are
contained in the entity's privacy policy, the committee notes the ALRC's conclusion
that agencies and organisations could fulfil their notification obligations by drawing
an individual's attention to specific parts of the privacy policy or other relevant
documents to ensure that an individual is aware of required matters. The committee
also observes the ALRC's suggestion that the OPC should issue guidance on the
circumstances under which this would be acceptable.®

78  Australian Government, Enhancing National Privacy Protection, p. 46.

79  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 798.

80  Australian Government, Enhancing National Privacy Protection , p. 46.

81  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 766-67.
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8.81  Finally, the committee notes that the Government response supports the
provision of guidance by the Australian Information Commissioner to assist entities in
complying with the notification principle.




Chapter 9

Australian Privacy Principle 6-use or disclosure of
personal information

Introduction

9.1 Australian Privacy Principle 6 (APP 6) outlines the circumstances in which
entities may use or disclose personal information that has been collected or received.*

9.2 The Companion Guide states that from this principle, it is implicit that an
entity may use or disclose personal information for the primary purpose that the
information was collected for. This personal information can only be used or disclosed
for a secondary purpose (a purpose other than the primary purpose), if the individual
concerned has consented.? However, the Companion Guide explains that in some
circumstances, the public interest outweighs individual privacy, and consequently a
series of exceptions which allow the use or disclosure of personal information without
consent, are provided for in APP 6. The exceptions are based on those which currently
exist under National Privacy Principle 2.1, with the addition of some new exceptions.
Further, this principle does not apply to the use or disclosure of government related
identifiers or personal information for the purposes of direct marketing — use and
disclosure for these purposes is covered in separate principles.®

Background

9.3 Provisions regarding the use and disclosure of personal information by
agencies are contained in Information Privacy Principles (IPPs) 9 to 11. These provide
that:

. personal information should only be used for a purpose which is relevant to
the information (IPP 9);
. personal information should only be used for particular purposes for which it

was collected unless certain exceptions apply (IPP 10);
. personal information should not be disclosed to a person, body or agency
other than the individual unless certain exceptions apply (IPP 11).*

94 National Privacy Principle (NPP) 2 provides for the use and disclosure of
personal information by organisations. Under NPP 2 the use and disclosure of

Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 11.
Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 11.
Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 11.
Privacy Act 1988, ss. 14(9)-ss. 14(11).
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personal information for a purpose other than the 'primary purpose' of collection, is
prohibited, unless certain exceptions apply.®

9.5 The NPPs and IPPs contain some similar exceptions, permitting the use and
disclosure of personal information in situations in which:

. the individual consents to the use or disclosure;
. use or disclosure of the personal information is authorised by or under law;
. use or disclosure of the personal information is necessary to lessen or prevent

a serious and imminent threat to the life or health of an individual;

. use or disclosure is reasonably necessary to enforce certain activities of an
enforcement body.®

9.6 However, NPP 2 contains a much larger list of exceptions than the IPPs.’

9.7 In its review, the ALRC considered, amongst other issues:

. the appropriateness of consolidating the use and disclosure provisions in the
IPPs and NPPs into a single principle;

. the circumstances in which the use and disclosure of personal information for
a purpose other than the purpose the information was collected for, should be
permitted; and

. whether any use or disclosure for a purpose other than the original purpose for
which the information was collected, should be recorded.®

9.8 The ALRC considered whether use and disclosure provisions should be
consolidated into a single principle and came to the view that a single privacy
principle should deal with use and disclosure for both agencies and organisations. The
ALRC commented that this would reduce the complexity of privacy regulation and
avoid technical legal arguments about whether an action constitutes a use or
disclosure.®

9.9 The ALRC noted that the principles in both the IPPs and NPPs relating to use
and disclosure ‘adopt a prescriptive approach’ and do not contain an overriding
qualifier such as permitting disclosure where it is 'reasonable’ in the circumstances.

5 Privacy Act 1988, schedule 3, clause 2.

6 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 839.

7 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 839-40.

8 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 838.

9 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 840-44.
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Use and disclosure of personal information is permitted for the primary purpose for
which it was collected unless an exception authorises this action. The ALRC noted
that these exceptions do not require the use or disclosure of personal information —
they merely permit the use or disclosure in certain circumstances. '

9.10

The ALRC considered the exceptions to the prohibition on use or disclosure

and came to the view that the exceptions as they apply to agencies and organisations
should be consolidated. In addition, the ALRC commented, in relation to specific
exceptions as follows:

use or disclosure for a secondary purpose where there is a requisite connection
with the primary purpose of collection, and within the reasonable expectations
of the individual-the NPPs include this exception and the ALRC considered
that it should also apply to agencies. In relation to sensitive information, the
ALRC recommended that the secondary purpose be directly related to the
primary purpose. The reasonable expectation test was seen as balancing the
loosening of the provisions governing agencies and is unlikely to be
particularly onerous;**

authorisation of the use or disclosure of personal information in circumstances
in which an individual has consented to that use or disclosure—this exception
should be included in the use and disclosure principle;*?

use or disclosure of information in circumstances by agencies and
organisations where they have reason to suspect unlawful activity—the ALRC
considered this an appropriate exception but that it should only apply if such
use or disclosure is a necessary part of the entity's investigation. The ALRC
did not think it was necessary to expressly extend the exception to suspected
serious misconduct, despite submissions to that effect by some stakeholders,
as the OPC's guidance on investigation includes investigation of professional
misconduct;*® and

law enforcement and regulatory purposes—the ALRC support an exception for
the use or disclosure of information for a secondary purpose if it is necessary
for, or on behalf of, an enforcement body to perform its functions. Rather than
the more general exception in IPPs 10 and 11, the ALRC preferred the format

10

11

12

13

Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 845.

Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 850-51.

Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 852-53.

Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 862-63.



114

of NPP 2.1(h) in this regard as it listed specific functions to which such an
exception would apply.**

9.11 In relation to the emergency, disaster and threat to life, health or safety
exception, currently, personal information can be used and disclosed if it is necessary
to lessen or prevent a serious and imminent threat to an individual's life or safety. The
NPPs also allow secondary use and disclosure in certain circumstances. The ALRC
formed the view that the use and disclosure of personal information should be
permitted if an agency or organisation reasonably believes that such a use or
disclosure is necessary to lessen or prevent a serious threat to an individual's life, or
the health and safety of an individual or the public. The ALRC explained the
‘reasonable belief' test was an important safeguard, as an agency or organisation ‘will
need to have reasonable grounds for its belief that the proposed use or disclosure is
essential, and not merely helpful, desirable, or convenient.'®

9.12  While an assessment of what constitutes a 'serious threat' would have to
consider both the likelihood of harm, and the gravity of the outcome, the ALRC
considered it prudent to retain this term. However, the ALRC suggested that the
requirement that any threat be ‘imminent’ be removed, as it focuses on the immediacy
of a threat, and in the ALRC's view, agencies and organisations 'should be able to take
preventative action to stop a threat from escalating to the point of materialisation.'*°

9.13 In its submission to the Legal and Constitutional Affairs Committee inquiry,
the Australian Privacy Foundation suggested that the exception regarding the use or
disclosure of personal information required or authorised by or under law should be
restricted by removing the terms ‘authorised' and under to remove any subjectivity,

and providing a clear definition of what is encompassed by the term 'law"."’

9.14  The ALRC expressed the view that there must be provision for an exception
which allows the use or disclosure of personal information where it is required or
authorised by or under law. The ALRC noted suggestions that this exception should
be narrowed, however the ALRC argued that restricting the exception might have ‘far-
reaching, and possibly unintended, consequences." The ALRC suggested some
important safeguards on this exception, recommending that the Privacy Act be
amended to specify what is included by 'law' with regard to this exception, and
suggesting that the OPC develop guidelines regarding when an act or practice will be

14  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 866—69.

15  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 859-60.

16  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 859-60.

17  Senate Legal and Constitutional Affairs References Committee, The real Big Brother: Inquiry
into the Privacy Act 1988, Australian Privacy Foundation, Submission 32, p. 20.
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required or authorised under law. Further, the ALRC explained that agencies and
organisations must:

...be able to establish the basis upon which they assert their entitlement to
rely on the exception. That is, they will still need to be able to identify the
law which they assert requires or authorises a particular use or disclosure.*®

9.15  While neither the IPPs nor the NPPs provide for the use and disclosure of
personal information necessary for the purposes of confidential alternative dispute
resolution (ADR) processes, the ALRC recommended that such an exception be
included. The current Privacy Act, without such an exception, has the potential to
present significant barriers to the resolution of disputes through ADR, which is
‘facilitated by the disclosure of all relevant information by the parties to dispute
resolution bodies, including personal information about third parties."**

9.16 In providing this recommendation, the ALRC noted that ADR ‘potentially
could include an extremely broad range of situations." The ALRC considered that the
most appropriate way to limit the scope of the provision would be to provide
confidentiality requirements, and the particulars of what constitutes confidentiality
requirements would be articulated by guidance formulated by the OPC in consultation
with the National Alternative Dispute Resolution Advisory Council.?

9.17 The ALRC considered the inclusion of an exception allowing use and
disclosure for the establishment, pursuit or defence of legal rights. However, the
ALRC came to the conclusion that such an exemption would not practically assist
intending litigants in a substantial way, as the exception would permit and not compel
the disclosure of information. Further, the ALRC noted that processes via court orders
exist for the purposes of obtaining information for the purposes of legal rights, and
that these processes are subject to established rules to prevent any abuse by the parties
involved, and therefore provide the most appropriate way of accessing required
information for these purposes.?

9.18 In its report, the ALRC noted the significant issues and competing
considerations surrounding the authorisation for the use and disclosure of personal
information for the purposes of missing persons investigations. While such disclosures
may assist in locating missing persons who want to be located, it was noted that there
are circumstances in which the missing person does not wish to be located for
personal reasons, or due to fear for their own safety. In light of this, the ALRC noted

18  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 863-66.

19  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 870 and 1490.

20  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 1491-92.

21  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 1493-97.
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that creating a general exception regarding missing person investigations could
interfere with the privacy of an individual and risk their safety. The ALRC concluded
that other means may be used to obtain information to assist missing persons
investigations:

Where an agency or organisation has a legitimate reason to search for a
missing person, it may be able to avail itself of one of the other exceptions
to the general prohibition in the 'Use and Disclosure’ principle, or it may
seek a public interest determination.?

Recording use or disclosure for a secondary purpose

9.19 The ALRC formed the view that, as is currently the case under IPPs 10 and 11
and NPP 2, agencies and organisations should be required to record any use or
disclosure made under the exception regarding law enforcement. The ALRC noted
calls from other committees and stakeholders for expanding the requirements
regarding the logging of use and disclosures made for purposes other than the primary
purpose of collection. However, the ALRC concluded that requiring that each use and
disclosure made under an exception be recorded would not be justified and would be
hugely impractical, costly and onerous for organisations and agencies.?

Government response

9.20 The Government accepted that a use and disclosure principle was necessary
and that these requirements should 'be balanced so as to recognise other important
public interests that may, on occasion, compete with the public interest of maintaining
the individual's privacy'. The Government also agreed that the use and disclosure of
personal information should be allowed for a secondary purpose if the individual
would reasonably expect their information to be used for the secondary purpose, and
the secondary purpose is related to the primary purpose of collection, or in the case of
sensitive information, the secondary purpose is directly related to the primary purpose
of collection.?

9.21 The Government response also indicated that, in addition to the exceptions
recommended by the ALRC, it considered that further exceptions were necessary
relating to circumstances in which:

. the individual consents to the use or disclosure;

22  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 874-75.

23 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 881-85.

24 Australian Government, Enhancing National Privacy Protection: First Stage Response to the
Australian Law Reform Commission Report 108, For Your Information: Australian Privacy
Law and Practice, October 2009, p. 52.
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. unlawful activity or serious misconduct is suspected and the agency or
organisation uses or discloses personal information as a necessary part of its
own investigation of the matter or in reporting its concerns to relevant persons
or authorities;

. the use or disclosure is required or authorised by or under law; and

. the organisation or agency reasonably believes that the use or disclosure is
reasonably necessary for the prevention, investigation, detection or
prosecution of breaches of a law by or on behalf of an enforcement body.*

9.22 The Government also identified additional exceptions related to matters
addressed in other recommendations made by the ALRC in relation to confidential
alternative dispute resolution; research purposes; and provision of a health service.

9.23 In agreeing that there should be provision for the use and disclosure of
personal information where an agency or organisation reasonably believes it is
necessary to lessen or prevent a serious threat to an individual's life, health or safety or
public health or public safety, the Government acknowledged the concerns of some
stakeholders that the exception was too broad. While the Government agreed with the
removal of the term 'imminent’, the response suggested that in order to provide an
adequate safeguard, an additional requirement that it be unreasonable or impracticable
to obtain an individual's consent to such a use or disclosure, be added to the
exception.?®

9.24  The Government indicated its support for an express exception to allow the
use or disclosure of information for a missing person investigation. Recognising that
there are legitimate reasons why some individuals may not wish to be located, the
Government outlined that the exception would only permit, and not compel, the use or
disclosure of personal information in these circumstances. Further, the Government
stated that any use or disclosure of personal information for this purpose would be
subject to binding rules issued by the Privacy Commissioner in a legislative
instrument subject to parliamentary scrutiny. The Government suggested that the rules
issued by the Privacy Commissioner should be developed in consultation with
relevant stakeholders, and should address matters including that uses and disclosures
should only be in response to requests from appropriate bodies with recognised
authority for investigating reported missing persons; and where it is either
unreasonable or impracticable to obtain consent from the individual, any use or
disclosure should not go against any known wishes of the individual.?’

25  Australian Government, Enhancing National Privacy Protection, p. 52.
26  Australian Government, Enhancing National Privacy Protection, pp 54-55.
27  Australian Government, Enhancing National Privacy Protection, pp 52-53.
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Issues
Structure and terminology

9.25 Various submitters raised concerns about the structure of APP 6 and the
terminology used. Professor Graham Greenleaf and Mr Nigel Waters noted that the
ALRC's Unified Privacy Principle (UPP) 5 provides a single list of ‘conditions' on the
use or disclosure of personal information, whereas APP 6 splits the list between
APP 6(1) and APP 6(2). They expressed concern that this is misleading, as without
making it clear that APP 6(2) actually contains exceptions to providing consent for
use and disclosure, the principle:

...implies that consent has a much more prominent role than it does in
reality. Having consent as just one of a number of conditions for use and
disclosure in a single clause gives a much more realistic impression of the
effect of the law.?®

9.26 The OPC also commented on the structure of APP 6 and suggested that
APP 6(1) and (2) be merged into a shorter simpler single provision.? Privacy NSW
added that, in its view, APP6 is too complex and will not assist people in
understanding how their personal information may be managed. An alternative form
of words for the principle was suggested, providing an initial link to APP 5:

If an entity has notified an individual about its intended uses or disclosure
of personal information it may carry out those uses or disclosures. If an
individual has not agreed to those uses or disclosures, the entity may only
use or disclose the information if the following circumstances apply:...*

Conclusion

9.27  The committee again notes that general comments in relation to the structure
of the APPs have been made in chapter 3.

Use or disclosure—APP 6(1)

9.28  APP 6(1) provides that an entity should only disclose personal information
about an individual for the ‘primary purpose’, being the particular purpose for which it
was collected. The personal information can only be used or disclosed for a 'secondary
purpose' if the individual agrees to the use or disclosure for that purpose, or if one of
the exceptions in APP 6(2) applies. The Office of the Guardian for Children and
Young People (GCYP) noted its partial support for this provision.™

28  Professor G Greenleaf & Mr N Waters, Submission 25, p. 10.

29  Office of the Privacy Commissioner, Submission 39, p. 32.

30  Privacy NSW, Submission 29, p. 4.

31  Office of the Guardian for Children and Young People, Submission 4, p. 6.
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9.29 The Office of the Information Commissioner, Queensland (OIC), raised
concerns that the test allowing the use or disclosure of information is too loose 'as to
render the prohibition on secondary use or disclosure meaningless' and went on to
state:

Entities have specific areas of operation which are necessarily both broad
albeit concentrated in a specific area...All activities conducted in an entity
can be related to all other activities...Under APP6 the potential exists for the
secondary use or disclosure of any personal information which in the
control or possession of an entity irrespective that the primary purpose is
widely different.®

9.30  The OIC went on to note that privacy legislation in place in Queensland only
allows 'use' for a secondary purpose, and that secondary purpose must be directly
related to the primary purpose. According to the OIC, it is determined objectively,
rather than subjectively. The OIC suggests that this provision be limited in a similar
manner to the Queensland legislation.

9.31 A number of submitters, for example, the Australian Institute of Credit
Management (AICM), requested clear guidance as to what might constitute a
secondary purpose, as this concept does not appear to be defined within the exposure
draft. AICM was concerned that without further clarity regarding the concept of a
secondary purpose, use or disclosure of personal information which has a deleterious
impact on individuals may occur.®* These concerns were echoed by the Law Institute
of Victoria (LIV), which also called for guidance on the terms ‘primary purpose’ and
'secondary purpose' to assist entities to adequately comply with the principle. The LIV
also noted that such guidance is currently lacking under the NPP as well.*

9.32 The Australian Bankers' Association (ABA) noted that unlike NPP 2,
APP 6(1) refers to the primary purpose of collection as a 'particular purpose’, and this
could have implications for the financial services industry:

The reference to "a particular purpose™ should be clear it encompasses all
necessary or naturally related purposes. For example, the particular purpose
of processing a loan application should include all of the possible activities
and use and disclosures of personal information that are necessary to
maintain, service and recover the loan. It should be clarified that all
necessary or naturally related purposes are able to be described in this way
and are taken to be included in the meaning of "particular purpose”...
However, compared with the reference to "particular purpose” in APP 6
subsection 7(1), sub-sections 7(2)(h) and (i) suggest that the wider approach

32 Office of the Information Commissioner, Queensland, Submission 18, p. 5.
33 Office of the Information Commissioner, Queensland, Submission 18, p. 5.
34  Australian Institute of Credit Management, Submission 8, p. 3.

35  Law Institute of Victoria, Submission 36, p. 6.
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to activities associated with "particular purpose™ in the case of financial
services might not be available.*

9.33  Professor Greenleaf and Mr Waters also suggested changes to the terminology
used in this subsection, noting that as an entity may have more than one primary or
secondary purpose, the phrases 'a primary purpose' and 'a secondary purpose' should

be used in place of ‘the primary purpose’ and ‘the secondary purpose'.*’

Conclusion

9.34  The committee notes that the definition of the term 'related’, provided in the
revised Explanatory Memorandum for the Privacy Amendment (Private Sector) Bill
2000, may assist in the interpretation of the term 'secondary purpose'. The Explanatory
Memorandum states:

To be "related"”, the secondary purpose must be something that arises in the
context of the primary purpose. For example, a business that collects
personal information about its clients may use that information to notify its
clients of its change of business address.*

9.35 The committee notes that the ALRC took such issues into consideration in its
report, and formed the view that it is not necessary to require a direct relationship
between the primary and secondary purpose with regard to the use and disclosure of
non-sensitive information. In fact, the ALRC noted that such a requirement could
prove to be significantly onerous for organisations. The ALRC further noted that the
removal of the direct relation requirement for the use of non-sensitive information in
relation to agencies would be effectively balanced by the introduction of the
reasonable expectations test. In summary, the ALRC explained, the:

...fact that a primary purpose is related to a secondary purpose increases the
likelihood that an individual would reasonably expect his or her personal
information to be used or disclosed for that secondary purpose.

9.36 The committee notes concerns about ambiguity of the terms ‘primary' and
'secondary’ purpose and considers that further guidance on the meaning of these terms
would be beneficial.

Exceptions—APP 6(2)

9.37 APP 6(2) provides a list of exceptions to APP 6(1), which allow the use or
disclosure of personal information without consent. The ABA welcomed the list of
exceptions in AAP 6(2) as practical.*

36  Australian Bankers' Association, Submission 15, pp 7-8.
37  Professor G Greenleaf & Mr N Waters, Submission 25, p. 10.
38  Explanatory Memorandum, Privacy Amendment (Private Sector) Bill 2000, p. 132.

39  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 851.
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Authorised or required by or under Australian law—AAP 6(2)(b)

9.38  Submissions commented on the exception allowing the use or disclosure of
personal information where the information is required or authorised by law, or the
order of a court or tribunal. Professor Greenleaf and Mr Waters raised concerns that
the insertion of the word ‘'authorised’ broadens this exception, and makes its

application subjective, as opposed to simply retaining the stricter 'required by law".**

9.39 The Australian Direct Marketing Association and Google argued that the
paragraph should be amended to accommodate the requirements of foreign laws, as
some companies will be beholden to both Australian law, and the law of other
countries in which they carry out business.*> Google explained:

For example, a foreign country may mandate disclosure of personal
information in response to a subpoena issued by a court exercising
jurisdiction over the operations of the service provider in that foreign
country. It would be inappropriate to place the service provider in jeopardy
under Australian law for responding to valid court process in a foreign
jurisdiction.*®

Conclusion

9.40  Similar concerns were taken into consideration in the ALRC's review;
however, the ALRC did not deem it appropriate to further restrict this exception. The
committee notes that the ALRC recommended certain safeguards pertaining to this
exception, including that agencies and organisations must be able to provide the basis
on which they claim the exception by naming the law which requires or authorises the
use or disclosure.** The committee notes that the Government supported the retention
of this exception in its response.®

9.41  Asdiscussed in previous chapters, the committee notes that the provisions in
the current Privacy Act which provide that acts or practices undertaken outside of
Australia which are required by 'an applicable law of a foreign country' will not be
taken as a breach of privacy, will be replicated in the new Privacy Act.*®

40  Australian Bankers' Association, Submission 15, p. 7.
41  Professor G Greenleaf & Mr N Waters, Submission 25, pp 7 and 10.

42  Australian Direct Marketing Association, Submission 27, p. 9; Google Australia Pty Limited,
Submission 16, p. 7.

43 Google Australia Pty Limited, Submission 16, p. 7.

44 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 863-866.

45 Australian Government, Enhancing National Privacy Protection, p. 52.
46  Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 7.
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Serious threat to life, health or safety—APP 6(2)(c)

9.42  Concerns were raised that the exception allowing the use or disclosure of
personal information to lessen or prevent a serious threat to the life, health or safety of
the public or an individual has been significantly expanded. Professor Greenleaf and
Mr Waters noted there is no reference to a requirement for any threat to be ‘imminent,
and threats to the health and safety of individuals and the public have been added.
Further, they argued that the condition that it be 'unreasonable or impracticable to
obtain consent' is quite weak, and that it should be replaced with a stronger provision
that it be physically or legally impracticable to obtain consent.*’

9.43  The Australian Medical Association (AMA) also commented on the removal
of the word ‘imminent’, and was concerned to ensure that patient privacy is not
breached as a result of this change. The AMA submitted that guidance on what effect
the change in wording will have in practice, specifically how the provision differs
from the current requirement, and guidance on when it is appropriate for a doctor to
disclose a patient's personal information without consent, will be required.*

9.44  Qantas raised concerns about the use of the term 'serious' and recommended
that the term be removed from throughout the exposure draft, as 'The question of
"seriousness” will always be subjective’. Therefore Qantas suggested that the
following form of words would be more appropriate for the exception: 'the entity

reasonably believes that the use or disclosure will lessen or prevent a threat'.*

9.45 While the Health Services Commissioner, Victoria (HSC) broadly supports
APP 6 as consistent with the Health Records Act 2001 (Vic), it was noted that
APP 6(2)(c)(ii), may limit the ability of an entity to use or disclose personal
information of an individual suffering from psychiatric illness. The HSC suggested
that the appropriateness of this provision, with regards to health privacy, be
considered.”

Conclusion

9.46  The committee notes the ALRC's considerations regarding the use of the
terms 'imminent' and 'serious'. In particular, the committee observes that the removal
of the term 'imminent’ simply removes the need to assess the immediacy of the threat.
However, the retention of 'serious' ensures that an assessment of the gravity of the
potential outcome of a threat is assessed before a use or disclosure is made.

47  Professor G Greenleaf & Mr N Waters, Submission 25, pp 7 and 10.
48  Australian Medical Association, Submission 37, p. 2.

49  Qantas, Submission 38, pp 4-6.

50  Health Services Commissioner, Victoria, Submission 26, p. 3.

51  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 859-60.
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9.47  The committee also observes that the Government noted such concerns in its
response to the ALRC report. While the Government agreed with the removal of the
term 'imminent’, it acknowledged concerns that the removal of the term broadened the
exception. To address these concerns, the Government proposed the addition of a
requirement that it be 'unreasonable or impracticable' to obtain an individual's consent
to a use or disclosure for this purpose.®* The committee notes that this has been taken
into account in the exposure draft.

9.48 The committee notes the concerns of the Health Services Commissioner and
suggests that the circumstances of individuals with psychiatric illness be taken into
consideration.

Unlawful activity—-AAP 6(2)(d)

949 The Law Council of Australia and the Australian Direct Marketing
Association (ADMA), expressly supported the inclusion of a provision permitting
disclosure and use of personal information in circumstances of suspected unlawful
activity or misconduct of a serious nature. The Law Council of Australia noted that
the alg3sence of such a provision in NPP 2 has caused organisations significant issues to
date.

9.50 Various submitters noted concern about the Ilimited application of
APP 6(2)(d)(i), and argued that entities should have more discretion regarding
disclosures in respect of potential unlawful activity or serious misconduct. The
Financial Services Council (FSC) and ABA suggested that entities should also have
some discretion to disclose information about any potential unlawful activity or
serious misconduct, even if it doesn't directly relate to their own functions or
activities.”*

9.51 In contrast, Professor Greenleaf and Mr Waters argued that this provision is
not necessary, and could be used to compile and maintain 'blacklists' simply based on
suspicion of wrongdoing, with no requirement that any such listed individuals be
afforded natural justice. Should this provision be retained, they suggested that the
exception should be conditional on the entity undertaking ‘appropriate action’, within a

reasonable period of time, to prevent the creation of 'blacklists'.>

9.52 In its response to these matters, the Department of the Prime Minister and
Cabinet (the department) noted that while the use and disclosure of personal
information is permitted for any unlawful activity relating to the entity's functions or

52 Australian Government, Enhancing National Privacy Protection, pp 54-55.

53  Law Council of Australia, Submission 31, p. 5; Australian Direct Marketing Association,
Submission 27, p. 10.

54  Qantas, Submission 32, p. 6; Australian Bankers' Association, Submission 15, p. 8; Financial
Services Council, Submission 34, p. 2.

55  Professor G Greenleaf & Mr N Waters, Submission 25, pp 7 and 10.



124

activities, the use and disclosure of personal information should not be permitted
merely for minor breaches of misconduct. The department further commented that
these are issues that can be handled internally by the entity without the need to use or
disclose an individual's personal information. The department concluded:

Consistent with the ALRC's views, the exception is aimed at internal
investigations by an entity about activities within or related to that entity. If
an entity believed that there was unlawfulness not related to its own
functions and activities, it may be possible to disclose the information under
the law enforcement exception in APP 6(2)(e).*®

Conclusion

9.53 The committee notes concerns about the application of this exception.
However, the Government response makes it clear that the inclusion of an exception
allowing the use or disclosure of personal information where unlawful activity or
serious misconduct is suspected was supported.®” Further, the department has noted
that the intention of the provision is that it will only be applied to the internal
investigations of an entity.

Enforcement related activities—AAP 6(2)(e)

9.54  Professor Greenleaf and Mr Waters noted that while they believe this
provision is necessary, they are concerned that the exception allowing the use and
disclosure of personal information for the enforcement activities of an enforcement
body has been expanded, and subsequently weakened.®

9.55  The committee observes that the Government supported the inclusion of an
exception allowing the use or disclosure of personal information for law enforcement
activities in its response to the ALRC report.™

Diplomatic or consular functions—APP 6(2)(f)

9.56  Concerns were raised by Professor Greenleaf and Mr Waters regarding the
exception allowing the use or disclosure of personal information for an agency's
diplomatic or consular functions or activities. They argued that this new 'special
pleading' provision allows the diplomatic services to use or disclose personal
information based solely on the entity's own ‘reasonable belief'. They submitted that
‘any case for additional exceptions should be argued rather than simply asserted'.®°

56  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 16.
57  Australian Government, Enhancing National Privacy Protection, p. 52.

58  Professor G Greenleaf & Mr N Waters, Submission 25, pp 8 and 10.

59  Australian Government, Enhancing National Privacy Protection, p. 52.

60  Professor G Greenleaf & Mr N Waters, Submission 25, pp 8 and 10.
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9.57  The Office of the Victorian Privacy Commissioner (Privacy Victoria) noted
that the exceptions provided for in APP 6(2)(f) and (g) relate solely to Commonwealth
agencies. Privacy Victoria argued that given the APPs are supposed to be simple and
high-level, such express detail reduces the clarity of the APPs and the ability of States
and Territories to readily adopt them with little amendment.®® The committee's
comments in relation to agency specific exceptions are canvassed in chapter 3.

Missing person—-APP 6(2)(g)

9.58 APP 6(2)(g) provides an exception in relation to the use and disclosure of
personal information where it would assist to locate a person who has been reported
missing.

9.59 In its submission to the committee, the ALRC noted that the issue of
disclosure of personal information regarding missing persons has been dealt with
differently in the exposure draft than recommended by the ALRC in its report. The
ALRC explained that the matter was canvassed in its Issues Paper, and while some
stakeholders supported disclosure of information in such a situation, there was
concern among others that a missing person may not wish to be found. Therefore, to
‘create a general exception in respect of all missing person investigations risks
interfering with the privacy of certain missing individuals and, possibly, endangering
their lives'.®” The ALRC concluded that:

...the privacy principles did not need to be amended expressly to allow
agencies and organisations to use or disclose personal information to assist
in the investigation of missing persons, given that other proposed principles
should facilitate the disclosure of information in appropriate circumstances
(e.g. in relation to serious threats to a person’s life, health or safety).®

9.60  Given that an exception regarding missing persons has been included in the
exposure draft of the APPs, the ALRC emphasised that the Australian Privacy Rules
proposed under section 21 of the exposure draft will be important in providing the
required constraints relating to the collection and use of personal information to assist
in the location of a missing person.®

9.61 Professor Greenleaf and Mr Waters also commented on the use of Privacy
Rules in relation to this exception and argued that guidelines pertaining to this
principle should be included in the APP itself, and not left to regulations.®®

61  Office of the Victorian Privacy Commissioner, Submission 5, p. 7.

62  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 874.

63  Australian Law Reform Commission, Submission 1, pp 1-2.
64  Australian Law Reform Commission, Submission 1, pp 2-3.
65  Professor G Greenleaf & Mr N Waters, Submission 25, pp 8 and 10.
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9.62 The Office of the Guardian for Children and Young People (GCYP)
expressed concern that a missing person may not wish to be located for a number of
reasons, including for fear for their personal safety. The GCYP argued that
APP 6(2)(g)(i) is very broad, and that a ‘clear definition and procedure to test validity
of an assumption that someone is "missing" is required.'®®

Conclusion

9.63  The committee observes that the Government provided a detailed explanation
in its response to the ALRC's recommendations for its decision to include an
exception for the use and disclosure of information to assist in locating missing
persons. The Government acknowledged that in some cases a missing person may not
wish to be located. For this reason, the Government has noted its intention to have
binding rules for the use of this exception issued by the Privacy Commissioner,
covering a series of matters, including that any use or disclosure should not go against
‘any known wishes' of the individual, that an assessment of whether the use or
disclosure will pose a serious threat to the individual be undertaken, and that any use
or disclosure of personal information should be limited. The Government has
indicated that these rules will be a legislative instrument and will therefore be subject
to parliamentary scrutiny.®’

9.64  The intentions the Government signalled in its response to the ALRC report
were implemented in the exposure draft. As explained in the Companion Guide, this
exception will only be able to be used in accordance with the rules issued by the
Commissioner, as 'it is important that the permission to collect, use or disclose
personal information strikes the right balance, ensuring that persons who have
intentionally chosen to discontinue contact remain undisturbed".®®

9.65 The committee considers that the use of this exception, subject to rules issued
by the Australian Information Commissioner, will provide adequate protection for
those who do not wish to make contact with the people who are looking for them and,
at the same time, assist in those cases where the use and disclosure of personal
information is needed to locate genuinely missing people.

Legal or equitable claim and alternative dispute resolution process—APP 6(2)(h)
and (i)

9.66  In its submission GCYP requested clarification of the scope of APP 6(2)(h),
relating to the use or disclosure of personal information for the purposes of a legal or
equitable claim, noting that agencies are already required to provide information to the
judiciary in certain circumstances. GCYP went on to state that these legal

66  Office of the Guardian for Children and Young People, Submission 4, p. 6.
67  Australian Government, Enhancing National Privacy Protection, p. 53.
68  Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 16.
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requirements, in conjunction with the other provisions in APP 6, give sufficient
provision for disclosure without the inclusion of this paragraph.®®

9.67  Professor Greenleaf and Mr Waters further noted that APP 6(2)(h) does not
require any assessment of how trivial a 'legal or equitable claim' may be in
comparison with the impact that disclosure or use of information for such a claim may
have on an individual's privacy.”

9.68 The Law Council of Australia noted concern that APP 6(2)(h) and (i) are not
broad enough to adequately cover ‘all disputes before alternative dispute resolution
bodies, tribunals or external dispute resolution schemes'. Consequently, the Law
Council suggested that if an entity believes use or disclosure of personal information
Is reasonably necessary for the purposes of a dispute before any such body, use or
disclosure should be allowed under the principle.”

9.69 Professor Greenleaf and Mr Waters suggested that the word ‘prescribed’ be
inserted into APP 6(2)(i) to ensure that only genuine alternative dispute resolutions
qualify under this exception.’

Conclusion

9.70  The committee supports the inclusion of the exceptions for legal or equitable
claims and alternative dispute resolution (ADR). The committee considers that
guidance from the Australian Information Commissioner will be necessary to clarify
the operation of these provisions and, in particular, to address concerns such as those
raised by the Law Council of Australia that APP 6(2)(h) and (i) are not broad enough
to adequately cover 'all disputes before alternative dispute resolution bodies, tribunals
or external dispute resolution schemes'.

9.71  In relation to ADR, the committee notes that the ALRC recommended a
confidentiality safeguard to limit the scope of the exception regarding ADR, and given
this, the ALRC considered it unnecessary to provide any further stipulation on the
ADR process used, noting it could prove problematic, as such a limitation could
‘artificially fragment the application of the exceptions'. The ALRC further noted:

..by its very nature, ADR is dynamic and diverse. Provided the
confidentiality safeguards outlined above are in place, this diversity should
be accommodated. This is best managed by applying the exception to the
broad ambit of ADR processes.”

69  Office of the Guardian for Children and Young People, Submission 4, p. 6.
70  Professor G Greenleaf & Mr N Waters, Submission 25, p. 10.

71 Law Council of Australia, Submission 31, pp 5-6.

72 Professor G Greenleaf & Mr N Waters, Submission 25, p. 10.

73 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 1492-93.



128

9.72  The committee observes that the Government supported the inclusion of an
exemption for ADR processes in its response to the ALRC report, and encouraged the
development of appropriate guidance by the Privacy Commissioner.”

Additional exception

9.73  Qantas argued for an additional exception in relation to emergencies or
disasters. Qantas noted that under Part VIA of the current Privacy Act, in the event of
a situation declared an emergency or disaster by the Prime Minister, certain personal
information is allowed to be collected, used and disclosed, and that this provision is to
be replicated in the new Privacy Act. However, Qantas was concerned that some
emergency or disaster situations which do not warrant a Prime Ministerial declaration,
may still result in significant injuries and it may be considered desirable to release
personal information to authorities in such instances. Consequently, Qantas suggested
that an exception be included in the legislation, allowing the disclosure or use of
personal information if, 'in the reasonable opinion of the entity, it is necessary for or
will assist in an appropriate response to an emergency or disaster.'”

9.74  The committee notes that following the introduction of Part VIA of the
current Privacy Act in 2006, the ALRC observed that stakeholders have indicated that
'most, if not all, of the problems arising from the handling of personal information in
emergency situations have been dealt with adequately by the advent of Part VIA.'

9.75 The Companion Guide states that it is expected that Part VIA of the current
Privacy Act will be replicated in the new Privacy Act. The committee notes the
explanation by the ALRC in its report, which indicated that the provisions in the
privacy principles will apply to 'emergencies or other threats to life that are not
declared under Pt VIA, or the subject of a TPID' [temporary public interest
determination].”” The committee considers that it appears this is the function of
APP 6(2)(c).

Written note of use or disclosure—APP 6(3)

9.76  GCYP noted in-principle support for this section, which requires a written
note of the use or disclosure of personal information for enforcement activities
permitted under APP 6(2)(e). However, GCYP requested guidance on what constitutes
a written note of use or disclosure, and requirements for secure record keeping. GCYP
also suggested that the following information should be included in any such note:

74 Australian Government, Enhancing National Privacy Protection, p. 82.
75  Qantas, Submission 38, p. 6.

76  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 1511.

77  Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 6;
Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 853.
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e if consent was sought

¢ reasons for overriding the client's wishes or for not seeking consent
e advice disclosed, received or requested from others

e reasons for not agreeing to an information sharing request

e what information was collected, disclosed, with whom, and for what
purpose

« any follow up activity required by the organisation or entity."

9.77  Professor Greenleaf and Mr Waters suggested that the requirement to provide
a written note should extend to paragraphs (2)(d), (f) and (g) as well, as they are
similar to (2)(e).” Privacy NSW went further, and suggested that this requirement be
extended to any use or disclosure of personal information for a secondary purpose.®

9.78  The department, in responding to these suggestions, noted that the ALRC had
found that imposing a general legislative requirement to log use and disclosure is, on
balance, untenable. It noted that the sheer volume of use and disclosure of personal
information by agencies and organisations on a daily basis would render such a
requirement impractical, costly and onerous. However, the ALRC believed there was
considerable merit in imposing such a requirement in the special context of law
enforcement. Further, while there is an argument that the unlawful activity exception
in APP 6(2)(d) is similar to the law enforcement exception, the ALRC noted that this
potential overlap made it seem unnecessary for the Privacy Act to require the logging
of all use and disclosure under the unlawful activity exception.®

Conclusion

9.79  The committee concludes that there is no reason to extend the provisions of
APP 6(3) to include other exceptions.

Exceptions—APP 6(5)

9.80 APP 6(5) provides that use and disclosure of government related identifiers
and personal information for the purposes of direct marketing are not subject to
APP 6. The GCYP noted its support for this provision.®# However, Professor
Greenleaf and Mr Waters argued that this is a significant departure from the ALRC's
recommendations, and from the NPPs. They submitted that the direct marketing and
government identifier provisions were not designed as 'standalone’ principles, as
reflected in:

78  Office of the Guardian for Children and Young People, Submission 4, p. 6.

79  Professor G Greenleaf & Mr N Waters, Submission 25, p. 11.

80  Privacy NSW, Submission 29, p. 4.

81  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 16.
82  Office of the Guardian for Children and Young People, Submission 4, p. 6.
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..the ALRC's recommendations (UPPs 5, 6 & 10) and the existing
NPPs 2 & 7, which have direct marketing and identifier principles as ‘extra
requirements’ applying over and above the normal application of the use
and disclosure principle (to the extent that they are compatible).®

9.81 This argument was supported by Qantas Airways Limited, and is further
examined in chapter 10.%

9.82 However, Professor Greenleaf and Mr Waters suggests that if the direct
marketing and government identifier provisions are maintained as separate principles,
APP 6(5) should provide a clearer link to these separate principles.®

83  Professor G Greenleaf &Mr N Waters, Submission 25, p. 11.
84  Qantas, Submission 38, pp 6-7.
85  Professor G Greenleaf &Mr N Waters, Submission 25, p. 11.



Chapter 10

Australian Privacy Principle 7-direct marketing

Introduction

10.1  Australian Privacy Principle (APP)7 addresses significant community
concern about the use and disclosure of personal information for direct marketing. It
provides limitations on organisations which use or disclose personal information for
such purposes.*

10.2  The Companion Guide noted that the language in the draft principle differs to
the approach outlined in the Government's first stage response to the Australian Law
Reform Commission (ALRC) report. Where the Government response referred to
‘existing customers' and 'non-existing customers', the exposure draft refers to
individuals who have directly provided information to the entity undertaking direct
marketing and individuals who have not directly provided their personal information
to the entity. The Companion Guide explains that while the language differs, the same
policy is achieved.?

Background
What is direct marketing?

10.3  Direct marketing is not currently defined under the Privacy Act 1988 (Privacy
Act). Differing descriptions have been provided by the Office of the Privacy
Commissioner (OPC) and the Australian Direct Marketing Association (ADMA). The
ALRC described direct marketing as follows:

'Direct marketing' involves the promotion and sale of goods and services
directly to consumers. Direct marketing can include both unsolicited direct
marketing and direct marketing to existing customers. For unsolicited direct
marketing, direct marketers usually compile lists of individuals’ names and
contact details from many sources, including publicly available sources. An
individual may not always know that his or her personal information has
been collected for the primary purpose of direct marketing. Direct
marketing to existing customers may involve communications designed to
let customers know about new products or services.’

1 Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 11.
2 Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 11.

3 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 889-90.
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10.4  This appears to be the same basic meaning adopted in the Companion Guide,
which describes the practice as the promotion or sale of goods or services directly to
individuals.*

10.5 The ALRC noted that while some stakeholders had called for a definition of
direct marketing to be provided in the Privacy Act, the term seems to be generally
understood, and ‘there is no consensus about how the term should be defined'. The
ALRC formed the view that the term should not be defined for the purposes of the
Privacy Act, as providing a definition of direct marketing may limit the application of
the principle:

For example, if direct marketing is defined by reference to current practice,

but practice later evolves, new methods of direct marketing may not be

caught by the definition and so would not be subject to the 'Direct
Marketing' principle.’

Current provisions regarding direct marketing

10.6  While there is no explicit provision relating to direct marketing by agencies
under the Information Privacy Principles (IPPs), National Privacy Principle
(NPP) 2.1(c) allows the use of personal information by organisations for the
secondary purpose of direct marketing, subject to a list of conditions.®

10.7  Further, in its report, the ALRC noted that there are other exceptions under
the NPPs which permit the use or disclosure of information for direct marketing, for
example if the individual has consented to the use or disclosure, or if the information
was collected for the primary purpose of direct marketing, etc. If use or disclosure of
personal information is permitted under an exception due to collection of information
for the primary purpose of direct marketing, that use or disclosure is not subject to the
list of conditions under NPP 2.1(c).’

Reviews direct marketing provisions

10.8 The practice of direct marketing, unsolicited direct marketing
communications in particular, is the subject of considerable community concern. A
series of issues have been identified regarding the operation and application of the
principles regarding direct marketing. Some of these issues were considered in the
Office of the Privacy Commissioner's (OPC) report Getting in on the Act: The Review

4 Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 11.

5 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 898.

6 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 891-92.

7 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 891-93.
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of the Private Sector Provisions of the Privacy Act 1988 (OPC review).® Concerns
regarding the direct marketing provisions were also examined as part of the 2005
Senate Legal and Constitutional Affairs References Committee inquiry into the
Privacy Act 1988.°

10.9  The ALRC review considered the following matters:

. whether the privacy principles should regulate direct marketing regardless of
whether the personal information in question was collected for a primary or
secondary purpose of direct marketing;

. whether direct marketing should be regulated by a separate privacy principle;
. whether the Privacy Act should regulate direct marketing by agencies;
. how the 'Direct Marketing' principle in the Privacy Act should relate to other

legislation that deals with particular forms of direct marketing; and

. the content of the 'Direct Marketing' principle and the need for guidance from
the OPC in relation to the 'Direct Marketing' principle.*

Direct marketing as a primary or secondary purpose, and a discrete principle

10.10 A chief concern appears to be the different requirements for the use or
disclosure of information for the purposes of direct marketing depending on whether
the direct marketing is the primary purpose of collection, or a secondary purpose. The
ALRC explained that ‘there is currently considerable ambiguity about whether
organisations have collected personal information for the primary or secondary

purpose of direct marketing'.**

10.11 The OPC review noted this is of particular concern, because an individual is
unlikely to comprehend the implications of the differences between collection for a
primary purpose and a secondary purpose. This is aptly illustrated by the following
example:

...an organisation may run a competition for the primary purpose of
collecting information; awarding prizes to successful entrants being a
secondary purpose. The individual, on the other hand, may assume that the
purpose of the competition is to provide an opportunity to consumers to win

8 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 889-95; Office of the Privacy Commissioner, Getting in on the
Act: The Review of the Private Sector Provisions of the Privacy Act 1988, March 2005,
pp 94-103.

9 Senate Legal and Constitutional Affairs References Committee, The real Big Brother: Inquiry
into the Privacy Act 1988, June 2005, pp 81-87 and 158.

10  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 891.

11  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 891-95.
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prizes. Even if he or she reads the fine print, an individual is unlikely to
draw a distinction between a primary and a secondary purpose and to
understand the consequences of the distinction.*?

10.12 The ALRC noted that while some forms of direct marketing can be harmful to
the privacy of individuals, if conducted appropriately, direct marketing can also offer
benefits. After considering the concerns addressed in previous reviews, and those
raised by stakeholders, the ALRC recommended that regulation of direct marketing
should be provided for through a single discrete privacy principle. Importantly, the
principle 'should apply regardless of whether the organisation has collected the
individual’s personal information for the primary purpose or a secondary purpose of
direct marketing' and 'should distinguish between direct marketing to individuals who
are existing customers and direct marketing to individuals who are not existing

customers'.®

Application to agencies

10.13 Agencies are currently not subject to express regulation of direct marketing
under the IPPs. In considering whether the direct marketing principle should apply to
agencies, the ALRC looked at what is encompassed by the term ‘agency' in some
detail, and came to the understanding 'that "agency" will not generally include
Commonwealth, state or territory commercial enterprises which are in competition
with private sector organisations'.** The ALRC further noted that while agencies are
generally exempt from direct marketing requirements under the Privacy Act,
according to the policy position expressed by the Government:

...even if legislation technically does not apply to government bodies who
are in competition with the private sector, it will be best practice for such
government bodies to meet legislative requirements in relation to those
commercial activities.™

10.14 The ALRC formed the view that the direct marketing principle should not
apply to agencies as it may impact on the ability of agencies to communicate
legitimate and important information to individuals. However, the ALRC supported
Government policy in relation to government bodies engaged in commercial
activities.®

12 Office of the Privacy Commissioner, Getting in on the Act: The Review of the Private Sector
Provisions of the Privacy Act 1988, March 2005, p. 95.

13 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 897-98.

14 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 899-903.

15  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 899-900.

16  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 902-03.
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Interaction with other legislation

10.15 The ALRC noted the existence of sectoral legislation which relates to specific
types or aspects of direct marketing, such as the Do Not Call Register Act 2006
(DNCR Act) which regulates some aspects of telemarketing and the Spam Act 2003
(Spam Act) which regulates some aspects of email marketing. The ALRC noted that:

...there is a strong community view that some forms of direct marketing are,
or have the capacity to be, more intrusive than others. Clearly, those forms
of direct marketing should be subject to regulation that differs from the
rules applicable to less intrusive forms of direct marketing.*’

10.16 In light of this, the ALRC formed the view that the privacy principles should
provide for 'the generally applicable requirements for organisations engaged in the
practice of direct marketing." However, the requirements under the direct marketing
privacy principle ‘'should be able to be displaced by more specific legislation that deals
with a particular type of direct marketing, or direct marketing by a particular

technology".*®

Existing and non-existing customers concept

10.17 The ALRC recommended that the direct marketing principle should
distinguish between direct marketing to individuals who are existing customers and
those who are non-existing customers. This reflects the concept of existing
relationships which is used to define consent in the Spam and DNCR Acts. It also
addresses stakeholder comments that ‘direct marketing to existing customers is a
legitimate business activity and is acceptable where it is within the reasonable

expectations of such customers'.'®

10.18 However, the ALRC specified that the use or disclosure of personal
information for the purposes of direct marketing to existing customers should only
take place where the customer would reasonably expect the use or disclosure of their
information for that purpose. This concept of reasonable expectation already exists
under the current Privacy Act.?’

10.19 The ALRC considered that the requirements applying to the use or disclosure
of personal information for direct marketing to non-existing customers should be more
onerous than those applying to the use or disclosure of personal information for direct

17  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 905.

18  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 905-906.

19  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 906-912.

20  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 906-912.
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marketing to existing customers. The ALRC suggested that personal information of
non-existing customers should only be used or disclosed for the purposes of direct
marketing if ‘the individual has consented; or the information is not sensitive
information and it is impracticable for the organisation to seek the individual’s
consent before that particular use or disclosure'.?*

10.20 The ALRC considered that guidance on the following matters would be
required from the OPC:

. what constitutes an existing customer;

. the types of direct marketing communications which are likely to be within
the reasonable expectations of existing customers and the extent to which the
use and disclosure of sensitive information for the purposes of direct
marketing will be within an existing customer’s reasonable expectations; and

. the kinds of circumstances in which it will be impracticable for an
organisation to seek consent in relation to direct marketing.?

Opt-in requirement vs opt-out requirement

10.21 The Senate Legal and Constitutional Affairs References Committee inquiry
into the Privacy Act 1988 recommended the consideration of providing an ‘opt-in’
requirement for direct marketing, in line with the Spam Act. The OPC review took a
different approach, recommending that consideration be given to amending the
Privacy Act to grant consumers the option to ‘opt-out’ of direct marketing at any time,
and that organisations should be required to comply with such a request within a
particular timeframe.?

10.22 The ALRC noted that the majority of stakeholders supported the adoption of
an 'opt-out’ regime in relation to direct marketing, however recommended a distinction
be drawn between direct marketing to non-existing customers and direct marketing to
existing customers. Non-existing customers should be provided with an opportunity to
opt-out of direct marketing in every direct marketing communication. However, in
relation to existing customers, the ALRC considered it sufficient to make the customer

21  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 911.

22  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 928.

23 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 912; Senate Legal and Constitutional Affairs References
Committee, The real Big Brother: Inquiry into the Privacy Act 1988, June 2005, pp 81-87 and
158; Office of the Privacy Commissioner, Getting in on the Act: The Review of the Private
Sector Provisions of the Privacy Act 1988, March 2005, p. 103.
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aware through the organisation's privacy policy, that they are able to opt-out of direct
marketing at any time.?*

Direct marketing to minors

10.23 The ALRC considered it appropriate that parental consent should be required
before the use or disclosure of the personal information of a child or young person
under the age of 15 for the purposes of direct marketing is permitted. Further, the
ALRC considered that a child or young person under the age of 15 should always be
treated as a non-existing customer, ensuring that stricter obligations relating to the use
or disclosure of their personal information for the purposes of direct marketing apply.
The ALRC suggested that:

...direct marketing to individuals under the age of 15 years can only occur
where either: the individual has consented; or the information is not
sensitive information, and it is impracticable for the organisation to seek the
individual’s consent before that particular use or disclosure.?

Providing the source of information

10.24 The OPC review recommended that the Privacy Act be amended to ‘require
organisations to take reasonable steps, on request, to advise an individual where it
acquired the individual’s personal information.'® This recommendation was supported
by the Senate Legal and Constitutional Affairs References Committee.*’

10.25 The ALRC noted support from stakeholders for such a requirement as this
would enable individuals to assert their privacy rights regarding direct marketing.
However, the ALRC was conscious that this requirement might increase the
compliance burden on organisations, and suggested the requirement be limited to
individuals who are non-existing customers, and that a ‘reasonable and practicable’ test
be introduced, to ensure that the requirement would not be overly onerous for
organisations to comply with. It was suggested that the OPC could provide guidance
on the factors to be considered in determining whether it is 'reasonable or practicable’
to advise an individual of the source of information. The ALRC also considered that
the 'source' in this requirement should refer to 'the direct source from which the
organisation acquired the information' as opposed to the original source of
information. The ALRC stated that:

24 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 915.

25  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 917.

26  Office of the Privacy Commissioner, Getting in on the Act: The Review of the Private Sector
Provisions of the Privacy Act 1988, March 2005, p. 103; Australian Law Reform Commission,
For Your Information: Australian Privacy Law and Practice, ALRC 108, 2008, p. 921.

27  Senate Legal and Constitutional Affairs References Committee, The real Big Brother: Inquiry
into the Privacy Act 1988, June 2005, p. 158.
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It would be unduly onerous to require organisations to track personal
information back to the original source. In some cases, organisation C may
not be aware that organisation B obtained the personal information from
some other source.?®

Government response

10.26 The Government agreed that provisions regulating the use and disclosure of
personal information for the purposes of direct marketing should form a separate and
discrete principle. The Government further agreed that different standards should be
applied to those who have an existing relationship with an organisation and those who
do not. However, the appropriateness of the term ‘customer' was questioned, and the
Government stated it would seek advice from the OPC to ensure that the draft
legislation reflects the correct intent.?

10.27 In relation to extending the application of the principle to agencies, the
Government stated that this ‘would generally not be appropriate’ and noted that section
7A of the existing Privacy Act provides for the treatment of acts of certain agencies as
acts of organisations. A note should be added to the principle to draw attention to
section 7A.%

10.28 The Government agreed that specific sectoral legislation such as the Spam
and DNCR Acts should displace the more general requirements under the direct
marketing principle.®

10.29 In relation to sensitive information, the Government took a different position
to the ALRC and stated that an individual's consent should always be sought for the
use and disclosure of sensitive information for the purposes of direct marketing,
regardless of whether the individual is an existing or non-existing customer.

10.30 The response noted the Government's agreement with the recommendation
that personal information of existing customers should only be used or disclosed for
the purpose of direct marketing if the individual would reasonably expect the
organisation to use or disclose their information for that purpose, and if the
organisation provides the individual with a simple and functional way of opting-out of
direct marketing communications. The Government also concurred with the ALRC's
suggestion that in every direct marketing communication, non-existing customers

28  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 925-926 and 928.

29  Australian Government, Enhancing National Privacy Protection: First Stage Response to the
Australian Law Reform Commission Report 108, For Your Information: Australian Privacy
Law and Practice, October 2009, p. 56.

30  Australian Government, Enhancing National Privacy Protection, p. 56.
31  Australian Government, Enhancing National Privacy Protection, p. 57.
32 Australian Government, Enhancing National Privacy Protection, p. 57.
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should be informed of their ability to opt-out of direct marketing communications, and
that a simple and functional means of opting-out should be offered.*

10.31 The Government also recognised concerns regarding the potential effect of
direct marketing on children, in particular direct marketing via email and SMS which
are regulated under the Spam Act. It was noted that, in effect, the provisions under the
Privacy Act principally relate to postal direct marketing and there is ‘insufficient
evidence that postal direct marketing to young people has resulted in substantial
adverse consequences'. Given this, and given that determining the age of an individual
is likely to result in organisations collecting more information about individuals than
would otherwise be necessary, the Government did not agree that different standards
for the use and disclosure of personal information for the purpose of direct marketing
should be applied on the basis of an individual's age. In the Government's view this
would only 'impose an unnecessary regulatory burden and added complexity, without
substantial benefit'.**

10.32 Finally, the Government agreed that, where practicable, an organisation
should be obliged to advise an individual of the source from which they obtained the
individual's information, if this information is requested by the individual.*

Issues

10.33 The committee received many comments in relation to structure and
terminology used and submitters commented that APP 7 is a particularly difficult and
complex principle. Submitters also noted that the requirements under APP 7 would be
administratively burdensome and costly to comply with, particularly as it will require
investment in IT infrastructure and other systems.*

Structure and terminology

10.34 A number of submissions raised concerns about the complexity and structure
of APP 7. While the National Australia Bank (NAB) and the Australian Bankers'
Association (ABA) supported a separate principle for direct marketing, a larger
number of submitters did not. They suggested that APP 7 be incorporated into APP 6
to ensure clarity and avoid confusion.®” Privacy NSW further suggested that if this
was to occur, APP 7(1)-(6) should be contained in an Australian Privacy Rules.®

33 Australian Government, Enhancing National Privacy Protection, pp 57-58.
34  Australian Government, Enhancing National Privacy Protection, pp 57-58.
35  Australian Government, Enhancing National Privacy Protection, p. 59.

36  Coles Supermarkets Australia Pty Ltd, Submission 10, p. 1; Westpac Group, Submission 13,
p. 2.

37  National Australia Bank, Submission 2, p. 4; Australian Bankers' Association, Submission 15,
p. 8; Privacy NSW, Submission 29, pp 4-5; Australian Privacy Foundation, Submission 33,
p. 2; Qantas, Submission 38, p. 7.

38  Privacy NSW, Submission 29, pp 4-5.
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10.35 Another view was put by Dr Colin Bennett who commented that direct
marketing is a practice, rather than a principle and 'to elevate the practice (and
industry) to the statues of a principle is really inconsistent with other "principle™ based
laws and regimes and will be viewed as such by overseas privacy regulators and

experts'.*

10.36 Submitters also commented about the complexity of the principle and called
for guidance and clarity around the operation or meaning of certain parts of the
provision.”> The OPC commented that 'if direct marketing is to be addressed in a
separate principle, it is important that the principle be clearly drafted, easily

understood, and proportionate with community expectations’.**

10.37 Privacy Law Consulting Australia also noted that complexity of structure is a
particular concern, as the principle is difficult to understand and apply. Consequently,
organisations will experience difficulty in developing compliance programs and
systems which meet the legislative requirements. Privacy Law Consulting Australia
stated:

This could result in, for example, organisations simply adopting "the lowest
common denominator” (e.g. providing opt-out facilities and/or obtaining
consent) in relation to all direct marketing activities, which may be
unintended consequences of the principle.*

10.38 The Department of the Prime Minister and Cabinet (the department)
commented on the matters raised by Privacy Law Consulting Australia and stated that
the requirements in APP 7 are intended to allow organisations to undertake legitimate
direct marketing activities subject to strict rules aimed at protecting individuals from
having their personal information used and disclosed inappropriately. Organisations
will be required to consider their existing procedures to ensure that they comply with
the new regime.*

10.39 The department also commented that the Government had agreed to a separate
principle for direct marketing to provide 'greater clarity' and went on to note the
ALRC's comments that 'stakeholder concerns regarding the direct marketing activities
of some organisations were unlikely to be addressed adequately if the relevant privacy

39  Dr Colin Bennett, Submission 11, p. 3.

40  See National Australia Bank, Submission 2, p. 4; Epworth HealthCare, Submission 9, p. 1;
Privacy Law Consulting Australia, Submission 24, p. 5; Professor G Greenleaf & Mr N Waters,
Submission 25, p. 11; Australian Direct Marketing Association, Submission 27, p. 2; Australian
Privacy Foundation, Submission 33, p. 2; Financial Services Council, Submission 34, pp 2-3;
Law Institute of Victoria, Submission 36, p. 6; Qantas, Submission 38, p. 7.

41  Office of the Privacy Commissioner, Submission 39, p. 32.
42  Privacy Law Consulting Australia, Submission 24, p. 4.
43 Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 21.
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principle only covered secondary purpose direct marketing (as existing NPP 2.1
does)".*

10.40 Submitters commented on the drafting of this principle, noting that the
inconsistent use of terminology and positive and negative expression of requirements.
Submitters also noted that the headings in APP 7(2) and APP 7(3) do not adequately
reflect the intent and content of the provisions, and should be redrafted.” The
Australian Institute of Credit Management suggested that APP 7(2)(d) is not clear and
could be redrafted to set out a 'logical process of receipt and opting-out'.*®

10.41 Professor Greenleaf and Mr Waters commented on the 'poor’ drafting in that it
does not use the same distinctions as are explained in the Companion Guide.*” These
issues combined with the use of cross-referencing have made the relationship between
provisions very unclear. They commented, for example, that APP 7(1)(b) is expressed
as an exemption to APP 7(1), is subject to two pre-conditions, and requires readers to
refer to other provisions before understanding where it applies. Further, APP 7(2) and
(3) are in fact exceptions to APP 7(1), however, this is not clear from the structure or
the drafting of the principle, and consequently 'APP 7 fails the fundamental test that
legal obligations should be at least reasonably comprehensible'. It was submitted that
the principle would be better constructed as a set of ‘conditions' on direct marketing
activity and could be modelled on UPP 6.

10.42 The OPC concluded:

The principle's structure could be simplified and reorganised to reflect the
general rules that regulate how information can be used or disclosed for
direct marketing, followed by exceptions (such as for contracted service
providers) and any additional requirements.*

Conclusion

10.43 In relation to the comments that direct marketing should not be a separate
privacy principle, the committee notes the comments of the ALRC which reported that
stakeholders had submitted both in favour of, and against the creation of a discrete
principle on direct marketing. The ALRC report provided the following rationale for
its recommendation for a separate principle, and this was supported by the
Government response:

44  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 17.

45  Australian Direct Marketing Association, Submission 27, pp 5-6; Office of the Privacy
Commissioner, Submission 39, pp 32-34.

46  Australian Institute of Credit Management, Submission 8, pp 3—-4.
47  Professor G Greenleaf & Mr N Waters, Submission 25, p. 12.

48  Privacy Law Consulting Australia, Submission 24, p. 4; Professor G Greenleaf & Mr N Waters,
Submission 25, p. 12.

49  Office of the Privacy Commissioner, Submission 39, p. 33.
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Making clear that the 'Direct Marketing' principle in the Privacy Act sets
out the general requirements in this area, and that these may be displaced by
other requirements in certain contexts, where Parliament deems it
appropriate, allows for a regime that is more responsive to the specific
needs of consumers and business.*

10.44 However, as the ALRC concluded that any provisions relating to use or
disclosure of information for direct marketing should apply regardless of whether the
information was collected for the primary or secondary purpose of direct marketing, it
should be constituted as a separate principle to the general 'use and disclosure'
principle. In its response to the ALRC report, the Government supported the creation
of a discrete principle regulating the use and disclosure of personal information for the
purposes of direct marketing.>* The committee also notes the department's comments
regarding a separate principle and supports this approach.

10.45 The committee considers that, as currently drafted, APP 7 is particularly
difficult and complex. The committee has concerns that this will adversely affect the
implementation of this principle and for this reason believes that further consideration
be given to the structure and language used in the principle.

Recommendation 10

10.46 The committee recommends that the drafting of APP 7 be reconsidered
with the aim of improving structure and clarity to ensure that the intent of the
principle is not undermined.

Defining 'direct marketing"

10.47 Some submitters noted that a definition of 'direct marketing' has not been
provided in the exposure draft.>* The ABA noted that, due to the reference in
APP 7(6) to the SPAM and DNCR Acts, the absence of a specific definition allows
the interpretation that direct marketing as used in the principle, ‘is confined to direct

marketing by means other than the means covered under those Acts'.>®

10.48 Privacy Law Consulting Australia noted that as two differing definitions of
the term 'direct marketing' are provided in the Australian Direct Marketing
Association's Direct Marketing Code of Practice (2001) and the OPC's Draft NPP

50  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 905; Australian Government, Enhancing National Privacy
Protection, p. 57.

51  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 893-898; Australian Government, Enhancing National Privacy
Protection, p. 56.

52  Coles Supermarkets Australia Pty Ltd, Submission 10, p. 1; Australian Bankers' Association,
Submission 15, p. 8; Privacy Law Consulting Australia, Submission 24, pp 4-5.

53  Australian Bankers' Association, Submission 15, p. 8.
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Guidelines (7 May 2001), it would be useful to have the term defined in the new
Privacy Act, particularly as the definition of this term will determine the activities to
which APP 7 applies.>

10.49 The ALRC report noted calls from stakeholders for a definition of direct
marketing to be provided in the Privacy Act, however, the submissions received did
not provide consensus on how the term should be defined. Further, the ALRC
expressed concern that providing a definition of direct marketing 'may unnecessarily
confine the application of the 'Direct Marketing' principle'. Therefore the ALRC
considered that direct marketing should not be defined in the Privacy Act.>

10.50 The committee notes the department's response that there is no intention to
include a definition of 'direct marketing' in the Act and that the current Act does not
define direct marketing. Further, the Government accepted the ALRC's view as
outlined above.

Application to agencies

10.51 APP 7 applies to organisations and those agencies which engage in
commercial activities, as provided by existing section 7A of the Privacy Act. This was
supported by some submitters, including Privacy Victoria.®® However, other
submitters argued that, as a number of agencies, both at the Commonwealth and State
and Territory level, engage in direct marketing, APP 7 should apply to all entities.”’
Professor Graham Greenleaf and Mr Nigel Waters stated:

We believe the principle should apply to both agencies and organisations on
the grounds that the boundaries between private and public sectors are
increasingly blurred, and government agencies are now commonly
undertaking direct marketing activities.*®

10.52 Professor Greenleaf and Mr Waters noted that while under section 7A of the
current Privacy Act, APP 7 would apply to the commercial activities of some
prescribed agencies, this is not sufficient, particularly as the exemption for the
majority of agencies has been extended under APP 7(1)(c).”

54 Privacy Law Consulting Australia, Submission 24, pp 4-5.

55  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 896-898.

56  Office of the Victorian Privacy Commissioner, Submission 5, p. 7.
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10.53 In addition, concern was expressed by the ADMA that as currently drafted,
APP 7 may have the effect of requiring agencies to discontinue their direct marketing
activities, or be forced to justify their direct marketing activities under APP 6, which
does n(gg afford the same level of privacy protection regarding direct marketing as
APP 7.

10.54 In light of these issues, some submitters recommended that references to
‘organisation' in APP 7 should be changed to ‘entity’. Professor Greenleaf and
Mr Waters submitted that if this change were made, an additional provision providing
an exception regarding information for the purpose of direct marketing
communications which are required or authorised by law would need to be inserted.*

10.55 The OPC commented that it is not clear whether the note to APP 7(1) is
intended to give force to the position in the Government's response, which suggested
that agencies which engage in commercial activities should be ‘required to comply'
with the APPs. It was noted that this position differed from the ALRC
recommendation, which suggested that the direct marketing principle should only
apply to organisations, and agencies should comply with the direct marketing

principle as a matter of 'best practice'.®?

10.56 The ALRC provided commentary on the basis of its recommendation
concerning direct marketing in relation to agencies. Mr Bruce Alston, Senior Legal
Officer at the ALRC, stated that:

When looking at whether it should include agencies—that is,
Commonwealth government agencies—we obviously rejected that idea and
instead went for organisations with an extension to contracted service
providers, in the same way a lot of other Commonwealth laws reach out and
cover people providing services to the Commonwealth as well as to
agencies.®

10.57 Professor Rosalind Croucher, President of the ALRC further elucidated:

There is a distinction made between organisations and entities but | think
the overall approach is that similar principles should apply. There is a
distinction between public and private sector. It necessarily is that way, and
that is partly because of the constitutional backdrop. The idea is that there
should be similar obligations with respect to all.®*

60  Australian Direct Marketing Association, Submission 27, pp 7-8.
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Conclusion

10.58 The committee notes that the ALRC considered arguments for the extension
of the application of direct marketing requirements to agencies. However, the ALRC
formed the view that if direct marketing requirements were extended to apply to
agencies, the way that government agencies communicate with individuals would be
significantly affected. The Government agreed that the application of direct marketing
requirements to agencies would not be appropriate.® Further, in its submission to the
ALRC review, and in its submission to this inquiry, the OPC noted that the use and
disclosure of personal information by agencies would still be regulated, as agencies
will be required to abide by the use and disclosure principle in their management of
personal information.®®

10.59 The committee concurs with the Government's view that the direct marketing
principle should only apply to agencies in specific circumstances. However, mindful
of the OPC's comments, the committee considers that the draft note to APP 7(1)
should be redrafted to better reflect the Government's position.

Recommendation 11

10.60 The committee recommends that the note to APP 7(1) be redrafted to
better reflect the position outlined in the Government response.

Direct marketing to minors

10.61 Some submitters expressed concern that the exposure draft does not expressly
prohibit direct marketing to minors. The Public Interest Advocacy Centre (PIAC)
noted that where UPP 6 contained a reference to children under the age of 15 years,
APP 7 makes no mention of minors. PIAC argued that direct marketing to children
under 15 years of ages should be prohibited, with the possible exception of existing
customers and targeted public health and safety campaigns. Although PIAC
acknowledged that ascertaining the age of an individual can be difficult, it noted that
If an organisation has sufficient personal information to undertake direct marketing, it
should be able to ascertain the individual's age, and obtain their consent before
undertaking direct marketing.®’

10.62 The Obesity Policy Coalition expressed similar concerns, and recommended
that APP 7 be amended to prevent an organisation from using or disclosing personal

65  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 899-903; Australian Government, Enhancing National Privacy
Protection, p. 56.
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information of an individual who is known to be, or is reasonably likely to be,
younger than 15 years old, for the purposes of direct marketing, unless express and
verifiable consent has been provided by a parent, or the organisation can confirm that
the individual is older than 15 years of age. The Obesity Policy Coalition suggested
this is particularly important as most young children under 15 years of age do not
have the capacity to make informed decisions about the use of their personal
information, and are more susceptible to commercial influence.%®

10.63 The Government response acknowledged concerns raised in the ALRC's
review about the potential impact of direct marketing on individuals under 15 years of
age, in particular direct marketing via email and SMS. However, the Government was
'not convinced that there is sufficient justification for distinguishing direct marketing
obligations on the basis of an individual’s age'. The Government formed this view on
the basis that:

. in effect, the Privacy Act chiefly relates to postal direct marketing and there is
insufficient evidence that this form of marketing has adversely affected young
people; and

. if organisations are required to establish an individual's age, they may collect

more information about the individual than would otherwise be necessary.®

10.64 Consequently, the Government concluded that applying different standards
for the use and disclosure of personal information for the purpose of direct marketing
on the basis of an individual's age would only increase the burden on organisations,
and the complexity of the principles, without providing commensurate benefit.
However, the Government did encourage the OPC to issue guidance on the
obligations of organisations regarding direct marketing to vulnerable people, should
the Privacy Commissioner decide it is appropriate to do so.™

Conclusion

10.65 While acknowledging the concerns of commentators about the impact of
direct marketing to minors, the committee is mindful that the Privacy Act will
primarily regulate direct marketing via post and that there is insufficient evidence that
postal direct marketing to young people has resulted in substantial adverse
consequences. Therefore, the committee does not consider that specific prohibition of
direct marketing to minors is required in the Privacy Act but is of the view guidance
from the Australian Information Commissioner on direct marketing to vulnerable
people, as suggested by the Government, would be beneficial.

68  Obesity Policy Coalition, Submission 40, pp 2-3.
69  Australian Government, Enhancing National Privacy Protection, pp 57-58.
70  Australian Government, Enhancing National Privacy Protection, pp 57-58 and 60.
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Recommendation 12

10.66 The committee recommends that the Australian Information
Commissioner develop guidance in relation to direct marketing to vulnerable
people.

‘Existing’ and ‘non-existing’ customers concept

10.67 The Companion Guide explains that while the terminology used in APP 7 is
different to that in the Government response: rather than 'existing' and 'non-existing'
customers, APP 7 focuses on individuals who have provided personal information to
the entity which is undertaking the direct marketing (APP 7(2) and people who have
not provided information (APP 7(3)).”* The Companion Guide states that the same
policy is achieved and that the policy intent is to apply more stringent obligations
when using personal information of non-existing customers as the individual is less
likely to expect use or disclosure for direct marketing purposes.

10.68 The department noted that:

In the case of personal information that is not sensitive information the
requirements that are stated in the Government response to apply to
‘existing customers' will apply where the information was collected from
the individual. Further, they apply where the individual would reasonably
expect the organisation to use or disclose the information for the purpose of
direct marketing.

The requirements that apply to 'non-existing customers' in the Government
response will apply where the information was not collected from the
individual (or, for logical consistency, where the 'existing customer' would
not have reasonably expected that the organisation would use or disclose
the information for the purpose of direct marketing)."

10.69 Submitters raised a range of concerns including the difficulties of the
implementation of the principle. Australian Direct Marketing Association (ADMA),
for example, submitted that this approach is 'unworkable' as industry process cannot
be neatly divided into two streams on the basis of whether the information was
obtained from the individual or not. Further, ADMA argued that it would be very
difficult, even for external agencies such as regulators, to independently assess
whether APP 7(2) or APP 7(3) applies in any given situation. ADMA stated that it
rejected the approach taken by the Government and submitted that the principles
should revert to the structure as recommended by the ALRC.”® ADMA also argued
that there would be significant additional complexity for organisations as they would
be required to examine on a case-by-case basis, each campaign and potentially each

71  Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 11.
72 Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 18.
73 Australian Direct Marketing Association, Submission 27, pp 4-5.
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individual record to determine whether any elements of the information that is being
used or disclosed was not obtained from the individual.™

10.70 ADMA concluded:

The move to information source represents a significant departure both
from the stated policy that different regimes would apply depending on
whether an organisation has an existing relationship with the individual, but
more importantly does not satisfactorily meet the criteria set by the
Government of introducing a simpler regime.”

10.71 The OPC noted that APP 7 appears to be more complex than outlined in the
Companion Guide as there are exceptions which depend on individuals' reasonable
expectations for use and disclosure. The OPC suggested that 'the language in the
principle could more clearly distinguish between individuals who have an established

relationship with an organisation and those who do not'.”

10.72 The OPC commented further that the Spam Act, the DNCR Act and ADMA
Direct Marking Code of Practice use the concept of 'on-going' or 'pre-existing'
relationships for direct marketing. The OPC suggested that there would be advantage
to adopting terms from those Acts or codes as this would ensure that:

. APP obligations are well understood across the industry and smoothly
incorporated within existing compliance frameworks; and

. individuals can readily understand their rights, and marketers' obligations.

10.73 ADMA and The Communications Council also supported the alignment of the
Privacy Act with the SPAM and DNCR Acts.”” ADMA noted that ‘existing
relationship' is widely understood by industry and that it would provide a consistent
approach with other privacy related laws.™

10.74 The Communications Council was concerned that the provisions of APP 7(3)
may apply in the case where an entity may use information gained from existing
customers to make inferences on customer interest in purchasing products or services.
This would result in more 'onerous requirements to provide opt-out facilities and opt-
out statements'. Further, 'this would have an adverse effect on direct marketing and

jeopardises marketing agencies' existing relationships with individuals'.”

74 Australian Direct Marketing Association, Submission 27, p. 6.

75  Australian Direct Marketing Association, Submission 27, p. 6.

76  Office of the Privacy Commissioner, Submission 39, p. 34.

77  Australian Association of National Advertisers, Submission 21, p. 7.
78  Australian Direct Marketing Association, Submission 27, pp 4-5.
79  The Communications Council, Submission 23, p. 8.



149

10.75 The ABA noted that the 'existing' and 'non-existing' distinction is helpful for
compliance. However, the ABA argued that the provisions of APP 7(3) meant that this
distinction between customers is lost:

The distinction between existing and non-existing customers becomes
confused by the provisions of APP 7 (3)(a)(i) that suggest that the personal
information, although collected from an existing customer by the
organisation, must be handled differently because that individual would not
reasonably expect the information to be used by the organisation for direct
marketing. The advantage of the distinction between existing and non-
existing customers is therefore significantly lost.*

10.76 The OPC also suggested that the Government's concerns about the use of the
term ‘customer’ could be overcome by the inclusion of a definition or by the concept
of ongoing or existing relationships.®

10.77 The department provided the committee with comments on the issues raised
in submissions and stated that:

The drafting approach taken does not divert from the Government's
response. The focus in APP 7 is on the key elements of an existing
customer relationship, and this is different to the more ambiguous and
potentially broader ‘existing relationship' concept in the Spam Act 2003 and
the Do Not Call Register Act 2006. The approach of distinguishing a
customer from a non-existing customer by whether information is provided
is the best drafting approach to defining an ‘existing customer'. The
consequence may be that the requirements in the Privacy Act may differ
from sectoral specific legislation but that is necessary to ensure that
concepts in the Privacy Act (particularly relating to consent) are consistent
and unambiguous.®?

10.78 The department went on to state that the ‘existing relationship' concept in the
Spam Act and the Do Not Call Register Act is appropriate for the sectoral specific
direct marketing practices relating to electronic messages and phone calls. That
concept is included within a broader notion of 'inferred consent’, which is based on
consent that ‘can be reasonably inferred from the conduct, and the business and other
relationships, of the individual or organisation concerned'.®®

Conclusion

10.79 The committee notes that many submitters raised significant concerns with the
concepts in APP 7. However, the Companion Guide and the department's answer
make clear that the policy outlined in the Government response is achieved. Further,

80  Australian Bankers' Association, Submission 15, p. 8.

81  Office of the Privacy Commissioner, Submission 39, pp 34-35.

82  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 18.
83  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 19.
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the 'existing relationship' concept in the Spam Act and the Do Not Call Register Act
iIs more ambiguous and potentially broader. The committee therefore does not
consider that any amendment to this concept is required.

10.80 In relation to the simplification of the principle, the committee considers that
further consideration be given to the inclusion in APP 7(3) of the provision in relation
to the use and disclosure of information collected from an individual when the
individual would not have reasonably expected the information to used or disclosed
for the purpose (APP 7(3)(a)(i)). This adds to the difficulties of interpreting the
principle.

Recommendation 13

10.81 The committee recommends that the structure of APP 7(2) and APP 7(3)
in relation to APP 7(3)(a)(i) be reconsidered.

Personal information collected from the individual-APP 7(2)

10.82 APP 7(2) provides that information collected from the individual can be used
or disclosed for direct marketing purposes if the individual would ‘reasonably expect'
the organisation to undertake that activity, the organisation provides a simple means
for the individual to not request not to receive the direct marketing communications;
and the individual has not requested that information be not received.

10.83 Issues raised in relation to this provision included the need for clarification of
terms and guidance.

10.84 The ABA commented that wording of APP 7(2)(a) in relation to aggregation
products and noted that these products typically involve an agreement with the
customer to source and aggregate financial information about the customer from the
customer's other financial institutions using the customer's credentials. Information
acquired this way is compiled into financial statements and can be made available to
the customer in a useful format in secure internet banking sessions. Informed consent
for the collection underpins the arrangement. As part of the terms of these products
the bank may use this information for marketing purposes. The ABA commented the
wording of APP 7(2) would require excessive disclosure of the customer's right to opt
out in these circumstances.®

10.85 Submitters requested guidance as to what would constitute a 'simple means'
for an individual to request not to receive direct marketing information. Epworth
HealthCare suggested that it may be useful if examples are provided.*® The Law
Institute of Victoria (LIV also identified this issue, and suggested that an amendment
be made to indicate that in relation to electronic communications, 'simple means' is

84  Australian Bankers' Association, Submission 15, p. 9.
85  Epworth HealthCare, Submission 9, p. 1.
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subject to additional obligations under the Spam Act.®® Submitters also suggested that
guidance would be as to the types of direct marketing communications for which an
individual might 'reasonably expect' an organisation to use or disclose their personal
information, and the circumstances in which it might be impracticable for an
organisation to seek an individual's consent to use or disclose their information for the
purposes of direct marketing.®’

10.86 Professor Greenleaf and Mr Waters raised concern that use of the phrase
‘collected the information from the individual' in APP 7(2)(a), instead of the
expression ‘provided by', might lead to an interpretation that ‘'reasonable expectation'
under APP 7(2)(b) would also apply to non-consensual collection of information. It
was argued that:

For the principle to achieve its objective, it is essential that the lesser
protection afforded to ‘existing customers' should only apply where the
individual has knowingly and voluntarily provided the information. It
would not be acceptable for individuals be denied an ‘opt-out’ either
because their information had been collected without their knowledge (as is
often the case in internet use) or because they had been required (e.g. by
law) to provide it (as is the case with many financial, telecommunications
and government transactions under statutory ‘customer identification’
requirements).

10.87 The National Australia Bank (NAB) noted concern that APP 7 does not
adequately cover circumstances in which an organisation collects personal
information from an individual for the primary purpose of direct marketing, as it
requires a test under APP7 (2)(b) as to whether ‘'the individual would reasonably
expect the organisation to use or disclose the information for that purpose'. The NAB
suggested that this is inconsistent with APP 6 which states that if an entity has
collected information for a particular purpose (the primary purpose), it may use and
disclose the information for that purpose without further assessment.*

10.88 The Australian Finance Conference (AFC) noted that no specific consent
provision regarding the use or disclosure of information collected without the
individual's consent has been provided in APP 7(2). The AFC suggested that even
though APP 7(2)(b) provides a general permission, a specific provision regarding
consent to the use or disclosure of information collected without the individual's
consent would assist compliance certainty.*

86  Law Institute of Victoria, Submission 36, pp 6-7.

87  Financial Services Council, Submission 34, pp 2-3.

88  Professor G Greenleaf & Mr N Waters, Submission 25, p. 12.
89  National Australia Bank, Submission 2, p. 4.

90  Australian Finance Conference, Submission 12, pp 6-7.
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Conclusion

10.89 The committee considers that guidance on the provisions of APP 7(2) and
APP 7(3) would be useful.

Personal information collect from another person-APP 7(3)

10.90 As noted above, APP 7 provides for more stringent obligations in relation to
the use or disclosure of information collected from another person. The AFC noted
that the drafting of this provision required some clarification, and suggested it be
redrafted, as it is unclear 'how an individual would not reasonably expect the
organisation to use/disclose personal information for direct marketing [APP 7(3)(a)(i)]
if the individual had consented to the use/disclosure [APP 7(3)(b)(i)]."*

Consent

10.91 Telstra Corporation Limited (Telstra), noted that the requirement in APP 7(3)
for an organisation to obtain an individual's consent before using or disclosing
personal information about them received from a third party, appears quite broad.
Concern was raised that this requirement may oblige an organisation to obtain consent
to use publicly available information or updated information provided by an
authorised representative on a customer's account. Telstra suggested that to address
this issues, the phrase ‘would not reasonably expect' be included at the end of
APP 7(3)(a)(ii), and that information obtained from authorised representatives and
third parties working for or affiliated with the organisation be excluded from
requirements under the provision.*

Opt-out provisions—APP 7(1)(a),(2)(c),(3)(c)(d) and (4)

10.92 A number of comments were made about the 'opt-out’ provisions under
APP 7. The OPC suggested that the opt-out requirements in the principle could be
simplifiegl3by consolidating APP 7(4) and APP 7(5) and modelling it more closely on
UPP 6.3.

10.93 Professor Greenleaf and Mr Waters commented on the difference in the
provisions of APP 7(2) and (3). They stated that APP 7(2) does not require the opt-out
to draw an individual's attention to the provision although this is included in APP 7(3).
They commented:

Under (2), if the individual would reasonably expect to receive marketing
communications, they are not even required to be notified — this seems
perverse and is a very weak provision. All the evidence suggests that most
individuals are only too aware that they are likely to receive direct

91  Australian Finance Conference, Submission 12, p. 7.
92  Telstra Corporation Limited, Submission 19, p. 3.
93  Office of the Privacy Commissioner, Submission 39, pp 35-36.
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marketing from organisations with which they have dealt, but that it is
precisely these communications they wish to be able to stop!®*

10.94 Concerns were also raised that the opt-out provision is weak and can be
circumvented. Privacy Law Consulting Australia noted that APP 7(4)(b) refers to
‘direct marketing by other organisations' therefore, if an organisation markets on
behalf of persons or bodies which are not organisations as defined by the Act, they
will not be required to comply with the provision.®

10.95 Submitters also commented about the lack of a provision to require
organisations to provide individuals with the option to opt-out of the provision of
sensitive information for direct marketing purposes.”® Privacy Law Consulting
Australia stated that this is most likely because consent is required in all
circumstances for the use of this information for direct marketing, and that such
consent can be revoked at any time. However, it was submitted that the requirement
that sensitive information only be disclosed or used with consent is undermined by the
definition of ‘consent' in the Act, which includes 'implied consent'. It was suggested
that express consent should be required regarding the disclosure and use of sensitive
information, and that consideration be given to whether an opt-out facility should be
required in relation to the use of sensitive information for direct marketing purposes,
to facilitate individuals exercising their right to withdraw consent.®’

10.96 The department responded that under APP 7(1)(a), sensitive information
about an individual can only be used for direct marketing by an organisation with the
consent of that individual unless the organisation is a contracted service provider for a
Commonwealth contract and the organisation collected the information for the
purpose of meeting an obligation under the contract. The concerns expressed are that,
at some point in the future, the individual may want to revoke consent or opt-out (i.e.
no longer wants to receive direct marketing communications from the organisation).
Further:

There would be options available to individuals in this instance. First, as
noted by the PLCA, consent could be revoked at any time, in which case
the organisation could not use sensitive information for direct marketing
purposes.

While it is a matter for the [Australian Information Commissioner],
guidelines to be prepared on the meaning of ‘consent’ are likely to address
key issues such as revocation.

In addition, as a result of APP 7(2) and (3), organisations will be required in
practice to provide a simple means by which an individual may easily

94  Professor G Greenleaf & Mr N Waters, Submission 25, p. 12.
95  Privacy Law Consulting Australia, Submission 24, p. 5.
96  Financial Services Council, Submission 34, p. 2.

97  Privacy Law Consulting Australia, Submission 24, p. 5; Professor G Greenleaf & Mr N Waters,
Submission 25, pp 12-13; Financial Services Council, Submission 34, pp 2-3.
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request not to receive direct marketing communications from an
organisation. Further, APP 7(4)(a) provides that an individual may request
not to receive direct marketing communications from the organisation.*

10.97 The department also stated that:

Obtaining consent and including opt-out facilities should be encouraged as
part of a direct marketing organisation's internal procedures. As with other
new APPs, there is scope for the AIC to provide guidance on the operation
of these provisions. If guidance on the practical workings of APP 7 became
necessary, the Department will liaise with the AIC to consider whether to
develop guidelines.*

10.98 Some submitters argued that the APP imposes an excessive requirement to
disclose customers' right to opt-out, and the ABA recommended particular changes to
APP 7(2) and (3) in its submission to address these concerns.'® The ABA and other
submitters also suggested that APP 7(4) should allow for an option not to receive any
direct marketing at all or that organisations should only have to provide opt-out
information to non-existing customers. ™™

10.99 APP 7(3)(d) provides that in each direct marketing communication with the
individual, a prominent must be included that the individual can make a request to opt
out or draws attention of the individual to this option by another means. Telstra argued
that this provision would not be required for customers who had already received the
entity's privacy statement that has set out this information and should only apply
where the individual has not already received the entity's privacy statement.'%?

10.100 ADMA raised similar concerns about the obligations on organisations and
facilitating organisations under APP 4, noting that in its understanding:

...the organisations whose products and services are being advertised (the
marketing organisation) will carry the responsibility for receiving and
actioning a request by the individual not to have their data used in the future
for direct marketing purposes. In such circumstances the marketing
organisation may put in place processes for its suppliers (facilitating
organisations) to accept and forward on those opt out requests however the
facilitating organisations would not in this circumstance be required to not
contact the individual again on behalf of other marketing organisations.*®®

98  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, pp 21-22.
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10.101 Given this apparent uncertainty, ADMA suggested that the exposure draft
should specify that facilitating organisations, which do not provide direct marketing
communications in their own right, will be exempt from APP 7(3)(c), and:

..will not be bound by the Act to not contact the individual again where a
subsequent direct marketing communication is originated by the facilitating
organisation on behalf of another marketing organisation that is wholly
unrelated to the original marketing organisation that the individual’s opt out
request was directed.'®

Conclusion

10.102 The committee notes that the ALRC review suggested that the opt-out
notification obligations should differ for existing and non-existing customers.'%®
While the exposure draft has taken a different approach, it has still provided a
distinction in the required level of notification regarding the ability of an individual to
opt-out. In circumstances in which the information has been collected from the
individual, an organisation merely has to provide a simple means by which an
individual can opt-out of receiving future direct marketing communications. Where
the information about an individual has been collected from a third party, in each
direct marketing communication, the organisation must notify the individual of their
ability to opt-out of receiving future direct marketing communications from the
organisation.

10.103 Further to its comments in chapter 3, the committee considers that further
guidance on the definition of consent will assist in the interpretation of the principle.

Source of information—-APP 7(4)(c) and (5)

10.104 APP 7(4)(c) provides for an individual to request the organisation to provide
the source from which they obtained personal information about the individual.
APP 7(5)(c) provides that an organisation must notify the individual or the sources
within a reasonable period ‘unless it is impracticable or unreasonable to do so'.
Professor Greenleaf and Mr Waters expressed concern that the exception in APP 5(c)
‘unless it is impracticable or unreasonable to do so' is too broad, and consequently is
likely to be misused, thereby undermining the purpose of the principle.'%

10.105 However, a number of submitters argued that the provisions of APP 7(4)(c)
are onerous and impractical.’®” For example, Coles commented on the wide range of

104 Australian Direct Marketing Association, Submission 27, pp 6-7.
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sources used to collect personal information including emails, in-store transactions
and competitions. Once information is collected via some sources, it is no longer
possible to determine the source of the information, and changing IT systems for this
purpose is likely to be impractical and prohibitively expensive. Coles noted the
exception provided for in APP 7(5), however, remained concerned that:

...this exemption is as yet unclear as to whether not keeping track of such
information will be sufficient for reliance on an ongoing basis or whether
an organisation will be required in future to change its systems or selection
of its systems to ensure compliance with APP(4) going forward. This is
likely to impose a significant administrative and costs burden on
organisations.®®

10.106 Coles went on to comment that the exemption in APP 7(5) could be amended
to provide a further exemption that identification of the source of the personal
information will not be required if the specific source of the information is not
traceable, provided that the organisation can identify the possible or likely sources of
collection.'®®

10.107 Coles' concerns were echoed by the Westpac Group, which noted that this
requirement could not be retrospectively applied. Consequently, the Westpac Group
indicated its support for the Australian Bankers' Association suggestion that the
requirement to record the source of information received from third parties for the
purposes of direct marketing, and the requirement to inform those third parties of any
change to the information held by an organisation, should be limited to non-existing
customers. '

10.108 Further guidance and clarification on these provisions was sought by the
Financial Services Council (FSC), which suggested that the principle should explicitly
state that organisations are not required to disclose the ultimate source of information,
only the source from which the organisation obtained the information. The FSC also
suggested further guidance regarding the factors an organisation should consider in
determining whether it is reasonable and practical to advise an individual of the source
from which it obtained the individual's information.™*

10.109 Privacy Law Consulting Australia noted uncertainty regarding the
construction of APP 7(5)(c), as it appears unclear whether ‘impracticable or
unreasonable’ applies to the 'reasonable period’ or the notification of the individual. It
was suggested that this be clarified in the legislation.™*?

108 Coles Supermarkets Australia Pty Ltd, Submission 10, p. 2.
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10.110 The department responded to these concerns and stated that this language is
consistent with the ALRC recommendation that source disclosure be mandated upon
request ‘where reasonable and practicable’. The ALRC review noted that an obligation
to advise individuals, in response to a request, of the source from which their personal
information was obtained might increase the compliance burden on organisations. In
light of this the ALRC suggested that the obligation should only apply where
'reasonable and practicable’, and should be limited to individuals who are non-existing
customers.**® The department provided the example of information that was recorded
at a time where an organisation has not been required to record, and not recorded, the
source of this information, then it would be unreasonable to expect an organisation to
provide this information.

10.111 The department went on to stated that:

While some organisations may attempt to misuse this test, it is a necessary
element of the legislation to enable the policy goal of source disclosure to
existing customers who have not provided information to organisations. It
is also possible to clarify this issue in the Explanatory Memorandum when
the Privacy Act is considered by the Parliament.***

10.112 The ALRC also formed the view that the organisation should only be required
to name the direct source from which the organisation obtained the individual's
information, rather than the original source of information.**®

Interaction with other legislation—APP 7(6)

10.113 APP 7(6) provides that the principle does not apply to the extent that any of
the DNCR Act, the Spam Act or any other Act prescribed by the regulations apply.
Comments in relation to APP 7(6) went to the effect of this provision and the need for
clarity.**® Some submitters suggested that the inclusion of this section means that in
effect, the Privacy Act will only apply to marketing activities via direct mail and this
could result in confusion about handling personal information. Coles commented:

APP 7(6) suggests that an organisation will not be required to deal with
personal information in accordance with APP 7 for direct marketing
activities like emails, faxes and telephone contact provided that the
activities are done with the individuals consent as these activities are
otherwise dealt with under the Spam Act 2003 or the Do Not Call Register
Act 2006. As each regime requires a different approach to the handling and
use of personal information, this is likely to increase the likelihood of

113 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
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confusion arising and the incorrect regime being applied to the handling
and use of the information.*’

10.114 Privacy Law Consulting Australia expressed uncertainty as to the meaning of
the phrase "apply to the extent that' as the Spam or DNCR Acts regulate activities, not
the handling of personal information per se. Consequently:

It appears that the intention is that, if one of the Acts permits an activity that
necessarily involves the use or disclosure of personal information in a
particular manner, APP 7 does not apply to such use or disclosure. For
example, the Spam Act permits commercial emails to be sent with consent.
This suggests that an organisation will be permitted to use or disclose
personal information to send such emails in accordance with the Spam Act,
regardless of requirements that might otherwise apply under APP 7.8

10.115 Coles suggested that this confusion could be addressed by incorporating the
obligations under the Spam and DNCR Acts into the new exposure draft, thereby
reducing the complexity of the legislation, and ensuring that the obligations of
organisations and the protections for individuals are unambiguous and clearly set out
in one document. Coles went on to suggest that the obligations of the Spam and
DNCR Acts would be incorporated in the Privacy Act as 'this would reduce the
complexity of the law in this area and reduce the likelihood of unintentional
inappropriate use of personal information in the area of direct marketing activities.**®

10.116 Although APP 7(6)(c) refers to ‘any other Act', the AFC suggested that the
interaction between APP 7 and the anti-hawking provisions in the Corporations Act
2001, requires clarification, it may increase compliance certainty if those anti-hawking
provisions are specifically included in the list under APP 7(6).'

10.117 The department provided a response to this comment and stated that the
Government agreed with the ALRC‘s recommendation that the 'direct marketing'
principle should be displaced to the extent that more specific sectoral legislation
regulated a particular type of direct marketing or direct marketing by a particular
technology. Further, that the ALRC believed this approach was preferable because
imposing a blanket rule for all forms of direct marketing was too rigid. It stated that
other forms of more intrusive direct marketing should be subject to regulation that
differs from the rules applicable to less intrusive forms of direct marketing. It noted
that, relying on such sectoral legislation to the exclusion of the Privacy Act is
problematic, because it leaves loopholes that could encourage other types of direct
marketing that also may be intrusive.

117 Coles Supermarkets Australia Pty Ltd, Submission 10, p. 2; see also Australian Institute of
Credit Management, Submission 8, p. 3.
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10.118 The department concluded that ‘this is reflected in APP 7(6) which provides
that APP 7 does not apply to the extent that the Spam Act, the Do Not Call Register
Act, or any other Act of the Commonwealth prescribed by the regulations applies'.
Further 'this means that APP 7 will apply to organisations involved in direct marketing
relating to electronic messages and phone calls, where acts and practices are not

covered by those Acts'.*?!

121  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 20.






Chapter 11

Australian Privacy Principle 8—cross-border disclosure of
personal information and sections 19 and 20

Introduction

11.1  Australian Privacy Principle 8 (APP 8) outlines measures to ensure that
entities cannot avoid obligations to protect personal information by disclosing the
information to a recipient outside Australia." Section 19 provides for the extra-
territorial operation of the new Privacy Act.? Section 20 provides that an entity
remains accountable for the acts and practices of overseas recipients to which it
discloses personal information.®

11.2  The Companion Guide notes that APP 8 uses the term 'disclosure’, rather than
‘transfer’, which was used in National Privacy Principle 9 (NPP 9) as 'transfer' implies
that there is a cross-border movement of personal information rather than the
accessing of personal information by an overseas recipient, regardless of whether the
information is stored in Australia or elsewhere through 'disclosure'. The Companion
Guide notes that the routing of personal information through servers which are located
outside of Australia is not intended to constitute a disclosure.*

11.3  APP 8 has been extended to apply to agencies as well as organisations.® In
addition, APP 8 provides conditions for the disclosure of personal information outside
Australia to ensure that entities remain accountable for any disclosures they make,
rather than prohibiting cross-border disclosures all together as is the case under
NPP 9. However, a series of exceptions provide for an entity not to be held
accountable for the disclosure of personal information to an overseas recipient.®

11.4  The principle provides that before disclosing any personal information outside
of Australia, an entity has to take 'reasonable steps' to ensure that the overseas
recipient will not breach the APPs, by making sure that personal information has
sufficient protection. The Companion Guide notes it is expected that the obligations of
the overseas recipient would be set out in a contract to establish effective information
management arrangements.’

Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 12.
Australian Government, Companion Guide, Australian Privacy Principles, June 2010, pp 6-7.
Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 13.
Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 12.
Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 12.

Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 12.
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Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 12.
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11.5  Section 19 provides for the extraterritorial operation of the Act. In addition,
unlike the Privacy Act 1988 (Privacy Act) which only extended to the acts or practices
undertaken by an organisation outside of Australia in relation to the personal
information of Australian citizens or permanent residents, the new Privacy Act will
extend to protect every person, operating in relation to acts done or practices engaged
in outside of Australia, by agencies and organisations with an Australian link.® The
definition of an 'Australian link' is similar to that provided under subsection 5B(2) of
the current Privacy Act.’

11.6  The Companion Guide also states that arrangements under the existing
Privacy Act which ensure that an act or practice that is done or engaged in outside
Australia is not an interference with privacy if the act or practice is required by an
applicable law of a foreign country, will be replicated in the new Privacy Act. These
provisions will extend to cover agencies as well as organisations.™

11.7  Under proposed section 20, an entity is held accountable for the acts and
practices of overseas recipients."* The Companion Guide notes that while the term
‘accountability’ is not used in this section, the provisions of the section hold an entity
as liable for the acts and practices of an overseas recipient which breach the APPs.
However, if one of the exceptions under APP 8 applies to the entity, then section 20
will not apply to the entity.*?

Background

11.8 The transfer of personal information across national borders has been
identified as an issue of significant community concern. However, technological
advancements, among other developments, have contributed to a change in the way
business is conducted, and how personal information is collected and managed.™® A
submitter to the Australian Law Reform Commission (ALRC) review commented:

In today's truly globalised world, cross-border data flows are an everyday
fact of commercial public and private life. The challenge therefore becomes
how to maintain a consistent security and privacy framework around the
treatment of that information across legal and jurisdictional borders and
geographies.**

8 Australian Government, Companion Guide, Australian Privacy Principles, June 2010, pp 6-7.
9 Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 20.
10  Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 7.
11  Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 13.
12 Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 13.

13 Microsoft, Submission 14, p. 5; Australian Law Reform Commission, For Your Information:
Australian Privacy Law and Practice, ALRC 108, 2008, pp 1063-65.

14 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 1065.
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11.9 International frameworks for privacy protection have also been developed in
response to the global developments ‘to harmonise laws within economic communities
and improve trade relationships.' These include the Organisation for Economic Co-
operation and Development (OECD) Guidelines on the Protection of Privacy and
Transborder Flows of Personal Data (OECD Guidelines); European Union (EU)
Directive on the Protection of Individuals with Regard to the Processing of Personal
Data and on the Free Movement of Such Data (EU Directive); and the Asia-Pacific
Economic Cooperation (APEC) Privacy Framework."

11.10 Currently, NPP 9 provides the specific circumstances in which an
organisation can transfer information to a recipient in a foreign country, and is largely
modelled on articles 25 and 26 of the EU Directive. There are no requisite
arrangements in the Information Privacy Principles (IPPs) which apply to agencies.®

11.11 Notably, NPP 9 does not apply where the information is transferred to the
same organisation, rather it only applies if the transfer is to a third party. Further,
NPP 9 only regulates the transfer of information to ‘foreign countries' as opposed to
‘other jurisdictions', and therefore:

It does not protect personal information that is transferred to a state or
territory government that is not subject to privacy law, or a private sector
organisation that is exempt from the Privacy Act.!’

11.12 Section 5B of the current Privacy Act ensures that organisations do not avoid
their obligations in relation to the management of personal information under the Act
by transferring information overseas. The Privacy Act applies to an act or practice
relating to personal information about an Australian citizen or permanent resident, and
the organisation undertaking the act or practice either has an Australian link or carried
on a business in Australia and held or collected information in Australia either before
or at the time of the act done or practice engaged in.*® To implement this, Privacy
Commissioner's enforcement powers are extended to overseas complaints which fit
specified criteria.*®

11.13 Subsection 6A(4) and section 13D of the existing Privacy Act provide that an
act or practice undertaken overseas which is required by an applicable foreign law will

15  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 1065-66.

16  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 1086-87.

17 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 1086-87.

18  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 1081-82.

19  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 1082.
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generally not be taken as a breach of the Act or an interference with the privacy of an
individual

11.14 The ALRC review looked at the following matters, among others:

. international frameworks for privacy protection, in particular, the EU
Directive, the APEC Privacy Framework and the Asia-Pacific Privacy
Charter;

. regulation of cross-border data flows under the Privacy Act 1988 via the
extraterritorial operation of the Act;

. the restrictions in NPP 9 on the transfer of personal information to countries
with differing privacy regimes;

. the content of the 'Cross-border Data Flows' principle in the model Unified
Privacy Principles (UPPs) and its application to agencies and related bodies
corporate;

. notification requirements; and

. the role of the Privacy Commissioner and the need for Office of the Privacy

Commissioner (OPC) guidance.?

11.15 The ALRC examined the application of section 5B of the Privacy Act to
agencies and formed the view that while section 5B applies only to organisations:

Agencies often compel the collection of personal information and should
therefore remain accountable for the handling of that information under the
Privacy Act, whether they are located in Australia or offshore. Further,
agencies should not be able to avoid their obligations under the Act by
transferring the handling of personal information to entities operating in
countries with lower privacy protection standards.?

The ALRC therefore recommended that agencies that operate outside Australia should
be subject to the Privacy Act.

11.16 One of the criticisms of NPP 9 is that organisations, which transfer personal
information to recipients in foreign countries, are not held accountable for subsequent
breaches of privacy. Given the risks associated with cross-border transfers, and the
significant community concern around the issue, the ALRC suggested it was pertinent
that agencies and organisations which transfer information to a recipient outside of
Australia be held accountable for the acts and practices of the recipient in respect of

20  Explanatory Memorandum, Privacy Amendment (Private Sector) Bill 2000, p. 89; Australian
Law Reform Commission, For Your Information: Australian Privacy Law and Practice, ALRC
108, 2008, pp 1084-85.

21  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 1066.

22 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 1082-1084 and 1104.
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the transferred personal information.”® The ALRC specified three circumstances in
which an agency or organisation should not be held liable namely, where the:

» information is subject to a law, binding scheme or contract which
effectively upholds privacy protections that are substantially similar
to the UPPs;

* individual consents to the transfer, after being expressly advised that
the consequence of providing consent is that the agency or
organisation will no longer be accountable for the individual's
personal information once transferred; or

e agency or organisation is required or authorised to transfer the
personal information by or under law.?*

11.17 The ALRC noted the concerns of stakeholders with respect to the 'reasonably
believes' test currently used in NPP 9(a). However, the ALRC recommended that the
test be retained, and that the Government issue a list of ‘laws and binding schemes that
effectively uphold principles for fair handling of personal information that are
substantially similar' to those in Australian legislation, to assist agencies and
organisations with compliance. The factors to be considered in determining whether
an entity has a 'reasonable belief' may include 'the level of enforcement of a relevant
law, binding scheme or contract, which may not be answered solely by their inclusion
on the proposed list'. Therefore, the ALRC also suggested that the OPC issue guidance

on what constitutes a 'reasonable belief'.?

11.18 Noting that provision of consent under this principle has significant
implications, the ALRC suggested that the application of more detailed consent
requirements than the usual ‘voluntary and informed’, may be required. For example,
an agency or organisation may need to be able to demonstrate that informed consent
was obtained, possibly through a written acknowledgement. Further, in order to
provide informed consent, an individual would need to be notified of the countries to
which their information may be sent. Such information could be included in a privacy
policy, and the notification requirements under the principles would apply in this
circumstance. The ALRC recommended that the OPC provide guidance on what is
required of agencies and organisations in obtaining an individual's consent in
particular contexts under the Privacy Act.”®

23 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 1087-97.

24 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 1095-96.

25  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 1097-1100.

26  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 1103-04.
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11.19 The views of submitters to the ALRC review were widely varied on the
definition of the term ‘transfer' and whether a definition should be provided in the
legislation. Given the disparity in views, the ALRC recommended that the OPC issue
guidance on the circumstances in which a cross-border transfer would occur, as such
guidance 'can more readily be amended to accommodate changes to the ways in which
perso2r71al information is transferred than a definition of "transfer” under the Privacy
Act'.

11.20 Stakeholders noted that under the current legislation it is not clear whether the
transfer of personal information outside of Australia to a related body corporate is
subject to NPP 9, due to the interaction between this principle and subsection 13B(1).
Subsection 13B(1) states that the collection or disclosure of non-sensitive personal
information between two related bodies corporate is not an interference with the
privacy of an individual. The ALRC formed the view that it is in the public interest for
the principle relating to the cross-border transfer of information to apply to transfers
of information by organisations to related bodies corporate outside of Australia, as:

Although many related companies are governed by a common set of
internal policies, this may not always be the case. Further, the internal
policies of a related company may not always provide the same level of
protection as the Privacy Act.?®

11.21 The ALRC noted that while the ‘ability to investigate breaches of local
privacy laws in foreign countries poses particular challenges for privacy regulators',
the OPC and the Australian Government are already cooperating with privacy
regulators in other jurisdictions in various forums.?

11.22 Most submitters to the ALRC review stated that an individual should be
notified if their personal information will be transferred outside of Australia.
However, the ALRC formed the view that a notification each time an individual's
information is transferred overseas would be an onerous and unjustified compliance
burden on agencies and organisations. The ALRC suggested that it would suffice if:

. the entity's privacy policy set out whether the entity may transfer personal
information outside of Australia, and list those countries to which the
information may be transferred; and

. under the 'notification' principle, an individual would be notified if their
personal information may be transferred overseas.*

27  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 1114-17.

28  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 1117-19.

29  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 1123.

30  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 1127-29.
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Government response

11.23 The Government accepted seven of the eight ALRC recommendations in
relation to cross-border data flows and accepted with amendment the recommendation
relating to exceptions.*

11.24 In relation to exceptions, the Government accepted that, as a general principle,
an agency or organisation should remain accountable for the information which they
transfer outside of Australia. The Government was also of the view that there should
be certain exceptions to this general principle, agreeing with two of the exceptions
proposed by the ALRC, namely the consent exception and the required or authorised
by or under law exception. However, the Government considered the exception under
which an agency or organisation reasonably believes the recipient is subject to
substantially similar privacy protections should be amended to ensure that there are
also enforceable mechanisms to enable individuals to take action if there is a breach of
their privacy. The Government suggested that these enforcement mechanisms:

...may be expressly included in the law or binding scheme or may take
effect through the operation of cross-border enforcement arrangements
between the Office of the Privacy Commissioner and an appropriate
regulatory authority in the foreign jurisdiction. %

11.25 The Government also considered that there should be further exceptions to the
general principle of accountability, as follows:

. there is a reasonably belief that the disclosure is necessary to lessen or prevent
a serious threat to an individual's life, health or safety; or public health or
public safety and in the circumstances, it is unreasonable or impracticable to
seek the individual's consent;

. there is reason to suspect that unlawful activity or serious misconduct has
been, is being, or may be engaged in, and the disclosure of the personal
information is a necessary part of the entity's own investigation of the matter
or in reporting its concerns to relevant persons or authorities; or

. there is a reasonably belief that the disclosure is necessary for the prevention,
detection, investigation, prosecution or punishment of criminal offences,
breaches of a law imposing a penalty or sanction or breaches of a prescribed
law. >

11.26 The Government response further stated that individuals should be notified if
their personal information is reasonably likely to be transferred overseas, and if so, to

31  Australian Government, Enhancing National Privacy Protection: First Stage Response to the
Australian Law Reform Commission Report 108, For Your Information: Australian Privacy
Law and Practice, October 2009, pp 77-80.

32 Australian Government, Enhancing National Privacy Protection, pp 77-78.

33 Australian Government, Enhancing National Privacy Protection, p. 78.
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which locations it might be transferred. The Government envisaged this requirement
would be provided for under the 'notification’ principle, and would be qualified by the
'reasonable steps' test (see chapter 8).*

Issues

11.27 The Australian Institute of Credit Management welcomed APP 8 as it
believed it will 'significantly ameliorate concerns regarding the management of
personal information in the international context'.*> However, Professor Greenleaf and
Mr Waters called APP 8 'the most controversial new principle' as it abandons a 'border
protection’ approach in favour of an ‘approach mis-described as "accountability™.*
Privacy NSW considered that the principle should be more stringent than the use or
disclosure principle (APP 6) and disclosure should only take place outside Australia
where the same level of protection as the APPs is afforded or if there is express

consent.®’

11.28 Other submitters stated that APP 8 increased the compliance burden on
organisations, while the Australian Hotels Association commented that this was a
further regulatory requirement on an essential business process.*® Yahoo!7 on the
other hand, preferred that accountability for the handling of cross-border data
disclosure be through self regulatory codes and cooperative instruments and
commented 'whilst we appreciate the need to provide information and reassurance to
users in relation to cross-border transfers, we consider any reliance on distinction

between borders to be unrealistic'.*®

11.29 The following discussion addresses concerns in relation to the accountability
for personal information transferred overseas, the structure of APP 8, the exceptions to
the principle and interaction between APP 8 and section 20.

Accountability for personal information transferred overseas

11.30 The NSW Department of Justice and Attorney General commented that
APP 8 itself does not embody the principle of entities remaining accountable for
personal information transferred to an overseas recipient. Rather, the principle only
provides for a ‘reasonable steps' test and the ‘accountability’ principle is contained in

34 Australian Government, Enhancing National Privacy Protection, p. 81.
35  Australian Institute of Credit Management, Submission 8, p. 4.

36  Professor G Greenleaf & Mr N Waters, Submission 25, p. 13.

37  Privacy NSW, Submission 29, p. 5.

38  Australian Hotels Association, Submission 22, p. 3; Communications Council, Submission 23,
p. 9.

39  Yahoo!7, Submission 20, p. 3.
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proposed section 20.* The NSW Department of Justice and Attorney General
submitted that, for clarity, the accountability principle could be embodied in the APP
and not in a separate section of the Act. It was suggested that, at the very least, a note
could be included following APP 8 to indicate that the accountability principle applies
and stating its location. This would avoid the risk that entities or individuals assuming
that APP 8 is exhaustive in relation to cross-border transfers and that the only
obligation on entities is to take reasonable steps to ensure that the overseas recipient
does not breach the APPs. The NSW Department of Justice and Attorney General
went on to submit that compliance only with APP 8 would provide a far more limited
safeguard than the accountability principle that appears in section 20.** The OPC also
supported the inclusion of a note referring to section 20.*

11.31 In relation to the change to an 'accountability model', the Australian Bankers
Association (ABA) supported APP 8 using such a model as ‘it is commercially and
socially realistic’.** While Google supported the approach in the principle, it voiced
concern with the strict liability imposed by section 20.** Other submitters also
expressed concern about the shift in liability. The Australian Finance Conference
(AFC) commented that the principle shifts the risk balance heavily to the entity and
queried 'the individual interest justification to support that'. It commented that APP 8
departs from the ALRC recommendations and from the current NPP 9. The AFC also
questioned the approach taken in APP 8 given Australia's recent commitment to the
APEC Cross-border Privacy Enforcement Arrangement (CPEA). The APEC CPEA is
aimed at assisting in the removal of country boundaries in the enforcement of privacy
protections.*

11.32 Microsoft also raised the CPEA and commented that the combination of
APP 8 and section 20 ‘'appears to go further than both the APEC accountability
principle and the government's own response to the ALRC recommendations' as the
entity will be liable if the recipient outside Australia acts inconsistently with the
APPs. Microsoft commented that 'liability will be imposed even where the Australian
entity exercised due diligence and took reasonable steps to ensure that the recipient

would abide by the principles'.*®

40  As described in paragraph 11.5 above, section 20 makes an entity accountable for the overseas
recipient's acts and practices and a breach of the APPs by the overseas recipient will be taken to
be that of the entity who disclosed the personal information to the overseas recipient.
Companion Guide, p. 13.

41  NSW Department of Justice and Attorney General, Submission 42, p. 8.
42 Office of the Privacy Commissioner, Submission 39, p. 36.

43  Australian Bankers' Association, Submission 15, p. 11.

44 Google, Submission 16, p. 7.

45  Australian Finance Conference, Submission 12, pp 7-8.

46 Microsoft, Submission 14, p. 11; see also Australian Bankers' Association, Submission 15,
p. 11.
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11.33 Deloitte Australia commented on the point raised by Microsoft and suggested
that the interaction between section 20 and APP 8 was unclear. Although it supported
the accountability principle, Deloitte suggested that the disclosing entity should only
be liable under section 20 if it did not take reasonable steps as required under
APP 8(1). It also noted the comments of the ALRC in relation to information that is
the subject of a contract that effectively upholds privacy protections substantially
similar to the UPPs and the provisions of the CPEA.*/

11.34 The Law Council of Australia (LCA) also commented that the onus placed on
entities is stricter than that under the CPEA. The LCA suggested that section 20 is
unnecessary if the provisions of APP 8 have been complied with.*®

11.35 In response to comments in submissions about the intention of the principle,
and the shift to an accountability framework, the Department of the Prime Minister
and Cabinet (the department) stated that the Government had accepted the general
principle that an agency or organisation should remain accountable for personal
information that is transferred outside Australia. The Government also accepted that
there should be a limited number of exceptions to the principle and that the term
‘accountable’ should be defined so that the scope of the principle is clear to agencies
and organisations.*

11.36 The department went on to note that the key instrument considered in
developing the principle was the CPEA, which in turn is derived from the OECD
principles. The key element of accountability is that an agency or organisation
transferring personal information should exercise due diligence and take reasonable
steps to ensure the recipient will protect the personal information.

11.37 In addition, one way to meet a requirement that a foreign recipient protect
personal information would be to use a contract. The department noted that while
contracts will remain useful as important mechanisms for agencies and organisations
to impose obligations upon recipients, they should not provide a specific exception on
their own from the accountability obligations. It is expected that entities will
ordinarily have a contractual relationship with overseas recipients, and that contract
would set out the obligations of the overseas recipient. This may not be reasonable in
all circumstances but it is the general expectation.”

11.38 Matters specific to section 20 are discussed below, see paragraphs 11.121—
134.

47  Deloitte Touche Tohmatsu, Submission 28, pp 1-2.
48  Law Council of Australia, Submission 31, p. 6.
49  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 24.

50  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 24.
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Conclusion

11.39 The committee acknowledges that APP 8 and section 20 address the growing
community concerns that technology allows information to be shared freely across
borders. While the committee notes concerns about the liability imposed by
section 20, even when reasonable steps have been taken by the entity, the department
and the Companion Guide explained that this will be managed through contractual
relationships with the overseas recipients including privacy obligations. Therefore the
committee does not consider that the obligations imposed by APP 8 and section 20 are
overly onerous.

11.40 In line with the committee's previous comments in relation to clarity, the
committee considers that a note referring to section 20 should be included in APP 8 to
ensure that the interaction between both provisions is clear.

Recommendation 14

11.41 The committee recommends that a note be added to the end of APP 8
making reference to section 20 of the new Privacy Act.

Notification

11.42 Professor Graham Greenleaf and Mr Nigel Waters commented that as
currently drafted, APP 8 does not appear to require notification of individuals at the
time that their data is being transferred to an overseas jurisdiction. They considered
that this compounded their concerns raised in relation to APP 1 and APP 5 relating to
notification of an individual of the countries to which their personal information may
be disclosed.™

11.43 The committee notes, that in its review, the ALRC recognised that individuals
should be notified if their personal information is to be transferred outside of
Australia. However, it was noted that requiring a notification each time an individual's
information is transferred overseas would be an onerous compliance requirement for
agencies and organisations.”® The Government agreed with the ALRC's
recommendation that an agency or organisation's privacy policy should state whether
personal information is likely to be transferred overseas, and where it may be
transferred to. The Government also stated in its response that a requirement to notify
individuals of the possible transfer of their personal information overseas would be
expressly provided for in the 'notification’ principle, but would be qualified by a
'reasonable steps' test:

For example, an agency or organisation would not need to include this
information in a collection notice if it did not reasonably know at the time
of collection whether information would be transferred overseas.

51  Professor G Greenleaf & Mr N Waters, Submission 25, p. 14.

52  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 1127-29.
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Further, it would not be reasonable to provide specific information if the
organisation or agency does not reasonably know to which specific
jurisdiction personal information may be transferred.*®

Structure and terminology

11.44 In relation to structure and terminology used in APP 8, the Office of the
Victorian Privacy Commissioner (Privacy Victoria), suggested that including
exceptions which relate solely to Commonwealth agencies in privacy principles which
are supposed to be ‘high-level' is problematic, as it increases complexity and makes
the principles less readily transferable to states and territories.>® The AFC also
submitted that, as a matter of policy and drafting, APP 8 fails to achieve the key
objectives of the privacy reforms of high-level, simple, clear and easy to understand
principles.

11.45 Privacy Law Consulting Australia raised various concerns regarding the
terminology used in the exposure draft of APP 8. In relation to APP 8(1), it was noted
that the APPs do not apply to overseas recipients, therefore phrasing similar to
section 20(1)(d) should be included in the provision, such as 'if those Australian

Privacy Principles applied to it'.*®

11.46 The committee has commented on general matters in relation to clarity and
agency specific provisions in chapter 3.

To 'transfer’ or to 'disclose’

11.47 APP 8 uses the term 'disclosure’ rather than ‘transfer' as is currently used in
NPP 9. The Companion Guide states that the term ‘transfer’ complicates the
understanding of the information flow. Rather, the ordinary meaning of disclosure is
to allow information to be seen rather than the implication of 'transfer' of a cross-
border movement of information. This means that a disclosure will occur when an
overseas recipient accesses information, whether or not the personal information that
Is accessed is stored in Australia or elsewhere. The APP will not apply if the
information is routed through servers outside Australia.”’

11.48 Telstra raised concern about the meaning of ‘accessed’ by an overseas
recipient. While agreeing that the principle should apply in the case where an overseas
recipient is able to have possession of personal information, Telstra argued that the
principle should not be extended to cover situations in which the information is

53  Australian Government, Enhancing National Privacy Protection, p. 81. See chapter 8 for
further information.

54  Office of the Victorian Privacy Commissioner, Submission 5, p. 8.
55  Australian Finance Conference, Submission 12, p. 8.
56  Privacy Law Consulting Australia, Submission 24, p. 9.

57  Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 12.
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temporarily 'viewed' by an overseas recipient who cannot print, copy or save the
information. In Telstra's opinion, the entity which possesses the information should
remain responsible for the management of that information.>®

11.49 The Financial Services Council (FSC) noted the explanation provided in the
Companion Guide, which outlines that information will not be taken to be 'disclosed’
if it is routed through servers which are outside of Australia or stored offshore.
However, it was submitted that these intentions should be clarified in APP 8 and the
provisions of the Privacy Act itself, and explanatory material should also clearly state
that entities will need to ensure that information routed or stored offshore is not
accessed by third parties, and thereby 'disclosed’.

11.50 The OPC suggested concerns about the use of the term ‘disclosure' could be
addressed by including explanatory material to note that APP 8 and related provisions
only apply to disclosures and not to an entity's internal ‘uses.®® The OPC also
suggested that explanatory material clarifying that APP 8 will apply to disclosures to a
'related body corporate' be included, consistent with recommendations in the ALRC
report, and as accepted in the Government's response.®*

11.51 In relation to the intention that the principle will not apply to information
routed through servers outside Australia, the OPC commented that it agreed with this
view ‘provided the personal information is not accessed by a third party during this
process'. The OPC concluded:

The Companion Guide or other explanatory material could note that entities
will need to take a risk management approach to ensure that personal
information routed overseas is not accessed by third parties. If the
information is accessed by third parties, this will be a disclosure subject to
APP 8 (among other principles).®

Conclusion

11.52 In light of the comments received by the committee in relation to the
‘disclosure’ of personal information, the committee considers that greater clarity is
required around the use of this term. The committee is of the view that explanatory
material should be prepared that clearly outlines when information is taken to be
‘disclosed’ through cross-border activities. The committee also considers that
explanatory material regarding the application of APP 8 to disclosures to a 'related
body corporate' should be provided.

58  Telstra Corporation Limited, Submission 19, p. 3.

59  Financial Services Council, Submission 34, p. 3; see also Office of the Privacy Commissioner,
Submission 39, p. 37.

60  Office of the Privacy Commissioner, Submission 39, p. 37.
61  Office of the Privacy Commissioner, Submission 39, p. 37.

62  Office of the Privacy Commissioner, Submission 39, p. 37.
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Recommendation 15

11.53 The committee recommends that the Department of the Prime Minister
and Cabinet develop explanatory material to clarify the application of the term
‘disclosure’ in Australian Privacy Principle 8.

Ensuring an overseas recipient does not breach the APPs—APP 8(1)

11.54 APP 8(1) requires an entity, which is disclosing personal information to an
overseas recipient, to 'take such steps as are reasonable in the circumstances' to ensure
that the overseas recipient does not breach the APPs in relation to the information
before the disclosure takes place.

11.55 The LCA submitted that this is an onerous requirement as in order to achieve
the aim of APP 8(1) an Australian entity would have to require the overseas entity to
bind itself to observe the APPs and the affected overseas entity may resist. The LCA
suggested an amendment to the provision so that the Australian entity must take
reasonable steps to ensure that the foreign recipient does not hold, use or disclose
personal information 'in a manner inconsistent with the Australian Privacy

Principles'.®

11.56 Qantas expressed concern that the requirement to ‘ensure that the overseas
recipient does not breach the Australian Privacy Principles' is too broad, suggesting
that the approach taken in NPP 9(f), which requires the overseas recipient to hold, use
and disclose the personal information in a manner consistent with the APPs, is more
appropriate.®

11.57 Some submitters commented that APP 8 is complex and confusing, as there is
no explanation of what might constitute 'reasonable steps'.®® Professor Graham
Greenleaf and Mr Nigel Waters noted that in the absence of a definition of what might
constitute reasonable steps, guidelines from the Australian Information Commissioner
are essential. It was further noted that guidance on model contract clauses will make it
easier to determine whether a contract meets the ‘reasonable steps' compliance test in
APP 8(1).%°

11.58 Dr Colin Bennett argued APP 8 does not explicitly state the intention of the
principle, which, as explained in the Companion Guide is that, 'if the overseas
recipient does an act or practice that would be a breach, then the entity would be
liable'. Dr Bennett suggests that Canadian privacy legislation states the entity's
responsibility more clearly, and encourages an organisation to use contractual

63  Australian Law Council, Supplementary Submission 31a, p. 4.
64  Qantas, Submission 38, pp 7-8.

65  Dr Colin J. Bennett, Submission 11, p. 4; Internet Society of Australia, Submission 41, p. 3;
Professor G Greenleaf & Mr N Waters, Submission 25, p. 13.

66  Professor G Greenleaf & Mr N Waters, Submission 25, p. 13.
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arrangements to ensure the adequate level of privacy protection is complied with by
the third party.®’

11.59 Coles Supermarkets Australia Pty Ltd (Coles) supported this argument and
explained that when outsourcing services, Coles puts contracts in place which oblige
the overseas recipient to manage personal information in accordance with the
requirements of Australian privacy laws, and provide that the service provider's
compliance with the contract may be audited. Coles suggested that similar
requirements could be applied under the principles to any third party recipients of
personal information, regardless of their location.®

11.60 However, in its submission the ABA recognised that it is stated in the
Companion Guide that it is generally expected that entities will use contractual
arrangements to ensure that an overseas recipient manages information in a manner
which is consistent with the APPs, and that the existence of such contractual
arrangements indicates that an entity has taken reasonable steps as required.®

11.61 Guidance on the term 'reasonable steps', is provided in the Guidelines to the
National Privacy Principles produced by the OPC, and it is expected that similar
guidance will be issued for the APPs. Professor Rosalind Croucher, President of the
ALRC, explained that the Office of the Australian Information Commissioner:

...might assist in the process of determining what is reasonable, in
conjunction with the kinds of other steps that we have suggested before.
There are other sources of best practice. The advantage of an information
commissioner’s office is that it is a central repository and a high-level
federal government agency that can assist in the process of making these
high-level principles more operationally effective in the interests
underpinned by the principles.”

11.62 Further, the Government response supported the ALRC's suggestion that the
OPC provide guidance on what should be contained in a contractual agreement with
an overseas recipient of personal information.”

Conclusion

11.63 The committee considers that, as the Government envisages that most
Australian entities and overseas recipients will have contractual arrangements in place
which will be used to ensure information is managed in accordance with Australian
privacy law, guidance should be provided to assist entities in this regard. In addition,

67  Dr Colin J. Bennett, Submission 11, p. 4.
68  Coles Supermarkets Australia Pty Ltd, Submission 10, p. 2.
69  Australian Bankers' Association, Submission 15, p. 12.

70  Professor Rosalind Croucher, President, Australian Law Reform Commission, Committee
Hansard, 25 November 2010, p. 9.

71 Australian Government, Enhancing National Privacy Protection, p. 80.
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compliance with APP 8(1) contains a 'reasonable steps' test. Therefore the committee
considers that, as a matter of priority, the Office of the Australian Information
Commissioner should provide guidance in relation to the type of contractual
agreements required to comply with APP 8.

Recommendation 16

11.64 The committee recommends that the Office of the Australian Information
Commissioner develop guidance on the types of contractual arrangements
required to comply with APP 8 and that guidance be available concurrently with
the new Privacy Act.

Exceptions

11.65 APP 8(2) sets out a number of exceptions under which an entity will not be
accountable for the cross-border disclosure of personal information to an overseas
recipient. As the cross-border disclosure of personal information has been extended to
agencies, a number of agency specific exceptions have been included to ‘ensure that
current information sharing activities of agencies is still permitted'.”” Comments on
the inclusion of agency specific exceptions are contained in chapter 3.

11.66 Professor Greenleaf and Dr Waters argued that the ‘attempt at regulation of
overseas transfers' through APP 8(1) is ‘fatally undermined by APP 8(2) which
provides nine separate means by which a data exporter can be exempt from even the
theoretical liability/"accountability" of APP 8(1).” The following canvasses the
issues raised in relation to specific exceptions.

Similar overseas laws and enforcement mechanism exception—APP 8(2)(a)

11.67 APP 8(2)(a) provides that if the entity transferring personal information
overseas 'reasonably believes' that the recipient of that information is subject to laws
which protect the information in a way that is at least substantially similar to the APPs
and there are accessible mechanisms available to enforce those protections, an
exception to the provisions of APP 8(1) is available.

11.68 Microsoft noted the Government's response to the ALRC's recommendations
extended the exception to include the accessible enforcement mechanisms for
individuals to be able to take effective action to have the privacy protections enforced.
The Government response stated that any such enforcement mechanism may be
expressly provided for in a law or binding scheme, or be given effect through cross-
border enforcement arrangements between the OPC and an appropriate foreign
regulator. Microsoft submitted that it did not consider that proposed APP 8(2)(a)
reflects the position stated in the Government response. Microsoft suggested that the
exception be redrafted to ensure that:

72 Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 13.
73 Professor G Greenleaf & Mr N Waters, Submission 25, p. 14.



177

. the foreign recipient is in a jurisdiction with an adequate level of protection;

. the foreign recipient is in a jurisdiction that has entered into a cross-border
enforcement arrangement with the OPC that will enable an individual to
pursue a claim against the foreign recipient in respect of conduct that would
constitute an interference of privacy if it had occurred in Australia.”

11.69 A number of other issues were raised in relation to this exception. On the one
hand, privacy commentators considered that the exception was flawed while data
exporters pointed to the compliance burden.

11.70 Professor Greenleaf and Mr Waters argued that APP 8(2) was weakened by
the inclusion of the term ‘reasonably believes' and submitted that:

Some organisations will inevitably make self-serving judgements about the
level of protection in other jurisdictions and/or pay for advice that supports
their desire to transfer. Similar protection should be an exception to any
prohibition on transfer, but it must be based on objective criteria.”

11.71 As a consequence, they recommended that the term ‘the entity reasonably
believes that' be deleted, 'so that the question of the effectiveness of the overseas
privacy protections becomes a question of fact, to be determined initially by the
Privacy Commissioner on the basis of a complaint, and ultimately by a court on
appeal’. Professor Greenleaf and Mr Waters concluded that 'such ex post facto
determinations may discourage exports of Australians' personal information to

countries where privacy protection is questionable, but that would be a good result'.”

11.72 Dr Colin Bennet was of a similar view: either the overseas recipient is subject
to a law or binding scheme similar to the Australian legislation, or it isn't, and noted
that entities could use this to avoid liability in cases where they have not exercised due
diligence.”’

11.73 Submitters raised concerns in relation to the compliance burden and access to
a comprehensive list of destinations which have regimes so that an entity could
comply with APP 8(2)(a). Qantas, for example, submitted that the requirements of
APP 8(2)(a) relating to the availability of enforcement mechanisms is 'too onerous for
an Australian entity to comply with and should be removed.” In addition, it was
argued that if entities were required to make their own determination, a situation could

74 Microsoft, Submission 14, p. 11.

75  Professor G Greenleaf & Mr N Waters, Submission 25, p. 14.

76  Professor G Greenleaf & Mr N Waters, Submission 25, p. 14.

77  Dr Colin J Bennett, Submission 11, p. 4.
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arise whereby different entities make different determinations about the level of
privacy protection available in various jurisdictions.”

11.74 Submitters called for the provision of a list which identifies countries with
similar privacy laws to Australia and which have accessible protection mechanisms.
Submitters suggested that the OPC should compile and publish a list while Microsoft
suggested that this should be a 'positive obligation' on the OPC.% Such as list would
ensure consistent treatment of privacy protection between entities and would assist
entities in complying with their obligations, particularly under APP 8(2)(a) when
disclosing information offshore.®® It was noted that some international jurisdictions
have adopted this approach in relation to Anti-Money Laundering legislation, and that
the compilation of such a list may be facilitated by the new APEC Cross-border
Privacy Enforcement Arrangement.*

11.75 The NSW Department of Justice and Attorney General also commented that
the NSW Law Reform Commission's view was that, if such a list is published, there is
no need for the reasonable belief test. Further, such a list could include not only laws
but also 'binding schemes' such as inter-governmental agreements or effective self-
regulatory schemes. The NSW Department of Justice and Attorney General stated:

There is a question about the circumstances in which an entity could hold
the necessary "reasonable belief” in relation to an entity in a jurisdiction not
on the list. It is conceivable that a jurisdiction with adequate protection
might not be on the list due to delays in maintaining the list. In such
circumstances, the reasonable belief test could provide a safety net for
entities. However, provided the list is effectively created and maintained, in
the vast majority of cases a belief is unlikely to be 'reasonable’ in relation to
an entity in a non-listed jurisdiction.®

11.76 The NSW Department of Justice and Attorney General further commented
that a belief may be reasonable, based on the information available to an entity, but it
may be ill informed and incorrect. It concluded that removal of the ‘reasonable belief'
exception in favour of the 'listed jurisdiction' approach, as recommended by the NSW
Law Reform Commission may be worth further consideration.®*
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11.77 The ALRC review recognised concerns regarding the 'reasonably believes'
test which is used in existing NPP 9(a), but recommended that the test be retained. To
assist agencies and organisations with compliance, the ALRC suggested the
Government issue a list of laws and binding schemes which are substantially similar
to the protections provided under Australian legislation. However, the ALRC noted
that the level of enforcement of a relevant law or binding scheme would not be
reflected by inclusion on a list. For example, entities may know that there is no
mechanism for enforcement of privacy protection laws and thus could not demonstrate
'reasonable belief' for the purposes of the principle. The ALRC suggested that the
OPC issue guidance on the 'cross-border data flows' principle which should include
what constitutes a 'reasonable belief'.®®

11.78 In its response to issues raised in relation to this exception, the department
noted that ‘the ALRC made it clear that the mere fact that a recipient is subject to a
listed binding law or scheme is not determinative in itself, as the entity must still form
its own reasonable belief based on the information available to it'. Further, the
Government response stated that agencies and organisations will be able to use the list
to assist them in forming a reasonable belief that, in the circumstances of their
particular cross-border transfer of personal information, the recipient of the
information will be accountable. The department commented:

Once armed with the initial information, entities would be in the best
position to find out about the specific laws that apply to the overseas
recipient, including whether the recipient is bound by existing privacy laws
in the overseas jurisdiction that are substantially similar (we understand that
some privacy laws, for example in Korea, only apply to certain industry
sectors).®

11.79 The department noted that the list would be prepared by the Government
rather than the Office of the Australian Information Commissioner.®’

11.80 The enforcement mechanism requirement was also examined by the LIV from
the perspective of access by affected individuals. While mechanisms may exist, the
LIV commented that if it is time consuming, costly, or not applied in a practical sense
'then it does not provide any meaningful protection to individuals' and ‘it is unrealistic
to expect Australian citizens to avail themselves of such mechanisms'.®® PIAC and the
Health Services Commissioner similarly argued that the affected individual should not
have to take action in another jurisdiction against a third party in order to protect the
rights afforded by Australian privacy law. Rather, the individual should always be

85  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
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able to take action in Australia and against the entity with which he or she had direct
dealings.®

Consent to cross-border disclosure—APP 8(2)(b)

11.81 APP 8(2)(b) provides that APP 8(1) does not apply if the entity obtains the
consent of the individual to overseas disclosure, after the individual has been given
information to that effect. Submitters raised two matters: the practicality of the
consent requirement in relation to commonplace international transactions; and the
lack of the need to gain 'express' consent.

11.82 The ABA noted that there are a wide range of quite common international
transactions, such as international payments and international credit card transactions,
in which it is clear that information will cross international borders. The ABA stated
that it is not practicable to impose controls on recipients in such transactions, and
consequently, its members will find it difficult to meet the requirements under
APP 8(2)(b). To address this issue, the ABA suggested an additional exception be
provided under APP 8(2) for circumstances in which the:

...overseas transfer of information is a necessary step in providing a service
which would be obvious to a reasonable person turning their mind to the
circumstances.*

11.83 The ABA submitted that if a bank is required to expressly inform each
individual customer separately that their information will be disclosed to an overseas
recipient, 'the consent exception will, in all practicality, be illusory'. Consequently, the
ABA suggested that an individual can be expressly informed by an entity through the
provision of information in the entity's privacy policy, so that the customer is aware
that in continuing to deal with the entity, they consent to the potential for their
information to be sent to an overseas recipient.®*

11.84 However, the possibility that entities would use privacy statements to meet the
consent requirement was of concern to other submitters. Professor Greenleaf and
Mr Waters commented that there was no requirement to explain the 'risk’' either
generally or in relation to a specific destination. As consent can be implied, entities
may rely on 'small print' notices in standard terms and conditions statements which

were ‘completely ineffective'.*

11.85 The issue of ‘implied' consent through a notice being included in a privacy
statement was raised by other submitters.”®> The Health Services Commissioner,
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Victoria, argued that a detailed privacy notice at the end of a document which includes
information about disclosures overseas 'is not likely to be read by many individuals'.
In addition, more stringent requirements are needed in relation to sending health
information overseas.* The LIV suggested that if this provision is retained, it should
incorporate a requirement that such consent be ‘free, express and fully informed' to
ensure that any such consent is not implied.* Professor Greenleaf and Mr Waters
suggested that the provision be amended so that individuals, who consent, be provided
with a written notice that contains the information provided to the individual when the
consent was given.®

11.86 In its review, the ALRC considered that the application of more detailed
consent requirements than the usual 'voluntary and informed', may be required under
this principle as provision of consent in these circumstances has significant
implications. Consequently, the ALRC recommended that the OPC provide guidance
on what is required of agencies and organisations in obtaining an individual's consent
to the transfer of their information overseas. This recommendation was accepted by
the Government.”’

11.87 The ALRC's position on the concept of consent was explained more fully by
Professor Rosalind Croucher, President of the ALRC at the committee's public
hearing:

In our report we recommended that the Office of the Privacy Commissioner
should develop and publish guidance about what is required of agencies and
organisations to obtain an individual's consent. This guidance should, for
instance, address a number of the things that | am grabbing at—the factors
to be taken into account by agencies and organisations in assessing whether
it has been obtained, which is kind of what you are asking about in asking
how. It should cover express and implied consent as it applies in various
contexts and include advice on when it is and is not appropriate to use the
mechanism of bundled consent—in other words, a consent to general use.
So we do consider that in the report. | suppose the simple answer is that it
depends on the context, but we have suggested that the Office of the
Privacy Commissioner, which now sits under the Information
Commissioner's office, might be the appropriate agency through which such
guidance could be developed.*®
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Required or authorised by or under and Australian law—-APP 8(2)(c)

11.88 Google Australia Pty Limited (Google) suggested that APP 8(2)(c) only
covers disclosures to an overseas recipient, not any subsequent disclosure by that
recipient which may be required by law in the overseas jurisdiction. It was argued that
the provision should recognise requirements of foreign law to ensure that Australian
entities are not put at risk of being in breach of the Act under section 20, due to a
disclggsure of personal information by an overseas recipient required by a foreign
law.

11.89 However, the committee notes that the Companion Guide indicates that
subsection 6A(4) and section 13D of the current Privacy Act, provide that if an act or
practice which is done or engaged in outside Australia is required by an applicable law
of a foreign jurisdiction, then that act or practice is not deemed to be an interference
with privacy. The Companion Guide states that these provisions are to be replicated in
the new Act and will cover agencies.'® In addition, the department responded to
Google's concerns and reiterated that the existing policy achieved by subsection 6A(4)
and section 13D of the Privacy Act will be retained in the amended Act. In the
example provided by Google, an Australian entity would not breach the APPs if an
applicable foreign law required disclosure of personal information by an entity to
which that information had been disclosed.*®*

Required or authorised by or under an international agreement—-APP 8(2)(d)

11.90 APP 8(2)(d) provides an exception if an entity is an agency and the disclosure
of the information is required by or authorised by or under an international agreement
related to information sharing, and Australia is a party to that agreement. Concerns
were raised by the LIV that compliance with the APPs may be avoided by government
by entering international agreements. The LIV stated 'we note that there is no
regulation or requirement that international agreements about information sharing
comply with the APP' and provided the example of the ease with which governments
can circumvent the APPs through international agreements by pointing to the
Department of Immigration and Citizenship's agreement with five countries to
exchange biometric information in relation to protection visa applicants.*® Professor
Greenleaf and Mr Nigel Waters went further and called this 'policy laundering’, that is
'hiding behind often spurious claims of "international obligations” to justify actions

which would not otherwise be lawful'.*%®
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11.91 The OPC expressed similar concerns that the scope of the exception was
unclear and could be quite widely interpreted, thereby limiting the circumstances in
which an agency can be held accountable for the disclosure of personal information
overseas. The OPC explained that wherever practicable 'specific domestic legislative
authority should be the basis for an agency to disclose personal information under an
international agreement relating to information sharing' thereby providing clarity and
certainty to agencies and ensuring that information sharing practices by agencies are
subject to appropriate parliamentary scrutiny. If no such legislative authority exists,
the OPC suggested the disclosure of information should be subject to other forms of
scrutiny, 'such as through a public interest determination (a legislative instrument)

issued by the Privacy Commissioner'.***

11.92 With regard to this exception, OPC suggested the committee:

. seek further advice on the range of international agreements that may be
encompassed by the exception; and

. consider whether those agreements are subject to sufficient parliamentary
scrutiny, such that it is appropriate for APP 8 to permit disclosures that are
authorised by those agreements (rather than relying on the 'required or
authorised by law' exception in APP 8(2)(c)).*®

11.93 The Companion Guide states that the exception allowing cross-border
disclosure of information pursuant to information sharing under an international
agreement, was necessary to include as the cross-border disclosure principle has been
extended to cover agencies. This exception will facilitate the current information
sharing activities of agencies.'®

Law enforcement activities—APP 8(2)(g)

11.94 An exception is available to agencies for the disclosure of information, to
overseas bodies 'similar' to Australian enforcement bodies, where it is necessary for
law enforcement activities by, or on behalf of, an Australian enforcement body. The
OPC commented that the requirement that the overseas body performs functions, or
exercises powers similar to those performed or exercised by the Australian body could
be broadly interpreted. The OPC suggested that the term ‘substantially similar' be used
instead, as the definition of an enforcement body is strictly defined in section 15 of the
exposure draft.'%’
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Diplomatic, consular and defence activities—APP 8(2)(h) and APP 8(2)(i)

11.95 As noted in chapter 3, the OPC recommended that the diplomatic, consular
and Defence Force activities exceptions be addressed in portfolio legislation rather
than the Privacy Act, ensuring that these exceptions are only invoked where
appropriate. Consequently the APPs would remain a broad high-level framework,
applicable to all entities.*®

Exceptions no longer included in the cross-border principle

11.96 The Law Council of Australia and Qantas noted that two exceptions which are
currently provided for under the NPPs have not been included in APP 8. These relate
to when the transfer of information is necessary under a contract (NPP 9(c) and (d)).
In effect, the absence of these provisions means that:

...If an entity needs to disclose personal information which is necessary for
the conclusion of the contract with an overseas entity which is not subject
to a scheme which is similar to the APPs the entity will need to obtain
consent or to enter into a contract which will ensure the overseas recipient
does not breach the APPs.*®

11.97 It was noted that this would be impracticable in a number of circumstances,
particularly in sectors such as the travel industry. In such industries, entities
commonly deal with overseas organisations with whom it is impracticable to enter
into a contract, and situations in which it would not be possible to obtain an
individual's consent at short notice. For these reasons, the Law Council and Qantas
recommended that the NPP exceptions relating to the transfer of information required
under a contract be included in the APPs.*'

11.98 The department stated that in partially adopting ALRC recommendation 31-2,
the Government accepted that it was not necessary to include an exception relating to
fulfilling contractual obligations. In recommendation 31-2, the ALRC stated that,
under the 'Cross-border Data Flows' principle, an exception to the concept of
accountability should include where an agency or organisation reasonably believes
that the recipient of the information is subject to a law, binding scheme or contract
which effectively upholds privacy protections that are substantially similar to the
model Unified Privacy Principles. The department went on to state:

The Government response to ALRC recommendation 31-2 stated that the
application of contractual obligations on the recipient of the information
does not provide an individual with any rights to take action under the
contract. It went on to comment that, while contracts are important
mechanisms for agencies and organisations to impose obligations upon
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recipients, they should not provide an exception from the general
accountability obligations.

Further, it is clear that in the case of existing NPP 9(c) and (d), which
involves a contract between the individual and the organisation, or a
contract concluded in the interest of the individual between the organisation
and a third party, that the individual would consent to the transfer of the
information. Under the new APP 8(2)(b), consent of the individual is an
exception to the general prohibition under APP 8(1).**!

Conclusions

11.99 The committee considers that it is reasonable to include exceptions to APP 8
in particular circumstances. The first exception, APP 8(2)(a), provides for an
exception where similar law and enforcement mechanisms apply to the overseas
recipients. The ALRC recognised that one of the more significant challenges faced by
privacy regulators, is the ability to investigate breaches of local privacy laws in
foreign countries. In light of this, the Government considered it appropriate that any
law or binding scheme deemed to be substantially similar to the APPs must have
effective enforcement mechanisms in order to be subject to the exception to the
general accountability obligation. The Government suggested that such enforcement
mechanisms could be specifically included in the law or binding scheme, or 'may take
effect through the operation of cross-border enforcement arrangements between the
Office of the Privacy Commissioner and an appropriate regulatory authority in the
foreign jurisdiction.' The committee notes that the OPC and the Australian
Government are already working to improve cooperative arrangements between
privacy regulators across jurisdictions in a variety of forums including the CPEA.**

11.100 In relation to recommendations that a list of jurisdictions with similar privacy
schemes be provided, the committee notes the department's comments that the list will
be provided by the Government. However, the Government's expectation is that this
will be 'initial information’ and that entities will 'be in the best position' to find out
about specific laws that apply to the overseas recipients they are dealing with. While
the committee acknowledges that as it is the entity that is transferring the personal
information overseas, it must be of a reasonable belief that the overseas jurisdiction
provides for similar privacy protections, it may not always be possible for an entity to
make such a judgment. The committee therefore considers that the Office of the
Australian Information Commissioner should be available to assist entities in the
interpretation of overseas privacy laws.

11.101 The committee considers that the ‘consent’ to cross-border transfers of
personal information provides entities with a significant exception. As such, the
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committee considers that guidance on what constitutes consent particularly important
and the Office of the Australian Information Commissioner should address this issue
as a matter of priority. This matter is further discussed in chapter 3.

11.102 The committee has some concerns with the exception provided to agencies
under APP 8(2)(d)-required or authorised by or under an international agreement. The
committee considers that the scope of this exception is unclear and in addition, notes
comments about its potential to undermine accountability and scrutiny. While the
Parliament has formal mechanism to refer treaties to the Treaties Joint Standing
Committee, this committee does not review sub treaty level agreements. The
committee therefore considers that use of this exception by agencies should be subject
to accountability mechanisms and parliamentary scrutiny.

Recommendation 17

11.103 The committee recommends that, when the Australian Government
enters into an international agreement relating to information sharing which will
constitute an exception under APP 8(2)(d), the agency or the relevant minister
table in the Parliament, as soon as practicable following the commencement of
that agreement, a statement indicating:

. the terms under which personal information will be disclosed pursuant to
the agreement; and

. the effect of the agreement on the privacy rights of individuals.

11.104 In relation to the exception for law enforcement activities, the committee
notes the OPC's concerns that APP 8(2)(g) could be interpreted broadly and suggests
that the wording of this provision be revisited.

Recommendation 18

11.105 The committee recommends that further consideration be given to the
wording of the law enforcement exception in APP 8(2)(g) to ensure that the
intention of the provision is clear.

Extra-territorial application of the Privacy Act —section 19

11.106 Section 19 provides for the extra-territorial operation of the Act, that is the
APPs will apply if the agency or organisation has an Australian link.

11.107 Google Australia Pty Limited (Google) agreed with the concept of 'Australian
link' provided for in the exposure draft, and Professor Greenleaf and Mr Waters
expressed support for the provision enabling the Privacy Commissioner to investigate
acts and practices which occur outside of Australia.’*® The Australian Direct
Marketing Association (ADMA) and Professor Greenleaf and Mr Waters supported

113 Google Australia Pty Limited, Submission 16, p. 6; Professor G Greenleaf & Mr N Waters,
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the extension of the protection under the extra-territoriality provision to cover the
personal information of those who are not Australian citizens or permanent
residents.**

11.108 Some submitters noted that paragraph 19(3)(g), does not clearly state where
collection is deemed to have taken place.'*> The OPC provided comments in relation
to the collection of information in the online context. The OPC pointed to the case
where a person in Australia provided information to an overseas-based organisation.
The OPC suggested that subsection 19(3) could clarify that:

...the Privacy Act applies to overseas acts or practices where the personal
information is collected from or held in Australia. This may help to clarify
that the Act applies where personal information is collected via the internet
from an individual who is physically in Australia. There may also be
alternative ways to clarify that personal information ‘collected or held in
Australia' includes such information collected over the internet.*®

11.109 The OPC concluded that clarifying the scope of extra-territorial operation of
the Privacy Act would enhance the Office's ability to apply the Act in these
circumstances. ™!’

11.110 Alternatively, two submitters suggested that, given that it is often difficult to
ascertain the location of the user, the place of collection should be ‘the place at which
the information is collated and processed', therefore the provision should make it clear
that:

...information is "collected" at the place (that is, in the jurisdiction) of the
service provider collecting the information, not the place where the user is
or may be presumed to be at the time that the information is collected.*'®

11.111 In its answers to questions on notice, the department commented that
international internet services, such as entities engaged in online retail that sell to
Australians, would be required to comply with the APPs so long as they fulfilled both
branches of paragraph 19(3)(g). The department went on to state:

It is likely that sub-paragraph 19(3)(g)(i) would capture businesses
operating in Australia, but not businesses operating in foreign jurisdictions
that happen to engage in commerce incidental to their primary purposes
with customers in Australia.

114 Australian Direct Marketing Association, Submission 27, p. 8; Professor G Greenleaf & Mr N
Waters, Submission 25, p. 4.

115 Google Australia Pty Limited, Submission 16, p. 6; Office of the Privacy Commissioner,
Submission 39, pp 43-44; Law Council of Australia, Submission 31, p. 9.

116 Office of the Privacy Commissioner, Submission 39, p. 44.
117 Office of the Privacy Commissioner, Submission 39, p. 44.

118 Google Australia Pty Limited, Submission 16, p. 6; Law Council of Australia, Submission 31,
p. 9.
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Collection takes place for the purpose of the Act when data is entered in
Australia, regardless of the point of collation or processing. As such, the
place of collection affects whether the Act applies, and once collection
takes place s20, which sets out rules and responsibilities relating to the
disclosure of personal information to an overseas recipient would apply
with regard to acts or practices concerning the data collected.**

'‘Australian link'

11.112 Three submitters expressed concerns with the extension of the extra-
territoriality provisions under section 19, as in practice this would mean that
organisations with an Australian link, and every subsidiary or related body corporate
of such organisations, will be subject to the APPs regardless of whether the
information they are processing 'does not touch Australia and does not relate to the
personal information of an individual in Australia.*® Each submitter suggested
different options for limiting the application of the extra-territoriality provisions:

the Law Council recommended that the Act should only extend to the acts and
practices of an organisation under paragraph 19(3)(g) which relate to 'personal
information that was collected or held in Australia by the organisation, or

personal information about an Australian citizen or a permanent resident’;'**

ADMA recommended that the extra-territoriality provisions be limited to
apply only to companies with a presence in Australia;'?? and

the FSC suggested that the APPs should not apply to ‘information collected
overseas by an entity that operates in Australia.'*?*

11.113 Further, the OPC raised concerns that the definition of 'Australian link' in the
exposure draft differs slightly to the existing definition under the current legislation.
The OPC noted that:

As it refers to 'personal information' generally, it does not appear to require
that 'the' specific item of personal information that is involved in a
particular overseas act or practice was collected or held in Australia. This
may unintentionally imply that, once an organisation collects or holds any
personal information in Australia, an individual located overseas could
complain under the Privacy Act about the organisation’s acts or practices
outside Australia, in relation to any personal information the organisation

119 Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 30.

120 Law Council of Australia, Submission 31, pp 8-9. See also Australian Direct Marketing
Association, Submission 27, p. 8; Financial Services Council, Submission 34, p. 3.

121 Law Council of Australia, Submission 31, pp 8-9.
122  Australian Direct Marketing Association, Submission 27, p. 8.

123 Financial Services Council, Submission 34, p. 3.
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holds about the individual (even if that information was never collected or
held in Australia).**

11.114 The LIV noted that, under section 19 of the exposure draft, the APPs will
apply to an organisation with an Australian link, however, under the current Privacy
Act, the NPPs apply to an organisation if the act or practice relates to the personal
information of an Australian citizen or permanent resident. The LIV expressed
concern that the change of emphasis in the exposure draft may result in a reduction of
protection for Australian citizens and permanent residents, particularly if they provide
information to an agency which does not have an Australian link.*®

11.115 The LCA also noted that while the current provisions stating that an act or
practice required by an applicable law of a foreign country will not be taken as an
interference with privacy will be replicated in the new Act, the existing provision,
‘only applies to acts or practices required by foreign law (i.e. response to subpoena or
other legal compulsion), not acts permitted in that jurisdiction.'*?°

11.116 The LCA expressed concern that:

Disclosure under compulsion of Australian law is permitted, but not
disclosure under compulsion of foreign law. This compounds the problem
noted above, as (for example) a US office of an Australian corporation
responding to US court process could find itself in jeopardy under
Australian law (again, even if the data subject was not an Australian person
or a person living in Australia). The Committee recommends that
disclosures required under any law or legal process applicable to the
organisation should be expressly permitted.**’

11.117 The department responded to the LCA's concerns and stated:

The exposure draft APPs is just one part of the process of amending the
Privacy Act. As noted above, the Government intends for disclosure by
organisations with an Australian link (as per s 19(3)) under foreign law to
be a valid exemption from the operation of s 9(1).

Provisions for the operation of foreign law in this way are currently enacted
in section 13D of the Privacy Act. Since the policy intent behind these
provisions has not changed, they have been replicated in the new APPs.
Some minor issues relating to the definition of the law of a foreign country
need to be resolved before this takes place, but these will be further revised
in the reforms before they are brought before the Parliament.*?

124  Office of the Privacy Commissioner, Submission 39, p. 43.
125 Law Institute of Victoria, Submission 36, p. 9.

126 Law Council of Australia, Submission 31, pp 8-9.

127 Law Council of Australia, Submission 31, pp 8-9.

128 Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 30.
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Conclusion

11.118 In relation to the concerns raised by the LCA, the committee notes that as
stated in the Companion Guide, the policy achieved by subsection 6A(4) and section
13D of the Privacy Act 1988, will be replicated in the new Act ensuring that if an act
or practice is required by an applicable law of a foreign country, it will not be taken as
an interference with privacy.

11.119 The committee supports the concept of 'Australian link' as provided for in
section 19. The committee notes that the policy intent that for a person to complain
about the management about their personal information, that information must be held
in Australia or collected in Australia. However, the committee has noted that there are
concerns that this policy intent is not adequately expressed in proposed section 19.
The committee therefore considers that further clarification on this matter is required.

Recommendation 19

11.120 The committee recommends that section 19, relating to the
extraterritorial application of the Act, be reconsidered to provide clarity as to the
policy intent of the provision.

Acts and practices of overseas recipients of personal information—section 20

11.121 Concerns were raised about the liability imposed on an Australian entity for
the actions of an overseas entity, particularly, as under section 20 an entity is subject
to strict liability even if it has taken all reasonable steps to ensure the overseas
recipient complies with the APPs.*® The AFC noted that section 20 only applies if
information is disclosed to an overseas recipient under APP 8(1), but doesn't apply if
the information is disclosed under APP 8(2). As a result, if information is disclosed to
an overseas recipient under APP 8(2), it is the overseas recipient that remains liable,
not the disclosing entity.**

11.122 The ABA considered this provision to be 'unreasonable' while Telstra noted
that even if the entity takes all reasonable steps, there is still the possibility that the
entity will not comply, which the Australian entity cannot prevent.** The Australian
Association of National Advertisers noted that in some cases entities may have
recourse through a contract but pointed to instances where, for example, an overseas
recipient's computers are hacked. The AANA suggested that the provision is unfair if

129 Microsoft, Submission 14, p. 11; Australian Bankers' Association, Submission 15, p. 11; The
Communications Council, Submission 23, p. 8; Deloitte Touche Tohmatsu, Submission 28,
pp 1-2; Google Australia Pty Limited, Submission 16, p. 7; Law Council of Australia,
Submission 31, p. 9.

130 Australian Finance Conference, Submission 12, pp 7-8.
131 Telstra, Submission 19, p. 5.
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provision is not made for mitigating factors for example, personal information was

obtained through hacking.

132

11.123 The committee was provided with a range of suggestions to address the
concerns raised:

the LCA recommended where the disclosure complies with APP 8, the entity
should not be liable for any acts done, or practices engaged in, by the overseas
recipient in relation to that information;***

the ABA suggested subsection 20(2) be qualified to limit application of the
phrase ‘for the purposes of this Act' to refer to the purposes of the
compgensation provisions of the Act, rather than the penalty provisions of the
Act: 13

Telstra suggested that section 20 impose an obligation on an entity to ‘use
reasonable endeavours to ensure that the overseas recipient remedies any act

or omission that would otherwise constitute a breach of the APPs":'* and

the AANA suggested that section 20 be amended to include exemptions to
deal with mitigating factors.™*

11.124 The department responded specifically to the AANA's comments and noted
that unauthorised disclosure of personal information that has been lawfully transferred
to a foreign entity via a breach of that foreign entity's data security would not, under
the new Privacy Act, be a breach of section 20 as the breach and disclosure would not
be an 'act or practice' of the foreign entity. The department added:

The accountability of organisations which choose to transfer data across
borders as provided for in s 20 is a necessary condition for the security of
that data. Contracts in place between two entities involved in a cross-border
transfer of data do not provide adequate protections for the individuals to
whom the information pertains. As such, contracts are not an acceptable
mitigating factor for the purposes of s 20.™*’

11.125 The LCA raised further concerns that the exposure draft does not specify a
time period after which an entity is no longer liable for the acts or practices of an
overseas recipient. In light of this, the LCA suggested that the liability imposed by

138

section 20 be limited in time and aligned with other statutory limitation periods.

132  Australian Association of National Advertisers, Submission 21, p. 8.

133 Law Council of Australia, Submission 31, p. 9.
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11.126 Further, the ABA voiced concern that an overseas data custodian, which has
breached the APPs, may be able to limit its liability to the Australian data collector
under Australia's proportionate liability laws.** The department commented on this
point and noted that there is not currently any statutory limitation relating to the
'interference of privacy' that may occur under section 20. As the Act has not
previously envisaged judicial enforcement (consistent with the principles-based nature
of the Privacy Act), limitation periods have not been a relevant factor.

11.127 The department added that the ALRC has made a number of
recommendations that the Australian Information Commissioner be given stronger
enforcement powers, for example, the power to commence proceedings in the Federal
Court or Federal Magistrates Court for enforcement orders and civil penalties. The
department concluded:

The Government has either accepted, or accepted in-principle, these
recommendations, and will be developing draft amendments to address
these issues. Relevant civil litigation rules that underpin this system,
including statutory limitation periods, will be considered as part of the
development of these amendments.**

11.128 Professor Greenleaf and Mr Waters questioned the ability of individuals to
prove that a breach of the APPs has occurred in an overseas jurisdiction. They
submitted that section 20 should be amended to provide that:

...a breach by an overseas recipient should be a rebuttable presumption if
damage to the individual can reasonably be assumed to have resulted from
the export.***

11.129 Telstra requested clarification regarding the possible application of APP 8 and
section 20 to personal information which has been lawfully published. Telstra noted
concern that if an overseas recipient accessed publicly available personal information,
the entity which lawfully published the information might be held liable under
section 20 for any inappropriate use of the information by an overseas recipient.*?

11.130 The National Australia Bank (NAB), noted that it is unclear from the
exposure draft how APP 8 and section 20 interact if the APPs apply to the overseas
recipient, for example, if the overseas recipient is an entity with an Australian link.
According to NAB, it appears that section 20 would not apply in these circumstances,
however under APP 8(1) the entity would still have to undertake reasonable steps to
ensure that the overseas recipient doesn't breach the APPs. Consequently NAB

139 Australian Bankers' Association, Submission 15, pp 11-12.

140 Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 31.
141 Professor G Greenleaf & Mr N Waters, Submission 25, p. 14.

142 Telstra Corporation Limited, Submission 19, p. 4.
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submitted that section 20(1) and APP 8(1) should be made consistent to avoid
confusion.**®

11.131 The LIV raised a similar issue with regards to the interaction between APP 8
and section 19:

APP 8(2)(a)(i) states that an entity is not bound to take reasonable steps to
ensure that an overseas recipient of personal information collected in
Australia does not breach the APPs if the entity reasonably believes that the
overseas recipient is subject to a law or binding scheme that protects
privacy in a 'substantially similar way'. Clause 19, however, intends to
extend the application of the Privacy Act 1988 (Cth) to an act done, or
practice engaged in, outside Australia by an organisation that has an
‘Australian  link'. The LIV queries which provision prevails in
circurﬁsitances where an overseas entity is captured by both APP 8 and
cl 19.

Conclusion

11.132 The committee received a range of comments in relation to section 20 in
particular the application of the section in practice. The committee considers that
further clarification is required, for example, through explanatory material to
accompany the legislation.

Recommendation 20

11.133 The committee recommends that the Department of the Prime Minister
and Cabinet develop explanatory material in relation to the application of the
accountability provisions of section 20.

11.134 The committee also notes that the department has indicated that the
Government has accepted the ALRC's recommendations in relation to stronger
enforcement powers for the Australian Information Commissioner. The committee
awaits with interest the exposure draft relating to the powers and function of the
Information Commissioner.

143 National Australia Bank, Submission 2, p. 6.
144 Law Institute of Victoria, Submission 36, p. 7.






Chapter 12

Australian Privacy Principle 9—-adoption, use or disclosure
of government related identifiers

Introduction

12.1  Australian Privacy Principle 9 (APP 9) ensures organisations do not adopt
government related identifiers as the identifier of an individual in their own system, as
well as providing regulations on the use and disclosure of government related
identifiers of an individual.

12.2  The Companion Guide states that APP 9 will ensure that identifiers issued by
government agencies, for example Medicare numbers, are not used to facilitate
unlawful data-matching by organisations. The Companion Guide explains that the
intention of the principle is not to restrict organisations using government identifiers to
verify the identity of an individual, but rather to prevent government identifiers from
becoming general identifiers within organisations. The principle also aims to prevent
government-issued identifiers from becoming 'de facto national identity numbers'.

12.3  APP 9 builds on the current identifiers privacy principle by incorporating State
and Territory agency-issued identifiers, like drivers' licence numbers, within the scope
of the regulations.*

Background

12.4  National Privacy Principle 7 (NPP 7) deals specifically with identifiers and
ensures that private sector organisations neither adopt as the identifier of an individual
within their own system, nor use or disclose, any identifiers of an individual assigned
by a Commonwealth Government agency unless it is necessary to fulfil its obligations
to the agency; it falls under a specified exception; or it is used by a prescribed
organisation of a prescribed identifier in prescribed circumstances. There is no
equivalent 'identifiers' principle in the Information Privacy Principles to regulate the
use of government identifiers by agencies.?

12.5  Submitters to the Legal and Constitutional Affairs Committee inquiry into the
Privacy Act in 2005 did not raise specific concerns regarding the identifiers principle,
however issues relating to multi-purpose identity cards, like the Smart Card, were
raised. Submitters noted that devices like the Smart Card could 'be used to establish a

1 Australian Government, Companion Guide, Australian Privacy Principles, June 2010, pp 13-
14.

2 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 1024, p. 1027.
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national identification scheme' and this should be avoided.> The Law Institute of
Victoria (LIV) submitted that multi-purpose identifiers like the Smart Card and the
Australia Card 'have the potential to become a technology of surveillance and
control".*

12,6 The ALRC review focussed on:

. whether a separate identifiers principle should be included in the model
Unified Privacy Principles (UPPs);

. whether the identifier principle should extend to the adoption, use and
disclosure of identifiers by agencies; and

. whether there should be changes to NPP 7 and the definition of the term
'identifiers'.

12.7  The ALRC came to the conclusion that there should be a separate 'identifiers'
principle as it is not desirable that individuals be referred to by an agency-assigned
identifier nor that data-matching be facilitated. Retention of a separate identifiers
principle would also allow the Office of the Privacy Commissioner (OPC) to deal with
issues relating to: 'the adoption of identifiers by organisations; the definition of the
term; and the exceptions of the use and disclosure of identifiers by organisations'.’

12.8  The ALRC supported the retention of the exception to permit a prescribed
organisation to adopt, use or disclose a prescribed identifier in prescribed
circumstances as this ‘ensures that the "ldentifiers" principle does not operate
inflexibly to prevent an organisation from carrying out activities that have a public
benefit or are essential to the operations of the organisation'. The ALRC added that
this exception should be set out in regulations. Further, the 'ldentifiers' principle
should require that the minister responsible for administering the Privacy Act needs to
be satisfied that 'the derogation from the privacy protection in the 'Identifiers' principle
is for the benefit of the individual concerned'.®

129 The ALRC review discussed the possibility of including public sector
agencies within the identifiers principle. Some State and Territory laws regulate
‘assignment, adoption, use and disclosure of identifiers by public sector bodies', with
exceptions to ensure agencies carry out their functions or the individual agrees to the

3 Senate Legal and Constitutional Affairs References Committee, The real Big Brother: Inquiry
into the Privacy Act 1988, June 2005, p. 26.

4 Senate Legal and Constitutional Affairs References Committee, The real Big Brother: Inquiry
into the Privacy Act 1988, June 2005, p. 25.

5 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 1029.

6 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 1029.



197

agency using the identifier.” The ALRC also noted that there was support for the
extension of NPP 7 to agencies and that this could 'promote regulatory consistency
between agencies and organisations'.® However, many agencies argued that the
inclusion of agencies in this principle would limit their capacity in carrying out
efficient and effective service to their customers, and impede the operation of identity
verification and fraud reduction programs and research. The ALRC agreed with the
view put by agencies but went on to comment that it did not follow that ‘the handling
of identifiers by agencies should not be regulated'.

12.10 The ALRC considered the application of the principle to agencies subject to
several agency-specific exemptions. However, the ALRC noted that this approach
would be complicated and not consistent with the intended aim of making the
principles more succinct. Rather, the ALRC supported an approach to ‘regulate the
assignment, collection, adoption, use and disclosure of identifiers by agencies on a
case by case basis', similar to the approach taken to regulate Tax File Numbers.®

12.11 The ALRC review, like the Legal and Constitutional Affairs Committee
inquiry, looked at the privacy risks associated with multi-purpose identifiers. The
ALRC noted that if the Government were to introduce a multi-purpose identifier, it
would most likely fall within the definitions of this principle. However, the ALRC
recommended that before the introduction of any multi-purpose identifier, a Privacy
Impact Assessment should be undertaken.™

12.12 In relation to the definition of 'ldentifiers’, the ALRC noted that NPP 7 does
not describe what an identifier is. The OPC has published guidelines which expand on
the definition in NPP 7. However, the ALRC considered that symbols and biometric
information as identifiers of an individual should be included, not only numbers and
letters. The ALRC agreed that an individual's name and ABN should continue to be

excluded from the statutory definition of 'identifier'.*!

12.13 Furthermore, the ALRC noted the difference between identification and
verification or authentication and came to the view that the use of an identifier by an
organisation for the sole purpose of verification 'is not inconsistent with the policy
basis of the "ldentifiers” principle. However, such a use or disclosure does not permit

7 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 1030-31.

8 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 1031.

9 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 1034.

10  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 1057.

11  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 1035-40.
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the organisation to adopt that identifier for its own purposes or use for a secondary
purpose.*?

12.14 The ALRC review also canvassed the issue of consent and whether this
should be incorporated into the legislation to allow individuals to decide when their
identifiers could be used or disclosed. The ALRC noted that including a consent
clause would be convenient for organisations, however the ALRC and the OPC
remarked that 'the privacy risks associated with identifiers are not always immediate'
and the inclusion of a general consent exception would reduce an individual's
protection under the identifiers principle.*

12.15 The review by the ALRC also looked at extending the identifiers principle to
include State and Territory government issued identifiers and recommended their
inclusion within a universal identifiers principle. The ALRC commented that ‘the
adoption, use and disclosure of these identifiers by organisations raises the same

privacy concerns as those associated with other identifiers'.**

Government response

12.16 The Government accepted or accepted in principle all but one of the ALRC's
recommendations. The Government noted that it was appropriate for public sector
agencies to use and disclose identifiers to provide a public benefit, but at the same
time protections must be in place to prevent the misuse of government issued
identifiers, including State and territory government issued identifiers, by private
sector organisations. In addition, the response noted the intent of section 7A of the
Privacy Act 1988 to have certain acts of certain agencies treated as the acts of
organisations, so that when agencies are engaged in commercial activities they should
comply with the Privacy Act in the same was as organisations. The Government

response stated that a note to this effect should accompany the 'identifiers principle'.™

12.17 The Government agreed in principle with the exception recommended by the
ALRC in relation to the adoption, use or disclosure of identifiers by organisations in
prescribed circumstances as there are circumstances where this will provide a strong
benefit to an individual. The Government plans to ‘articulate the types of organisations

12 Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 14,
Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 1042.

13 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 1046-47.

14 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 1049.

15  Australian Government, Enhancing National Privacy Protection: Australian Government First
Stage Response to the Australian Law Reform Commission Report 108, For Your Information:
Australian Privacy Law and Practice, October 2009, p. 73.
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that can interact with agency identifiers to provide services which are for the public
benefit'.'°

12.18 The Government accepted in principle that identifiers assigned by State and
Territory agencies should be regulated by the principle and noted that the role played
by these identifiers in the verification of an individual's identity. The Government
indicated that it would ensure that the principle was drafted in such a way so as to not
restrict the use of identifiers to verify identity 'where it is relevant and necessary to the
organisation's functions'. The Government also indicted that it would encourage the
OPC to develop guidance for organisations on when it would be appropriate to use
identifiers for verification purposes. Furthermore, the response stated that before the
introduction of any multi-purpose identifiers, the Government would ensure a Privacy
Impact Assessment was carried out.'’

12.19 The inclusion of biometric information within the definition of 'identifiers'
was not accepted as the collection of such information ‘will not result in the privacy
risks that the "identifiers” principle is intended to address, such as the risk of an
identifier becoming widely held and applied to facilitate data-matching or data-
linking'. However, 'to future proof' the types of identifiers regulated by the principle,
the Government indicated that the minister responsible for the Privacy Act 'will be
able to determine what a government identifier is for the purposes of the Act'. Further
this should be a legislative instrument.*®

Issues

12.20 The general intention of APP 9 has been supported by several submitters to
the inquiry.”” Submitters also supported specific provisions of APP 9. Professor
Greenleaf and Mr Waters, for example, commented that the inclusion of State and
Territory Government-issued identifiers strengthens the restrictions on the private
sector. This step was also supported by the OPC as it 'may facilitate further national
consistency in personal information handling'.?® However, the Australian Privacy
Foundation argued that APP 9 would result in a weakening of the existing privacy
principles.?

16  Australian Government, Enhancing National Privacy Protection, pp 73-74.

17  Australian Government, Enhancing National Privacy Protection, pp 75-76. The response also
noted that the Government would review the current Tax File Number Guidelines.

18  Australian Government, Enhancing National Privacy Protection, p. 73 and p. 74.

19  Australian Institute of Credit Management, Submission 8, p. 4, Dr Colin Bennett, Submission
11, pp 3-4; Law Council of Australia, Submission 31, p. 7.

20  Professor G Greenleaf & Mr N Waters, Submission 25, p.15; Office of the Privacy
Commissioner, Submission 39, p. 39.

21  Australian Privacy Foundation, Submission 33, p. 2.
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Structure and terminology

12.21 Privacy NSW commented that APP 9 could be simplified by removing
APP 9(2) and (3) (the use or disclosure of government identifiers and regulations
about adoption, use or disclosure) from this principle and placing them into the
Australian Privacy Rules. Privacy NSW also recommended that APP 9(4) and (5) (the
explanations of the government related identifier and identifier) be included in the
definition section of the legislation.??

12.22 The OPC again commented on the use of the term 'reasonably necessary' in
the principles. 'Reasonably necessary' is used both in relation to the exceptions for
verification of identity (APP 9(2)(a)) and fulfilling the obligation to an agency or State
or Territory authority (APP 9(2)(b)). The OPC suggested that the term 'necessary'
would be more appropriate as the entity proposing to use or disclose an identifier
should be in a position to determine what is objectively necessary for the permitted
purposes. In APP (2)(f), the exception related to law enforcement, again only
'necessary' should be used.?® The OPC's comments were in line with its general view
that the word 'reasonably' could qualify the meaning of necessary, ‘lessening the
protection provided in the current IPP and NPP requirements', adding that the word

necessary on its own ‘already implies an objective test'.?*

12.23 The issues in relation to the use of the terms 'Australian law' and 'serious’ were
again raised by Qantas Airways Limited in relation to APP 9. These matters are
discussed in chapter 3.

Exclusion of agencies from APP 9

12.24  The major concern raised in submissions in relation to APP 9 is the continued
exclusion of agencies from the coverage of this principle.? The Office of the
Victorian Privacy Commissioner, for example, expressed concern that the principle
does not provide the same level of protection against data-matching as the current
Victorian Information Privacy Principle 7 (VIPP 7). The sharing of unique identifiers
by the public sector, the Commission stated, 'is a very significant privacy risk' and
excluding agencies from this principle does not ‘represent the highest practicable level
of privacy protection'.’

22 Australian Institute of Credit Management, Submission 8, p. 4; Privacy NSW, Submission 29,
p. 6.

23 Office of the Privacy Commissioner, Submission 39, p. 39.
24 Office of the Privacy Commissioner, Submission 39, pp 6 and 18.
25  Qantas Airways Limited, Submission 38, pp 3-4.

26  Office of the Victorian Privacy Commissioner, Submission 5, pp 8-9; Professor G Greenleaf &
Mr N Waters, Submission 25, p. 15; Health Services Commissioner, Victoria, Submission 26,
p. 4.

27  Office of the Victorian Privacy Commissioner, Submission 5, pp 8-9.
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12.25 The inclusion of public sector agencies in this principle was also
recommended by the Health Services Commissioner Victoria. The Health Services
Commissioner argued that the restriction on adopting government related identifiers
should also apply to health services such as public hospitals.?® Professor Greenleaf
and Mr Waters argued that ‘the most significant abuse of government identifiers, data
matching by government agencies," should be regulated by APP 9 and suggested that

the word 'organisation' should be omitted and replaced by ‘entity".?

12.26 In its response to this issue, the Department of the Prime Minister and Cabinet
noted that the ALRC had considered arguments in favour of extending the application
of the 'ldentifier' principle to agencies. As discussed above, the ALRC noted that the
inclusion of agencies could seriously impede activities conducted for a public benefit,
including programs designed to reduce fraud and identity theft; service delivery; and
research. It also noted that appropriate and important information sharing between
agencies would be restricted. The ALRC noted that regulation of data-matching by
agencies could be carried out either in separate sectoral legislation or guidance
provided by the OPC. The department concluded ‘as a result of these findings, the
Government has not applied the requirements in APP 9 to agencies'.

12.27 The department also noted that 'in terms of existing protection in place to limit
data-matching by agencies, some agencies are currently subject to data-matching

requirements in legislation and in guidelines issued by the Privacy Commissioner'.*°

12.28 A further matter raised in relation to agencies concerned the inclusion of the
note after APP 9(1) and (2): 'An act or practice of an agency may be treated as an act
or practice of an organisation'. The Health Services Commissioner, Victoria,
commented that the note does not provide a clear explanation of how it expects
agencies to be bound by APP 9(1) and (2). The OPC stated that this intention should
be more explicit.®’ The committee notes that the Government response provides a
brief explanation of this note to APP 9(1) and (2).*

Definition of identifiers

12.29 The NSW Department of Justice and Attorney General supported the ALRC's
recommendation in relation to the definition of identifiers and commented that the
inclusion of biometric information in the definition of identifiers was also
recommended by the New South Wales Law Reform Commission's report on privacy
principles. While noting the Government's reasoning for not including biometric data,
the NSW Department of Justice and Attorney General argued that it is possible that,

28  Health Services Commissioner, Victoria, Submission 26, p. 4.

29  Professor G Greenleaf & Mr N Waters, Submission 25, p. 15 and attachment, p. 17.
30  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 27.
31  Health Services Commissioner, Victoria, Submission 26, p. 4.

32 Australian Government, Enhancing National Privacy Protection, p. 73.
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especially with advances in technology, biometric data may be used in the same way
as a set of numbers in that it may be passed to various entities and linked to certain

information'.®

Use or disclosure of government related identifiers

12.30 APP 9(2) provides for exceptions to the use or disclosure of an identifier,
including an exception for the verification of identity of the affected individual. The
Law Council of Australia (LCA) supported this exception and commented that this
was important as it ‘allows organisations to more easily comply with their obligations
under the Anti-Money Laundering and Counter-Terrorism Financing Act 2006'. The
LCA also noted that it will help organisations to ‘use online customer verification
tools for AML [Anti-Money Laundering] compliance purposes.® The Australian
Bankers' Association commented that this principle provides 'greater flexibility for use
and digglosure [of government identifiers] in certain situations' than the current
NPP 7.

Regulations

12.31 The Australian Bankers' Association commented that APP 9(3) makes
reference to compliance with regulations without clarifying what these regulations
will be and when they will be introduced.®® The committee notes that subsections
22(2) and (3) of the Exposure Draft provide for the making of regulations in relation
to prescribe government-related identifiers if necessary. The ALRC noted that the
power to make regulations provides the legislation with flexibility.

Conclusion

12.32 The committee has noted the comments by the OPC in relation to the use of
the term 'reasonably necessary'. In the context of the identifiers principle, the
committee considers that any exception should only be applied where it has been
objectively determined that it is necessary for a permitted purpose. The committee
therefore agrees with the OPC's suggestion that the term ‘reasonably necessary' be
replaced with 'necessary' in APP 9(2).

Recommendation 21
12.33 The committee recommends that the term ‘reasonably necessary' be
replaced with "necessary’ in APP 9(2)(a), (b) and ().

12.34 The issue of biometric identifiers is of some concern to privacy advocates and
submitters noted that the Government did not accept the ALRC's recommendation that

33 NSW Department of Justice and Attorney General, Submission 42, p. 9.
34  Law Council of Australia, Submission 31, p. 7.
35  Australian Bankers' Association, Submission 15, p. 14.

36  Australian Bankers' Association, Submission 15, p. 14.
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the 'identifiers' principle apply to biometric information. The committee notes that the
aim of APP 9 is to restrict the use to which government identifiers can be put. At the
present time, while biometric information is used to establish the identity of
individuals, it is not used as an 'identifier' in the same way as, for example, a Medicare
or Tax File Number. The Government response states that the principle will be ‘future
proofed' as the minister responsible for the Privacy Act will be able to determine what
a government identifier is for the purposes of the Act. The committee considers that
this approach should adequately address any concerns with biometric information and
emerging technologies in relation to this principle.

12.35 In relation to the exclusion of agencies from the operation of APP 9, the
committee notes the ALRC's comments and the department's response to this issue.
The committee notes that while the Australian Taxation Office, the Department of
Veterans' Affairs and Centrelink are subject to Data-matching Program (Assistance
and Tax) Act 1990 in relation to specific matters, Commonwealth agencies generally
are subject only to voluntary data-matching guidelines. Under the voluntary
arrangement, agencies give public notice of any proposed data-matching program;
prepare and publish a 'program protocol' outlining the nature and scope of a data-
matching program; provide individuals with an opportunity to comment on matched
information if the agency proposes to take administrative action on the basis of it; and
destroy personal information that does not lead to a match. The OPC will, where
necessary, make recommendations in relation to the proposed protocols.

12.36 The ALRC considered that rather than inclusion of agencies in the obligations
proposed by APP 9, a case-by-case approach should be taken similar to the approach
taken to regulate Tax File Numbers (see paragraph 12.10 above). The ALRC also
suggested that the OPC could exercise its function of researching and monitoring
technology to review the adequacy of, and compliance with, the existing guidelines if
it deemed this to be necessary. While the OPC did not comment on this matter in its
submission to this inquiry, it submitted to the ALRC review that the existing
voluntary data-matching guidelines should be reviewed and made mandatory.*’

12.37 Further, the committee notes the proposed reforms under the Human Services
Legislation Amendment Bill 2010 which will impact on the flow of personal
information between Centrelink and Medicare. While there are significant benefits to
government arising from data-matching, such activities pose risks to the privacy of
individuals. The committee considers that data-matching should be authorised,
transparent and conducted to appropriate standards. In addition, it may be the
appropriate time to consider the directions for the future use of government identifiers.
The committee therefore considers that a review of voluntary data-matching
guidelines should be undertaken and that the outcome of that review should inform
any further consideration of the extension of APP 9 to agencies.

37  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 443.



204

Recommendation 22

12.38 The committee recommends that the Office of the Australian Information
Commissioner undertake a review of agency voluntary data-matching guidelines,
including emerging issues with the use of government identifiers, and that the
outcome inform further consideration of the extension of APP 9 to agencies.



Chapter 13

Australian Privacy Principle 10—-quality of personal
information

Introduction

13.1  Australian Privacy Principle 10 (APP 10) ensures that entities protect the
quality of the personal information they collect, use and disclose. The Companion
Guide notes that this principle will promote ‘improved consistency of personal
information handling practices by various entities' as well as reassure the public that
entities will not use personal information that is 'based on misleading or erroneous
information'.

Background

13.2  The equivalent data quality principle is National Privacy Principle 3 (NPP 3),
which requires private sector organisations to take reasonable steps to make sure that
the personal information they collect, use or disclose is accurate, complete and up-to-
date.

13.3  There is no equivalent Information Privacy Principle (IPP) which specifically
covers data quality, however there are aspects of IPP 3 and IPP 8 which relate to data
quality. IPP 3 which regulates the general solicitation of personal information,
provides that where an agency collects personal information, it must:

...take such steps (if any) as are in the circumstances, reasonable to ensure
that, having regard to the purpose for which the information is collected ...
the information collected is relevant to that purpose and is up-to-date and
complete.

13.4 IPP 8 which requires record keepers to check the accuracy of personal
information before it is used, provides that an agency:

...who has possession or control of a record that contains personal
information shall not use that information without taking such steps (if any)
as are, in the circumstances, reasonable to ensure that, having regard to the
purpose for which the information is proposed to be used, the information is
accurate, up-to-date and complete.

13.5 There is currently no principle which regulates agencies at the time of
disclosure of personal information.?

1 Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 14.

2 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 932.
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13.6 The ALRC stated that 'ensuring the quality of personal information that is
collected, used and disclosed, is recognised as a fundamental obligation of agencies
and organisations under the Privacy Act. These principles ensure that personal
information handled by organisations and agencies is maintained at a high standard. In
addition, data quality obligations 'will lead to greater consistency of, and increased
public confidence in, the handling of personal information'®

13.7 The ALRC review focussed on:

. what changes were needed to improve the existing IPP and NPP data quality
requirements into one Unified Privacy Principle; and

. the interaction of the data quality principle with the provisions of the other
unified privacy principles proposed by the ALRC review.

13.8 The ALRC noted some inconsistencies between the current data quality
requirements of the IPPs and NPPs. For example, IPP 8 imposes obligations on
personal information that has been outsourced to another agency or organisation, as
well as on an agency that holds information only on behalf of someone else. In
addition, the IPPs include a provision that personal information collected, used or
disclosed must be relevant.* The NPPs contain neither of these provisions.®

13.9  Furthermore, both IPP 3 and IPP 8 require that collection and usage occurs
with regard to the 'purposes for which the information is collected', and 'having regard
to the purpose for which the information is proposed to be used’. NPP 3 does not
include such strict data quality provisions. The ALRC commented that these
differences between the IPPs and the NPPs needed to be addressed when creating one
universal principle applicable to both organisations and agencies.®

13.10 In regards to IPP 8, the ALRC remarked that this principle applies only to
personal information in the agency's 'possession or control’, not necessarily
information being used by the agency. The ALRC was of the view that including this
requirement in the data quality principle would create too high a compliance burden
for agencies and organisations. This could also pose security risks for individuals as

3 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 931-932.

4 IPP 9 states that 'a record-keeper who has possession or control of a record that contains
personal information shall not use the information except for a purpose to which the
information is relevant.'

5 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 933-934.

6 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 933-934.
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third parties would have to contact individuals to ensure the personal information they
possess is accurate, up-to-date, complete and relevant.’

13.11 To strengthen the current privacy principles, the ALRC stated that the revised
data quality principle should include a clause emphasising that information collected,
used or disclosed should be relevant to the purposes of the collection, use or
disclosure of the information. The ALRC noted that this would complement the
‘Collection’ privacy principle as it sets out similar provisions in relation to data
collection. The ALRC also stated that it would be logical to continue with a principle
which limits the use and disclosure of personal information 'to that which is relevant
to the purpose of that use or disclosure".®

13.12 Furthermore, the ALRC argued that 'the fact that an agency or organisation
has legitimately collected personal information for a permitted purpose should not
mean that it is necessarily allowed to use or disclose all of that information'.®

13.13 There was comment in the ALRC review on whether to allow organisations
and agencies to collect information which is not necessarily relevant until sometime
after it has been collected. The ALRC argued that IPP 3 already provides that agencies
have to collect information that is relevant to the purpose for which it is collected.
Collecting information before it is clear that the information could be relevant would
be in breach of the 'Collection’ privacy principle and the ALRC advised it should also
be a breach of the data quality principle.*

13.14 In addition, the ALRC commented that the inclusion of the requirement to
ensure personal information collected, used or disclosed is relevant, ‘would [not]

impede the legitimate functions of agencies and organisations'.™*

13.15 The ALRC noted that submitters to the Office of the Privacy Commissioner
(OPC) 2005 review of the Private Sector Provisions of the Privacy Act had raised
concerns regarding the obligations of the data quality principle. The Privacy
Commissioner review stated that:

Some organisations seem to consider that their obligations (under NPP 3) to
keep personal information accurate, complete and up-to-date is an absolute
obligation. Indeed, that it could be used to justify intruding upon an

7 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 936.

8 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 937.

9 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 937.

10  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 937.

11 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 937.
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individual's privacy. However, obligations under the NPPs are not
absolute.?

13.16  Submitters to the ALRC review remarked that it was not necessary to clarify
that the obligations of the data quality principle were not absolute. Guidance on the
issue has been published by OPC and the ALRC commented that this provided
adequate clarification.*®

Government Response

13.17 The Government accepted the ALRC's recommendations in relation to the
data quality principle. The response noted that the requirements of the recommended
unified principle would apply at the time of collection, use and disclosure. The
Government noted that the inclusion of the phrase 'reasonable steps' ‘reflect[ed] the
intended proportional approach to compliance with this principle’, including taking no
steps if this was appropriate in the circumstances. Furthermore, the Government
suggested the OPC publish guidance on the application of the data quality principle,
including information on what constitutes reasonable steps.**

Issues

13.18 The data quality principle received broad support from many submitters to
this inquiry.”® The Office of the Victorian Privacy Commissioner remarked that it
largely mirrors the existing NPP 3 and Victorian IPP 3."® The Health Services
Commissioner of Victoria indicated that this principle is consistent with the equivalent
Health Privacy Principle in the Health Services Act and, as such, was supported by the
Commission. Further support was provided by Professor Greenleaf and Mr Waters,
who recommended no changes to this principle and commented that it is a
‘conventional principle of international standard'.*’

13.19 The issues canvassed in submissions included the placement of APP 10 within
the legislation, the concept of relevancy, and suggestions to expand the quality
concept.

12 Office of the Privacy Commissioner, Getting in on the Act: The Review of the Private Sector
Provisions of the Privacy Act 1988 (2005), pp 267—268.

13 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 939.

14 Australian Government, Enhancing National Privacy Protection: Australian Government First
Stage Response to the Australian Law Reform Commission Report 108, For Your Information:
Australian Privacy Law and Practice, October 2009, p. 61.

15  Office of the Victorian Privacy Commissioner, Submission 5, p. 9; Australian Institute of Credit
Management, Submission 8, p. 4; Professor G Greenleaf & Mr N Waters, Submission 25,p. 15.

16  Office of the Victorian Privacy Commissioner, Submission 5, p. 9.

17 Health Services Commissioner of Victoria, Submission 26, p. 4; Professor G Greenleaf & Mr N
Waters, Submission 25, p. 15.
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Structure

13.20 Privacy NSW recommended that if the privacy principles are to better reflect
the information cycle, and how entities use personal information, APP 10 and APP 11
should be situated after the notification principle (APP 5) and before the use and
disclosure principle (APP 6). Privacy NSW commented that the processes of ensuring
quality and security of personal information should happen before decisions about use
or disclosure of personal information occur.*®

Relevance requirement

13.21 APP 10 contains two sections: APP 10(1) requires that entities take such steps
(if any) as are reasonable in the circumstances to ensure that personal information
collected is ‘accurate, up-to-date and complete’, while APP 10(2) requires that
personal information used or disclosed is ‘accurate, up-to-date, complete and relevant'.

13.22 Concerns about the exclusion of the concept of 'relevancy’ to the collection of
personal information (APP 10(1)) were raised by Dr Colin Barnett and the Law
Institute of Victoria."® The Institute commented that ‘entities should be obliged to
collect, use and disclose only accurate, up-to-date, complete and relevant personal
information’. This would be achieved by merging the two sections of APP 10 and
would have the additional benefit of improve succinctness.?

13.23 The Department of the Prime Minister and Cabinet (the department) provided
the committee with an explanation as to why 'relevant' was not included in proposed
APP 10(1). The department stated that the proposed 'Collection’ principle provides
that personal information collected by an organisation should be 'reasonably necessary
for, or directly related to, one or more of the entity's functions or activities'. The
department submitted that ‘including “relevant™ in the collection-related data quality
principle would have caused confusion with this overarching requirement in relation
to collection'.?

13.24 The OPC commented on the relevance requirement in APP 10(2) and stated
that it is not clear what is referred to by the term 'relevant’. The OPC went on to state
that the 'relevance requirement should be linked to the purpose of use or disclosure'
and that if the word 'relevant' is referring to the purpose of use or disclosure of
information, this should be made more explicit in the wording of the principle. The
OPC concluded that linking relevance to the purpose may give better effect to the
policy intent of the ALRC's recommendation and the Government's Response to the
recommendation which stated that:

18  Privacy NSW, Submission 29, p. 6.

19  Dr Colin Bennett, Submission 11, p. 4; Law Institute of Victoria, Submission 36, p. 7.
20  Dr Colin Bennett, Submission 11, p. 4; Law Institute of Victoria, Submission 36, p. 7.
21  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 28.
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Agencies and organisations should take reasonable steps to make certain
that the personal information they collect, use or disclose is, with reference
to the purposes of that collection, use or disclosure, accurate, complete, up-
to-date and relevant. (emphasis added by the OPC).?

13.25 Privacy Law Consulting Australia raised a further matter in relation to the
inclusion of the relevancy requirement in APP 10(2). It argued that entities adhering to
APP 10(2) may be subject to privacy claims by individuals on new grounds, who
could argue 'that a decision was made about them taking into account irrelevant
information'. Privacy Law Consulting used the example of an insurance company
refusing to provide an insurance policy to an individual, where the individual could
claim that the insurer declined the service based on information not relevant to their
application. Privacy Law Consulting submitted that these possible new grounds for
privacy complaints will have 'significant implications for private sector organisations'.
It argued that if this is not an intention of the principle, further consideration of the
implicgtions for organisations with the addition of the term '‘relevant' should be
made.

13.26 In its answers to questions on notice, the department agreed that it would be
possible under proposed APP 10(2) for individuals to make complaints about
organisations if they did not take such steps (if any) as are reasonable in the
circumstances to ensure that the personal information the organisation uses or
discloses is accurate, up-to-date, complete and relevant. The department noted that
this is consistent with ALRC's recommendation that both organisations and agencies
should have a data quality obligation with a 'relevance’ element. The ALRC noted that
it would complement the requirement in the 'Collection' principle that personal
information collected by an organisation should be 'necessary for one or more of its
functions or activities'.?*

Information 'in control of an entity"

13.27 The Public Interest Advocacy Centre (PIAC) recommended that this principle
should also apply to data already in control of an entity. PIAC argued that the burden
for data quality in relation to sensitive information should be set higher than for other
information and that the exclusion of information in control of an entity 'reduces the
obligations that currently exist on agencies under IPP 8'. PIAC commented that the
ALRC discussion on this matter did not deal sufficiently with the potential for data
quality to be outside an entities' responsibility when data storage is outsourced. The
ALRC was of the view that extending the principle to cover information in the control
of an entity would impose an unjustified compliance burden on agencies and
organisations (see paragraph 13.10). However, PIAC argued that while there may be
an increased compliance burden on organisations, there would be no additional burden

22  Office of the Privacy Commissioner, Submission 39, p. 40.
23 Privacy Law Consulting, Submission 24, p. 8.
24 Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 28.
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on agencies and concluded that ‘the adoption of UPPs should not see a reduction in

protection in respect of personal information held by government'.?®

Misleading information

13.28 The Office of the Information Commissioner Queensland suggested that the
word 'misleading' be included in APP 10 as 'information may be correct, up-to-date
and complete, but may still create a misleading impression in the mind of the reader".
The Commission remarked that there is a difference between inaccurate information
and misleading information.?®

Compliance burden

13.29 Coles Supermarkets criticised the requirements of APP 10 to continually
ensure personal information is correct and up-to-date. Coles argued that this will place
high administrative and cost burdens on entities, particularly large companies which
use automated systems like Coles, where individuals contact the company to ensure
the accuracy of their personal information.?’

Conclusion

13.30 The committee has considered that issues raised in submissions, the
department's response and views expressed by the ARLC in relation to data quality
and makes the following comments. First, in relation to the expansion of the data
quality obligation to 'information in the control of' an entity, the committee notes that
the ALRC was of the view that this provision would place too high a burden on
entities and could also pose a privacy risk for individuals.®® The committee is in
concurrence with this view.

13.31 Secondly, in relation to the suggestion that the obligation in APP 10 be
expanded to include 'misleading’ information, the committee notes that the Companion
Guide states that 'having this principle reassures the public that the use of their
personal information by entities is not based on misleading or erroneous personal
information”.?® The committee also notes that the ALRC did not make reference to
'misleading’ information in relation to data quality except to the extent that it
commented on the differences that would arise between the 'Access and Correction'
principle (which contains the reference to 'misleading' information) and the 'Data
Quality" principle (which does not contain the reference). The ALRC stated that it

25  Public Interest Advocacy Centre, Submission 32, p. 1 and Attachment p. 11.
26  Office of the Information Commissioner, Submission 18, p. 6.
27  Coles Supermarkets Australia Pty Ltd, Submission 10, p. 4.

28  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 936.

29  Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 14.
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‘considers this discrepancy to be appropriate, however, in light of the different context
in which these principles operate'.*

13.32 In response to comments about the exclusion of the term 'misleading’ in
relation to the correction principle (APP 13) the department commented that it was not
necessary to include the term 'misleading’ in that principle as it was covered by the
terms 'accurate’ and 'relevant’. The committee therefore does not consider that the term
'misleading’ needs to be included in APP 10.

13.33 Thirdly, the committee does not consider that the data quality provisions will
increase the compliance burden for entities and notes that the requirements in APP 10
largely reflect those already contained in the National Privacy Principles.

13.34 Finally, in relation to comments about the term ‘relevant’, the committee notes
that the obligations under APP 3 ensure that entities collect only personal information
that is 'reasonably necessary for, or directly related to, one or more of the entity's
functions or activities', that is, there is an implication of relevance to the entities
functions or activities. Thus, the inclusion of the term 'relevant' in APP 10(1) is
redundant. However, the committee notes the comments made by the Office of the
Privacy Commissioner in relation to the need to clarify the use of the term 'relevant' in
APP 10(2). The committee considers that if the word 'relevant' is referring to the
purpose of use or disclosure of information, then this meaning is unclear and that the
provision should be redrafted to clarify the matter.

Recommendation 23

13.35 The committee recommends that proposed APP 10(2), pertaining to the
guality of personal information disclosed by an entity, be re-drafted to make
clear the intended use of the term 'relevant’.

30  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 997.
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Australian Privacy Principle 11-security of personal
information

Introduction

14.1  Australian Privacy Principle 11 (APP 11) protects personal information by
imposing specific obligations on both agencies and organisations which hold that
information. The principle also provides that entities take reasonable steps to destroy
or de-identify the personal information once it is no longer needed. The Companion
Guide noted that keeping personal information for only as long as 'reasonably
necessary is an effective way of reducing the risk that it may be mishandled'. In
addition, these obligations are in line with international best practice on privacy
protection.’

Background

14.2  There are currently requirements within the National Privacy Principles
(NPPs) and Information Privacy Principles (IPPs) which ensure agencies and
organisations protect the personal information in their possession. NPP 4 requires
organisations to take reasonable steps to protect personal information from misuse and
loss and from unauthorised access, modification or disclosure as well as taking
reasonable steps to destroy or de-identify information no longer needed.

14.3  IPP 4 requires that personal information is protected, by such security
safeguards as it is reasonable in the circumstances to take, against loss, against
unauthorised access, use, modification or disclosure, and against other misuse. If the
personal information is provided to a service provider, everything reasonably within
the power of the agency is to be done to prevent unauthorised use or disclosure of
information contained in the record.

14.4  The Australian Law Reform Commission (ALRC) noted the importance of a
data security principle in privacy legislation, which is reflected by the provisions set
out for both agencies and organisations to ‘take reasonable steps to maintain the
security of the personal information that they hold'. In addition, there are a number of
international instruments relating to privacy which ensure the security of personal
information.?

145 The ALRC review focussed on:

1 Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 14.

2 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 941-942.
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. how agencies and organisations should fulfil their data security obligations
during the active life of records that contain personal information;

. disclosure of personal information to third parties; and

. the obligations of agencies and organisations to destroy or render non-

identifiable personal information when it is no longer needed.

14,6 The ALRC recommended the data security principles be consolidated and
simplified into a single principle. However, the ALRC commented that a consolidated
principle would 'need to be sufficiently flexible to accommodate the differences'
between the functions of the private sector and the public sector.’

14.7  The ALRC went on to comment that the criteria in the principle should ensure
that personal information is 'protected from misuse and loss and from unauthorised
access, modification or disclosure’. The ALRC explained that ‘these criteria balance
the role of the "Data Security” principle and those acts and practices that can be
regulated more appropriately through other privacy principles'. Furthermore, the
ALRC noted that some authorised access, use and disclosure can be improper and
would not be regulated by the criteria above and are regulated elsewhere in the
privacy principles by the data quality and use and disclosure principles.*

14.8  The ALRC also commented on the issue of personal information exchanged
over the internet and whether it should be regulated by provisions in this principle.
However, in keeping with the recommendation to keep the privacy principles
technologically neutral, the ALRC considered that this step would not be necessary.”

14.9  In relation to the requirement on entities to take 'reasonable steps' to prevent
the loss and misuse of personal information, the ALRC commented that
‘implementing privacy-enhancing technologies will be one of the main ways through
which agencies and organisations will comply with the requirement’. The ALRC
acknowledged concerns by the Office of the Privacy Commissioner (OPC) on
providing appropriate guidance on technological developments and recommended
'that the Privacy Act be amended to empower the Privacy Commissioner to establish
expert panels at his or her discretion' to provide guidance on privacy-enhancing
technologies.®

3 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 944.

4 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 949.

5 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 949.

6 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 950.
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14.10 The ALRC considered the requirement of IPP 4 that provides that if an
agency discloses personal information to a third party to carry out a service, the
agency is required to take steps to prevent the unauthorised use and disclosure of this
personal information by the third party involved. The ALRC did not recommend that
such a requirement be included in the 'Data Security' principle. It noted that agencies
remain regulated by section 95B of the Privacy Act’ which provides that an 'agency
must take contractual measures to ensure that contracted service providers do not
breach the privacy principles’. However, the ALRC commented that its position
assumed implementation of a number of other recommendations including removal of
the small business exemption from the Privacy Act and changes to the cross-border
flow of data provisions. If these recommendations are implemented, the ALRC
concluded that 'there will be few, if any, situations where a contracted party will not
be under an obligation to comply with the Privacy Act.®?

14.11 However, the ALRC remarked that if the above recommendations are not
implemented 'then a requirement for organisations to take steps to protect information
disclosed to a third party...will be an integral component of the Privacy Act'.’

14.12 In relation to the provision to de-identify personal information that is no
longer needed, the ALRC recommended the phrase 'render de-identifiable' be used
instead the NPP 4 wording of 'permanently de-identify’. The ALRC noted that this
rephrasing would make it clearer that data destruction should include the prevention of
re-identification of data in the future.™

14.13 Another concern raised during the ALRC review was the possible conflicts
between the requirement to destroy data and the requirements of agencies to retain
information. According to the ALRC, '[t]he data destruction requirement included in
the "Data Security” principle must be worded so as to accommodate the various
reasons why agencies and organisations may need to retain personal information'.*
The ALRC noted that agencies are prohibited by the Archives Act 1983 to destroy
Commonwealth records without the permission of the National Archives, subject to
certain exceptions. The ALRC noted however that the interaction between subsection

24(2) of the Archives Act and the destruction requirements of the Privacy Act were

7 "This section requires an agency entering into a Commonwealth contract to take contractual
measures to ensure that a contracted service provider for the contract does not do an act, or
engage in a practice, that would breach an Information Privacy Principle if done or engaged in
by the agency', Privacy Act 1988, p. 187.

8 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 954-55.

9 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 955.

10  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 958.

11 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 963-965.
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not clear. The ALRC recommended that 'agencies responsibilities under the Archives
Act should take precedence over the data destruction requirement in the data security
principle’.*?

14.14 Another issue raised in the ALRC review was the concept of giving an
individual the right to request an agency or organisation to destroy personal
information that relates to that individual. The ALRC did not support this approach to
data destruction, noting that it would be too rigid and would encourage destruction
even when another method of dealing with the information may be more appropriate
for example, rendering the information non-identifiable. The ALRC noted that
rendering information non-identifiable still allows entities to evaluate the
effectiveness of their projects, while not conflicting with the archives legislation
obligations and ensuring that personal information is secure.*®

14.15 In relation to guidance, the ALRC recommended that the OPC develop and
publish guidance on matters including what constitutes 'reasonable steps' to prevent
the misuse and loss of personal information by organisations and agencies; when it is
appropriate to destroy or render non-identifiable personal information; the interaction
between the data destruction requirements and legislative records retention
requirements; and the manner in which personal information should be destroyed or
rendered non-identifiable.™

Government Response

14.16 The Government responded positively to all the recommendations made by
the ALRC in regards to the data security principle. The Government accepted that a
data security principle should ensure the protection of personal information from loss
and misuse, as well as the requirement to destroy and render non-identifiable
information that is no longer needed. The Government noted that in relation to data
destruction, the requirements on agencies to destroy or retain information as set out by
the Archives Act 1983 would not be affected.

14.17 The response supported the ALRC recommendations to have the OPC
develop and publish guidelines on what constitutes ‘'reasonable steps' and the expected
requirements on entities to destroy or render personal information non-identifiable.™

12 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 965.

13 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 967.

14 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 951; p. 970.

15  Australian Government, Enhancing National Privacy Protection: Australian Government First
Stage Response to the Australian Law Reform Commission Report 108, For Your Information:
Australian Privacy Law and Practice, October 2009, pp 62-63.
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Issues

14.18 The issue of security of personal information was important to many of the
submitters to this inquiry. Microsoft commented that 'security as an absolutely critical
element of a privacy framework. Poor security makes privacy impossible.'® The
Office of the Victorian Privacy Commission welcomed APP 11, remarking that it
largely mirrors NPP 4 and Victorian IPP 4.*" Similarly, the Australian Institute of
Credit Management supported this principle and Yahoo!7 broadly agreed with its
flexible approach.’®

Structure

14.19 As discussed in the previous chapter, Privacy NSW suggested that APP 10
and APP 11 should be relocated within the legislation to better reflect the information
cycle, that is, the quality principle and the security principle should be placed after the
notification principle and before the use and disclosure principle.™

Protecting personal information

14.20 APP 11(1) provides that an entity must take such steps as are reasonable in the
circumstance to protect information from misuse, interference and loss and from
unauthorised access, modification or disclosure. The Office of the Health Services
Commissioner Victoria indicated support for APP 11(1) as did the Australian Bankers'
Association (ABA) which welcomed the stronger emphasis on 'organisations to take
all reasonable steps to ensure their systems and processes are secure’.”® Other
submitters commented on the ‘reasonable steps' requirement, the protection of
information accessed by contractors to agencies, and the inclusion of the term
'interference'.?

14.21 Microsoft submitted that 'getting security right is a bit more objective than
some other aspects of privacy' and that the APPs could 'accommodate some more
specific tests provided these did not affect cost effectiveness and were conducive to
innovation'. In support of this view, Microsoft suggested ‘a specified list of factors in
the data security principle to help guide any determinations as to whether an
organisation has taken "reasonable steps™ to secure personal information it holds'.

16  Microsoft Australia, Submission 14, p. 12.

17  Office of the Victorian Privacy Commissioner, Submission 5, p. 9.

18  Australian Institute of Credit Management, Submission 8, p. 4; Yahoo!7, Submission 20, p. 3.
19  Privacy NSW, Submission 29, p. 8.

20  Office of the Health Services Commissioner Victoria, Submission 26, p. 4; Australian Bankers'
Association, Submission 15, p. 14.

21  Australian Bankers' Association, Submission 15, p. 14; Telstra Corporation Ltd, Submission 19,
p. 4; Australian Direct Marketing Association, Submission 27, p. 10; Privacy Law Consulting,
Submission 24, p. 3 & p. 9; Office of the Health Services Commissioner Victoria, Submission
26, pp 4-5; Financial Services Council, Submission 34, pp. 3-4.
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Microsoft has suggested this list be included in the legislation, or at least included
with guidance issued by the Office of the Australian Information Commissioner once
the legislation is in place.?

14.22 The NSW Department of Justice and Attorney General commented on the
security requirements for information held by agencies which may be accessed by a
contractor. It noted that, under section 95B of the Privacy Act, an agency must take
contractual measures to ensure that contracted service providers do not breach the
privacy principles. However, APP 11 imposes no such requirement. While many
organisations will be subject to APP 11, the small business exemption means that
some organisations which may handle very sensitive personal information will not fall
within the ambit of APP 11. The NSW Department of Justice and Attorney General
recommended that consideration be given to replicating the requirement imposed on
agencies by section 95B (and NSW legislation) 'in any model privacy laws if it is not
to be provided for in the APPs".?®

14.23 The security of information in the hands of a contractor was also raised by the
Privacy Interest Advocacy Centre (PIAC) in its submission to the ALRC review.
PIAC stated that it was important to 'ensure that the data disclosed to third parties
under contractual arrangements is maintained'.?*

14.24 The National Association of Information Destruction (NAID-Australasia)
suggested that APP 11 include a direction to entities that data protection policies and
procedures be documented in writing. NAID-Australasia suggested that benefits
would arise from such a requirement: having written policies and procedures is the
only way to ensure that employees and vendors are given proper direction; and written
policies and procedures is the only way an entity can demonstrate that it comprehends
and takes its responsibilities to protect personal information seriously.”

Use of the term ‘interference’

1425 The ABA commented on the inclusion of the term ‘interference' in
APP 11(1)(a), and noted it is not present in the corresponding NPP. The ABA stated
that it is not clear what the term intends to address, and sought specific guidance, with
examples, on how it may occur and how ‘interference' differs from the other listed
factors of 'misuse’, 'unauthorised access' and 'modification'.?® The Australian Direct
Marketing Association (ADMA) also noted the inclusion of the new term
'interference’ in APP 11 and commented that the term is used broadly and without

22 Microsoft Australia, Submission 14, p. 12.

23 NSW Department of Justice and Attorney General, Submission 42, p. 10.
24 Privacy Interest Advocacy Centre, Submission 32, Attachment, p. 11.

25  National Association for Information Destruction, Submission 6, p. 3.

26  Australian Bankers' Association, Submission 15, p. 14.
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proper definition. ADMA sought further clarification on 'how broadly the obligations

that stem from this inclusion would be expected to apply".’

14.26 Telstra expressed a similar view and went on to state that ‘interference' could
be viewed as 'unlawful interception' which requires further technological protections
and ‘'degrees of encryption'. Telstra commented this could ‘unfairly impose
responsibility for external events or attacks' on organisations and lose the
technologically neutral objective of the legislation. Telstra suggested the removal of

the term 'interference’.?®

14.27 The Department of the Prime Minister and Cabinet responded to these
concerns and stated:

The inclusion of 'interference' in APP 11 is intended to recognise that
attacks on personal information may not be limited to misuse or loss, but
may also interfere with the information in a way that does not amount to a
modification of the content of the information (such as attacks on computer
systems). It is correct that this element may require additional measures to
be taken to protect against computer attacks etc, but the requirement is
conditional on steps being 'reasonable in the circumstances'. Practical
measures by entities to protect against interference of this nature are
becoming more commonplace.

The use of the term ‘interference’, which focuses on the activity rather than
the means of the activity, ensures that the technologically neutral approach
to the APPs is retained.”®

Destruction of personal information

14.28 APP 11(2) provides for the destruction of records no longer required. NAID-
Australasia supported information destruction as being a reasonable precaution for the
security of personal information. However, it noted that the concept of destruction is
often misunderstood, and gave the example of organisations relying on ‘casual
disposal or simple recycling as methods of destruction'. In order to clarify the meaning
of destruction, NAID-Australasia recommended a definition of destruction within the
definition section of the legislation. NAID-Australasia believed 'it is possible to define
"destruction" while remaining technologically neutral, reasonable and non-

descriptive'.*

14.29 The Office of the Health Services Commissioner Victoria commented that the
provisions of APP 11(2) are not appropriate for the health industry as ‘there may be a
lapse of time in people re-presenting for treatment, or there may be medical conditions
that are slow to progress'. The Commission recommended that a minimum retention

27  Australian Direct Marketing Association, Submission 27, p. 10.
28  Telstra Corporations Ltd, Submission 19, p. 4.
29  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 28.

30  National Association for Information Destruction, Submission 6, pp 3—4.



220

period for records be included in this principle, as is the case in Victoria, where the
Health Records Act provides for a minimum retention period of seven years for health
records. The Commission recommended that state and federal laws should continue to
operate side by side, to ensure the seven year retention period is maintained.*

14.30 The Financial Services Council (FSC) requested further guidance on when it
is appropriate to destroy or de-identify personal information, and the ‘interaction
between data destruction requirements and legislative record retention requirements'.
The Council stated that retaining records for seven to ten years from the last date of
interaction with the client is standard practice in the financial services industry and
recommended that the requirement to destroy or de-identify personal information
'comg;ence after other legal requirements for record retention timeframes have been
met'.

14.31 Yahoo!7 suggested that the provisions for the retention of personal
information rely on 'legitimate business purposes' rather than the purposes of APP 10
and APP 11.%

14.32 Google Australia stated that subsection APP (2)(c) should be amended to
allow for compliance with foreign laws. Google noted that they conduct business
worldwide and are required to comply with both Australian Privacy Laws and Foreign
Privacy Laws.** (The committee has commented on this matter in chapter 3, see
paragraphs 3.77-78.)

14.33 Privacy Law Consulting Australia raised concerns about this privacy principle
conflicting with section 24 of the Archives Act and creating a circular process of
interaction between the provisions of the two Acts. The Consultancy suggested
including information within APP 11 to explain its interaction with section 24 of the
Archives Act.® Similar points were raised by the ALRC (see para 14.18). The
Government response stated that the ALRC's recommendation in relation to
destruction or de-identifying information 'does not affect the operation of the Archives

Act 1983 on how agencies retain personal information'.®

Conclusions

14.34 The issue raised by the NSW Department of Justice and Attorney General and
the Privacy Interest Advocacy Centre concerned the protection of information held by
agencies which may be accessed by third parties, for example, contractors. The

31  Office of the Health Services Commissioner Victoria, Submission 26, pp 4-5.
32 Financial Services Council, Submission 34, pp 3-4.

33 Yahoo!7, Submission 20, p. 3.

34 Google Australia, Submission 16, pp 6-7.

35  Privacy Law Consulting, Submission 24, pp 3, 9.

36  Australian Government, Enhancing National Privacy Protection, p. 63.
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committee notes that the ALRC did not recommend such a requirement. Further, the
ALRC commented that agencies remain subject to section 95B of the Privacy Act
which provides that an agency must take contractual measures to ensure that
contracted service providers do not breach the privacy principles. The Government
has not indicated that a provision similar to section 95B will not be retained in the new
Act. However, the committee will consider this matter further when the relevant
exposure draft is provided.

14.35 In relation to comments concerning the inclusion of the term ‘interference’ in
APP 11(1)(a), in particular that its meaning is unclear, the committee notes that the
department has indicated that ‘interference’ is intended to recognise that attacks on
personal information may not be limited to misuse or loss, but may also interfere with
the information in a way that does not amount to a modification of the content of the
information. The department provided the example of ‘interference’ through an attack
on a computer system. The committee considers that this is an essential protection for
personal information and supports the inclusion of the term ‘interference’. However,
the committee believes compliance with this principle would be improved if the term
‘interference’ was defined or a note was included to explain its meaning.

Recommendation 24

14.36 The committee recommends that a definition of the term ‘interference’
used in proposed APP 11(1)(a), pertaining the security of personal information,
be provided or a note included in the legislation to explain its meaning in this
context.

14.37 The committee considers that the destruction of personal information no
longer required is an important matter. The committee notes the concerns raised by
NAID-Australasia that destruction of information is often misunderstood and
approached in a less than appropriate manner. The committee considers that it will be
important that guidance is provided in relation to what constitutes 'destruction’ in
relation to personal information. The committee also notes that submitters called for
guidance on range of other matters and that the need for guidance from the Office of
the Australian Information Commission was recommended by the ALRC and
accepted by the Government.

Recommendation 25

1438 The committee recommends that the Australian Information
Commissioner provide guidance on the meaning of ‘destruction’ in relation to
personal information no longer required and the appropriate methods of
destruction of that information.

14.39 Submitters did not comment on the use of the term 'to ensure that the
information is no longer personal information' in relation to APP 11 however,
comments were made in relation to APP 4, see chapter 7.






Chapter 15

Australian Privacy Principle 12—-access to personal
information

Introduction

15.1  Australian Privacy Principle 12 (APP 12) ensures that a person can access
their own personal information held by an entity other than when exceptions to
granting access apply. APP 12 also provides for how entities are to deal with requests
for access, access charges and how entities should respond to an individual when
access is refused.

15.2 It is noted in the Companion Guide that APP 12 is aimed at ensuring that
individuals have access to the information that entities hold about them and that there
IS opportunity to correct inaccurate, irrelevant and out-of-date information. There are a
limited number of circumstances which an entity may refuse to give individuals access
to their own personal information. However, in these circumstances entities have an
obligation to provide as much access as is possible in the circumstances to meet the
needs of the individual and the entity.”

Background

15.3  APP 12, together with APP 13 (correction of personal information), replaces
existing Information Privacy Principle 6 (IPP 6), and National Privacy Principle 6
(NPP 6). Currently, agencies must provide access to personal information under IPP 6
except to the extent that an agency is required or authorised to refuse assess under any
law of the Commonwealth that provides for access by persons to documents. IPP 6
provides individuals with the same rights as the Freedom of Information Act 1982
(FOI Act).?

154  NPP 6 provides that generally, an organisation that holds personal information
must provide the individual with access to the information. A list of situations where
access can be denied or limited is also provided in NPP 6. Where an organisation is
not required to give access, it must consider whether the needs of both parties can be
met through the use of a mutually agreed intermediary. NPP 6 also provides that an
organisation must take reasonable steps to correct personal information that it holds, if
the individual to whom the information relates, is able to establish that it is not
accurate, complete and up-to-date. Where there is a disagreement about the accuracy

1 Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 14.
2 Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 14.

3 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 973.
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of the information, the organisation, if requested by the individual, is to take
reasonable steps to associate with the information a statement claiming the
information is not accurate, complete or up-to-date.”

15,5 The Australian Law Reform Commission's (ALRC) review of the access
provisions of the Privacy Act considered both the structure of the principle and how
the access provisions should be framed, particularly to allow for a unified principle for
agencies and organisations.

15.6 The ALRC came to the view that it was possible for the 'Access and
Correction' principle to apply equally to both agencies and individuals and
recommended this change.” The ALRC also compared the structure of NPP 6, which
contains both general, high-level provisions and more detailed, relatively prescriptive
provisions, and IPP 6, which contains more general rules.

15.7 The ALRC concluded, as it had in its earlier report, Review of Australian
Privacy Law (DP72), that NPP 6 should form the basis of the unified 'Access and
Correction’ principle.® The ALRC pointed to the following matters for this conclusion:

. the NPP structure is preferable because the relevant and applicable legislation
is not fragmented among several separate Acts, as is the case under the IPP
structure. For example, the IPPs do not contain procedural provisions for
agencies to follow when processing applications for access. Instead, the IPPs
rely on 'administrative machinery' contained within the FOI Act;’

. the NPP structure is comparatively simpler to navigate, to understand and to
use;
. if the IPP structure prevailed in the development of the new APP regime,

transferring the administrative machinery of the FOI Act into the APP
legislation would require the Privacy Principles to be redrafted so that their
‘provisions...operate as conventional statutory provisions, as distinct from
principles'. Such a fundamental change in the character of regulation would be

4 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 974; see also Australian Law Reform Commission, Review of
Australian Privacy Law (DP72), p. 171.

5 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 977.

6 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 976; Australian Law Reform Commission, Review of Australian
Privacy Law (DP72), pp 89-100.

7 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 975.
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a reorienting from principles-based regulation to rules-based regulation; a
change which the ALRC did not support;® and

. a radical restructuring of the regulatory regime for organisations would
impose 'a greater compliance burden, particularly on organisations that would
have to update their privacy protection regimes'.’

15.8 In considering how the access provisions should be framed, the ALRC
distinguished between the right to obtain access in IPP 6 and the obligation on
organisations to provide access in NPP 6. The ALRC concluded that the provision
should be expressed as an obligation on an agency, rather than an entitlement of an
individual. A further point of difference between IPP 6 and NPP 7 is that the former
applies to personal information that is in an agency's 'possession or control' while the
latter applies to personal information 'held by an organisation'. The ALRC concluded
that the word 'held’ should be retained in the 'Access and Correction’ principle with

'held" including those documents over which an entity has ‘constructive possession".*?

15.9  While both the IPPs and NPPs place obligations on agencies and
organisations to provide individuals with access to personal information that they hold
about the person, the exceptions for this obligation differ. The ALRC's view was that
exceptions to the 'Access and Correction' principle should be consistent with the FOI
Act and the Archives Act 1983 (Archives Act) as individuals should not be able to
compel access under the Privacy Act that would otherwise be exempt under the FOI
Act or the Archives Act.'! In relation to the content of the exceptions, the ALRC
made the following comments:

. threat to life or health: an individual should not be able to obtain personal
information that an organisation holds about him or her if providing access
would pose a serious threat to the life or health of an individual; and

. other exceptions to access: the existing exceptions in NPP 6 should be
included in the 'Access and Correction' principle.*?

15.10 The ALRC also considered the use of third party intermediaries where access
to information has been lawfully denied as currently provided for in NPP 6.3 in
certain cases. The ALRC commented that it was important that there is a provision

8 See Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, Chapter 4, for a detailed discussion of principles-based and rules-
based regulation.

9 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 976.

10  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 978-79.

11 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 982.

12 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 986-87.
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requiring an agency or organisation to take reasonable steps to provide an individual
with as much personal information as possible, in circumstances where access to the
information legitimately can be refused and stated 'such a provision allows for a more
flexible, nuanced approach to requests for access where direct access is not

appropriate’.?

15.11 However, the ALRC did not support the present requirement in NPP 6.3 that
an organisation must ‘consider' the use of a mutually agreed intermediary. The ALRC
saw the potential for abuse of this provision in that organisations could comply with
the requirement by briefly contemplating, and then immediately rejecting, such a
course of action. In addition, the ALRC considered that the intermediary requirement
proposed in DP72, that an organisation 'reach an appropriate compromise' with an
individual seeking access to personal information, was ambiguous and that there was a
need for a more clearly stated requirement. The ALRC therefore recommended the
‘Access and Correction' principle should provide that where an entity is not required to
provide an individual with access to his or her personal information, the entity must
take such steps, if any, as are reasonable to provide the individual with as much of the
information as possible, including through the use of a mutually agreed
intermediary.**

15.12 The ALRC also considered the procedural requirements for access. While
NPP 6 contains procedural requirements for organisations including limits on the
charges that they can levy for providing an individual with access, the IPPs do not.
The ALRC concluded that procedures imposed on organisations under the 'Access and
Correction’ principle should also apply to agencies. In addition, the ALRC commented
specifically about the following procedural matters:

. fees: fees charged by an organisation for providing access to information, as
contained in NPP 6.4, should be continued. However, it was not
recommended that these provisions be extended to agencies;

. timeliness of response: both agencies and organisations should respond to
requests for access within a reasonable time;

. manner of providing access: the '‘Access and Correction' principle should
require agencies to take reasonable steps to provide access in the manner
requested by the individual; and

. level of detail of the provisions: the ALRC did not support binding schedules
or frameworks for the provisions as there would be practical difficulties with

13 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 991.

14 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 993.
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such an approach and the use of high-level principles was consistent with its
broader approach to privacy regulation.®

15.13 In relation to reasons for a decision to deny access to personal information,
the ALRC concluded that it is an important element of procedural fairness for the
individual to be provided with the reason for the adverse decision. However, there
may be situations where providing the reason for the decision could undermine the
reason the agency or organisation has denied the access and in these situations the
ALRC did not support the provision of reasons. The ALRC also recommended that
the individual should be provided with the avenues for complaint.*®

15.14 The ALRC also recommended that the Office of the Privacy Commissioner
develop and publish guidelines to ensure that agencies and organisations are provided
with clear guidance on how the changes should be applied.*’

Government response

15.15 The Government accepted, accepted with amendment, or accepted in principle
all of the ALRC's recommendations in relation to access and correction. In accepting
that a unified 'Access and Correction' principle should apply to both agencies and
organisations, the Government noted the implications for the interaction between the
Privacy Act and the FOI Act and stated:

. as part of proposed reforms to the FOI Act, it was announced that the Privacy
Act would be amended to enact an enforceable right of access to, and
correction of, an individual's own personal information, rather than
maintaining the right through the FOI Act;

. that it would be necessary to recognise the additional responsibilities of
Government in relation to the disclosure of some categories of information
and documents;

. that amendments will make it clear that the right to access and correct
information held by agencies will be provided by the Privacy Act rather than
the FOI Act although the right to access some personal information will
remain under the FOI Act; and

. processes around reviews of agency access and correction decisions under the
Privacy Act will be aligned as closely as possible with reviews under the FOI
Act.'®

15  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 1012-14.

16  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 1017.

17 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 1018.
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15.16 The Government accepted with amendment recommendation 29-3 which
provided that where an organisation holds personal information about an individual, it
is not required to provide access to the extent that providing access would be
reasonably likely to pose a serious threat to the life or health of an individual. The
Government response indicated that to ensure consistency, a 'serious threat' should
refer to 'life, health or safety".

15.17 The Government also accepted with amendment recommendation 29-7 which
contains the obligation to respond to an access request within a reasonable time and to
provide access in a manner requested by the individual, where reasonable and
practicable. The Government commented that the ALRC was silent on the issue of
entities charging for access, however, the Government agreed that where an
organisation imposes a charge for access, is should not be excessive and must not
apply to lodging a request for access.

15.18 The Government accepted with amendment the recommendation relating to
denial of a request for access. The Government commented that the principle should
explicitly provide for situations where providing reasons would undermine the reason
for denying the request for access. Further, the principle should recognise that, where
reasons can be provided for an adverse decision, the reasons should specify any
relevant exceptions, requirements or authorisations relied upon in making the
decision.™

Issues

15.19 The Australian Institute of Credit Management supported APP 12.%
However, other submitters raised several issues in relation to APP 12 including the
enforceable right of access; the range of exceptions; and time limits for processing
applications.

Enforceable right of access

15.20 The Victorian Privacy Commissioner commented that the Government had
announced, as part of the reform of the FOI Act, that the Privacy Act would be
amended to provide for an enforceable right of access to an individual's own personal
information. While noting the importance of the right of an individual to access and

18  Australian Government, Enhancing National Privacy Protection: Australian Government First
Stage Response to the Australian Law Reform Commission Report 108, For Your Information:
Australian Privacy Law and Practice, October 2009, pp 62—65.

19  Australian Government, Enhancing National Privacy Protection First Stage Response to the
Australian Law Reform Commission Report 108, For Your Information: Australian Privacy
Law and Practice, October 2009, p. 71.

20  Australian Institute of Credit Management, Submission 8, p. 4.
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correct their personal information, the Victorian Privacy Commissioner stated that 'the

language of APP 12 does not currently reflect this'.*

15.21 The Companion Guide notes that an enforceable right of access to (and
correction of) an individual's own personal information 'does not appear on the face of
Australian Privacy Principles 12 and 13'. It was noted that this is because there are a
large number of technical issues in relation to the way that the Privacy Act and FOI
Act will interact 'that have not yet been fully resolved'. The Companion Guide also
stated that the APPs set up some of the technical infrastructure that will link into other
provisions of the Privacy Act and provide the means for merits review as well as
provision for additional notice requirements to be prescribed by the regulations. The
Companion Guide concluded:

This ensures that there is basic content for notification of decision
contained in the legislation, but with capacity to prescribe additional
requirements so that the provisions of the Privacy Act are consistent with
those in the Freedom of Information Act 1982.%

Structure and terminology

15.22 Submitters were concerned by loose and overly complex language and the
repetition of clauses in APP 12. The Office of the Privacy Commissioner (OPC) for
example, suggested the removal of the apparently redundant section APP 12(5)(a) as
the following paragraph refers to refusing access under relevant provision. This would
result in a simplified structure for APP 12(5).” Privacy NSW noted that the

exceptions in APP 12(3) were 'dense and complex'.?*

15.23 The Department of the Prime Minister and Cabinet responded:

This single principle is more lengthy and prescriptive than other APPs (eg
collection, use and disclosure) for a number of reasons. First, it is intended
to consolidate the existing access and correction obligations in IPPs 6 and 7
for agencies and NPP 6 for organisations. It is also intended to clarify the
existing overlap between the Privacy Act and the FOI Act, with the
provisions and administrative machinery under the FOI Act being, in
practice, the primary means for dealing with access and correction requests
from individuals. In addition, it was also necessary to outline the separate
and broader range of exceptions to access for organisations. Finally, it was
necessary to set out the process once a request for access is received.”

21  Office of the Victorian Privacy Commissioner, Submission 5, p. 10.

22 Australian Government, Companion Guide, Australian Privacy Principles, June 2010, pp 18-
19.

23 Office of the Privacy Commissioner, Submission 39, p. 41.
24 Privacy NSW, Submission 29, p. 5.
25  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 29.
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Conclusion

15.24 The committee has provided comments concerning the issue of complexity of
the APPs in chapter 3 of this report. As noted in that chapter, the committee considers
that some fine tuning of the APPs would improve clarity and simplicity particularly
through the use of more concise language and elimination of redundant clauses.

Exceptions

15.25 APP 12(2) contains exceptions to access if the personal information is held by
an agency and APP 12(3) contains exceptions to access if the personal information is
held by an organisation. Professor Greenleaf and Mr Waters argued that proposed
APP 12(2) and 12(3) expand on the current grounds for refusing access, and includes

new exceptions, ‘without any convincing justification’.?®

15.26 Other submitters raised concerns with the exceptions in relation to
organisations. The Law Institute of Victoria (LIV) commented on two of these
exceptions. The first, APP (3)(b), provides an exception where giving access would
have an unreasonable impact on the privacy of other individuals. The LIV considered
that this exception may be difficult to apply where information about an individual is
an opinion, as this is potentially the personal information not only of the person who
is the subject of the opinion, but of the person who holds that opinion. In relation to
the exception contained in APP 12(3)(e)-where giving access would reveal the
intentions of the entity in relation to negotiations with the individual in such a way as
to prejudice those negotiations—the LIV raised concern about the broad nature of the
provision. The LIV commented that there appeared to be no limitations or parameters
about what phase of negotiations the parties are in, such as whether the negotiations
need to be already commenced, or at least reasonably anticipated, before this clause
becomes operative.?’

15.27 Dr Colin Bennett criticised the inclusion of the ‘frivolous or vexatious'
exception (APP 12(3)(c)) as 'the right to access ones personal information is a human
right, regardless of motive' and submitted that the 'frivolous or vexatious' exception
under APP 12(3)(c) is open to abuse 'especially where individuals might be in conflict
with a particular organization over a particular matter, and reasonably want to know
everything the organization holds on them'. Dr Bennett concluded:

At the very least, the provision should state that the organization should be
obliged to report and account for the use of this discretion.?

15.28 The Office of the Health Services Commissioner (OHSC) also raised concerns
in relation to APP 12(3)(c) and stated that this was not an appropriate exception in
relation to health information because 'a person has a right to access their health

26  Professor G Greenleaf & Mr N Waters, Submission 25, p. 16.
27  Law Institute of Victoria, Submission 36, p. 8.
28  Dr Colin Bennett, Submission 11, p. 5.
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information, even if the contents are brief'. The OHSC commented further that an
individual does not require a reason to access their health information, and such an
exception is likely to lead to organisations refusing access ‘without good reason'. The
OHSC believed that the other exceptions available to organisations under APP 12(3)
provide sufficient protection for organisations to refuse access without APP 12(3)(c)
being necessary also.?

15.29 Google's submission discussed the international dimension of Google's
business and operations. Google noted that entities operating in Australia are subject
not only to Australian regulation but also foreign regulation, such as in the case of a
business based in one country with activities in another country being required to
comply with regulations of both countries. Google noted that due to these
requirements to comply with foreign laws, the reference to 'Australian law' in
APP 12(3)(g) should be amended so that the need to comply with foreign laws also
constitutes an exception under APP 12(3).%

15.30 The exception related to information which is generated in connection with a
commercially sensitive decision-making process (APP 12(3)(j)), was compared to the
current provisions provided by its equivalent, NPP 6.2. The OPC noted that in
NPP 6.2, an organisation 'may give the individual an explanation for the commercially
sensitive decision rather than direct access to the information’. The OPC commented
that although it may be intended that the existing right is given effect by way of
APP 12(5) and APP 12(9), it is unclear and should be clarified so that the right to be
given reasons for a decision is preserved.*

Dealing with requests for access

15.31 The OHSC raised concerns with APP 12(4)(b) which requires that the entity
must give access in the manner requested by the individual, if it is reasonable and
practicable to do so. The OHSC considered that such an exception should not apply in
relation to personal health information. It argued that as most people seek access in
the form of a copy, the exception may permit organisations to offer personal
inspections of records rather than providing access in the manner requested. This
alternative would be more expensive for individuals, as supervision by a staff member
would be required. The OHSC concluded that such an outcome ‘would be
unsatisfactory and contrary to the principle of patient autonomy that applies in a

health setting'.*

29  Office of the Health Services Commissioner, Submission 26, p. 5.
30  Google Australia & New Zealand, Submission 16, p. 8.

31  Office of the Privacy Commissioner, Submission 39, p. 41.

32  Office of the Health Services Commissioner, Submission 26, p. 5.
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15.32 The Public Interest Advocacy Centre (PIAC) commented on the inclusion of
the term ‘where reasonable and practicable’. This matter was first raised during the
ALRC consultation process. PIAC commented:

...the limit on the obligation in UPP 9.5 created by the inclusion of the term
‘where reasonable and practicable’ could very easily result in unlawfully
discriminatory limits on access both in terms of format of information and
in terms of any requirement to travel to a particular location to access that
information.*

Time limits for responses

15.33 APP 12 requires agencies to respond to requests for access within 30 days
(APP 12(4)(a)(1)) and organisations to respond to requests ‘'within a reasonable period'
(APP 12(4)(a)(ii)). This preserves the current arrangements in the Privacy Act.

15.34 Westpac was the only submitter to voice a preference for not setting clear
timeframes, instead supporting the proposed regime:

Westpac notes and supports the approach of "reasonableness” when
determining a timeframe for a response to an individual, in preference to
setting a specified period in which to comply. In developing guidance for
industry regarding reasonable response times, we recommend the OPC
engage closely with industry to develop flexible and appropriate
guidance.®

15.35 Other submitters called for greater clarity as to the timeframe in which an
organisation is to respond to a request for access. The OPC submitted that the
differing standards under APP 12(4) between agencies and organisations 'may
unintentionally imply that a reasonable period for organisations to provide access may
be longer than 30 days'.* The OPC noted that guidance produced by the Office
suggested access should be granted within 14 days, if granting access is straight
forward, or within 30 days, if access is more complicated. The OPC suggested that a
note under APP 12(4)(a) could clarify that a reasonable period would not usually be
longer than 30 days.*®

15.36 The OHSC commented that a fixed timeframe was preferable in the health
sector and would remove uncertainty. The OHSC also noted the Victorian Health
Records Act contains a requirement that organisations respond to a request for access
within 45 days.*’

33  Public Interest Advocacy Centre, Submission 32, Attachment A, p. 12.
34 Westpac, Submission 13, p. 3.

35  Office of the Privacy Commissioner, Submission 39, pp 40-41.

36  Office of the Privacy Commissioner, Submission 39, p. 9.

37  Office of the Health Services Commissioner, Submission 26, p. 5.
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Other means of access

15.37 APP 12(5) provides that where an entity refuses access, or refuses to give
access in the manner requested, the entity must take such steps as are reasonable to
give access in a way that meets the needs of the entity and the individual. The
Australian Bankers' Association commented that this obligation 'should provide, in the
majority of cases, a workable outcome and avoid escalation of any disagreement'.®®
However, Abacus Australian Mutuals questioned the need for this additional
obligation on an entity 'particularly given the fact that the listed exceptions to access

are well founded'.*

15.38 The OPC submitted that by referring to the needs of the entity, the emphasis is
shifted away from the individual and suggested that the phrase 'the needs of the entity"
should be removed. The OPC concluded that reasonable steps requirement allows
sufficient flexibility to meet an entity's needs and obligations under APP 12.%

Access charges

15.39 APP 12(8) allows for entities to charge for access so long as the charge is not
excessive and does not apply to the making of the request for access. The LIV
commented that an entity is not necessarily precluded from charging unreasonable
amounts or profiteering. The LIV suggested that 'excessive' be replaced with

'reasonably necessary to recoup the costs incurred by the entity".**

Conclusion

15.40 The committee considers that it is important to ensure that balance exists in
the privacy regime between the interests of individuals and entities. Conversely, there
should not be an excessive number of exceptions which may inhibit an individual's
right to access personal information. In discussion of APP 12, the Companion Guide
states:

There are a limited number of circumstances in which an entity may refuse
to give individuals access to their own personal information.*?

15.41 However, submitters raised concern that some of these 'limited' exceptions are
broad, open-ended, and may be open to abuse. The committee considers that this may
not only give rise to confusion, but also the potential for unwarranted denials of access
to personal information. In particular, the committee is mindful of the comments of
the Law Institute of Victoria that the exception in relation to negotiations

38  Australian Bankers' Association, Submission 15, p. 15.

39  Abacus Australian Mutuals, Submission 7, pp 2-3.

40  Office of the Privacy Commissioner, Submission 39, p. 40.

41  Law Institute of Victoria, Submission 36, p. 8.

42  Australian Government, Companion Guide, Australian Privacy Principles, June 2010, p. 14.
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(APP 12(3)(e)) is too broad as well as the comments in relation to the ‘frivolous or
vexatious' exception (APP 12(3)(c)) particularly its application in the health sector.
The committee considers that the negotiations exception in APP 12(3)(e) could be
Improved by provided greater clarity as to when this exception may be invoked.

1542 The OPC also commented that the exception concerning commercially
sensitive decision making processes (APP 12(3)(j)) does not contain the currently
provided for option of an organisation providing an explanation rather than direct
access. While the ALRC noted that concerns were raised by privacy advocates that the
option of an explanation instead of direct access could be used inappropriately to deny
direct access, the OPC considered that individuals should retain the same rights as are
currently contained in the Privacy Act. The committee agrees with this approach and
considers that further consideration should be given to this exception.

Recommendation 26

15.43 The committee recommends that, in relation to the proposed exceptions
provided for in APP 12(3):

. the Australian Information Commissioner provide guidance in relation to
the application of the *frivolous and vexatious' exception (APP 12(3)(c));

. clarity be provided as to the stage at which the negotiations exception in
APP 12(3)(e) may be invoked; and
. further consideration be given to the exception in APP 12(3)(j) in relation

to commercially sensitive decisions to ensure that the rights currently
provided for in the Privacy Act 1988 are not diminished.

15.44 The committee notes that the absence of a prescribed timeframe in which
organisations are required to respond to requests for access. It considers that this
appears to be inconsistent with the spirit of the principle as outlined in the Companion
Guide, in that individuals are to be provided with the right of access to their personal
information. While some submitters called for a fixed timeframe to be applied to
organisations, the committee notes the comments by the Office of the Privacy
Commissioner in relation to guidance already provided by the office and the
suggestion that a note be added to APP 12(4)(a). The committee agrees with the
comments of the Office of the Privacy Commissioner and recommends that a note be
added to APP 12(4)(a) to clarify that a reasonable period of time in which an
organisation must respond to a request for access would not usually be longer than
30 days.

15.45 In relation to access charges, the Law Institute of Victoria recommended that
the costs clause in APP 12(8) be amended from organisations not charging ‘excessive'
fees to charging fees 'reasonably necessary to recoup costs incurred by the entity".*®

Such an amendment would permit organisations to recoup actual costs but not

43 Law Institute of Victoria, Submission 36, p. 8.
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unreasonable amounts or profiteer. The committee therefore supports the Law
Institute's recommendation.

Recommendation 27

1546 The committee recommends that a note be added to proposed
APP 12(4)(a) to clarify that a reasonable period of time in which an organisation
must respond to a request for access would not usually be longer than 30 days.

Recommendation 28

15.47 The committee recommends that APP 12(8) be amended so that it is
made clear that access charges imposed by organisations should only be charged
at a level reasonably necessary to recoup costs incurred by the entity.

15.48 The committee also notes that the exposure draft on the powers and functions
of the Australian Information Commissioner will clarify the enforcement aspects of
the access and correction principles in light of moving from the Freedom of
Information regime to the privacy regime.






Chapter 16

Australian Privacy Principle 13—-correction of personal
information

Introduction

16.1  Australian Privacy Principle 13 (APP 13) defines when, and how, individuals
can have personal information which is held about them corrected if it is inaccurate,
out-of-date, incomplete or irrelevant. The Companion Guide notes that online
technological advances are allowing individuals greater ease in gaining access to their
own personal information through personal profiles on websites. The Companion
Guide commends the online personal profile approach as ‘good privacy practice' as it
‘ensures individuals have control of their personal information'.!

Background

16.2  Access to, and correction of, personal information held by agencies is
currently regulated by a combination of provisions of the Freedom of Information Act
1982 (FOI Act) and Information Privacy Principles 6 and 7 (IPP 6 and IPP 7). IPP 7
provides that an agency must take such steps, if any, as are reasonable to ensure that
personal information recorded is accurate and relevant, up-to-date, complete and not
misleading. This provision is subject to any applicable limitation in a law of the
Commonwealth that provides a right to require the correction or amendments of
documents. IPP 7 also provides that, if the agency is not willing to amend a record as
requested by an individual, then the individual may request that a statement be
attached to the record and the agency must take reasonable steps to comply with this
request.

16.3  Access to, and correction of, personal information held by organisations is
currently regulated under National Privacy Principle (NPP 6). NPP 6.5 provides that
an organisation must take reasonable steps to correct personal information that it
holds, if the individual to whom it relates is able to establish that it is not accurate,
complete and up-to-date. If there is a disagreement about the accuracy of the
information, the individual may request that the organisation attach a statement to the
information and the organisation must take reasonable steps to do so.?

16.4  The Australian Law Reform Commission (ALRC) recommended that the
access and correction principles be formulated to apply to both agencies and

1 Australian Government, Companion Guide, Australian Privacy Principles, June 2010, pp 14—
15.

2 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 973-74.
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organisations in one unified principle.®> The ALRC also addressed the following
Issues:

. the criteria by which personal information is assessed as being ‘correct’,
including how these criteria are assessed;

. any burden of proof an individual must meet to establish that personal
information that an agency or organisation holds about him or her is not
‘correct’;

. the manner of correcting personal information that has been found not to meet

the correction criteria; and

. the relationship between the correction requirements under the Privacy Act
and other federal laws.*

16,5 The ALRC accepted that individuals should be provided with the right to
correct personal information held about them by agencies and organisations where the
information is misleading or not accurate, relevant, up-to-date or complete. The
ALRC noted that while these elements are the same as those in the IPPs, they impose
two additional elements on organisations — the elements of ‘relevant’ and 'not
misleading'.’

16.6  In relation to the burden of proof to establish that personal information is not
correct, the ALRC noted that IPP 7 and NPP 6 contain different obligations: the NPP
requires that the individual to whom the information relates must establish that it is
not accurate, complete and up-to-date, while the IPP places a positive obligation on
agencies to take steps to ensure that the personal information they hold is correct. The
ALRC concluded that the provisions of the NPP results in uncertainty in the event of a
complaint and, therefore, the positive obligation to hold correct personal information
should apply to both agencies and organisations. In addition, the ALRC stated that it
did not anticipate that this change 'will affect significantly the practical operation of
the correction requirements for organisations'.®

16.7  There are a number of ways in which personal information may be corrected
including by amending the record, deleting the incorrect material or adding to the
material. The ALRC recommended that the Office of the Privacy Commissioner
(OPC) develop guidance to address the manner in which personal information can be
corrected. The ALRC also commented that guidance should discuss potential conflicts

3 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 974-977.

4 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 994.

5 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 996.

6 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 999.
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between the requirements of the principle and other record keeping obligations
including those under the Archives Act 1983.”

16.8 In addition, the ALRC considered the issue of notification of third parties
where an entity has corrected personal information. This matter was discussed widely
with stakeholders during the review, with the ALRC concluding that if an entity has
corrected information it should be required to notify any other entities to which it has
disclosed the information of the correction, if requested to do so by the individual.
While stakeholders raised concerns about the cost this requirement may impose on
entities, the ALRC was of the view that the 'reasonable steps' requirement would offer
sufficient flexibility to cover all situations adequately.®

16.9  Other issues addressed by the ALRC were as follows:

. in relation to a statement provided by an individual concerning disputed
information, the ALRC was of the view that the statement should be
‘associated' with relevant record, as provided for in NPP 6 rather than
‘attached’ to the relevant record as provided for in IPP 7;° and

. where an entity has made a decision to refuse to correct personal information,
procedural fairness requires that the individual should be provided with the
reasons for an adverse decision as well as the avenues for complaint.*

Government response

16.10 The Government accepted that the right of an individual to access and correct
personal information should apply to both agencies and organisations and that it be
provided for under a single principle. In relation to the correction element of the
principle, the Government accepted the recommendation in relation to correction of
information and notification of third parties. The Government accepted in principle
the ALRC's recommendation relating to the association of a statement with a record
which contains personal information which the entity is not willing to correct, if
requested to do so by the individual concerned. However, in the Government's view
the part of the recommendation referring to agencies was unnecessary because of
impending amendments to the FOI Act.™

7 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 1000.

8 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 1004.

9 Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 1007.

10  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, pp 1016-17.

11  Australian Government, Enhancing National Privacy Protection: Australian Government First
Stage Response to the Australian Law Reform Commission Report 108, For Your Information:
Australian Privacy Law and Practice, October 2009, pp 69-70.
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16.11 The ALRC's recommendation that when an entity refuses to make corrections,
the entity must notify the individual of the reasons for the refusal and of potential
avenues for complaint was accepted with amendment. The Government noted that the
principle should explicitly provide for situations where providing reasons for the
refusal to make corrections would undermine the reasons for denying the request, for
example, in instances where providing information to the individual would prejudice a
criminal investigation.*?

Issues

16.12 Submitters generally supported the provisions of APP 13.** Yahoo!7, for
example, noted that APP 13 ‘recognises that the timing and nature of consent will
require a flexible approach'.** Similarly, Westpac supported the approach of
'reasonableness’ when determining timeframes for responses to individuals, rather than
the inclusion of specified timeframes. Westpac further suggested that the OPC work
closely with industry in developing flexible and appropriate guidance on applying
'reasonableness’ to response timeframes.”> The Office of the Health Services
Commissioner (OHSC), Victoria, also supported the correction principle and noted
that APP 13 is consistent with current standards under the Health Records Act (Vic).'®

16.13 However, the National Australia Bank (NAB) identified two concerns with
APP 13: first, the new obligation that where an entity is satisfied that information held
Is inaccurate, out-of-date, incomplete or irrelevant (APP 13(1)(b)(i)) it must take steps
to correct the information. NAB argued that this may conflict with the obligation in
APP 3(5) to only collect information from the individual (unless unreasonable or
impractical to do so) and gave the example of an entity learning from a third party that
information is inaccurate or out-dated. Secondly, NAB submitted that it should not be
open to individuals to determine or decide whether an entity holds 'relevant'
information as individuals cannot be expected to know or decide on behalf of an entity
what types of information are relevant for it to hold (APP 13(1)(b)(ii))."” NAB gave
the example of a former address which may be irrelevant for some purposes but
relevant for others. NAB concluded that 'the protections sought by this reform are
already inherent within draft Australian Privacy Principles 3 and 11 in prohibiting
entities from collecting "unnecessary" information and in the obligation to destroy or

de-identify information if it is no longer needed for any purpose’.*®

12 Australian Government, Enhancing National Privacy Protection, p. 71.

13  Australian Institute of Credit Management, Submission 8, p. 4; Office of the Health Services
Commissioner, Submission 26, p. 6.

14 Yahoo!7, Submission 20, p. 3.

15  Westpac, Submission 13, p. 3.

16  Office of the Health Services Commissioner, Submission 26, p. 6.
17  See also The Communications Council, Submission 23, p. 8.

18  National Australia Bank, Submission 2, pp 5-6.
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16.14 Privacy Law Consulting Australia raised issue with ‘correcting' information to
ensure that it is relevant. Privacy Law Consulting Australia argued that:

It is unclear what is meant by "correct” in this context since privacy issues
posed by use of irrelevant information are not addressed through correction.
The terminology should be amended accordingly.*®

Correction-APP 13(1)

16.15 In relation to APP 13(1) — the obligation to ensure that personal information is
accurate, up-to-date, complete and relevant — comments went to the compliance
burden and the need to include 'misleading' information in this APP.

16.16 Coles Supermarkets (Coles) voiced concern about the burden imposed by the
obligation. Coles noted that it relies on information that it collects being accurate at
the time of its collection. It has processes that enable individuals to contact Coles or
access Coles' systems to correct errors in their personal information. However, given
the size of its operations, Coles commented that it is likely that it would be impractical
to check the ongoing accuracy of personal information it has collected.?

16.17 The Australian Bankers' Association (ABA) argued that the obligation to
correct information may be interpreted in such a way as to require an entity to
‘continuously monitor and review personal information that it holds whether prompted
to do so or not'. The ABA went on to comment that it did not believe that this was the
intention of this principle and sought clarification. The ABA also submitted that banks
should be able to comply with this obligation through appropriate review processes,
reasonably designed to address the risk of obsolete information being used
inappropriately. Otherwise:

...the costs to banks of routinely reviewing personal information held by
them compared to the negligible benefit to their customers would be
unjustifiable on any costs and benefits assessment.**

16.18 The Financial Services Council suggested that entities should be obliged to
correct personal information only when requested by the individual as 'this ensures
that the individual has confirmed that the information is inaccurate and should be
amended or deleted".??

16.19 Both the OPC and the Office of the Information Commissioner, Queensland,
(OIC) noted that APP 13 does not include a reference to 'misleading’ personal
information. The OPC noted that ALRC's accepted by the Government proposed that

19  Privacy Law Consulting, Submission 24, p. 9.

20  Coles Supermarkets Australia Pty Ltd, Submission 10, p. 4.
21  Australian Bankers' Association, Submission 15, p. 15.

22 The Financial Services, Submission 34, p. 4.
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'misleading' information should also be corrected.”® The OIC commented that
situations may arise where information may be correct, up-to-date and complete, but
may still create a misleading impression in the mind of a reader. The OIC went on to
comment:

There is a distinction between a misleading impression and an inaccuracy,
although there will often be significant overlap; inaccurate facts may well
be misleading. However, accurate facts may also give a misleading
impression, either because they are incomplete or because the language
used in recording the facts could convey a misleading impression.?*

16.20 TheZOPC concluded that it may be preferable to include the term
1 25

'misleading’.
16.21 In response to concerns that 'misleading’ information may not be caught
within this obligation, the Department of the Prime Minister and Cabinet (the
department) acknowledged that the ALRC recommended a 'misleading' element be
included within the 'Access and Correction’ principle. However, the department went
on to state that:

During the course of drafting the provisions, it became clear that it was not
necessary to include "misleading™ as it was covered by "accurate” and
"relevant”, and it would create an inconsistency with APP 10 about quality
of personal information, in which entities have to ensure the personal

information they use or disclose is "accurate, up-to-date, complete and

relevant".?

Notification of correction to third parties—APP 13(3)

16.22 Similar to the comments received about APP 13(1), submitters raised concern
about the compliance burden imposed by the obligation to notify third parties of
correction to personal information when requested to do so by an individual. In
addition, submitters commented on the need for an individual to request notification
of third parties and the potential for frivolous or unduly onerous requests.

16.23 Coles argued that the obligation to advise individuals and third parties of
corrections under APP 13(3) is 'likely to be administratively burdensome for large
organisations with automated systems and raises real concerns regarding compliance
and the cost of compliance with these obligations for organisations like Coles'.?” This
concern was supported by the Communications Council which stated that such an

23  Office of the Privacy Commissioner, Submission 39, p. 42.

24 Office of the Information Commissioner, Queensland, Submission 18, p. 6.

25  Office of the Privacy Commissioner, Submission 39, p. 42.

26  Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 29.
27  Coles Supermarkets Australia, Submission 10, p. 4.
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obligation 'raises real concerns regarding compliance costs'.?® The Law Council of
Australia (LCA) added its concern on this issue and commented that the obligation to
notify third parties would not only impose a ‘potentially heavy burden’, but also may
actually discourage entities from keeping records of disclosures, so as to make it
'impracticable’ to notify third party entities of corrections.?

16.24 Privacy Law Consulting Australia also suggested that, for many entities,
updating policies, procedures and systems to record the parties to whom information
is disclosed would be a logistically complex and financially burdensome process.
Privacy Law Consulting Australia suggested that:

...to ensure entities are not put to unnecessary expense in the belief that a
higher level of obligation exists than that which actually applies, the
meaning of "reasonable in the circumstances™ and "impracticable” should
be clarified.*

16.25 The Financial Services Council (FSC) raised a concern similar to that raised
by Privacy Law Consulting Australia: in order to comply with APP 13(3), entities
would need to maintain lists of third party disclosures, and of the particular personal
information disclosed. The FSC considered maintaining such lists would ‘create a
particularly onerous administrative burden on FSC members, and is likely to result in

significant compliance costs for the financial services industry'.*"

16.26 Qantas submitted that an exception should be added to APP 13(3), regulating
‘frivolous or unduly onerous requests':

To prevent the scope for misuse, Qantas submits that there should be
exceptions for frivolous or unduly onerous requests. For example, in the
case of a name change due to marriage, the responsibility to notify such
changes to relevant parties should remain with the individual, rather than
the entity.

16.27 The department responded to concerns about compliance burden and
commented that it believed that the qualifications in APP 13(3) of 'reasonable steps (if
any)' and 'practicability’ will provide the necessary flexibility in the obligation to
ensure it does not create an onerous compliance burden. In addition, it is anticipated
that guidance from the Australian Information Commissioner (AIC) will be necessary
to assist agencies and organisations to comply with the obligation.

16.28 The department noted that the ALRC report found factors that should be
addressed when assessing whether it would be reasonable and practicable to notify

28  The Communications Council, Submission 23, p. 8.
29  Law Council of Australia, Submission 31, p. 7.

30  Privacy Law Consulting, Submission 24, p. 9.

31  Financial Services Council, Submission 34, p. 4.
32 Qantas, Submission 38, p. 8.
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third parties that it has disclosed incorrect information. These factors include whether
the agency or organisation has an ongoing relationship with the entity to which it has
disclosed the information, the materiality of the correction, the length of time that has
elapsed since the information was disclosed and the likelihood that it is still in active
use by the third party, the number of entities that would need to be contacted by the
agency or organisation and the potential consequence for the individual of the use and
disclosure of the incorrect information.™

16.29 Professor Graham Greenleaf and Mr Nigel Waters supported the obligation to
notify third parties, however, they submitted that ‘it still leaves it to the individual to
identify the recipient, rather than to request "please notify all previous recipients of
the incorrect information™."** This matter was also the subject of comment by the Law
Institute of Victoria (LIV). The LIV stated:

The LIV questions why an individual should have to request this
notification, particularly where the individual is unaware of the error or to
whom the entity has disclosed information or even that information has
been disclosed. Entities should be expected to have better records of
disclosures to other entities than individuals. The LIV therefore submits
that the obligation should be on entities to notify everyone to whom it has
disclosed information of the correction.*®

Refusal to correct information

16.30 Telstra submitted that the obligation on entities under APP 13(4) to provide
individuals with written notification of refusals to correct information would render
the process of refusing to make corrections more complex than need be and
commented that 'in our experience a refusal to correct information is often quite
straight forward and a verbal explanation of the reasons would be sufficient'. Telstra
suggested that entities should provide individuals with written notice of refusals only
when the individual requests written notification. Providing automatic written
notification at every instance ‘'would slow down the process and more than likely

inconvenience the person while increasing the compliance burden on us'.*

16.31 The LIV suggested that additional guidance be provided on the grounds for
entities to refuse to make corrections.*’

Conclusion

16.32 The Government response to the ALRC recommendations indicated that it
accepted that a unified 'Access and Correction' principle shall apply to both agencies

33 Department of the Prime Minister and Cabinet, Answers to Questions on Notice, p. 29.
34 Professor G Greenleaf & Mr N Waters, Submission 25, p. 16.

35  Law Institute of Victoria, Submission 36, p. 8.

36  Telstra Corporation Ltd, Submission 19, pp 4-5.

37  Law Institute of Victoria, Submission 36, p. 8.



245

and organisations. However, the exposure draft provides for separate access and
correction principles. The committee supports this change as it provides clear and easy
reference to the obligations to correct personal information if it is inaccurate, out-of-
date, incomplete or irrelevant.

16.33 In relation to the inclusion of the term 'misleading’ in APP 13, the committee
notes that both the OIC and OPC supported this approach. Submitters also pointed out
that the term 'misleading' is currently contained in IPP 7 and was included in the
ALRC's recommended ‘'Access and Correction' privacy principle UPP 9. The
committee notes that the department's comments that it found that the term
'misleading’ was not necessary as 'misleading information' could be covered by
‘accurate’ and 'relevant' and its inclusion would lead to an inconsistency with APP 10.
However, the ALRC considered the effect of differences that would arise between the
‘Access and Correction' principle and the 'Data Quality' principle (APP 10) if the term
misleading was used in the 'Access and Correction' principle and stated that it
‘considers this discrepancy to be appropriate, however, in light of the different context
in which these principles operate’.®® In addition, the credit reporting exposure draft
contains reference to 'misleading' information. Therefore, the committee remains to be
persuaded by the department's argument in relation to this matter and considers that
the decision to omit the term 'misleading’ from APP 13 should be re-considered.

Recommendation 29

16.34 That the decision to omit the term "misleading’ in APP 13, relating to the
correction of personal information, be reconsidered.

16.35 The committee acknowledges concerns raised in submissions that the
obligations contained in APP 13(1) and APP 13(3) may increase compliance burdens
for entities, in particular large commercial organisations. However, the committee
supports the ALRC's and Government's view that an individual has a right to correct
personal information held by an entity and that the correction should be made known
to third parties if requested by the individual.** While there may be an increased
compliance burden in some instances, both APP 13(1) and APP 13(3) contain the
qualification of 'reasonable steps (if any)' and ‘practicability’. The committee considers
that the inclusion of these qualifications will allow sufficient flexibility (including the
option not to take any steps) to ensure that compliance does not become overly
burdensome. The committee therefore regards the current wording of APP 13(1) and
APP 13(3) adequately balances the interests of individuals and the concerns of
entities.

38  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 997.

39  Australian Law Reform Commission, For Your Information: Australian Privacy Law and
Practice, ALRC 108, 2008, p. 1004.






Chapter 17

Committee conclusions

17.1  The reform of privacy law in Australia is a substantial undertaking. The
Australian Law Reform Commission's (ALRC) review took 28 months to complete,
addressed a multitude of issues and resulted in the publication of a three-volume
report. The Australian Privacy Principles (APP) exposure draft is the first stage of the
reform process to be considered.

17.2  The Government accepted the majority of the ALRC's recommendations in
relation to the privacy principles. Indeed, Professor Rosalind Croucher, President,
ALRC, commented at the committee's hearing that the APPs ‘are consistent with and
flow from the recommendations that the ALRC made in For your information'.!
Although the ALRC indicated that there were a number of matters where the APPs
diverge from the recommendations made in the review report, Professor Croucher
stated:

But the gist of the privacy principles is a very good one. It places the idea
of privacy principles as a unified presentation. We congratulate the
initiative and encourage the implementation of those privacy principles as a
national initiative as a priority.

17.3  While many submitters welcomed the reforms, the committee received a
range of views on whether or not the APPs meet the objectives underpinning the need
for reform and provide greater privacy protection. In addressing this point, the Office
of the Privacy Commissioner (OPC) commented that the reform process should ensure
that:

» there is a streamlined, single set of principles for the public and private
sectors, which promote national consistency;

e privacy rights and obligations are simplified and therefore easy to
understand and apply;

e existing privacy protections are maintained, not diminished; and

* a high-level, principles-based, technology-neutral approach is adopted
that is 3<’:apable of protecting and promoting individuals' privacy into the
future.

17.4  The APP exposure draft provides for a single set of principles applying to all
entities to replace the Information Privacy Principles which apply to agencies and the

1 Professor Rosalind Croucher, President, ALRC, Committee Hansard, 25 November 2010, p. 1.
2 Professor Rosalind Croucher, President, ALRC, Committee Hansard, 25 November 2010, p. 1.

3 Office of the Privacy Commissioner, Submission 39, p. 5.
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National Privacy Principles which apply to organisations. As noted by Professor
Croucher:

Where you have two sets of principles, there is an opportunity for confusion
about what, for instance, government agencies and also those employers
covered by the existing principles have to do, and where there is confusion
there is the possibility of an imperfect protection and an imperfect respect
for the fundamental protection of personal information. In that context, the
development of a unified set of principles would only improve the ability
for those governed by it to discharge the responsibility under them.*

175 The committee acknowledges that drafting a single set of APPs was a
particularly complex task. The need to consolidate the IPPs and the NPPs, while at the
same time taking into account the ALRC's recommendations accepted by the
Government and additional matters announced by the Government, has resulted in
very long APPs. In itself, the length of the exposure draft is not of concern: short does
not always mean simple or easy to understand. However, the committee is concerned
that many submitters stated that the APPs are complex, dense, and difficult to
understand. In particular, the committee has noted the view of the Office of the
Privacy Commissioner (now the Office of the Australian Information Commissioner)
that the APPs should be simplified to improve clarity. The committee considers that
this is a significant issue: without clarity, agencies and organisations may find it
difficult to comply with their privacy obligations and individuals may not understand
how their privacy is protected. As a consequence, the committee has made
recommendations to simplify the structure of the APPs, and to improve clarity.

17.6  Evidence received by the committee expressed the opinion that there had been
a diminution of privacy protections in some instances. The committee has noted the
comments of the Department of the Prime Minister and Cabinet that 'the comments in
a lot of the submissions are really around alternative ways of how it might have been
done' but the approach taken has not led to any diminution of protections for privacy
in Australia. The department also pointed to particular examples of enhanced
protections, for example the expansion to Commonwealth agencies of the cross-border
disclosure of personal information principle (APP 8).°

17.7  While it is the case that there are alternative approaches to the way the
principles could be framed, the committee was concerned that there may be some
instances where privacy protection may have been inadvertently compromised, for
example, APP 3 (collection of solicited information). Therefore, the committee has
recommended the re-consideration of some principles to ensure that privacy
protections are not diminished. However, on balance, the committee considers that
privacy protections have not been weakened and welcomes the enhancement of the
privacy regime through the new principles for open and transparent management of

4 Professor Rosalind Croucher, President, ALRC, Committee Hansard, 25 November 2010, p. 5.

5 Ms Joan Sheedy, Department of the Prime Minister and Cabinet, Committee Hansard, 25
November 2010, p. 13.
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personal information and cross-border disclosure, more specific regulation of direct
marketing activities and restrictions on the use of government issued identifiers.

17.8 A further matter of concern to submitters was the number of exceptions
contained in some of the principles. Submitters commented that a large number of
exceptions can undermine the privacy regime and limit accountability. The committee
considers that in formulating a single set of privacy principles, that it was perhaps
unavoidable that a large number of exceptions were required. However, in light of the
concerns raised about the complexity of the APPs the committee has recommended
that consideration be given to the suggestion that agency specific matters be dealt with
in portfolio legislation. The committee also notes that guidance will be provided by
the Office of the Australian Information Commissioner in relation to a range of
exceptions. The committee considers that guidance will ensure that exceptions are
used appropriately.

17.9  The committee considers that it is important that entities have in place internal
policies and practices that enable compliance with the privacy principles. The new
requirements for privacy policies will enable individuals to access additional
information in relation to complaint handling processes and the countries where
personal information is transferred to overseas recipients. There was considerable
comment from organisations about these requirements and the compliance burden that
may arise. The committee acknowledges that in some instances the compliance burden
may increase however, the committee is of the view that the benefits of the additional
requirements outweigh the compliance costs. In addition, the committee notes that
many principles include a ‘'reasonableness' test for the matters or steps to be
undertaken and, in some principles, the test also provides that no steps need be taken
If it is reasonable in the circumstances. The committee considers that these provisions
provide entities with sufficient flexibility in complying with the privacy regime.

17.10 In conclusion, the committee considers that notwithstanding the
recommendations made by the committee, the APPs contained in the exposure draft
reflect the intent of the ALRC review and the needs of the Government to ensure that
standards are in place to address the risk of harm from the inappropriate collection,
use and disclosure of personal information and to meet the expectations of individuals
that personal information will be handled appropriately. The APPs also address
community concerns arising from the cross-border disclosure of personal information
and balance the public's and the individual's interest in efficient and effective service
delivery and public safety.

Senator Helen Polley
Chair






APPENDIX 1

Submissions and Additional Information received by the

Committee
Submissions
1 Australian Law Reform Commission
2 National Australia Bank
3 Confidential
4 Office of the Guardian for Children and Young People
5 Office of the Victorian Privacy Commissioner
6 NAID-Australasia
7 Abacus Australian Mutuals
8 Australian Institute of Credit Management
9 Epworth Health Care
10 Coles Supermarkets Australia
11 Dr Colin Bennett
12 Australian Finance Conference
13 The Westpac Group
14 Microsoft Australia
15  Australian Bankers' Association
16  Google Australia and New Zealand
17 Insurance Council of Australia
18 Office of the Information Commissioner - Queensland
19  Telstra Corporation
20  Yahoo!7
21  Australian Association of National Advertisers
22 Australian Hotels Association
23 The Communications Council
24 Privacy Law Consulting Australia
25 Professor Graham Greenleaf and Mr Nigel Waters
26 Office of the Health Services Commissioner
27  Australian Direct Marketing Association
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28 Deliotte Touche Tohmatsu

29  Privacy NSW

30 Name Withheld

31 Law Council of Australia

3la  Supplementary Submission from the Law Council of Australia
32 Public Interest Advocacy Centre

33 Australian Privacy Foundation

34 Financial Services Council

35  Catholic Education Office - Archdiocese of Melbourne
36 Law Institute of Victoria

37  Australian Medical Association

38  Qantas Airways

39  Office of the Privacy Commissioner (now the Office of the Australian
Information Commissioner)

40  Obesity Policy Coalition

41 Internet Society of Australia

42  NSW Department of Justice and Attorney General
43 Macquarie Telecom

44 Mr Rodney Lovell

45  Confidential

Additional Information

1 Background information provided by the Department of the Prime Minister and
Cabinet
2 Dr Normann Witzleb, Faculty of Law, Monash University 'Privacy: Exposure

Draft of the new Australian Privacy Principles — The first stage of reforms to
the Privacy Act 1988 (Cth)', Australian Business Law Review 39 (2011)

Answers to Questions on Notice

1 Australian Law Reform Commission: Answers to Questions on Notice
provided following the public hearing on 25 November 2010, dated 15 March
2011

2 Department of the Prime Minister and Cabinet: Answers to Questions on

Notice (questions 1 to 60) provided following the public hearing on 25
November 2010



APPENDIX 2

Public Hearing and Witnesses

Thursday, 25 November 2010
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Senator Mitch Fifield (Deputy Chair)
Senator the Hon Brett Mason

Witnesses

Australian Law Reform Commission via teleconference

Professor Rosalind Croucher, President
Mr Bruce Alston, Senior Legal Officer

Department of the Prime Minister and Cabinet

Ms Philippa Lynch, First Assistant Secretary Government Division
Ms Joan Sheedy, Assistant Secretary, Privacy and FOI Policy Branch
Mr Colin Minihan, Senior Advisor, Privacy and FOI Policy Branch
Ms Janine Ward, Senior Advisor, Privacy and FOI Policy Branch






APPENDIX 3

Information Privacy Principles and National Privacy
Principles

Information Privacy Principles (Privacy Act 1988, section 14)

Principle 1

Manner and purpose of collection of personal information

1. Personal information shall not be collected by a collector for inclusion in a record or in a
generally available publication unless:

(@) the information is collected for a purpose that is a lawful purpose directly related to
a function or activity of the collector; and

(b) the collection of the information is necessary for or directly related to that purpose.

2. Personal information shall not be collected by a collector by unlawful or unfair means.

Principle 2

Solicitation of personal information from individual concerned

Where:

() acollector collects personal information for inclusion in a record or in a generally
available publication; and

(b) the information is solicited by the collector from the individual concerned;

the collector shall take such steps (if any) as are, in the circumstances, reasonable to
ensure that, before the information is collected or, if that is not practicable, as soon as
practicable after the information is collected, the individual concerned is generally aware
of:

(c) the purpose for which the information is being collected:;

(d) if the collection of the information is authorised or required by or under law—the
fact that the collection of the information is so authorised or required; and

(e) any person to whom, or any body or agency to which, it is the collector’s usual
practice to disclose personal information of the kind so collected, and (if known by
the collector) any person to whom, or any body or agency to which, it is the usual
practice of that first-mentioned person, body or agency to pass on that information.

Principle 3

Solicitation of personal information generally

Where:

(@) acollector collects personal information for inclusion in a record or in a generally
available publication; and

(b) the information is solicited by the collector;
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the collector shall take such steps (if any) as are, in the circumstances, reasonable to
ensure that, having regard to the purpose for which the information is collected:

(c) the information collected is relevant to that purpose and is up to date and complete;
and

(d) the collection of the information does not intrude to an unreasonable extent upon
the personal affairs of the individual concerned.

Principle 4

Storage and security of personal information

A record-keeper who has possession or control of a record that contains personal
information shall ensure:

(a) that the record is protected, by such security safeguards as it is reasonable in the
circumstances to take, against loss, against unauthorised access, use, modification
or disclosure, and against other misuse; and

(b) that if it is necessary for the record to be given to a person in connection with the
provision of a service to the record-keeper, everything reasonably within the power
of the record-keeper is done to prevent unauthorised use or disclosure of
information contained in the record.

Principle 5
Information relating to records kept by record-keeper

1. A record-keeper who has possession or control of records that contain personal
information shall, subject to clause 2 of this Principle, take such steps as are, in the
circumstances, reasonable to enable any person to ascertain:

(a) whether the record-keeper has possession or control of any records that contain
personal information; and

(b) if the record-keeper has possession or control of a record that contains such
information:

(i) the nature of that information;
(i) the main purposes for which that information is used; and

(iii) the steps that the person should take if the person wishes to obtain access to
the record.

2. A record-keeper is not required under clause 1 of this Principle to give a person
information if the record-keeper is required or authorised to refuse to give that
information to the person under the applicable provisions of any law of the
Commonwealth that provides for access by persons to documents.

3. A record-keeper shall maintain a record setting out:

() the nature of the records of personal information kept by or on behalf of the
record-keeper;

(b) the purpose for which each type of record is kept;

(c) the classes of individuals about whom records are kept;

(d) the period for which each type of record is kept;

(e) the persons who are entitled to have access to personal information contained in the
records and the conditions under which they are entitled to have that access; and

(f) the steps that should be taken by persons wishing to obtain access to that
information.
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4. A record-keeper shall:
(a) make the record maintained under clause 3 of this Principle available for inspection
by members of the public; and
(b) give the Commissioner, in the month of June in each year, a copy of the record so
maintained.

Principle 6

Access to records containing personal information

Where a record-keeper has possession or control of a record that contains personal
information, the individual concerned shall be entitled to have access to that record,
except to the extent that the record-keeper is required or authorised to refuse to provide
the individual with access to that record under the applicable provisions of any law of the
Commonwealth that provides for access by persons to documents.

Principle 7
Alteration of records containing personal information

1. A record-keeper who has possession or control of a record that contains personal
information shall take such steps (if any), by way of making appropriate corrections,
deletions and additions as are, in the circumstances, reasonable to ensure that the record:

(a) is accurate; and

(b) is, having regard to the purpose for which the information was collected or is to be
used and to any purpose that is directly related to that purpose, relevant, up to date,
complete and not misleading.

2. The obligation imposed on a record-keeper by clause 1 is subject to any applicable
limitation in a law of the Commonwealth that provides a right to require the correction or
amendment of documents.

3. Where:
(a) the record-keeper of a record containing personal information is not willing to
amend that record, by making a correction, deletion or addition, in accordance with
a request by the individual concerned; and
(b) no decision or recommendation to the effect that the record should be amended
wholly or partly in accordance with that request has been made under the
applicable provisions of a law of the Commonwealth;
the record-keeper shall, if so requested by the individual concerned, take such steps (if
any) as are reasonable in the circumstances to attach to the record any statement provided
by that individual of the correction, deletion or addition sought.
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Principle 8
Record-keeper to check accuracy etc. of personal information
before use

A record-keeper who has possession or control of a record that contains personal
information shall not use that information without taking such steps (if any) as are, in the
circumstances, reasonable to ensure that, having regard to the purpose for which the
information is proposed to be used, the information is accurate, up to date and complete.

Principle 9
Personal information to be used only for relevant purposes

A record-keeper who has possession or control of a record that contains personal
information shall not use the information except for a purpose to which the information
is relevant.

Principle 10

Limits on use of personal information

1. A record-keeper who has possession or control of a record that contains personal
information that was obtained for a particular purpose shall not use the information for
any other purpose unless:

(a) the individual concerned has consented to use of the information for that other
purpose;

(b) the record-keeper believes on reasonable grounds that use of the information for
that other purpose is necessary to prevent or lessen a serious and imminent threat to
the life or health of the individual concerned or another person;

(c) use of the information for that other purpose is required or authorised by or under
law;

(d) use of the information for that other purpose is reasonably necessary for
enforcement of the criminal law or of a law imposing a pecuniary penalty, or for
the protection of the public revenue; or

(e) the purpose for which the information is used is directly related to the purpose for
which the information was obtained.

2. Where personal information is used for enforcement of the criminal law or of a law
imposing a pecuniary penalty, or for the protection of the public revenue, the
record-keeper shall include in the record containing that information a note of that use.

Principle 11
Limits on disclosure of personal information

1. A record-keeper who has possession or control of a record that contains personal
information shall not disclose the information to a person, body or agency (other than the
individual concerned) unless:
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() the individual concerned is reasonably likely to have been aware, or made aware
under Principle 2, that information of that kind is usually passed to that person,
body or agency;

(b) the individual concerned has consented to the disclosure;

(c) the record-keeper believes on reasonable grounds that the disclosure is necessary to
prevent or lessen a serious and imminent threat to the life or health of the
individual concerned or of another person;

(d) the disclosure is required or authorised by or under law; or

(e) the disclosure is reasonably necessary for the enforcement of the criminal law or of
a law imposing a pecuniary penalty, or for the protection of the public revenue.

2. Where personal information is disclosed for the purposes of enforcement of the criminal
law or of a law imposing a pecuniary penalty, or for the purpose of the protection of the
public revenue, the record-keeper shall include in the record containing that information
a note of the disclosure.

3. A person, body or agency to whom personal information is disclosed under clause 1 of
this Principle shall not use or disclose the information for a purpose other than the
purpose for which the information was given to the person, body or agency.



260

National Privacy Principles (Privacy Act 1988, Schedule 3)

1 Collection

1.1 An organisation must not collect personal information unless the information is
necessary for one or more of its functions or activities.

1.2 An organisation must collect personal information only by lawful and fair means and not
in an unreasonably intrusive way.

1.3 At or before the time (or, if that is not practicable, as soon as practicable after) an
organisation collects personal information about an individual from the individual, the
organisation must take reasonable steps to ensure that the individual is aware of:

(a) the identity of the organisation and how to contact it; and

(b) the fact that he or she is able to gain access to the information; and

(c) the purposes for which the information is collected; and

(d) the organisations (or the types of organisations) to which the organisation usually
discloses information of that kind; and

(e) any law that requires the particular information to be collected; and

(f) the main consequences (if any) for the individual if all or part of the information is
not provided.

1.4 If it is reasonable and practicable to do so, an organisation must collect personal
information about an individual only from that individual.

1.5 If an organisation collects personal information about an individual from someone else, it
must take reasonable steps to ensure that the individual is or has been made aware of the
matters listed in subclause 1.3 except to the extent that making the individual aware of
the matters would pose a serious threat to the life or health of any individual.

2 Use and disclosure

2.1 An organisation must not use or disclose personal information about an individual for a
purpose (the secondary purpose) other than the primary purpose of collection unless:
() both of the following apply:

(i) the secondary purpose is related to the primary purpose of collection and, if
the personal information is sensitive information, directly related to the
primary purpose of collection;

(ii) the individual would reasonably expect the organisation to use or disclose the
information for the secondary purpose; or

(b) the individual has consented to the use or disclosure; or
(c) if the information is not sensitive information and the use of the information is for
the secondary purpose of direct marketing:

(i) itis impracticable for the organisation to seek the individual’s consent before
that particular use; and

(i) the organisation will not charge the individual for giving effect to a request by
the individual to the organisation not to receive direct marketing
communications; and

(iii) the individual has not made a request to the organisation not to receive direct
marketing communications; and

(iv) in each direct marketing communication with the individual, the organisation
draws to the individual’s attention, or prominently displays a notice, that he or
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(d)

(€)

(ea)

()

(9)
(h)

she may express a wish not to receive any further direct marketing
communications; and

(v) each written direct marketing communication by the organisation with the
individual (up to and including the communication that involves the use) sets
out the organisation’s business address and telephone number and, if the
communication with the individual is made by fax, telex or other electronic
means, a number or address at which the organisation can be directly
contacted electronically; or

if the information is health information and the use or disclosure is necessary for
research, or the compilation or analysis of statistics, relevant to public health or
public safety:

(i) itis impracticable for the organisation to seek the individual’s consent before
the use or disclosure; and

(ii) the use or disclosure is conducted in accordance with guidelines approved by
the Commissioner under section 95A for the purposes of this subparagraph;
and

(iii) in the case of disclosure—the organisation reasonably believes that the
recipient of the health information will not disclose the health information, or
personal information derived from the health information; or

the organisation reasonably believes that the use or disclosure is necessary to lessen

or prevent:

(i) aserious and imminent threat to an individual’s life, health or safety; or

(ii) a serious threat to public health or public safety; or

if the information is genetic information and the organisation has obtained the

genetic information in the course of providing a health service to the individual:

(i) the organisation reasonably believes that the use or disclosure is necessary to
lessen or prevent a serious threat to the life, health or safety (whether or not
the threat is imminent) of an individual who is a genetic relative of the
individual to whom the genetic information relates; and

(ii) the use or disclosure is conducted in accordance with guidelines approved by
the Commissioner under section 95AA for the purposes of this subparagraph;
and

(iii) in the case of disclosure—the recipient of the genetic information is a genetic
relative of the individual; or

the organisation has reason to suspect that unlawful activity has been, is being or

may be engaged in, and uses or discloses the personal information as a necessary
part of its investigation of the matter or in reporting its concerns to relevant persons
or authorities; or

the use or disclosure is required or authorised by or under law; or

the organisation reasonably believes that the use or disclosure is reasonably

necessary for one or more of the following by or on behalf of an enforcement body:

(i) the prevention, detection, investigation, prosecution or punishment of criminal
offences, breaches of a law imposing a penalty or sanction or breaches of a
prescribed law;

(ii) the enforcement of laws relating to the confiscation of the proceeds of crime;

(iii) the protection of the public revenue;

(iv) the prevention, detection, investigation or remedying of seriously improper
conduct or prescribed conduct;

(v) the preparation for, or conduct of, proceedings before any court or tribunal, or
implementation of the orders of a court or tribunal.

Note 1: It is not intended to deter organisations from lawfully co-operating with agencies performing law

enforcement functions in the performance of their functions.
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Note 2:  Subclause 2.1 does not override any existing legal obligations not to disclose personal
information. Nothing in subclause 2.1 requires an organisation to disclose personal information;
an organisation is always entitled not to disclose personal information in the absence of a legal
obligation to disclose it.

Note 3:  An organisation is also subject to the requirements of National Privacy Principle 9 if it transfers
personal information to a person in a foreign country.

2.2 If an organisation uses or discloses personal information under paragraph 2.1(h), it must
make a written note of the use or disclosure.

2.3 Subclause 2.1 operates in relation to personal information that an organisation that is a
body corporate has collected from a related body corporate as if the organisation’s
primary purpose of collection of the information were the primary purpose for which the
related body corporate collected the information.

2.4 Despite subclause 2.1, an organisation that provides a health service to an individual may
disclose health information about the individual to a person who is responsible for the
individual if:

(a) the individual:
(1) is physically or legally incapable of giving consent to the disclosure; or
(ii) physically cannot communicate consent to the disclosure; and

(b) a natural person (the carer) providing the health service for the organisation is
satisfied that either:

(i) the disclosure is necessary to provide appropriate care or treatment of the
individual; or
(ii) the disclosure is made for compassionate reasons; and
(c) the disclosure is not contrary to any wish:

(i) expressed by the individual before the individual became unable to give or
communicate consent; and

(ii) of which the carer is aware, or of which the carer could reasonably be
expected to be aware; and

(d) the disclosure is limited to the extent reasonable and necessary for a purpose
mentioned in paragraph (b).

2.5 For the purposes of subclause 2.4, a person is responsible for an individual if the person
is:

() a parent of the individual; or
(b) a child or sibling of the individual and at least 18 years old; or
(c) aspouse or de facto partner of the individual; or

(d) arelative of the individual, at least 18 years old and a member of the individual’s
household; or

(e) aguardian of the individual; or

(f) exercising an enduring power of attorney granted by the individual that is
exercisable in relation to decisions about the individual’s health; or

(9) a person who has an intimate personal relationship with the individual; or
(h) a person nominated by the individual to be contacted in case of emergency.

2.6 Insubclause 2.5:

child: without limiting who is a child of an individual for the purposes of this clause,
each of the following is the child of an individual:

(a) an adopted child, stepchild, exnuptial child or foster child of the individual; and

(b) someone who is a child of the individual within the meaning of the Family Law Act
1975.
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de facto partner has the meaning given by the Acts Interpretation Act 1901.

parent: without limiting who is a parent of an individual for the purposes of this clause,
someone is the parent of an individual if the individual is his or her child because of the
definition of child in this subclause.

relative of an individual means a grandparent, grandchild, uncle, aunt, nephew or niece,
of the individual.

sibling of an individual includes a half-brother, half-sister, adoptive brother, adoptive
sister, step-brother, step-sister, foster-brother and foster-sister, of the individual.

stepchild: without limiting who is a stepchild of an individual for the purposes of this
clause, someone is the stepchild of an individual if he or she would be the individual’s
stepchild except that the individual is not legally married to the individual’s de facto
partner.

2.7 For the purposes of the definition of relative in subclause 2.6, relationships to an
individual may also be traced to or through another individual who is:

(a) a de facto partner of the first individual; or
(b) the child of the first individual because of the definition of child in that subclause.

2.8 For the purposes of the definition of sibling in subclause 2.6, an individual is also a
sibling of another individual if a relationship referred to in that definition can be traced
through a parent of either or both of them.

3 Data quality

An organisation must take reasonable steps to make sure that the personal information it
collects, uses or discloses is accurate, complete and up-to-date.

4 Data security

4.1 An organisation must take reasonable steps to protect the personal information it holds
from misuse and loss and from unauthorised access, modification or disclosure.

4.2 An organisation must take reasonable steps to destroy or permanently de-identify
personal information if it is no longer needed for any purpose for which the information
may be used or disclosed under National Privacy Principle 2.

5 Openness

5.1 An organisation must set out in a document clearly expressed policies on its management
of personal information. The organisation must make the document available to anyone
who asks for it.

5.2 On request by a person, an organisation must take reasonable steps to let the person
know, generally, what sort of personal information it holds, for what purposes, and how
it collects, holds, uses and discloses that information.

6 Access and correction

6.1 If an organisation holds personal information about an individual, it must provide the
individual with access to the information on request by the individual, except to the
extent that:

() in the case of personal information other than health information—providing access
would pose a serious and imminent threat to the life or health of any individual; or
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6.2

6.3

6.4

6.5

6.6

(b) in the case of health information—providing access would pose a serious threat to
the life or health of any individual; or

(c) providing access would have an unreasonable impact upon the privacy of other
individuals; or

(d) the request for access is frivolous or vexatious; or

(e) the information relates to existing or anticipated legal proceedings between the
organisation and the individual, and the information would not be accessible by the
process of discovery in those proceedings; or

(f) providing access would reveal the intentions of the organisation in relation to
negotiations with the individual in such a way as to prejudice those negotiations; or

(g) providing access would be unlawful; or

(h) denying access is required or authorised by or under law; or

(i) providing access would be likely to prejudice an investigation of possible unlawful
activity; or

(j) providing access would be likely to prejudice:

(i) the prevention, detection, investigation, prosecution or punishment of criminal
offences, breaches of a law imposing a penalty or sanction or breaches of a
prescribed law; or

(i) the enforcement of laws relating to the confiscation of the proceeds of crime;
or

(iii) the protection of the public revenue; or

(iv) the prevention, detection, investigation or remedying of seriously improper
conduct or prescribed conduct; or

(v) the preparation for, or conduct of, proceedings before any court or tribunal, or
implementation of its orders;

by or on behalf of an enforcement body; or

(k) an enforcement body performing a lawful security function asks the organisation
not to provide access to the information on the basis that providing access would be
likely to cause damage to the security of Australia.

However, where providing access would reveal evaluative information generated within
the organisation in connection with a commercially sensitive decision-making process,
the organisation may give the individual an explanation for the commercially sensitive
decision rather than direct access to the information.

Note: An organisation breaches subclause 6.1 if it relies on subclause 6.2 to give an individual an
explanation for a commercially sensitive decision in circumstances where subclause 6.2 does not

apply.

If the organisation is not required to provide the individual with access to the information
because of one or more of paragraphs 6.1(a) to (k) (inclusive), the organisation must, if
reasonable, consider whether the use of mutually agreed intermediaries would allow
sufficient access to meet the needs of both parties.

If an organisation charges for providing access to personal information, those charges:
(&) must not be excessive; and
(b) must not apply to lodging a request for access.

If an organisation holds personal information about an individual and the individual is
able to establish that the information is not accurate, complete and up-to-date, the
organisation must take reasonable steps to correct the information so that it is accurate,
complete and up-to-date.

If the individual and the organisation disagree about whether the information is accurate,
complete and up-to-date, and the individual asks the organisation to associate with the
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information a statement claiming that the information is not accurate, complete or
up-to-date, the organisation must take reasonable steps to do so.

6.7 An organisation must provide reasons for denial of access or a refusal to correct personal
information.

7 ldentifiers

7.1 An organisation must not adopt as its own identifier of an individual an identifier of the
individual that has been assigned by:
(a) an agency; or
(b) an agent of an agency acting in its capacity as agent; or
(c) acontracted service provider for a Commonwealth contract acting in its capacity as
contracted service provider for that contract.

7.1A However, subclause 7.1 does not apply to the adoption by a prescribed organisation of a
prescribed identifier in prescribed circumstances.

Note: There are prerequisites that must be satisfied before those matters are prescribed: see subsection
100(2).

7.2 An organisation must not use or disclose an identifier assigned to an individual by an
agency, or by an agent or contracted service provider mentioned in subclause 7.1, unless:
() the use or disclosure is necessary for the organisation to fulfil its obligations to the
agency; or
(b) one or more of paragraphs 2.1(e) to 2.1(h) (inclusive) apply to the use or
disclosure; or
(c) the use or disclosure is by a prescribed organisation of a prescribed identifier in
prescribed circumstances.
Note: There are prerequisites that must be satisfied before the matters mentioned in paragraph (c) are

prescribed: see subsections 100(2)
and (3).

7.3 In this clause:

identifier includes a number assigned by an organisation to an individual to identify
uniquely the individual for the purposes of the organisation’s operations. However, an
individual’s name or ABN (as defined in the A New Tax System (Australian Business
Number) Act 1999) is not an identifier.

8 Anonymity

Wherever it is lawful and practicable, individuals must have the option of not identifying
themselves when entering transactions with an organisation.

9 Transborder data flows

An organisation in Australia or an external Territory may transfer personal information
about an individual to someone (other than the organisation or the individual) who is in a
foreign country only if:

(a) the organisation reasonably believes that the recipient of the information is subject
to a law, binding scheme or contract which effectively upholds principles for fair
handling of the information that are substantially similar to the National Privacy
Principles; or

(b) the individual consents to the transfer; or
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(c) the transfer is necessary for the performance of a contract between the individual
and the organisation, or for the implementation of pre-contractual measures taken
in response to the individual’s request; or

(d) the transfer is necessary for the conclusion or performance of a contract concluded
in the interest of the individual between the organisation and a third party; or

(e) all of the following apply:
(i) the transfer is for the benefit of the individual;
(i) itis impracticable to obtain the consent of the individual to that transfer;
(iii) if it were practicable to obtain such consent, the individual would be likely to
give it; or
(f) the organisation has taken reasonable steps to ensure that the information which it

has transferred will not be held, used or disclosed by the recipient of the
information inconsistently with the National Privacy Principles.

10 Sensitive information

10.1 An organisation must not collect sensitive information about an individual unless:
(@) the individual has consented; or
(b) the collection is required by law; or

(c) the collection is necessary to prevent or lessen a serious and imminent threat to the
life or health of any individual, where the individual whom the information
concerns:

(i) is physically or legally incapable of giving consent to the collection; or
(ii) physically cannot communicate consent to the collection; or

(d) if the information is collected in the course of the activities of a non-profit
organisation—the following conditions are satisfied:

(i) the information relates solely to the members of the organisation or to
individuals who have regular contact with it in connection with its activities;

(ii) at or before the time of collecting the information, the organisation undertakes
to the individual whom the information concerns that the organisation will not
disclose the information without the individual’s consent; or

(e) the collection is necessary for the establishment, exercise or defence of a legal or
equitable claim.

10.2 Despite subclause 10.1, an organisation may collect health information about an
individual if:
() the information is necessary to provide a health service to the individual; and
(b) the information is collected:
(i) as required or authorised by or under law (other than this Act); or

(i) in accordance with rules established by competent health or medical bodies
that deal with obligations of professional confidentiality which bind the
organisation.

10.3 Despite subclause 10.1, an organisation may collect health information about an
individual if:
(@) the collection is necessary for any of the following purposes:
(i) research relevant to public health or public safety;

(ii) the compilation or analysis of statistics relevant to public health or public
safety;

(iif) the management, funding or monitoring of a health service; and
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(b) that purpose cannot be served by the collection of information that does not
identify the individual or from which the individual’s identity cannot reasonably be
ascertained; and

(c) it is impracticable for the organisation to seek the individual’s consent to the
collection; and

(d) the information is collected:

(i) as required by law (other than this Act); or
(if) inaccordance with rules established by competent health or medical bodies
that deal with obligations of professional confidentiality which bind the
organisation; or
(iif) in accordance with guidelines approved by the Commissioner under
section 95A for the purposes of this subparagraph.

10.4 If an organisation collects health information about an individual in accordance with
subclause 10.3, the organisation must take reasonable steps to permanently de-identify
the information before the organisation discloses it.

10.5 In this clause:

non-profit organisation means a non-profit organisation that has only racial, ethnic,
political, religious, philosophical, professional, trade, or trade union aims.
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EXPOSURE DRAFT

Australian Privacy Principles Part A
Introduction Divisien 1

Section 1

Part A—Australian Privacy Principles
Division 1—Introduction

1 Guide to this Part

Cheerview

This Part zatz out the Australian Privacy Principles,

Rivision 2 sels oul principles that require entities w consider the
privacy of personal information, including ensuring that entities

manage personal information in an open and transparent way,

Dhvision 3 sets oul principles that deal with the collection of
personal information including unsalicited personal information.

Division 4 sets out principles about how entities deal with personal
information. The Division includes principles about the use and
disclosure of personal information.

Division 5 sels oul principles about the integrity of personal
information. The Division includes principles about the quality and
security of personal information,

Diivision 6 sets out principles that deal with requests for access to,
and the correction of, personal information.

Australian Privacy Principles
The Australian Privacy Principles are;

Australian Privacy Principle 1—open and transparent
management of personal information

Australian Privecy Principle 2—anonymity and pseudonymity

Ausrealimn Privacy Principles 1
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EXPOSURE DRAFT

Part A Australian Privacy Principles
Division 1 Introduction

Section 1

Australian Privacy Principle 3—collection of solicited
personal information

Australian Privacy Principle 4—receiving unsolicited personal
information

Australian Privacy Principle 5—notification of the collection
of personal information

Australian Privacy Principle 6—use or disclosure of personal
information

Australian Privacy Principle 7—direct marketing

Australian Privacy Principle 8—cross-border diselosure of
personal information

Australian Privacy Principle 9—adoption, use or disclosure of
government related identifiers

Australian Privacy Principle 10—quality of personal
information

Australian Privacy Principle 11—security of personal
information

Australian Privacy Principle 12—access to personal
information

Australian Privacy Principle 13—cormection of personal
information

s Ansfration Privocy Princlples
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EXPOSURE DRAFT

Australian Privacy Principles Part A
Consideration of personal information privacy Diviision 2

Section 2

Division 2—Consideration of personal information privacy

2 Australian Privacy Principle 1—open and transparent
management of personal information

Coect o principle 1s to ensuns that entities maana
(1) The obj f this principle i h iti ge
personal informabion 1n an opén and transparent way,

Compliance with the Australian Privacy Principles ere,

(2) An entity must take such steps as are reasonable in the
circumstances to implement practices, procedures and systems

relating to the entity’s functions and activities that;
(a) will ensure that the entity complies with the Australian
Privacy Principles; and
{b) will enable the entity to deal with inquiries or complaints
from individuals about the entity’s compliance with the
Australian Privacy Principles.

Privacy peficy

(3) An ::nLil}r st have a u]:a:rl}r cxprcg:-_r,:d and u]}-tcrndal;e I:IDli':]r' |:|;he.
privacy pelicy) about the management of personal information by
the: entity.

{(4) Without limiting subsection (3}, the privacy policy must contain
the: following information:

{a) the kinds of personal information that the entity collects and
holds;

(b) how the entity collects and holds personal information;

() the purposes for which the entity collects, holds, uses and
discloses personal information;

{d) how an individual may access personal information about the
individual that is held by the entity and seek the correction of
such information;

(=) how an individual may complain about an interference with
the privacy of the individual and how the entity will deal
with such a complaint;

Avestralion Privacy Principles A
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Part A Australian Privacy Principles
D¥ivision 2 Consideration of personal information privacy

Section 3

(f) whether the entity is likely to disclose personal information
Lo OVErseas recipients;

(g) ifthe entity is likely 1o disclose personal information to
overseas recipients—the countries in which such recipients

are likely to be located if it is practicable to specify those
countries in the privacy policy.

Avallability of privacy policy ete.

(3) An entity must take such steps as are reasonable in the
circumstances to make its privacy policy available;

(a) free of charge; and
{b) in such form as is appropriate.

(6) If an individual requests a copy of an entity’s privacy policy ina
particular form, the entity must take such steps as are reasonable in
the circumatances to give the individual a copy in that form.

3 Australian Privacy Principle 2—anonymity and pseudonymity

(1) Individuals must have the option of not identifving themselves, or
of using a pseudonym, when dealing with an entity.

(2) Subsection ( 1) does not apply if:
(a) an entity is required or authorized by or under an Australiamn
law, or an order of a court or tribunal, to deal with
individuals who have identified themselves: or

{b) it is impracticable for an entity to deal with individoals whes
have nol identified themselves.

4 Ansiralion Privacy Principles
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Australian Privacy Principles Part A
Collection of personal information Division 3

Section 4

Division 3—Collection of personal information

4 Australian Privacy Principle 3—collection of solicited personal
information

Personal information other than sensiiive information

(1) An entity must not eollect personal information (other than
sensitive information) unless the information is reasonably
necessary for, or directly related to, one or more of the entity's
functions or activities.

Sensitive information

(2) An entity must not collect sensitive information about an
individual unless:

{2) both of the following apply:

(i} the information is reasonably necessary for, or directly
related to, one or more of the entity’s functions or
activities;

(1i) the individual consents to the collection of the
information; or

(b) subsection (3) applies in relation fo the information.

iz subsection applies in relation to sensitive information about
{3) This subsecti [ la for b
an individual (the affected individual) if:

(a) the collection of the information is required or authorised by
or under an Australian laws, or an order of a court or tribunal;
or

(b)) both of the following apply:

(1) the entity reasonably believes that the collection of the
information is necessary to lessen or prevent a serious
threat to the life, health or safety of any individual, or to
public health or safety;

(ii} it is unreasonable or impracticable to obtain the affected
individual's consent to the collection; or

(¢} both of the following apply:

(i} the entity has reason to suspect that unlawful activity, or
misconduct of a serious nature, that relates to the

Awsirallan Privacy Privciples 5
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Part A Australian Privacy Principles
Division 3 Collection of personal information

Section 4

entity’s functions or activities has been, is being or may
be engaged in;

(ii) the entity reasonably believes that the collection of the
information i necessary in order for the entity to take
appropriate action in relation to the matter; or

{d) both of the following apply:

(i) the entity is an enforcement body;

{(ii) the entity reasonably believes that the collection of the
information i# reasonably necessary for, or directly
related to, one or more of the entity's functions or
activities; or

{e) both of the following apply:

(1) the entity is an agency;

(1) the entity reazonably believes that the collection of the
information is necessary for the entity’s diplomatiz or
consular funcions or activities; or

(f) the entity is the Defence Force and the entity reasonably
believes that the ccllection of the information is necessary for
any of the following cccurring nutside Australia:

(i) war or warliks operations;

(11} peaceleeping or peace enforcement;

i1ii) civil aid, humanitarian assistance, medical or civil
emergency or disaster relief; or

(g} both of the following apply:

(i) the entity reasonably believes that the collection of the
information is reasonably necessary to assist any enfity,
body or person to locate a persen wha has been reported
as missing;

(i1} the collection complies with the Australian Privacy
Rules made under paragraph 21(a); or

(h) both of the following apply:

(i) the information is collected by a non-profit argansation
and relates to the activities of the non-profit
organisation;

(ii} the information relates solely Lo the members of the
non-profit organisation, or to individuals who have

f Avstralion Privacy Principles
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Australian Privacy Ponciples Part A
Collection of personal information  Division 3

Section 5

regular contact with the organisation in connection with
its activities; or
(i) the collection of the information is reasonably necessary for
the establishment, exercise or defence of a legal or equitable
claim; or
(j) the collection of the information is reasonably necessary for
the purposes of a confidential alternative dispute resolution
PrOCess.

Means of collection

(4) An entity must collect personal information only by lawful and fair
means,

(5) An entity mnst collect personal information about an individual
only from the individual unless:

(a) il the entity is an agency——the entity is required or authorised
by or under an Australian law, or an order of a court or
tribunal, to collect the information other than from the
individual; or

(b} it is unreasonable or impracticable to do so.

Solicited personal information

(6) This principle applies to the collection of personal information that
is solicited by an entity.

5 Australian Privacy Principle 4—receiving unsolicited personal
information

(1) If
(a) an enfity receives personal information about an individual;
and
(b) the entity did not solicit the information;

the entity must, within a reasonable period of receiving the
information, determine whether or not the entity could have
collected the information under Australian Privacy Principle 3 if
the entity had solicited the information.

Aviraliger Privacy Principles ¥
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Part A Ausiralian Privacy Principles
Division 3 Collection of personal information

Section 6

(2) The entity may use or disclose the personal information for the
purposes of making the determination under subsection (1).

(3) Ifthe entity determines that the entity could have collzcted the
personal information, Australian Privacy Frinciples 3 to L3 apply
in relation to the irformation as if the entity had so collected the
information.

{4) If the entity determines that the entity could not have collected the
personal information, the entity must, as soon as practicable bul
only if it is lawtul and reasonable to do so:

(a) destroy the information; or
ib) ensure that the information is no longer personal information,

6 Australian Privacy Principle 5—notification of the collection of
personal information

(1} At or before the time or, if that is not practicable, as soon as
practicable after, an entity collects personal information about an
individual, the entity must take such steps (if any) as are reasonable
in the circumstancas:

{a) to notify the individual of such matters referred to in
subsection (2] as 15 reasonable in the circumstlances; or

(b} to otherwise ensure that the individual is aware of any such
miatters,

{2) The matters for the purposes of subsection (1) are as follows:
(a2} the identity snd contact details of the entity;
(b) if:
(i) the entity collects the personal information from
someore other than the individoal; or
(i) the individual may not be aware that the entity has
collected the personal information;
the fact that the entily so collects, or has collected, the
information and the circumstances of that collection;
ic) if the collection of the personal information is required or
authorised by or under an Australian law or an order ol a

eourt or tribunal—the fact that the collection is so required or
anthnrized [including the name of the Aunstealian law, or

& Arngrralion Prlvacy Principler
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Australiam Privacy Principles Part A
Collection of personal information  Division 3

Section 6

which order of a court or tribunal requires or authorises the
eollection):

(d) the purposes for which the entity collects the personal
information;

{e) the main consequences (if any) for the individual if all or part
of the personal information is not collected by the entity;

(f) any other entity, body or person, or the types of any other
entities, bodies or persons, to which the entity usually
discloses personal information of the kind collected by the
entity;

(g) that the entity’s privacy policy contains information about
how the individual may access the personal information
about the individual that is held by the entity and seck the
correction of such information;

(h) that the entity’s privacy policy contains information about
how the individual may complain about an interference with
the privacy of the individual and how the entity will deal
with such a complaint;

(i) whetlver the entity is likely to disclose the personal
information to overseas recipients;

(1) if the entity is likely to disclose the personal information to
overseas recipients—the countries in which such recipients
are likely to be located if it is practicable to specify those
countries in the notification or to otherwise make the
individual aware of them.

Arziraiian Privacy Principles L
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Part A Australian Privecy Principles
Dvivision 4 Dealing with personal information

section 7

Division 4—Dealing with personal information

T Australian Privacy Principle 6—use or disclosure of personal
information

e or disclosine

(1) If an entity holds personal information about an individual that was
collected for a particular purpose (the primary purpose), the entity
must ot use or discloss the information for another purpose (the
secordary purpose) unless:

{a) the individual has consented to the use or disclosure of the
information; or

(b) subsection (2) applies in relation o the use or disclosure of
the information.

Mobe: Augtralion Privocy Principle 8 sets out requirements for the disclosune
of pergonal information fo a perzon whe s nod in Australia.

{2) This subsection applies in relation to the use or disclosure of
persomal information abont an individual (the affected individnal)
iff:

(a) the affected individual would reasonably expect the entity to
use or disclose the information for the secondary purpose and
the secondary purpose is:

(1) if the information is sensitive information—directly
related to the primary purpose; or

(i) if the information is not sensitive information—related
to the primary purpose; or

(b) the use or disclosure of the information 15 required or
authorised by or under an Australian law, or an order of a
court or tribunal; or

(c) Both of the following apply:

(i) the entity reasonably believes that the use or disclosure
of the information is necessary to lessen or prevent a
serious threat to the life, health or safety of any
individual, or to public health or safety;

{ii} it is unreasonable or impracticable to obtain the affected
individual's consent to the use or disclosure; or

19 Avssralian Privacy Principles
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Australian Privacy Principles Part A
Dealing with personal information Division 4

Section 7

(d) both of the following apply:

{i) the entity has reason to suspect that unlawful activity, or
misconduct of a serious nature, that relates to the
entity's functions or activities has been, is being or may
be engaged in;

(i1) the entity reasonably believes that the use or disclosure
of the information is necessary for the entity to take
appropriate action in relation to the matter; or

(e) the entity reasonably believes that the use or disclosure of the
information is reasonably necessary for ong or more
enforcement related activities by, or on behalf of, an
enforcement body; or

(f) both of the following apply:

(1) the entity 15 an agency;

(ii) the entity reasonably believes that the use or disclosure
of the information is necessary for the entity’s
diplomatic or consular functions or activities; or

(g) both of the following apply:

(i} the entity reasonably believes that the use or disclosure

of the information is reasonably necessary to assist any
entity, body or person to locate a person who has been

reported as missing;
(ii) the use or disclosure complies with the Australian
Privacy Rules made under paragraph 21(h); or
(h) the use or disclosure of the information 18 reasonably
necessary for the establishment, exercise or defence of a legal
or equitable claim; or
(i) the use or disclosure of the information is reasonably
necessary for the purposes of a confidential alternative
dispute resolution process.

Written note af use or disclostire

(3) If an entity vses or discloses personal information in accordance
with paragraph (2)(e), the entity must make a written note of the
use of disclosure.

Anstralian Privacy Principles i
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Division 4 Dealing with personal infonmation

Section 8

Related bodies corporate

) If:
() an entity is a body corporate; and
(b)) the entity collects personal information from a related body
corporate;
this principle applies as if the entity’s primary purpose for the
collection of the information were the primary purpose for which
the related body corporate collected the information.

Exceprions

(5) This principle does not apply to the use or disclosure by an
organisation of:
{a) personal information for the purpose of direct marketing; or
(b) povernment related identifiers.

8 Australian Privacy Principle 7—direct marketing

Direct marketing

(1) If an organisation holds personal information about an individual,
the organisation must not use or disclose the information for the
purpose of direct marketing unless:

(a) if the information is sensitive information and paragraph (c)
does not apply—the individual has consented to the use or
disclosure of the information for that purpose; or

{b) if the information is not sensitive information and
paragraph (c) does not apply—subsection (2) or (3} applies in
relation to the use or disclosure of the information for that
purpose; or

(c) if:

{1} the organisation is a contracted service provider for a
Commonwealth contract; and
(i) the organisation collected the information for the
purpose of meeting (dircetly or indirectly) an obligation
under the contract;
the use or disclosure is necessary to meet (directly or
indirectly) an obligation under the contract.

f2 Anstralion Frivacy Principles
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Section 8

Mot A act o practice of an ogency may be trepted as an act or proctice of
af organisation,

Persongl informarion collected from the individual

(2) This subsection applies in relation to the use or disclosure by an
organisation of personal information about an individual for the
purpose of direct marketing if:

(a) the organisation collected the information from the
individual;, and

(b} the individual would reasonably expect the organisation to
use or disclose the information for that purpose; and

(c) the organisation provides & simple means by which the
individual may easily request not to receive direct marketing
communications from the organisation; and

(d) the individual has not made such a request to the
organisation.

Personal information collected from another person efc.

(3) This suksection applies in relation to the use or disclosure by an
organisation of personal information about an individual for the
purpose of direct marketing if;

(a) the organisation collected the information from:

(i) the individual and the individual would not reasonably
expect the organisation to use or disclose the
information for that purpose; or

(1} a person other than the individual; and

i(b) either:

(i} the individual has consented to the use or disclosure of
the information for that purpose; or

(i} it is impracticable to obtain that consent; and

{c) the organisation provides a simple means by which the
individual may easily request not to receive direct marketing
communications from the organisation; and

(d) ineach direct marketing communication with the individual:

(i} the organisation includes & prominent statement that the
individual may make such a request; or

Awsiralion Privacy Privciples i3
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Section B

(ii) the organisation otherwise draws the individual's
attention to the fact that the individual may make such a
request; and

(e) the individual has not made such a request to the
Organisation.

Individual may reguest nof fo receive direct marketing
I Cat oy el

(4) If an organisation uses or discloses personal information about an
individual for the purpose of direct marketing by the organisation,
or for the purpose of facilitating direct marketing by other
organisations, the individual may:

(a) if the organisation uses or discloses the information for the
purpose of direct marketing by the organisation—request not
to receive direct marketing communications from the
organisation; and

(b} il the organisation uses or discloses the information for the
purpose of facilitating direct marketing by other
organisations—request the organisation not to use or disclose
the information for thal purpose; and

(c) request the orgamisation to provide the organisalion’s source
of information.

(5) If an individual makes a request of a kind referred to in
subsection (4) to an organisation, the organisation:

(a) must not charge the individual for the making of, or to give
effect to, the request; and

(b} if the request is of a kind referred to in paragraph (4)(a) or
{(b)—must give effect to the request within a reasonable
period after the request is made; and

{c) if the request is of a kind referred to in paragraph (4)(c)—
must, within a reasonable period after the request is made,
notify the individual of the organisation’s source unless it is
impracticable or unreasonable to do so.

Interaction with other legisfation

(6) This principle does not apply to the extent that any of the following
apply:

4 Ansrralion Privecy Principles
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Section 9

(a) the Do Noi Call Register Act 2006,
(b) the Spam Act 2003;

(c) any other Act of the Commonwealth prescribed by the
regulations,

9 Australian Privacy Principle 8—cross-border disclosure of
personal information

(1) Before an entity discloses personal information about an individual
to @ person (the overseas recipicnr);

(2) who is not in Australia; and
(b)) who is not the entity or the individual;

the entity must take such steps as are reasonable in the
circumstances to ensure that the overseas recipient does not breach
the Australian Privacy Principles (other than Australian Privacy
Principle 1} in relation to the information.

(2) Subsection (1) does not apply to the disclosure of personal
information about an individual (the affected individual) by an
enfity to the overseas recipient if:

ia) the entity reasonably believes that:

(i) the overseas recipient of the information is subject to a
law, or binding scheine, that has the effect of protecting
the information in & way that, overall, is at least
subatantially similar to the way in which the Australian
Privacy Principles protect the information; and

(ii) there are mechanisms that the affected individual can
access to take action to enforce that protection of the
law or binding scheme; or

(k) both of the following apply:

(1) the entity expressly informs the affected individual that
il he or she consents to the disclosure of the
information, subsection (1) will not apply to the
disclosure;

(i1) after being so informed, the affected individual consents
to the disclosure; or

Anstralion Privacy Principles I3
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Section 9

(c) the disclosure of the information 18 required or authorised by
or under an Australian law, or an order of a court or tribunal;
or

i(d) each of the following applies:

(1) the entity is an agency;

(11} the disclosure of the information is required or
authorised by or under an international agreement
relating to information sharing;

(iii) Awustralia is a party to the international agreement; or

(e) both of the following apply:

(i) the entity reasonably believes that the disclosure of the
information is necessary to lessen or prevent a serigus
threat to the life, health or safety of any individual, or to
public health or safety;

(11} it 15 unreasonable or impracticable to obtain the affected
individual's consent to the disclosure; or

{f) both of the following apply:

(i) the entity has reason to suspect that unlawful activity, or
misconduct of a serious nature, that relates to the
entity’'s functions or activities has been, is being or may
be engaged in;

(ii) the entity reasonably believes that the disclosure of the
information is necessary for the entity to take
appropriate action in relation to the matter; or

(g) each of the following applies:

(1) the entity 15 an agency:

(it} the entity reasonably believes that the disclosure of the
information is reasonably necessary for one or more
enforcement related activities by, or on behalf of, an
enforcement body;

(iii) the overseas recipient is a body that performs functions,
or exercises powers, that are similar to those performed
or exercised by an enforcement body; or

(h) both of the following apply:

(1) the entity is an agency;

I Awtraliom Privacy Principles
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(1) the entity reasonably believes that the disclosure of the
information is necessary for the entity’s diplomatic ot

consular functions or activities; or
(i) the entity is the Defence Force and the entity reasonably

believes that the disclosure of the information is necessary
for amy of the following occuwrring outside Australia:

(1) war or warlike operations;
(ii) peacekeeping or peace enforcement;

(iii) eivil aid, humanitarian assistance, medical or civil
emergency or disaster relief.

10 Awstralian Privacy Principle 9—adoption, use or disclosure of
sovernment related identifiers

Adaption of government related ldentifiers

(1) An organisation must not adopt & govermment related identifier of
an individual as its own identifier of the individual unless:

(a) the adoption of the government related identifier is required
or authorised by or under an Australian law, or an order of a
couit or tribunal; or

{b) subsection (3) applies in relation to the adoption.

Mot Ao et or practice of an agency meay be freated as an sct or practicos of
B organisation,

Use ar disclosure of govermment related identifiers

{2) An organisation must not use or disclose a povernment related
identifier of an individual (the affected individual) unless:

(a) the use or disclosure of the government related identifier is
reasomably necessary fior the organisation to verify the
identity of the affected individual for the purposes of the
organisation’s activities or functions; or

(b) the use or disclosure of the government related identifier is
reasonably necessary for the organisation to fulfil its
obligations to an agency or a State or Territory anthority; or

(c) the use or disclosure of the government related identifier is
required or authorised by or under an Australian law, or an
order of a court or tribunal; or

Awsivaiian Privecy Principles 7
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(d) both of the following apply:

(i) the organisation reasomably believes that the nse or
disclosure of the government related identifier 15
necessary to lessen or prevent a serious threat to the life,
health or safety of any individual, or to public health or
safiety;

{11} it 15 unreasonable or impracticable to obtain the affected
individual's consent to the use or disclosure: or

{e) both of the following apply:

(1)} the organisation has reason to suspect that unlawtul
activity, or misconduct of a serious nature, that relates
to the organisation’s functions or activities has been, is
being or may be engaged in;

(i) the organisation reasonably believes that the use or
disclosure of the government related identifier is
necessary for the organisation to take appropriate action
in relation to the matter; or

(f) the organisation reasonably believes that the use or disclosure
of the government related identifier is reasonably necessary
for one or more enforcement related activities by, or on
behalf of, an enforcement body; or

(g) subsection (3) applies in relation o the use or disclosure,

Mote: An act or practice of 8n agency may be treated &s an act or practice of
an erganisation,

Repulations about adoption, use or disciosure

{3) This subsection applies in relation to the adoption, use or
dizclosure by an organisation of a government related identifier of
an individual if each of the following applies:

{a) the government related identifier is prescribed by the
regulations;

(b) the organisation is prescribed by the regulations, or is
included in a class of organisations prescribed by the
regulations;

{c) the adoption, use or disclosure occurs in the circumstances
prescribed by the regulations.
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Mote: There are prerequisites that must be satisfied befors the matters
mentioned in this subssclion are prescribed, see subsections 22(2) and

(3}
Government related identifier

(4) A government related identifier of an individeal is an identifier of
the individual that has been assigned by:

{a) amagency; or

(b} a State or Territory authority; or

{c) anagent of en agency, or a State or Territory authority, acting
in its capacity as agent; or

{(d) a contracted service provider for a Commonwealth contract,

or a State contract, acting in its capacity as contracted service
provider for that contract.

Ielentifier

(5) An identifier of an individual is a number, letter or symbol, or a

combination of any or all of those things, that is used to identify
the individual or to verify the identity of the individual.

(6) Despite subsection (5), none of the following is an idewrifier of an
individual;
ia) the individual’s name;
(k) the individual’s ABN (within the meaning of the 4 New Tax
Svatem (Australian Business Number) Aot 1905);
{¢) anything elsz preseribed by the regulations.

Awestrerdice Privacyr Privciples i
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Division 5—Integrity of personal information

11 Australian Privacy Principle 10—quality of personal information

(1) An entity must take such steps (if any) as are reasonable in the
circumstances to ensure that the personal information the entity
collects is accurate, up-to-date and complete.

(2) An entity must take such steps (if any) as are reasonable in the
circumstances to ensure that the personal information the entity
uses or discloses 18 accurate, up-to-date, complete and relevant.

12 Australian Privacy Principle 11-—security of personal
information

(1) If an entity holds personal information, the entity must take such
steps as are reasonable in the circumstances to protect the
information:

{(a) from misuse, interference and loss; and
(b)) from unauthorised access, modification or disclosure,

(2) 1t
i(a) an entity holds personal information about an individual; and
{b) the entity no longer needs the information for any purpose for
which the information may be used or disclosed by the entity
under this Division; and
(c) the entity is not required by or under an Australian law, or an
order of a court or tribunal, to refain the iInformation;
the entity must take such steps as are reasonable in the
circumstances to destroy the information or to ensure that the
information is no longer personal information.
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Division 6—Access to, and correction of, personal
information

13 Australian Privacy Principle 12—access to personal information

Access

(1) If an entity holds personal information about an individual, the
entity must, on request by the individual, give the individual access
to the information.

Exception fo accesi—agency

(2) If;
(@) the entity is an agency, and
{b) the entity is required or authorised to refose to give the
individual accesa to the personal information by or under:
(i) the Freedom of Information Act 1982; or
(i) any other Act of the Comimonwealth that provides for
access by persons to documents;
then, despite subsection (1), the entity is not required to give access
to the extent thal the entity 15 so required or authonsed.

Exception fo access—organisation

(3) IFfthe entity is an organisation then, despite subsection (1), the
entity 15 not required to give the individual access to the personal
information to the extent that:

(a) the enfity reasonably believes that giving access would pose
a serions threat to the life, health, or safety of any individual,
or to public health or public safety; or

(b) giving access would have an unreasomable impact on the
privacy of other individuals; or

(c) the request for access is frivolous or vexations; or

{d) the information:

(i) relates to existing or anticipated legal proceedings
between the entity and the individual, and
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(ii) would not be accessible by the process of discovery in
those proceedings; or

{2) giving access would reveal the intentions of the entity in
relation to negotiations with the individual in such a way as
to prejudice those negolialions; or

(f) giving access would be unlawful; or

(g) denying access is required or authorised by or under an
Australian law, or an order of a court or tribunal; or

(h) both of the following apply:

(1) the entity has reason to suspect that unlawful activity, or
misconduct of & serious nature, that relates to the
entity's functions or activitics has been, is being or may
be engaged in;

{ii) giving access would be likely to prejudice the taking of
appropriate action in relation to the matter; or

(i} giving access would be likely to prejudice one or more
enforcement related activities by or on behalf of an
enforcement body; or

(1) giving access would reveal evaluative information generated
within the entity in connection with a commercially sensitive
decision-making process.

Dealing with requests for access

(4) If an individual requests an entity to give aceess to personal
information about the individual, the entity must:
(2) respond to the request:

(i} if the entity is an agency-—within 30 days afier the
request is made; or

(11} if the entity is an organisation—within a reasonable
period after the request is made; and

(b) give access to the information in the manner requested by the
individual, if it is reasonable and practicable to do so.

(Xher means of access

(5) I
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(a) an individual requests an entity to give sccess o personal
inframatinn ahont the individoel: and

(b) the entity refuses:
(i) to give the individual access to the information becanse
nf subsestion (2 or (3 or

(ii) to give access to the information in the manner
requested by the individual;

the entity must take such steps (if any) as are reasonable in the
circumstances to give access to the irformation in a wey that meets
the needs of the entity and the individual.

(a) Witlwul lioitiog subsection (5, aueess may be given doougl die
use of a mutually agreed intzrmediary,

Azccess charpes

(M IE
{a) an entity 18 an agency; and
(b) an irdividual requests the entity to give access [0 persona
information about the individual;
the entity must not charge the individual for the making of the

reyquest or for givimg access W the information.

(8) If:
() an enbily i5 ag organisabion; and
(b) an irdividual requests the entity to give access Lo persona
information about the individual, and
(c) the entity charges the individual for giving access to the
information;
the charge must not be excessive and must not apply to the making
of the request.

Refuzal to provide access

(0) 14
i(a) an individual requests the entity to give access to personal
information about the individual; and
(k) the entity refuses:

Ansiraian Privacy Principles 23
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(i) to give the individual eccess to the information because
of subsection (2) or (3); or
(1) to give access to the information in the manner
requested by the individual;
the entity must, in writing;:

(c) pive reasons for the refusal sxcept to the extent that, having
regard to the grounds for the refusal, it would be
unreasonable to do so; and

(d) notfy the idividual of the mechanisms available to
complain axout the refusal; and

(2) Inform the Individual of any other mamer prescribed by the
regulations.

14 Australian Privacy Principle 13—correction of personal
information

Carreciion

I
(a) an entity helds personal infermatior about an individeal; and
(b)) either:

(i} the enfity is satistied that, having regard to a purpose for
which the information is held, the information =
inaccurate, ow-of-date, incomplete or rrelevant; or

(ii) the individual requests the entily to cowrect the
information;

ihe cntity must teke such steps (if any) as arc reasanable in the
circumstineces to correct hat information to ensurs that, having

regard to the purpose for which it is held, the information is
pecuTaie, up-io-dele, complete and relevant.

Dealing with requests for correcfion

(2) Ifan individual requests an entity to correct personal information
bout the individual, the zntity:
(a) must respond to the request:
(i) if the =ntity is an agency—within 30 days after the
request is made; or
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(ii) if the entity is an organisation—within a reasonable
period afler the request is made; and

(b) must not charge the individual for the making of the reqiest
or for correcting the information.

Notification of correction to third pavties

(3) If
(a) an entity corrects personal information about an individual
that the entity previonsly disclosed to another entity; and

i(b) the individual requests the entity to notify the other entify of
the correction;

the entity must take such steps (if any) as are reasonable in the
circumstances to give that notification unless it is impracticable or
unlawful to do so.

Refusal to correct information

(4) If:
(&) an individnal requests an entity to correct personal
information about the individual; and
(b) the entity refuses to comrect the information;
the entity must, in writing:
(c) pive reasons for the refusal except to the extent that it would
be unreasonakle to do so; and

(d) notify the individual of the mechanisms available to
complain about the refusal; and

{e) inform the individual of any other matter prescribed by the
regulations.

Reguest fo associate a statement

(5) If:
(a) an individual -equests an entity to correct personal
information about the individual; and
(b) the entity refises to correct the information; and
(c) the individual requests the entity to associate with the
information a staternent that the information is inaccurale,
out-of-date, ircomplete or imelevant;

Arvsrralicn Privacy Princlples 25
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the entity mmst take such steps as are reasonable in the
circumstances to associate the statement in such a way that will
make the statement apparent to users of the information.

{6) Ifan individual requests an entity to associate a statement with
personal information about the individual, the entity:
(a) must respond to the request:
() if the entity is an agency—mwithin 30 days after the
request is made; or
(1) if the entity is an organisation—within a reasonahle
period after the request is made; and
(b) must not charge the individual for the making of the request
or for associating the statement with the information.
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