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EXPOSURE DRAFT

Australian Privacy Principles Part A
Introduction Divisien 1

Section 1

Part A—Australian Privacy Principles
Division 1—Introduction

1 Guide to this Part

Cheerview

This Part zatz out the Australian Privacy Principles,

Rivision 2 sels oul principles that require entities w consider the
privacy of personal information, including ensuring that entities

manage personal information in an open and transparent way,

Dhvision 3 sets oul principles that deal with the collection of
personal information including unsalicited personal information.

Division 4 sets out principles about how entities deal with personal
information. The Division includes principles about the use and
disclosure of personal information.

Division 5 sels oul principles about the integrity of personal
information. The Division includes principles about the quality and
security of personal information,

Diivision 6 sets out principles that deal with requests for access to,
and the correction of, personal information.

Australian Privacy Principles
The Australian Privacy Principles are;

Australian Privacy Principle 1—open and transparent
management of personal information

Australian Privecy Principle 2—anonymity and pseudonymity

Ausrealimn Privacy Principles 1
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Part A Australian Privacy Principles
Division 1 Introduction

Section 1

Australian Privacy Principle 3—collection of solicited
personal information

Australian Privacy Principle 4—receiving unsolicited personal
information

Australian Privacy Principle 5—notification of the collection
of personal information

Australian Privacy Principle 6—use or disclosure of personal
information

Australian Privacy Principle 7—direct marketing

Australian Privacy Principle 8—cross-border diselosure of
personal information

Australian Privacy Principle 9—adoption, use or disclosure of
government related identifiers

Australian Privacy Principle 10—quality of personal
information

Australian Privacy Principle 11—security of personal
information

Australian Privacy Principle 12—access to personal
information

Australian Privacy Principle 13—cormection of personal
information

s Ansfration Privocy Princlples
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Australian Privacy Principles Part A
Consideration of personal information privacy Diviision 2

Section 2

Division 2—Consideration of personal information privacy

2 Australian Privacy Principle 1—open and transparent
management of personal information

Coect o principle 1s to ensuns that entities maana
(1) The obj f this principle i h iti ge
personal informabion 1n an opén and transparent way,

Compliance with the Australian Privacy Principles ere,

(2) An entity must take such steps as are reasonable in the
circumstances to implement practices, procedures and systems

relating to the entity’s functions and activities that;
(a) will ensure that the entity complies with the Australian
Privacy Principles; and
{b) will enable the entity to deal with inquiries or complaints
from individuals about the entity’s compliance with the
Australian Privacy Principles.

Privacy peficy

(3) An ::nLil}r st have a u]:a:rl}r cxprcg:-_r,:d and u]}-tcrndal;e I:IDli':]r' |:|;he.
privacy pelicy) about the management of personal information by
the: entity.

{(4) Without limiting subsection (3}, the privacy policy must contain
the: following information:

{a) the kinds of personal information that the entity collects and
holds;

(b) how the entity collects and holds personal information;

() the purposes for which the entity collects, holds, uses and
discloses personal information;

{d) how an individual may access personal information about the
individual that is held by the entity and seek the correction of
such information;

(=) how an individual may complain about an interference with
the privacy of the individual and how the entity will deal
with such a complaint;

Avestralion Privacy Principles A
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Part A Australian Privacy Principles
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Section 3

(f) whether the entity is likely to disclose personal information
Lo OVErseas recipients;

(g) ifthe entity is likely 1o disclose personal information to
overseas recipients—the countries in which such recipients

are likely to be located if it is practicable to specify those
countries in the privacy policy.

Avallability of privacy policy ete.

(3) An entity must take such steps as are reasonable in the
circumstances to make its privacy policy available;

(a) free of charge; and
{b) in such form as is appropriate.

(6) If an individual requests a copy of an entity’s privacy policy ina
particular form, the entity must take such steps as are reasonable in
the circumatances to give the individual a copy in that form.

3 Australian Privacy Principle 2—anonymity and pseudonymity

(1) Individuals must have the option of not identifving themselves, or
of using a pseudonym, when dealing with an entity.

(2) Subsection ( 1) does not apply if:
(a) an entity is required or authorized by or under an Australiamn
law, or an order of a court or tribunal, to deal with
individuals who have identified themselves: or

{b) it is impracticable for an entity to deal with individoals whes
have nol identified themselves.

4 Ansiralion Privacy Principles
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Australian Privacy Principles Part A
Collection of personal information Division 3

Section 4

Division 3—Collection of personal information

4 Australian Privacy Principle 3—collection of solicited personal
information

Personal information other than sensiiive information

(1) An entity must not eollect personal information (other than
sensitive information) unless the information is reasonably
necessary for, or directly related to, one or more of the entity's
functions or activities.

Sensitive information

(2) An entity must not collect sensitive information about an
individual unless:

{2) both of the following apply:

(i} the information is reasonably necessary for, or directly
related to, one or more of the entity’s functions or
activities;

(1i) the individual consents to the collection of the
information; or

(b) subsection (3) applies in relation fo the information.

iz subsection applies in relation to sensitive information about
{3) This subsecti [ la for b
an individual (the affected individual) if:

(a) the collection of the information is required or authorised by
or under an Australian laws, or an order of a court or tribunal;
or

(b)) both of the following apply:

(1) the entity reasonably believes that the collection of the
information is necessary to lessen or prevent a serious
threat to the life, health or safety of any individual, or to
public health or safety;

(ii} it is unreasonable or impracticable to obtain the affected
individual's consent to the collection; or

(¢} both of the following apply:

(i} the entity has reason to suspect that unlawful activity, or
misconduct of a serious nature, that relates to the

Awsirallan Privacy Privciples 5
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Part A Australian Privacy Principles
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Section 4

entity’s functions or activities has been, is being or may
be engaged in;

(ii) the entity reasonably believes that the collection of the
information i necessary in order for the entity to take
appropriate action in relation to the matter; or

{d) both of the following apply:

(i) the entity is an enforcement body;

{(ii) the entity reasonably believes that the collection of the
information i# reasonably necessary for, or directly
related to, one or more of the entity's functions or
activities; or

{e) both of the following apply:

(1) the entity is an agency;

(1) the entity reazonably believes that the collection of the
information is necessary for the entity’s diplomatiz or
consular funcions or activities; or

(f) the entity is the Defence Force and the entity reasonably
believes that the ccllection of the information is necessary for
any of the following cccurring nutside Australia:

(i) war or warliks operations;

(11} peaceleeping or peace enforcement;

i1ii) civil aid, humanitarian assistance, medical or civil
emergency or disaster relief; or

(g} both of the following apply:

(i) the entity reasonably believes that the collection of the
information is reasonably necessary to assist any enfity,
body or person to locate a persen wha has been reported
as missing;

(i1} the collection complies with the Australian Privacy
Rules made under paragraph 21(a); or

(h) both of the following apply:

(i) the information is collected by a non-profit argansation
and relates to the activities of the non-profit
organisation;

(ii} the information relates solely Lo the members of the
non-profit organisation, or to individuals who have

f Avstralion Privacy Principles
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Australian Privacy Ponciples Part A
Collection of personal information  Division 3

Section 5

regular contact with the organisation in connection with
its activities; or
(i) the collection of the information is reasonably necessary for
the establishment, exercise or defence of a legal or equitable
claim; or
(j) the collection of the information is reasonably necessary for
the purposes of a confidential alternative dispute resolution
PrOCess.

Means of collection

(4) An entity must collect personal information only by lawful and fair
means,

(5) An entity mnst collect personal information about an individual
only from the individual unless:

(a) il the entity is an agency——the entity is required or authorised
by or under an Australian law, or an order of a court or
tribunal, to collect the information other than from the
individual; or

(b} it is unreasonable or impracticable to do so.

Solicited personal information

(6) This principle applies to the collection of personal information that
is solicited by an entity.

5 Australian Privacy Principle 4—receiving unsolicited personal
information

(1) If
(a) an enfity receives personal information about an individual;
and
(b) the entity did not solicit the information;

the entity must, within a reasonable period of receiving the
information, determine whether or not the entity could have
collected the information under Australian Privacy Principle 3 if
the entity had solicited the information.

Aviraliger Privacy Principles ¥
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Part A Ausiralian Privacy Principles
Division 3 Collection of personal information

Section 6

(2) The entity may use or disclose the personal information for the
purposes of making the determination under subsection (1).

(3) Ifthe entity determines that the entity could have collzcted the
personal information, Australian Privacy Frinciples 3 to L3 apply
in relation to the irformation as if the entity had so collected the
information.

{4) If the entity determines that the entity could not have collected the
personal information, the entity must, as soon as practicable bul
only if it is lawtul and reasonable to do so:

(a) destroy the information; or
ib) ensure that the information is no longer personal information,

6 Australian Privacy Principle 5—notification of the collection of
personal information

(1} At or before the time or, if that is not practicable, as soon as
practicable after, an entity collects personal information about an
individual, the entity must take such steps (if any) as are reasonable
in the circumstancas:

{a) to notify the individual of such matters referred to in
subsection (2] as 15 reasonable in the circumstlances; or

(b} to otherwise ensure that the individual is aware of any such
miatters,

{2) The matters for the purposes of subsection (1) are as follows:
(a2} the identity snd contact details of the entity;
(b) if:
(i) the entity collects the personal information from
someore other than the individoal; or
(i) the individual may not be aware that the entity has
collected the personal information;
the fact that the entily so collects, or has collected, the
information and the circumstances of that collection;
ic) if the collection of the personal information is required or
authorised by or under an Australian law or an order ol a

eourt or tribunal—the fact that the collection is so required or
anthnrized [including the name of the Aunstealian law, or

& Arngrralion Prlvacy Principler
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Section 6

which order of a court or tribunal requires or authorises the
eollection):

(d) the purposes for which the entity collects the personal
information;

{e) the main consequences (if any) for the individual if all or part
of the personal information is not collected by the entity;

(f) any other entity, body or person, or the types of any other
entities, bodies or persons, to which the entity usually
discloses personal information of the kind collected by the
entity;

(g) that the entity’s privacy policy contains information about
how the individual may access the personal information
about the individual that is held by the entity and seck the
correction of such information;

(h) that the entity’s privacy policy contains information about
how the individual may complain about an interference with
the privacy of the individual and how the entity will deal
with such a complaint;

(i) whetlver the entity is likely to disclose the personal
information to overseas recipients;

(1) if the entity is likely to disclose the personal information to
overseas recipients—the countries in which such recipients
are likely to be located if it is practicable to specify those
countries in the notification or to otherwise make the
individual aware of them.

Arziraiian Privacy Principles L
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Part A Australian Privecy Principles
Dvivision 4 Dealing with personal information

section 7

Division 4—Dealing with personal information

T Australian Privacy Principle 6—use or disclosure of personal
information

e or disclosine

(1) If an entity holds personal information about an individual that was
collected for a particular purpose (the primary purpose), the entity
must ot use or discloss the information for another purpose (the
secordary purpose) unless:

{a) the individual has consented to the use or disclosure of the
information; or

(b) subsection (2) applies in relation o the use or disclosure of
the information.

Mobe: Augtralion Privocy Principle 8 sets out requirements for the disclosune
of pergonal information fo a perzon whe s nod in Australia.

{2) This subsection applies in relation to the use or disclosure of
persomal information abont an individual (the affected individnal)
iff:

(a) the affected individual would reasonably expect the entity to
use or disclose the information for the secondary purpose and
the secondary purpose is:

(1) if the information is sensitive information—directly
related to the primary purpose; or

(i) if the information is not sensitive information—related
to the primary purpose; or

(b) the use or disclosure of the information 15 required or
authorised by or under an Australian law, or an order of a
court or tribunal; or

(c) Both of the following apply:

(i) the entity reasonably believes that the use or disclosure
of the information is necessary to lessen or prevent a
serious threat to the life, health or safety of any
individual, or to public health or safety;

{ii} it is unreasonable or impracticable to obtain the affected
individual's consent to the use or disclosure; or

19 Avssralian Privacy Principles
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Section 7

(d) both of the following apply:

{i) the entity has reason to suspect that unlawful activity, or
misconduct of a serious nature, that relates to the
entity's functions or activities has been, is being or may
be engaged in;

(i1) the entity reasonably believes that the use or disclosure
of the information is necessary for the entity to take
appropriate action in relation to the matter; or

(e) the entity reasonably believes that the use or disclosure of the
information is reasonably necessary for ong or more
enforcement related activities by, or on behalf of, an
enforcement body; or

(f) both of the following apply:

(1) the entity 15 an agency;

(ii) the entity reasonably believes that the use or disclosure
of the information is necessary for the entity’s
diplomatic or consular functions or activities; or

(g) both of the following apply:

(i} the entity reasonably believes that the use or disclosure

of the information is reasonably necessary to assist any
entity, body or person to locate a person who has been

reported as missing;
(ii) the use or disclosure complies with the Australian
Privacy Rules made under paragraph 21(h); or
(h) the use or disclosure of the information 18 reasonably
necessary for the establishment, exercise or defence of a legal
or equitable claim; or
(i) the use or disclosure of the information is reasonably
necessary for the purposes of a confidential alternative
dispute resolution process.

Written note af use or disclostire

(3) If an entity vses or discloses personal information in accordance
with paragraph (2)(e), the entity must make a written note of the
use of disclosure.

Anstralian Privacy Principles i
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Part A Australian Privacy Principles
Division 4 Dealing with personal infonmation

Section 8

Related bodies corporate

) If:
() an entity is a body corporate; and
(b)) the entity collects personal information from a related body
corporate;
this principle applies as if the entity’s primary purpose for the
collection of the information were the primary purpose for which
the related body corporate collected the information.

Exceprions

(5) This principle does not apply to the use or disclosure by an
organisation of:
{a) personal information for the purpose of direct marketing; or
(b) povernment related identifiers.

8 Australian Privacy Principle 7—direct marketing

Direct marketing

(1) If an organisation holds personal information about an individual,
the organisation must not use or disclose the information for the
purpose of direct marketing unless:

(a) if the information is sensitive information and paragraph (c)
does not apply—the individual has consented to the use or
disclosure of the information for that purpose; or

{b) if the information is not sensitive information and
paragraph (c) does not apply—subsection (2) or (3} applies in
relation to the use or disclosure of the information for that
purpose; or

(c) if:

{1} the organisation is a contracted service provider for a
Commonwealth contract; and
(i) the organisation collected the information for the
purpose of meeting (dircetly or indirectly) an obligation
under the contract;
the use or disclosure is necessary to meet (directly or
indirectly) an obligation under the contract.

f2 Anstralion Frivacy Principles
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Astralian Privacy Principles Parvi A
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Section 8

Mot A act o practice of an ogency may be trepted as an act or proctice of
af organisation,

Persongl informarion collected from the individual

(2) This subsection applies in relation to the use or disclosure by an
organisation of personal information about an individual for the
purpose of direct marketing if:

(a) the organisation collected the information from the
individual;, and

(b} the individual would reasonably expect the organisation to
use or disclose the information for that purpose; and

(c) the organisation provides & simple means by which the
individual may easily request not to receive direct marketing
communications from the organisation; and

(d) the individual has not made such a request to the
organisation.

Personal information collected from another person efc.

(3) This suksection applies in relation to the use or disclosure by an
organisation of personal information about an individual for the
purpose of direct marketing if;

(a) the organisation collected the information from:

(i) the individual and the individual would not reasonably
expect the organisation to use or disclose the
information for that purpose; or

(1} a person other than the individual; and

i(b) either:

(i} the individual has consented to the use or disclosure of
the information for that purpose; or

(i} it is impracticable to obtain that consent; and

{c) the organisation provides a simple means by which the
individual may easily request not to receive direct marketing
communications from the organisation; and

(d) ineach direct marketing communication with the individual:

(i} the organisation includes & prominent statement that the
individual may make such a request; or

Awsiralion Privacy Privciples i3
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Part A Australian Privacy Principles
Division 4 Dealing with personal information

Section B

(ii) the organisation otherwise draws the individual's
attention to the fact that the individual may make such a
request; and

(e) the individual has not made such a request to the
Organisation.

Individual may reguest nof fo receive direct marketing
I Cat oy el

(4) If an organisation uses or discloses personal information about an
individual for the purpose of direct marketing by the organisation,
or for the purpose of facilitating direct marketing by other
organisations, the individual may:

(a) if the organisation uses or discloses the information for the
purpose of direct marketing by the organisation—request not
to receive direct marketing communications from the
organisation; and

(b} il the organisation uses or discloses the information for the
purpose of facilitating direct marketing by other
organisations—request the organisation not to use or disclose
the information for thal purpose; and

(c) request the orgamisation to provide the organisalion’s source
of information.

(5) If an individual makes a request of a kind referred to in
subsection (4) to an organisation, the organisation:

(a) must not charge the individual for the making of, or to give
effect to, the request; and

(b} if the request is of a kind referred to in paragraph (4)(a) or
{(b)—must give effect to the request within a reasonable
period after the request is made; and

{c) if the request is of a kind referred to in paragraph (4)(c)—
must, within a reasonable period after the request is made,
notify the individual of the organisation’s source unless it is
impracticable or unreasonable to do so.

Interaction with other legisfation

(6) This principle does not apply to the extent that any of the following
apply:

4 Ansrralion Privecy Principles
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Section 9

(a) the Do Noi Call Register Act 2006,
(b) the Spam Act 2003;

(c) any other Act of the Commonwealth prescribed by the
regulations,

9 Australian Privacy Principle 8—cross-border disclosure of
personal information

(1) Before an entity discloses personal information about an individual
to @ person (the overseas recipicnr);

(2) who is not in Australia; and
(b)) who is not the entity or the individual;

the entity must take such steps as are reasonable in the
circumstances to ensure that the overseas recipient does not breach
the Australian Privacy Principles (other than Australian Privacy
Principle 1} in relation to the information.

(2) Subsection (1) does not apply to the disclosure of personal
information about an individual (the affected individual) by an
enfity to the overseas recipient if:

ia) the entity reasonably believes that:

(i) the overseas recipient of the information is subject to a
law, or binding scheine, that has the effect of protecting
the information in & way that, overall, is at least
subatantially similar to the way in which the Australian
Privacy Principles protect the information; and

(ii) there are mechanisms that the affected individual can
access to take action to enforce that protection of the
law or binding scheme; or

(k) both of the following apply:

(1) the entity expressly informs the affected individual that
il he or she consents to the disclosure of the
information, subsection (1) will not apply to the
disclosure;

(i1) after being so informed, the affected individual consents
to the disclosure; or

Anstralion Privacy Principles I3
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Section 9

(c) the disclosure of the information 18 required or authorised by
or under an Australian law, or an order of a court or tribunal;
or

i(d) each of the following applies:

(1) the entity is an agency;

(11} the disclosure of the information is required or
authorised by or under an international agreement
relating to information sharing;

(iii) Awustralia is a party to the international agreement; or

(e) both of the following apply:

(i) the entity reasonably believes that the disclosure of the
information is necessary to lessen or prevent a serigus
threat to the life, health or safety of any individual, or to
public health or safety;

(11} it 15 unreasonable or impracticable to obtain the affected
individual's consent to the disclosure; or

{f) both of the following apply:

(i) the entity has reason to suspect that unlawful activity, or
misconduct of a serious nature, that relates to the
entity’'s functions or activities has been, is being or may
be engaged in;

(ii) the entity reasonably believes that the disclosure of the
information is necessary for the entity to take
appropriate action in relation to the matter; or

(g) each of the following applies:

(1) the entity 15 an agency:

(it} the entity reasonably believes that the disclosure of the
information is reasonably necessary for one or more
enforcement related activities by, or on behalf of, an
enforcement body;

(iii) the overseas recipient is a body that performs functions,
or exercises powers, that are similar to those performed
or exercised by an enforcement body; or

(h) both of the following apply:

(1) the entity is an agency;

I Awtraliom Privacy Principles
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Section 10

(1) the entity reasonably believes that the disclosure of the
information is necessary for the entity’s diplomatic ot

consular functions or activities; or
(i) the entity is the Defence Force and the entity reasonably

believes that the disclosure of the information is necessary
for amy of the following occuwrring outside Australia:

(1) war or warlike operations;
(ii) peacekeeping or peace enforcement;

(iii) eivil aid, humanitarian assistance, medical or civil
emergency or disaster relief.

10 Awstralian Privacy Principle 9—adoption, use or disclosure of
sovernment related identifiers

Adaption of government related ldentifiers

(1) An organisation must not adopt & govermment related identifier of
an individual as its own identifier of the individual unless:

(a) the adoption of the government related identifier is required
or authorised by or under an Australian law, or an order of a
couit or tribunal; or

{b) subsection (3) applies in relation to the adoption.

Mot Ao et or practice of an agency meay be freated as an sct or practicos of
B organisation,

Use ar disclosure of govermment related identifiers

{2) An organisation must not use or disclose a povernment related
identifier of an individual (the affected individual) unless:

(a) the use or disclosure of the government related identifier is
reasomably necessary fior the organisation to verify the
identity of the affected individual for the purposes of the
organisation’s activities or functions; or

(b) the use or disclosure of the government related identifier is
reasonably necessary for the organisation to fulfil its
obligations to an agency or a State or Territory anthority; or

(c) the use or disclosure of the government related identifier is
required or authorised by or under an Australian law, or an
order of a court or tribunal; or

Awsivaiian Privecy Principles 7
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Section 10

(d) both of the following apply:

(i) the organisation reasomably believes that the nse or
disclosure of the government related identifier 15
necessary to lessen or prevent a serious threat to the life,
health or safety of any individual, or to public health or
safiety;

{11} it 15 unreasonable or impracticable to obtain the affected
individual's consent to the use or disclosure: or

{e) both of the following apply:

(1)} the organisation has reason to suspect that unlawtul
activity, or misconduct of a serious nature, that relates
to the organisation’s functions or activities has been, is
being or may be engaged in;

(i) the organisation reasonably believes that the use or
disclosure of the government related identifier is
necessary for the organisation to take appropriate action
in relation to the matter; or

(f) the organisation reasonably believes that the use or disclosure
of the government related identifier is reasonably necessary
for one or more enforcement related activities by, or on
behalf of, an enforcement body; or

(g) subsection (3) applies in relation o the use or disclosure,

Mote: An act or practice of 8n agency may be treated &s an act or practice of
an erganisation,

Repulations about adoption, use or disciosure

{3) This subsection applies in relation to the adoption, use or
dizclosure by an organisation of a government related identifier of
an individual if each of the following applies:

{a) the government related identifier is prescribed by the
regulations;

(b) the organisation is prescribed by the regulations, or is
included in a class of organisations prescribed by the
regulations;

{c) the adoption, use or disclosure occurs in the circumstances
prescribed by the regulations.

I8 Augtralian Privacy Principles
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Section 10

Mote: There are prerequisites that must be satisfied befors the matters
mentioned in this subssclion are prescribed, see subsections 22(2) and

(3}
Government related identifier

(4) A government related identifier of an individeal is an identifier of
the individual that has been assigned by:

{a) amagency; or

(b} a State or Territory authority; or

{c) anagent of en agency, or a State or Territory authority, acting
in its capacity as agent; or

{(d) a contracted service provider for a Commonwealth contract,

or a State contract, acting in its capacity as contracted service
provider for that contract.

Ielentifier

(5) An identifier of an individual is a number, letter or symbol, or a

combination of any or all of those things, that is used to identify
the individual or to verify the identity of the individual.

(6) Despite subsection (5), none of the following is an idewrifier of an
individual;
ia) the individual’s name;
(k) the individual’s ABN (within the meaning of the 4 New Tax
Svatem (Australian Business Number) Aot 1905);
{¢) anything elsz preseribed by the regulations.

Awestrerdice Privacyr Privciples i
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Section 11

Division 5—Integrity of personal information

11 Australian Privacy Principle 10—quality of personal information

(1) An entity must take such steps (if any) as are reasonable in the
circumstances to ensure that the personal information the entity
collects is accurate, up-to-date and complete.

(2) An entity must take such steps (if any) as are reasonable in the
circumstances to ensure that the personal information the entity
uses or discloses 18 accurate, up-to-date, complete and relevant.

12 Australian Privacy Principle 11-—security of personal
information

(1) If an entity holds personal information, the entity must take such
steps as are reasonable in the circumstances to protect the
information:

{(a) from misuse, interference and loss; and
(b)) from unauthorised access, modification or disclosure,

(2) 1t
i(a) an entity holds personal information about an individual; and
{b) the entity no longer needs the information for any purpose for
which the information may be used or disclosed by the entity
under this Division; and
(c) the entity is not required by or under an Australian law, or an
order of a court or tribunal, to refain the iInformation;
the entity must take such steps as are reasonable in the
circumstances to destroy the information or to ensure that the
information is no longer personal information.

il Arsiradierer Priveey Prineiolex
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Section 13

Division 6—Access to, and correction of, personal
information

13 Australian Privacy Principle 12—access to personal information

Access

(1) If an entity holds personal information about an individual, the
entity must, on request by the individual, give the individual access
to the information.

Exception fo accesi—agency

(2) If;
(@) the entity is an agency, and
{b) the entity is required or authorised to refose to give the
individual accesa to the personal information by or under:
(i) the Freedom of Information Act 1982; or
(i) any other Act of the Comimonwealth that provides for
access by persons to documents;
then, despite subsection (1), the entity is not required to give access
to the extent thal the entity 15 so required or authonsed.

Exception fo access—organisation

(3) IFfthe entity is an organisation then, despite subsection (1), the
entity 15 not required to give the individual access to the personal
information to the extent that:

(a) the enfity reasonably believes that giving access would pose
a serions threat to the life, health, or safety of any individual,
or to public health or public safety; or

(b) giving access would have an unreasomable impact on the
privacy of other individuals; or

(c) the request for access is frivolous or vexations; or

{d) the information:

(i) relates to existing or anticipated legal proceedings
between the entity and the individual, and
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(ii) would not be accessible by the process of discovery in
those proceedings; or

{2) giving access would reveal the intentions of the entity in
relation to negotiations with the individual in such a way as
to prejudice those negolialions; or

(f) giving access would be unlawful; or

(g) denying access is required or authorised by or under an
Australian law, or an order of a court or tribunal; or

(h) both of the following apply:

(1) the entity has reason to suspect that unlawful activity, or
misconduct of & serious nature, that relates to the
entity's functions or activitics has been, is being or may
be engaged in;

{ii) giving access would be likely to prejudice the taking of
appropriate action in relation to the matter; or

(i} giving access would be likely to prejudice one or more
enforcement related activities by or on behalf of an
enforcement body; or

(1) giving access would reveal evaluative information generated
within the entity in connection with a commercially sensitive
decision-making process.

Dealing with requests for access

(4) If an individual requests an entity to give aceess to personal
information about the individual, the entity must:
(2) respond to the request:

(i} if the entity is an agency-—within 30 days afier the
request is made; or

(11} if the entity is an organisation—within a reasonable
period after the request is made; and

(b) give access to the information in the manner requested by the
individual, if it is reasonable and practicable to do so.

(Xher means of access

(5) I
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(a) an individual requests an entity to give sccess o personal
inframatinn ahont the individoel: and

(b) the entity refuses:
(i) to give the individual access to the information becanse
nf subsestion (2 or (3 or

(ii) to give access to the information in the manner
requested by the individual;

the entity must take such steps (if any) as are reasonable in the
circumstances to give access to the irformation in a wey that meets
the needs of the entity and the individual.

(a) Witlwul lioitiog subsection (5, aueess may be given doougl die
use of a mutually agreed intzrmediary,

Azccess charpes

(M IE
{a) an entity 18 an agency; and
(b) an irdividual requests the entity to give access [0 persona
information about the individual;
the entity must not charge the individual for the making of the

reyquest or for givimg access W the information.

(8) If:
() an enbily i5 ag organisabion; and
(b) an irdividual requests the entity to give access Lo persona
information about the individual, and
(c) the entity charges the individual for giving access to the
information;
the charge must not be excessive and must not apply to the making
of the request.

Refuzal to provide access

(0) 14
i(a) an individual requests the entity to give access to personal
information about the individual; and
(k) the entity refuses:
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(i) to give the individual eccess to the information because
of subsection (2) or (3); or
(1) to give access to the information in the manner
requested by the individual;
the entity must, in writing;:

(c) pive reasons for the refusal sxcept to the extent that, having
regard to the grounds for the refusal, it would be
unreasonable to do so; and

(d) notfy the idividual of the mechanisms available to
complain axout the refusal; and

(2) Inform the Individual of any other mamer prescribed by the
regulations.

14 Australian Privacy Principle 13—correction of personal
information

Carreciion

I
(a) an entity helds personal infermatior about an individeal; and
(b)) either:

(i} the enfity is satistied that, having regard to a purpose for
which the information is held, the information =
inaccurate, ow-of-date, incomplete or rrelevant; or

(ii) the individual requests the entily to cowrect the
information;

ihe cntity must teke such steps (if any) as arc reasanable in the
circumstineces to correct hat information to ensurs that, having

regard to the purpose for which it is held, the information is
pecuTaie, up-io-dele, complete and relevant.

Dealing with requests for correcfion

(2) Ifan individual requests an entity to correct personal information
bout the individual, the zntity:
(a) must respond to the request:
(i) if the =ntity is an agency—within 30 days after the
request is made; or
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(ii) if the entity is an organisation—within a reasonable
period afler the request is made; and

(b) must not charge the individual for the making of the reqiest
or for correcting the information.

Notification of correction to third pavties

(3) If
(a) an entity corrects personal information about an individual
that the entity previonsly disclosed to another entity; and

i(b) the individual requests the entity to notify the other entify of
the correction;

the entity must take such steps (if any) as are reasonable in the
circumstances to give that notification unless it is impracticable or
unlawful to do so.

Refusal to correct information

(4) If:
(&) an individnal requests an entity to correct personal
information about the individual; and
(b) the entity refuses to comrect the information;
the entity must, in writing:
(c) pive reasons for the refusal except to the extent that it would
be unreasonakle to do so; and

(d) notify the individual of the mechanisms available to
complain about the refusal; and

{e) inform the individual of any other matter prescribed by the
regulations.

Reguest fo associate a statement

(5) If:
(a) an individual -equests an entity to correct personal
information about the individual; and
(b) the entity refises to correct the information; and
(c) the individual requests the entity to associate with the
information a staternent that the information is inaccurale,
out-of-date, ircomplete or imelevant;
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the entity mmst take such steps as are reasonable in the
circumstances to associate the statement in such a way that will
make the statement apparent to users of the information.

{6) Ifan individual requests an entity to associate a statement with
personal information about the individual, the entity:
(a) must respond to the request:
() if the entity is an agency—mwithin 30 days after the
request is made; or
(1) if the entity is an organisation—within a reasonahle
period after the request is made; and
(b) must not charge the individual for the making of the request
or for associating the statement with the information.
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