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The Australian Consumers’ Association (ACA) is a not-for-profit, non-party-political organisation established in 1959 to provide consumers with information and advice on goods, services, health and personal finances, and to help maintain and enhance the quality of life for consumers.  The ACA is funded primarily through subscriptions to its magazines, fee-for-service testing and related other expert services.  Independent from government and industry, it lobbies and campaigns on behalf of consumers to advance their interests.

The ACA is generally supportive of the aim, approach and form of the Spam Bill, and welcome the opportunity to make brief suggestions to help make it even more effective and acceptable.  We view the sending of unauthorised electronic messages (Spam) as a rogue commercial phenomenon, not a criminal act, and therefore support the focus on commercial messaging, on consent and on civil penalties. We are not unhappy that the Bill does not provide private remedies, particularly in the environment of a single message definition of spam.  Our comments below relate to specific areas where we feel matters of detail undermine the admirable intent of the Bill.  We think these issues can be overcome by relatively simple changes and urge the Committee to recommend amendment to facilitate the smooth implementation of these measures.  Thus Parliament will do what can most effectively be done in the Australian environment to mitigate the impact of the scourge of unwanted messaging. Such messaging clutters and undermines the utility of email that has been embraced by many as an important part of our communications infrastructure and threatens future innovation such as mobile data services. 

Bulk versus single messages

We are sympathetic to the reasoning that specifying a measure of bulk to categorise ‘spam’ would create significant potential for gaming and pose evidentiary difficulties. However, it also is a matter of some concern that an individual could in certain circumstances unintentionally fall foul of the law as proposed.  Not only might this create liability for penalty, it might also have a deterrent or chilling effect on the use of email. With this in mind, our suggestion is that the Bill be amended to provide a defence of single messaging to offences under the Act.  This should be framed to allow an individual or company to successfully and prima facie defend themself by demonstrating in fact that the message subject of complaint or investigation was a bona fide single message and not part of a pattern of spamming.  We feel such a defence would allay community concerns considerably.

Suggested change:  Provide a defence of single messaging to offences under the Act.

Designated electronic message exceptions

We do not feel that it should be necessary to exempt any categories of communication from the necessity of conforming to the provisions of this Bill.  In our view the circumstances of consent or inferred consent within existing relations provide ample room for commercial manoeuvre and will not result in consumers missing out on vital information or offers. 

Suggested change:  Remove such designated electronic message exceptions from the Bill.

Functional unsubscribe to designated electronic messages

We cannot see any valid reason to exempt any messaging deemed necessary to exempt from the operation of the Act.  If it relates to an essential Government communication, then existing relationship would cover the requirement. If deemed absolutely necessary to safeguard the Governments position, then perhaps a preferred designated message would be an Official Notice to convey non-optional information, such as might be provided for under the terms of a private contract.  Otherwise it is essential that consumers have an effective opt-out from unwanted messaging.

Suggested change:  Require a functional unsubscribe to any designated electronic message exceptions retained.

Address harvesting exemptions for designated electronic messages
As with the functional unsubscribe, we cannot see the need for this exemption.  There may well be legitimate uses for software that can be characterised as ‘address harvesting’, so we have sympathy with the functional prohibition proposed and would not like to see use or possession prohibited per se.

Suggested change:  Prohibit use of harvesting software and harvested lists with any designated electronic message exceptions retained.

Factual messages as designated electronic messages

Factual messages are characterised as a ‘beneficial activity’ in the Explanatory Memorandum.  If such messages were indeed useful then it would seem consumers would be likely opt-in to receive them.  Alternatively they would be most useful piggy-backed on an existing relationship.  Unsolicited factual messages, however well intentioned, will be missing a vital context and therefore become meaningless in the world of the consumer to whom they are delivered.  They should not be exempted in this way. In any event, a functional unsubscribe opt-out is essential.  This exception appears to us to create a potential gaming opportunity for business bent on sending unwanted messages, which will possibly create uncertainty about the operation of the anti-spam legislation in the mind of consumers. 

Suggested change: Remove factual messages as designated electronic messages. 

Conspicuous publication as inferred consent

We think this exception is too loose without necessarily quarrelling with the rationale. In effect this provision creates a privileged class of messages that have been gifted a limited right to spam.  Therefore it is imperative that this be drawn tightly and limited to the intent of creating a space for legitimate commercial messaging consistent with the opt-in theme of the overall Bill. This is particularly so given the notorious capacity of junk e-mailers to game controls and regulations. In our view, rather than requiring an individual to post a ‘Do not spam’ notice, it would be more effective to reverse the emphasis and require that a person present their email address with a specific label such as ‘Electronic Public Officer’ for the exception as provided to operate. This makes the exposure of the e-messaging address a matter of commission rather than omission on the part of the consumer – a state of affair more in keeping with the admirable permission based thrust of the Bill in general.

Suggested change:  Require that a person present their email address with a specific label such as ‘Electronic Public Officer for the Conspicuous publication exception to operate.

Search, seizure and monitoring powers

ACA considers the Australian Communications Authority (AComA) as a logical choice of enforcement agency. In fact we have from time to time likened the need to regulate spam with the necessity if regulating spectrum usage to achieve useful communication by all.  Without regulation the noise-to-signal ratio will rise to the point of corrupting the communications channel – something that is happening to email at present.

However, we have considerable reservations about the uncritical continuance of AComA search and seizure powers into the realm of e-messaging enforcement.  Critically, rules that are necessary and work in the hard-wired world of radio-communications are an uneasy fit in the soft world of email and SMS.  Rules that work in relation to carriage matters do not always transfer happily to the world of content management.  Therefore we feel this section of consequent amendment should be analysed for sensitivity and proportionality to the goal sought. Our suggestion of a defence of single messaging made above may assist.  It would also be a relevant amendment to require the search, seizure and monitoring provisions to relate to a ‘significant’, ‘major’ or ‘large-scale’ breach of the Act. 

In our view it would be appropriate to require a judicial warrant for all search, seizure and monitoring operations. This is particularly since it is unclear to us whether these provisions apply to electronic surveillance, such as downloading spyware or investigative software to a subject machine.  In the radio communications hardware environment there may be urgency in stopping the operation of illegal equipment, since there can be danger to life or health.  Spam has many hazards, but direct threat to health or life is not one of them.  There is time to obtain relevant authority for intrusive measures, ones that may involve delving into the intimate confines of a consumers domestic data stores, possibly on the basis of a single email as the Bill is currently framed.  This sets a loose framework for the protection of civil liberties and is disproportionate to the evils of spam.

The other disproportionate aspect of search and seizure is the penalty for failure to divulge decryption keys and access codes.  This imports a criminal sanction into the regime set up by the Bill that quite sensibly operates in a civil and commercial context.  The penalties for frustrating enquiries in this manner should at least be limited to the scope of penalties otherwise imposed by the Act.   It would also be useful in our opinion to qualify the failure to supply as ‘deliberate’, ‘wilful’ or ‘obstructive’. Therefore a consumer who could plausibly establish a bona-fide reason for failure to disclose would have a defence.  The changes suggested above – the single message defence and the limitations proposed for search and seizure operations – would also focus the necessity of disclosure where it was most material.

Suggested change:  Require search, seizure and monitoring provisions to relate to a ‘significant’, ‘major’ or ‘large-scale’ breach of the Act.

Suggested change:  Require a judicial warrant for all search, seizure and monitoring operations under the Act.

Suggested change:  Penalty for failure to divulge decryption keys and access code limited to the scope of penalties otherwise imposed by the Act and confined to failure that is ‘deliberate’, ‘wilful’ or ‘obstructive’.
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