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27th October, 2003 

 

Dear Senator Eggleston,

Reference:  SPAM Bill, 2003. 
A Bill for an Act about SPAM, and for related purposes.
(Communications, Information Technology and the Arts) 
 
 

It is with rising concern that I have read about the Federal Government's proposed legislation seeking to deal with "unsolicited" emails.

Unintended Collateral Damage - but who cares if small businesses cannot compete in Australia?

Legitimate, tax paying businesses in Australia, particularly small businesses such as mine, wanting to benefit from the low cost wonders of the Internet which let us compete cost-effectively with the biggest multi-national corporations (such as Microsoft in my case), will suffer unintended, serious collateral damage & be unfairly disadvantaged in Australia by this anti-SPAM legislation.

Like most people, I too hate the increasingly invasive, repetitive & sometimes offensive unsolicited emails. But this proposed legislation, however heavy-handedly imposed, will not reduce the volume of this undesirable email. It originates overseas & the new law will only be yet another impediment to the survival of small enterprises in Australia! 

Can King Kanute really turn back a digital tide?
These emails, & I get plenty of them myself, do not come from people or companies in Australia nor do they financially benefit people or businesses in Australia. What therefore is the real purpose of this legislation? It is ill-conceived, unjust & wrongly directed. Is there some other agenda perhaps? 

There is one plausible suggestion doing the rumour-circuit. I think it lacks credibility, but who knows how politicians really think. It goes like this. Given the Federal Government wants to maximise the value of the sale of its remaining shares in Telstra it is trying to reduce the demands on a fragile & antiquated communications infrastructure by trying to slow down the phenomenal growth of email traffic which is soaking up band-width. 

But bulk email is growing rapidly for a several fundamental reasons. It is incredibly cheap & easy to do even though it is sadly very in-effective as a selling medium. Internet Service Providers (ISP's) keeping trying to deliver "undeliverable emails" for several days after they already know the message has failed & they increase system traffic by automatically notifying the sender each time they fail. ISP's are passing on to their customers emails infected with viruses which automatically create more virus infected emails. 

Are live people actually involved in the growth in SPAM?
Have you ever thought about the huge email traffic being generated by email servers & programs set to auto-answer each other e.g. a person sends an email to a large company about their lousy service which is auto-answered by a computer program which replies with an acknowledgement giving a 

"Your correspondence number is 123456 & will be answered sometime convenient to us if we ever employ enough human beings to meet the unfair & totally unexpected demands being thrust upon us"
message which is sent back to the author who's company also uses these annoying digital equivalents of the answering machine. That's not just two emails involved, but as many emails as the looped systems can generate before a human network controller (very rare live-ware these days) stops the process. The problem is that the original person after a few hours tries to follow-up on their question, not having got an answer & they re-send another email citing the first correspondence number to start the cycle again. 

Seriously though - I really did recently end up with twelve replies with different reference numbers over the course of a working week when they failed to deploy live-ware to meet my needs. I had asked a very simple question. How do I buy your product, please?

"Your correspondence reference number is 316963. One of our Support Representatives will be getting back to you shortly with an answer to your email. Currently, our average time to respond is one business day."

Maybe governments should make it easier for companies to employ more people rather than taxing them more if we do. 

Plus there are many idiot programmers around the World who delight in creating email viruses which propagate themselves exponentially. Politicians & Internet Service Providers must get smarter to deal with this problem more cleverly. 

Why are ISP's delivering virus infected emails? 
I cannot understand why ISP's, particularly Big Pond our biggest & apparently worst effected email service, don't quarantine & delete known viruses from infected emails on receipt & trace their originator quicker. They surely have the technology & prevention is cheaper than cure. I realise that Telstra thinks its role is merely to pass on packets of electrons for the highest cost the market will bear but as the largest email host in Australia they should be more responsible when handling emails & if necessary change their system to scan for infected emails. If smaller email servers can do it so should Telstra. And it would have saved Telstra the recent forced, embarrassing & costly hardware deployment to meet what is possibly a self-induced spike in demand.

Politicians should be asking at the highest levels of over-paid management why ISP's like Telstra & Optus are actively re-transmitting emails containing known viruses while expecting their customers to identify & deal with virus infected emails when domestic users haven't got the knowledge, motivation or the resources to deploy effective firewalls nor keep their anti-virus software up to date.

The discretionary imposition of daily $1.1 million fines? Wow! What non-sense.

Please don't support a law which will fine Australian companies $1.1 million per day for sending even one innocent, but - yes, admittedly - commercial email to someone who did not specifically request it! Amazing given the otherwise pathetically weak financial penalties for miscreant Public Company directors when they really do something seriously wrong & hugely damaging to their shareholders. 

Not specifying the volume that defines the "bulk" emailing of SPAM means that the new law will have to be imposed in a discretionary & therefore arbitrary & probably inconsistent way. You must surely be aware that our legal & enforcement systems judge more by the letter of the law than by good intentions.

Indeed this email to you, which is the first email I have sent to a politician & which I would hope is my democratic right, will be illegal under this proposed Anti SPAM legislation. It is unsolicited. It is commercial in content. Therefore is "SPAM". Compare the seconds & minimal cost it has taken me to send this personalised email to all 76 Senators & a half dozen newspapers with the cost, time & effort to create & post as many personalised letters on paper. 

I notice though that political parties & charities (a major abuser of the email system) are reserving these benefits for themselves.

Opt in & Opt out policies
I spend a lot of my time & effort (when not struggling with the time consuming Business Activity Statements imposed by the G.S.T.) trying to minimise the repeat sending of our company's email messages to people who have said they are not interested in our Company or our products. We know it is counter-productive, even damaging, to keep sending to someone who is not interested. So I believe very strongly in a well & faithfully implemented Opt-in/Opt-out policy.

It is technically relatively easy & the idea undoubtedly appealing to create central Opt-out databases that direct mailers & telemarketers in Australia are force to purge their SPAM lists with. Unfortunately this approach simply won't work for emails. People & companies generating what you might regard as SPAM are doing it on an ad-hoc & informal basis - it is not their core business.

However, an unsolicited nuisance phone call at diner time from a bank with whom I have no relationship or somebody wanting my kidneys is a lot more disruptive & invasive than my having to delete an unwanted email with the click of a button. In fact, email software can easy filter-out & automatically delete, if I want it to, any unwanted emails such as those selling Viagra without my having to actually read them. 

Over 50 million phone numbers of people in America who have recently added their telephone numbers to a central opt-out list should tell you that this is the area needing legislation in Australia. Commercial enterprises in Australia whose core business is telephone marketing should be more effectively controlled & there should be a voluntary opt-out list of phone numbers they must not phone with unsolicited calls of any nature. 

If penalties are necessary then they should be imposed upon telemarketers in Australia & also the large businesses (including political parties & charities) in Australia who stand to benefit from & who pay for these annoying phone campaigns. The doubling of ludicrously huge daily fines might be particularly appropriate for those organisations who have moved their employer responsibilities off-shore by contracting or setting-up cheap overseas call centers which exploit poorly paid Indian workers desperate for work. Where are Telstra's own call centers?

Monopoly power of the telecommunication companies - Acceptable Usage Agreement.
Small businesses in Australia are already very badly treated & our economy held back by the monopolistic power of the telecommunication companies. We are charged too much for very poor service by inefficient organisations who are slow to adopt & deploy new & faster technology. And when they are forced to deploy broadband they have been allowed to string very ugly cables above ground in front of our houses to reduce their fixed costs while they are then allowed by us to charge by volume when there is actually no extra variable cost to them if someone downloads a Megabyte or a Gigabyte of information in a month.

A clever country? - You have got to be kidding.
ISP's already exert far too much power over their small business customers in Australia. Without a court of appeal or a transparent process of revue ISP's in Australia can immediately - if they choose to - terminate on-line services to any subscriber about whom two or more anonymous complaints have been received about claimed "unsolicited" emails. They don't even have to be obscene to be objectionable just contrary to the ISP's Acceptable Usage Agreements.  

The problem is that if one person registers, as in my case, free trial software giving the email address of someone else (which is actually out of my control) & I then send an email to that email address thinking they are the registrant of my software - that email is "unsolicited". My Internet service can be cut off with very seriously damaging commercial consequences to me. The ISP may forgo $80 per month but I suffer a ruined business. No appeal process. No viable alternative supplier. No damages while I try to persuade my ISP to switch me back on. Just hang-on while my Internet dependant business quietly bleeds to death - thanks. Not really very fair is it?   

Maybe the solution is just too simple to see it from Canberra.
If politicians really do want to stop unsolicited email advertising for Viagra & illegally sold prescription drugs (which all seem to come from Canada & the USA), obscenely presented offers for magic potions & wonder lotions, cheap domain names, Nigerian & Russian scams for greedy idiots (send me details of your bank account & I'll transfer US$25 million. Right!) etc. etc. coming into Australia & clogging up your email boxes, encourage ISP's not to relay these emails with or without virus infections to Australian customers when two or more anonymous complaints are received. Deny them service - just like ISP's do to us all the time in Australia. 

Why can't ISP's deny service to known spammers from overseas? I don't accept it is technically impossible. The ISP's can surely, if they chose to, trace the actual originators (including their ISP's) of the offending mass emails, deny & delete any further messages from them. ISP's should offer to relay the millions of SPAM emails for a dollar each & generate lots of revenue.

Then you can fine Telstra $1.1 million dollars a day. Let's face it Telstra can afford even bigger daily fines, certainly a lot more than we can & then you wouldn't need to sell the public's shares in it.

Please, do not pass the Anti SPAM Act through the Senate. It is ill considered & will not achieve its declared purpose even if you were to make the fine on Telstra $10 million per day it is still less than the profit they generate by owning the quant old copper-wires that are buzzing happily with SPAM.

Sincerely, 

 

Chris Howell 

Chris Howell
for Infobase Systems Pty. Limited
Official distributor in Australia for Alpha Software Inc.,
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