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Question: 1

Topic: Spam - consent-based searches

Hansard Page: ECITA 32 

On Thursday 23 October 2003 Senator Lundy asked:

"… do you think it would be possible to have a definition in the bill in the first instance relating to the owner of the computer or the email account and then in the second instance looking at owners/occupiers as a way of finding a middle road between these problems? We have heard evidence today that that is problematic. My thinking is that there might be a way in which you could tier that responsibility so that the owner of the account and the computer would be first base and then, if there is game playing, you go to the next level as a way to sort of resolve some of those concerns."

Answer: 

The primary purpose of a search by an Australian Communications Authority (ACA) inspector would be to obtain evidence that would be admissible in any consequent action against the individual who has breached the Spam Act.

The legislation does not permit a search, whether by warrant or under consent, to be undertaken unless the ACA inspector suspects on reasonable grounds that a breach of the legislation has occurred. Similarly, inspectors are required to conduct searches in a manner that will yield admissible evidence. 

Obviously, where the ACA considers a search is justified, it would be desirable if the owner of the account or computer gave their consent, however, for various reasons this may not occur.

It is possible that the courts would not regard a flatmate’s consent as sufficient, and items located and seized during the search might not be admissible in court proceedings, for example where an owner ‘owns’ premises which are rented or ‘occupied’ by another person. Depending on the terms and conditions of the rental arrangement, the owner is not normally authorised to enter the premises without the consent of the occupier. Again, the owner could be guilty of a burglary or trespass type offence if the owner entered the premises without the occupier’s consent. Under such circumstances, it would be clearly inappropriate for the owner to be entitled to consent to the entry and search of the premises by authorities.

It is consequently highly likely that in the absence of consent from the owner of the owner of the account or the computer, the ACA would, as a matter of practice, seek a warrant to enter and search premises. This would avoid any possible argument that a flatmate's or absentee owner's consent was not sufficient, and any evidence seized being inadmissible.

The ACA has longstanding practices and governance procedures to ensure the decision to seek a warrant is made appropriately and responsibly, and that appropriate procedures are followed in conducting the search. The ACA has advised that these procedures will be expanded and updated to cover their responsibilities in relation to spam-related offences.
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