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	Purpose of this submission 
	The purpose of this submission is to provide a brief background to:

· the development of the report on spam released by the National Office for the Information Economy (NOIE) in April 2003; and 

· the Spam Bill 2003 and the Spam (Consequential Amendments) Bill 2003 that were subsequently developed based on the findings and recommendations of that report, and introduced into Parliament on 18 September 2003.

It also responds to some of the more commonly aired concerns since the Bills were introduced into Parliament, and provides clarification of the reasons for the policy directions and decisions in those areas.

	
	

	Cleared by 
	Dr Rod Badger

Deputy Chief Executive Officer

National Office for the Information Economy




Context of the Spam Bill

Introduction

1. Spam is the commonly used term for unsolicited commercial electronic messages, mainly e-mail but including other forms of online and mobile messaging. Since early 2002, the National Office for the Information Economy (NOIE) has been investigating and reporting on the extent of the spam problem, and on possible measures to deal with it.

2. The Internet and email have become essential tools of domestic and international commerce. NOIE's assessment is that the reliance on electronic commerce and communication will continue to grow rapidly. However, the effectiveness and efficiency of these technologies is increasingly threatened by spam. 

3. The volume of spam worldwide has increased significantly in the past two years. In the NOIE report on spam it was estimated that, based on Gartner estimates of the time, if spam continued to escalate at the current rate it would exceed 50% of all e-mail worldwide by mid 2005. The reality has proved far more serious, with this point being reached in mid 2003 – two years ahead of the prediction. 

4. The keys to this rapid growth are the extremely low cost of obtaining e-mail addresses (approximately 0.00032 cents), the even lower cost of sending messages (around 0.000082 cents) and the increasing tendency to use viral techniques such as “trojans” to recruit the systems of unsuspecting users to send spam. 

5.  There is no sign that the rate of growth of spam is likely to diminish, and every expectation that for the foreseeable future it will continue to escalate rapidly. 

6. An AC Nielsen report commissioned by NOIE suggests that more than half of the spam received by Australians originates in the USA, or promote products that are US-based. 
[National Office for the Information Economy 2003, Final Report on Spam, p.12]

7. The direct marketing, internet and telecommunications industries have made efforts to deter spamming by their members through codes of practice. These are valuable for encouraging good behaviour by responsible direct marketing companies, but have had little effect on the bulk of spam, which is generated offshore, or by companies and individuals who are not members of any responsible bodies. 

NOIE report on spam 

The Final Report was released in April 2003 and is available in both hardcopy and softcopy format (http://www.noie.gov.au/publications/NOIE/spam/final_report/index.htm). In developing the report, NOIE consulted widely with other government agencies, technical experts, industry associations, service providers and Internet users, through direct submissions and by commissioning AC Nielsen.consult to undertake a survey of Australian Internet Service Providers. An interim report of NOIE’s findings was published in August 2002, and after further submissions were received, the totality of the evidence available was then considered before developing the final report.

The recommendations of the report were:

Legislation

1. National legislation be introduced with the following key features:

· No commercial electronic messaging to be sent without the prior consent of the end user unless there is an existing customer-business relationship; 

· All commercial electronic messaging to contain accurate details of the sender’s name and physical and electronic addresses; 

· A co-regulatory approach with industry including recognition of appropriate codes of practice; 

· Appropriate enforcement sanctions. 

Industry 

2. Industry bodies such as the Internet Industry Association (IIA), the Australian Information Industries Association (AIIA) and their members should:

· Build on existing work done by the IIA and implement codes of practice to ensure compliance with national legislation (ie. preclude spam being sent where there is no existing customer-business relationship), prohibit use of members’ own facilities for sending spam and provide clear complaint procedures for end users; 

· Develop better practice guidelines which provide a resource for both members and end users to combat spam; 

· Require ISPs to make available to clients filtering options from an approved schedule of spam filtering tools at reasonable cost, and evaluate and publicise spam filtering options and products; 

· Configure servers appropriately and take action to close down identified open relay servers. 

3. The Internet industry should develop and use a list of known spammers so that Internet Service Providers (ISPs) can make better informed decisions about dealing with customers who have a record of spamming.

International Co-operation

4. Australia should work with the Organisation for Economic Co-operation and Development (OECD), Asia-Pacific Economic Cooperation (APEC) and other relevant multilateral bodies, and bilaterally where appropriate, to develop international guidelines and cooperative mechanisms which:

· Aim to reduce the total volume of spam; 

· Apply the opt-in principle where practicable; 

· Minimise false or misleading subject lines and header information; 

· Provide end users with information on anti-spam measures. 

5. Australian Government agencies should work with partner country agencies to counter spam within appropriate legislative mandates. The International Consumer Protection and Enforcement Network, in which Australia participates through the Australian Competition and Consumer Commission (ACCC), is one model for such cooperation. 

Partner Agencies and other legislation

6. Regulatory agencies, in particular the ACCC, the Australian Securities and Investments Commission (ASIC) and the Office of the Federal Privacy Commissioner should ensure that relevant legislation is fully applied to spam.

7. The current review of Schedule 5 to the Broadcasting Services Act 1992, which regulates access to hosted pornographic and highly offensive Internet content in Australia, should consider whether additional steps should be implemented to minimise exposure of Internet users, particularly minors, to pornographic and other offensive spam.

8. The creation of a new offence of using a carriage service to commit any Commonwealth offence should be considered further by the Attorney-General’s and Treasury Departments.

9. The application of the Privacy Act 1988 to spam should be considered further by the Attorney-General’s Department and the Federal Privacy Commissioner in the context of ongoing administration of that legislation.

Information

10. An information campaign on spam should be conducted for an initial period of twelve months, to raise awareness of the nature of spam and to provide resources for anti-spam measures by businesses and end users. This should be coordinated by NOIE in conjunction with relevant government and non-government bodies. It should include a clear guide to avenues of complaint available under existing legislation, simple technical advice and a basic guide to anti-spam products.

11. NOIE should continue to monitor and publicly report on spam volumes and characteristics, and developments in spam counter-measures.

From Report to Legislation

When released, the NOIE report attracted strong national and international attention and, generally, praise. While developing a proposal, NOIE continued to consult with peak industry organisations and receive further submissions from other individuals and groups based on the content of the Final Report.

In July 2002 the Government considered, and agreed to, a submission proposing a multi-layered strategy to combat spam, including national legislation. Based on the policy approval provided by the Government, NOIE, with assistance from the Department of Communications, Information Technology and the Arts and the ACA, developed instructions for the Office of Parliamentary Counsel to draft the Bills that are now before Parliament. As the form of the Spam Bill was reaching completion it went through an exposure draft process where key community and industry stakeholder groups were given a “guided tour” of the Spam Bill, and any concerns they raised at that time were considered for inclusion in the final form of the Bills. 

Key principles in drafting the legislation were to provide a regime which provides an appropriate balance between the needs of consumers and business, is proportionate to the behaviours being prohibited, provides consumers with the ability to determine and control when they wish to provide, and withdraw consent and have that decision respected. It was also intended to take all reasonable precautions to avoid any unforeseen or undue consequences for legitimate business or other sectors of the community.

	Key points in legislation
	The main elements of the Spam Bill 2003 and the Spam (Consequential Amendments) Bill 2003 are:

· a prohibition on sending unsolicited commercial electronic messaging to or from Australian addresses, or being commissioned by people within Australia;

· commercial electronic messaging to be sent on basis of consent;

· commercial electronic messaging to include accurate details of the message's authoriser;

· commercial electronic messaging to include a functional unsubscribe;

· harvesting software and harvested lists prohibited in respect of spamming;

· Courts may order payment of civil penalties, compensation, recovery of financial gain, or grant injunctions;

· ACA may issue formal warnings, infringement notices, accept enforceable undertakings, gather evidence through warrant or consent-based searches;

· ACA may register industry codes;

· provision for limited exemptions in respect of commercial messages from government bodies, registered political parties, charities, religious organisations, educational institutions, and commercial messages conveying purely factual information.


	Other components of anti-spam strategy
	A number of strategies will be pursued as part of the Government's anti-spam initiative:

· The legislation includes provisions that anticipate Australia's entry into multilateral arrangements with other countries concerned about the regulation of spam. This will enable regulations to be made giving effect to these agreements once in place. Enforcement of the penalties relating to overseas sourced spam may be problematic until international arrangements are in place, but the legislation ensures that there is an appropriate enforcement regime in place to deal with overseas spammers as soon as multilateral arrangements are in place.
· On the 20th October 2003, NOIE, the Australian Communications Authority (ACA) and the Korea Information Security Agency (KISA) signed a memorandum of understanding setting out cooperative arrangements for sharing information and intelligence about spam-related activities.

· NOIE, the ACA and concerned industry bodies will promote the development and use of technological measures designed to reduce or eliminate spam. The closing of open relays, used as a conduit for spam, and the utilisation of spam filters and "spam interception" services will be important strategies.

· NOIE will coordinate a broad-based educational program focusing on both business and user communities in partnership with such groups as NetAlert, the IIA, the AIIA and others. It will target user communities, focussing on spam-reduction and avoidance strategies, and business communities, focussing on legitimate online marketing.


The remainder of the submission responds to some of the more commonly aired concerns since the Bills were introduced into Parliament, and provides clarification of the reasons for the policy directions and decisions in those areas.

Consent through conspicuous publication

	Concerns raised
	The concern has been raised that the inferred consent derived from conspicuous publication of an electronic address (as described in Schedule 2, cl. 4) has too wide a coverage. 


	Operation of "conspicuous publication" provision
	The publication of electronic addresses (particularly e-mail and SMS addresses) on websites, journals, newspapers, the yellow pages and through other media is a common method of inviting communications in respect of a business or particular work-related function. Schedule 2, clause 4 provides the assurance that such communications are not prohibited by the Spam Bill, and clarifies that the consent that may be inferred is not a universal consent. It is a consent in relation to the business or work function that pertains to the published address. A plumber conspicuously publishing their electronic work address may reasonably expect sub-contracting and work requests and approaches from suppliers of plumbing tools and materials. Consent could not thereby be assumed for messages pertaining to "herbal viagra", overseas investment opportunities and similar messages that do not relate to plumbing.

A person who does not wish to receive unsolicited commercial electronic messages could publish their address with a "no spam" notification, and be confident that they have not given their consent to commercial electronic messages. A person who wished to receive only a certain class of message could publish their electronic address with a notification along the lines of "no spam - but offers to sell antique jam tins always welcome".

The provision has been drafted so that in all cases, the decisions and behaviour of the person who would receive the message is the determining factor in deciding whether consent exists. A person may, through deliberate action, notify which messages they wish to receive, and which they do not.


	Clarification - Offers of employment
	There has been a suggestion that the Spam Bill will prevent people from receiving offers of employment.

Where a person publishes their curriculum vitae on the internet in an effort to attract job offers, they are not necessarily covered by the provision relating to conspicuous publication, as they are not inviting responses in relation to their work-related role or function. However, a message offering an employment opportunity for an individual would ordinarily not be covered by the prohibition on sending unsolicited commercial electronic messages. An opportunity for employment would generally not be considered a "business opportunity" as defined in clause 6 of the Bill.


	Consequence
	The provision on "conspicuous publication" was added to establish a particular aspect of inferred consent, thereby providing assurance to businesses that a currently accepted practice will not be prohibited by the Spam Bill, while providing a clear boundary so that it could not be argued that publication of an electronic address provides a blanket consent for all communications.


	Concluding remarks
	A key concern in drafting the Bill was to prevent spam without prohibiting legitimate business communications. The provisions relating to express and inferred consent provide the basis for deciding whether a message is spam - an unsolicited commercial electronic message. The provision relating to conspicuous publication further clarifies the principle of consent.


Exemptions (Designated commercial electronic messages)

	Concerns raised
	The nature and coverage of Schedule 1 to the Spam Bill 2003 has caused concerns, giving rise to questions and suggestions such as:

· Why have such exclusions?

· The exclusions should be entirely eliminated;

· The exclusions should be broadened to cover all not-for-profit organisations;

· The term 'religious organisation' needs to be clarified.


	Why have such exclusions?
	For the most part, the exclusions have been added to the Spam Bill 2003 as a precautionary measure. Very few messages that are currently sent have been identified as falling squarely within the scope of these exemptions. The exemptions cover the possibility that some classes of messages were overlooked, or are of a nature that their status in respect of the Spam Bill needed clarification. In most instances, the excluded organisations would be sending non-commercial messages (which fall outside of the scope of the legislation), or messages to people who have opted in or have some other ongoing relationship with the sender. In other cases, there is a range of activities from the excluded groups that are commonly regarded as acceptable, or are of such social benefit that an exemption from some of the legislation's requirements is considered appropriate to allow their continuation.

It is also intended to ensure that there is no unintended restriction on government to citizen or government to business communication, nor any restriction on religious or political speech.


	Which messages are exempted?
	Limited exceptions to the Spam Bill apply in respect of currently accepted government, business and commercial practices, such as:

· Messages from government bodies;

· Messages from registered political parties;

· Messages from charities;

· Messages from religious organisations;

· Messages from educational institutions directed to attending and former students and their households;

where the message relates to goods or services, and the body authorising the message is the supplier of the goods or services. In addition, purely factual messages are excluded from coverage of the legislation.


	The nature of the exemption
	The messages exempted in Schedule 1 to the Spam Bill 2003 may be sent:

· to people who have not opted in, and who do not have a prior relationship with the authorising organisation;

· without including an unsubscribe facility.

The messages must however:

· accurately identify the authoriser of the message;

· only be in respect of goods or services that the authorising organisation is supplying.


	Requests for donations
	A request for donations is not a commercial message - it does not advocate a commercial transaction where goods, services or material benefit is returned in exchange for the donated money, goods or services.

A straightforward request for a donation is not covered by the legislation, and so is not in any way prohibited.


	Fundraising activities, goods, services
	Messages relating to other fundraising avenues, such as fetes or raffles, lamington drives, sale of greeting cards, charity carwashes and similar activities, goods and services could come within the meaning of "commercial message". Without any exemption, such messages would only be permitted to be sent to recipients that had previously provided a direct or inferred consent. The essence of many of these fundraising activities is that a donation is in effect being made, but there is a commercial exchange of goods or services of deliberately lesser value.

An electronic message relating to such a fundraising activity would be covered by the legislation. However, if the fundraising activity is directly provided by one of the bodies named in Schedule 1, the message may be sent without an included unsubscribe facility as an unsolicited message. The message must still identify the organisation that authorised the sending of the message.


	Commercial offers
	The exemption only covers a narrow range of commercial transactions - the bodies in Schedule 1 to the Bill may rely on the exemption if they offer goods or services and are the supplier of those goods or services.

Transactions involving land, or an interest in land, or business or investment opportunities are not covered by the exemption, nor are messages that promote the commercial interests of a third party, or goods or services that are provided by that third party. Such messages are subject to the standard provisions of the Spam Bill, in that they:

· may only be sent to people who have provided express or implied consent;

· must contain accurate sender information (about the organisation that authorised the sending of the message); and

· must contain an unsubscribe facility.


	Not-for-profit groups
	It has been suggested that the exemption should be extended from charitable and religious organisations to all not-for-profit organisations. The majority of not-for-profit organisations typically operate for the benefit of their members and, because there is an ongoing relationship with their membership, do not require the exemption that charitable and religious organisations may require. 


	Religious organisations and charities commonly reach beyond their congregations or membership to deal with broader elements of society that have no ongoing relationship with their organisation. The beneficial nature of the activities of these sectors has lead to their exemption from the prohibition on sending of unsolicited commercial electronic messages, in order to ensure there are no unexpected or untoward impacts on the sector. 


	It should be noted that altering the current exemption so that it covers all not-for-profit groups would mean that its scope would be greatly extended, and no longer so precisely defined.


	Definition of religious groups
	A concern has been raised that the exemption for religious organisations may be falsely taken advantage of. There is considerable case law relating to what is meant by a ‘religion’ or ‘religious organisation’ that provides guidance on this matter. In particular, the High Court, the case of The Church of the New Faith v. Commissioner of Pay-Roll Tax (1983) 154 CLR 120 sets out tests and indications to assist in determining whether a set of ideas constitutes a religion. In addition, the term ‘organisation’ connotes a level of structure and administration. It would not cover an ad hoc collection of individuals with similar beliefs.


	Factual information
	The legislation recognises that there may be messages sent that are commercial in nature, but consist of no more than factual information which does not involve a commercial transaction. Product advisories or warnings, and product recalls could fall into this category. In limited circumstances, such messages may be sent unsolicited, and without an unsubscribe notice.

To ensure that this exemption is limited, messages are only exempt if the message would not have come within the meaning of "commercial message" before the addition of the authorising party's name, logo and contact details.


	Consequence
	This provision was included as a precautionary measure, as very few messages which currently occur were able to be identified as falling within this provision. The risk was of unforeseen or undue consequences, particularly in the charitable and religious sectors, and a concern that this may impact on the delivery of broadly beneficial activities in the community. 


	Concluding remarks
	The legislation focuses on commercial electronic messages. Communications that only convey ideological, political or social comment are not commercial in nature, and so are not addressed by the legislation. Newsletters, political commentary, invitations to political or religious gatherings (where there is no admission charged, or commercial activity being undertaken at the venue) are not within the scope of the legislation.

The majority of messages from the listed groups would either not be commercial in nature, or would be sent to recipients who have a relationship with the organisation. The limited exemptions have been included in an effort to ensure that there are not unintended restrictions of the legitimate operations of the groups named, while ensuring that they are not given license to spam. It should be noted that, with the exception of political parties, the organisations also have to be careful to remain compliant with the privacy legislation.


Unsubscribe facility for exempted messages

	Concerns raised
	The concern was raised that designated commercial electronic messages will not be required to include an unsubscribe message 


	
	Schedule 1 to the Spam Bill 2003 defines "Designated commercial electronic messages". It provides that certain messages from government bodies, registered political parties, religious organisations and charities, educational institutions, and messages of a purely factual nature may be sent to recipients regardless of whether they were solicited or not. Because the Bill does not prohibit the sending of such messages without the consent of the recipient, then it logically follows that an unsubscribe facility attached to such messages would not necessarily be effective or needed to be acted upon.

In practical terms, it is likely that groups that send designated commercial electronic messages would include an unsubscribe facility, and would act on requests to unsubscribe from future messages. The legislation does not prevent it, but neither does it require it.

It should be noted that such groups are still required to include accurate sender information, which will enable recipients to contact the sender, requesting their removal from future messages.


	Consequence
	The fact that there would be no effective obligation for these organisations to act on an unsubscribe request would mean that mandating the inclusion of such a facility would be both illogical and create an incorrect assumption that there was an obligation for such a request to be honoured. 


	Concluding remarks
	Messages covered by the exemption for designated commercial electronic messages are required to contain accurate contact information about the body that authorised the sending of the message. They are not required to contain a functional unsubscribe facility, but may do so at the discretion of the body that authorises the sending of the message.


Single vs. Bulk spam

	Concerns raised
	There has been some suggestion that the legislation should only apply to bulk unsolicited electronic messaging, that single unsolicited messages should be permitted, or otherwise differentiated in penalty amounts from bulk messages.


	Problems with utilising "bulk"
	Some anti-spam legislation enacted in overseas jurisdictions has utilised the concept of “bulk messaging”. “Bulk” has been variously defined, but most commonly tends to stand around the one hundred messages mark. This concept has not been imported into the Australian legislation for two reasons: 

1. A person who receives an unsolicited commercial message will generally not care, nor be able to discover, if the message has been sent to them singly, or to a million other recipients. Regardless of the number of other recipients, that person’s time and resources have been consumed in dealing with the unwanted message, and their privacy has been invaded in a manner that should be addressed.


	2. Simple technical arrangements and legal arguments have been routinely employed in overseas jurisdictions to prevent messages from being classified as “bulk”. The more common techniques are:

· Sending multiple flights of messages to multiple address lists of a size one less than the number defined as “bulk”.

· Using multiple different addresses to send out the message.

· Using a simple program to insert random alphanumeric characters in each message sent to large address lists. It is argued that since no two messages are exactly the same, due to the inclusion of these random characters, they cannot be classified as a “bulk” message.


	ACA discretion in enforcement
	The legislation provides the ACA a measure of discretion in enforcement to ensure that the response is proportional to the breach. In cases where a single unsolicited electronic message is sent, then a formal warning would generally be sufficient to cause a change in the contravening behaviour.

As with its other enforcement roles, the ACA would establish internal guidelines and governance procedures to ensure the consistent, reasonable and appropriate application of this discretion.

It should be further noted that penalty amounts are defined per contravention. Consequently, the greater number of contravening messages sent the greater potential penalty. 


	Consequence
	The concept of bulk was avoided because it would increase the compliance cost by increasing the scope for ambiguity and argument by spammers in the legal arena. It would have no practical benefit for legitimate business, and could disempower consumers from reporting spam where they had no knowledge of whether an e-mail had been sent to one person or a million.


	Concluding remarks
	Given that the concept of “bulk messaging” appeared to reduce the efficacy and applicability of anti-spam legislation, it was decided to focus on the core issue involved in the penalty provision – the sending of unwanted commercial electronic messages in spite of the recipient’s wishes or consent.


Warrants
	Concerns raised 
	It has been suggested that the warrant provisions contained in the Spam (Consequential Amendments) Bill 2003 would permit ACA inspectors to enter and search private residences without a warrant, and without consent.


	Operation of search and seizure warrants
	The Bill does not allow a search of premises without a warrant and without consent. The Bill only provides for a search of premises where an inspector (being an ACA appointed inspector or a member of the Australian Federal Police) has a warrant obtained from a magistrate, or has been given the consent of the owner or occupier of the premises.

This recognises that the owner or occupier is appropriately entitled to decide who may enter the premises. It gives them the opportunity to consent, without wasting court resources, where they are willing to accede to the request. The owner or occupier may refuse consent, or may withdraw their consent at any time during the conduct of the search.

The search and seizure provisions relating to breaches of the Spam Bill are unaltered from the search and seizure provisions currently in the Telecommunications Act. The amendments extend the Telecommunications Act provisions to cover contraventions of the Spam Bill. The search and seizure provisions in that Act are consistent with similar provisions existing in other Commonwealth legislation.

Warrants under these provisions are served in respect of premises, not in respect of particular persons, or a particular person's possessions. This avoids substantial elements of evasion and confusion – for example where an on-site computer is on hire, or the premises belong to a third party.


	Consent of a flatmate or owner/occupier other than the alleged spammer
	It has been suggested that an inspector may seek consent to search a residence from a person not involved in the suspected contravention - an absentee owner, or an uninvolved flatmate for instance. As a matter of practice, an inspector is likely to seek a warrant to enter and search premises in order to avoid any possible argument that the flatmate's consent was not sufficient, or that any evidence seized is inadmissible.

The ACA has longstanding practices and governance procedures to ensure the decision to seek a warrant is made appropriately and responsibly, and that appropriate procedures are followed in conducting the search.


	Inspectors able to obtain a warrant or permission to search spam recipients' premises
	It is extremely unlikely that an inspector would conduct a search and seizure operation in respect of a recipient of spam. It would be a waste of time and resources, when the ACA could target the origin of the messages.

An inspector cannot conduct a search without a warrant or consent. They would require: 

· A warrant obtained from a magistrate, or

· The consent of the owner of the premises, or of an occupier of the premises.

The only way the ACA would be aware of a recipient of spam would be if the recipient complained to the ACA about receiving spam, or if the ACA had logs or other evidence showing the person as a recipient of spam. In the first instance, the recipient is likely to welcome the ACA's investigation, and in the latter case, the ACA would not need to seek additional evidence.


	ACA guidelines
	The ACA has developed internal guidelines that articulate the governance mechanisms and practices it has established to ensure the consistent, appropriate and responsible exercise of its investigatory and enforcement powers. The ACA has advised that those guidelines will be updated to include the graduated approach to the use of enforcement tools provided by the Spam Bill 2003 and the Spam (Consequential Amendments) Bill 2003. The ACA further intends that formal Business Operating Procedures will be developed to codify investigative best practice, and provide governance for the management of the regulatory and compliance regimes within the ACA's responsibility.


	Consequence
	Because spam operates in an electronic medium, the evidence pertaining to a contravention is fragile - it is particularly apt to being altered or destroyed. In many cases, it will only be possible to gain a complete picture of what has occurred at the point of origin of the message. The warrant provisions have been included to ensure that sufficient admissible evidence may be gathered for a court to make an informed and considered judgement.

In other circumstances, for instance where a virus has infected a computer and is sending spam without its owner's intention, the ability for an inspector to enter premises and examine the situation with the consent of the person involved is an important capability. 


	Concluding remarks
	The warrant provisions associated with the Spam Bill do not permit inspectors to enter premises without warrant or consent. The search and seizure provisions in that Act are consistent with similar provisions existing in other Commonwealth legislation.
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