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Submission by Australian Computer Society Inc to Senate Environment, Communications, Information Technology and the Arts Committee

Spam Bill 2003 and Spam (Consequential Amendments) Bill 2003

Summary

The Australian Computer Society (ACS) strongly supports the intent and general thrust of the Bills and notes that spam is costing the Australian community and businesses in particular enormous amounts in both direct resource utilisation costs as well as in lost productivity.

The ACS in this submission identifies elements of the Bills that we think could target spam with more precision than they presently do and remove some burdens which the bills may inadvertently be imposing on legitimate activity.

The key features of spam which the Bills do not presently identify are the indiscriminate nature of the addressee selection and the volumes of email sent.  The Bills also seem to prohibit or otherwise burden legitimate email activities that most people would not regard as spam, and provide for enforcement powers that are poorly tailored for the proposed regime.

Recommendations of principles

In lay terms, the ACS recommends that the Bills be amended to reflect the following principles:

1.
Prohibited activity should be confined to the sending of an unsolicited communication with substantially the same content to multiple addressees whose attributes have not been selected based on a bona fide held view that those addressees would have an interest in receiving the content of the communication from that sender.  The onus of proving the existence of the bona fide view should be on the sender absent an existing, recent or imminent business relationship.

2.
It should be mandatory to implement any request from a recipient of any communication that no further communications be sent to that addressee.

3.
There should be no prescribed form of ‘unsubscribe’ information; any mode of communicating a request not to receive further communications should be honoured.

4.
The basis for jurisdictional nexus should be left to the courts once there is a use of any electronic communication over which the Commonwealth has constitutional power such as under the telecommunications power, the international trade power, or even the external treaty power.  Negotiation of international reciprocal enforcement arrangements and referrals could proceed analogously to that in place for other regimes such as content regulation and competition laws.

5.
There should be no need for people whose email address is given on a web site to have to express their lack of willingness to receive spam if 1 to 4 above are met.  

6.
Unsolicited communications containing large attachments should be prohibited if the addressee would incur expense in receiving it disproportionate to the value of the communication to the recipient, with the onus being on the sender to prove any asserted value to the recipient.

7.
Where the recipient of spam has incurred expense in receiving it, the right to recover re-imbursement of that expense from the sender should be conferred and, in particular, the right to bring class actions against the sender on behalf of all such recipients should be available.  In this way the legislation would have greater chance of private enforcement than it will have where the ACA is the only authority able to bring proceedings.  

8.
Exemptions to the spam ban should be much narrower, and should be the subject of disallowable regulation.

9.
It should be an offence to use a false sender’s or reply address, and to use someone else’s server to send email (such as via open relay).  Although there are existing laws that prohibit unauthorised use of another person’s computer facilities, they are not spam-orientated and there may be some question about whether an open port invites usage.

10.
Without-warrant search and seizure powers in relation to premises where there are multiple occupants need to be more carefully confined to property owned or controlled by the person giving consent. 

11.
Optionally, it may be useful to mandate that every domain name owner in the .au country code top level domain maintain a mailbox styled ‘abuse@[domain name]’ to which complaints about spamming and other misconduct could be directed.

Recommendations on drafting (selected examples only)

12.
Replace paragraph (a) of the definition of “relevant electronic account-holder” in clause 4 of the Spam Bill 2003 (SB) with the following: “if the electronic address is an email address -- the individual most closely identified with the relevant email account; or”;

13.
Add a new paragraph (f) to clause 7 of the SB: “the message is delivered in whole or in part through the use of any Australian telecommunications network (as that expression is defined in the Telecommunications Act 1987).”;

14.
Amend clauses 16(1) and 18(1) of the SB by replacing “a commercial electronic message” with “an unsolicited commercial electronic message” and by adding the following new subclause (1A) to each of the proposed clauses: “For the purposes of subsection (1) a commercial electronic message is not unsolicited if at the time the message was sent the sender genuinely held the view that the addressee would have an interest in receiving the content of that message and the holding of that view by that sender at that time was in all the circumstances objectively reasonable.”

15.
Amend subclauses 16(5) and 18(5) of the SB by adding “(1A)” before “(2)”;

16.
Amend clause 6(1) of Schedule 2 of the SB by omitting subparagraph (b);

17.
In clause 14 of the Spam (Consequential Amendments) Bill 2003 (SBCAB) amend proposed new section 111B(1) by inserting “; or” at the end of proposed subparagraph (b) and by inserting a new subparagraph: “(c) if at the time the message was sent the sender did not genuinely hold the view that the addressee would have an interest in receiving the content of that message and the holding of that view by that sender at that time was in all the circumstances objectively reasonable.”;

18.
Add the following new clause 68A to the SCAB:  “After subsection 542(4) insert a new subsection as follows: ‘(5) Nothing in this section authorises an inspector to search or seize an article without a warrant issued under Division 3 unless the owner of the article (or a person who the inspector believes on reasonable grounds to have the authority of the owner of the article) has consented to the article being searched or seized.’”;

****************************

This submission was prepared by Philip Argy, National Vice President of the Australian Computer Society and also Chairman of the Society’s Economic, Legal and Social Implications Committee.
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