
communications legislation amendment bill (no 2) 2003
vodafone submission to the senate environment, communications, information technology and the arts legislation committee
1. executive summary
Vodafone welcomes the inquiry of the Senate Environment, Communications, Information Technology and the Arts Committee (Committee) into the Communications Legislation Amendment Bill (No 2) 2003 (Bill) and is pleased to be able to make the following submission regarding the Bill to the Committee.  Vodafone would be happy to speak to its concerns should this be necessary.
Vodafone acknowledges that telecommunications is an important national sector that will inevitably be relevant to consideration of national security issues.  Vodafone accordingly supports the objects of the Bill in seeking to ensure that Australians are protected from threats to national security through the misuse of telecommunications facilities and services.  
However, as a carrier and carriage service provider to [over 2.5 million customers in Australia], Vodafone is concerned that, as presently drafted, the Bill will confer very wide discretionary powers to restrict Vodafone’s legitimate business practices, which powers appear to go well beyond what may reasonably be required to protect Australia’s national security interests.  
In particular, Vodafone has concerns regarding the effect of the new section 581(3) of the Telecommunications Act 1997 (Act) proposed by the Bill, which will give the Attorney-General the power to direct carriers and carriage service providers not to use or supply, or to cease using or supplying (at all or to particular persons) a carriage service or all carriage services where such use or supply is considered to be prejudicial to national security.
As summarised in the Bills Digest to the Bill, the unacceptable consequence of the present drafting of section 581(3) is that:

“...on a strict reading of the amendments proposed in the Bill, … decisions by the Attorney-General affecting the business and livelihood of people in the telecommunications industry can be based on subjective judgements of the national security situation with little prospect of any successful review by the courts.”

In order to strike a more appropriate balance between the legitimate protection of national security interests and the protection against undue harm to the legitimate business interests of carriers and carriage service providers, Vodafone submits that it is critical that the proposed section 581(3) is amended as follows:

· So that the power is limited to directing a carrier or carriage service provider to cease supplying a carriage service to a particular person or particular persons with access to the carriage service where use of the carriage service by that person or persons poses a threat to national security.
· To include an express legislative requirement for the power to be exercised only where there are demonstrated grounds that this is necessary to protect national security and only where risk to national security cannot be managed effectively through other mechanisms.
· To include clear statutory immunity in respect of acts done in good faith in compliance with a direction under section 581(3).

· So that the ability to seek judicial review of decisions made under section 581(3) is a meaningful one providing a proper check and balance on the exercise of the power.
· So that carriers and carriage service providers are appropriately compensated for any costs they incur and loss or damage that they suffer as a result of directions under section 581(3).
Further explanation as to why Vodafone considers that the above amendments are critical is set out in the body of this submission.  Some proposed amendments to the text of section 581 to address the first three of Vodafone’s concerns are set out at Annexure A to this submission.
2. vodafone support for objects of the bill
Vodafone acknowledges that it is necessary and appropriate for Government to have adequate powers to protect Australia’s national security, particularly given the current domestic and global security environment.  Vodafone is committed to its statutory obligations to assist in this task, and already provides a very high degree of assistance to government agencies in this respect.
However, as set out in the remainder of this submission, where – as is the case with the Bill – government powers have the potential to significantly restrict and interfere with the legitimate business processes of  telecommunications providers, it is imperative that the powers are no wider than is strictly necessary to protect against the risk to national security and that there are appropriate checks and balances in place regarding their exercise.
3. importance of proportionality
As currently drafted, section 581(3) could be used to direct telecommunications providers such as Vodafone to immediately cease providing any mobile services whatsoever.  The harm to Vodafone’s business likely to be caused by such a direction is obvious.  In these circumstances, the requirements of proportionality demand that the power granted to the Attorney-General to cause such potential harm is no greater than the potential harm to national security.
The requirements of proportionality appear to have been acknowledged in the second reading speech for the Bill, where it is stated that:

“…it is expected that the Attorney-General would exercise the power to direct a person to cease using or supplying a carriage service only in extreme circumstances where the risk to national security cannot be managed effectively through other mechanisms.”

However, the mere parliamentary expression of such an expectation is clearly insufficient to ensure that the statutory power granted under section 581(3) is exercised appropriately in all the relevant circumstances.
In fact, as discussed in section 4 of this submission, given the high level of assistance already provided to Government agencies by carriers and carriage service providers, Vodafone can conceive of only very few circumstances in which a resort to the proposed power under section 581(3) would be warranted.
Certainly, as discussed in section 5 of this submission, the principle of proportionality requires that greater constraints on the discretion of the Attorney-General to issue a direction under section 581(3) and greater constraints on the scope of such a direction are built into the Bill.
4. carriers and carriage service providers already provide high levels of assistance to government agencies
Under section 313 of the Act, carriers and carriage service providers are already required to do their best to prevent telecommunications networks and facilities from being used in the commission of offences, as well as to give officers and authorities of the Commonwealth, States and Territories such help as is reasonably necessary for enforcing the criminal law, protecting public revenue and safeguarding national security - including a requirement to comply with very extensive interception obligations.
In addition, under section 315 of the Act, the police already have significant powers to request the suspension of the supply of a carriage service in an emergency.  Under that section, senior police officers have the power to request carriage service providers to suspend the supply of a carriage service to which an individual has access, where there is a threat that the individual will do something to endanger their own or someone else’s life, health or safety or do serious damage to property and where suspension of the carriage service is reasonably necessary to prevent or reduce the likelihood of this occurring.  
Vodafone is committed to its statutory obligations to provide all necessary assistance for the purposes of law enforcement and the protection of Australia’s national security interests, and already provides high levels of assistance to government agencies pursuant to these obligations.  Accordingly, Vodafone considers it very unlikely that there would be a risk to national security in respect of which Vodafone was not already required to provide appropriate assistance to the police and other government agencies by virtue of its existing obligations.
However, on the basis that it is deemed necessary to give the Attorney General additional explicit powers to direct carriers and carriage service providers to cease supplying carriage services in extreme cases of prejudice to national security that cannot be effectively managed in any other way, Vodafone submits that the proposed new section 581(3) needs to be redrafted so as to ensure that it is only used in such extreme cases, and so that there is adequate protection of the legitimate business interests of carriers and carriage service providers in those cases where the power is exercised. 
5. proposed amendments to the bill
5.1 Adjustment to scope of direction under section 581(3) to more appropriately target perceived threat to national security
It is Vodafone’s understanding that the purpose of section 581(3) is to give the Attorney-General the clear legislative power to direct a carrier or carriage service provider to cease supplying a carriage service to a particular person or particular persons with access to the carriage service where use of the carriage service by that person or persons poses a threat to national security.  As noted in the second reading speech of Lindsay Tanner, MP:
“The two major themes of the Bill are, first, to improve the national security checks on applicants for carrier licences in telecommunications and, second, to remove access to telecommunications services by persons on national security grounds where that is appropriate – either removing or denying access to a person or persons who may constitute a threat to national security.”

In line with the requirements of proportionality, Vodafone submits that the wording of section 581(3) should be no wider than what is required to achieve the purpose of restriction of supply of telecommunications to a person or persons whose use of that telecommunications service poses a threat to national security.  Currently, the drafting is much wider than this – extending to the ability to give a carrier or carriage service provider a direction that it cease using or supplying carriage services generally.
Vodafone has set out in annexure A some proposed drafting amendments to limit the current, unnecessarily wide drafting of section 581(3).  In Vodafone’s opinion, amendments to this effect should cause no harm to the intended effectiveness of section 581(3) in seeking to protect Australia’s national security interests, whilst significantly reducing the potential of the current drafting to do undue harm to the legitimate business interests of carriers and carriage service providers.
5.2 Limit to grounds upon which a direction under section 581(3) may be issued
As noted above, Vodafone submits that it is essential for parliament to ensure that the potential harm to the legitimate business interests of carriers and carriage service providers by a direction under section 581(3) is not disproportionate to relevant risk to national security.  
In order to ensure this, Vodafone submits that section 581(3) needs to be amended so that there is an express legislative requirement that the power to is issue a direction under section 581(3) may only be exercised where:
· there are demonstrated grounds that this is necessary to protect national security; and 
· the risk to national security cannot be managed effectively through other mechanisms.  
On its current drafting, section 581(3) does not require either of these conditions to be satisfied:

· In order to be able to issue a direction under section 581(3), the Attorney-General merely has to “consider” that there is or would be a relevant prejudice to national security.  As noted in the Bills Digest for the Bill:
“In other words, the Attorney-General needs merely to honestly form the impression that allowing such action would be prejudicial to national security.  There is no requirement on the Attorney-General to establish that there are national security grounds that are reasonable in the circumstances before using the proposed powers.”

· Further, as noted above, although the second reading speech for the Bill states that it is “expected” that ASIO will provide a security assessment in connection with such a direction, there is no legislative requirement for the Attorney-General’s decision to be informed by such an assessment.  Again, as noted in the Bills Digest for the Bill:

“Parliament might note that there is no requirement in the Bill for the Attorney-General to obtain any formal security assessment or even to consult ASIO or other security agencies before using the proposed new powers.”

As set out in Annexure A to this submission, Vodafone submits that one way in which to remedy these deficiencies with the current drafting of section 581(3) is by way of two drafting amendments:
· to provide that the Attorney-General must have “reasonable grounds to believe” that there is a relevant prejudice to national security (rather than merely “considering” that this is the case); and
· to expressly provide in the section that a decision to issue a direction under section 581(3) must be supported by an ASIO security assessment recommending such action.
Whilst the first proposed amendment still falls short of actually requiring that there in fact is or would be a relevant prejudice to national security, this wording is consistent with the drafting of section 315 of the Act, and Vodafone considers that it strikes a reasonable balance between allowing the Attorney-General some necessary discretion in issuing a direction and ensuring that such directions are not issued without there being some good objective cause for so doing.
Vodafone considers that the second proposed amendment, or an amendment to similar effect, is essential in order to ensure that directions issued under section 581(3) comply with parliament’s intentions that they are issued only in extreme circumstances where the risk to national security cannot otherwise be effectively managed, as supported by an ASIO security assessment.
5.3 Clear statutory immunity for compliance with directions
Vodafone notes that it is presently expressly provided in the Act that carriers, carriage service providers and their officers, employees and agents are not liable to actions or proceedings for damages in respect of an act done or omitted in good faith in the performance of duties under sections 313 or 315 of the Act (see sections 313(5)-(6) and 315(3A)-(3B)).  
Vodafone submits that the Bill must be amended to provide similar express statutory immunity to carriers, carriage service providers and their officers, employees and agents in respect of acts done or omitted in good faith in relation to a direction under section 581(3).  Carriers and carriage service providers could potentially be exposed to very significant claims in damages and on other bases for ceasing or refusing to supply telecommunications services to their customers in compliance with a direction under section 581(3).  It is clearly essential to afford them such bare minimum statutory protection against such claims.
5.4 The inclusion of more meaningful administrative review rights
As noted above, Vodafone has significant concerns that, on the current drafting, a direction may be issued under section 581(3) on what may ultimately be the mere, unsupported, subjective opinion of the Attorney-General that the use or supply of one or more carriage services is or would be “prejudicial to security”.  Vodafone’s proposed revisions to section 581(3) as set out in Annexure A are aimed at ensuring that the Attorney-General’s discretion is not misused and only exercised in circumstances where the Attorney-General has a sound or reasonable factual basis for exercising this discretion.

However, in addition to the need to subject the Attorney-General’s discretionary power under proposed section 581(3) to reasonable constraints, Vodafone believes that there must be a strengthening of the ability of affected parties to have a direction under section 581(3) reviewed if they believe it to be baseless, unsubstantiated or unreasonable.  A meaningful right to merits and/or judicial review of a decision to issue such a direction is an essential check and balance on the exercise of that power.
Vodafone notes it is proposed that directions under section 581(3) will not be subject review under the Administrative Decisions (Judicial Review) Act (ADJR Act).  Vodafone recognises that decisions made pursuant to security legislation, such as the Australian Security Intelligence Organisation Act 1979, are not subject to review under the ADJR Act.  Vodafone understands, however, that security legislation does not typically provide the decision-maker with as wide a discretion as that which is provided to the Attorney-General under proposed section 581(3). 

Vodafone also notes that directions issued under section 581(3) will still be subject to judicial review under the Judiciary Act 1903.  However, in order to successfully seek judicial review of a decision under section 581(3) under the Judiciary Act, the plaintiff will bear the onus of proving that the Attorney-General had no reasonable basis for concluding that the use or supply of the carriage service is or would be prejudicial to security.  This may be extremely difficult in circumstances where there will be no entitlement to reasons for the decision under the ADJR Act and where rights to reasons at common law in relation to matters pertaining to national security are limited.
Accordingly, Vodafone is extremely concerned that any rights it may have to judicial review of a decision under section 581(3) will be effectively meaningless, because:
· it is very difficult to challenge decisions of a discretionary nature where there is no ability to seek review of the merits of the decision; and
· it is very difficult in practice to challenge the validity of a decision where the plaintiff is not in possession of any material as to the reasons for the decision. 
Vodafone accordingly submits that the Bill needs to be amended to provide parties affected by decisions under section 581(3) with more meaningful review rights.  Possible means of achieving this may include providing a right to have such decisions reviewed under the Administrative Appeals Tribunal Act 1975, permitting review under the ADJR Act (and thus a requirement to provide reasons under section 13 of the ADJR Act) and/or requiring the Attorney-General to provide written reasons for a decision under section 581(3) through an amendment to the Bill.
5.5 Fair compensation for costs, loss or damage
Section 314 of the Act sets out the general principle that, when giving assistance to government agencies for the purposes of enforcing the law, protecting public revenue and safeguarding national security as required by section 314, carriers and carriage service providers should neither profit from, nor bear the cost of, giving that assistance.
Depending on the scope of a direction under section 581(3), a carrier or carriage service provider will need to incur potentially very significant costs in order to comply with the direction.  
In addition, a direction under section 581(3) will necessarily deprive affected carriers and carriage service providers of some of the rights associated with their carrier and/or spectrum licences, and may lead to very significant losses in revenue for the period during which the direction is effective (potentially preventing the carrier or carriage service provider from earning any revenue from telecommunications services whatsoever).   
Recently, in the context of proposed water management reforms, the Prime Minister has noted that owners of property rights such as water rights should not lose those rights or have those rights diminished without fair compensation.
  Vodafone submits that exactly the same principles are applicable to any loss of rights or diminution in rights under telecommunications and/or spectrum licences as a result of directions under section 581(3) of the Act. 
Accordingly, consistent with the cost allocation principles in section 314 of the Act and general principles of fair compensation for loss or diminution in value of property rights, Vodafone submits that the Bill should include provisions ensuring that fair compensation is provided to carriers and carriage service providers for any costs that they incur and loss or damage that they suffer as a result of a direction under section 581(3).
6. conclusion
Vodafone considers that the amendments it has proposed to section 581(3) are reasonable.  In Vodafone’s opinion, the current drafting of the Bill opens the potential for harm to be done to the legitimate business operations of carriers and carriage service providers out of any proportion to benefits to be gained from the Bill in further protection Australia’s national security interests.  Vodafone firmly hopes that the Committee will take on board its submission, and recommend amendments to the Bill to strike a more appropriate balance between national security needs and interference with the rights of innocent parties.
Annexure a

vodafone proposed revised drafting of section 581 of the act

 (3) If:
(a) a person who is a carrier or carriage service provider proposes to supply, or supplies, to another person, one or more carriage services; and
(b) the Attorney-General, after consulting the Prime Minister and the Minister administering this Act, has reasonable grounds to believe that the proposed use of the carriage service or carriage services by the person would be, or the use of the carriage service or carriage services by the person is, as the case may be, prejudicial to security; and

(c) not supplying, or ceasing supply of, as the case may be, the carriage service or carriage services to the person is reasonably necessary to:

(i) prevent a recurrence of a use mentioned in subparagraph (b); or

(ii) prevent or reduce the likelihood of a use mentioned in subparagraph (b)
the Attorney-General may, after receiving a security assessment recommending such action, give to the carrier or carriage service provider a written direction not to supply, or to cease supplying, as the case may be, the carriage service, or all of the carriage services, to that person.
(4) A person must comply with a direction given to the person under subsection (1) or (3).
(5) A person is not liable to an action or other proceeding for damages in relation to an act done or omitted in good faith in compliance with a direction given to the person under subsection  (3).
(6) An officer, employee or agent of the person is not liable to an action or other proceeding for damages for or in relation to an act done or omitted in good faith in connection with an act done or omitted by the person as mentioned in subsection (5).

(7) In this section:
security has the same meaning as in the Australian Security Intelligence Organisation Act 1979.
security assessment has the same meaning as in the Australian Security Intelligence Organisation Act 1979.
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