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Preamble

1. ASIS welcomestheintroductionof theIntelligenceServicesBill 2001,the
IntelligenceServices(ConsequentialAmendments)Bill 2001 andtheprovisionin the
CybercrimeBill 2001relatingto ASIS andDSD — Liability for CertainActs.

2. While theIntelligenceServicesBill alsodealswith theDefenceSignalsDirectorate
(DSD) andtheAustralianSecurityIntelligenceOrganisation(ASIO) to varyingdegrees,this
Submissionwill only canvasmattersrelatingto ASIS.

Background to theBill

3. The suggestionthat ASIS shouldbeplacedona statutoryfootingwasfirst madeby
Mr JusticeHopein 1977 in theReportof theRoyalCommissionon IntelligenceandSecurity.
In 1995 theConmiissionofInquiry into theAustralianSecretIntelligenceService,whichwas
conductedby theHon.GordonJ.SamuelsAC, QC andMr Michael H. CoddAC, similarly
recommendedlegislationfor ASIS.

4. In makingthis recommendationthe 1995Commissionof Inquiry statedthat:

“We consider,however,that themovefrom executiveto legislativeauthority wouldadda
significantnewdimensionto theaccountabilityframework,bringingwith it qualitiesof legitimacy
and transparencywhichtheServiceneeds.Theenactmentof legislationshouldserveto reassure
thepublic, in awaythatstatementsby theMinisteror theDirector-Generalcannotdo, that the
activitiesof ASIS areproperlyauthorisedandcontrolled. Bydefiningkey elementsof the
arrangementsfor controlandoversight— involving theMinister, theDirector-Generaland,aswe
shallrecommend,theParliamentitself — the legislationshouldhelpto dispelthepersistent
mythologythatASIS is unaccountableandoutofcontrol. Noneof theotherargumentsfor
legislationis ascompelling.”

5. Therecommendationwasendorsedby thethenGovernmentandlegislationbeganto
bedraftedfor ASIS. In theinterveningperiodGovernmentdecidedthat aspectsof DSD’s
activitiesshouldalsobeincludedin legislation. Thisresultedin thedevelopmentof an
IntelligenceServicesBill, dealingwith ASIS, DSD andtheestablishmentof a new
ParliamentaryJointCommitteefor ASIO andASIS.



6. The 1995CommissionofInquiry said:

“Thepropositionthatsecrecyis crucial to theoperationsof a secretintelligenceserviceis
incontrovertible.Sincetheprimaryfunction of ASIS is to collectsecretforeignintelligence,it
necessarilyfollows thatinformationaboutits intelligencecollectionactivities— where,howand
by whom theyarecarriedout— mustremainsecretif theactivitiesareto be viable.”

TheIntelligenceServicesBill seekstheappropriatebalancebetweentransparencyand
secrecy.

FeaturesoftheIntelligence ServicesBill 2001

7. TheIntelligenceServicesBill 2001hasthefollowing keyelements.TheBill:

- placestheAustralianSecretIntelligenceService(ASIS)on astatutoryfooting;

- articulatesthefunctionsof ASIS;

- providesfor theamendmentof ASIS’ functionsundervery strict conditions;

- makesexplicit that ASIS cannotplanfor, orundertake,violenceoruseweaponsin carrying

out its activities. Pam-militaryactivitiesalsocontinueto be ruledout;

- outlinesthelevelsof accountabilityunderwhich ASIS operates- from theParliament,to
theMinisterfor ForeignAffairs, to theDirector-General;

- in sodoingit requireswrittendirectionsbe issuedby theMinisterfor Foreign
Affairs to theDirector-Generalin relationto theactivitiesofASIS;

- thesedirectionsareto stipulatethoseoccasionswhentheDirector-General
mustseekauthorisationfor theconductofparticularactivities;

- reinforcestherole of theInspector-GeneralofIntelligenceandSecurityin hisoversightof
ASIS;

- setslimits on ASIS’ functions— theseareonly to beperformedin theinterestsof
Australia’snationalsecurity,Australia’sforeignrelationsorAustralia’snationaleconomic
well-being;

- reinforcesthatASIS doesnot havepolicefunctionsoranyotherresponsibilityfor the
enforcementof the law;

- provideslimited liability for ASIS staffandagentsoverseas;

- provideslimited liability for ASIS staffandthosewho assistASIS,andthosewhomaybe
involvedin thetaskinganddirectionofASIS in Australia,in respectof civil andcriminal
prosecutionfor activitiesstrictly connectedto ASIS’ performanceof its functionsoverseas;

- requirestheMinister forForeignAffairs to makewrittenrules for ASIS which protectthe
privacyof Australianpersons;
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- establishesaParliamentaryJointConmiitteefor ASIS (andASIO). Thepowersofthe
proposedASIO/ASIS Con~imitteewill extendfurtherthanthoseof thecurrentParliamentary
JointCommitteeon ASIO asit will haveresponsibilityfor theexaminationof theexpenditure
andadministrationof ASIS (andASIO);

- providesprotectionfor the identitiesof thestaffmembersof ASIS,similar to that afforded
to staffmembersof ASIO undertheAustralianSecurityIntelligenceOrganisationAct 1979.

PrincipalLegislativeReforms

8. Theprincipal legislativereformsin theIntelligenceServicesBill areasfollows:

- Therepresentationofthefunctionsof ASIS

9. Thebill definesASIS’ functionsas:

- thecollectionof foreignintelligenceat thedirectionof theGovernment- Clause
6(1)(a);
- thedistributionof this foreignintelligencein accordancewith Government
requirements— Clause6(1)(b);
- theconductof counter-intelligenceactivitiesthroughwhich ASIS protectsits
intelligencecollectionwork,andcontributesto nationalsecurity,in conjunctionwith
otherAustralianagenciessuchasASIO — Clause6(1)(c);
- theconductof liaison, to engageauthoritiesin othercountries,in furthering

• Australia’snationalinterests— Clause6(1)(d);
- theundertakingof otheractivitiesastheresponsibleMinisterdirects,shouldthe
needarise,undervery limitedconditions— Clause6(1)(e).

10. To sotaskASIS to undertakeotheractivitiestheMinisterfor ForeignAffairs must
consultotherMinisterswith relatedresponsibilities.Thesewouldnormallybe those
Ministerswho currentlyaremembersof theNationalSecurityCommitteeof Cabinet.

11. In addition,theMinistermustbesatisfiedthatarrangementsarein placeto ensurethat
therearedefinedlimits to theproposedactivity andthat actsdonewouldbereasonable.
Thesequalificationsarealsodirectlyrelatedto theprohibitionsmentionedbelow. Beyond
this theInspector-GeneralofIntelligenceandSecurity(IGIS), who mustreceiveacopyof any
amendmentto thefunctionsof ASIS assoonaspracticableafterthedirectionis givento the
Director-General.

- Prohibitionsonviolence,useofweaponsandpara-militaryactivities

12. Thebill setsout whatASIS cannotemployin theperformanceof its functions—

Clause6(4)— andrulesoutviolence,theuseof weaponsorpara-militaryactivities. ASIS
doesnot useviolence,thethreatof violenceorweaponsin theperformanceof its functions—

ASIS gathersintelligenceby non-violentmeans.Thisclausealso seeksto dispelsomeofthe
mythsabouttheService’sactivities. Thereferenceto planningmeansthatASIS cannot
engageindividuals,groupsorotherbodiesto conductactivitieson its behalfwhichmay
involveviolence,ortheuseof weaponsorpara-militaryactivities. The“otheractivities”
function— Clause6(1)(e)— doesnot overridetheseprohibitions.
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- Ministerialdirectionsandauthorisations

13. TheClausesdealingwith Ministerial directionsandauthorisations— Clauses8 and9 —

in part reflectcurrentMinisterial oversightandapprovalarrangements.TheDirectionsunder
Clause8 will settheparametersfor activitiesundertakenby ASIS. ASIS currentlyoperates
underaclassifiedDirective from Government.Thebill will taketheplaceof thisDirective.
Given theneedfor secrecyto enableASIS to performits functions,therewill still needto bea
classifiedDirectionwhich specifiesthosecircumstanceswhentheDirector-Generalmustseek
Ministerial approvalorauthorisationfor certainactivities,forexample,proposalsto vary the
placeandnumberof ASIS staffdeployedoverseas.

14. Theauthorisations,at thewritten requestof theDirector-General,will onlybe
providedby theMinisterwhentheMinister is satisfiedthattheactivities soauthorisedare
necessaryfor theproperperformanceof afunctionof ASIS; thatnothingwill bedonebeyond
whatis necessaryfor theproperperformanceof afunctionof ASIS; andthatthereare
satisfactoryarrangementsin placeto ensurethenatureandconsequencesof actsdonewill be
reasonable.Theauthorisationsmustbe in writing andspecifyhow long theywill be in effect.
UnderClause10,authorisationsmaybe renewed,variedorcancelledandthis mustbein
writing. TheIGIS will receiveacopyof theDirection from theMinisterandbeableto
inspecttheDirector-General’srequestfor an authorisationandtheMinister’sresponse.As
with all aspectsof ASIS’ activities,theIGIS will auditthelegality andproprietyof ASIS
activitiesundertheseauthorisations.

15. ASIS mayalsocooperate,subjectto anydirectionissuedby theMinister,with
CommonwealthandStateauthoritiesandauthoritiesof othercountries.Cooperationwith
authoritiesof othercountriescapableof assistingASIS in theperformanceof its functionsis
dependent,however,on ASIS gainingapprovalfrom theMinister. Thisprovisionis relatedto
ASIS’ liaison function. Any suchapprovalsmustalsobeavailablefor inspectionby theIGIS.

- Limits onASIS’ functionsand activities

16. Thebill setsout theframeworkfor whatASIS canandcannotdo. It makesclearthat
ASIS functionsattheclosedirectionof Government,in theinterestsof Australia’snational
security,Australia’sforeignrelationsandAustralia’snationaleconomicwell-being,andonly
in sofar asthoseinterestsareaffectedby peopleororganizationsoutsideAustralia. ASIS
doesnotcarryoutpolice functionsorhavealaw enforcementrole. ShouldASIS obtain
intelligencerelevantto seriouscrime,however,it cancommunicatethatintelligenceto law
enforcementagencies.Clause12 reinforcesthatASIS cannotundertakeanyactivityunless
thatactivity is necessaryfor theproperperformanceofASIS’ functionsor authorisedor
requiredby orunderanotherAct.

- Limited liability

17. Thebill providesfor limited liability undercivil andcriminal law.

18. Clause14(1)statesthat astaffmemberoragentof ASIS is not subjectto anycivil or
criminal liability for anyactdoneoutsideAustraliacarriedout forthepurposeofcarryingout
thefunctionsof ASIS in relationto thecapabilities,intentionsoractivitiesof peopleor
organisationsoutsideAustralia. Theseactivitiesareasintendedandrequiredby the
Government.
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19. Clause14(2)dealswith limitedcivil andcriminal liabilities for ASIS staff andthose
who assistASIS andthosewho maybeinvolvedin thetaskinganddirectionof ASIS, for
certainactsdoneinsideAustralia. Thereareclearandstrict conditionsthatmustbemet for
this limited liability to beprovided— theyarethree-foldandtheyarelinked. As such,thereis
no blanketimmunityfrom Australianlawsfor all actsundertakenby ASIS.

20. Forthe limited liability to comeinto forcetheactivity must:

- bepreparatoryto, or in supportof, orotherwisedirectlyconnectedwith, overseasactivities
of ASIS,and

- involve aiding,planningorattemptingto carryoutorbedirectlyconnectedwith someother
actoutsideAustraliathat wouldbeanoffenceif conmiittedwithin Australia;and

- bedonein theproperperformanceof afunction of ASIS.

21. UnderClause14(2)this limited liability extendsbeyondASIS staffasthereis aneed
to provideprotectionfor thosewho assistASIS andwhotaskandauthoriseASIS’ activities.
Undercertaincircumstances,without thisprotection,individualsincludingbureaucratsfrom
departmentsandagenciesandMinisterscouldfind themselvesin contraventionof conspiracy
provisionsundervariousAustralianlaws.

22. In recentyears,ASIS hasbeenrestrictedin its ability to achievetheobjectivesof
Governmentdueto global technologicalchangeandlawsthathavebeenpassedin Australia
thatcanhaveapplicationoverseas.In caseswheretherewasconcernthat aproposedASIS
activity couldraisedifficultiesunderAustralianlaw, ASIS hassoughtlegaladvice. Where
this advicehasindicatedthat ASIS couldbein breachof Australianlaw if the activity
proceeded,ASIS hasnot undertakentheactivity. Thishasresultedin thelossof intelligence
requiredby Government.It wasnot the intentionof suchlegislationto inhibit
Commonwealthagenciesfrom fulfilling theircharterat thebehestof theCommonwealth.
TheCybercrimeBill 2001 is anexampleof proposedlegislationwhichhasbeendraftedin
responseto global technologicalchangeandwhich includesprovisionfor thelegislationto
haveeffectoutsideAustralia. Without provisionforlimited liability underthis bill ASIS
couldberestrictedin its ability to achieveGovernmentobjectives.

23. Thelimited liability provisionin Clause14 limits theapplicationof Commonwealth,
StateandTerritory lawsin certaincircumstances.Suchaprovisionis notnew. The
controlledoperationsprovisionsinsertedin theCommonwealthCrimesAct in 1996,for
example,give federallaw enforcementofficers immunity from Statedrugpossession
offences,whencertainpre-conditionsaremet.

24. As statedaboveIGIS auditsASIS’ activitiesandreportson thelegalityandpropriety
of ASIS’ activities.

25. Thelimited liability envisagedfor ASIS is broadlycomparableto thatprovidedfor
Westerncounterpartforeign intelligencecollectors,bearingin mind theirfunctionsandthe
differingsystemsgoverningthem.
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- Rulesto protect theprivacy ofAustralians

26. ASIS doesnot setout to collectinformationon Australiansanddoesnot haveafree
reinto collectintelligenceinformationasit seesfit. Nevertheless,Australiansmaybe
incidentallymentionedin intelligence.ASIS currentlyhasrulesto protecttheprivacyof
Australianswhich areapprovedbytheNationalSecurityCommitteeof Cabinetandissuedto
theDirector-Generalby theMinisterfor ForeignAffairs. Thesecovercollectionpriorities
andpracticeswhichensurethatASIS actswith propriety,andin accordancewith the
Government’scommitmentto theprotectionof Australians’civil libertiesandprivacy. ASIS
is notpermittedto reportforeignintelligenceinvolving Australiansexceptin somecarefully
definedcircumstances.Suchcircumstancesareinfrequent,andsafeguardsareprovidedto
ensurethattheprivacyof Australiansis not compromised.Therulesapplyto all formsof
foreignintelligence— whethercollectedby ASIS directly,orprovidedby another
Commonwealthagencyorby aforeignliaisonservice. Therulescoverall forms ofreporting
usedby ASIS.

27. Therulesproposedin thisbill, whichwill beissuedto theDirector-Generalby the
Minister,will ensurethatAustraliancitizensandpermanentresidentsareprotected.These
rules,andASIS’ adherenceto them,will becontinuallymonitoredby IGIS andreportedon in
IGIS’ annualreport.

- Committeeon ASIO and ASIS

28. The bill providesfor aParliamentaryJointCommitteeonASIO andASIS. This
committeeis to reviewtheadministrationandexpenditureof ASIO andASIS andmayreview
any matterin relationto ASIO andASIS referredto it by theresponsibleMinister ora
resolutionof eitherHouse. As aresult,theambitof this proposedCommittee,is broaderthan
thatofthecurrentASIO Committee.TheASIO/ASIS Committeeis not to consider
operationalmatters,however,or intelligencepriorities,targets,activitiesconcerningnon-
Australianpersonsor individual complaints.TheCommittee’sfunctionswill be
complementaryto, but distinctfrom, theexistingoversightfunctionsperformedby IGIS and
theAustralianNationalAudit Office, whichauditsall ASIS’ financialaccounts.

29. Thefinal sectionsof thebill (Schedule1, Parts1, 2 and3) setoutvariousprocedural
mattersin respectof theoperationof theParliamentaryJointCommitteeandarelargelybased
uponsectionsof theASIO Act whichcovertheoperationof theASIO ParliamentaryJoint
Committee.TheCommitteeis not to requirethedisclosureof operationallysensitive
informationor informationthatwouldormight prejudiceAustralia’snationalsecurityorthe
conductOf Australia’sforeignrelations. Investigationsintomatterswhich relateto
operationallysensitivemattersareundertakenby theInspector-Generalof Intelligenceand
Security.

30. Given theCommittee’spowersto examinetheexpenditureandadministrationof ASIS
(andASIO) andthesensitivityandclassifiednatureofthesematters,the staffsupportingthe
ParliamentaryJointCommitteeareto beclearedfor securityclearancesto thesamelevel and
with the samefrequencyasASIS officers. This requirement,underParliamentaryconvention,
will not applyto membersoftheParliamentwhoserveon theParliamentaryJointCommittee.
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Other Legislative Reforms

31. Otherlegislativereformscontainedin theIntelligenceServicesBill areasfollows:

- Establishmentof ASIS and therole of the Director-General

32. Part3, Division 1 of thebill providesfor theestablishmentof ASIS ona statutory
basisand its continuation in existence.It also setsout the wayin which theDirector-General
of ASIS is appointed,linesof controlandaccountabilityandsetsin placearrangementsfor
theLeaderof the Opposition in the HouseofRepresentativesto be consultedon the
appointmentof theDirector-Generalandto bebriefedaboutASIS.

- Administrative provisionsrelating to theDirector-General

33. Part3, Division 2, providesthe administrativeprovisionsconcerningtheDirector-
GeneralofASIS — periodof appointment,remunerationarrangements,resignation,
termination,thecircumstanceswherean actingDirector-Generalmaybeappointed,banon
outsideemployment,therequirementfor theDirector-Generalto disclosehis interests,and
delegations.

- Matters relating to the staffofASIS

34. Theemployeesof ASIS areemployedunderwrittenagreementswith theDirector-
General.While theyarenot employedunderthePublicServiceAct 1999,underthebill the
Director-Generalmustadopttheprinciplesof thePublicServiceAct 1999 in relationto the
staffof ASIS to theextenttheyareconsistentwith theeffectiveperformanceof ASIS’
functions. This Partofthebill mirrors currentpersonnelandadministrationarrangementsfor
thestaffofASIS.

35. Oneofthemattersconsideredby theSamuel’sCommissionof Inquiry wasthe
handlingof staffgrievances.ASIS changedits grievanceproceduresin thelight ofthe
Inquiry. Thebill enshrinesthatpracticein legislation. This includesprovisionfor an external
grievancepanel. ASIS appointedan externalgrievancepanelChairmanin 1996who
continuesin this position.

- Protection of ASIS information

36. To undertakeits work, ASIS needsto ensurethatinformationconcerningits activities
is appropriatelyprotected.To dootherwisewouldbeto negatethe agency’seffectiveness.
Individualsemployedby ASIS havearesponsibilityto protecttheinformationto whichthey
aregivenaccess.Part6 of thebill dealswith theprotectionof ASIS informationby those
who are,orwho havebeen,staffmembersorworkingunderacontractwith ASIS. Clause39
outlinestheoffencethat wouldbecommittedby suchapersonif informationwasreleased
withoutthe approvaloftheDirector-General.

- Protection of theidentity of ASIS staff

37. Similarly, it is vital that theidentitiesof ASIS staffmembersareprotected.The
revelationof the identity of anASIS staffmembercouldplaceindividualsat risk. Clause41
dealswith theprotectionof the identityof ASIS staffotherthantheDirector-General.This is
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similar to theprotectionalreadyaffordedto thestaffof ASIO undertheAustralianSecurity
IntelligenceOrganisationAct 1979.

- Provisionof anannualreport

38. ASIS currentlyprovidesaclassifiedAnnualReportto theMinisterfor Foreign
Affairs. This requirementis replicatedin thebill. This AnnualReportis alsomadeavailable
to othermembersof theNationalSecurityCommitteeof Cabinet.

INTELLIGENCE SERVICES (CONSEQUENTIALPROVISIONS) BILL

39. The ConsequentialProvisionsBill associatedwith theIntelligenceServicesBill
containsthe amendmentsthat flow from ASIS beingplacedon astatutoryfooting. It also
catersfor changesnecessaryto accommodatetheestablishmentof aParliamentaryJoint
Committeeandthedisbandingof thecurrentASIO Committee.A seriesof transitional
provisionsareincludedin thebill for thispurpose.

40. Importantly,however,thebill alsoencapsulatesanumberofchangesto theInspector-
Generalof IntelligenceandSecurityAct 1986which emphasisetheroleof theInspector-
General.Theeffectof therepealof subsection19(2)is to removeanyrestrictionon the
Inspector-General’saccessto agencypremises.
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