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Question: 1

Topic: Blackberry Security Issues.

Written Question on Notice 

Senator Conroy asked:

1. Can you advise whether when using a Blackberry for transmission within Australian, there is a "definite risk" of interception?

2. Can you advise whether when using a Blackberry for transmission outside Australia, it will "undoubtedly" be intercepted? 

3. Can you advise whether Blackberry traffic is routed through Canada? 

4. Can you advise whether the routing of blackberry traffic through an email server in Canada has caused security concerns? 

5. Can you advise whether customers when using a Blackberry should take special care if transferring security-classified information overseas? 

6. What steps has Telstra taken to ensure that transmissions within Australia from Blackberrys are not intercepted?

7. What steps has Telstra taken to ensure that transmissions outside Australia from Blackberrys are not intercepted?

8. Has Telstra warned their Blackberry customers of the risk of interception for transmissions within Australia and outside Australia? If not, do you plan to issue such a warning?

Answer: 

1 & 2.

Data transmitted using the BlackBerry Enterprise Solution is encrypted at a point behind a company’s firewall and remains encrypted until the recipient’s BlackBerry device decodes it.  

The encryption standards used are amongst the highest currently available and the US Dept of Defence believes that this level of encryption has not been broken (ie it remains uncompromised).  

The level of encryption is the critical factor in data security, not the network on which the data travels, either in Australia or elsewhere. 

 

Therefore we believe that it is not appropriate to talk in terms of any ‘definite risk’ or state that data will “undoubtedly” be intercepted.   

The BlackBerry Enterprise architecture is currently in place with over 30,000 government and corporate organizations around the world, including the US Department of Defence, major financial institutions, healthcare institutions and legal firms who have all thoroughly analysed and approved the use of BlackBerry.

3. Research In Motion and Telstra operate the necessary networks and infrastructure that securely route encrypted data, taken from a corporate user’s email server to the BlackBerry device (or vice versa in the case of replies or other similar data). 

Provided a user organization properly sets up its system, while encrypted data (ie: not the actual email) are routed through operations in Canada, the private encryption key used by the device is needed to open and decrypt the messages back to email.  

To clarify, when the data of a corporate user of the BlackBerry Enterprise Solution passes over the Canadian-based infrastructure of RIM, it does so as unintelligible encrypted data, rather than as email.

4. Encryption occurs internally to a customer organization or department at their email server – decryption occurs only at the device.  For data generated from the device, the converse applies, and the data is encrypted at the device and decrypted on reaching the email server.  

Regarding security concerns, see answer to questions 1 and 2 above.

5. The location of the customer is not relevant.  Customers should take the same care they currently do when working with security classified information. BlackBerry Enterprise Solution provides administrators with added tools to help manage security.  These include:

· Password authentication can be made mandatory through the BlackBerry Enterprise Server, 

· By default, password authentication is limited to ten attempts after which the device's memory is erased,

· Local encryption of all data (messages, address book entries, calendar entries, memos and tasks) can also be enforced, and

· System administrators can send wireless commands to remotely change device passwords, and lock or delete information from lost or stolen devices.

6. Telstra has reviewed all security information provided by the BlackBerry Enterprise Solution and does not consider that there is any additional or material  risk associated with interception of BlackBerry email over and above normal email or packet data travelling over the internet. 

7. See answer to question 6.

8. Telstra takes security seriously and has analysed the matter thoroughly.  Telstra’s website contains information for customers on BlackBerry Enterprise Solution encryption processes, and links to white papers and other technical information on the BlackBerry encryption process for IT professionals. 

Outcome na, Output na 





Question: 2

Topic: Broadband

Written Question on Notice 

Senator Conroy asked:

The annual report of the Telecommunications Industry Ombudsman found that complaints about internet connection services increased by a whopping 158% and that complaints about broadband accounted for 82% of these complaints. The report also states that: 

"With a large number of complaints about ADSL services, resolutions for consumers were becoming increasingly difficult to achieve due to the complex wholesale arrangements for ADSL services, and the reliance in most cases on Telstra to provide the "last mile". 

What steps has Telstra taken to address concerns about internet connection services particularly in relation to broadband?
Answer: 

As the TIO stated in its 2004 Annual Report, complaints concerning internet issues have increased, “reflecting the surge in popularity of broadband as providers market this technology and prices come down.”

The number of Australians with Broadband increased dramatically after Telstra dropped its retail and wholesale broadband prices in early 2004, with the ensuing demand resulting in Telstra wholesale and Telstra retail connecting a combined total of one million Broadband customers more than a year ahead of target.  

In the last two years, we have seen a large increase in DSL customer numbers - in fact, an increase of 1,242% from October 2002 to October 2004. In that time the number of service qualifications has increased by 1,526%.

In early 2002, Telstra Wholesale set up a rapid, one step transfer process, which was quicker and cheaper than the previous process, and improved the customer experience.  However, not all ISPs have chosen to participate in this scheme. 

Outcome na, Output na 





Question: 3

Topic: Payment to Dr Switkowski

Written Question on Notice 

Senator Conroy asked:

1. Telstra's press release, dated 1 December 2004, states that Dr Switkowski will receive an agreed payment of $2,092,000. Can you provide a breakdown of this payment and information as to how this amount was reached? 

2. Telstra's press release, dated 1 December 2004, states that Dr Switkowski will also receive fixed remuneration in lieu of notice if he steps down before 1 July 2005. Can you advise how this payment will be calculated?

3. Telstra's press release, dated 1 December 2004, states that Dr Switkowski will receive (in addition to the agreed payment of $2.09million and the payment in lieu of notice):

· Payments arising from accrued leave; and

· Incentive payments.

Can you advise how much these payments are expected to amount to (or provide an estimation if actual figures are not available)? 

Answer: 

1. In accordance with Dr Switkowski’s employment contract, Dr Switkowski is entitled to receive a termination payment of 12 months fixed remuneration, which under 

Dr Switkowski’s current remuneration package is $2,092,000.  The details of 

Dr Switkowski’s employment contract were provided to the ASX on 27 August 2003 and are available on the telstra.com web site.

2. Dr Switkowski’s employment contract may be terminated on at least six months’ notice or alternatively Dr Switkowski may receive fixed remuneration in lieu of notice.  If 

Dr Switkowski steps down before 1 July 2005, he will receive pay in lieu of notice through to 1 July 2005 calculated pro rata at his fixed remuneration of $2,092,000 per annum.

3. Dr Switkowski will be paid out accrued annual and long service leave at his fixed remuneration rate referred to above.  The actual amount paid will depend on his leave balances on the day he steps down.

Dr Switkowski will remain entitled to a proportion of the equity based instruments allocated to him in respect of previous financial years.  The details of these instruments are set out in Telstra’s 2004 annual report.  The actual numbers of instruments to which he will be entitled will be dependent upon the date that he ceases with the Company. Where the right to exercise the benefit of equity instruments depends upon the company meeting certain performance hurdles, Dr Switkowski will only be entitled to exercise those benefits if the hurdles are met.

Outcome na, Output na 





Question: 4

Topic: Preferred Contractors

Written Question on Notice 

Senator Conroy asked:

1. Can you advise of the procedures used by Telstra in allocating work to preferred contractors (such as civil construction companies)? 

2. Can you advise whether the Schedule B rates for Telstra preferred contractors (such as civil construction companies) are still being used? 

3. Can you advise of the process used to choose between allocating work to Telstra preferred contractors (such as civil construction companies) on Schedule B rates and other contractors?

4. Is there a guarantee of work for preferred contractors (such as civil construction companies)?

5. Can you advise whether Telstra treat's their preferred contractors (such as civil construction companies) differently from other contractors? And if so, how?

6. Can you advise of the role played by "blanket contractors" such as Areva?

Answer: 

1. Work is allocated to contractors based on that contractor’s physical capabilities (ie. tools plant and experience) and their ability to meet Telstra’s customer commitment dates.

All contractors are required to provide a copy of their Quality Management System (compliance to ISO standards) and a contract specific quality plan for review by Telstra before commencing works.  In addition, contractors are required to provide evidence of Occupational Health and Safety and Quality Assurance plans including evidence staff have completed appropriate and accredited training. 

Once a contractor is engaged random audits and regular meetings are conducted to ensure compliance is maintained.  Typical agenda items include but are not limited to Occupational Health and Safety and Quality Assurance

Health, Safety and Environment breaches by contractor companies would be treated seriously and investigated in detail by Telstra.  

Prime contractors provide Telstra with printed monthly operational reports and in contract review meetings detailing the results of quality audits, non-conformances and corrective action report status. 

Where there are a number of contractors in an area with equivalent capability Telstra would seek to allocate the work on a proportionate basis.

2. Work is allocated to contractors based on negotiated rates. The term ‘Schedule B’ may not be reflective of the actual schedules within the contracts that detail the rate items as this varies between different contracts.

Telstra may also choose to offer parcels of work for quote or tender depending on the nature of the work.  Typically, projects involving work estimated to be greater than $30,000 but less that $75,000 will be offered for quote, and projects involving work estimated to be greater than $75,000 will generally require a request for tender to be issued.

3. Work is typically allocated on the basis of work type and can be summarised as follows.

	Work Type
	Contractor type
	Volume Contracted.

	New Estates and associated head works
	Access Services Contractors
	100%

	Pre Provisioning
	Access Services Contractors
	100%

	JITNEP Jumper and test
	Access Services Contractors
	95%

	Group Business Case
	Access Services Contractors
	As required

	Held Orders
	Access Services Contractors
	As required

	Civil Works
	Specialist Contractors
	As required

	Small over lays
	Specialist Contractors
	As required

	Pit Replacement
	Specialist Contractors
	As required

	Lead-ins
	Specialist Contractors
	As required


Generally, specialist contractors would not be used for end-to-end projects, but rather would complete part of an internal work groups project.

4. No. Telstra’s contracts of this type do not guarantee volumes of work.

5. Telstra seeks to treat all of its contractors equally and applies common standards and expectations.  As all of Telstra’s contract activity is conducted with contractors that have been approved either through winning a contract such as Access Services or through being one of the contractors within the Contractor Solutions Database utilised for civil type activities.  Telstra does not engage contractors in an ad hoc manner to complete works in the Telstra Network.

6. Areva is one of five patch contractors covering eight geographic entities known as Access Service Contracts.  These contracts are based on defined work types: New Estates, Pre provisioning, JITNEP jumper and test as well as other associated activities 

These contractors have the systems access and capability to deliver complete end-to-end projects including records, updates and tasks such as local body approvals that the specialist contractors typically do not.

In summary an Access Service Contract encompasses a work type or end-to-end project whilst a specialist contract typically covers only facet activity.
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Question: 5

Topic: Recycling Mobile Phones

Written Question on Notice 

Senator Conroy asked:

What steps has Telstra taken to encourage recycling of mobile phone handsets?

Answer: 

Telstra is an active member of the mobile industry recycling group which is made up of handset manufacturers and mobile phone companies and is managed by the Australian Mobile Telecommunications Association (AMTA).  Telstra supports the recycling program through funding, having collection points, displaying relevant promotional materials in Telstra Shops and running promotions in local media to coincide with major environment calendar events such as National Recycling Week.  
Telstra contributes approximately 41% of all materials collected via AMTA's collection network through retail stores.  All of Telstra's Shops are involved in the recycling program.
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