Senate Environment, Communications, Information Technology & the Arts Legislation Committee
ANSWERS TO QUESTIONS ON NOTICE

Australian Communications Authority

Supplementary Budget Estimates 2000-2001, (30/11/00)


QUESTION NO. 46

Output:
2.1

Senator Murphy (Hansard page No 135-136) asked the following Question-on-Notice:

I know the ACA has conducted a review and has proposed a ‘use it or lose it’ provision.  As I understand it, a report went to the Minister on 8 May.  Minister, what do you intend doing about some of the issues that relate to some of these licences?….. I go back to the ACA question relating to the low powered open narrowcast service licences. Can I get a response to that?
Answer:
On 20 December 2000, the Minister directed the Australian Communications Authority to implement a ‘use it or lose it’ condition to combat the hoarding of low power open narrowcasting (LPON) licences effective from 1 March 2001.  The direction applies to LPON licences within the 87.5 MHz to 88.0 MHz FM sub-band.  

The proposed ‘use it or lose it’ condition sets a six month deadline for starting a LPON service.  If this timeframe is not achieved, the licensee may lose the licence, which could then be made available at auction to other aspirant narrowcasters willing to provide a service.

QUESTION NO. 47

Output 1.1 - Managed Regulation of Radiocommunications

Senator Bishop  (Hansard page No. 187) asked the following Question-on-Notice:

Was the amateur radio community ever informed that this band would be returned for its use after the Olympics were over?

Answer: 

The management of the Sydney 2000 Olympic and Paralympic Games (the Games) involved the use of significant amounts of radiofrequency spectrum to support the large and complex radiocommunications needs of the Games.

One radiocommunications network was established for Games administration purposes including public safety.  The radiofrequency spectrum requirements for this network, together with equipment availability considerations, necessitated the use of the frequency bands 421 to 432 MHz and 440 to 450 MHz.  The Amateur Service normally uses these frequency bands as part of an allocation between 420 and 450 MHz.  A number of other frequency bands are available to the Amateur Service.

Given the significance of the Games, sharing of the bands by the Amateur Service and Games radiocommunications services was not practical.  The operation of Amateur stations in the frequency bands 421 to 432 MHz and 440 to 450 MHz within the Sydney environs during the period of the Games had the potential to seriously disrupt radiocommunications used for the Games.

The frequency band 421 to 432 MHz was required from 12 January until 31 December 2000.  This period allowed for the development of the network prior to the Games and also for the running of other planned events leading up to and after the Games.  The frequency band 440 to 450 MHz was only required for the Games during the period 12 July to 30 October 2000.  Consequently, this particular band has already been given back to the Amateur Service.

All Amateur licensees were prohibited from operating in these bands during the periods detailed above within 150 kilometres of Sydney Olympic Park at Homebush Bay.

These restrictions on the use of the Amateur bands were implemented through amendments to the Radiocommunications Licence Conditions (Amateur Licence) Determination No. 1 of 1997.  The amendments specified that the restrictions only applied, in the case of 421 to 432 MHz, until 31 December 2000 and, in the case of 440 to 450 MHz, until 30 October 2000.  This determination is a disallowable instrument for the purposes of section 46A of the Acts Interpretation Act 1901.

The Amateur community was consulted prior to October 1998 about the use of the band 421 to 432 MHz for Games radiocommunications purposes.  This consultation process was undertaken through the Wireless Institute of Australia (WIA) who represented the Amateurs.  Initially, the Sydney Olympic Games Organising Committee only required the band 421 to 432 MHz.  Consequently, the Australian Communications Authority (ACA) sent out letters to all Australian Amateur licensees advising about the need to use that Amateur band.  The advice included information about when the restrictions would be lifted.

The requirement to use the band 440 to 450 MHz was not apparent until much nearer the Games.  Nevertheless the ACA consulted with the WIA and Amateur Groups in the Sydney area known to use this band about this requirement.  Time limitations precluded a mail out of advice to all Amateur licensees.

Overall the Amateur community was very supportive of the Games requirement for access to additional radiofrequency spectrum.  The ACA understands that the access restrictions were not breached by any Amateur.

The ACA and the WIA published articles on their respective websites informing Amateurs about the requirement for Amateur spectrum to be used for Games purposes.  This information also indicated the location and periods that the band would be unavailable to Amateurs.  The information is still available to Amateurs on the WIA website.  In addition, the WIA published several articles in their Amateur Radio magazine regarding the Games requirements for Amateur spectrum.

The ACA considers that Amateurs were well informed about the dates when the restrictions on the usage of Amateur bands in the Sydney area would be lifted.

QUESTION NO. 48

Output: 1.2 Managed Regulation of Telecommunications

Senator Mark Bishop (Hansard page No188/189) asked the following Question-on-Notice:

What progress have you made on the information package on the new spectrum arrangements for the biomedical telemetry systems that you mention on your web site:

Have the new class licences been issued now?

Is the information package available yet?  Could you take that on notice and provide us with a copy when it does become available?

Answer:
The ACA’s information package on new spectrum arrangements for biomedical telemetry systems is one of a series of measures by the ACA to assist the biomedical telemetry community, with the advent of digital television. 

In May 1999, the ACA released its proposals paper exploring potentially suitable future radiofrequency spectrum access and licensing arrangements for biomedical telemetry systems. 

Since then, in a period extending over about a year, ACA technical staff have contacted all known stakeholders, such as public and private sector hospital representatives, equipment suppliers, peak body organisations, advisors and government bodies.  The ACA held discussions with many of them (both individually and in groups) to explain the new spectrum arrangements and to demonstrate ways in which the biomedical telemetry community can identify the new options that arise.  The ACA also presented a well attended seminar on this subject at the ‘Annual Australasian Engineering and Physical Sciences in Medicine Conference’ in October last year, to aid stakeholder awareness. 

The purpose of the information package is to consolidate this now well distributed technical knowledge into a single readily available document for easy future reference.  Its main beneficiaries will be technical advisers and equipment installers, and it is expected to be an aid in decision making associated with equipment acquisition, installation and adjustment.  The package is currently being prepared, with a release date now expected to be early in the new year.  The ACA will ensure a copy is provided to the Committee.

The class licence incorporating the new spectrum arrangements for biomedical telemetry equipment came into effect on 5 July 2000.

QUESTION NO. 49 and 50

Output: 1.2  Managed Regulation of Telecommunications

Senator Mark Bishop (Hansard page No.189) asked the following Question-on-Notice:

Do you have any idea of the proportion of devices that will not be able to be converted to the new frequency-that is, devices that will no longer be useable?

Could you take on notice whether you have had any inquiries as to that matter from owners or users of the equipment, the dates of those inquiries,and the response of the ACA to those persons who inquired, because our advice is that it is a significant problem and there are major concerns out there.

Answer:
The ACA does not have hard data on specific numbers of wireless biomedical telemetry devices likely to be no longer useable.  Enquiries to the ACA have been of a general nature, with users seeking advice on the effects of the introduction of digital television and whether any new planning arrangements would apply.  Whilst some of the people who contacted us had already been affected, or thought they might be affected, they generally had not established at that stage of enquiry that their equipment could not be retuned or modified and therefore was unusable.  The ACA did not formally record enquiries but there were around 10 seeking further information including progress reports on planning developments, essentially over a 12 month period from mid 1999.  They arose from the extensive consultations undertaken by the ACA, as explained in more detail in the answer to Question 188.  We understand that enquiries were directed also to the ABA and DCITA, but that they were few in number. 

Anecdotal information from Australian suppliers and hospitals indicates that some equipment designed, say, more than about ten years ago, may no longer be useable.  This is because, in older equipment, the operating frequencies tended to be predetermined based on local knowledge about the siting of the hospital where the equipment would be used and television stations in the area.  Equipment was then ordered from a supplier with the chosen frequencies fitted.  Usually, the frequencies could not be changed easily at a later time.  In some cases, these originally chosen frequencies will clash with frequencies about to be used for digital television in the same area.

Not all older equipment will be affected in this way.  Some is known to be operating on frequencies that will continue to be useable when digital television transmissions begin.  As well, some of this equipment is likely to be under consideration for replacement because of its age. 

Technological improvements over the last decade have enabled newer wireless biomedical telemetry equipment to operate over more of the TV broadcasting bands and to be tunable over wide ranges of frequencies within those bands.  With this flexibility available directly to installers and hospitals, suitable frequencies can be selected and adjusted on‑site from those identified as useable at any particular location.  The increased flexibility of newer biomedical telemetry equipment enables its users to adjust better to these recent changes to TV spectrum usage.

QUESTION NO. 51

Output: 1.2 Managed Regulation of Telecommunications

Senator Bishop (Hansard page No. 191) asked the following Question-on-Notice:

In 1998 the ACA recommended the abolition of the extended CSG timeframe where no infrastructure is available.

Did you do any estimation of the costs to carriers of complying with the 1998 recommendations?  If there was one could it be provided to us?

Answer:
The ACA did not estimate the costs to carriers or carriage service providers of complying with the recommendations contained in its 1998 CSG Review Report.  The recommendations contained in the report were formulated having regard to the views expressed by industry and consumer groups during the review and the broad objectives of the CSG scheme, including that the CSG Standard not impose an unreasonable impost on industry.  

During the development of the 2000 CSG Standard, Telstra estimated the costs in achieving compliance with tighter timeframes for the first year of operation of the standard in minor rural and remote areas close to infrastructure.  Analysis of the data provided by Telstra indicated that the costs would rise significantly if the timeframes were less than 30 days.  Telstra's cost estimates were provided in confidence to the ACA.  The Committee may wish to contact Telstra to discuss this issue.

QUESTION NO. 52

Output: 1.2  Managed Regulation of Telecommunications

Senator Harradine (Tabled) asked the following Question-on-Notice:

What activities has the Australian Communications Authority (ACA) undertaken in respect of its responsibilities under Part 9A of the T(CPSS) Act?  What has been the total expenditure on these activities in 1999-2000? What is the total expenditure on these activities in 1999-2000?

Answer:
The ACA has undertaken the following actions in respect of its responsibilities under Part 9A:

· Wrote to stakeholders to increase awareness of the requirements of Part 9A.  Stakeholders include: Telstra, Cable & Wireless Optus, TISCC, TELSPAA, the print media and the EROS Foundation.  Consequently, Telstra wrote to its customers that had been issued '190' numbers, TISCC wrote to its 69 members and TELSPAA wrote to its 25 main service bureaux to advise of the requirements of Part 9A of the Act.


· Established a complaint assessment process (used internally by ACA staff) to assess whether further action should be taken to confirm compliance by a telephone sex service provider with the legislation.

· Documented trends in advertising and recorded the details of operators which may require investigation for non-compliance through the ACA's sample auditing of print media.


· Referred 20 complaints to the ABA for assessment on whether the services were considered to be 'telephone sex services'.

· Using advice received from the ABA, the ACA wrote to one carriage service provider who was responsible for offering a number of '190' services. Using the ACA's information gathering powers under section 521 of the Telecommunications Act 1997 the ACA was able to seek information to enable it to assess whether the carriage service provider was operating in accordance with Part 9A.  The outcome was that the carriage service provider - in all probability - was considered to be compliant.


· Wrote to Telstra to ascertain what activities it had undertaken to ensure its operators' services were compliant with Part 9A and assess overall compliance.


· Replied to complaints relating to possible contraventions of Part 9A.

· Consulted with the ABA, TIO and the DoCITA.

The ACA's expenditure can be summarised as follows:

Staffing costs
$39,060 

Expenditure on monitoring of print media
$2370

Travel
$2480

TOTAL
$ 43,915

The expenditure related to staffing above does not take into account the time invested by senior level staff (Executive Manager, Senior Executive Manager, Chairman).

QUESTION NO. 53

Output: 1.2 Managed Regulation of  Telecommunications



Senator Harradine (Tabled) asked the following Question-on-Notice:

What consultation has the ACA undertaken with relevant stakeholders in relation to implementation of an effective monitoring regime?

Answer:
The ACA has consulted with stakeholders as follows:

· Advice was sent to C&W Optus and Telstra confirming that the ACA would be enforcing compliance with Part 9A from 3 May 2000 and that it would be conducting a sample audit of advertisements from publications around Australia for premium rate adult services as part of its compliance monitoring.

· The Chief Executive Officer of the Telephone Service Providers Association was advised of key compliance requirements.  At the ACA's request, advice was subsequently distributed to the 25 main service bureaux that are members of the Telephone Service Providers Association.

· Wrote to the Telephone Information Services Standards Council and its 69 members – who are understood to be service bureaux – about Part 9A requirements.  

· The ACA wrote to newspapers and other media outlets known to advertise services that may potentially relate to telephone sex services, to explain the legislative regime and its implications.  

· The ACA has maintained close consultation with the ABA and TIO.  The ACA periodically meets with these agencies to discuss matters relating to regulation of telephone sex services, including each agency’s role, administrative arrangements for handling complaints and the establishment of clear lines of communication and referral between the agencies.

QUESTION NO. 54

Output: 1.2 Managed Regulation of Telecommunications

Senator Harradine (Tabled) asked the following Question-on-Notice:

How has the ACA publicised the Government's requirements? Does the ACA publicise the complaints system on its website? Has the ACA issued any media releases in the last 6 months on the outcome of its activities in relation to the monitoring of adult sex services?

Answer:
The ACA has written to a range of industry participants to inform them about the requirements of the legislation and ACA expectations regarding compliance.  The ACA has also written to newspapers and other media outlets to explain the legislative regime and its implications.  

Overall, the ACA has not received a high volume of complaints. The DoCITA has a fact sheet on its website that explains the role of each agency/authority and their relevant area of responsibility.  The ABA has also developed a fact sheet to further explain its role and to assist industry in understanding what constitutes a telephone sex services.  The ACA refers consumers to both these fact sheets.  

While the ACA has not issued any media releases in the last six months it is developing a number of initiatives for public dissemination:  

· The ACA is developing an information page for inclusion on its website.  The page will include links to relevant information on the DOCITA, ABA and TIO websites.  The ACA expects to post this information shortly.  

· The ACA is also developing a fact sheet on the requirements of Part 9A and consumer alerts for inclusion in ACA publications.  The fact sheet should be completed shortly.  

QUESTION NO. 55

Output: 1.2 Managed regulation of Telecommunications

Senator Harradine (Tabled) asked the following Question-on-Notice:

What has the ACA done to publicise the complaints system to the general public?

What has been the total expenditure on publicising the complaints system to the general public?

Answer:
The legislation does not provide the ACA with a complaints handling role.  Consequently, the ACA does not have a formal complaints system in place.  The ACA refers consumers to the websites of the DoCITA, ABA and the TIO for information on the relevant authority/agency that is most relevant to the nature of their complaint.

QUESTION NO. 56

Output: 1.2 Managed Regulation of Telecommunications



Senator Harradine (Tabled) asked the following Question-on-Notice:

How many complaints against telephone sex lines have been received?  What action has been taken?

Answer:
The ACA has received a total of 21 written complaints concerning telephone sex compliance matters.  Since August 2000, the ACA has received one or less complaint (on average) per month.  The last complaint was received on 18 October 2000. 

Since 1 July 2000, 63 telephone enquiries have been received.  Since August 2000, the ACA has been receiving 1 or less telephone complaints per week.

Several of the complaints received relate to advertising of telephone sex services. There is a perception that telephone sex service providers are contravening the Act because they are advertising their services, despite the possibility that many are complying with the Part 9A of the Act.  In these cases, the ACA advises the complainant that the issue for consideration is whether these providers are operating in accordance with the provisions of Part 9A of the Act.    

Other complaints have identified services that may contravene the provisions of Part 9A.  Accordingly, in May 2000, the ACA referred 20 cases to the ABA for a preliminary assessment of whether these services were telephone sex services.

The ABA responded on 14 August 2000.  The view was that the ABA could contravene the aiding and abetting provisions of the Act under s158E, that is, it considered that there was risk associated with evaluating the content of possible telephone sex services.  Consequently, ABA assessment of the ACA referrals only included an assessment of the content on the basis of recorded message introductions.  The ABA did not assess live content.  The outcome was that the ABA was only able to provide a qualified assessment, advising that only three services could be considered to be telephone sex services. 

Using its information gathering powers under s521 of the Telecommunications Act 1997, the ACA issued a notice to one of three organisations providing these services.  This organisation was considered by the ACA as the most likely to not be operating in accordance with Part 9A of the Act.  The outcome was that the services in question were considered in all probability to be compliant.  In the course of the ACA's investigations, Telstra was asked about the monitoring that it had undertaken of this operator's services and advised that it considered the telephone sex service operator to be compliant.  

The ABA has now agreed to consider issuing written certificates for live telephone sex services on a trial basis but has raised concerns with the ACA and the Department regarding a potential problem with the legislation that may affect its ability to issue certificates in a particular circumstance.  This circumstance is where the ABA staff member or contractor forms the view that continued assessment of the live content of a particular service would constitute becoming an accessory to prescribed unacceptable conduct under section 158E. 

The ACA will continue to refer services to the ABA for assessment and possible issue of evidentiary certificates according to the procedures it has developed.  Under those procedures, referral to the ABA is close to the point where the ACA finalises its investigation.  Although there are currently no suspect services that have reached the point of being referred, the ACA is assessing six complaints about alleged telephone sex services and will refer relevant cases to the ABA in accordance with its procedures.
QUESTION NO. 57

Output:
1.2 
Managed Regulation of Telecommunications

Senator Bishop tabled the following Questions-on-Notice:

Can the ACA provide the Committee with the numbers of disclosures of information or documents by carriers, carriage service providers or number database operators under the provisions of Part 13 of the Telecommunications Act 1997 and reported to the ACA in 1997-1998, 1998-1999 and 1999-2000. 

For each of the financial years 1997-1998, 1998-1999 and 1999-2000 could the ACA provide the Committee with a breakdown of disclosures in respect of each relevant Section and Subsection of Part 13 of the Act?

(Note a list of the relevant Part 13 provisions are listed on the ACA Annual Disclosure Reporting Form)

For each of the financial years 1997-1998, 1998-1999 and 1999-2000 could the ACA also provide a breakdown of the numbers of disclosures for each carrier, carriage service provider or number-database operator reporting to the ACA?

Answer

For each of the financial years 1997-1998, 1998-1999 and 1999-2000, the number of disclosures reported to the ACA were as follows.

1997-1998 (1 Jan.1998 – 30 June 1998) 
338,192

1998-1999
886,151

1999-2000
998,548


For each of the financial years 1997-1998, 1998-1999 and 1999-2000, the number of disclosures in respect of each of the relevant Section and Subsections of Part 13 of the Act were as follows.

1997-1998

Section 280
Authorised by or under law




324

Section 281
Witnesses






16

Section 282
Law enforcement and protection of public revenue


(1)








286,915


(2)








11,313


(3)








36,668


(4)








819


(5)








2

Section 284
Assisting the ACA, the ACCC or the Telecommunications

Industry Ombudsman







(1)








1

(2)








5

(3)








1,564

Section 287
Threat to person’s life





565

1998-1999

Section 280
Authorised by or under law




1,475

Section 281
Witnesses






1,527

Section 282
Law enforcement and protection of public revenue


(1)








739,322


(2)








24,809


(3)








111,075


(4)








2,420


(5)








63

Section 284
Assisting the ACA, the ACCC or the Telecommunications

Industry Ombudsman







(1)








575

(2)








34

(3)








3,643

Section 287
Threat to person’s life





1,208

1999-2000

Section 280
Authorised by or under law




1,119

Section 281
Witnesses






1,669

Section 282
Law enforcement and protection of public revenue


(1)








540,020


(2)








325,797


(3)








122,423


(4)








630


(5)








135

Section 284
Assisting the ACA, the ACCC or the Telecommunications

Industry Ombudsman







(1)








4

(2)








23

(3)








5,523

Section 287
Threat to person’s life





1,205

For each of the financial years 1997-1998, 1998-1999 and 1999-2000 the numbers of disclosures for each carrier carriage service provider or number-database operator reporting to the ACA were as follows.

1997-1998 (Jan 1. – June 30 1998)@

AAPT









24

Cable & Wireless Optus






13,350

Cellular One








680*

Martin Dawes








53

Mobile Innovations







192+

OneTel









2,995

Primus









11#

Telstra









310,861

Unidial









933

Vodacall








1,797

Vodafone








2,406

Vodafone Network







6,676

@
Requirement for the recording of disclosures commenced on 1 January 1998.

+
For period July 1997 – June 1998.

#
Some disclosures passed to Telstra.

*
For 1997-1998 year.

Comment: Disclosures made by Telstra, Cable & Wireless Optus and Vodafone are 99% of all disclosures made.

1998-1999
Cable & Wireless Optus






40,431

FoneTel








195

Hutchison








2,738

Martin Dawes








140

Mobile Innovations







413

One.Tel








5,126

Telstra









807,148

Unidial









10,399

Vodafone








19,561

Comment: Disclosures made by Telstra, Cable & Wireless Optus and Vodafone are 98% of all disclosures made.

1999-2000

AAPT









222

Cable & Wireless Optus






38,839

Cellular One








173

Chariot (and affiliate)







7

Hunterlink








5

Hutchison








4,518

One.Tel








4,144

Telstra









919,182

Unidial









13,307

Vodafone








18,151

Comment: Disclosures made by Telstra, Cable & Wireless Optus and Vodafone are 98% of all disclosures made.

QUESTION NO. 58

Output:
1.2 
Managed Regulation of Telecommunications

Senator Bishop tabled the following Questions-on-Notice:

Are there any inter-agency/department agreements, memoranda of understanding, guidelines or other arrangements which govern the disclosure and/or use of information obtained by law enforcement or other agencies under Section 282 of the Telecommunications Act 1997?  If so, can the ACA provide the Committee with a copy of any such agreement, memoranda, guidelines or arrangements?  If not, why not?

Answer

The ACA has made a Determination called ‘Determination of Requirements-Certificates under subsections 282(3), (4) or (5) of the Telecommunications Act 1997’.  This details the minimum requirements of these certificates, which are developed by law enforcement agencies for submission to carriers and carriage service providers.  The idea of ACA producing a universal certificate to cover all agencies was discarded due to the different requirements of the agencies.

A copy of the Determination is included as Attachment 1.

The ACA has published a document called ‘Telecommunications and Law Enforcement’ which provides a guide to organisations providing telecommunications services in Australia (this document is currently being revised but the current guide is available for viewing and downloading from the ACA website).

This document was widely distributed to carriers, carriage service providers and criminal law enforcement agencies in 1998 and a further printing of the revised guide is planned for 2001.

Chapter 5 of the current document - Privacy and record keeping requirements – provides a guide concerning disclosures and record keeping requirements.  Also within this Chapter is mentioned the monitoring role of the Privacy Commissioner flowing from Section 309 of the Telecommunications Act 1997.  This Section provides the Commissioner with powers to monitor whether a record made under Section 306 details the grounds for disclosure and if that ground corresponds to one of the exemptions.  It also states that a carrier, carriage service provider or number database operator must give access to the Commissioner to the records to perform its monitoring role.

A copy of Chapter 5 is included as Attachment 2.

The ACA is not aware on any other agreements, understandings, guidelines or arrangements in relation to the disclosure/use of information obtained by agencies under Section 282.


Communications Legislation




Contact: Stuart Reid
updated 22 Feb 1999 
www.aca.gov.au/legal/telecom/282:2.htm

Determination of Requirements<>

Certificates under subsections 282(3), (4) or (5)

The Australian Communications Authority (ACA) hereby determines the requirements for a certificate under subsections 282(3), (4) or (5) under subsection 282(7) of the Telecommunications Act 1997

Dated 10 December 1998.

Chairman

Deputy Chairman

Application

1.
The requirements set out in this determination apply to authorised officers of criminal law‑enforcement agencies, civil penalty‑enforcement agencies and public revenue agencies who may certify that a disclosure of information or a document is reasonably necessary under subsections 282(3), (4) or (5) 
of the Telecommunications Act 1997 ('the Act)

Requirements for a certificate under subsections 282(3), (4) or (5)

2.
A certificate under subsections 282(3), (4) or (5) must comply with each of the following requirements. It must: 

a.
specify the information or documents to be disclosed; or

b. 
include a statement that the authorised officer is satisfied that the disclosure of information and documents is reasonably necessary for one or more of the following purposes: 

i. the enforcement of the criminal law; 

ii. the enforcement of a law imposing a pecuniary penalty; 

iii. the protection of the public revenue;

c.
state the name of the authorised officer certifying that the disclosure of the information is reasonably necessary;

d.
include a statement that the certifying officer is an authorised officer;

e.
if the certificate is in written form, be signed by the authorised officer;

f.
if the certificate is in electronic form<>‑confirm that a particular authorised officer issued the certificate, by identifying that officer through a unique code or unique identification consisting of a combination of symbols (for example, numbers, letters, marks and signs) which are recognisable to the person being requested to disclose the information or documents;

g.
identify the name and type of enforcement agency of which the person is an authorised officer;

h.
state the identity of the eligible person, eligible number‑database person or emergency call person from whom the information is sought;

i.
specify which subsection or subsections of the Act the certificate is being issued under;

j.
specify the date on which the certificate is issued; and

k.
specify a facsimile number, electronic address or postal address to which the information required to be disclosed must be sent.

Notes:

1.
Division 2 of Part 13 of the Telecommunications Act 1997 sets out offences prohibiting 
the disclosure of certain information and documents. 


However, subsections 282(3), (4) and (5) of the Act allow the information and documents to be disclosed on the basis that a certificate is issued which provides that the disclosure is reasonably necessary for a purpose described in section 282. 


The certificate must be given by an authorised officer of an enforcement agency described in section 282. 

Under subsection 282(7) of the Act, the authorised officer's certificate must comply with requirements determined by ACA.

Before making a determination, the ACA must consult the Privacy Commissioner. On 7 August 1998, the ACA formally consulted the Privacy Commissioner. The 
Commissioner's comments have been taken into account in preparing this 
determination.

2.
'Agency', 'authorised officer', 'civil penalty‑enforcement agency', 'criminal law-
enforcement agency', 'enforcement agency', 'officer', 'public revenue agency', and 'senior officer' are defined in subsection 282(10) of the Act and 'eligible person', 'eligible number‑database person' are defined in sections 271 and 272 of the Act, respectively. 'Emergency call person' is defined in section 7 of the Act.
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ATTACHMENT 2


CHAPTER 5

Privacy and record keeping requirements

Prohibitions on disclosure

5.1 
The telecommunications Industry Is unusual in Australia in being subject to legislated privacy standards that apply to publicly and privately owned entitles alike. These privacy standards and requirements are expressed in Part 13 of the Act. Reference has been made to sections within this Part previously. This chapter discusses that area of Part 13 which deals with the Protection of communications and has relevance to enforcement and national security issues.

5.2 
Part 13 is considerably expanded from its predecessor in the 1991 Act (S. 88), and gives more complete expression to one of the 11 Information Privacy Principles from the Privacy Act 1988 (Cth). The Privacy Act 1988 applies to mainly Federal agencies. It also covers other agencies only In respect of credit reporting and tax file numbers.  Prior to 1991, it applied to Telecom (as it then was) as a Federal Government agency. A policy decision was made to apply the same level of privacy requirements to, initially, all carriers and subsequently to service providers, and to take Telecom out of the jurisdiction of the Privacy Act 1988, so that there would be the same standards applying across the industry.  Extracts from Part 13 of the Act are given in Attachment 2 of this Manual.

5.3 
The Information Privacy Principle given effect by  Part 13 of the Act Is Principle 11,  'Limits on disclosure of personal information'. It is as follows :

' 1.
A record‑keeper who has possession or control of  a  record  that  contains  personal information shall not disclose the  information  to a person, body or agency (other than the individual concerned) unless:


(a)
the individual concerned is reasonably likely to hour been aware or made aware under Principle  2, that information of that kind is usually passed to that person, body or agency;

(b) the individual concerned has consented 
to the disclosure; 

(c) the record-keeper believes on reasonable grounds that the disclosure is necessary to prevent or lessen a serious and imminent threat to the life or health of the individual concerned or of another person;

(d) the disclosure is required or authorised by or under law; or

(e) the disclosure is reasonably necessary for the enforcement of the criminal law or of a law imposing a pecuniary penalty, or for the protection of the public revenue.

2. Where personal information is disclosed for the purposes of enforcement of the criminal law or of a law imposing a pecuniary penalty, or for the protection of the public revenue, the record-keeper shall include in the record containing that information a note of the disclosure.

3. A person, body or agency to whom personal information is disclosed under clause 1 of this Principle shall not use or disclose the information for a purpose other than the purpose for which the information was given to the person, body or agency.’

5.4

Part 13 of the Act has 6 Divisions:

1. Division 1 contains definitions, including definitions that, in conjunction with later Divisions, establish to whom the prohibitions on disclosure apply, 'Eligible person' as defined In this Division includes carriers and CSPs, their employees, telecommunications contractors and employees of telecommunications contractors. Division 1 also defines 'information', 'a number-database operator', 'an eligible number-database person', 'a telecommunications contractor', and 'a number‑database contractor'. This brings the operation of the Integrated Public Number Database into the scope of Part 13.

2. Division 2 makes it an offence for eligible persons, former eligible persons, eligible number-database operators, former eligible number database operators, emergency call persons and former emergency call persons to make disclosures of any information or document relating to certain communications, carriage services, or affairs or personal particulars, that come into the person's knowledge or possession in certain ways. (Emergency call persons provide



a call handling service for calls to the emergency number; the only specified emergency call person at the time of writing was Telstra Corporation.)

Division 2 is concerned with 'primary use' disclosure/use offences, that is disclosures   directly from the telecommunications‑related sources. There are also secondary disclosure/use offences (Division 4).

The penalty for intentional or reckless contravention of these provisions is a term of imprisonment not exceeding two years.

3. Division 3 sets out the exceptions to primary disclosure/use offences. These exemptions include the performance of a person's duty in a particular role; authorisation by or under law; being summoned to give evidence or produce documents; for law enforcement and the protection of public revenue; for ASIO; to assist the ACA, TIO or ACCC; in relation to calls to an emergency service number; threat to a person's life or health; communications for maritime purposes; where the person concerned has consented to the disclosure; and for the business needs of other carriers or service providers.

4. Division 4 is concerned with secondary disclosure/use offences, that is what the people  to whom information has been disclosed do with  it. Generally people receiving information must only use it for the purpose for which It was provided.  Intentional or reckless contravention    of Division 4 carries the same penalty as set out  in Division 2.

5. Division 5 relates to the records required to be given to and kept by carriers and CSPs in relation to disclosures under the exceptions in Division 3, These requirements are separately discussed in paragraphs 5.6‑5.14. Division 5 establishes a requirement on carriers, CSPs and number database operators to make annual reports of certain disclosures to the ACA. It also gives the Privacy Commissioner the function of monitoring compliance with Division 5. The role of the  Privacy Commissioner is discussed In paragraphs 5.15‑5.17.

6. Division 6 Is a single section which provides that Part 13 does not limit a power conferred by or under this Act to make subordinate legislation,  nor does it limit the matters that maybe dealt    with in industry codes or standards, nor does it limit ss. 33(3B) of the Acts Interpretation Act  1901.

Other disclosure provisions relevant to police and law enforcement

5.5

The exceptions to primary use offences which apply to law enforcement, revenue protection and national security were discussed in Chapter 3 previously, especially disclosures made under ss. 282(1) and


282(3). There are, however, other exceptions which may be used by law enforcement as well as other functions – 

· Section 287 allows information relating to the affairs or personal particulars of another person to be disclosed in a situation where a person reasonably believes that it is necessary to prevent or lessen a serious or imminent threat to the life or health of a person. Where this situation exists, there are no requirements or set procedures because it is usually an acute situation. There is no provision in the Act to charge for these disclosures.

· Section 280 covers the situation of disclosures being authorised or required under another law or warrant. Some agencies, both criminal law enforcement and other enforcement agencies, operate under special legislation which gives them a right to access information. The operation of this legislation might allow for the issue of warrants and other Instruments such as 'notices to produce'. If a criminal law enforcement agency wishes to use this section, it must have a warrant. For other kinds of enforcement agencies, it is sufficient to cite the provisions which give them that access.

· Section 286 which relates to the disclosure of information or documents that came to a person's knowledge or possession because of a call to an emergency service number, in practice to 000. Police services have an emergency response function as well as a criminal law enforcement function and sometimes requests for Information may relate to handling a matter that has been reported via a call to 000.
Record keeping requirements
5.8 

The record‑keeping requirements for carriers and service providers fall into two major categories - 

· keeping certificates issued under ss. 282(3), (4) or (5) of the Act. These requirements are set out in S. 305

· making records of certain other disclosures.


These requirements are set out in S. 306.

5.7 
It is an obligation on the person asking for information on the basis of a certificate issued under ss. 282(3), (4) or (5) to provide a copy of the certificate to the carrier or provider (or number-database operator). That copy is to be given as soon as practicable, but in any case no later than five days after the certificate was issued. In most cases, the certificate is supplied to the relevant carrier or CSP as the means of requesting the Information so that no special arrangements are required to obtain a copy. The main exception to that is where a verbal request is made for information with an undertaking that the certificate will arrive very soon. Current



practice is for the carrier or provider to gather the required information, but not to forward it until the certificate is supplied. Unless the information would cease to exist or in some other way degrade because of delay, this practice is recommended as a way of ensuring that carriers or CSPs do not find that they have unwittingly breached the provisions of Part 13.

5.8

Under ss. 305(5) certificates are to be retained for three years. The certificates can be in either electronic or written form. There is work under way at the time of writing this Manual to develop forms         of electronic certification that meet the     requirements of Part 13. This work is focussed on information that may be requested from the IPND; as outlined In paragraph 4.15 it is expected that once   the IPND is fully operational, requests for customer information will be directed to it rather than to the provider supplying the carriage service.

5.9

Section 306 of the Act requires eligible persons or eligible number‑database operators to keep records of some of the disclosures that are made under Division 3 of Pert 13. This record‑keeplng is also a new provision, and relates to that part of the Privacy Principle 11 which states

'Where personal information is disclosed for the purposes of enforcement of the criminal law or of a law imposing a pecuniary penalty, or for the protection of the public revenue, the record-keeper shall include in the record containing that information a note of the disclosure.'

5.10 
Records do not have to kept In relation to disclosure under the following provisions of the Act -

Section 279
performance of person's duties.


For example, if information was being passed from one part of the 
telecommunications organisation 
to another in the ordinary course 
of business, there is no need to 
keep a record of that disclosure.

Section 283
ASIO. No records of disclosures made to ASIO are required to be kept.

Section 285
IPND. It is not necessary to keep records of disclosures from the 
IPND provided the reason for the disclosure was - 

• to provide directory assistance services (but not of unlisted numbers)

•  to publish  or  maintain  a directory (where the directory    does not include unlisted     numbers or permlt `reverse searching') or

• dealing with a matter raised by a call to 000.




Section 290
Implied consent of sender and recipient of communication. If the information or document disclosed related to the contents of substance or a communication made by another person and it might be reasonably expected that the sender and the recipient of the communication would have consented to its disclosure or use if they had been aware of the disclosure or use.

Section 291
Business needs of other carriers or service providers. An example of the kind of disclosure allowed would be to permit a carriage service intermediary to pass on the details of a customer to a network operator so as to permit connection. Disclosures would also be permitted where a customer changes his or her CSP. These disclosures do not have to be recorded.

5.11 

The disclosures which are to be recorded are all the others authorised by the legislation, some of which are expected to be of low occurrence. They are as follows - 

Section 280
Authorisation by or under law

Section 281
Witnesses

Section 282
Law enforcement and protection of public revenue

Section 284
Assisting the ACA, the ACCC or the Telecommunications Industry Ombudsman

Section 286
Calls to emergency service number

Section 287
Threat to person’s life or health

Section 288
Communications for maritime purposes

Section 289
Knowledge or consent of person concerned

Section 292
Circumstances prescribed in the regulations

Section 293
Uses connected with exempt disclosures

5.12 
Section 306 (Record or disclosures) also describes the nature and contents of the record that has to be kept. These requirements are:

· the name of the person who made the disclosure, that is the name of the person within the carrier or provider organisation,

· the date of the disclosure,

· a statement of the grounds for the disclosure, 

· either the name and date on the certificate if the disclosure was made on the grounds of ss. 282(3), (4) or (5); or the name and the request date of   the agency/person making the request, and

· particulars of the carriage service, if the  disclosure related to the content or substance of   a communication carried by means of a carriage service. 

5.13 
The record can be in either written or electronic   form. In most cases, retaining the request form from the agency, and adding to it the name of the person handling the request and the date of disclosure will cover the requirements. These record‑keeping requirements have penalty provisions: a person who intentionally or recklessly contravenes S.306 is    guilty of an offence punishable on conviction by a  fine. Further, S. 307 of the Act sets penalties for the keeping of Incorrect records.

5.14 
Section 308 of the Act requires carriers end CSPs who have made disclosures that come under the record‑keeping provisions of S. 306 to make an annual report to the ACA. The report must be made within two months after the end of the financial year. The ACA has a one‑page form that can be completed to comply with this requirement.  The form is available on the ACA's web site (http://www.aca.gov.au) under `Licensing'. 'Carrier licensing' and will also be distributed to relevant carriers and CSPs that can be identified. The form Is Attachment 3 of this Manual.

Monitoring by the Privacy 
Commissioner

5.15

Section 308 of the Act gives the Privacy Commissioner the function of monitoring compliance with Division 5 of Part 13 or the Act. Division 5 covers the record‑keeping requirements set out in paragraphs 5.6 - 5.14.

5.16

Section 309 specifically provides that the Privacy Commissioner’s functions include monitoring    whether a record made under S. 306 sets out the grounds for disclosure and whether that ground corresponds to one of the exemptions in Division 3. Section 309 also states that a carrier, CSP or number database operator must give the Privacy Commissioner access to the records as is reasonably required for the Privacy Commissioner to carry out  the monitoring role.
5.17

This monitoring role did not exist prior to the 1997 Act. It Is the carriers, CSPs and number database operators who are subject to the monitoring rather than the Commonwealth, State or Territory agencies or other bodies to whom disclosures are made.



Where Commonwealth agencies are subject to the Privacy Act 1988, they are usually already subject to Privacy Commissioner monitoring of their handling of personal information. Carriers and CSPs may also be already subject to audit by the Privacy Commissioner for their handling of credit related information, which is covered by the Privacy Act 1988.

http://www.aca.gov.au/legal/telecom.282-2.htm
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