Senate Environment, Communications, Information Technology & the Arts Legislation Committee
ANSWERS TO ESTIMATES QUESTIONS ON NOTICE

Communications, Information Technology and the Arts

Australian Broadcasting Authority
Additional Estimates Hearings 18 February 2002


Outcome 1, Output 1.2 





Question: 80

Topic: Digital Interference Hotline

Hansard Page:  81
Senator Conroy asked:

‘You may have already supplied these figures [number of complaints to the digital interference hotline] to the committee.  I was just wondering if you would be able to give us that sort of profile over time. … If you could supply the latest figures, that would be great.’

Answer:

The answer to the question is contained in the graph on page 2.
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Question: 81

Outcome An accessible, diverse and responsible broadcasting industry.
Output 1.2
Managed Regulation of Broadcasting.
Topic: Internet Content Regulation

Written Question on Notice: 81

Senator Harradine asked:

Which ISPs provide effective filtering software to families free of charge?

Answer:

The effectiveness of Internet filter software is the subject of a recent report by the CSIRO, commissioned jointly by the ABA and NetAlert.  The report finds that while currently available products vary in their performance, several are particularly effective in blocking access to offensive and illegal Internet content.  In particular, products that include the option of ‘white list’ filtering, allowing access only to a pre-selected set of sites, are capable of blocking 100 per cent of pornographic content, although this approach also results in the blocking of many innocuous sites.  AOL Parent Control and Too COOL are examples of products that employ this filtering technique (a number of other products also provide this option).  In addition, several products that employ ‘black list’ filtering were shown to be effective in blocking more than 80 per cent of content of this type.  Cyber Sitter, Internet Sheriff and N2H2 were shown to block at least 90 per cent of such content, while also allowing access to most innocuous content.  

The ABA is monitoring developments in filtering technology generally, and understands that more accurate and effective products are likely to be available in the near future.  In the mean time, the ABA considers that available products, used in conjunction with parental supervision and household rules, are effective in helping to control and monitor children’s Internet access.

Through monitoring the implementation of the Internet industry codes of practice, the ABA has observed that ISPs have adopted a range of approaches to compliance with the requirement to provide one of the scheduled filter products to their users.  The ABA understands that a number of the ISPs with large numbers of subscribers provide filter software at little or no additional cost to the subscriber.  For example, the software product ‘NetNanny’ is available free of charge with the OptusNet service offered by Singtel Optus, and AOL’s ‘Parental Control’ system is offered free with its service.  Iprimus currently offers the ‘N2H2’ filter free of charge through its Web Filter service.  OzEmail offers a free 14 day trial of the ‘CyberPatrol’ product, and a 12 month subscription is available for $10.90.

Outcome 1, Output 1.2





Question: 82

Topic: Internet Content Regulation

Written Question on Notice: 82

Senator Harradine asked:

What consideration is being given to require ISPs to provide free filtering software to assist parents manage Internet content available to their children?

Answer:

As part of the recent review of the registered codes of practice for the Internet industry, the ABA has held discussions with the Internet Industry Association (IIA), which represents most large ISPs (accounting for some 80 per cent of Australian Internet users) regarding the promotion of tools and information that will assist Australian families to manage their Internet access.

As noted in answer to Question 81, a number of these ISPs already offer filtering products or services at no extra cost to their subscribers so the option of free filtering software is accessible to families who require it.

The ABA is mindful that the costs incurred in developing such software are considerable, and that ISPs will incur costs in providing the software to their subscribers. In this context, the ABA has asked the IIA to modify its proposed new code of practice to include a provision that requires ISPs to provide filter software at a cost that does not exceed the cost incurred by the ISP in obtaining, supplying and supporting the software. 


Question: 83

Outcome An accessible, diverse and responsible broadcasting industry.
Output 1.2
Managed Regulation of Broadcasting.
Topic: Internet Content Regulation

Written Question on Notice: 83

Senator Harradine asked:

How many complaints in Internet content have been received?  How many take-down notices have been issued?

Answer:

Between 1 January 2000 and 31 January 2002, 1012 complaints about Internet content were received by the ABA.

Prohibited content hosted in Australia was located in 56 investigations and final take-down notices were issued in all these cases.  In addition, nine special take-down notices were issued in respect of similar Internet content that was hosted in Australia. 


Question: 84

Outcome An accessible, diverse and responsible broadcasting industry.
Output 1.2
Managed Regulation of Broadcasting.
Topic: Internet Content Regulation

Written Question on Notice: 84

Senator Harradine asked:

What activities has the ABA undertaken to make consumers aware of the Internet content complaints system?

Answer:

Since the commencement of the Internet content complaints scheme, the ABA has continued to promote the online hotline to the community and, in particular, to users who are parents or carers of children. This has been done in conjunction with promotion of the ABA’s Cybersmartkids website (formerly known as the Australian Families Guide to the Internet) so that the twin messages of the risks and the action that can be taken to address those risks, were presented together. 

Advertising of the hotline and the website has been pursued in magazines and periodic publications that have ordinary Internet users, including recently-connected families, or parents and carers of children, as their target audience. Specific publications that have been targeted include the monthly free papers Sydney’s Child and Melbourne’s Child, and the Internet publications Net Guide and Net Week.

Promotion of the complaints hotline forms an important part of the ABA’s community education program on Internet safety for families. The community education program was launched by the ABA on 18 December 2001, in conjunction with the launch of Cybersmartkids website, and provides advice about how to lodge complaints with the ABA about Internet content.

Public awareness of the Internet content complaints scheme has also been raised through the ABA’s conduct of the Internet@Home research project and by ABA staff making presentations on the scheme at conferences.

In addition, the ABA liaises closely with NetAlert, an advisory group established by the Federal Government, whose activities assist in promoting the scheme and the community’s awareness of the complaints process. NetAlert’s helpline refers people with a complaint about specific Internet content to the ABA and assists them to lodge the complaint, where necessary.


Question: 85
Outcome An accessible, diverse and responsible broadcasting industry.
Output 1.2
Managed Regulation of Broadcasting.
Topic: Internet Content Regulation

Written Question on Notice: 85
Senator Harradine asked:

Does the ABA consider that the Internet Content Regulation Scheme has been effective?  What evidence supports the ABA’s view?

Answer:

The objects of the Internet Content Regulation Scheme are set out in subsections 3(k) – (m) of the Broadcasting Services Act 1992, namely: 

· To provide a means for addressing complaints about certain Internet content 

· To restrict access to certain content that is likely to cause offence to a reasonable adult

· To protect children from exposure to Internet content that is unsuitable for children

Since the Internet content complaints scheme commenced on 1 January 2000, there has been a steady flow of complaints to the hotline, mainly about prohibited content.  Of the content found to be prohibited or potentially prohibited, approximately 80% related to material that would be refused classification, including 56% that related to child pornography or paedophile activity. As at 31 January 2002, 460 items of Internet content relating to child pornography or paedophile activity had been referred by the ABA to Australian law enforcement agencies. 

Approximately 10-15% of all prohibited content complained about was hosted in Australia.  The ABA issued take-down notices in respect of all such material and there was a 100% industry compliance rate.

Prohibited material that was hosted outside Australia was referred by the ABA to the suppliers of filtering software that had been approved under the IIA codes of practice. The codes of practice require ISPs to offer appropriate filtering software to their subscribers at a charge determined by the ISP. There has been industry support for and co-operation under the codes of practice. An industry liaison program was conducted by NetAlert in 2001 to help the Internet industry understand and comply with the codes of practice. This included an explanation of the industry’s obligations to provide customers with information about the complaints process and filter software. 

Under the Broadcasting Services Act 1992, the ABA has the function to ‘advise and assist parents and responsible adults in relation to the supervision and control of children’s access to Internet content’. In recognition of this, the ABA has taken an active role in educating the community about how to protect themselves online. The commissioning of relevant and up-to-date research by the ABA, such as the Internet@home report, has helped support this education role.  In particular, there was a high level of interest and positive response to the launch of the ABA’s community education program and Cybersmartkids website in December 2001.


Question: 86
Outcome An accessible, diverse and responsible broadcasting industry.
Output 1.2
Managed Regulation of Broadcasting.
Topic: Internet Content Regulation

Written Question on Notice: 86
Senator Harradine asked:

Is the Department or the ABA considering measures to improve the effectiveness of the Internet Content Regulation Scheme?

Answer:

The Broadcasting Services Act 1992 requires that before 1 January 2003, the

Minister must cause to be conducted a review of the operation of Schedule 5 of the Act, which establishes the Internet content co-regulatory scheme. As part of that review, developments in Internet content filtering technologies will be taken into account.

The ABA is also working with the IIA to improve the effectiveness of the scheme as part of the current review of the IIA codes of practice.


Question: 87
Outcome An accessible, diverse and responsible broadcasting industry.
Output 1.2
Managed Regulation of Broadcasting.
Topic: Internet Content Regulation

Written Question on Notice: 87
Senator Harradine asked:

What impact has the ABA’s international liaison with the Bertelsmann Foundation and other agencies had on the regulation of internet content in Australia?   Which other countries have or are considering schemes similar to Australia’s Internet Content Regulation Scheme?  What improvements are being considered based on overseas experience?

Answer:

The Broadcasting Services Act 1992 charges the ABA with the responsibility to ‘liaise with regulatory and other relevant bodies overseas about co-operative arrangements for the regulation of the Internet industry, including (but not limited to) collaborative arrangements to develop: (i) multilateral codes of practice; and (ii) Internet labelling technologies.’  The ABA has participated in a range of international regulatory forums and networks in the course implementation of the co-regulatory scheme.

Bertelsmann Foundation
The ABA is a member of the International Network of Experts on Content Self-Regulation, an initiative of the German-based Bertelsmann Foundation. The findings of the experts’ group have been published as Protecting Our Children on the Internet: Towards a New Culture of Responsibility. The network has paid particular attention to initiatives to develop codes of practice, particularly within Europe, and to the feasibility of an international code or approach. The Foundation also has undertaken work on the effectiveness of complaint hotlines, to which the ABA has had close regard in establishing and operating the complaint mechanism that forms part of the Australian co-regulatory scheme. 

The Australian approach is increasingly recognised as a model for world’s ‘best practice’ in addressing issues arising from online content.  In recognition of this, the Bertelsmann Foundation invited the ABA to present an account of its hotline as an example of international ‘best practice’ at seminars in February 2001 and April 2001. 

Internet Content Rating Association

The Internet Content Rating Association (ICRA) is an international non-profit organisation, which has been developing a content rating and filtering system that can be adapted to different national, cultural and individual needs. The ICRA system, which is free, offers content providers an online questionnaire to help define and describe the content available on their site.  Using this information, ICRA generates a content label that the author adds to his or her site. Parents and other Internet users can then set-up their Internet browser or compatible filtering software to allow or disallow access to websites based on the information in the label and their individual values. 

The ABA has participated in the development of the rating framework and a pilot of system in October 2001.  The launch of the ICRAsafe filter on 21 March 2002 has coincided with the ABA’s recent efforts in promoting awareness of filtering technologies and their potential benefits.

European Union Safer Internet Action Plan

Australia’s co-regulatory scheme for Internet content shares a number of regulatory principles and elements with the Safer Internet Action Plan (SIAP) adopted by the European Union (see http://www.saferinternet.org) and the ABA has continued to monitor implementation of the plan and participate in relevant activities and forums.  

In the course of commissioning research on the effectiveness of Internet filter software, the ABA had regard to similar work being undertaken within the EU, as part of a strategy to develop improved filtering technologies.  The ABA’s Manager of Content Assessment attended a workshop relating to the filtering component of the SIAP in Luxembourg on 29 January 2002. Information obtained at the workshop and subsequent contact with workshop participants has greatly assisted the ABA’s consideration of filtering technologies.

The ABA also is an associate member of the Internet Hotline Providers of Europe Association (INHOPE), a network of Internet hotlines that is partly funded under the SIAP.  Through participation in INHOPE, the ABA is able to exchange information and experience on complaint investigation processes, occupational health and safety for hotline staff, an international standard for reporting hotline statistics and community education initiatives. The forum is also an effective mechanism for dealing with specific complaints and enhancing and complementing existing arrangements with law enforcement agencies. Under co-operative arrangements, overseas-based hotlines are able to alert the ABA to Australian-hosted Internet content that is illegal and receive referrals from the ABA. INHOPE has recently established working groups to develop operational resources for member hotlines on technology, legal/policy, and other relevant issues.  The working group on content-related issues is chaired by an ABA representative.

In December 2000, INHOPE representatives attended a one-day hotline workshop hosted by the ABA. The workshop addressed a range of hotline policy and operational issues, and was also attended by representatives of Australian law enforcement agencies and the Australian Internet industry.   Specific issues addressed at the workshop included methods for dealing with complaints about Usenet newsgroup content and chat services, hotline staff welfare and recruitment issues, and processes the ABA uses to notify Internet content hosts about prohibited and potentially prohibited content. Workshop participants also considered options for notifying overseas law enforcement agencies about prohibited and potentially prohibited content hosted in their jurisdictions, including using overseas hotlines to relay this information when appropriate. As a result of the workshop, the ABA gained an increased understanding of the operational procedures of Australian police agencies, and a broader knowledge of how hotlines in other countries investigate complaints about Internet content.  

The EU has recently moved to extend the operation of the SIAP for two years, until 31 December 2004.  In doing so, it has noted the value of co-operation with bodies outside the EU, citing Australia’s associate membership of the Internet Hotlines in Europe Association as an example of this.  The EU is proposing that the interface between EU and non-EU countries be expanded during this next phase of the SIAP, and the ABA will be exploring with the EU opportunities for further co-operation.


Question: 88
Outcome An accessible, diverse and responsible broadcasting industry.
Output 1.2
Managed Regulation of Broadcasting.
Topic: Internet Content Regulation

Written Question on Notice: 88
Senator Harradine asked:

What meetings with ISPs have taken place?  What has been the nature of correspondence and discussions with ISPs?
Answer:

The ABA regularly meets with representatives of the IIA, a recognised industry group that represents ISPs in Australia, to discuss aspects of the co-regulatory scheme for Internet content.

Since the commencement of the scheme, the ABA has also met with a number of individual ISPs, particularly those with a large share of Australian Internet subscribers.  The focus of these meetings has been to explain the operation of the co-regulatory scheme, including the obligations of ISPs under the legislation and registered codes of practice, and the ABA’s complaint investigation process.  Accordingly, concerns about compliance have been resolved in a timely way.
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