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1  The eighth review of administration and expenditure 

Recommendation 1 
The Committee recommends that the Intelligence Services Act 2001 be 
amended to include AFP counter-terrorism elements in the list of 
organisations that the Committee reviews. 

Recommendation 2 
The Committee recommends that the Government agree to amending the 
Intelligence Services Act 2001 to enable specific material which does not 
affect current operational activity to be provided to the Committee. A 
small working group drawn from relevant Departments, Agencies and 
the Committee should be set up to prepare this amendment for 
consideration by the Government. 

2  Administration 

Recommendation 3 
The Committee recommends that the Australian Government monitor 
resources allocated to e-security to ensure they are adequate. 

Recommendation 4 
The Committee recommends that the Australian Government review the 
medium and long term accommodation requirements of those members 
of the Australian Intelligence Community presently housed in multiple 
locations in Canberra. Where multiple locations for a single agency 
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diminish operational effectiveness or efficiency, consideration should be 
given to planning alternative longer term accommodation at the one site. 

Recommendation 5 
The Committee recommends that, should the proposal to amend the 
open access period of the Archives Act 1983 proceed, consideration should 
be given to special provisions for AIC documents to be exempted, on a 
case by case basis, from release at 20 years. 

3  Expenditure 

Recommendation 6 
The Committee recommends that the Australian Government review the 
potential adverse effects of the efficiency dividend on the Australian 
Intelligence Community having particular regard to the Joint Committee 
of Public Accounts and Audit report The efficiency dividend and small 
agencies: Size does matter. 

Recommendation 7 
The Committee recommends that the Intelligence Services Act 2001 be 
amended to include a provision requiring the ANAO to report to the 
Committee on its reviews of the AIC. 

Recommendation 8 
The Committee recommends that, due to the increased activities of the 
Australian Intelligence Community and the additional functions required 
of the IGIS, the budget of the Office of the Inspector General of 
Intelligence and Security be increased. 
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1 
The eighth review of administration and 
expenditure 

1.1 Under Section 29 of the Intelligence Services Act 2001 (the Act), the 
Parliamentary Joint Committee on Intelligence and Security has an 
obligation to review the administration and expenditure of ASIO, ASIS, 
DSD, DIGO, ONA and DIO, including their annual financial statements. 

1.2 In 2007 the Committee conducted a broad review of the administration 
and expenditure of the six intelligence and security agencies for the 2005-
2006 financial year. The subsequent report Review of administration and 
expenditure: Australian Intelligence Organisations, Number 5 was tabled in 
Parliament in June 2007. 

1.3 In 2008-09 the Committee conducted a broad review of the administration 
and expenditure of the six intelligence and security agencies for the 2006-
07 financial year. The subsequent report Review of administration and 
expenditure: Australian Intelligence Organisations, Number 6 was tabled in 
Parliament in September 2009.1 

1.4 In 2009-10 the Committee conducted a broad review of the administration 
and expenditure of the six intelligence and security agencies for the 2007-
08 financial year. The subsequent report Review of administration and 
expenditure: Australian Intelligence Organisations, Number 7 was tabled in 
Parliament in May 2010. 

1.5 In addition, in 2010 the Committee conducted a broad review of the 
administration and expenditure of the six intelligence and security 
agencies for the 2008-09 financial year. This is the report of that review. 
Submissions were sought from each of the six intelligence and security 

 

1  The inquiry process was delayed due to the 2007 Federal election. 
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agencies and from the Australian National Audit Office (ANAO) and from 
the Inspector General of Intelligence and Security (IGIS) (see Appendix A). 

1.6 The submissions from ANAO and the six intelligence agencies were all 
classified Confidential, Restricted or Secret and are therefore not available 
to the public. As has been its practice for previous reviews, ASIO provided 
the Committee with both a classified and an unclassified submission; the 
unclassified version of which is available on the Committee’s website.  

1.7 The Committee also received a submission from the ANAO and from the 
IGIS. The IGIS’ submission was made available on the Committee’s 
website. More comment in relation to the ANAO is contained in Chapter 3 
on Expenditure. 

1.8 Each of the Defence Intelligence agencies provided the Committee with a 
classified submission. However in a departure from past practice, the 
agencies marked each paragraph with its relevant national security 
classification. This has enabled the Committee for its 2008-09 review to 
directly refer to unclassified information produced in the Defence agencies 
submissions. 

1.9 The Committee is grateful to ASIO and the Defence Intelligence agencies 
for providing an unclassified submission or, in the case of Defence, 
providing unclassified paragraphs. This has been very helpful in the 
writing of this report. It means, however, that ASIO and the Defence 
Intelligence agencies are mentioned quite often in the subsequent chapters 
of this report while the other agencies are generally not referred to by 
name. This should not be taken to imply that the inquiry focused 
primarily on ASIO or the Defence Intelligence agencies or that they were 
scrutinised more than other agencies. It merely reflects the amount of 
unclassified information on which the Committee was able to draw and 
incorporate directly into its report to illustrate its findings. 

1.10 In October 2009, the Committee wrote to the agencies seeking 
submissions, outlining the issues it would like to see covered in those 
submissions.  The result was very thorough and comprehensive 
information. Agency heads were also most forthcoming at the private 
hearings. 

1.11 Two private hearings were held to take evidence from the agencies and 
the Committee appreciates the time commitment each agency made to this 
process (see Appendix B). In each case the Agency Head and other top-
ranking officials attended the hearings and expended a considerable 
amount of time making further presentations and answering the 
Committee’s questions.  



0BTHE EIGHTH REVIEW OF ADMINISTRATION AND EXPENDITURE 3 

 

1.12 The Committee would, however, add one caveat. Normal parliamentary 
practice is, where possible, to examine an issue from a variety of 
community perspectives. This method generally gives confidence as a 
Committee can test information and interpretation from the different 
perceptions of an organisation or an issue. This is not possible in this 
process. The nature of the intelligence organisations and the restrictions of 
the Act mean that the Committee is constrained in the breadth of 
submissions in its examination of administration and expenditure. While 
the Committee has no reason to think that this is a problem to date, the 
potential exists for the perspective of the Committee to be too narrow. 

Committee oversight of Australian Federal Police 
Counter-terrorism functions 

1.13 On 29 May 2008 the Committee met and discussed the Australian Federal 
Police’s (AFP) substantial role in counter-terrorism in collaboration with 
the Australian Intelligence Community (AIC). The Committee wrote to the 
Attorney-General seeking his consideration of an amendment to the 
Intelligence Services Act 2001 to allow the Committee to review the 
administration and expenditure of the AFP counter-terrorism elements. 

1.14 The Committee acknowledges the correspondence received from the 
Attorney-General in relation to this matter and records its thanks and 
appreciation for his cooperation, particularly in proposing that the 
Commissioner of the AFP, Tony Negus, brief the Committee on the AFP’s 
Counter-terrorism role.  

1.15 The Attorney-General wrote to the Committee on three separate occasions 
on this matter. The first letter, dated 23 December 2008, advised of the 
Government’s decision to enable the PJCIS to extend inquiries to include 
the AFP in appropriate cases with the Attorney-General’s consent. 

1.16 The second, dated 12 May 2009, outlined the Attorney-General’s reasons 
for requiring the Attorney-General’s consent, those being that such an 
arrangement provided the most flexible and appropriate means of 
identifying whether a matter involving the AFP has a relevant link with 
security and intelligence issues. 

1.17 The third, dated 11 March 2010, advised that the Government was not 
pursuing the proposal to extend the mandate of the PJCIS to include 
oversight of the AFP’s counter-terrorism functions at this time. 
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1.18 The following sections outlines the close relationship between sections of 
the AFP and the AIC, the role of the PJCIS in oversighting the AIC and the 
compelling reasons for the PJCIS to oversee the AFP’s Counter-terrorism 
role. 

The AFP’s Counter-terrorism role 

1.19 Following the bombing of the Hilton Hotel in Sydney in March 1978 
former London Metropolitan Police Commissioner, Sir Robert Mark, was 
appointed to examine policing resources, protective security and counter-
terrorism in Australia.2 Amongst other things, Mark recommended that 
‘an Australian Federal Police Service establish an anti-terrorist squad’.3  

1.20 Since the 11 September 2001 terrorist attacks in the United States and the 
12 October 2002 terrorist attacks in Bali, the AFP has been increasingly 
involved in counter-terrorist activities aimed at preventing terrorist 
attacks in Australia and on Australian interests overseas. As set out in the 
Ministerial direction to the AFP Commissioner issued in August 2008, the 
AFP focuses on: 

. . . countering the threat of terrorism to the safety and security of 
Australians and Australian interests, inside and outside Australia.4 

1.21 There are sections of the AFP that have been created to address significant 
counter-terrorism and national security functions. This is evidenced by 
AFP involvement in the National Counter-terrorism Committee (NCTC). 
The AFP website states that the: 

AFP works with representatives of the Australian Government 
and State and Territories on the National Counter-terrorism 
Committee (NCTC).5 

1.22 The AFP website also provides information on its counter-terrorism unit, 
stating: 

 

2  Nathan Hancock, “Terrorism and the Law in Australia: Supporting Materials” Research Paper 
No. 13 2001-02 Parliamentary Library p. 28. <http://www.aph.gov.au/library/pubs/rp/2001-
02/02rp13.pdf> at 9 April 2010 

3  Nathan Hancock, “Terrorism and the Law in Australia: Supporting Materials” Research Paper 
No. 13 2001-02 Parliamentary Library p. 28. <http://www.aph.gov.au/library/pubs/rp/2001-
02/02rp13.pdf> at 9 April 2010 

4  AFP Annual Report 2008-09, p. 10. 
<http://www.afp.gov.au/__data/assets/pdf_file/132193/AFP-Annual-Report-2008-
2009.pdf> at 14 April 2010 

5  http://www.afp.gov.au/national/fighting_terrorism.html 

http://www.afp.gov.au/__data/assets/pdf_file/132193/AFP-Annual-Report-2008-2009.pdf
http://www.afp.gov.au/__data/assets/pdf_file/132193/AFP-Annual-Report-2008-2009.pdf
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The counter-terrorism team provides timely, accurate intelligence 
and support to deployed intelligence and operational teams, the 
AFP Executive, external law enforcement and intelligence 
partners. This contributes to the wider Australian response to 
terrorism and helps to maintain effective liaison and information 
sharing between the AFP and the intelligence community.6 

1.23 As well as working within Australia, the AFP also maintains overseas 
liaison channels. The National Counter-Terrorism Plan states that: 

 ASIO, other Commonwealth intelligence agencies and the AFP 
maintain overseas liaison links to gather intelligence and to pursue 
investigations.7 

1.24 It is clear that the AFP has evolved to include a significant intelligence 
function and that sections of the AFP have deep operational and 
intelligence linkages with the AIC. These are discussed in the next section. 

The AFP and the AIC 

1.25 During the conduct of this inquiry the Committee took evidence on the 
extent of AFP engagement with the AIC. One agency advised that the AFP 
had an internal ‘intelligence body’8 which the intelligence agencies work 
with and, through which, the agencies provide classified material to the 
AFP. 

1.26 The Committee took evidence from a number of the agencies that they 
have attachments or secondments with the AFP, where there is either an 
employee of the AFP working within the intelligence agency or where 
there is an employee of the intelligence agency working within the AFP.9  

1.27 ASIO’s unclassified submission to the current inquiry corroborated this 
evidence noting that in 2008-09 an ASIO senior manager was attached to 

 

6  http://www.afp.gov.au/recruitment/current_vacancies/counter_terrorism.html 

7 National Counter-Terrorism Plan, Second Edition September 2005, p. 3:2 
<http://www.ag.gov.au/agd/WWW/rwpattach.nsf/VAP/(3273BD3F76A7A5DEDAE36942A54D
7D90)~National+Counter-Terrorism+Plan+-
+Alert+System+Changes+October+2008+PDF.PDF/$file/National+Counter-Terrorism+Plan+-
+Alert+System+Changes+October+2008+PDF.PDF> at 7 April 2010 
8  Classified Transcript, 19 March 2010, p. 44. 
9  Classified Transcript, 19 March 2010, p. 11. 

http://www.ag.gov.au/agd/WWW/rwpattach.nsf/VAP/(3273BD3F76A7A5DEDAE36942A54D7D90)%7ENational+Counter-Terrorism+Plan+-+Alert+System+Changes+October+2008+PDF.PDF/$file/National+Counter-Terrorism+Plan+-+Alert+System+Changes+October+2008+PDF.PDF
http://www.ag.gov.au/agd/WWW/rwpattach.nsf/VAP/(3273BD3F76A7A5DEDAE36942A54D7D90)%7ENational+Counter-Terrorism+Plan+-+Alert+System+Changes+October+2008+PDF.PDF/$file/National+Counter-Terrorism+Plan+-+Alert+System+Changes+October+2008+PDF.PDF
http://www.ag.gov.au/agd/WWW/rwpattach.nsf/VAP/(3273BD3F76A7A5DEDAE36942A54D7D90)%7ENational+Counter-Terrorism+Plan+-+Alert+System+Changes+October+2008+PDF.PDF/$file/National+Counter-Terrorism+Plan+-+Alert+System+Changes+October+2008+PDF.PDF
http://www.ag.gov.au/agd/WWW/rwpattach.nsf/VAP/(3273BD3F76A7A5DEDAE36942A54D7D90)%7ENational+Counter-Terrorism+Plan+-+Alert+System+Changes+October+2008+PDF.PDF/$file/National+Counter-Terrorism+Plan+-+Alert+System+Changes+October+2008+PDF.PDF
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the AFP to improve cooperation and interoperability between the 
organisations.10 

1.28 Some of the intelligence agencies also stated to the Committee that they 
work ‘very closely’11 with the AFP in overseas missions, in conjunction 
with other Government departments and in ‘established’12 Joint Counter-
terrorism Units, which also incorporate state police forces.13  

1.29 The Parliamentary Joint Committee on Law Enforcement Bill 2010 currently 
before Parliament establishes the Parliamentary Joint Committee on Law 
Enforcement (PJCLE) (by renaming and extending the functions of the 
current Parliamentary Joint Committee on the Australian Crime 
Commission). This Bill provides for the powers, proceedings and 
functions of the committee and gives the committee responsibility for 
oversighting the Australian Federal Police and the Australian Crime 
Commission.14 

1.30 In considering Parliamentary oversight of the AIC it is essential that all of 
the agencies with a significant role in intelligence come before the same 
Committee of the Parliament. This is not to say that they appear before 
only one committee. Rather, it refers to the need for one committee to have 
oversight of the complete AIC. In order for Parliamentary oversight to be 
effective all agencies need to report to the one Committee. Without this 
oversight, it is inevitable that black spots in knowledge and supervision 
will dramatically impair the effectiveness of Parliamentary oversight. 

1.31 ASIO, ASIS, DIO, DSD, DIGO and ONA all currently report to the PJCIS. 
However, the elements of the AFP engaged in intelligence functions do 
not report to the PJCIS.  

1.32 The interrelationship between these agencies is such that it is not possible 
to get an accurate picture of any agency without having access to all 
agencies within or working closely with the AIC. Therefore the 
Parliamentary oversight framework of the AIC is impaired by the 
omission of the AFP counter-terrorism elements. The Committee regards 
this omission as unacceptable. 

 

10  ASIO Unclassified Submission, No. 9, p. 37. 
11  Classified Transcript, 19 March 2010, p. 25. 
12  Classified Transcript, 19 March 2010, p. 12. 
13  Classified Transcript, 19 March 2010, p. 12. 
14  See 

<http://parlinfo.aph.gov.au/parlInfo/search/display/display.w3p;query%3DId%3A%22legi
slation%2Fbillhome%2Fr4318%22> at 21 April 2010 

http://parlinfo.aph.gov.au/parlInfo/search/display/display.w3p;query%3DId%3A%22legislation%2Fbillhome%2Fr4318%22
http://parlinfo.aph.gov.au/parlInfo/search/display/display.w3p;query%3DId%3A%22legislation%2Fbillhome%2Fr4318%22
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The Committee’s public accountability role 
1.33 The Committee is an important part of the accountability framework 

providing oversight for the security and intelligence agencies. This 
accountability framework plays a key role in providing reassurance to the 
public and the Parliament. It is important that the Committee’s role be 
amended to provide oversight for the AFP counter-terrorism unit. 

1.34 The Committee is aware that some concerns have been raised that 
requiring the AFP counter-terrorism unit to appear before the PJCIS may 
be onerous and unnecessary duplication.  

1.35 A comparison can be drawn with the requirements placed on the 
Department of Defence. For example the Defence Annual Report 2008-0915 
reports that the Defence Department appeared before the following 
Parliamentary Committees: 

 Joint Committees: 
⇒ Joint Committee on Public Accounts & Audit 
⇒ Joint Standing Committee on Foreign Affairs, Defence & 

Trade 
⇒ Joint Standing Committee on Treaties 
⇒ Joint Standing Committee on Electoral Matters 
⇒ Parliamentary Joint Committee on Intelligence & Security 
⇒ Joint Standing Committee on Public Works 

 
 Senate Committees: 
⇒ Senate Standing Committee on Foreign Affairs Defence & 

Trade 
⇒ Senate Standing Committee on Economics 
⇒ Senate Standing Committee on Environment, 

Communications & the Arts 
 House Committees: 
⇒ House of Representatives Standing Committee on Industry, 

Science & Innovation 
⇒ House of Representatives Standing Committee on Legal & 

Constitutional Affairs 
⇒ House of Representatives Standing Committee on Petitions 
⇒ House of Representatives Standing Committee on 

Communications 

 

15  Department of Defence, Defence Annual Report 2008-09, pp. 146-149 
<http://www.defence.gov.au/budget/08-09/dar/vol1/append01_01.htm> at 7 April 2010 

http://www.defence.gov.au/budget/08-09/dar/vol1/append01_01.htm
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1.36 It is clearly not unusual for a particular agency or department to report to 
a number of Committees. An examination of the AFP’s Annual Report 2008-
0916  shows that, in addition to estimates appearances, the AFP appeared 
before the following Parliamentary Committees: 

 Joint Committees: 
⇒ Joint Standing Committee on Public Works 
⇒ Joint Standing Committee on Foreign Affairs, Defence & 

Trade 
⇒ Joint Committee on the Australian Crime Commission. 
⇒ Joint Committee on the Australian Commission for Law 

Enforcement Integrity 
 Senate Committees: 
⇒ Senate Standing Committee on Foreign Affairs Defence & 

Trade 
 House Committees: 
⇒ House of Representatives Standing Committee on Legal & 

Constitutional Affairs 

1.37 Requiring the AFP counter-terrorism element to appear before the PJCIS 
would reflect normal oversight practice as applied to all other 
Commonwealth Departments and Agencies. It cannot be reasonably 
described as ‘unfair’ or ‘a burden’ upon the AFP. It is worth repeating that 
the only aspect of the AFP to be reviewed by the PJCIS would be the AFP 
counter-terrorism elements. 

Attorney-General’s consent 

1.38 In its oversight capacity, the Committee has close and cooperative 
relationships with each of the six intelligence agencies based on regular 
contact with each of them. As a result of this contact, the Committee has 
access to a range of sensitive information from each of the agencies. This 
includes regular briefings, visits to classified installations.  

1.39 To support this close contact and to serve its statutory functions the staff 
of the Secretariat are cleared to the required level of Top Secret Positive 
Vet. The Committee regularly views classified documents relevant to 
performing its functions. 

 

16  AFP Annual Report 2008-09, p. 170. 
<http://www.afp.gov.au/__data/assets/pdf_file/132193/AFP-Annual-Report-2008-
2009.pdf> at 7 April 2010 

http://www.afp.gov.au/__data/assets/pdf_file/132193/AFP-Annual-Report-2008-2009.pdf
http://www.afp.gov.au/__data/assets/pdf_file/132193/AFP-Annual-Report-2008-2009.pdf
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1.40 It is untenable that the Committee cannot seek information from the AFP 
on its counter-terrorism role and intelligence functions in the same way 
that it does with ASIO, ASIS, DIO, DIGO, DSD and ONA. 

1.41 The Intelligence and Security Act 2001 requires all six of the AIC agencies to 
appear before it, including the most sensitive. An indication of the degree 
of sensitivity is contained in section 92 of the ASIO Act 1979, which makes 
it illegal to divulge the names of employees or former employees of 
ASIO.17 Section 41 of the Intelligence Services Act 2001 makes it illegal to 
divulge the names of employees or former employees of ASIS. Sections 39, 
39A and 40 make it illegal to divulge any information or matter that was 
prepared by, or on behalf of, ASIS, DIGO or DSD in connection with their 
functions or relates to the performance by ASIS, DIGO and DSD of their 
functions.18 

1.42 For good and proper reason these agencies are required to come before the 
PJCIS without any approval from the Attorney-General or relevant 
Minister. It is inconceivable that such a constraint be applied to an 
appearance before the Committee of the AFP counter-terrorism elements.  

1.43 Of all the AIC agencies, and agencies that work closely with the AIC, the 
AFP is the most public and visible. The Committee sees no reason why the 
AFP alone, of all the agencies encompassing the AIC, should be immune 
from Committee review other than with specific consent of the Attorney-
General. These matters are too important to be left to the variations in 
views that the Attorney-General of the time may hold. 

1.44 Such a restriction has the unintended consequence of inviting criticism 
that the AFP or Government of the day may wish to avoid thorough 
Parliamentary scrutiny from the only Parliamentary Committee that has 
regular access to matters relating to the AIC. 

1.45 The PJCIS’ oversight of the counter-terrorism role of the AFP should apply 
on the same basis as that of the PJCIS’ role in relation to oversight of the 
six AIC agencies. 

1.46 The Committee therefore recommends that the Intelligence Services Act 
2001 be amended to include AFP counter-terrorism elements in the list of 
organisations that the Committee reviews. 

 

 

17  ASIO Act 1979 (Cth) s. 92. 
18  Intelligence Services Act 2001 (Cth), s. 39, 39A, 40. 
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Recommendation 1 

The Committee recommends that the Intelligence Services Act 2001 be 
amended to include AFP counter-terrorism elements in the list of 
organisations that the Committee reviews.   

  

1.47 Suggested amendments to Section 29 of the Intelligence Services Act 2001 
follow with additions in bold and deletions struck-through: 

INTELLIGENCE SERVICES ACT 2001 - SECT 29  

Functions of the Committee  
 (1) The functions of the Committee are:  

(a) to review the administration and expenditure of ASIO, ASIS, 
DIGO, DIO, DSD and ONA, including the annual financial 
statements of ASIO, ASIS, DIGO, DIO, DSD and ONA; and  

(aa) to review the administration and expenditure of the AFP, 
including the annual financial statements of the AFP, in relation to 
the performance by the AFP of their functions in relation to: 

(i) Part 5.3 of the Criminal Code; and 
(ii) Any other provision of the Criminal Code as far as it relates to 
that Part; and 

 (b) to review any matter in relation to ASIO, ASIS, DIGO, DIO, DSD 
or ONA referred to the Committee by:  

(i) the responsible Minister; or  

(ii) a resolution of either House of the Parliament; and  

(ba) to review any matter in relation to the AFP referred to the 
Committee by the Attorney-General; and 

 (ba) to review, as soon as possible after the third anniversary of the 
day on which the Security Legislation Amendment (Terrorism) Act 2002 
receives the Royal Assent, the operation, effectiveness and 
implications of amendments made by that Act and the following 
Acts:  

 (i) the Border Security Legislation Amendment Act 2002 ;  

(ii) the Criminal Code Amendment (Suppression of Terrorist Bombings) 
Act 2002 ;  

(iii) the Suppression of the Financing of Terrorism Act 2002 ; and  

http://www.austlii.edu.au/au/legis/cth/consol_act/slaa2002451/
http://www.austlii.edu.au/au/legis/cth/num_act/bslaa2002381/
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(bb) to review, by 22 January 2016, the operation, effectiveness and 
implications of Division 3 of Part III of the Australian Security 
Intelligence Organisation Act 1979 ; and  

(c) to report the Committee's comments and recommendations to 
each House of the Parliament and to the responsible Minister.  

(1A) To avoid doubt, the Committee may combine performance of 
its function under paragraph (1)(a), (aa) or (ba) of conducting a 
review of one or more other reviews under one or more of those 
paragraphs. 

 (2) The Committee may, by resolution, request the responsible 
Minister to refer a matter in relation to the activities of ASIO, ASIS, 
DIGO, DIO, DSD or ONA (as the case may be) to the Committee, and 
the Minister may, under paragraph (1)(b), refer that matter to the 
Committee for review.  

(2A) The Committee may, by resolution, request the Attorney-
General to refer a matter that relates to the activities of the AFP to 
the Committee, and the Attorney-General may, under paragraph 
(1)(ba), refer that matter to the Committee for review. 

(3) The functions of the Committee do not include:  

 (a) reviewing the intelligence gathering and assessment priorities of 
ASIO, ASIS, DIGO, DIO, DSD or ONA or the AFP; or  

 (b) reviewing the sources of information, other operational assistance 
or operational methods available to ASIO, ASIS, DIGO, DIO, DSD or 
ONA or the AFP; or  

(c) reviewing particular operations that have been, are being or are 
proposed to be undertaken by ASIO, ASIS, DIGO, DIO or DSD or the 
AFP; or  

 (d) reviewing information provided by, or by an agency of, a foreign 
government where that government does not consent to the 
disclosure of the information; or  

(e) reviewing an aspect of the activities of ASIO, ASIS, DIGO, DIO, 
DSD or ONA or the AFP that does not affect an Australian person; or  

 (f) reviewing the rules made under section 15 of this Act; or  

(g) conducting inquiries into individual complaints about the 
activities of ASIO, ASIS, DIGO, DIO, DSD or ONA or the AFP; or  

 (h) reviewing the content of, or conclusions reached in, assessments 
or reports made by DIO or ONA, or reviewing sources of information 
on which such assessments or reports are based; or  

http://www.austlii.edu.au/au/legis/cth/consol_act/isa2001216/s3.html#responsible_minister
http://www.austlii.edu.au/au/legis/cth/consol_act/isa2001216/s3.html#asio
http://www.austlii.edu.au/au/legis/cth/consol_act/isa2001216/s3.html#asis
http://www.austlii.edu.au/au/legis/cth/consol_act/isa2001216/s3.html#digo
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(i) reviewing the coordination and evaluation activities undertaken 
by ONA.  

Committee access to information beyond administration 
and expenditure 

1.48 It would clearly be impossible for the Committee to conduct any 
meaningful review of the Administration and Expenditure of the 
Australian Intelligence Community (AIC) without knowledge of their 
activities, operations, skills, methods and the product they create all being 
made available to the Committee. This had been acknowledged by 
previous Committees and by the AIC. During this Parliament, as with 
previous Parliaments, the Committee has been provided with significant 
and meaningful information by the agencies on these issues. 

1.49 The availability of this information is critical to the capacity of the 
Committee to fulfil its obligations and to meet the expectations of the 
Parliament and the wider community. 

1.50 In this respect, the practices and operations of the Committee are similar 
to those of the Intelligence and Security Committee in the United 
Kingdom Parliament which operates with a similar legislative authority. 

1.51 It is important that for the Committee’s oversight responsibility that access 
to appropriate information, such as those matters listed in paragraph 1.48, 
continues to be available. The most effective way of ensuring this is the 
case is to amend the act to provide that appropriate activities, operations, 
skills, methods and the product they create be made available to the 
Committee. 

1.52 The Committee recognises that the drafting of such an amendment would 
require close consultation with the agencies and the Committee. 

1.53 Although the Committee has regularly received good cooperation from 
the AIC, it is important that the above situation is provided for in 
legislation. The Committee therefore recommends that the Government 
agree to amend the Intelligence Services Act 2001 to enable specific material 
which does not affect current operational activity to be provided to the 
Committee. A small working group drawn from relevant Departments, 
Agencies and the Committee should be set up to prepare this amendment 
for consideration by the Government. 
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Recommendation 2 

 The Committee recommends that the Government agree to amending 
the Intelligence Services Act 2001 to enable specific material which does 
not affect current operational activity to be provided to the Committee. 
A small working group drawn from relevant Departments, Agencies 
and the Committee should be set up to prepare this amendment for 
consideration by the Government. 

Scope of the eighth review 

1.54 The eighth review of administration and expenditure broadly looked at all 
aspects of the administration and expenditure of the six intelligence and 
security agencies. In particular the Committee looked into ASIO’s new 
central office. Comment is made on this in paragraphs 2.103 – 2.110. 

1.55 As mentioned above, the Committee took considerable classified evidence 
from the agencies which cannot be published. The discussion in the 
following chapters will, in some instances, not identify specific 
organisations due to the classified nature of the evidence received. The 
Committee trusts that the report will serve to assure the Parliament, and 
the public, that the administration and expenditure functions of the 
intelligence and security agencies are being monitored by the Committee 
in a meaningful and important manner albeit limited to the extent of the 
Committee’s powers as set out in the Act. 

1.56 The words ‘the agencies’ or ‘the organisations’ refer to all or any 
combination of ONA, DIO, ASIO, ASIS, DSD and DIGO.  In the footnotes 
the notation ‘Classified Submission’ is used to refer to submissions from 
any of the agencies whether the actual submissions were classified Secret, 
Restricted or Confidential.  
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2 
Administration 

2.1 This review of administration and expenditure is the fourth full review of 
the administration and expenditure of the six intelligence agencies 
conducted under Section 29 of the Intelligence Services Act 2001(the Act) 
since the act was amended in December 2005. It is the third full review of 
administration and expenditure carried out by the Committee of the 42nd 
Parliament. For the 2008-09 review, the Committee again looked broadly 
at all aspects of the administration of the agencies including re-visiting 
human resource management, organisational structure, security clearances 
and breaches, accommodation issues, workforce diversity and growth 
management.  

2.2 Working within the constraints of not including any classified 
information, this chapter reports broadly on some of the areas discussed 
during hearings and/or in submissions relating to the administration of 
the six agencies within the Australian Intelligence Community (AIC). 

Organisation of agency structures 

2.3 Only one of the agencies reported any changes to their organisational 
structures during 2008-09. With a majority of the six intelligence agencies 
restructuring in 2007-08, in 2008-09 there was a strong focus on 
consolidating and monitoring these changes. 

2.4 ASIO reported to the Committee that whilst it implemented no structural 
changes in 2008-09, its structure remains under review to ensure that the 
capability they have achieved through growth ‘is sustainable into the 
future’.1 

 

1  ASIO Unclassified Submission, No. 9, p. 16. 
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2.5 The Defence Intelligence Organisation (DIO) reported to the Committee 
that its structure had changed as a result of new Defence organisational 
arrangements. However the Committee is unable to comment any further 
on this due to the classification of the material. 

2.6 The Defence Imagery and Geospatial Organisation (DIGO) reported to the 
Committee that throughout 2008-09, it had ‘participated extensively’ in 
planning for organisational change as a result of Information and 
Communication Technology (ICT) and Human Resource (HR) reviews.2 

2.7 DIGO also submitted to the Committee that it conducted a review of its 
Geospatial Analysis Centre, looking at its functions, relationships, 
productivity and structure with the aim of ‘doubling productivity by 30 
June 2010’.3 DIGO stated that the findings of this review were released on 
28 April 2009 and highlighted several key areas for improvement within 
the centre, including needing: 

 Major changes in the production philosophy, including moving 
away from an orientation on end product to a focus on the 
provision of data and geospatial services in a fit for format 
purpose 

 Major improvements in tools and processes, achieved by 
moving to the new facility and onto new systems 

 Taking steps to increase the proportion of the workforce 
producing data and geospatial services.4 

2.8 DIGO also stated in its submission that ‘the move to the new facility and 
ICT systems, resulted in major improvements in tools and processes, 
leading to a 20 percent increase in productivity’.5 However, DIGO noted 
that this increased productivity needs to be ‘objectively’6 measured in 
order to confirm this increase. 

Impact on agencies of recent legislative changes 

2.9 Out of the six agencies, two reported having to accommodate legislative 
changes in 2008-09. In general, all agencies again stated their commitment 
to ensuring that their staff are informed of legislative requirements as they 

 

2  DIGO Classified Submission, No. 3, p. 12. 
3  DIGO Classified Submission, No. 3, p. 12. 
4  DIGO Classified Submission, No. 3, p. 12. 
5  DIGO Classified Submission, No. 3, p. 13. 
6  DIGO Classified Submission, No. 3, p. 13. 
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relate to agency functions and operations, and that where applicable they 
received targeted training to ensure understanding and compliance. 

2.10 The Defence Signals Directorate (DSD) reported to the Committee that in 
2008-09 amendments were made to the Defence (Special Undertakings) Act 
1952 (the Act). The Defence Legislation (Miscellaneous Amendments) Bill 
2008 included a provision to amend the Act by establishing the Joint 
Defence Facility Pine Gap (Pine Gap) as a Special Defence Undertaking 
and prohibited area for the purposes of the Act.7 This amendment also 
inserted a clause in the Act to make it clear that the defence power is not 
the only constitutional basis relied upon.8 

2.11 The Defence Intelligence agencies reported to the Committee that in 
November 2008 the Freedom of Information (Removal of Conclusive 
Certificates) Bill was introduced to Parliament. The proposed changes 
would remove the ability of the Defence Minister to grant a conclusive 
certificate under the Freedom of Information Act 1982 or the Archives Act 
1983 to exempt a document from being disclosed.9 

2.12 Under the proposed legislative regime:  

 . . . it will be the responsibility of the Administrative Appeals 
Tribunal to determine whether, in a contested claim, a document 
should be exempt. The Inspector General of Intelligence and 
Security will be given a new role in advising the Administrative 
Appeals Tribunal on claims where the exemption is sought on 
existing security related grounds. The proposed changes also 
include some administrative matters directed at ensuring the 
protection of sensitive information while it is being considered by 
the Administrative Appeals Tribunal.10 

2.13  DIO reported to the Committee that the reforms ‘may affect some aspects 
of DIO’s administration and procedures’ but that this will be addressed in 
the 2009-10 submission to the Committee’s Administration and 
Expenditure Review.11 

2.14 Each of the Defence Intelligence agencies was advised by the Australian 
Government Solicitor that the proposed changes are unlikely to have a 
significant impact on their abilities to protect national security information 
in contested Freedom of Information and Archives Act claims. 

 

7  DSD Classified Submission, No. 4, p. 15. 
8  DSD Classified Submission, No. 4, p. 15. 
9  DIGO Classified Submission, No. 3, p. 11. 
10  DIGO Classified Submission, No. 3, p. 11. 
11  DIO Classified Submission, No. 2, p. 12. 
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2.15 ASIO advised the Committee that during 2008-09: 

 . . . it liaised with Commonwealth departments and agencies 
regarding policy development and proposed legislative 
amendments relevant to ASIO’s activities.12 

2.16 A legislative change that impacted on ASIO’s activities in 2008-09 was the 
Telecommunications Interception Legislation Amendment Act (No.1) 2009 
(which commenced on 22 May 2009) which amended the 
Telecommunications (Interception and Access) Act 1979 (the TIA Act).13 

2.17 These amendments facilitated declarations made on 8 July 2009 to allow 
the Queensland Police Service (QPS) and the Crime and Misconduct 
Commission (CMC) to access interception capabilities and delivery 
systems previously paid for by ASIO and other law enforcement agencies 
under existing agreements with telecommunications carriers.14 

2.18 The Committee is satisfied that the agencies are responding adequately to 
the legislative changes affecting them and looks forward to being updated 
on the impact of the proposed changes to the Freedom of Information Act 
1982 and the Archives Act 1983 in its 2009-10 Administration and 
Expenditure Review. 

Litigation 

2.19 A number of the agencies reported to the Committee their involvement in 
litigation matters or legal proceedings. 

2.20 ASIO reported to the Committee that it was involved in over 60 litigation 
matters covering criminal, civil and administrative proceedings.15 This 
number is comparable with 2007-08 but is considerably higher than during 
any period before 2005. 

2.21 ASIO reported to the Committee a number of high profile litigation 
outcomes associated with the Pendennis cases in Sydney and Melbourne. 
A total of 22 people were charged with a range of terrorism cases, nine in 
Sydney and 13 in Melbourne. For the Melbourne case: 

 

12  ASIO Unclassified Submission, No. 9, p. 24. 
13  ASIO Unclassified Submission, No. 9, p. 24. 
14  ASIO Unclassified Submission, No. 9, p. 24. 
15  ASIO Unclassified Submission, No. 9, p. 24. 
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ASIO produced 67 witness statements and responded to 17 
subpoenae. No ASIO officers were required to give evidence at 
trial. Of the 13 accused, one pleaded guilty before trial, seven were 
found guilty at trial, four were acquitted and one was retried after 
the jury could not reach a unanimous verdict…Those found guilty 
were convicted and sentenced to periods of imprisonment ranging 
from six to 15 years.16 

2.22 In Sydney nine people were charged with terrorism offences,  with four 
subsequently pleading guilty and five progressing to trial. In this case 
ASIO responded to ‘39 subpoenae, and 23 ASIO officers gave evidence at 
trial’.17 

2.23 In meeting Commonwealth legal efforts, ASIO reported to the Committee 
that it is ‘developing and maintaining close relationships with a range of 
departments and agencies, in particular, the Australian Federal Police and 
state and territory police forces, and the Commonwealth Director of Public 
Prosecutions’.18 

2.24 Another agency reported to the Committee that it worked with the 
National Archives of Australia in relation to claims for access to its 
classified material under the Archives legislation. 

2.25 The Committee is satisfied that all the agencies are dealing with their 
litigation workload in an appropriate manner. 

Human resource management within the agencies 

Management of growth 
2.26 All of the agencies reported experiencing some degree of growth in 2008-

09. One agency reported to the Committee that it has ‘experienced 
significant growth’19 as a result of a number of government-approved 
programs. In other agencies staffing levels grew modestly and in line with 
agency recruitment targets. The agencies again noted a difficult 
employment market but that this was met with increasing investment in 
recruitment and associated advertising. In achieving this growth, agencies 

 

16  ASIO Unclassified Submission, No. 9, p. 24. 
17  ASIO Unclassified Submission, No. 9, p. 24. 
18  ASIO Unclassified Submission, No. 9, p. 25. 
19  DSD Classified Submission, No. 4, p. 17. 
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focused on addressing workforce management issues such as recruitment, 
retention, performance management, corporate governance frameworks, 
accommodation pressures and training. 

2.27 DSD reported to the Committee that its significant organisational growth, 
as a result of the Defence White Paper, presents it with some challenges. It 
stated that it’s ‘large increase in staff is a significant undertaking’20 which 
requires the development and implementation of expanded recruitment 
activities. The agency stated that this expansion of recruitment activity 
involved ‘mitigation strategies’ to ‘address identified risks’, leaving: 

DSD. . . well positioned to manage large intakes of inexperienced 
personnel, having made a sizeable investment in signals 
intelligence, and professional and leadership training in recent 
years.21 

2.28 DIGO reported to the Committee that it continues to recruit and retain a 
highly skilled workforce in order to provide a diverse range of services 
and activities for the Government. In 2008-09, DIGO reported a modest 
increase in staff from 30 June 2008. 

2.29 At the hearing, the Committee questioned one of the agencies on its ability 
to properly fulfil its responsibility because of resource constraints. The 
agency stated that: 

 . . .demands are increasing and the organisation is working at 
high capacity. What we are having to do in order to meet certain 
requirements is to thin out in certain areas...That means that the 
workload for the individuals in that [thinned out] section has to be 
managed and prioritised...this is not a matter we cannot deal with 
but it is indicative of an organisation that is working close to 
capacity.22 

2.30 ASIO reported to the Committee that effective management of growth 
remained a high priority, noting that the organisation had more than 
doubled in size since 2003, from 688 to 1690 in 2009. Some key 
characteristics of this growth, as noted by ASIO, are a ‘larger, stronger and 
more diverse SES (Senior Executive Service)’, a greater gender balance and 
a ‘slightly’ younger workforce, with around 73 percent of staff aged 44 
years or younger.23 

 

20  DSD Classified Submission, No. 4, p. 17. 
21  DSD Classified Submission, No. 4, p. 17. 
22  Classified Transcript, 19 March 2010, p. 47. 
23  ASIO Unclassified Submission, No. 9, p. 18. 
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2.31 ASIO stated that the management of this growth has also presented a 
number of challenges, which need to be addressed in both the short-term 
and long-term. These include how to: 

  manage expectations and career aspirations;  
 fill leadership vacancies;  
 sustain advertising and marketing for recruitment; 
 balance growth against the requirement to replace and 

replenish areas which lose staff members through retirement 
and resignation; 

 nourish an appropriate culture including Workplace Diversity 
and New Employee Support Officer program; 

 maintain a high operational tempo and enhanced risk 
management in combination with a culture of excellence and 
accountability at all levels to move ASIO forward.24 

Recruitment 
2.32 Recruitment remained a high priority for all the agencies in 2008-09 as 

many of the agencies continue to operate under a high tempo in the 
current threat environment. All agencies share the view that attracting and 
retaining high calibre staff is essential for their success in meeting 
operational demands and National Intelligence Priorities (NIPs). Some 
agencies invested in an analysis of the employment market to better target 
their recruitment campaigns through brand development and 
diversification of advertising.  

2.33 ASIO reported to the Committee that it conducted employment market 
research in 2008-09 which led to a new recruitment brand, ‘ASIO 
something more…’.25 ASIO also stated that it had expanded its use of 
online, electronic, outdoor and radio advertising, university career fairs, 
and industry specific publications.26 

2.34 ASIO’s new recruitment strategy and expanded advertising campaign 
attracted a strong response with 12,550 applications in 2008-09 as 
compared to 9,567 in 2007-08.27 However the Global Financial Crisis (GFC) 
which broke in 2007, and the corresponding rise in unemployment, may 
have contributed to the extra applicants in 2008-09. 

 

24  ASIO Unclassified Submission, No. 9, pp. 18-19. 
25  ASIO Unclassified Submission, No. 9, p. 37. 
26  ASIO Unclassified Submission, No. 9, p. 37. 
27  ASIO Unclassified Submission, No. 9, p. 37. 
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2.35 The Committee sought evidence from ASIO on whether it was on track to 
meet its recruitment targets in 2008-09. The ASIO First Assistant Director-
General, Corporate Capability and Services Division, responded by stating 
that: 

In 2008-09 our target was to increase staff by around 200. We got 
to a net 198 increase. We do have some particular, if you like, job 
families that are a little bit more problematic to recruit to, but in 
the broader scheme of things ASIO is an integrated analytical, 
technical organisation, so particular job families do not stop us 
from doing what we have to do.28 

2.36 DIO reported to the Committee that it used ‘multiple methods’ to attract 
staff in 2008-09 including conducting generic and specialist recruitment 
rounds, utilising transfers at level and the Defence Graduate Development 
Program, and enhancing the recruitment interface within its unclassified 
web page to facilitate easier contact by prospective applicants.29 

2.37 DIO also noted that it had stopped using external assessment centres for 
recruitment and cost reasons, and had instead turned to internal 
assessment components for some recruitment rounds.  

2.38 The Committee endorses this change. 

2.39 DIO also submitted to the Committee that it targeted university faculties 
rather than attending university career fairs. DIO noted that this targeting 
reflected DIO’s reliance on Defence’s Graduate Development Program for 
the majority of its entry level analysts and also its desire to attract middle 
and senior level generalist and specialist analysts from centres of academic 
excellence. However, DIO stated that this approach did not address all 
cohorts, particularly weapons and technical analysts. DIO stated that 
recruitment in this area will require a more ‘nuanced’ approach in 2009-
10.30 

2.40 DIGO submitted to the Committee that, in addition to its general 
recruitment, its main entry level recruitment program is the DIGO 
Intelligence Development Program (DIDP). This recruits employees 
through the three streams of Intelligence Analyst (Imagery), Intelligence 
Analyst (Geospatial) and Imagery Scientist. In 2008-09 15 individuals were 
successfully recruited via this program. DIGO stated that this program: 

 

28  Classified Transcript, 19 March 2010, p. 6. 
29  DIO Classified Submission, No. 2, p. 19. 
30  DIO Classified Submission, No. 2, p. 19. 
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 . . . provides staff with a structured learning program and 
comprehensive on-the-job training, enabling DIGO to develop 
technical skills within analytical roles.31 

2.41 The Committee is satisfied that recruitment remains a key focus for each 
of the agencies and that they are all devoting significant resources to 
ensuring they met their recruitment needs for 2008-09. 

Workplace Diversity 
2.42 All three Defence agencies stated that they were committed to the 

principles of equity and diversity, with each agency stating that during 
2008-2009 they employed Equity Advisors which provided: 

 . . . impartial and confidential advice on matters relating to 
unacceptable behaviour, options available to facilitate resolution of 
the issue and the availability of alternate support services.32 

2.43 DIGO reported to the Committee that it has sought to identify and 
provide work opportunities for people with disabilities and is currently 
employing two individuals with a disability. DIGO stated that ‘one of 
these employees was promoted through a merit selection process in 2008-
09’.33 

2.44 ASIO reported to the Committee that it has been able to attract and recruit 
a large number of individuals from ethnically diverse backgrounds, and 
will continue to seek to attract more applicants from diverse backgrounds. 
However due to a range of factors the ethnic diversity of ASIO’s 
workforce remains below APS levels. 

Gender 
2.45 Four of the six agencies submitted data on the workforce demographics 

within their agencies for 2008-09. Overall the proportion of women 
employed by the agencies, as against men, was low in comparison with 
the APS average of 58.7 per cent.34  

 

31  DIGO Classified Submission, No. 3, p. 16. 
32  DIGO Classified Submission, No. 3, p. 15. 
33  DIGO Classified Submission, No. 3, p. 15. 
34  Australian Public Service Commission, State of the Service Report 2008-09, page 4. 

<http://www.apsc.gov.au/stateoftheservice/0809/report.pdf> at 8 April 2010. 

http://www.apsc.gov.au/stateoftheservice/0809/report.pdf
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The Defence agencies were again particularly low, with percentages for 
the three agencies ranging from a low of 27 per cent35 to a high of 38 per 
cent.36  

2.46 One of the Defence agencies noted that its female representation was 
lowest within a particular division related to the ICT and engineering 
fields. The agency stated that this corresponds with wider Australian 
industry and university graduates: 

Females constitute significantly lower numbers of all ICT and 
Engineering domestic university graduates. Such trends represent 
a challenge to maintaining gender equity.37 

2.47 ASIO reported to the Committee that women now make up 45 percent of 
ASIO’s workforce, which is an improving trend. The Committee notes that 
this is the highest percentage amongst those agencies that reported its 
demographic data to the Committee for its 2008-09 review. However, 
women remain under-represented in the Senior Officer (37 percent) and 
Senior Executive Service (18 percent) ranks as compared with APS 
standards of 46 percent and 37 percent respectively.38 

Training and Development 
2.48 All agencies within the AIC reported investing heavily in training in 2008-

09. Most agencies reported participating in the AIC-wide Induction and 
Senior Officer Development programs. This involved providing both 
presenters and participants and also allowing placements within their in-
house programs for participants from other agencies. These training 
programs provide participants with an introduction to the intelligence 
community and new employees a broader understanding of how 
intelligence agencies work together. 

2.49 ASIO invested over 40 percent more in training in 2008-09 in response to 
the needs of a growing workforce. ASIO reported to the Committee that 
training provision is ongoing and that investment is matched against the 
skills and knowledge employees require in performing their duties to the 
highest level. In 2008-09 ASIO stated that it’s Learning and Development 
strategy continued to ‘focus on technical skill development, 

 

35  DIGO Classified Submission, No. 3, p. 15. 
36  DIO Classified Submission, No. 2, p. 18. 
37  Classified Submission. 
38  ASIO Unclassified Submission, No. 9, p. 39. 
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complemented by training in interpersonal skills to support management 
and leadership practices’.39 

2.50 ASIO also invested in providing study assistance to its staff in 2008-09. 
This study initiative allowed up to 13 high-potential staff full-time 
postgraduate study for up to a year, fully funded by ASIO.40  

2.51 Other agencies reported to the Committee that they had strengthened 
their analytical training through the introduction of a suite of new 
advanced tools and techniques courses. This involved working in 
collaboration with other agencies in the AIC to pilot new programs 
targeting skill sets such as leadership, management, presentation skills 
and editing for supervisors.  

2.52 DIO reported to the Committee that building management and leadership 
capability across the organisation was again a high priority in 2008-09.41 It 
also initiated a Supervisor Seminar Series aimed at building on 
supervisors’ and managers’ skills, following staff feedback on the 
management of underperformance within DIO.42 

2.53 DIGO reported to the Committee that its GEOINT Tradecraft Office 
provided an extended range of courses in 2008-09. This office consists of a 
small number of staff who design, develop, deliver and evaluate training 
courses that strengthen organisational capability by providing training in 
core Geo-spatial-Intelligence (GEOINT) skills. These courses are offered to 
DIGO staff, the ADF, other staff from the AIC, and in 2008-09, to overseas 
partner nations.43 

2.54 Across the Defence Intelligence and Security Group, all three Defence 
Intelligence agencies invested in the development of leadership and 
management capability in 2008-09 with the introduction of an Executive 
Leadership Development Program and a Middle Management Development 
Program.44 Both these programs are conducted for staff in the Defence 
Intelligence and Security Group and are designed to identify strengths 
and weaknesses in each participant’s skills base and provide them with 
capability to address those gaps. 

 

39  ASIO Unclassified Submission, No. 9, p. 35. 
40  ASIO Unclassified Submission, No. 9, p. 36. 
41  DIO Classified Submission, No. 2, p. 23. 
42  DIO Classified Submission, No. 2, p. 23. 
43  DIGO Classified Submission, No. 3, p. 19. 
44  DIO Classified Submission, No. 2, p. 24; DIGO Classified Submission, No. 3, p. 19; DSD Classified 

Submission, No. 4, p. 29. 
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2.55 Another agency reported to the Committee that it is developing a 
standard training model which is being progressively implemented. The 
agency also stated that in order to achieve efficiencies and improve 
quality, it is conducting more of its training in house. 

2.56 The availability of information in relation to AIC activities, operations, 
skills, methods and the product they create mean the Committee is better 
placed to comment on AIC training. 

2.57 The Committee is satisfied that the agencies continue to invest 
appropriately in training, giving it a high priority commensurate with 
effectively managing their growth and meeting capability requirements. It 
is the Committee’s view that providing training in tradecraft, specialist 
skills, leadership and general AIC culture is crucial in generating a high 
calibre and professional intelligence community. 

Linguistic Skills 
2.58 For some of the agencies linguistic capability is critical and remains a vital 

aspect of workforce planning. Collating and delivering an effective 
intelligence product, which is responsive to customer needs, means that 
agencies must have the appropriate language skills to draw upon as 
needed. 

2.59 One agency stated that it provides a variety of language training and 
development opportunities aimed at improving the skills of non-native 
linguists and it also encourages them to cross-train in related languages to 
improve their flexibility and effectiveness. 

2.60 ASIO stated that it continues to invest in language skills by offering full-
time language training and a language skills allowance. This investment 
allows ASIO to support its operations, and enable it to engage effectively 
with foreign liaison partners.45 

2.61 The Committee sought evidence from one of the agencies as to whether 
they were satisfied with the range of language skills they have. The 
agency stated: 

We could always have more linguists. [We] would be better off if 
everyone. . .spoke [another] language, but there are practical 
limitations to that. In recent years, we have sought, particularly 
through the Flood moneys that are referred to in our report, to 

45  ASIO Unclassified Submission, No. 9, p. 37. 
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increase the number of people we are training. . .We can always do 
with more, but we are currently working satisfactorily.46 

2.62 The Committee notes that, one agency which had used outside linguistic 
contractors no longer does so. The Committee endorses this change. 

2.63 The Committee is satisfied that the agencies are devoting the required 
resources to developing and maintaining language skills relevant to their 
work in the international environment. 

Separation rates and retention strategies 

Separation rates 
2.64 The average separation rate across the APS for 2008-09 was 7.0 per cent.47 

The Defence Intelligence agencies all reported lower separation rates for 
2008-09 than for 2007-08. DIO reported a separation rate of 11.98 per 
cent,48 DIGO a rate of 8.94 per cent49 and DSD a rate of 6.9 per cent.50 
ASIO’s separation rate was decreased to 4.5 percent compared with 7.6 
percent in 2007-08.51  

2.65 In its Administration and Expenditure Report No. 7 for 2007-08 the 
Committee commented on ONA’s separation rate of 27.5 percent for 2007-
08 which was an increase from 16.7 percent in 2006-07. The Committee is 
pleased to report that ONA’s separation rate for 2008-09 was 15.8 per cent. 
ONA submitted that it aims to maintain a separation rate of around 18 
percent so as ‘to provide a balance of continuity and change’.52 

2.66 All agencies reported to the Committee that achieving a balance between 
retaining staff and encouraging mobility was a constant challenge.  

2.67 The Defence agencies reported to the Committee that the majority of staff 
separating from their agency remained within the wider Department of 
Defence or moved into another APS agency. All Defence agencies conduct 
exit surveys of staff that have separated.  

46  Classified Transcript, 19 March 2010, p. 30. 
47  Australian Public Service Commission, State of the Service Report 2008-09, page 18. 

<http://www.apsc.gov.au/stateoftheservice/0809/report.pdf> at 8 April 2010. 
48  DIO Classified Submission, No. 2, p. 20. 
49  DIGO Classified Submission, No. 3, p. 18. 
50  DSD Classified Submission, No. 4, p. 26. 
51  ASIO Unclassified Submission, No. 9, p. 40. 
52  ONA Classified Submission, No. 7, p. 18. 

http://www.apsc.gov.au/stateoftheservice/0809/report.pdf
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Retention strategies 
2.68 The majority of the intelligence agencies indicated to the Committee that 

retention strategies, which aim to retain talent and critical skills within the 
agency, remained a key priority in 2008-09. 

2.69 In 2008-09 DSD implemented a Retention Management Plan which 
addresses known separation drivers, as well as aiming to achieve the 
following six outcomes: 

 Skilled, capable and accountable people managers. 
 A comprehensive Professional Streams Framework. 
 Employee-identified career paths within the organisation. 
 Achievement and delivery of shared employer-employee 

expectations. 
 A workplace that supports flexibility. 
 A culture of employee return.53 

2.70 DIGO has implemented a broadband classification structure to ‘ . . . build 
and retain expertise, reduce recruitment costs and enhance productivity 
across the organisation.’54 

2.71 Increasing staff retention has been a DIO priority in the last five years. 
DIO achieved major success in this area in 2008-09. A key element of 
DIO’s strategy was based around creating a supportive environment 
where staff undertook valuable and valued work with demonstrable 
outcomes and acknowledged achievement. This was supported by 
programs and opportunities to support staff in their career development. 
In 2008-09, these included: 

 targeted DIO-sponsored short-term secondments to broaden senior 
analysts’ experience level; 

 substantially redeveloped analytical, leadership and management 
training;  

 a mentoring program for all staff and a 360 degree feedback program 
for Executive Level civilian and military staff; 

 deployment opportunities; 

 an expanded health and wellbeing program supporting morale and 
culture; 

 flexible working arrangements for civilian staff; 

 

53  DSD Classified Submission, No. 4, p. 25. 
54  DIGO Classified Submission, No. 3, p. 17. 
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 additional forms of communication between management and 
employees, including focus groups to allow upward flow of ideas and 
communications and a fortnightly update on DIO people-related 
developments; and 

 staff suggestion boxes. 

2.72 ASIO stated in their submission to the review that they are committed to 
retaining high calibre staff and have a number of strategies to achieve this 
outcome. One of these strategies is the New Employee Support Officer 
Scheme. This scheme was introduced in 2007-08 to assist new starters to 
settle into the organisation by providing them with an experienced staff 
member from a different workgroup to assist their transition to ASIO. A 
review of the NESO program has commenced with preliminary findings 
that the program has been positive and beneficial in providing support 
and assisting the integration of new starters into the organisation.55  

2.73 The Committee is satisfied that agencies are committed to developing and 
sustaining retention initiatives that allow these agencies to retain the 
critical skills they need by fostering a supportive and positive working 
environment.  

Security issues 

E-security 
2.74 ASIO reported to the Committee that they: 

. . . contributed to the Australian Government’s 2008 Review of E-
Security, working with the Defence Signals Directorate and the 
Australian Federal Police to produce a wide-ranging classified 
assessment of the electronic threat environment.56 

2.75 ASIO’s IT Security directorate monitors ASIO systems and responds to 
threats. The directorate identifies and implements methods to mitigate 
risks to ASIO systems, including its externally connected systems. These 
include: 

 the establishment of a dedicated intrusion detection and 
network monitoring team; 

 enhanced audit and investigation capability across ASIO ICT 
systems, including real-time monitoring and response; 

 

55  ASIO Unclassified Submission, No. 9, p. 35. 
56  ASIO Unclassified Submission, No. 9, p. 27. 
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 ICT system security inspections and provide recommendations 
for improvement; 

 sharing ICT threat advice within the Australian Intelligence 
Community; 

 developing and reviewing internal ICT Security Policies; 
 targeted ICT security education programs for ASIO staff, ICT 

staff and ICT contractors; and 
 provision of ICT security advice, including advice in response 

to general enquiries and design, development, and 
implementation advice to ICT projects.57 

2.76 ASIO also collaborated closely with other agencies to strengthen 
Australia’s e-security during the conduct of the 2008 E-Security Review 
and examination of issues related to the National Broadband Network.58 

2.77 All of the Defence Intelligence agencies provided information to the 
Committee on their e-security regimes.  

2.78 The Committee acknowledges that, in an increasingly threat filled e-
security environment, ASIO and its partner agencies in the AIC are 
working flexibly, confidently and highly competently to combat electronic 
threats to Australia’s national interests. 

2.79 Threats in an e-security environment are complex and challenging. It is 
reasonable to assume that these threats may increase and increase 
dramatically. Changes in this threat can occur rapidly and without 
warning. The skills required to deal with these threats take considerable 
time and resources to develop. The Committee appreciates the focus being 
given to these challenges by the AIC and notes the significant additional 
investment of resources in this area, such as the Cyber Security Operations 
Centre, being undertaken by the Australian Government. 

2.80 The Committee recommends that the Australian Government monitor 
resources allocated to e-security to ensure that they are adequate. 

Recommendation 3 

 The Committee recommends that the Australian Government monitor 
resources allocated to e-security to ensure they are adequate. 

 

 

57  ASIO Unclassified Submission, No. 9, p. 27. 
58  ASIO Unclassified Submission, No. 9, p. 27. 
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Security Clearances 
2.81 The Committee heard evidence that many agencies were able to either 

clear their security clearance and evaluation backlog or significantly 
reduce processing times. 

2.82 Across the Defence Intelligence agencies, the average time taken by the 
Defence Security Authority (DSA) to process Top Secret Positive Vet 
(TSPV) clearances was 6 months down from 6.4 months in 2007-08.59  

2.83 ASIO once again provided the Committee with a detailed overview of its 
part in the security assessment process for the APS. Under Part IV of the 
Australian Security Intelligence Organisation Act 1979 (the ASIO Act), ASIO 
is responsible for providing security assessments to Commonwealth 
agencies. 

2.84 In making their assessment, ASIO officers are required to limit the factors 
underpinning security assessments to grounds related to ‘security’ as is 
defined in the ASIO Act.60 Within the act, ‘security’ is defined as the 
protection of Australia and its people from espionage, sabotage, politically 
motivated violence, the promotion of communal violence, attacks on 
Australia’s defence system and acts of foreign inference.61 Once ASIO has 
provided advice to the requesting agency in relation to whether the 
assessment should be granted, the requesting agency then makes the 
determination as to whether to grant the clearance.  

Visa security assessments 
2.85 ASIO stated in their submission that any person applying for a visa to 

travel to, or remain in, Australia may have their application referred by 
ASIO to the Department of Immigration and Citizenship (DIAC) for a 
security assessment. ASIO then makes an assessment of the risk that the 
person’s presence in Australia would pose to security (as defined above). 

2.86 ASIO reported to the Committee that:  

The Next Generation Border Security initiative, predominantly 
involving ASIO and DIAC, has improved the effectiveness and 
efficiency of security checking processes conducted by ASIO for 
applicants for Australian visas. Direct connectivity between DIAC 
and ASIO for the electronic transfer of security referrals and 

 

59  DIO Classified Submission, No. 2, p. 29. 
60  ASIO Unclassified Submission, No. 9, p. 28. 
61  Part I 4(a) of the Australian Security Intelligence Organisation Act 1979. 
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responses is now in place. This new system has improved the 
tracking and reporting of security referrals.62 

2.87 The Committee is satisfied that ASIO is working with the relevant 
agencies to continue to improve and streamline the visa security 
assessment process. 

ASIO Personnel security assessments63 
2.88 ASIO also undertakes personnel security assessments at the request of 

other APS agencies to determine if an individual can have access to 
security classified material. 

2.89 ASIO reported that in order to improve the timeliness of this service, it is 
working to establish direct electronic connectivity arrangements with its 
primary clients, including the Defence Security Authority (DSA). 

2.90 In relation to completing security assessments for ASIO personnel, ASIO 
submitted to the Committee that it endeavours to complete the TSPV 
vetting process within 16 weeks, but that with applicants with complex 
backgrounds this can take up to six months. Assessing an individual’s 
suitability to be granted a clearance is done according to the Protective 
Security Manual (PSM) and its classified supplement.  

2.91 In 2008-09, ASIO implemented a number of practices which resulted in, on 
average, an efficiency saving of around 20 working days for security 
clearance processing. 

Counter-terrorism security assessments 
2.92 ASIO also carries out security assessments for government authorities 

requiring accreditations, primarily the AFP and AusCheck.  

2.93 In 2009, ASIO established direct connectivity with AusCheck for the 
electronic transfer of information required to undertake counter-terrorism 
checks. This has provided greater efficiencies, and improved the tracking 
and reporting of security referrals.64 

2.94 ASIO reported to the Committee that it completed 65,119 counter-
terrorism security checks in 2008-2009, with 98 percent completed in less 
than 10 days. ASIO stated that these assessments included: 

 

62  ASIO Unclassified Submission, No. 9, p. 29. 
63  ASIO Unclassified Submission, No. 9, p. 26. 
64  ASIO Unclassified Submission, No. 9, p. 31. 
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 56,266 checks for Aviation and Maritime Security Identity 
Cards for pilots trainee pilots, air and sea vessel crew, and 
persons requiring access to controlled areas at air and seaports; 

 7,948 security assessments for persons requiring licences to 
access ammonium nitrate; and 

 905 security assessments for staff and visitors to the Australian 
Nuclear Science and Technology Organisation (ANSTO) facility 
at Lucas Heights, Sydney.65 

2.95 The Committee is satisfied that ASIO is handling this assessment 
workload efficiently. 

Breaches of security 
2.96 During 2008-09 there were no security breaches reported by any of the 

agencies which resulted in the compromise of national security classified 
material. 

2.97 All agencies reported to the Committee that they continue to foster and 
maintain very strong security cultures within their organisations. This 
involves providing staff with a variety of avenues through which security 
awareness can be reinforced throughout the agency. Many agencies have 
specific branches which employ security policy advisors, accreditors, and 
guards so as to effectively generate, sustain, and evaluate a security 
conscious culture.  

Staff surveys 
2.98 All agencies conduct staff surveys annually or biennially. Most agencies 

who conducted their staff surveys in the review period 2008-09 reported 
their results to the Committee. ASIO did not include information on their 
staff survey in their submission to the Committee but information was 
included in their 2008-09 Report to Parliament: 

ASIO conducts a staff survey every two years. The 2009 staff 
survey measured perceptions, attitudes, concerns and areas of 
satisfaction across a range of key cultural, security and people 
management performance dimensions. The response rate was 78.3 
percent, similar to response rates in 2005 and 2007 (76 percent and 
79 percent respectively). 

Responses in 2009 were more positive than in 2007, with the 
exception of ‘opportunities for promotion’. Key findings included: 

65  ASIO Unclassified Submission, No. 9, p. 31. 
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 staff are satisfied with the Organisation and their jobs and they 
support the Organisation’s mission and objectives;  

 staff believe the Organisation has a clear set of values and that 
their colleagues act in accordance with these values;  

 staff have the skills and knowledge to do their job well, and 
sufficient resilience to cope with challenge;  

 staff support and understand the Organisation’s security 
procedures; and  

⇒ staff understand the interdependencies between the Organisation 
and other agencies.  

Overall, the survey demonstrated staff are very committed to 
ASIO, and strongly support its mission, goals and objectives.66 

2.99 DIO continued to implement recommendations from the previous 
organisational survey conducted in October 2007. A new organisational 
survey will be conducted in 2009-10.67 DIGO and DSD did not conduct 
staff surveys during the period but will take part in a Group survey to be 
conducted in 2009-10.68 

2.100 ASIS reported that it achieved a record high response rate of 88.1 per cent. 
The agency stated that overall the survey results revealed an encouraging 
overall picture, while identifying some areas for improvement.69  

2.101 ONA’s survey results were: 

 . . . benchmarked against 92 external agencies, including 23 
federal government departments and 29 state and local 
departments. The results placed ONA in the top quartile for 
performance against the APS values, local leadership, employee 
performance and development, working together, systems and 
processes, client/customer focus and employee engagement. ONA 
also set a new benchmark high for senior leadership.70 

2.102 The Committee believes that staff surveys are an important management 
tool and are pleased to see that all agencies use them. 

66  ASIO Report to Parliament, <http://www.asio.gov.au/Publications/Report-to-
Parliament/2008-to-2009/Corporate-Management-and-Accountability.html> at 8 April 2010. 

67  DIO Classified Submission, No. 2, p. 25. 
68  DIGO Classified Submission, No. 3, p. 21; DSD Classified Submission, No. 4, p. 32. 
69  ASIS Classified Submission, No. 6, p. 15. 
70  ONA Classified Submission, No. 7, p. 19. 

http://www.asio.gov.au/Publications/Report-to-Parliament/2008-to-2009/Corporate-Management-and-Accountability.html
http://www.asio.gov.au/Publications/Report-to-Parliament/2008-to-2009/Corporate-Management-and-Accountability.html
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Accommodation 

ASIO’s new central office 
2.103 ASIO’s building was exempted from the normal Parliamentary scrutiny 

that would be carried out by the Parliamentary Standing Committee on 
Public Works. In relation to this the ASIO submission stated: 

The Governor-General granted ASIO’s New Building Project an 
exemption from scrutiny by the Parliamentary Standing 
Committee on Public Works because of the high security nature of 
the building. Detailed enquiries could lead to public disclosure of 
sensitive information regarding the building’s protective security 
features. In the public arena, this information would be of 
particular interest to hostile intelligence services and, potentially, 
terrorist groups. This would be prejudicial to national security and 
contrary to the public interest. 

On 4 December 2008, ASIO and the Department of Finance and 
Deregulation provided a confidential briefing to the Parliamentary 
Standing Committee on Public Works. Further confidential 
briefings will be offered to the Committee as the Project 
progresses.71 

2.104  The PJCIS therefore undertook a more extensive discussion with ASIO on 
its new central office and during its Administration and Expenditure Review 
No. 7 ASIO provided the Committee with information in relation to its 
new central office in Canberra. This information was: 

 In the 2007-08 budget, the Government approved the 
development of a new purpose built facility in Canberra to 
house ASIO’s central office.  

 A design concept for the new building was developed in 2007-
08, which will be in keeping with the National Capital Plan, 
under the guidance of the National Capital Authority, and will 
include elements of environmentally sustainable design. 

 A managing contractor (Bovis Lend Lease) and project architect 
were appointed in September 2007 to conduct the planning 
phase of the project.  

 The new building will take three and a half years to complete 
and ASIO are confident it will meet agency requirements. 

 The new central office has a life span of 50 to 80 years and 
ASIO’s involvement with the design process has been with that 
time horizon in mind. 

71  ASIO Unclassified Submission, No. 9, p. 43. 
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2.105 In its submission ASIO provided further information on the building. This 
included that: 

 Site establishment works commenced in March 2009 and 
excavation works commenced in July 2009. Occupation of the 
building is expected in late 2012; 

 The building will accommodate up to 1,800 people and will 
operate 24 hours per day, with a level of security 
commensurate with ASIO’s intelligence functions and in 
accordance with Australian and international security 
accreditation standards; and, 

 The building is being designed to achieve a 5 star energy rating 
for the base building in accordance with the National 
Australian Built Environment Rating System (NABERS); 

2.106 In relation to planning approval processes ASIO submitted that: 

In October 2008, the planning phase was completed which 
included the development of the functional design brief, concept 
design and cost plan. On 24 November 2008, Bovis Lend Lease, the 
managing contractor, entered into the delivery phase contract with 
the Commonwealth. The delivery phase encompasses the detailed 
design documentation and construction of the building. GHD, the 
project consultant, continues to provide construction program 
oversight on behalf of the Commonwealth. 

During 2009, local residents raised a number of concerns including 
whether the relevant planning processes had been followed. In 
response, the National Capital Authority (NCA) confirmed 
publicly that approvals had been given in accordance with the 
National Capital Plan. 

In March 2009, Finance lodged an Environmental Protection and 
Biodiversity Conservation (EPBC) referral with the Department of 
the Environment, Water, Heritage and the Arts (DEWHA). The 
referral included a Heritage Impact Assessment and DEWHA 
confirmed in April that the development is a ‘non-controlled’ 
action. This means the proposed works do not have any 
restrictions placed on them.72 

2.107 During the hearing the Committee asked ASIO the following questions: 

 Has the completion date for the building changed at all? 

 Are all contracts on schedule for the building? 

72  ASIO Unclassified Submission, No. 9, p. 43. 
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 Are there any variations to existing contracts? If so what has been the 
cause of the variations? 

2.108 ASIO responded by stating that ‘the completion date for the new ASIO 
building has not changed’ and that ‘all contracts are on schedule for the 
building’.73  

2.109 In relation to the variation of existing contracts and their cause, ASIO 
responded by stating, that yes there has been variations to existing 
contracts: 

As part of the 2009-10 Budget released by the Government in May 
2009, it was noted that ASIO’s sub-tenant, the Office of National 
Assessments, would relocate to alternative leased accommodation 
in Barton. The Project budget was subsequently reduced from $606 
million to $589 million in the 2009-10 financial year and the 
contract for the Project’s Managing Contractor, Bovis Lend Lease 
Pty Ltd, was amended.74 

2.110 The Committee will continue to monitor progress of the new ASIO central 
office building. 

Other agencies 
2.111 All five of the remaining agencies reported to the Committee on the status 

of their accommodation. Some agencies reported experiencing 
accommodation pressures as a result of workforce expansion but that this 
pressure was expected to ease in 2009-10. One agency reported that as a 
result of workforce expansion it had to review its current accommodation 
holdings and determined that the most effective way to accommodate 
staff was to refurbish its existing buildings in order to improve their 
usability, consistency and safety. 

2.112 The Committee sought evidence from an agency in relation to their 
accommodation situation. The agency head responded stating that: 

We are generally comfortable with what we have at the moment, 
but it is not an ideal situation. In Canberra, we are split into a 
couple or more locations. It would clearly be better to have 
everyone together, but that is what we will have to live with for 
some time, I think.75 

 

73   ASIO classified responses to Questions on Notice, 27 April 2010. 
74  ASIO Classified Submission, No. 11. 
75  Classified Transcript, 19 March 2010, p. 31. 
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2.113 The Committee is satisfied that the agencies are managing accommodation 
requirements in line with expanding workforces and the availability of 
suitable office space. 

2.114 The Committee, however, recommends that the Australian Government 
review the medium and long term accommodation requirements of those 
members of the AIC presently housed in multiple locations in Canberra. 
Where multiple locations for a single agency diminishes operational 
effectiveness or efficiency consideration should be given to planning 
alternative longer term accommodation at the one site. 

Recommendation 4 

 The Committee recommends that the Australian Government review the 
medium and long term accommodation requirements of those members 
of the Australian Intelligence Community presently housed in multiple 
locations in Canberra. Where multiple locations for a single agency 
diminish operational effectiveness or efficiency, consideration should 
be given to planning alternative longer term accommodation at the one 
site. 

 

Performance management and evaluation 
2.115 All agencies within the AIC engaged in performance management and 

evaluation in 2008-09, both at the organisational level and at the 
individual employee level. All agencies submitted to the Committee that 
performance management, at both levels, remains a key element of 
strategic planning and organisational growth. 

Organisational performance management 
2.116 On organisational performance management ASIO submitted to the 

Committee that: 

ASIO’s organisational performance management framework is 
comprehensive and multifaceted. Regular performance reviews 
inform senior management of trends and pressure points and 
provide an objective basis for managing risk. 

 The Corporate Executive meeting reviews the performance of 
key areas of activity through regular reporting on budget and 
finance, growth, IT, security, property management and 
accommodation, and the general ‘health’ of ASIO. 
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 The Director-General’s Meeting oversees performance of a 
range of critical issues, including recruitment, some legal and 
litigation matters, and critical business areas such as security 
assessments.76 

2.117 In 2009 ASIO interviewed representatives from key Commonwealth, state 
and territory and private sector agencies to seek feedback on their 
engagement with ASIO, the quality of ASIO advice and product, and 
ASIO’s overall performance in meeting their requirements. The survey 
also looked to identify areas for further engagement or improvement in 
the relationship and services provided by ASIO. The results were that: 

 Commonwealth customers generally considered their relationships 
with ASIO have improved.  

 The Australian Federal Police and state and territory law enforcement 
agencies reported a highly satisfactory level of engagement with ASIO. 
In the last twelve months, these relationships have strengthened and 
are considered even more positive, useful and cooperative than 
previously reported.  

 Private sector clients reported increasingly positive levels of 
engagement with ASIO, particularly via the Business Liaison Unit. 
ASIO is considered responsive and client-focused, which has instilled a 
high level of trust and confidence. These clients believe their decisions 
are well informed as a result of ASIO’s reporting, which is regarded as 
timely and relevant.77 

2.118 ONA depends on regular feed-back on its work programme from 
customers – the Prime Minister, Ministers and Departments - and so it has 
developed a variety of mechanisms that help evaluate its effectiveness in 
achieving planned outcomes and the quality of its outputs.78 

2.119 In addition to this the ONA has an internal system for reviewing key 
judgments and lessons that can be learnt.79 

Individual performance management 
2.120 At the individual employee performance level, each agency submitted to 

the Committee the process or framework it employs to manage and 
evaluate their staff. All agencies use a formal Performance Management 

 

76  ASIO Unclassified Submission, No. 9, p. 22. 
77  ASIO Unclassified Submission, No. 9, p. 22. 
78  See< http://www.ona.gov.au/documents/corporate/corporateplan2003.pdf> at 9 April 2010 
79  ONA Classified Submission, No. 7, p. 4. 
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Framework through which managers can evaluate an employee’s 
performance against a range of indicators. These indicators are linked with 
the agency business plan and to achieving its strategic priorities. 

2.121 In relation to individual performance management ASIO stated: 

ASIO’s Performance Management Framework continues to remain 
a strong focus within the Organisation with 88 percent of staff 
having a formal, written ‘Performance Agreement’ with their line 
manager. As a result of the changes made to the Framework in 
2007–08, such as the automation of the process and the 
introduction of a new rating system, the Performance 
Management Framework is embedded within the Organisation. 

As part of the negotiation process of the Organisation’s Enterprise 
Bargaining during 2009, the Performance Management 
Framework will be reviewed to ensure it is aligned with best 
practice strategies and is still a useful management tool for 
frontline management and staff.80 

2.122 ONA reported to the Committee that it implemented a new performance 
management framework in October 2008 after a review of performance 
management was conducted. The new framework provides a better link 
with the broader APS and the Integrated Leadership System (ILS) and has 
a greater focus on learning, development, skill building and 
communication between staff and managers.81 

2.123 DIGO, DSD and DIO reported to the Committee that their staff are 
formally assessed twice a year as part of the Defence Performance 
Feedback and Assessments Scheme (PFADS) in August and February.82  

2.124 DIO stated that in 2008-09, 12 staff were denied performance progression, 
seven were advised that a decision on their performance progression 
would be deferred pending further observation of performance and the 
remainder of personnel were approved for performance progression.83 

 

80  ASIO Unclassified Submission, No. 9, p. 22. 
81  ONA Classified Submission, No. 7, p. 14. 
82  DIO Classified Submission, No. 2, p. 25, DIGO Classified Submission, No. 3, p. 21, DSD Classified 

Submission, No. 4, p. 33. 
83  DIO Classified Submission, No. 2, p. 25. 
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Issues raised by the IGIS 

2.125 The Committee received an unclassified submission from the IGIS in 
which he raised some specific concerns about the administrative functions 
of the AIC agencies. The Committee greatly values the input from the 
IGIS. His contribution provides invaluable, well informed third-party 
commentary on the matters before the Committee. 

2.126 The Committee would also like to note that the current IGIS, Mr Ian 
Carnell is retiring. Under his tenure, across all agencies of the Australian 
Intelligence Community, the IGIS has cemented a reputation as an office 
that makes independent and robust judgments. Mr Carnell is held in great 
respect by his peers and his professionalism and commitment to public 
service is much appreciated. 

Visa security assessments 
2.127 In commenting on a 20% reduction in complaints about visa security 

assessments the IGIS stated that: 

This reduction in 2008/09 appears to have been largely 
attributable to work which ASIO has undertaken in conjunction 
with the Department of Immigration and Citizenship (DIAC) to 
introduce compatible systems for the electronic exchange of 
information which each agency requires in order to discharge its 
functions in this area in a timely and efficient manner.84 

2.128 The IGIS also told the Committee that in the first half of 2009-10 there has 
been a major increase in complaints about ASIO visa security assessments 
and notes that: 

It is notable that a large proportion of the recent complaints come 
from visa applicants in one particular country, and one possibility 
is that some migration agents are routinely advising clients to 
make a complaint after a visa application is made. 85 

2.129 The Committee has noted this issue for follow-up in its next review. 

Archival Practices 
2.130 One archives-related complaint was received by the IGIS office in 2008-09 

from a film maker who had sought access from the National Archives of 

 

84  IGIS Submission, No. 8, p. 3. 
85  IGIS Submission, No. 8, p. 3. 
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Australia (NAA) to a range of documents and cinefilm materials which 
had been produced by ASIO, all more than 30 years old. An issue was 
raised about the transfer of cinefilm material onto video tape and the 
subsequent destruction of the material this transfer entailed. ASIO advised 
the IGIS that ASIO had transferred all of its remaining stock to the NAA 
for preservation and storage. 

2.131 Beyond current practice, in March 2009, Senator John Faulkner announced 
the intention of the Government to reduce the ‘open access period’ 
specified in the Archives Act 1983 from 30 years to 20 years. There has been 
some debate as to whether this new time limit should apply to the AIC 
agencies, as it would have potentially significant security and resource 
implications.  

2.132 In evidence before the Committee all agencies commented that moving 
from a 30 year archiving regime to a 20 year regime would result in an 
increased workload and increased redactions. For example Defence 
commented: 

Clearly, as you move to the 20-year period rather than 30-year 
period, there is a greater likelihood that the material will reveal 
insights into current capabilities, methods and operations. I think 
that would apply across the whole community and to serving 
officers. So I think there will be more redactions and also, as you 
say, there may then be further review needed, perhaps at the 30-
year mark.86 

2.133 It is reasonable to assume that a document released at 20 years would be 
more redacted than one released at 30 years. On the evidence available to 
the Committee the Committee concludes that this would be the case. 

2.134 This would have unintended consequence of providing less information to 
the public than at present although providing it 10 years earlier. This 
would also increase the workload of the AIC. 

2.135 Whilst there may be some documents that can be released at the 20 year 
mark that would have similar detail to a release at the 30 year mark a 
blanket provision of this type may have the opposite effect of that sought. 
The Committee recommends that, should the proposal to amend the open 
access period of the Archives Act 1983 proceed, consideration should be 
given to special provisions for AIC documents to be exempted, on a case 
by case basis, from release at 20 years. 

 

86  Classified Transcript, 19 March 2010, p. 51. 
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Recommendation 5 

 The Committee recommends that, should the proposal to amend the 
open access period of the Archives Act 1983 proceed, consideration 
should be given to special provisions for AIC documents to be 
exempted, on a case by case basis, from release at 20 years. 

 

Organisational Suitability Assessment testing in DSD, DIGO and DIO 
2.136 In his submission, the IGIS advised the Committee that he formally 

concluded his inquiry into Organisational Suitability Assessment (OSA) 
processes used within DSD, DIGO and DIO on 15 February 2008. 

2.137 While the inquiry found that the general picture of OSA processes within 
the Defence Intelligence agencies is a positive one, it was also evident that 
this process had evolved to serve two separate purposes – security 
suitability and organisational ‘fit’. 

2.138 The blending of these purposes has the risk that neither purpose may be 
realised as fully as possible and may create several procedural issues. The 
IGIS recommended that a clear delineation be made between them. 

Conclusion 

2.139 The Committee is satisfied that overall the administration of the six 
intelligence and security agencies is currently sound. 
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Expenditure 

3.1 The Committee has a statutory obligation to review the financial 
statements for all six AIC agencies. 

3.2 As most of the evidence taken from the intelligence agencies at the 
hearings was of a classified nature, the following is a broad overview of 
the Committee’s findings relating to the expenditure of the agencies.  

The efficiency dividend 

3.3 In December 2008 the Joint Committee of Public Accounts and Audit 
tabled its report The efficiency dividend and small agencies: Size does matter. 
The report looked at the effect of the efficiency dividend on small 
agencies. 

3.4 The report The efficiency dividend and small agencies: Size does matter stated 
that: 

 . . . the Committee concludes that there is a definable group of 
agencies that are being placed in financial difficulty by the 
combined effect of the efficiency dividend, the indexation 
measures and the NPP1 this group is defined by their smaller size 
and their technical, well-defined roles. 2 

3.5 During its report Review of administration and expenditure: Australian 
Intelligence Organisations, Number 7 it became clear to the Committee that 

 

1  New Policy Proposal. 
2  Parliamentary Joint Committee of Public Accounts and Audit, The efficiency dividends and small 

agencies: Size does matter, 4 December 2008. 



46  

 

issues relating to the efficiency dividend and its impact on agencies 
outside of the AIC apply equally to smaller agencies within the AIC. The 
Committee advised that it would continue to monitor the impact of the 
efficiency dividend on all the agencies. 

3.6 No additional information was received from agencies and no agency 
reported any degradation of capability. However ONA’s submission 
stated that, as a result of the efficiency dividend, there would be ‘some 
modest reduction in ONA’s analytical capacity . . .3’. Another agency 
stated that any additional reduction in their budget would significantly 
impact their operational activities. 

3.7 The Committee remain concerned about the impact of the efficiency 
dividend on the smaller agencies of the AIC and recommends that the 
Australian Government review the potential adverse effects of the 
efficiency dividend on the AIC having particular regard to the Joint 
Committee of Public Accounts and Audit report The efficiency dividend and 
small agencies: Size does matter. 

 

Recommendation 6 

 The Committee recommends that the Australian Government review the 
potential adverse effects of the efficiency dividend on the Australian 
Intelligence Community having particular regard to the Joint 
Committee of Public Accounts and Audit report The efficiency dividend 
and small agencies: Size does matter. 

 

Submission from the ANAO 

3.8 The Committee relies to a large extent on the advice it receives from the 
ANAO when it assesses the financial health of the AIC agencies.  The 
Auditor-General responded to the Committee’s request to make a 
submission to the inquiry, reporting on the results of the ANAO audits of 
the 2008-09 financial statements of the intelligence agencies.   

 

3  ONA Classified Submission, No. 7, p. 20. 
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3.9 The ANAO conducts an annual audit of the internal systems and key 
financial controls of each organisation.  In the case of the Defence agencies, 
they are audited as part of the overall Defence financial statement audit. 

3.10 In ANAO’s submission, the results of the audits for the Defence agencies 
as a group and the three other individual agencies were discussed. ANAO 
raised issues for two of the individual agencies. These classified matters 
were followed up by the Committee at its hearings.  

3.11 The Committee is satisfied that matters raised by the ANAO are being 
dealt with by the agencies in question. 

3.12 The ANAO’s assistance on expenditure is particularly important to the 
Committee and the Committee has been fully satisfied with the ANAO’s 
co-operation and willingness in previously reporting to the Committee. 
However, in the context of the current review of the Intelligence Services 
Act 2001 it is desirable that it be updated to properly reflect the current 
practice. 

3.13 The Committee therefore recommends that the Intelligence Services Act 
2001 be amended to include a provision requiring the ANAO to report to 
the Committee on its reviews of the AIC. 

Recommendation 7 

 The Committee recommends that the Intelligence Services Act 2001 be 
amended to include a provision requiring the ANAO to report to the 
Committee on its reviews of the AIC. 

Budget Growth 

3.14 Growth has been significant over the last several years for most of the 
agencies and, subject to the impact of the global financial crisis and 
subsequent budgetary constraints, current accounts suggest that this 
growth will continue. The Committee was satisfied that the agencies are 
taking measures to manage budget growth appropriately.  

3.15 In ASIO’s case, in 2003 it had 584 staff compared with 1,690 in June 2009.4 
Revenue from government is correspondingly increasing, from $66 million 
in 2001-02 to $353 million in 2007-08 which is an increase of $62 million. 
ASIO’s equity injections peaked at $159 million in 2007-08 with 2008-09’s 

 

4  ASIO Unclassified Submission, No. 9, p. 18. 
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equity injection being $71 million. No equity injection is planned for 2011-
12. 5 

3.16 ASIO’s funding and growth levels will stabilise in 2010, when ASIO 
reaches the end point of its five-year growth and capability enhancement 
program. 

3.17 The Committee heard that developments in technology and changing 
commercial practices across the board, particularly in connection with 
telecommunications, require the ongoing dedication of resources for 
research and development from all the agencies. 

3.18 ASIO recorded an operating surplus of $9.6 million in 2008-096 an increase 
from $0.3 million in 2007-08. 

Figure  3.1 ASIO Revenue from Government,  2001-02 – 2011 - 12 

 

 

 

 

 

 

 

 

 

3.19 Source:  ASIO Unclassified Submission, page 13.  

Recruitment costs 
3.20 The costs to agencies for recruitment have been steadily increasing in line 

with increasing recruitment. The cost of advertising and obtaining security 
clearances continues to account for a large portion of recruitment budgets.  

3.21 In the case of ASIO there has been a strong response to their 
advertisements with 12,550 applications in 2008-09 compared with 9,567 

5  ASIO Unclassified Submission, No. 9, p. 6.  
6  ASIO Unclassified Submission, No. 9, p. 13.  
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application received in 2007-08. They were also more cost effective with 
ASIO’s advertising costs decreasing from $ $2.192 million in 2007-08 to 
$1.962m in 2008-09.7 

3.22 Security clearance costs continue to be a significant part of recruitment 
costs for agencies. The process takes agencies between three and nine 
months to complete and is resource intensive. The Committee fully 
accepts that this is necessary to ensure the suitability of applicants to work 
in a National Security environment.  

Training costs 
3.23 Expenditure on training comprises a significant portion of each agencies 

budget. On agency noted that 11% of their budget was expended on 
training with 90% of that amount allocated to the support and conduct of 
operational training activities. 

3.24 Each agency provided the Committee with agency costs for training. In 
contrast to previous years, in some cases, there have been very significant 
decreases in training costs for 2008-09. Where there had been an increase 
in training costs this was usually less than 5%. 

Budget growth and the Office of the IGIS 

3.25 The Inspector-General of Intelligence and Security is an independent 
statutory office holder who reviews the activities of the six intelligence 
agencies of the AIC. 

3.26 The purpose of this review is to ensure that the agencies act legally and 
with propriety, comply with ministerial guidelines and directives and 
respect human rights. 

3.27 The Inspector-General can undertake a formal inquiry into the activities of 
an Australian intelligence agency in response to a complaint – including 
complaints by staff of an AIC agency – or a reference from a minister. The 
Inspector-General can also act independently to initiate inquiries and 
conducts regular inspections and monitoring of agency activities. 

3.28 In conducting an inquiry, the Inspector-General has significant powers 
which include requiring the attendance of witnesses, taking sworn 

7  ASIO Unclassified Submission, No. 9, p. 33. 
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evidence, copying and retention of documents, and entry into an 
Australian intelligence agency’s premises. 

3.29 The Inspector-General can also conduct preliminary inquiries into matters 
in order to decide whether to initiate a full inquiry.  

3.30 As the following table makes clear the budget of the Office of the IGIS 
(OIGIS) has not grown in line with ASIO’s budget growth.  

 

Comparison of ASIO and OIGIS Budget Growth 

Financial Years ASIO % Growth OIGIS8 % Growth 

2008/2009 $353m9 21 $2.017 8 
2007/2008 $291m10

 28 $1.872 18 
2006/2007 $227m11 30 $1.578m 18 
2005/2006 $175m12

 28 $1.142m 38 
2004/2005 $137m13

 n/a $0.833m n/a 

 

3.31 The National Security Legislation Amendment Bill 2010, currently before the 
Parliament, significantly increases the role of the IGIS. As the explanatory 
memorandum to the bill states, it: 

. . . contains proposed amendments to enable the Prime Minister to 
request the Inspector-General of Intelligence and Security (IGIS) to 
inquire into an intelligence or security matter relating to any 
Commonwealth department or agency. This reflects the increasing 
interaction between a range of Commonwealth departments and 
agencies and the Australian Intelligence Community on 
intelligence and security matters. To fully consider an intelligence 
or security matter, it may sometimes be necessary for the IGIS to 
consider the role played by a non-AIC department or agency in 
relation to that matter.14 

 

8  Comprises revenue from Government and resources received free of charge: ANAO Audit 
Services, DSD provision of secure computer system and PMC accommodation. 

9  ASIO Unclassified Submission, No. 9, p. 13.  
10  ASIO Unclassified Submission, No. 9, p. 13. 
11  ASIO Unclassified Submission, No. 9, p. 13. 
12  ASIO Report to Parliament 2005- 2006, p. 97. 
13  ASIO Report to Parliament 2005- 2006, p. 97. 
14  Explanatory Memorandum: National Security Legislation Amendment Bill 2010 p. 2. < 

http://parlinfo.aph.gov.au/parlInfo/download/legislation/ems/r4320_ems_8c494d28-3637-
4ab8-95ae-ef76b5d8250c/upload_pdf/340700.pdf;fileType=application%2Fpdf> at 6 April 
2010. 

http://parlinfo.aph.gov.au/parlInfo/download/legislation/ems/r4320_ems_8c494d28-3637-4ab8-95ae-ef76b5d8250c/upload_pdf/340700.pdf;fileType=application%2Fpdf
http://parlinfo.aph.gov.au/parlInfo/download/legislation/ems/r4320_ems_8c494d28-3637-4ab8-95ae-ef76b5d8250c/upload_pdf/340700.pdf;fileType=application%2Fpdf
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3.32 An analysis of the classified budget figures supplied by other agencies 
suggests that their growth has not always been as high as ASIO’s. 
However, in light of the increases in the number of personnel, the 
activities of the AIC, and the IGIS’ expanding role, as outlined above, it is 
the Committee’s view that it is necessary that there be a significant 
increase in the resources of the OIGIS.  

 

Recommendation 8 

 The Committee recommends that, due to the increased activities of the 
Australian Intelligence Community and the additional functions 
required of the IGIS, the budget of the Office of the Inspector General 
of Intelligence and Security be increased. 

 

Financial governance systems 

3.33 Each agency has its own internal audit committee. The functions of 
internal audit committees and the key issues that they addressed in the 
period under review were set out in the submissions.  Typically, such 
committees comprise the Director or Director-General; one or two 
Assistant Directors or Assistant Directors-General; Chief Finance Officer 
and/or Director of Finance; and a representative from the ANAO with 
other staff members invited as required. Audit Committees generally meet 
quarterly, or more frequently if required. 

3.34 ASIO’s Audit and Evaluation Committee is chaired by the Deputy 
Director-General and includes a representative from the ANAO: 

Each year the Audit and Evaluation Committee approves a 
strategic internal audit plan which includes a range of mandatory 
audits undertaken to satisfy the requirements of various state 
legislation and memoranda of understanding. 15 

3.35 Submissions also listed a range of other resource management committees 
in place within agencies to manage and monitor expenditure.  

3.36 In 2008-09 ASIO completed nine internal audits which were the subject of 
classified reporting to ASIO’s Audit and Evaluation Committee. No loss of 

 

15  ASIO Unclassified Submission, No. 9, p 22.   
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public monies was reported in these audits and recommendations for 
improvements have been accepted through the Audit and Evaluation 
Committee and responsible work areas. 

Fraud control and risk management 

3.37 Section 45 of the FMA Act requires the chief executive of an agency to 
implement a fraud control plan: 

A Chief Executive must implement a fraud control plan for the 
Agency. For this purpose, fraud includes fraud by persons outside 
the Agency in relation to activities of the Agency.16 

3.38 Agencies noted their compliance with this requirement in their 
submissions.  

3.39 In ASIO a new Fraud Control Plan (2008-2010) was implemented in 
December 2008 based on the 2008 Fraud Risk Assessment. 

3.40 During 2008-09 ASIO also completed the Commonwealth Fraud Control 
Guidelines Annual Questionnaire and holds date as required under the 
Guidelines. In accordance with the Guidelines, the AFP has been advised 
of ASIO’s major fraud risks. 

Conclusion 

3.41 Together with assurances from the Australian National Audit Office, the 
Committee was satisfied, within the limits of the Intelligence Services Act 
2001, that all the agencies are currently managing the expenditure of their 
organisations. 

 

 

 
The Hon Arch Bevis MP 
Chairman 
 
June 2010 
 

16  Financial Management and Accountability Act 1997, Part 7—Special responsibilities of Chief 
Executives, Section 45 Fraud control plan. 
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Appendix A – List of Submissions 

1. Australian National Audit Office (Audit-in-Confidence) 

2. Defence Intelligence Organisation (Secret) 

3. Defence Imagery and Geospatial Organisation (Secret) 

4. Defence Signals Directorate (Secret) 

5. Australian Security Intelligence Organisation (Secret) 

6. Australian Secret Intelligence Service (Secret) 

7. Office of National Assessments (Restricted) 

8. Inspector-General of Intelligence and Security (Unclassified) 

9. Australian Security Intelligence Organisation (Unclassified) 

10. Australian Secret Intelligence Service – Answers to Questions on Notice 
(Secret) 

11. Australian Security Intelligence Organisation – Answers to Questions on 
Notice (Secret) 

12. Department of Defence – Intelligence and Security – Answers to Questions 
on Notice (Restricted) 

13. Office of National Assessments – Answers to Questions on Notice (Secret) 
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Appendix B – Witnesses appearing at 
private hearings 
Canberra 

Thursday, 11 March 2010 
Inspector-General of Intelligence and Security 

Mr Ian Carnell – Inspector-General 

Australian National Audit Office 

Mr Simon Kidman, Executive Director 

Canberra 

Friday, 19 March 2010 
Australian Security Intelligence Organisation 

Mr David Fricker, Deputy Director-General 

First Assistant Director-General, Executive 

First Assistant Director-General, Capability and Service 

Australian Secret Intelligence Service 

Mr Nick Warner PSM, Director-General 

Deputy Director-General 

First Assistant Director-General, Corporate Management Division 

Chief Finance Officer 

 



56  

 

Defence Signals Directorate 

Mr Ian McKenzie, Director 

Mr Adam Cunningham, Assistant Secretary 

Mr Stephen Merchant, Deputy Secretary for Intelligence and Security, Department 
of Defence 

Defence Intelligence Organisation 

MAJGEN Richard Wilson, Director 

Mr Stephen Merchant, Deputy Secretary for Intelligence and Security, Department 
of Defence 

Defence Imagery and Geospatial Organisation 

Mr Steve Meekin, Director 

Mr Stephen Merchant, Deputy Secretary for Intelligence and Security, Department 
of Defence 

Office of National Assessments 

Mr Allan Gyngell, Director-General 

Mr Derryl Triffett, Assistant Director-General, Corporate and IT Services 
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