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DearMr Baldwin

Thankyou for your invitation to providea submissionto the reviewof developmentsin
aviation securityin Australiasincethe Joint Committee’sreport of June2004. Please
find attachedtheTasmanianGovernmentsubmission.

This Joint Committee’sreviewis beingconductedconcurrentlywith theAirport Security
andPolicing Review,beingundertakenby the Rt Hon Sir JohnWheeleron behalfof the
CommonwealthDepartmentof TransportandRegionalServices. Becausethereis some
overlap in the terms of referenceof the two reviews, this submissionincludessome
material that has also been submittedto the Wheelerreview by the Commissionerof
Police.

The TasmanianGovernmentwould be interestedin commentingon any draft reportsor
otherpublicationsthatmaybeproducedduring thecourseofthe review.
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1. INTRODUCTION

The TasmanianGovernmentrecognisesthat, becausethere are fewer alternatives
for travel to Tasmaniathanotherstates,we areparticularly reliant on air transport.
The TasmanianGovernment’sinterest in aviation is, first and foremost, to ensure
that peopletravelling to and from Tasmaniaare secure.Relevantconsiderations
includethecommercialviability andlong-termsustainabilityof airportsandairlines
(andindustriestat supportandrely on them).

Many smallerairports do not have the capacity to absorbthe cost of additional
secuntymeasures.If the costofthesemeasuresis passedon to passengersit could
have a significant effect on the demandfor air travel — particularly to regional
airportsdueto thehigh pricesensitivityand low marginsassociatedwith air travel
to thesedestinations.

This submissionmakesrecommendationswhich seekto strike a balancebetween
ensunnga strong security regime, on one hand, and ensuringthe commercial
viability andlong-termsustainabilityof airportsandairlines.

This reviewis beingconductedconcurrentlywith theAirport SecurityandPolicing
Review, being undertakenby the Rt Hon Sir John Wheeler on behalf of the
CommonwealthDepartmentof Transport and Regional Services (the Wheeler
review). Becausethere is some overlap in the terms of referenceof the two
reviews,this submissionincludessomematerialthathasalsobeensubmittedto the
Wheelerreviewby theCommissionerofPolice.

The TasmaniaGovermnentacknowledgesimprovementsin airport securitythat
have resulted from the Joint Committee’s report of June 2004. The
recommendationsin this submissionareconsistentwith recommendationsmadein
theTasmanianGovernmentsubmissionto theJoint Committeein 2003.

2. REGULATION OF AVIATION SECURITY BY THE
COMMONWEALTH DEPARTMENT OF TRANSPORT AND
REGIONAL SERVICES, AND THE DEPARTMENT’S RESPONSE
TO SECURITY INCIDENTS SINCE JUNE 2004

The Tasmanian Government has worked closely with the Commonwealth
DepartmentofTransportandRegionalServices(DOTARS) in relationto anumber
of aviation securityprogramssince 2003, including the SecuringOur Regional
Skiesinitiative, the introductionof Aviation SecurityIdentification Cards,and the
AviationTransportSecurityAct2004andassociatedregulations.

TheTasmanianGovernment,in conjunctionwith theDepartmentofTransportand
Regional Services, liaises with airport owners/operatorsto share information
regarding security threats and ensure that appropriate security controls are
implemented.
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Tasmaniahas eight securityregulatedairportsunder the CommonwealthAviation
Transport Security Act 2004: Hobart, Launceston,Burnie/Wynyard, Devonport,
Cambridge,King Island, Flinders Island and Strahan.This submissionfocuseson
the two majorairportsin HobartandLaunceston.

In this context ‘consistency’doesnot mean‘uniformity’. Securitymeasuresshould
be based on a risk based methodologytaking into account the ASIG threat
assessmentsandotherrelevantfactors

The Departmentof Transport and Regional Services Aviation Risk Context
Statementrecognisesthat there is less risk to regional airportsservicingsmaller
aircraft:

Within Australia, themajor metropolitanairports aremorelikely to be targeted
by terrorists thanregionalairportsandgeneralaviation, dueto theirproximity
to majorpopulationcentresandthepotentialto achievea high levelof impact
andpublic alarm. The levelofthreatdependson a mix offactorsin eachcase,
including size of the airport; typesof aircraft using the airport; amount of
traffic; andlocation.

Whileregionalairports arenot likely to bean attractivetargetfor international
terrorism in their own right, theycouldconceivablybe usedin terrorist plans,
directedat othertargets, which involvedthe useofaircraft basedat, or leaving
from, theseairports.

Regionalairport infrastructurecouldalso be targeted,but again wouldprovide
limited symbolicvalue and comparativelylow damagepotentiaL in terms of
casualties,comparedto majorairports.

Threatofa terrorist attackon regionalairlines in Australia is low.

Aviation security measuresshould be based on a risk based methodology
specific to thecircumstancesof individual airports and airlines.

Airports and airlines operate in highly competitive markets. The cost of
security requirements should not inappropriately distort thesemarkets.
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3. COMPLIANCE WITH COMMONWEALTH SECURITY
REQUIREMENTS BY AIRPORT OPERATORS AT MAJOR AND
REGIONAL AIRPORTS

Theresponsibilityof eachoperatorof a securityregulatedairport is to ensurethat
prescribedminimum regulatorystandardsare met with respectto airport security,
including physicalsecurity, accesscontrol and, where required,a counter-terrorist
first responsecapability. These requirementsare laid down in the Aviation
TransportSecurityAct 2004 and its regulationsand in individual airport security
plansapprovedbyDOTARS.

All Tasmanian security regulated airports have developed security plans in
accordancewith the Aviation Transport Security Act and regulations. The
TasmanianGovernmentis currently auditing theseplans. This audit is partly
fundedby theCommonwealthundertheSecuringour RegionalSkiespackage.The
outcomesof the auditscanbe sharedwith theJointCommitteewhencompleted.

TasmaniaPolice is currentlydelivering a structurededucationprogramfor airport
managersand senior staff to improve their knowledge and skills in relation to
securityissues.

4. COMPLIANCE WITH COMMONWEALTH SECURITY
REQUIREMENTS BY AIRLINES

TheTasmanianGovernmenthasa limited role in relationto complianceof airlines
with Commonwealthsecurityrequirements. Membersof the airlines havebeen
involved in exerciseswith TasmaniaPolice to testsecuritycontrolsat airports. The
outcomesof theseexercisesarein classifiedreportsthat canbeprovidedto theJoint
Committeeuponrequest.

5. THE IMPACT OF OVERSEAS SECURITY REQUIREMENTS ON
AUSTRALIAN AVIATION SECURITY

TheCommonwealthDepartmentofTransportandRegionalServicesparticipatesin
internationalaviation securitypolicy formulation though its membershipon the
International Civil Aviation Organisation(ICAG) Aviation Security Panelwhich
considers proposalsfor amendmentsto Annex 17 of ICAO’s Convention on
International Civil Aviation entitled Security: SafeguardingInternational Civil
AviationagainstActsofUnlawfulInterference.

The TasmanianGovernmenthas no direct involvement in internationalaviation
securitypolicy development.The states/territoriesare consultedwhenlegislative
amendmentsare proposedto incorporateAnnex 17 requirementsinto Australian
legislation.

TheTasmanianGovernmentdoesnotproposeany changesto this approach.

TasmanianGovernmentSubmissionto theReviewofAviationSecurityin Australia Page4



6. COST IMPOSTS OF SECURITY UPGRADES, PARTICULARLY
FOR REGIONAL AIRPORTS

Both Hobart and Launcestonairports haverecentlyupgradedtheir accesscontrols
andHobartAirport recentlyannounceda further$8M upgradeto securitymeasures,
fully fundedby theairportowners.

Thebenefitsof aviationsecurityenhancementsin Tasmaniago beyondthebounds
of airport and even beyond the borders of this state. The whole Australian
communityreapsthebenefitsof a strongaviationsecurityregime.

If operatorsarerequiredto meetthecostof furthersecuritymeasurestheywill have
to pass thesecosts on to passengers. This will lessen demandfor air travel,
particularly to regional destinationsdue to the high price sensitivity and low
marginsassociatedwith air travel to thesedestinations.

The Commonwealth Government should finance the cost of any further
securityupgradesat regional airports.

7. PRIVACY IMPLICATIONS OF GREATER SECURITY MEASURES

TheTasmanianParliamentpassedthePersonalInformationProtectionAct2004 in
November2004. TheAct is scheduledto commenceon 5 September2005.

The Act appliesto the Tasmanianpublic sectoras well as to local government
authorities,andregulatesthe collection,useanddisclosureof personalinformation
by meansofthePersonalInformationProtectionPrinciples(PIPPs). ThePIPPsare
largely consistentwith theNational PrivacyPrinciples applyingunder thePrivacy
Act1988 (Cth).

As a generalprinciple, theAct requiresthat personalinformationis only collected,
usedor disclosedfor a particularpurposeor purposesthat are necessaryfor the
functionsoractivitiesofthebodycollectingit.

However, the Act contains various exemptions from or exceptions to this
requirement,including in relation to law enforcementinformation. Limitations on
thedisclosureofpersonalinformationareput asidein relationto law enforcement
activities, or where disclosureis requiredor authorisedby law, or to lessenor
preventa threatto life, healthorsafety.

The application of security measureswithin the community, including in the
aviationarea,would appearto fall within this categoryandthereforebe cateredfor
undertheTasmanianlegislation.
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8. OPPORTUNITIES TO ENHANCE SECURITY MEASURES
PRESENTED BY CURRENT AND EMERGING TECHNOLOGIES,
INCLUDING MEASURES TO COMBAT IDENTITY FRAUD

The TasmanianGovernmentdoesnothavethe resourcesto conductcomprehensive
researchinto emergingtechnologiesrelevantto aviationsecurity.

The Government recently made a significant contribution the Capability
Subcommittee’sresearchanddevelopmentfund and would support theuseof this
fund to investigateemergingtechnologiesrelevantto aviationsecurity.

A numberof TasmanianGovernmentprojectsestablishedover the last 12 months
have emphasisedthe need for consistent identity managementpracticesacross
government. To identify and act on these emerging issues, the Identity
ManagementFrameworkProject hasbeenestablishedwithin the Departmentof
PremierandCabinet.

Theprojectwill be undertakenin two parts: firstly to reviewthecurrentwhole-of
government Evidence of Identity Standard, which was developed in 2001.
Secondly,to undertakean environmentalscanof emergingissueswithin the State
Governmentwith a view to developingrecommendationsfor fixture action. It is
expectedthat thesewill include recommendationsregardingthe useof emerging
technologiesto combatidentity fraud.

The Commonwealth’s recently announcedNational Identity Security Strategy
initiative representsa significant driver for achievingconsistencyof approachin
relation to identity managementpractices, and will influence the work of the
TasmanianProject.

9. PROCEDURES FOR, AND SECURITY OF, BAGGAGE HANDLING
OPERATIONS AT INTERNATIONAL, DOMESTIC AND REGIONAL
AIRPORTS, BY BOTH AIRLINES AND AIRPORTS

TasmanianPolice conducted a comprehensivereview of crime and criminal
intelligencerelating to Tasmanianairportsfor the Wheelerreview. It concluded
that, while thereis someintelligenceto suggestthat drugsand other illicit goods
havebeentransportedthroughTasmanianairports,thereis no reliable information
to suggestTasmanianairportsare systematicallybeing usedfor the transportof
illicit goods.

Similarly, there is no specific security intelligence suggestingthat Tasmanian
aixportsarethe targetof a terroristattack.
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TasmaniaPolice conductsexerciseswith airport security guardsat Hobart and
Launcestonairportsto testsecuritymeasures.

TheTasmanianGovernmentnotestheproposalby theCommonwealthto extendthe
useof videosurveillanceat airports.Thereareno legislativeobstaclesto greateruse
of video surveillanceat Tasmanianairportshoweverthere are a numberof issues
that will needto be resolvedbeforenewarrangementscanbe implemented.These
issuesinclude: responsibilityfor the costof implementation,permittedusesfor the
footage,responsibilityfor monitoringthevideo feed,andexpectationsin relationto
response.If theseissuescan be satisfactorilyresolvedTasmaniawould supportthe
extensionof videosurveillanceto securitysensitiveareasatmajorairports.

Tasmaniaalso supportstheCommonwealthproposalto subjectholdersof Aviation
SecurityIdentification Cards(ASIC) to greaterscrutinyto ensurethat they are fit
andproperpersonsto work at airports.

10. TASMANIAN GOVERNMENT RECOMMENDATIONS TO WHEELER
REVIEW

The TasmanianGovernmentrecentlymadea submissionto theAviation Security
andPolicingReviewbeingconductedby theRt Hon Sir JohnWheeleron behalfof
the Commonwealth Department of Transport and Regional Services. That
submissionidentified a numberof benefitsof having a single law enforcement
entity responsiblefor theexerciseof all CommonwealthandStatepolice powersat
airports.This would enablea seamlessprovision of police servicesacrosslandside
andairsideareasofairports.Thesingleentity couldbe responsiblefor all aspectsof
law enforcementfrom communitypolicing andorganised/seriouscrime to terrorist
incidents.

Public confidencewould be greatly enhancedby a recognisablepolicepresenceat
airports,wearingauniformwhich is familiarandtrusted.

The single law enforcemententity would needto have sufficient, locally based
resourcesto coverpersonnelshortagesdueto illnessorotherissues.

11. SUMMARY OF RECOMMENDATIONS

1. Regulation of aviation security should remain the responsibility of the
Commonwealthto ensurecompliancewith internationally agreedaviation
security regimes and to ensureconsistencywithin and acrossAustralian
jurisdictions.

A single law enforcemententity should be responsiblefor all aspectsof policing
in both airside and landsideareasof major airports.

This single entity should be responsible to a joint managementcommittee
which would include airport owners/operatorsand representativesof relevant
Commonwealth and Stategovernment agencies.
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