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Disclaimer
This is not a legal interpretation of the law generally or the of the law duty of care, the statutory
duties of employers and related standards: only the courts can provide such an interpretation.
Rather this is a plain English description intended to help readers understand what the courts might
expect.
If any reader needs to rely on an interpretation of the law they must consult a competent
legal adviser.
Limitations
This report is based on a review of Australian Government reports and international organisations
documents. We have not interviewed any DAFF risk analysts or other stakeholders.
Terms of reference
In preparing this report we have followed the terms of reference in our engagement letter and used
due diligence and our professional skills to gather information that appeared to be necessary to
fulfil our terms of reference. The information in this report is based on:
•

conditions observed; or

•

information provided by you; or

•

information provided to us independently by third parties.

Although we believe the information is accurate we have not independently verified it. We cannot,
therefore, give any warranty as to the accuracy or currency of such information and must disclaim
any liability for any actions based on such information.
We do not guarantee compliance with statutes or relevant recognized standards nor do we
guarantee we have identified all risks and hazards.
This report is current to the date of publication unless otherwise specified. Readers should bear in
mind that subsequent events might affect our conclusions or recommendations given.
About Risk Management Limited
Risk Management Limited is an independent risk management consultancy established in 2003 to
help clients identify, analyse, assess and manage their major risks and to monitor their critical
controls over those risks.
Further information about Risk Management Limited is available at www.riskmgmt.co.nz.
About the author of the report
This report was prepared by Chris Peace, the managing director of Risk Management Limited who
worked for NGC Holdings Ltd as their risk manager (2000-2003) and who had previously worked
for Jardine Lloyd Thompson in New Zealand (1995-2000) and the UK (1990-1995), Marsh &
McLennan in New Zealand (1985-1990) and CIGNA (NZ) Ltd (1982-1985). Between 1974 and
1980 he enforced the UK Health and Safety at Work Act 1974 in a wide range of premises.
Chris holds an MSc in Risk Management and Safety Technology and other qualifications in
environmental health, air pollution control and occupational safety and health. Chris is also a
Chartered Fellow of the Institution of Occupational Safety and Health (UK); details of the charter
and fellowship are available from http://www.iosh.co.uk.
Between 2005-2012 Chris was part-time Lecturer in Risk Management Studies at Massey
University and represented the university on the joint standards committee that wrote AS/NZS
4360: 2004 Risk Management (now replaced by AS/NZS ISO 31000: 2009 Risk Management –
Principles and guidelines). He is a member of the New Zealand Society for Risk Management
(www.risksociety.org.nz) and contributes to the Society’s newsletter and activities.
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Executive Summary
Existing risk estimation matrix
The existing Australian biosecurity risk estimation matrix does not meet best practice in that:
• it combines likelihoods with events and consequences
• it is opaque in describing how to combine likelihoods
• probability and likelihood seem to be confused even though they are distinct concepts
• sources for the indicative probabilities used in recent reports are not given
• the labels on the consequence and likelihood scales and risk level cells are very similar.
Recommendations
We recommend the Federal Department of Agriculture, Fisheries and Forestry matrix be redesigned
as a simple consequence/likelihood matrix to overcome these deficiencies.
We further recommend the Senate Rural and Regional Affairs and Transport Committee encourages
the Department of Agriculture, Fisheries and Forestry (DAFF) to develop the use of fault tree, event
tree and bow-tie analyses and other techniques to help understand and show the nature of import
risks. This should be done in combination with a redesigned consequence/likelihood matrix to help
determine the level of risk.
In particular, use of bow-tie analysis will help demonstrate to stakeholders that all significant causes,
consequences and controls have been considered before any decision is made to:
• reject a proposal
• accept a proposal subject to treatment of the risk at source, in transport or on arrival
• accept the proposal unconditionally.
Bow-ties might be supported by quantified fault tree or event tree analyses if the data is reliable but
should be supported by a consequence/likelihood matrix to show the level of risk.
We believe this combination will give the “objective and defensible method of assessing the disease
risks associated with the importation of animals, animal products, animal genetic material, feedstuffs,
biological products and pathological material” sought by the Senate Rural and Regional Affairs and
Transport Committee and other stakeholders and recommended by the World Trade Organization.
To aid transparency in import risk analysis and decision-making we recommend DAFF revises the
Import Risk Analysis Handbook to include full details of techniques available to DAFF risk analysts
and any underlying data or research validating those techniques.
We also recommend the revised Import Risk Analysis Handbook includes our draft Import risk
analysis effectiveness checklist (Table 6 on page 25) developed to be an assurance tool
demonstrating each import risk analysis meets the World Trade Organization criterion of a “objective
and defensible” import risk analysis. This might be combined with the DAFF import risk analysis
template that now seems to be in use.
Acknowledgements
Feedback on the first draft of this report has been provided by Senators and staff of RRAT. We have
responded to all comments. We thank all who have provided responses and trust this report will
contribute to improved biosecurity in Australia.
Research for this report has reinforced our belief there are conflicts and inconsistencies between key
international biosecurity treaties and agreements. Some of those conflicts and inconsistencies have
contributed to the problems highlighted by this report. DAFF may wish to raise those conflicts and
inconsistencies with the relevant international agencies.
Abbreviations and definitions
In this report:
•

“ALOP” means appropriate level of sanitary and phytosanitary protection

•

“RRAT”, “you” and “your” means the Senate Rural and Regional Affairs and Transport
Committee

•

“CBG” means the Convention on Biological Diversity
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•

“DAFF” means the Australian Federal Department of Agriculture, Fisheries and Forestry

•

“FAO” means the Food and Agriculture Organization of the United Nations

•

“IPPC” means the International Plant Protection Convention

•

“IRA” means import risk assessment

•

“ISO” means the International Standards Organization

•

“We”, “our” and “us” means Risk Management Ltd

•

“WOAH” means the World Organization for Animal Health

•

“WTO” means the World Trade Organization.

Vocabulary of risk terminology
The meanings and definitions of risk terminology vary between treaties, agreements and standards.
To help overcome this “Tower of Babel” problem we have appended at pages 33 to 37 definitions and
their sources for terms used or referred to in this report.
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Project method
Terms of reference
Our terms of reference were agreed to be to:
• Conduct a literature review covering:
o earlier DAFF Biosecurity IRA documents published on the DAFF website or
elsewhere;
o any comparable Risk Estimation Matrices developed or used elsewhere;
o published academic literature critiquing the design and use of matrices.
• Critique the DAFF Biosecurity Risk Estimation Matrix from an informed position.
• Develop and test alternative approaches to quantitative or semi-quantitative risk analysis,
some using alternative matrices.
• Suggest risk analysis techniques that would enable DAFF Biosecurity to report more
effectively on the nature of the risk.
• Report to the committee by an agreed date and attend a teleconference meeting/hearing
at an agreed time.
To effect this we reviewed the following documents:
•
•
•
•
•
•
•
•
•
•

the biosecurity risk estimation matrix used by DAFF Biosecurity as part of the Import Risk
Analysis process and as set out in four import risk analysis reports (Biosecurity Australia,
2006a, 2006b; DAFF, 2012a, 2012b)
Import Risk Analysis Handbook (DAFF, 2011)
international standard ISO 31000:2009. Risk management – Principles and guidelines
(adopted in Australia and New Zealand as AS/NZS ISO 31000: 2009 SA/SNZ ISO, 2009)
international standard ISO 31010: 2009 Risk Management – Risk Assessment
Techniques (ISO, 2009a)
draft joint handbook HB 89 Risk management – Guidelines on risk assessment
techniques (SA/SNZ, 2011)
Handbook HB 436 Risk Management Guidelines: a companion to AS/SNZ 4360:2004
(SA/SNZ, 2004)
World Trade Organization Agreement on the application of sanitary and phytosanitary
measures (WTO, 1997)
Food and Agriculture Organisation documents on food safety risk analysis (FAO, 1999,
2006, 2007)
Terrestrial Animal Health Code (WOAH, 2012)
academic journal articles sourced from the academic Web of Science and Business
Source Complete databases used to better understand origins and applications of the risk
matrix, common problems with risk matrices, and alternative approaches to quantitative
or semi-quantitative risk analysis.

Arising from the reviews we developed graphical summaries of the:
• AS/NZS ISO 31000 risk management process
• WTO approach to risk analysis of sanitary and phytosanitary risks
• FAO approach to risk analysis
• WOAH approach to risk analysis.
This enabled a high-level critique of the overall DAFF approach to risk assessments and then a
detailed critique of the DAFF biosecurity risk estimation matrix.
The detailed matrix critique included comparison of the matrix with guidance in the joint Australia/New
Zealand Standards handbook HB 436 and handbook HB 89. This approach placed the DAFF
biosecurity risk estimation matrix in the overall context of international treaties, codes, agreements
and standards together with critical comment and guidance on the use of consequence/likelihood
matrices used for risk analyses.
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Processes for assessing or analysing risks
This report straddles two broad approaches and vocabularies for risk, how it is understood and how it
is controlled.
The first broad area is the scientific and technical area of risk analysis as defined and described in a
range of documents supporting the WTO Agreement on the application of sanitary and phytosanitary
measures. Documents and risk analyses in this area are often used by biosecurity agencies
considering a proposal to import some plant or animal product that may be exotic.
The second broad area covers organisations wishing to implement a risk management framework and
a process for the management of risks. Documents and risk assessments in this area (AS/NZS ISO
31000 and ISO 31010:2009) are likely to be used by a wide range of organisations, including
exporters and corporate functions in biosecurity agencies and to aid assessment and management of
risks generally.

WTO requirements
Article 5 of the WTO Agreement on the application of sanitary and phytosanitary measures requires:
“1. Members shall ensure that their sanitary or phytosanitary measures are based on an
assessment, as appropriate to the circumstances, of the risks to human, animal or plant life or
health, taking into account risk assessment techniques developed by the relevant
international organizations.
2. In the assessment of risks, Members shall take into account available scientific evidence;
relevant processes and production methods; relevant inspection, sampling and testing
methods; prevalence of specific diseases or pests; existence of pest- or disease-free areas;
relevant ecological and environmental conditions; and quarantine or other treatment.
3. In assessing the risk to animal or plant life or health and determining the measure to be
applied for achieving the appropriate level of sanitary or phytosanitary protection from such
risk, Members shall take into account as relevant economic factors: the potential damage in
terms of loss of production or sales in the event of the entry, establishment or spread of a
pest or disease; the costs of control or eradication in the territory of the importing Member;
and the relative cost-effectiveness of alternative approaches to limiting risks.
4. Members should, when determining the appropriate level of sanitary or phytosanitary
protection, take into account the objective of minimizing negative trade effects” (WTO, 1997).
The WTO gives no definition of risk but does define risk assessment as “the evaluation of the
likelihood of entry, establishment or spread of a pest or disease within the territory of an importing
Member according to the sanitary or phytosanitary measures which might be applied, and of the
associated potential biological and economic consequences; or the evaluation of the potential for
adverse effects on human or animal health arising from the presence of additives, contaminants,
toxins or disease-causing organisms in food, beverages or feedstuffs” (WTO, 1997, p. 78). The
disjunctive OR in line four has been emphasised to show the definition has two meanings.
Annex A of the WTO Agreement sets out definitions including the following reference.
“Annex A 3. International standards, guidelines and recommendations
(a) for food safety, the standards, guidelines and recommendations established by the Codex
Alimentarius Commission relating to food additives, veterinary drug and pesticide residues,
contaminants, methods of analysis and sampling, and codes and guidelines of hygienic
practice;
(b) for animal health and zoonoses, the standards, guidelines and recommendations
developed under the auspices of the International Office of Epizootics;
(c) for plant health, the international standards, guidelines and recommendations developed
under the auspices of the Secretariat of the International Plant Protection Convention in
cooperation with regional organizations operating within the framework of the International
Plant Protection Convention; and
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(d) for matters not covered by the above organizations, appropriate standards, guidelines and
recommendations promulgated by other relevant international organizations open for
membership to all Members, as identified by the Committee. [emphasis added]” (WTO, 1997,
pp. 77-78).
Clause 3(d) seems to allow the International Standards Organization to be deemed to be “relevant”
and its standards to be regarded as “appropriate”. A brief review of the three specified sources and
ISO 31000 (as AS/NZS ISO 31000) follows.

International Office of Epizootics
Chapter 2.1 of the Terrestrial Animal Health Code (WOAH, 2012) sets out an approach to risk
analysis broadly compatible with the FAO Food Safety Risk Analysis with the following exceptions:
•

hazard, risk, risk analysis and risk assessment are not defined

•

the construction of paragraph 2.1.4 (risk assessment steps) is strongly aligned with the
AS/NZS ISO 31000 risk management process (see Figure 1 below) but uses different
language.

Figure 1 is adapted from WOAH figure 1 to show the relationship between the four components of
WOAH-related risk analyses.

Hazard
identification

Risk assessment
Release assessment for single
or multiple hazards
Exposure assessment
Consequence assessment
Risk estimation

Risk management
Risk evaluation
Option evaluation
Implementation
Monitoring & review

Risk communication

World Animal Health RA model
(C) 2009 Risk Management Ltd

Figure 1. Graphical portrayal of the Terrestrial Animal Health Code risk analysis process

Adapted from Terrestrial Animal Health Code (WOAH, 2012)

International Plant Protection Convention
In the International Plant Protection Convention training documents risk is defined as the:
•

likelihood of a stated impact

•

likelihood of introduction of a pest and its consequences.

These are two distinct definitions of risk. The second definition mixes the likelihood of an event and
the consequences of that event; this is not generally accepted usage.
These definitions also conflict with those in the IPPC Glossary of phytosanitary terms (IPPC, 2012)
which defines pest risk (for quarantine pests) as the “probability of introduction and spread of a pest
and the magnitude of the associated potential economic consequences” and (for non-quarantine
regulated pests) as “the probability that a pest in plants for planting affects the intended use of those
plants with an economically unacceptable impact”. The glossary also provides definitions for other
risk-related terms.
The IPPC training material was developed in 1998 and refers to qualitative risk descriptions using free
text, standardised language and word scales. It also shows a 4x4 semi-quantitative matrix (shown in
Figure 2 on the next page) combining likelihood and impact. Such a symmetrical matrix may not
properly represent risk (which often is asymmetrical). Also, it uses identical labels on the X and Y
scales potentially causing confusion for users.
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Figure 2. IPPC risk matrix

Codex Alimentarius Commission guidance
In the FAO Food Safety Risk Analysis: A Guide for National Food Safety Authorities (FAO, 2006) risk
is defined as “a function of the probability of an adverse health effect and the severity of that effect,
consequential to a hazard(s) in food”.
“Preliminary risk management activities are taken to include: identification of a food safety
problem; establishment of a risk profile; ranking of the hazard for risk assessment and risk
management priority; establishment of risk assessment policy for the conduct of the risk
assessment; commissioning of the risk assessment; and consideration of the result of the risk
assessment” (FAO, 2007, p. 6 footnote 4,).
Risk analysis is defined as “a process consisting of three components: risk assessment, risk
management and risk communication” preceded by preliminary risk management activities. These
stages are summarised in Figure 3 below.

Risk communication

Risk analysis
Preliminary risk management activities
Identify food safety problem; establish a risk profile; rank the hazard
for risk assessment and risk management priority; establish a risk
management policy for conduct of the risk assessment; commission
the risk assessment; consider the result of the risk assessment
Risk assessment (qualitative or quantitative)
Hazard identification
Hazard characterisation
Exposure assessment
Risk characterisation
Risk management
includes selection of prevention and control options

Food Agriculture Organisation RA model (C) 2012 Risk Management Ltd

Figure 3. Graphical portrayal of the FAO risk analysis process

Developed from Food Safety Risk Analysis: A Guide for National Food Safety Authorities (FAO, 2006)

Risk assessment is “a scientifically based process consisting of the following steps: (i) hazard
identification, (ii) hazard characterization, (iii) exposure assessment, and (iv) risk characterization”.
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Risk characterization is “the process of determining the qualitative and/or quantitative estimation,
including attendant uncertainties, of the probability of occurrence and severity of known or potential
adverse health effects in a given population based on hazard identification, hazard characterization
and exposure assessment”.
Risk management is “the process of weighing policy alternatives in the light of the results of risk
assessment and, if required, selecting and implementing appropriate control options, including
regulatory measures”.
Risk communication is “the interactive exchange of information and opinions concerning risk and risk
management among risk assessors, risk managers, consumers and other interested parties”.

AS/NZS ISO 31000
ISO 31000:2009. Risk management – Principles and guidelines was adapted from the earlier joint
Australia and New Zealand standard AS/NZS 4360:2004 Risk management which was developed
from earlier editions in 1995 and 1999. On its publication, ISO 31000 was adopted in Australia and
New Zealand and AS/NZS 4360 was withdrawn. ISO 31000 was recently recommended as the basis
for regulatory frameworks by the United Nations Economic Commission for Europe, (UNECE, 2012).
Scope
The scope to AS/NZS ISO 31000 states it “provides principles and generic guidelines on risk
management” that “can be used by any public, private or community enterprise, association, group or
individual” and “is not specific to any industry or group”. The standard further states it can be applied
to any type of risk, whatever its nature, whether having positive or negative consequences.
Definition of risk
The standard defines risk as the “effect of uncertainty on objectives”. It expands on this through five
notes. One states risk is “often expressed in terms of a combination of the consequences of an event
or a change in circumstances, and the associated likelihood of occurrence”. This is in contrast to the
definition of risk sometimes used in import risk analysis (the likelihood or, sometimes, the probability
of an event).
This difference is not one of semantics: a rare event may have very high consequences that are
almost certain should the risk eventuate. Conversely, a frequent event might have low consequences
that are rarely felt. Understanding the risk assessor’s definition of risk and whether it follows generally
accepted practice is crucial to understanding the risk.
Another of the notes states that objectives “can have different aspects such as financial, health and
safety, and environmental goals and can apply at different levels such as strategic, organisation-wide,
project, product, and process”. This note strongly suggests the need to establish clear objectives for
(in this case) risks associated with the control of exotic animal and plant imports.
A further note states risk “is often characterised by reference to potential events, consequences, or a
combination of these and how they can affect the achievement of objectives”.
The fifth note explicitly refers to uncertainty as “the state, even partial, of deficiency of information
related to, understanding or knowledge of, an event, its consequence, or likelihood”. This is a key
issue in relation to risks associated with exotic animal and plant imports and also is found in each of
the FAO, WOAH and IPPC documents.
Risk management process
The standard defines the risk management process (see Figure 4) as the “systematic application of
management policies, procedures and practices to the tasks of communicating, establishing the
context, identifying, analysing, evaluating, treating, monitoring and reviewing risk”.
This definition encompasses by explicit reference the tasks implicit in FAO, WOAH and IPPC
documents on risk analysis/assessment.
Finally, it is noted the definition of risk assessment is “the overall process of risk identification, risk
analysis and risk evaluation”. That is, risk assessment includes the risk analysis stage. This is in
contrast to the FAO, WOAH and IPCC documents where risk analysis includes risk assessment. The
WTO appears to define risk assessment to include risk analysis.
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Figure 4. Main elements of the risk management process

Communication and consultation
Communicate and consult with internal and external
stakeholders as appropriate at each stage of the risk
management process and concerning the process as a whole.

Risk identification
Identify what, where, when, why and how something could
happen.

Risk analysis
Identify and evaluate existing controls. Determine
consequences and likelihood and hence the level of risk. The
analysis should consider the range of potential consequences
and how these could occur.

Risk evaluation
Compare estimated levels of risk against the pre-established
criteria and consider the balance between potential benefits
and adverse outcomes. This enables decisions to be made
about the extent and nature of treatments required and about
priorities.

Risk treatment
Develop and implement specific cost-effective strategies and
action plans for increasing potential benefits and reducing
potential costs.

Monitoring and review
It is necessary to monitor the effectiveness of all steps of the
risk management process. This is important for continuous
improvement.
Risks and the effectiveness of control and treatment measures
need to be monitored to ensure changing circumstances do
not alter priorities.
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Establishing the context (5.3)
Risk assessment

(5.4)

Risk identification (5.4.2)

Risk analysis (5.4.3)

Risk evaluation (5.4.4)

Monitoring and review (5.6)

Establish the external, internal and risk management context
in which the rest of the process will take place. Criteria against
which risk will be evaluated should be established and the
structure of the analysis defined.

Communication and consultation (5.2)

Establishing the context

Risk treatment (5.5)
Adapted from AS/NZS ISO 31000: 2009
with the permission of Standards New Zealand.
Only for use when the recipient has a copy of
the Standard.

Identify, analyse
and select options
that aid achievement
of objectives

Note: the numbers in the graphic refer to the paragraph numbers
in AS/NZS ISO 31000:2009
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Comparison of the documents

Risk control step

Risk assessment step

Planning step

Communicate and
consult


Only refers to
communication


Only refers to
communication

International
Plant Protection
Convention


Only refers to
communication

Terrestrial
Animal
Health Code



FAO Codex
Alimentarius

WTO Sanitary
and
phytosanitary
measures

Table 1. Analysis of risk
assessment documents

AS/NZS ISO
31000:2009

We have attempted to summarise the above review and other information in the following Table 1.


Only refers to
communication

Context
• Internal



()

()

()

()

• External



()

()

()

()

• Risk management



()

• Criteria



()

Identify



Analyse


Places risk
analysis in risk
assessment
Includes
consideration of
existing controls




Places risk
analysis in risk
assessment

()



()

()
Places risk
assessment and
risk management
in risk analysis

()
Places risk
assessment and
risk management
in risk analysis

()
Places risk
assessment and
risk management
in risk analysis

Evaluate





()

()

()

Treat unacceptable risks









()

Monitor and review





Documentation





Other comments



()



()

Places the risk
management
process in a risk
management
framework

Places risk
analysis in an
overarching
framework for
management of
risk

Complemented
by techniques
set out in HB 89

Risk assessment covers hazard identification, hazard
characterisation, exposure assessment and risk
characterisation

Notes to the table
Source: original table from Raz & Hillson (2005) with amendments by author 2008-2012. NB: the table is subject to review and revision to
take account of recent versions of standards.
() = implied or partial or different term used
HB 89: 2012 Risk management – Risk assessment techniques is a Standards Australia publication based on ISO 31010: 2009
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Key differences
The main differences between AS/NZS ISO 31000 and the FAO, WOAH and IPPC documents are in
the:
•

definitions of risk, risk assessment and risk analysis, including use of the likelihood or
probability of events or consequences

•

reversal of use of risk assessment and risk analysis

•

consultation is explicit in AS/NZS ISO 31000, and implicit in the FAO, WOAH and IPPC
documents.

Common features
All the documents broadly follow the same process but only AS/NZS ISO 31000 makes this process
explicit.
All the documents emphasise uncertainty and randomness in relation to causes, events,
consequences and the likelihood of the consequences.
A common feature in the documents is the absence of any requirement for quantified risk analysis.
The UK Health and Safety Executive has, for many years, been a leading agency for industrial risk
assessments. In 1989 it published Quantified risk assessment: its input to decision making, giving a
review of 16 case studies where quantified risk assessment had been used.
“10. The Health and Safety Executive draws a number of conclusions from this paper. First,
QRA is an element that cannot be ignored in decision making about risk since it is the only
discipline capable, however imperfectly, of enabling a number to be applied and comparisons
of a sort to be made, other than of a purely qualitative kind. This said, the numerical element
must be viewed with great caution and treated as only one parameter in an essentially
judgemental exercise. Moreover, since any judgement on risk is distributional, risks being
caused to some, as an outcome of the activity of others, it is therefore essentially political in
the widest sense of the word” [Emphasis added] (HSE, 1989, p. iv)
This succinctly summarises the care needed in developing and using a quantified risk matrix or any
other quantitative risk analysis technique.
The definition of risk analysis
Only AS/NZS ISO 31000 defines risk analysis as a “process to comprehend the nature of risk and to
determine the level of risk” and that “risk analysis provides the basis for risk evaluation and decisions
about risk treatment”. That is, the level of risk can only be determined if the nature of a risk is
understood. While the FAO, WOAH and IPPC (and, possibly, WTO) documents call risk analysis risk
assessment, they lack this clear requirement for understanding the nature of a risk before determining
the level of risk.
For RRATC and DAFF it is critical this distinction, sequence and process for understanding the nature
and then the level of risk are followed, a point we return to when reviewing a selection of DAFF import
risk analyses.
Distinguishing the nature of risk and level of risk
AS/NZS ISO 31000 defines the level of risk as the “magnitude of a risk expressed in terms of the
combination of consequences and their likelihood” but gives no definition for the “nature of risk”. The
word “nature” is defined in the Concise Oxford Dictionary (Soanes & Stevenson, 2009) as “the basic
or inherent features, qualities, or character of a person or thing”. Some simplified examples of the
distinction between nature of risk and level of risk follow.
Driving on roads
A prudent driver will analyse the nature of risk and then determine the level of risk associated
with driving under the prevailing conditions. Analysis of the nature of risks associated with
driving would include local speed limits; time of day or night; weather conditions (clear
visibility or fog; rain or dry weather); traffic density; uncertainty about hazards ahead;
likelihood of pedestrians crossing the road; age and condition of the vehicle; condition of the
road surface; age and experience of the driver. The combination of such factors will give an
understanding of how uncertainty might affect the objectives of the driver, any passengers,
the Police and other regulatory agencies and society generally.
DAFF Biosecurity Risk Matrix Advice
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Depending on the stakeholder, the nature of risk might be seen as:
•

life safety (stakeholders are drivers and passengers)

•

regulatory (stakeholders are the Police)

•

road safety policy (stakeholders are politicians)

•

economic (stakeholders are motor vehicle insurers).

Each stakeholder will analyse the level of risk differently in terms of the types of
consequences that might be felt and the likelihood of those consequences.
Adequacy of river catchments to supply water users
Risks associated with the adequacy of water supplies abstracted from river systems and
associated catchments are of increasing concern. Analysis of the nature of risks
would include: minimum flows to preserve future supplies and protect natural ecosystems;
flooding following exceptional rainfall; quality of water required for public health, agricultural
and horticultural purposes; current and likely demand for public health, agricultural and
horticultural purposes; rainfall trends and patterns under current and credible climatic
conditions; societal preferences. The combination of such factors will give an understanding
of how uncertainty might affect the objectives of all stakeholders in river systems.
Depending on the stakeholder, the nature of risk might be seen as:
•

economic (stakeholders are farmers and others whose livelihoods depend on irrigation)

•

recreational (stakeholders are “boaties” and anglers)

•

environmental (stakeholders are environmentalists)

•

engineering (stakeholders are drainage engineers).

Each stakeholder will analyse the level of risk differently in terms of the types of
consequences that might be felt and the likelihood of those consequences.
Biosecurity controls at airports
Travellers arriving at Australian airports may carry with them biological materials posing
biosecurity risks. Analysis of the nature of risks would include: countries visited; nature of
places visited in each country (eg, farms or forests); pests or pathogens credibly present in
those places; credible impact on species and ecosystems in Australia; materials declared by
the traveller; materials detected by scanning. The combination of such factors will give an
understanding of how uncertainty might affect the objectives of all stakeholders in border
biosecurity.
Depending on the stakeholder, the nature of risk might be seen as:
•

biosecurity (stakeholders are biosecurity officials, environmentalists, and those whose
livelihoods depend on the absence of imported pests)

•

cultural (stakeholders are travellers wishing to bring with them materials from their home
countries)

•

recreational (stakeholders are Australian residents returning from an overseas trip).

Each stakeholder will analyse the level of risk differently in terms of the types of
consequences that might be felt and the likelihood of those consequences.
In the above examples, each stakeholder may be satisfied with the description of the nature of risk but
will be concerned to know appropriate emphasis is placed on the quantitative or semi-quantitative
analysis of the level of risk.
When developing a consequence/likelihood matrix it is most important to show consequence ranges
with points that map against each other. This is far easier said than done.
Data for the nature and level of risk
It is important to keep clear the distinction and background information used for the nature of risk and
level of risk.
The nature of risk may be highly qualitative but informed by some quantitative data whereas the level
of risk may be more quantitative with some qualitative data. For an import risk analysis we would
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expect DAFF to use a report template constructed to at least consider relevant information to be used
in describing the nature of the risk. This template should form part of the DAFF Import Risk Analysis
Handbook. This qualitative data might also provide quantitative data to be used in determining the
level of risk.
Our review of the most recent import risk analyses suggests DAFF is indeed using such a template or
model. If this is the case, it is likely DAFF import risk analyses are providing the “best available
information” 1 for the nature of import risks. However, they do not “explicitly address uncertainty” 2 in
the development and use of the matrix.
We have been asked if the import risk analyses are adequately addressing risks for species or crops
other than the subject of the import risk analysis. We are unable to answer this question as it is
outside our competence and the terms of reference for this report but do recognise this is an
important question meriting further investigation.

1
2

Principle (f), page 7, AS/NZS ISO 31000. “Risk management is based on the best available information”.
Principle (d), page 7, AS/NZS ISO 31000. “Risk management explicitly addresses uncertainty”
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Risk matrix literature review
Origins and applications of the risk matrix
The risk matrix has been in use for many years and in many forms. Ale (2007) credited Napoleon with
the first use of a risk matrix based on the likelihood of consequences; Witt (1973) used a form of twodimensional risk matrix to analyse motor vehicle premium setting; while Hussey (1978) described a
two-dimensional directional policy matrix to aid decision-making.
The consequence/likelihood risk matrix appears to have been applied in the safety sciences in the
late 1980s in the UK with simple versions being described in 1991 in a UK Institution of Occupational
Health and Safety conference in Belfast 3 and by Moore (1997) and others in the 1990s.
An approach to three-dimensional risk matrices with consequences, probability and time was
developed by Antoniadis & Thorpe (2003). Their approach was not well-described but offers an
alternative way of developing import risk assessment matrices to show the speed with which an
unwanted organism might spread from a point of escape.

Advantages, disadvantages and errors
The main advantages of risk matrices are that they (Cox, 2008; Franks, Whitehead, Crossthwaite, &
Smail, 2002; Julian, 2011; Middleton & Franks, 2001; SA, 2012):
•

enable the combination of likelihood and consequences to be represented graphically
(eg, bubble charts)

•

are an easily understood representation of different levels of risk

•

enable decision-makers to focus on the highest priority risks with some consistency

•

enable quick ranking and comparison of risks for attention

•

can be compiled relatively quickly

•

promote discussion in risk workshops.

However, the disadvantages of matrices include that they:
•

lack granularity (eg, a five-point scale cannot represent a wide range of consequences
and their likelihoods)

•

often are designed without reference to the risk profile of the organisation or risks being
reviewed

•

often use uncertain, opaque or obscure design data

•

may tempt users to under- or over-state the consequences or their likelihood, resulting in
incorrect analysis of the level of risk.

Bahill & Smith (2009) discussed use of a frequency/severity graph and showed how it could portray
curved graphs using linear scales or straight lines using log scales. They also showed how care
needed to be taken to use appropriate risk frequency and severity scales to avoid misrepresenting the
level of risk or giving a false picture to decision-makers. Bahill & Smith also argued:
“The data used in a risk analysis have different degrees of uncertainty: some of the values are
known with precision, others are wild guesses; however, in addition to uncertainty, all data
have opportunity for errors”.
This is a key criticism of risk matrices: they are often portrayed or interpreted as a scientific tool
because they contain numbers, even though the input numbers contain unstated uncertainties – even
“wild guesses”. Some of those uncertainties may be back-of-an-envelope calculations, estimates or
guesses made when the matrix was being developed. It therefore is crucial the designer of a matrix
states the assumptions and uncertainties in a matrix, especially if a matrix is to be used in regulatory
work.
Cox (2008), in an exhaustive review of matrices, concluded his theoretical results generally showed
quantitative and semi-quantitative risk matrices have limited ability to correctly reproduce the risk
3

Personal communication, Hani Raffart, 1991
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ratings implied by quantitative models. This is a key theoretical finding that strongly supports our
empirical finding – risk matrices are an overrated way of analysing the level of risk.
Errors in design
While a risk matrix apparently provides a simple mechanism for analysing the level of individual risks,
the design is prone to error and the application may give rise to false certainties. Figure 5 shows an
example of a consequence/likelihood matrix used in the following discussion.

Likelihood →

Figure 5. Example of a consequence/likelihood matrix
Medium

High

High

Extreme

Extreme

Medium

Medium

High

Extreme

Extreme

Low

Medium

Medium

High

Extreme

Low

Low

Medium

High

Extreme

Negligible

Low

Medium

High

Extreme

Consequences →

Cox (2008) demonstrated why a matrix should not use too many colours or labels to represent levels
of risk. Three colours (eg, red, yellow and green) or levels seemed a minimum and five a maximum.
Thus, Figure 5 is at the limits of reliable matrix design.
Smith, Siefert, & Drain (2009) carried out a cross-disciplinary examination of the risk matrix and
showed it is prone to design errors arising from cognitive biases in designers. They used Prospect
Theory (Kahneman & Tversky, 1979) to show how framing effects can distort placement of matrix
reference points (boundaries between cells).
They also showed matrix-users will tend to place consequence/likelihood combinations on a line
drawn diagonally from bottom left to top right. This results in the bottom right cell (high consequences,
low likelihood) being under-used.
Smith, Siefert, & Drain also referred to the problem of underrating probabilities in the design and use
of matrices. Records may show a specified type of event has a known frequency but matrix designers
are unaware of it. This results in misjudgement of the consequence and likelihood scales. Similarly,
matrix users may lack necessary knowledge of events, their consequences and the likelihood of the
consequences.
Inappropriate use of the matrix
The granularity of the consequence and likelihood scales may be inadequate to do more than give an
indication of the level of a risk. For example:
•

the boundary between two financial consequences might be $100,000; inexperienced risk
assessors may be tempted to analyse a negative consequence as less than $100,000 or
estimate a positive consequence as greater than $100,000

•

when considering the likelihood of such consequences, inexperienced risk assessors
may misremember or never have heard of such a negative consequence or be anxious
that a project goes ahead.

Such inaccuracies might place a risk in any group of four contiguous cells in Figure 5. Depending on
the selected consequence and likelihood points, this could give a levels of risk of:
•

extreme, high, or medium

•

high or medium

•

medium or low

•

low or negligible.
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Evans (2012) argued that individual people have different risk tolerances. This can further distort how
a matrix is used: people with low risk tolerance will over-rate a risk having negative consequences
while those with higher risk tolerance will under-rate it.
Guidance in HB 89: 2012 Risk management – Risk assessment techniques (SA, 2012) describes the
matrix as a screening tool and Donoghue (2001) describes the design of qualitative and semiquantitative matrices to aid operational decision-making after walk-through inspections. Other authors
of the articles reviewed for this paper consistently refer to the use of the matrix as a tool for ranking
risks for urgency of attention.
Inappropriate quantification
Often, attempts are made to quantify a matrix by allocating scores to the consequence and likelihood
scales. This might be done in Figure 5 using a linear scale (1, 2, 3, 4, 5) resulting in a range of scores
from 1 (1 x 1 = 1) to 25 (5 x 5 = 25). However, these results would not match the descriptions used for
the cells: the cell in the bottom right-hand corner scores 1 x 5 = 5 but is rated as extreme.
A matrix designer might try to avoid this issue by inserting a numeric risk score in each cell, resulting
in a perfectly symmetrical matrix. Risk is rarely symmetrical and such a matrix would conceal events
resulting in high-consequence, low-likelihood outcomes.
A matrix designer might attempt to apply asymmetrical consequence and likelihood values. For this to
be a valid approach the designer would need a substantial body of data on which to base the chosen
values. Such a database would take time to build and might use, for example:
•

historical data related to an environment that has changed, and so give false results

•

incomplete data, giving rise to uncertainty

•

data under-reported by those responsible for an adverse loss, giving rise to uncertainty
about “washed” data

•

data reported by people on the “winning team”, giving rise to uncertainty due to overstated results

•

use of data from the context of one risk that is not relevant to the context of another.

“Layering “
Further problems arise when designers attempt to reduce the apparent uncertainties in a matrix by
“layering” either qualitative or quantitative pre-test questions leading to the use of a matrix. These also
are subject to framing errors and designer bias, so introducing hidden uncertainties including the
“probability of a probability”.

Summary
Matrices are too often poorly designed and incorrectly interpreted. If they are to be used, they must be
simple, based on relevant data, used following a clear understanding of the nature of a risk, and with
their limitations understood by risk assessors and decision-makers.
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Review of the DAFF matrix
We note the Import Risk Analysis Handbook does not mention, let alone describe the use of, the
DAFF risk estimation matrix. If the matrix is to be seen as a valid risk technique, capable of
withstanding legal scrutiny, its development and application ought to be the subject of a detailed
description.
To conduct the following review of the DAFF risk matrix we needed to see its use in the context of the
overall import risk analysis. That in turn needed to be set in the context of the language and
requirements in WTO, FAO, WOAH and IPPC documents.
The context of the WTO, FAO, WOAH and IPPC documents was covered earlier in this report. We
now briefly review the DAFF import risk analysis process using published documents setting out the
intended approach and the approach used in some examples.

DAFF risk estimation matrix
The matrix
We took account of the findings of our literature review and the ALOP statement above when
reviewing the DAFF risk estimation matrix shown in the New Zealand apples report (Biosecurity
Australia, 2006a), Taiwan Fresh Mangoes report (Biosecurity Australia, 2006b), provisional final
import report for fresh ginger from Fiji (DAFF, 2012a) and Malaysian pineapples report (DAFF,
2012b).
The Malaysian pineapples report was the most recent finalised report available to review (DAFF,
2012b) and an extract showing the application of the DAFF matrix has been reproduced in appendix 2
of this report.
We have reproduced below the standard DAFF matrix as used in each of the import risk analysis
reports reviewed by us (Biosecurity Australia, 2006a, 2006b; DAFF, 2012a, 2012b). The one shown in
our Figure 6 is table 2.5 extracted from the Malaysian pineapples report.

Figure 6. DAFF risk estimation matrix

Likelihood of entry,
establishment or spread

Table 1:

Risk estimation matrix
High
likelihood

Negligible
risk

Very low
risk

Low risk

Moderate
risk

High risk

Extreme
risk

Moderate

Negligible
risk
Negligible
risk
Negligible
risk
Negligible
risk
Negligible
risk
Negligible
impact

Very low
risk
Negligible
risk
Negligible
risk
Negligible
risk
Negligible
risk
Very low

Low risk

Moderate
risk
Low risk

High risk

Extreme
risk
High risk

Low
Very low
Extremely
low
Negligible
likelihood

Very low
risk
Negligible
risk
Negligible
risk
Negligible
risk
Low

Very low risk
Negligible
risk
Negligible
risk
Moderate

Moderate
risk
Low risk
Very low risk
Negligible
risk
High

Moderate
risk
Low risk
Very low
risk
Extreme
impact

Consequences of entry, establishment or spread
Source: Biosecurity Australia (2006a, 2006b) & DAFF (2012a, 2012b)
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Overall design of the matrix
The matrix is a 6x6 matrix. This is a little unusual but quite acceptable for risks with an especially wide
range of consequences and associated likelihoods. However, and while we are not specialists in
biosecurity, we feel intuitively a 6x6 matrix is larger than might be needed for import risk analyses. It
may be possible to redesign and simplify the DAFF matrix to a 5x5 matrix. On page 23 we have
suggested what this might look like.
Labelling of the matrix
In the matrix the X axis is for the consequences of entry, establishment or spread whereas the Y axis
is labelled likelihood of entry, establishment or spread. While this difference may seem subtle and of
small importance it is actually of considerable importance. For example:
•

there is a negligible likelihood of foot and mouth disease entering Australia

•

there is a high likelihood that extreme consequences would follow foot and mouth
disease entering Australia.

Both statements are true and, confusingly, each could be made by using the DAFF matrix.
Unreliability of qualitative descriptors
Since presenting the first draft of this report we have located further evidence of the unreliability of
qualitative descriptors for likelihood such as those used in table 2.1 of the Malaysian pineapples
report, table 2.1 of the Fiji ginger report and table 12 of the New Zealand apples report (reproduced
below as Table 2).
We note table 2.1 in the Fiji ginger report and table 12 of the NZ apples report include probability
ranges; these were not given in other reports. The NZ apples also report gave midpoints of the
ranges; these were not included other report. The indicative probability ranges and midpoint
probabilities are shown in Table 2.
Table 2. Nomenclature for qualitative likelihoods
Column 1

Column 2

Column 3

Column 4

Likelihood

Descriptive definition

Indicative probability (P)
range

Midpoint (if uniform
distribution used)

0.7 < P ≤ 1

0.85

High

The event would be very likely to occur

Moderate

The event would occur with an even probability

0.3 < P ≤ 0.7

0.5

Low

The event would be unlikely to occur

0.05 < P ≤ 0.3

0.175

Very low

The event would be very unlikely to occur

0.001 < P ≤ 0.05

0.026

Extremely low

The event would be extremely unlikely to occur

0.000001 < P ≤ 0.001

0.0005

Negligible

The event would almost certainly not occur

0 ≤ P ≤ 0.000001

0.0000005

Source: table 2.1, DAFF (2012a) and column 4 from Biosecurity Australia (2006a)

As described by a then-senior Central Intelligence Agency officer, Sherman Kent, (Kent, 2007),
qualitative likelihood descriptors and definitions are prone to wide interpretation. Kent wrote the
following in a now-declassified 1964 article, available on the CIA website.
“A few days after the estimate appeared, I was in informal conversation with the Policy
Planning Staff's chairman. We spoke of Yugoslavia and the estimate. Suddenly he said, "By
the way, what did you people mean by the expression `serious possibility'? What kind of odds
did you have in mind?" I told him that my personal estimate was on the dark side, namely,
that the odds were around 65 to 35 in favor of an attack. He was somewhat jolted by this; he
and his colleagues had read "serious possibility" to mean odds very considerably lower.
Understandably troubled by this want of communication, I began asking my own colleagues
on the Board of National Estimates what odds they had had in mind when they agreed to that
wording. It was another jolt to find that each Board member had had somewhat different odds
in mind and the low man was thinking of about 20 to 80, the high of 80 to 20. The rest ranged
in between”.
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The same issues arose following publication of the 2004 draft New Zealand apples report.
“The approach used in the 2004 draft was to assign descriptive terms to quantitative ranges,
(‘high’, ‘moderate’, ‘low’, etc). These terms were used throughout the text to represent these
quantitative ranges. However, this caused some confusion with some stakeholders applying
their own interpretation to the terms rather than the meanings set out in the methodology. In
order to overcome this problem, in the revised draft and this final IRA, the descriptive terms
are only used for qualitative values. Numbers are given for quantitative values” (Biosecurity
Australia, 2006a, p. 42).
Such variations in interpretation have led to a body of research on judgement indicating there are
large differences in the way people understand phrases such as those in Table 2 above and that may
lead to confusion and errors in communication. Research by Budescu, Broomell, & Por (2009)
examined interpretations of likelihood terms used by the Intergovernmental Panel on Climate Change
(IPCC) to communicate uncertainty. The terms use a set of probabilities accompanied by global
interpretational guidelines. The research found respondents' judgments deviated significantly from the
IPCC guidelines, even when the respondents had access to these guidelines.
From this research and our experience we find it likely that DAFF risk analysts may place their own
interpretations on the words used in table 2.1 of the Malaysian pineapple report (DAFF, 2012b) and
other DAFF/Biosecurity reports. In making this statement we are aware the word likely is, itself, open
to interpretation. We therefore suggest there is an 80% probability of idiosyncratic 4 interpretation of
the DAFF nomenclature for qualitative likelihoods. This probability might be revised following research
within DAFF.
Entry, establishment and spread as causes of an event
The methodology described in the Malaysian pineapples report sets out the matrix methodology
including the probability of entry (broken into import and distribution), establishment and spread.
These are referred to as “events” in table 2.1 Nomenclature for qualitative likelihoods in the DAFF
report (see Table 2 on the previous page) but the term event is not defined in relevant WTO, FAO,
WOAH and IPPC documents.
AS/NZS ISO 31000 defines event as an “occurrence or change of a particular set of circumstances.
Note 1 An event can be one or more occurrences, and can have several causes.
Note 2 An event can consist of something not happening.
Note 3 An event can sometimes be referred to as an ‘incident’ or ‘accident’.
Note 4 An event without consequences can also be referred to as a ‘near miss’, ‘incident’,
‘near hit’ or ‘close call’”.
We believe establishment is better thought of as an occurrence or change in specific circumstances
while entry, import and distribution are causes of establishment. This then enables more clarity in
describing the nature of risk.
Consequence is defined in AS/NZS ISO 31000 as the “outcome of an event affecting objectives.
Note 1 An event can lead to a range of consequences.
Note 2 A consequence can be certain or uncertain and can have positive or negative effects
on objectives.
Note 3 Consequences can be expressed qualitatively or quantitatively.
Note 4 Initial consequences can escalate through knock-on effects”.
Event or consequence?
The construction of the DAFF matrix method seems to suggest it is based on the likelihood of an
event. If this is so, the approach is wrong. Risk is the likelihood of the consequences of an event, not
likelihood of an event. It is important to try to understand both the causes of an event and the event
giving rise to the consequences, but it is essential to keep these distinctions clear.

4

Idiosyncratic: a mode of behaviour or way of thought peculiar to an individual (Soanes & Stevenson, 2009).
DAFF Biosecurity Risk Matrix Advice

Page 18

www.riskmgmt.co.nz

Probability and likelihood
The methodology refers to qualitative likelihoods for the probabilities. The terms probability and
likelihood are often used interchangeably but they are not the same. Probability is a “measure of the
chance of occurrence expressed as a number between 0 and 1, where 0 is impossibility and 1 is
absolute certainty” (ISO, 2009b) whereas likelihood is the “chance of something happening”. That
said, likelihood may be “defined, measured or determined objectively or subjectively, qualitatively or
quantitatively, and described using general terms or mathematically (such as a probability or a
frequency over a given time period)” (SA/SNZ ISO, 2009).
If the term probability is used it should be expressed numerically, with uncertainty about the accuracy
of the numbers clearly stated. If the term likelihood is used, it should be described in terms such as
“almost certain” or “almost incredible” leaving no doubt there is uncertainty.
Combination of qualitative likelihood terms
Table 2.2 in the Malaysian pineapples report (and other DAFF reports) sets out rules for combining
descriptive likelihoods. No rationale or source for these rules is given, making the rules opaque and
difficult to comment on. They appear to be the result of combining probabilities and so may be based
on logic. If this is the case, DAFF officials should be able to explain it.
However, the need for that table 2.2 only exists if a risk analyst needs to estimate the qualitative
likelihood of three events giving rise to the likelihood of a specified consequence. This is not good risk
analysis practice and is not necessary if establishment of a pest is seen as an event or change in
specific circumstances while entry, import and distribution are causes of establishment.
The Fijian ginger report includes indicative probabilities (see our Table 2 above) so it is possible
DAFF has been using probabilities in earlier reports but without disclosing them. We therefore used
the indicative probability ranges from the Fijian ginger report and combined the highest numerical
probabilities indicated in Table 2 and show the results in Table 3 below. The calculations were
repeated for the lowest numerical probabilities and the results are shown in Table 4.
The results from Table 3 tend to support the earlier use of probabilities by DAFF in that most of the
highest probabilities combine to support the likelihood labels (18/21). However, somewhat less of the
lowest probabilities combine to support the likelihood labels (15/21). Overall, it is likely the rules for
combining qualitative likelihoods are based on probabilities. This leaves unanswered the question:
“What is the source of the probability ranges?”
It is good practice to cite a source for such probability ranges. The best source would be peer
reviewed published in a scientific journal but in-house research might also give assurance to decisionmakers and provide a defensible position.
Table 3. Combination of highest probabilities for events
High

Moderate

Low

Very low

Extremely
low

Negligible

≤1

≤0.7

≤0.3

≤0.05

≤0.001

≤0.000001

≤1

≤0.7

≤0.3

≤0.05

≤0.001

≤0.000001

High

≤1

Moderate

≤0.7

-

≤0.49

≤0.21

≤0.035

≤0.0007

≤0.0000007

Low

≤0.3

-

-

≤0.09

≤0.0015

≤0.00003

≤0.00000003

Very low

≤0.05

-

-

-

≤0.0025

≤0.00005

≤0.0.00000005

Extremely
low

≤0.001

-

-

-

-

≤0.000001

≤0.000000001

Negligible

≤0.000001

-

-

-

-

-

≤0.0000000000001
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Table 4. Combination of lowest probabilities for events
High

Moderate

Low

Very low

Extremely low

Negligible

0.7

0.3

0.05

0.001

0.000001

0

High

0.7

0.49

0.21

0.035

0.0007

0.0000007

0

Moderate

0.3

-

0.09

0.015

0.0003

0.0000003

0

Low

0.05

-

-

0.0025

0.00005

0.00000005

0

Very low

0.001

-

-

-

0.000001

0.000000001

0

Extremely
low

0.000001

-

-

-

-

0.0000000000001

0

Negligible

0

-

-

-

-

-

0

Use of the matrix in practice
Applying the rules for combining qualitative likelihoods can give some apparently strange results. For
example, combining two qualitative low likelihoods gives a very low likelihood. However, low has a
maximum indicative probability of 0.3 in the Malaysian pineapples report and 0.3 x 0.3 = 0.09. The
resulting 0.09 is within the low range of indicative probabilities: should a risk analyst determine the
probability is low (based on the indicative probabilities) or very low (based on the rules for combining
qualitative likelihoods)?
This is of some importance as very low is the Australian Government ALOP and a low risk
would not be acceptable whereas a very low risk would be acceptable.
This has the potential to lead to litigation following refusal to allow entry of a low risk commodity when
a slightly different analysis might have shown it to be a very low risk commodity.
A further problem is that 0.3 is the top of the low range and bottom of the moderate range. If a risk
analyst determined the probability of an event was 0.3 should they name it low or moderate?
It also is evident consequence scale labels cause confusion because they either are the same as the
likelihood scale labels or very similar. See our Figure 6 above; in that graphic, a person using the
matrix finds the words:
•

extreme (impact, consequence or level of risk?)

•

high (consequence, level of risk or likelihood?)

•

moderate (consequence, level of risk or likelihood?)

•

low (consequence, level of risk or likelihood?)

•

very low (consequence, level of risk or likelihood?)

•

negligible (consequence, level of risk or likelihood?).

This has the potential to be confusing for discussions between risk analysts, decision-makers and
other stakeholders and does not meet good matrix design practice. Distinctive words or letter/number
combinations should be used. See, for example HB 436 (SA/SNZ, 2004) and HB 89 (SA, 2012)
published by Standards Australia.
Changes in trade following import approval
Any import risk analysis should consider the foreseeable volume and duration of trade. In the Fijian
ginger report DAFF considered “if all other conditions remain the same, the overall likelihood of entry
will increase as time passes and the overall volume of trade increases” and “DAFF Biosecurity
assumed that a substantial volume of trade will occur” (DAFF, 2012a, p. 9 and 10). This may not
always be true for a number of reasons, including changes in consumer preferences, “buy-Australia”
campaigns and natural disasters in the exporting country.
However, assuming the DAFF view to be correct, no risk matrix can do more than reflect the level of
risk for specified circumstances arising from analysis of the nature of risk at one point in time.
An import risk analysis might use several matrices representing the likely level of risk at future times.
Each would be based on the assumptions stated in the description of the nature of the risk. For
example, DAFF might report as follows:
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Our IRA for the first 12 months of import shows the nature of risk to be XXX [the body of
evidence inserted here]. Arising from this and using risk matrix X the level of risk is estimated
to be [insert label or number].
However, to the end of year 5, trade is likely to have increased by Z% changing the nature of
risk to YYY [the additional body of evidence inserted here]. Arising from this and using risk
matrix Y the level of risk is estimated to be [insert label or number].
The analysed levels of risk shown in each of a series of matrices might in turn be graphed to show
change over time within ranges. This might be of value to decision-makers assuming the context of
the proposed export remains the same over that time. Given the uncertainties around the matrix such
a graph would need to be clearly tagged with assumptions and uncertainties.
Appropriate level of sanitary and phytosanitary protection (ALOP) and risk criteria
When deciding if a risk is acceptable it is necessary to have some way of evaluating the risk, after
analysis, to decide if the level of risk is above or below pre-determined criteria.
In the NZ apples report (Biosecurity Australia, 2006a, p. 4) the matrix is introduced by the phrase
“ALOP can be illustrated using a ‘risk estimation matrix’ (see Table 1)”.
This is followed by a copy of the matrix. There is a brief discussion in the report of a claim by a
stakeholder that the matrix did not represent government policy on ALOP, but this was rejected by
Biosecurity Australia. As the matrix was not supported by any description of the underlying analytical
work that precedes use of the matrix this might not have been a defensible rejection.
To try to compare the generic management of risk described in AS/NZS ISO 31000 and the WTO,
FAO, WOAH and IPPC documents we have considered what ALOP can be equated with, and believe
it is close to the concept of “risk criteria”.
The term risk criteria is defined in AS/NZS ISO 31000 as the “terms of reference by which the
significance of risk is assessed.
Note 1 Risk criteria are based on organizational objectives, and external and internal context.
Note 2 Risk criteria can be derived from standards, laws, policies and other requirements”.
For import risk analysis, organisational objectives will be the objectives of the Australian Government,
as expressed in legislation and standards, laws, policies and other requirements.
The Biosecurity Australia Import Risk Analysis Handbook states:
“Like many other WTO Members, Australia expresses its ALOP in qualitative terms.
The Australian Government, with the agreement of all state and territory governments, has
expressed Australia’s ALOP as providing a high level of sanitary and phytosanitary protection
aimed at reducing risk to a very low level, but not to zero” (DAFF, 2011, p. 33).
This strongly suggests import risk analysis should also be in qualitative terms, although some
quantification may be possible and useful if the data is reliable.
It also allows for an “ALOP line” to be drawn across a matrix to indicate acceptable and unacceptable
levels of risk. Such a line may be straight or curved; in the DAFF matrix it is a straight line.
Consequence scales – geographical impacts
The methodology in the DAFF matrix describes the assessment of consequences. Four levels of
consequence are considered for four levels of Australian community, viz:
“Local: an aggregate of households or enterprises (a rural community, a town or a local
government area).
District: a geographically or geopolitically associated collection of aggregates (generally a
recognised section of a state or territory, such as ‘Far North Queensland’).
Regional: a geographically or geopolitically associated collection of districts in a geographic
area (generally a state or territory, although there may be exceptions with larger states such
as Western Australia).
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National: Australia wide (Australian mainland states and territories and Tasmania)” (DAFF,
2012a).
The four levels of consequence are, as shown, reasonable but may apply to any size of community.
For example, a small community might be a major contributor to the regional or national economy. As
shown, such a contribution might be understated. The reverse might be true with a pest having trivial
national impacts felt catastrophically at a local level.
This problem can be overcome by developing consequence scales based on, for example, national
GDP, percentage of national crop at risk, or viable planting area at risk.
Does the matrix overstate or understate the level of risk?
It is possible the rules for combining qualitative likelihoods either overstate or understate the level of
risk in some cases. As noted, the rules are opaque with no source cited and therefore leave in doubt
their reliability.
Two of the reports provide indicative probability ranges. These would be most helpful if their sources
were cited; we are again left with doubt about the provenance and reliability of the indicative
probabilities. Furthermore, our calculations (Table 3 and Table 4 above) suggest that some indicative
probability range combinations may give results that breach the DAFF rules for combining qualitative
likelihoods.
Overall, combining the likelihoods and/or their indicative probabilities may either overstate or
understate the level of import risk.
Is there increased biosecurity risk arising from use of the matrix?
From our response to the previous question, the simple answer might be yes. However, we have reread the four IRA reports and been impressed with the qualitative analyses and their summary risk
evaluations. In the Fijian ginger report there is a very clear link between the qualitative nature of risk
descriptions and selected likelihood description. We also specifically note the 2006 NZ apples report
used a more quantitative approach making more transparent the analysed levels of risk for each pest.
Thus, it seems likely the DAFF IRA approach is sound up to the use of the matrix and rules for the
combination of qualitative likelihoods. In this part of the risk analysis there is the possibility of
increased biosecurity risk.
The converse may also be true: the matrix may be overstating the level of biosecurity risk.

DAFF matrix design solutions
Can the DAFF matrix be improved? The answer is a guarded “yes” as the matrix requires major
redesign to be a true consequence/likelihood matrix.
Risk perception
To improve the design of the matrix DAFF risk analysts need to know and understand the perception
of risk in DAFF and external stakeholders, including RRAT.
Risk perception is defined in the ISO Risk Management Vocabulary (ISO, 2009b) as “the
stakeholder’s view on a risk” and “reflects the stakeholder’s needs, issues, knowledge, belief and
values”.
Risk perceptions of external stakeholders may be intuitive feelings, based on media reports (Slovic,
2000). Some stakeholders may believe that levels of risk are increasing whereas the reverse may be
the case. DAFF risk analysts need to understand the risk perceptions of external stakeholders as
distinct from their professional perception of risk.
In Australia, public perceptions of biosecurity risks may be shaded by, for example, environmental
damage caused by the release of wild rabbits in the 1800s and the harm caused by cane toads. Or
there may be a proposal to import from overseas an exotic species or a species already in Australia
that can carry some disease or pest (for example, the recent change to allow imports of European
rabbits that might carry epizootic rabbit enteropathy).
Such risk perceptions should be incorporated into risk criteria used to analyse the consequences of a
given import risk.
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Generic scales
Scales relevant to the consequences of the risk event and the likelihood of those consequences
should be developed by DAFF. The best source of unbiased guidance on this is the now out-of-date
joint Standards Australia/Standards New Zealand handbook HB 436 (SA/SNZ, 2004, pp. 50-57) 5.
DAFF risk analysts should submit their proposed consequence and likelihood scales and matrix to
senior managers (and possibly politicians) for independent approval. This “governance” level should
not have been party to the development of the scales.
The levels of risk allocated to the cells in the matrix might be labelled:
• acceptable, indiscernible level of risk, no further action required
• tolerable level of risk, some action required to modify the risk
• unacceptable level of risk, prohibit entry.
These align with the comments by Cox (2008) who suggested a limited number of defined levels of
risk.
An example of a partially developed consequence/likelihood import risk analysis matrix is shown in
Table 5 below. The grey shaded cells show the level of risk; empty cells need to be completed by
DAFF.
Table 5. Indicative revised risk estimation matrix
Note 2

Almost certain
Expected to occur in most
circumstances

Unacceptable
level of risk,
prohibit entry

Likelihood →

Likely
Would probably occur in
most circumstances

Note 3

Possible
Could occur at some time
Tolerable level of
risk, some action
required to modify
the risk

Unlikely
Not expected to occur
Rare
May occur only in
exceptional
circumstances
Consequence →

Acceptable
indiscernible
level of risk, no
further action
required
Insignificant

Minor

Moderate

Major

Catastrophic

Economic consequences

Note 1

Note 1

Note 1

Note 1

Note 1

Impact on ecosystems

Note 1

Note 1

Note 1

Note 1

Note 1

Mortality/morbidity

Note 1

Note 1

Note 1

Note 1

Note 1

Note 1. Enter relevant information in each cell to show the consequences expressed in terms of economic consequences (dollars,
percentage of GDP, etc), mortality/morbidity, native species and ecosystems, reversibility, etc.
Note 2. Substitute likelihood terms and descriptions relevant to Australian biosecurity requirements.
Note 3. The level of risk cells need to be completed. For convenience they could be coloured suggesting the level (eg, red, amber, green).

The revised matrix and a description of how it was developed should form part of each import risk
analysis report.

5

HB 436 was under revision at the time of writing this report.
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Alternative risk techniques
WTO and stakeholder expectations
If matrices have so many deficiencies, are there alternative risk techniques that are less error-prone
or less likely to mislead? To help answer this question we have used international standards and
handbooks giving more guidance than is available in FAO, WOAH and IPPC documents.
In AS/NZS ISO 31000 risk analysis is the “process to comprehend the nature of risk and to determine
the level of risk [our emphasis added].
Note 1: Risk analysis provides the basis for risk evaluation and decisions about risk
treatment.
Note 2: Risk analysis includes risk estimation”.
(The FAO, WOAH and IPPC documents – but not the WTO agreement on SPS measures – call this
risk assessment, not risk analysis.) The risk analysis definition aligns with the requirements of the
WTO for an importing country to have “an objective and defensible method of assessing the disease
risks associated with the importation of animals, animal products, animal genetic material, feedstuffs,
biological products and pathological material”. To satisfy the WTO, a risk assessment must go
beyond:
“… mere ‘possibilities’ of invasion, while allowing that the actual probabilities it required
instead need not be numerical but could be based on substantial but qualitative evidence. In
effect, it imposes on those arguing for a restriction on imports an onus to establish some
substantial (but not necessarily numerical) probability of the establishment of a pest in the
importing country” [emphasis added] (Franklin, Sisson, Burgman, & Martin, 2008).
While this mentions the use of non-mathematical probabilities it specifically refers to “substantial but
qualitative evidence”.
How that evidence is gathered and presented is a matter for best practice risk analysis involving
stakeholders and recognised risk assessment techniques.

Risk naming
We believe a risk name should be a short risk description giving a “structured statement of risk usually
containing four elements: sources, events, causes and consequences” (ISO, 2009b). The term “risk
source” means an “element which alone or in combination has the intrinsic potential to give rise to
risk” and “a risk source can be tangible or intangible” (ISO, 2009c); it might be a family of pest species
or the food item proposed to be imported. The terms “event” and “consequences” have already been
discussed. With these points in mind, we review possible risk techniques.

Sources of information
We reviewed techniques set out in international standard ISO 31010: 2009 Risk management – Risk
assessment techniques (published in Australia with amendments as HB 89: 2012 Risk management –
Risk assessment techniques) and identified the following as possible alternative techniques for
understanding the level of risk. Some techniques are qualitative, some are quantitative, while others
can be either qualitative or quantitative:
•

consequence/likelihood matrix (as distinct from the likelihood/event/consequence matrix
used by DAFF)

•

decision tree analysis

•

Delphi techniques

•

failure mode and effect analysis (FMEA)

•

failure mode, effects and criticality analysis (FMECA)

•

fault tree analysis

•

event tree analysis

•

bow-tie analysis
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•

FN curves

•

HAZard and OPerability (HAZOP) studies

•

layers of protection analysis (LOPA)

•

Monte Carlo simulation

•

root cause analysis

•

scenario analysis

•

structured what-if-then (SWIFT).

From our professional experience and understanding of biosecurity risks, we believe DAFF should
explore the combination of fault tree analysis, event tree analysis, bow-tie analysis and
consequence/likelihood matrix. These will help decision-makers visualise the nature of a given risk
associated with a proposed importation and then see how the level of risk maps onto a revised
qualitative DAFF consequence/likelihood matrix.
Fault tree analysis and event tree analysis are the left- and right-hand sides respectively of a bow-tie
analysis and can be qualitative or quantitative. They therefore may help determine the level of risk
and validate the use of a revised consequence/likelihood matrix.
This combination would demonstrate a rigorous approach to understanding the causes of an event,
the consequences resulting from the event and how the consequences might impact on the Australian
Government’s biosecurity objectives as set out in ALOP.
We discuss each technique and present some simple examples of these techniques below.

Establishing the nature of risk
While we have been impressed with the scientific information in three import risk analyses, a detailed
review of these is outside our terms of reference. The narrative reports describe the nature of each
risk and form the basis for any determination of the level of risk. It therefore is crucial they contain the
best available information. In the time available for this project, we have assumed the DAFF import
risk analyses do provide best practice information on the nature of import risks. However, to help
decision-makers determine if that is the case we have compiled the following draft checklist. It should
help ensure import risk analyses are “objective and defensible”.
The following table was developed using the guidance set out in AS/NZS ISO 31000. In particular, it
follows the principles for effective risk management (including risk assessment) in section 3 of the
standard.
DAFF officials may wish to develop it further to help ensure import risk analyses do, in fact, meet best
practice and provide an assurance statement as part of each import risk analysis report.
Table 6. Import risk analysis effectiveness checklist
Questions

Findings

Does the report summarise relevant quarantine and other relevant
Australian Government legislation or international treaties?
Are the sanitary and phytosanitary objectives of the Australian
Government clearly identified in the import risk analysis report?
Arising from the sanitary and phytosanitary objectives, quarantine
and other legislation and international treaties, have clear sanitary
and phytosanitary criteria been established for risk evaluation?
Criteria are the appropriate level of protection (ALOP) set by the
Australian Government.
Is there a clear description of the context of the export country?
Does this description include the maturity and ethics of state sector
regulatory agencies and the degree of self-regulation?
Is there a clear description of the context of harvesting, processing
and transporting the product before export?
Does this description include relevant sanitary or similar controls
and their reliability?
DAFF Biosecurity Risk Matrix Advice

Page 25

www.riskmgmt.co.nz

Questions

Findings

Which stakeholders did the risk analysts communicate with before,
during and on completion of risk analysis?
Which stakeholders did the risk analysts consult with before, during
and on completion of risk analysis?
Does the report clearly identify the stakeholders’ concerns about the
proposal and associated risks?
Did the risk analysts follow a consistent process meeting best
practice to identify risks, understand the nature of each risk and
then determine the level of each risk?
Which techniques were used to identify the risks associated with the
proposed import?
Does each risk name set out the:
• risk source
• possible causes of the risk event
• the risk event
• possible consequences
• impacts on the sanitary and phytosanitary objectives
Which risk analysis techniques did the risk analysts use?
Did those techniques enable “triangulation” to show the different
characteristics of each risk and so build a comprehensive picture of
each risk?
Is the description of the nature of each risk clear and unambiguous?
Has uncertainty been discussed in relation to the nature of each risk
and how did this inform the use of any quantitative risk analysis?
How was the level of each risk determined?
Has the level of each risk been compared with other, similar risks
that have been accepted or rejected by the Australian Government?
Has the import risk analysis been adapted to any unusual features
of the proposal and is any such adaptation clearly identified?
Overall, is the import risk analysis systematic and structured?
Does the risk assessment process provide the best available
information to decision-makers in a useful and usable way?

Uncertainty
Risk is not defined in the WTO, FAO, WOAH or IPPC documents but it is defined in AS/NZS ISO
AS/NZS ISO 31000 as “the effect of uncertainty on objectives”. Note 5 to that definition further defines
uncertainty as “the state, even partial, of deficiency of information related to, understanding or
knowledge of, an event, its consequence, or likelihood”.
AS/NZS ISO 31000 also sets out 11 principles for effective risk management, including risk
assessment and risk analysis. Principle (d) states:
“Risk management explicitly addresses uncertainty.
Risk management explicitly takes account of uncertainty, the nature of that uncertainty, and
how it can be addressed”.
It therefore is essential any import risk analysis openly addresses uncertainty. As will be seen,
uncertainty about numerical data may make any quantitative import risk analysis of doubtful value.

Consequence/likelihood matrix
A consequence/likelihood matrix is a qualitative or semi-quantitative risk analysis “tool for ranking and
displaying risks by defining ranges for consequence and likelihood” (ISO, 2009b). It is one way of
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combining qualitative or semi-quantitative estimates of the consequences of a risk and the likelihood
of the specified consequence occurring. This tells something about the level of risk – that is, the
“magnitude of a risk expressed in terms of the combination of consequences and their likelihood”
(ISO, 2009b).
Risks with multiple consequences can be plotted on a matrix to show risk levels for each combination
of consequence and likelihood. If designed to take account of the context of an organisation or a
specific risk assessment, a matrix can aid risk ranking to help a risk assessor evaluate risks or decide
on priorities for further risk analysis or for risk treatment.
It also is possible to plot three levels of risk on a matrix:
•

the level of risk with no controls in place or assuming controls have failed

•

the level of risk with current controls in place, taking account of their individual or
collective effectiveness

•

the level of risk that might be achieved after any treatments have been implemented to
modify an otherwise unacceptable level of risk.

This helps identify controls that, individually or collectively, are key controls because they have some
major effects on the level of risk. This in turn would guide DAFF biosecurity staff in their decisions
about auditing and checking on import controls.

Fault tree analysis
Fault tree analysis (FTA) is a “top down”, logic-based analysis tool for identifying “events” that can
combine through AND or OR gates to result in a specified “top event”. The events may be initiating
events, changes in circumstances or failure of controls (IEC, 1990; ISO, 2009a). A fault tree can be
used as the left-hand side in bow-tie analysis, in which case the causal events flow from left to right
resulting in the top event.
A well-constructed qualitative FTA can give very good information about how the top event might
occur. A large FTA can be time-consuming to develop but can help identify where there is complexity
in a system.
Four basic symbols commonly used in fault tree analysis are shown in Table 7.
Table 7. Symbols for use in fault tree analysis
Symbol

Function

Description

Event description block

Name or description of the event, the event code, and
probability of occurrence (as required) are included within the
symbol
Alternatively a general gate symbol whose function is defined
within the symbol

AND gate

The output event occurs only if all input events occur at the
same time

OR gate

The output event occurs if any of the input events occur, either
alone or in combination

Basic event

Event described by a basic component or part failure which
cannot be subdivided. It marks the lowest level of development
in the tree

Quantitative output
A fault tree analysis can be quantified by assigning probabilities to initiating events or faults. These
are then combined through AND and OR logic gates. In an AND gate, the probabilities are multiplied.
In an OR gate, the probabilities are added.
Event probabilities mostly depend on historical data. If there has been a change in that data or in the
conditions of use or operation of the system, a quantified FTA may be very inaccurate.
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Figure 7 below is a simple quantified fault tree with a “top down” layout. The input data is uncertain
and is shown as ranges of probabilities of occurrence per year. Therefore, the harmful top event
-5
-5
carries considerable uncertainty with a wide range of probabilities from 9x10 to 75x10 .
We note this hypothetical fault tree uses ranges in a similar way to the DAFF indicative probabilities
and so results in an almost meaningless range of probabilities for the top event. In such a case a risk
analyst would either research better input data or make the fault tree qualitative.

Top event
AND
multiply
OR
add

Range is
0.00009-0.00075

Range is
0.075-0.15

AND
multiply

Range is
0.0.00125-0.005

A

B

C

D

Range is
0.05-0.1

Range is
0.025-0.05

Range is
0.25-0.5

Range is
0.005-0.01

Simple FTA (C) 2012 Risk Management Ltd

Figure 7. Simple quantified fault tree with ranges of input and output data

Event tree analysis
Event tree analysis (ETA) is a graphical technique that can be used quantitatively or qualitatively to
logically identify the possible consequences of events (ISO, 2009a; ISO/IEC, 2009).
The event tree below is for the consequences of a dust explosion in a sprinkler-protected building.
The diagram flows from left to right showing the initiating event, the effect of barriers (current controls
or proposed treatments) and finally the range of outcomes. Operation of the sprinkler and fire alarm
systems is assessed on their probable condition after an explosion has occurred. The most probable
-3
outcome is “controlled fire with alarm” with a frequency of 7.9x10 .
The initiating event for this event tree might be the top event in a fault tree. If that event acts to tie
together the two trees the result is bow-tie analysis.
Figure 8. Event tree analysis example

Initiating event

Start of fire

Sprinkler system
works

Fire alarm is activated
Yes

Yes

0.999

0.99

No

Yes

0.001

0.8

Yes

Explosion
0.01 per year
No
0.2
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No

0.999

0.01

No
0.001

Consequence or
outcome
Controlled fire
with alarm

Frequency per
year
7.9x10

-3

Controlled fire
with no alarm

7.9x10

-6

Uncontrolled fire
with alarm

8.0x10

-5

Uncontrolled fire
with no alarm

8.0x10

-8

2.0x10

-3

No fire
Event tree analysis (C) Risk Management Limited 2004
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Bow-tie analysis
Bow-ties graphically display the relationship between initiating events, events, controls,
consequences and impacts on objectives using a combination of fault tree analysis and event-tree
analysis to convey information about controls for prevention, detection, halting or recovering from an
event (Cockshott, 2005; Franks et al., 2002).
Bow-ties are often easier to understand than fault trees and event trees, as they show how causes
flow to consequences. An example of a generic bow-tie is shown below.
Figure 9. A generic bow-tie
Event tree analysis

Fault tree analysis
(NB: the tree has
o
been rotated through 90 )

Underlying or root causes

Direct causes

C17

Initiating event 1
C1

Risk source 2

Consequence 1
C4

Event 1
C8

Initiating event 2
C2

C10

C5

Key
Event (3)

Objectives

Risk source 1

Escalation
factor 2

Consequence 2
C11
Consequence 4

Risk source 3

Event 2

Initiating event 3

C9

C6

C3

Escalation
factor 1

C12

Consequence 3

C13

C15
Consequence 5

C14

C7

C16

Bow tie analysis (C) 2010-2012 Risk Management Ltd

C = control

This bow-tie has three risk sources and is for negative impacts on objectives (ALOP in an import risk
analysis). Each risk source gives rise to an initiating event but for event 1 to occur, initiating events 1
and 2 must combine. On the right-hand side, consequence 3 gives rise to two knock-on
consequences. The bow-tie also shows:
• controls C1-3 are intended to modify the risk sources
• controls C4-6 and C8 and C9 are intended to change the nature and magnitude of
likelihood
• event 3 is the key event (the top event of a fault tree)
• controls C10-16 are intended to change the nature and magnitude of likelihood or change
the consequences
• controls C15 and C16 might also share the consequences with another party (eg, through
insurance)
• escalation factor 1 (eg, public outrage about event 2) is modified by control C7 (eg, spare
capacity) and escalation factor 2 (eg, public outrage about consequence 1) is modified by
control C17 (eg, a crisis communications plan).
In summary, bow-tie analysis enables the display of many causes of an event, the many possible
consequences of that event and, for an import risk analysis, where the sanitary or phytosanitary
controls act.
In the time available and with the information at our disposal, we have not been able to develop a
bow-tie for an import risk analysis. However, Figure 10 suggests how one might be used in
conjunction with a revised consequence/likelihood matrix and quantified fault tree and event tree
analyses.
Please note: Figure 10 shows one risk source (the origin of pest X) and no controls or escalation
factors have been included in the bow-tie. Using bow-tie analysis for the New Zealand apple import
risk analysis might have required lines of analysis for each pest organism.
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At top left in the fault tree analysis side either illicit import or approved import of pest X occurs
combining through an OR gate. That is, either or both causal events will result in import. This causal
event must combine with distribution and adaptation of the pest through an AND gate. Illicit import is
shown as a basic event that is not explored further.
Distribution of pest X would need to be explored in more detail, as indicated by the cloud symbol.
Similarly, adaptation of pest X would need to be explored in more detail.
Resulting from the combination of import, distribution and adaptation, pest X becomes established
and consequences are felt either locally OR in the district OR regionally OR nationally. That is, all
three causal events must happen for the top event to occur. Any or all of the consequences can then
result and a consequence/likelihood matrix is used to determine the level of risk for each of the
consequences.
The overall description of the nature of the risk of importing pest X and the level(s) of risk then form
the basis for the import risk analysis report. If other pests could also be imported the process is
repeated for each.
Figure 10. Indicative bow-tie analysis for import risk analysis

Conclusions
A fully developed bow-tie will show stakeholders that all significant causes, consequences and
controls have been considered before any decision is made to:
•

reject a proposal

•

accept a proposal subject to treatment of the risk at source, in transport or on arrival

•

accept the proposal unconditionally.

The bow-tie might be supported by quantified fault tree or event tree analyses if the data is reliable,
but should be supported by a consequence/likelihood matrix.
We believe this combination will give the “objective and defensible method of assessing the disease
risks associated with the importation of animals, animal products, animal genetic material, feedstuffs,
biological products and pathological material” sought by RRAT and other stakeholders and
recommended by the World Trade Organization.
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Appendix 1. Comparative vocabulary
The following risk-related terms are used in the treaties, agreements and standards documents cited
in this report. Each term is listed alphabetically and the source document referenced.

Appropriate level of sanitary or phytosanitary protection is “the level of protection deemed appropriate
by the Member establishing a sanitary or phytosanitary measure to protect human, animal or plant life
or health within its territory.
Note: Many Members otherwise refer to this concept as the ‘acceptable level of risk’".
(WTO, 1997)
Communication and consultation are “continual and iterative processes that an organisation conducts
to provide, share or obtain information and to engage in dialogue with stakeholders regarding the
management of risk
Note 1. The information can relate to the existence, nature, form, likelihood, significance,
evaluation, acceptability and treatment of the management of risk.
Note 2. Consultation is a two-way process of informed communication between an
organization and its stakeholders on an issue prior to making a decision or determining a
direction on that issue. Consultation is:
•

a process which impacts on a decision through influence rather than power; and

•

an input to decision making, not joint decision making.

(SA/SNZ ISO, 2009).
Consequence is the “outcome of an event affecting objectives.
Note 1 An event can lead to a range of consequences.
Note 2 A consequence can be certain or uncertain and can have positive or negative effects
on objectives.
Note 3 Consequences can be expressed qualitatively or quantitatively.
Note 4 Initial consequences can escalate through knock-on effects”.
(SA/SNZ ISO, 2009)
Control is a “measure that is modifying risk.
Note 1 Controls include any process, policy, device, practice, or other actions which modify
risk.
Note 2 Controls may not always exert the intended or assumed modifying effect” .
(SA/SNZ ISO, 2009)
Control means “prevention, elimination, or reduction of hazards and/or minimization of risks”.
(FAO, 1999)
Effectiveness is the extent to which planned activities are realised and planned results achieved (ISO
9000
(ISO, 2005).
Event is an “occurrence or change of a particular set of circumstances.
Note 1 An event can be one or more occurrences, and can have several causes.
Note 2 An event can consist of something not happening.
Note 3 An event can sometimes be referred to as an “incident” or “accident”.
Note 4 An event without consequences can also be referred to as a ‘near miss’, ‘incident’,
‘near hit’ or ‘close call’”
DAFF Biosecurity Risk Matrix Advice

Page 33

www.riskmgmt.co.nz

(SA/SNZ ISO, 2009)
External context is the “external environment in which the organisation seeks to achieve its objectives.
Note: External context can include:
•

the cultural, social, political, legal, regulatory, financial, technological, economic, natural
and competitive environment, whether international, national, regional or local;

•

key drivers and trends having impact on the objectives of the organization; and
relationships with, and perceptions and values of external stakeholders”

(SA/SNZ ISO, 2009).
Frequency is a “measure of the likelihood of an event expressed as a number of events or outcomes
per defined unit of time”.
(ISO, 2009b)
Hazard is a “source of potential harm.
Note: Hazard can be a risk source”.
(ISO, 2009b).
Hazard is “a biological, chemical or physical agent in, or condition of, food with the potential to cause
an adverse health effect”
(FAO, 1999)
Hazard characterization is “the qualitative and/or quantitative evaluation of the nature of the adverse
health effects associated with the hazard. For the purpose of Microbiological Risk Assessment the
concerns relate to microorganisms and/or their toxins”.
(FAO, 1999)
Hazard identification is “the identification of biological, chemical, and physical agents capable of
causing adverse health effects and which may be present in a particular food or group of foods.
(FAO, 1999)
Internal context is the “internal environment in which the organization seeks to achieve its objectives
Note: Internal context can include:
•

governance, organizational structure, roles and accountabilities;

•

policies, objectives, and the strategies that are in place to achieve them;

•

the capabilities, understood in terms of resources and knowledge (e.g. capital, time,
people, processes, systems and technologies);

•

information systems, information flows and decision-making processes (both formal and
informal);

•

relationships with, and perceptions and values of, internal stakeholders;

•

the organization's culture;

•

standards, guidelines and models adopted by the organization; and form and extent of
contractual relationships”.

(SA/SNZ ISO, 2009)
Level of risk is the “magnitude of a risk expressed in terms of the combination of consequences and
their likelihood”.
(SA/SNZ ISO, 2009)
Likelihood is the “chance of something happening.
Note 1: In risk management terminology, the word “likelihood” is used to refer to the chance of
something happening, whether defined, measured or determined objectively or subjectively,
qualitatively or quantitatively, and described using general terms or mathematically (such as a
probability or a frequency over a given time period).
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Note 2: The English term “likelihood” does not have a direct equivalent in some languages;
instead, the equivalent of the term “probability” is often used. However, in English,
“probability” is often narrowly interpreted as a mathematical term. Therefore, in risk
management terminology, “likelihood” is used with the intent that it should have the same
broad interpretation as the term “probability” has in many languages other than English”.
(SA/SNZ ISO, 2009)
Probability is a “measure of the chance of occurrence expressed as a number between 0 and 1,
where 0 is impossibility and 1 is absolute certainty”.
(ISO, 2009b)
Quantitative risk assessment is a “risk assessment that provides numerical expressions of risk and
indication of the attendant uncertainties (stated in the 1995 Expert Consultation definition on Risk
Analysis)”.
(FAO, 1999)
Qualitative risk assessment is a “risk assessment based on data which, while forming an inadequate
basis for numerical risk estimations, nonetheless, when conditioned by prior expert knowledge and
identification of attendant uncertainties permits risk ranking or separation into descriptive categories of
risk.
(FAO, 1999)
Risk is “the effect of uncertainty on objectives.
Note 1: An effect is a deviation from the expected – positive or negative.
Note 2: Objectives can have different aspects such as financial, health and safety, and
environmental goals and can apply at different levels such as strategic, organisation-wide,
project, product, and process.
Note 3: Risk is often characterised by reference to potential events, consequences, or a
combination of these and how they can affect the achievement of objectives.
Note 4: Risk is often expressed in terms of a combination of the consequences of an event or
a change in circumstances, and the associated likelihood of occurrence.
Note 5: Uncertainty is the state, even partial, of deficiency of information related to,
understanding or knowledge of, an event, its consequence, or likelihood”.
(SA/SNZ ISO, 2009)
Risk is “a function of the probability of an adverse health effect and the severity of that effect,
consequential to a hazard(s) in food”.
(FAO, 1999)
Risk analysis is “a process consisting of three components: risk assessment, risk management and
risk communication”.
(FAO, 1999)
Risk assessment is “a scientifically based process consisting of the following steps: (i) hazard
identification, (ii) hazard characterization, (iii) exposure assessment, and (iv) risk characterization.
(FAO, 1999)
Risk characterization is “the process of determining the qualitative and/or quantitative estimation,
including attendant uncertainties, of the probability of occurrence and severity of known or potential
adverse health effects in a given population based on hazard identification, hazard characterization
and exposure assessment”.
(FAO, 1999)
Risk communication is “the interactive exchange of information and opinions concerning risk and risk
management among risk assessors, risk managers, consumers and other interested parties.
(FAO, 1999)
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Risk estimate is the “output of risk characterization”.
(FAO, 1999)
Risk appetite is the “amount and type of risk an organisation is prepared to pursue, retain or take”.
(ISO, 2009b)
Risk assessment is “the overall process of risk identification, risk analysis and risk evaluation”.
(SA/SNZ ISO, 2009)
Risk assessment: “the evaluation of the likelihood of entry, establishment or spread of a pest or
disease within the territory of an importing Member according to the sanitary or phytosanitary
measures which might be applied, and of the associated potential biological and economic
consequences; or the evaluation of the potential for adverse effects on human or animal health arising
from the presence of additives, contaminants, toxins or disease-causing organisms in food,
beverages or feedstuffs”.
(WTO, 1997, p. 78)
Risk criteria are the “terms of reference by which the significance of risk is assessed.
Note 1 Risk criteria are based on organizational objectives, and external and internal context.
Note 2 Risk criteria can be derived from standards, laws, policies and other requirements”.
(SA/SNZ ISO, 2009)
Risk description is a “structured statement of risk usually containing four elements: sources, events,
causes and consequences”.
(ISO, 2009b)
Risk evaluation is the “process of comparing the results of risk analysis against risk criteria to
determine whether the level of risk is acceptable or tolerable.
Note: Risk evaluation assists in the decision about risk treatment”.
(SA/SNZ ISO, 2009)
Risk identification is the “process of finding, recognising and describing risks”.
(SA/SNZ ISO, 2009)
Risk management is “the coordinated activities to direct and control an organisation with regard to
risk”.
(SA/SNZ ISO, 2009)
Risk management is “the process of weighing policy alternatives in the light of the results of risk
assessment and, if required, selecting and implementing appropriate control1 options, including
regulatory measures”.
(FAO, 1999)
Risk management context is described in paragraph 5.3.4 of AS/NZS ISO 31000.
(SA/SNZ ISO, 2009)
Risk management framework is a “set of components that provide the foundations and organisational
arrangements for designing, implementing, monitoring, reviewing and continually improving risk
management throughout the organisation”.
(SA/SNZ ISO, 2009)
Risk management plan is a “scheme within the risk management framework specifying the approach,
the management components and resources to be applied to the management of risk.
Note 1 Management components typically include procedures, practices, assignment of
responsibilities, sequence and timing of activities.
Note 2 The risk management plan can be applied to a particular product, process and project,
and part or whole of the organisation.
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(SA/SNZ ISO, 2009)
Risk management process is the “systematic application of management policies, procedures and
practices to the tasks of communicating, establishing the context, identifying, analysing, evaluating,
treating, monitoring and reviewing risk”.
(SA/SNZ ISO, 2009)
Risk matrix is a “tool for ranking and displaying risks by defining ranges for consequences and
likelihood”.
(ISO, 2009b)
Risk perception is “the stakeholder’s view on a risk.
Note: Risk perception reflects the stakeholder’s needs, issues, knowledge, belief and values”.
(ISO, 2009b)
Risk profile is a “description of any set of risks.
Note: The set of risks can contain those that relate to the whole organisation, part of the
organisation, or as otherwise defined”.
(SA/SNZ ISO, 2009)
Risk profile is the “description of the food safety problem and its context”.
(FAO, 1999)
Risk source is an “element which alone or in combination has the intrinsic potential to give rise to risk.
Note: A risk source can be tangible or intangible”.
(SA/SNZ ISO, 2009)
Transparent means the “characteristics of a process where the rationale, the logic of development,
constraints, assumptions, value judgements, decisions, limitations and uncertainties of the expressed
determination are fully and systematically stated, documented, and accessible for review”.
(FAO, 1999)
Uncertainty analysis is “a method used to estimate the uncertainty associated with model inputs,
assumptions and structure/form”.
(FAO, 1999)
See also note 5 to the definition of “risk” in AS/NZS ISO 31000.
Vulnerability is the “intrinsic properties of something resulting in susceptibility to a risk source that can
lead to a consequence”.
(ISO, 2009b)
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Appendix 2. Application of the DAFF risk estimation matrix
The following is reproduced from the Biosecurity Australia Provisional final import risk analysis report
for the importation of fresh decrowned pineapple (Ananas comosus (L.) Merr.) fruit from Malaysia
(DAFF, 2012b)
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