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Wednesday, 1 December 2010 Senate EC1

Committee met at 11.09 am
CLARKE, Dr Roger, Chair, Australian Privacy Foundation

CHAIR (Senator Fisher)—Senator Cameron, we have Dr Clarke setting up in the room now.
We have now opened the doors and it is public.

Senator CAMERON—That is fine. Just for the record, | have had correspondence from
Google, who want me to go to their headquarters in Sydney to get a briefing on how Google
operates. | just wanted that on the record.

CHAIR—Thank you. It is. | welcome everybody to the second day of hearings of the Senate
Environment and Communications References Committee online privacy inquiry. It is the
second day of public hearings.

Welcome, Dr Clarke. The proceedings today are public. It is an offence and indeed potentially
in contempt of the Senate for anyone to attempt to interfere with evidence that would otherwise
be given by a witness to this inquiry, as indeed it is for a witness to give false or misleading
evidence. If at any stage you wish to give your evidence in private, make that request known to
the committee, and the grounds for doing so, and we will consider it. | think that probably
dispenses with the formalities.

Dr Clarke, we have your written material. Do you need to change anything in it before we
kick off? Have you made any boo-boos you want to correct?

Dr Clarke—I would like to, in the flow, mention a couple of additional facets that are
updates.

CHAIR—I will invite you to make an opening statement.
Dr Clarke—That isall.

CHAIR—As long as there are no errors or anything you want to fix up. | am also referring to
the redacted version.

Dr Clarke—Yes.
CHAIR—Do you know what that word means? We are learning!
Dr Clarke—Yes.

CHAIR—It has lots of blacked out bits. So you do not wish to correct anything. Thank you.
Then | invite you to make a brief opening statement before we fire some questions at you.

Dr Clarke—My apologies that there is a late submission to you, particularly one of
considerable length. Originally we were a little unclear as to what the scope and primary focus
of attention of this inquiry would be; therefore we sent a fairly short one in August dealing with
four specific matters, which stand. We were concerned and remain concerned about those.
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However, seeing the scope of the submissions from other parties, we thought it would be a good
idea if we went rather further and provided you with a much more broad ranging approach. What
I would like to do is to quickly pick out a couple of specific things as | work through a some
speed and update a couple of matters here which were already out of date 24 hours after |
submitted the document.

The point does need to be stressed all the time, without going through the philosophy of
privacy, that it starts from a human rights perspective. A lot of the problems that have arisen
historically over the last 20 years have been because organisations in both the public and the
private sector have been seeking to reduce the privacy notion from a human right to an economic
right. They have failed to appreciate the crucial role that privacy plays in trust—trust of
organisations and trust of organisations behaviours. This has undermined e-commerce and
delayed e-commerce for many years. It has slowed down e-government very considerably. It has
held up e-health dramatically during the last 10 to 15 years.

In that regard, one of the points of update is that yesterday Minister Roxon at a conference a
short distance from here made statements that were very positive about the importance of
privacy and trust in the personally controlled electronic health record initiative. It has been a
great relief to us that that has finally been absorbed, because we have been unsuccessful for a
decade in getting that through to the department of health and, more recently, NEHTA. We
believe that much more progress could have been made. The Australian Privacy Foundation
actually comprises people who are very positive about technology and who apply technology—
we are not Luddites—therefore we want those positive approaches to be adopted. A common
theme right through this submission is the inadequacies in consultation that have occurred across
the board from governments and from the private sector and the harm that that has done and
continues to do to progress in applications of technology.

Another quick point about privacy is that there is a preference by some US CEOs to pursue
‘the privacy is dead’ line and, further than that, to indicate that it is dead because the modern
generation do not believe in it and have preferences of a different kind—they value things
completely differently. 1 have submitted in here in some detail in background documents the
counterargument. The counterargument, expressed very briefly, is this: young people of all
generations have always been risk-takers, and as they have grown older and as they have
accumulated more baggage—assets, liabilities, responsibilities and things to hide—they have
become more risk averse. That has been a given across al generations.

The current generation, Y gens, 15- to 30-year-olds, have had some fairly bad experiences,
particularly in Facebook contexts but more generally in social networking services. They are
harming their job prospects. They are embarrassing themselves, sometimes quite seriously—
beyond embarrassment. They are actually in a position where they are learning faster and
absorbing the importance of privacy faster than previous generations did, because they are under
greater threat by the modern technology that we are in. The result of that, we suggest, is that the
young generation of today, the 15- to 30-year-old Y gens and the zero- to 15-year-old what | call
‘iGens’, will actually be more privacy sensitive than their predecessors. In other words, we
would argue that there is a strong basis for concluding the complete opposite of what these US
CEOs would like us to believe.
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We think it is very important that that counterargument be much more evident in discussions.
It has not been popular with the media. They have not published my quotations nearly as much
as they have Scott McNealy’'s. | would be pleased if they would pick those meanings up and get
them out there.

In response to your terms of reference, we have put together two sections which look at the
private sector impacts and then at the public sector impacts. There is an enormous litany of these
things, and it is of course not clear to me precisely which ones are going to be of greatest interest
to you. | felt that | should just highlight a few of these on the way through in order to get
something of the flavour.

One of the points we make at 2.2 on page 3 isthat it is one thing to think about the cybercrime
aspects of malbehaviour, malware and so on, but something that has to be appreciated is that
these forms of malware and malbehaviour have become mainstreamed. Corporations do them as
a matter of business. It is not just a question of people who would accept that they are
conducting criminal behaviour. Corporations do these things. They have taken advantage of such
things as web beacons, adware and spyware in order to take advantage of consumers and gather
more data.

There are quite arange of specific technologies, which | have listed in section 2.2. | have tried
to stress here that this is not comprehensive. There are a significant number of these elements
that need to be looked at. Several of them are quite new. Even Firefox and Flash issues are really
only during the 2009-10 period. They have to be analysed during that period. The last couple
that | have there, the new forms of cookies and the emergent standard HTMLS5, are current 2010-
11 issues which require deeper analysis to properly understand.

What these things have in common is that they are all part of this Web 2.0 philosophy. Web
2.0 has been trumpeted as being all about consumer excitement and delivery of additional
services that consumers will love. That is not entirely untrue. However, it was invented by
marketers, it was invented for the benefit of marketers, and it involves considerable
intrusiveness into consumers' data and consumer behaviour. That has to be appreciated when we
are looking at the impacts of these technologies.

| have also highlighted the critical risks that are involved in geolocation and provided some
references to that. Because social networking services were specifically referred to in your terms
of reference, | felt that we should provide a little information in that area. Depending on what
you are interested in, there are many different directions in which you may want to drill down
further. In this document | have only given some reasonably superficial analyses, but | have
highlighted the way in which the business model of pretty much all social networking services,
particularly the market leaders, hinges on having compelling content and, unlike their
predecessor businesses, that content is not provided by the organisation itself. That compelling
content is provided by individuals and, therefore, it is in the interests of the corporation to
encourage, inveigle or trick individuals into disclosing information about themselves and about
others—textual information, image or video. That provides a background to the sorts of things
that the CEOs of these organisations say.

In both the Facebook approach and the Google approach, being market leaders coming from
two different directions, the CEOs make the sorts of statements that serve the corporation’s
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interest. It is in their interest for privacy to be seen to be dead and for the old ideas of fair
consumer terms to be thrown out the window because people are so excited by what they are
doing. We believe this is a major source of problem for privacy in the online context.

| have included some brief information on behavioural targeting on the presumption that that
will be an area of interest to the committee. | have also directly addressed Google’s business
model because, in the same way that we had to talk about Telstra when we talked about
telecommunications in Australia over the last 20 years, the same thing occurs here. Google is
wildly successful. It is not merely dominating markets, it has formed several of those markets
and other people have to catch up to even play in the space. A mythology exists—encouraged by
the corporation—that Google does not do evil. It is a complete myth. It is not actualy a
corporate motto and it has no binding impact on the corporation’'s strategy, and | have
demonstrated that in several papers.

| have to quickly look at which of the bits of information that | have here are redacted and
which bits are not. A key point | want to make about Google is: the Privacy Foundation has
sought over an extended period of time to achieve engagement with government agencies,
corporations and industry associations to get out ahead of emerging privacy problems. We have
approached Google specifically on multiple occasions over the years, as have our corresponding
international organisations and those from individual countries. Google has been resistant to that.
We have had a successful meeting on one occasion two years ago, prior to Streetview’s launch.
The APF was able to identify a succession of aspects with their proposals that were going to be
problems. They had some answers to maybe a third or half of them. Google, nonetheless, went
live with the product they had at the time they consulted with us—that is, it was not a
consultation; it was a briefing session. The media and the public got up and bit them for
two-thirds of the points that we made in advance to them. The important point here is not that we
are clever; the important point is that, if Google would come out and engage with privacy
advocacy and human rights and consumer organisations as it develops new designs, it would be
In a position to appreciate the issues that are going to come up with designs and that would at
least ameliorate and possibly entirely avoid those privacy problems. That is a common theme
through all of the things that we have to say here.

CHAIR—Dr Clarke, have you almost finished your opening statement, because we do have
some questions we want to ask you?

Dr Clarke—I am getting close. The one point that | think isimportant for me to make beyond
that is that we did not in this document address employment contexts and, having now read the
ACTU submission, it is probably appropriate that we make a quick comment about that as well.
Employment has not been appropriately addressed in privacy law in Australia, having been
exempted from the Privacy Act. The whole area has been marked by an absence of consultation,
not only with the privacy and human rights lobbies but with employee representatives as well.
There were, prior to the online context, many problems in the balances that exist between
employer power and employee rights.

The online environment has added a range of additional problems to that. One of the concerns
the Privacy Foundation has been pursuing recently has been in universities. An increasing
number of universities are forcing employees onto Gmail and forcing them to use Google Docs.
Each of these has very substantial privacy implications because, in the absence of any
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undertakings to the contrary, Google has access to all of that data, which includes personal data
as well as corporate employee data. So far we have had very little success in getting progress,
even with universities, whom you would have thought would have been the category of
employers most attuned to these kinds of problems. That is why we picked on them first. So |
would like to quickly highlight that the online context is a significant issue. | think that will
probably—

CHAIR—Do0? Good.
Dr Clarke—I think so, yes.

CHAIR—I will kick off, Dr Clarke. | have seen reference to some of the Australian Privacy
Foundation’s board members, but does it actually have members per se?

Dr Clarke—Yes, we do.

CHAIR—Who are they? And what is your membership charter? How do you get to be a
member?

Dr Clarke—They are whoever chooses to fill in the membership form and agree to the
objects of the association. As with most organisations, the objects are declared in the rules of
Incorporation, are up on the website and are part of the application form.

CHAIR—How many members do you have?

Dr Clarke—Like most organisations, we do not normally declare those numbers.

CHAIR—Many organisations do.

Dr Clarke—Okay. We do not.

CHAIR—Hundreds? Thousands?

Dr Clarke—We do not normally respond to those questions.

CHAIR—Exactly. It is private, of course.

Dr Clarke—For organisations not subject to privacy it is a different matter. Can | just clarify
that there are two different forms of authority from which NGOs can speak. One is
representative. An organisation that goes out and seeks widespread representation of
membership from particular groups can claim representational authority. That is not the approach
the APF takes. We have a membership base but we argue from a competency basis. We put
evidence together. We put together evidence based research and make submissions to
organisations, particularly to senate committees but also to industry association et cetera.

CHAIR—That was going to be my question. You have talked a lot in your submission about

briefings versus consultations. | gather from what you have just said that you do not actually
consult with your members on, for example, pulling together the couple of submissions that you
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have given the committee. In pulling together the evidence, how do you get to express the views
that you have expressed, for example, to this committee?

Dr Clarke—We have put together some scores of submissions on online privacy matters over
the last 20 years. We have exposed these ideas on arange of lists. Thereis aprivacy list which is
continually active and to which posts are made and on which discussions occur. There is an
internet policy watchers list called Link, which is a further source, particularly on the online
context. We have exposed substantial segments of the arguments on both of those lists and had
feedback from some dozens of people on these matters. | have had feedback in the last 48 hours.

CHAIR—Who are those dozens of people? Are they members, or are they people who chose
to say stuff to you? Are they experts?

Dr Clarke—Some are members and some are subscribers to those lists. They are members of
communities, because those lists are electronic community based. They are not just throw-
together lists. Those communities have histories of 12 and 15 years. We also have people with a
range of expertise, whom we use as reference points. The way in which we run the organisation
Is that we have the board, the subcommittees and the reference groups. The reference group
notion is to enable people who do not want to have the public exposure to work with us and
provide us with background information.

CHAIR—This is my final question around this: you are a not-for-profit organisation, so what
do you do with the dough that people pay you to be members?

Senator CAMERON—On a point of order, Chair, | am not sure that this is a matter that
comes under the terms of reference. Unless there is some real argument about why these issues
should be continually raised with this witness, | think you should move on to the terms of
reference.

CHAIR—Thank you, Deputy Chair. | would like to see the witness's answer to my question. |
am just trying to get a sense of the Privacy Foundation, because | have not had withesses from
the Privacy Foundation before me in the past. So | ask Dr Clarke to answer the question as he
sees fit.

Dr Clarke—Could | just get you to stress again what it is you are trying to find out with this
particular—

CHAIR—You are a non-profit organisation, so | presume the membership subscription is
utilised by your organisation to run the organisation without any excess. | presume that is what
you do with it, but | am asking you—

Dr Clarke—That is how not-for-profits work.

CHAIR—Yes, | would have thought so.

Dr Clarke—We use it in various ways. We run an event every two to three years called the
Big Brother Awards, which burns up money—not vast quantities, but we do not have vast
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guantities to burn up. We use it on occasions for travel when we have to. We use it for the
normal running of an organisation—filing fees and suchlike matters.

CHAIR—Thank you. | have one further question, but | have taken a fair bit of time, so | will
go to Senator Ludlam and then | will go to Senator Cameron.

Senator LUDLAM—I will just finish on that thread. You folk, | presume, are largely a
volunteer organisation.

Dr Clarke—Correct.

Senator LUDLAM—I am going to jump straight to the last part of your second submission,
which was greatly appreciated. | noted the comments you made about not being sure of the
direction in which the committee was going. This inquiry was not formed with particular ends in
mind but, just because the field is so wide open, it is to get a sense of where the technology is
and where the policy is going. You raise a lot of really serious issues in your submission. | want
to bring you to page 12, where you have made some proposals, because, between the work that
we are doing and the inquiry that | think the Senate finance and public administration committee
are doing into the various bits of privacy law that are falling out, there is obviously a lot going
on. Your first point is that there is a need for genuine privacy laws. You have made the case for
how the laws that we have at the moment are not genuine, but what would genuine privacy laws
look like? What are the teeth that we need?

Dr Clarke—At the moment there are no offences, there are no sanctions and there is no
enforcement, because there is nothing to enforce. It is a law with principles and no teeth to it.
The complaints-handling approach adopted by the Privacy Commissioner, and particularly the
immediate preceding Privacy Commissioner, was to avoid even doing complaints investigations
wherever possible. So there just is not any kind of control mechanism on organisations, public or
private sector. That luxury that we had for a few years is long past. We have highly invasive
technologies which need to be the subject of controls, and that means law rather than merely the
pseudoregulation that self-regulation entails.

Senator LUDL AM—At the moment we have two sets of privacy principles that | think are
really in the process of being merged into one. How has that worked in the recent past? What
happens if you breach a principle?

Dr Clarke—Very little. An observation may be made. For example, recently the Privacy
Commissioner found that Google had breached the Privacy Act in respect of Wi-Fi sampling,
and the undertaking from Google was that they would not do it again. All of us take the attitude
that we would like to be able to say that to the policeman who stops us for speeding, but that is
actual law. There is actually a control mechanism on our bad speeding habits, but there does not
appear to be any such control on corporations’ bad privacy habits, and we are calling for real
controls.

Senator LUDL AM—Presumably you are making or have made the submissions to that
inquiry into privacy principles that are being rejigged. | will take you to your second point, a
genuine transborder data protection law. We have been grappling a fair bit with the fact that the
internet itself is by definition transborder. It is difficult to tell what law applies, and thisis being
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confronted at the moment with the WikiLeaks dumping of diplomatic cables. How do we pass
law that appliesin Australiato a medium that is so transborder?

Dr Clarke—There are separate approaches needed for two different contexts. One is where it
is a clearly Australian organisation that is collecting the data, as is the case with all of the
Australian government agencies and state and territory government agencies, as is the case with
corporations that are operating in Australia. What we are proposing is that those organisations be
responsible no matter where the data might be, and any breach that occurs is a breach by that
corporation or that government agency and there should be sanctions. That is entirely within
Australia’s jurisdictional capability and the parliament has not seen fit as yet to do such things.
We are arguing it should. The situation becomes more complex when we move to international
providers, Facebook being a perfectly good example because you cannot find anyone in
Australia to talk to. In those circumstances, what we have to do is to take such steps as we have
power to do within our borders. We have to aso work on multilateral arrangements around the
world.

In the case of the Spam Act, there has been, firstly, law passed in Australia which is fairly
effective in respect of Australian organisations that send out spam, and there has been some good
|-a-w law applied and enforcement actions have actually occurred. For that to work worldwide,
of course, there have to be multilateral arrangements. Other countries have to see fit to pass
similar laws such that Australia can reach across oceans and encourage regulators in other
countries to apply their laws. Is it easy? No, it is not. Is it something that this committee or the
APF can wave a wand and fix? Certainly not, but unless we set out clear frameworks, unless we
work out where the boundary is that organisations should not cross, unless we clean up our own
act within this country, we cannot go lecturing the rest of the world. The Spam Act has actually
provided a model for the rest of the world and is known for that.

Senator LUDLAM—It is helpful that at least we have one useful case study that has had a
direct impact. You have addressed the government’s data retention proposal here. It was put to us
in our last hearing by the Attorney’s office and by the Federal Police that the status quo will
remain, that there is no expansion of what already exists. Could you talk us through, from your
point of view, the difference between a phone company holding onto your phone records for
your home landline, which the police can then access with a warrant, and what appears to be on
the table now with the data retention proposal ?

Dr Clarke—I am sorry, | am not going to be able to speak in detail about that. As you would
Imagine, with the range of issues that we have, we have different specialisations. That is an area
that we have tended to work with Electronic Frontiers Australia on and their submission is much
more telling. | note that one of the other submissions—it was the one from the Law Council of
Austrdia, | believe—also addressed this.

Senator LUDLAM —The Law Institute of Victoria?

Dr Clarke—I beg your pardon—the Law Institute of Victoria.

Senator LUDL AM—They put a good submission in.
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Dr Clarke—Yes. There is one general point | would make, however, and that is that the
information that you are providing to me is new information to me. We have been unable to get a
place at the table in discussions on this matter. The government will not consult with us. They
will consult with industry; they will not consult with civil society. When | say ‘us’, there is no
reason why the APF has to be chosen as one of the organisations that government agencies
interact with if there are other alternative organisations that cross into the same space. Civil
liberties organisations do; in other contexts, consumer organisations do. Our argument is that
civil society is not being engaged, so | now have to go out and find the relevant part of Hansard
and then chase to see whether there is a submission which provides that information in the public
domain or whether it is one of the several confidential submissions that have been made. We just
do not know what the proposition is.

Senator LUDL AM—Actually, the parliament has been left out of that dialogue as well. That
was part of the reason for initiating this inquiry.

Senator CAM ERON—Google made a submission to the inquiry and since then | have had a
look at their privacy policy. Are you aware of Google’s privacy policy?

Dr Clarke—I analysed it and compared it against the template in 2005 or 2006. | have only
glanced at elements of it in subsequent times.

Senator CAM ERON—It seems to me that it is becoming more and more the case that you
need to sign up, whether you like it or not, to actually access some of the technology. Would that
be afair comment?

Dr Clarke—Yes. | should say yes and no, to be fair to Google. There are arange of facilities
that are accessible without any form of login. There are a range of facilities that are only
available if you log in, and in order to log in you must provide an email address—an email
address which functions and which you have access to. To give an example of this, | am
involved in a number of boards of organisations and a couple of those have considered using
Google Docs. It is possible, with some difficulty, to put something up on Google Docs, such asa
spreadsheet for shared purposes, and gain access to that without logging in. However, as soon as
you try to follow one of the links within such a document you find you are challenged for a
login. | for one do not have such a login. So yes, there is an entrapment technique built into the
infrastructure.

Senator CAMERON—Would that be considered in general business to be acceptable? |
know you cannot talk for business in general, but you have looked at privacy issues generally,
outside of the internet. Would that be considered a reasonable proposition?

Dr Clarke—My day job is as an e-business consultant and | have been in the IT industry for
40 years, so | have actually looked at these issues on multiple occasions. To the extent that all
suppliers in an industry have a common position, or set a common term, there is no choice left.
Alternatively, to the extent that there is a monopolist in the industry or a highly dominant
provider in an industry, then if that person has fixed terms and it is a condition of the delivery of
service that you accept those terms, such as signing up using a login 1D, you are stuck with it.
Quite when the law steps in and says, ‘This is unconscionable,” is a matter for the courts, a
complex matter and not something that many of us are ever in a position to litigate.

ENVIRONMENT AND COMMUNICATIONS



EC 10 Senate Wednesday, 1 December 2010

Unfortunately, the funds that the APF has at its disposal are insufficient to pursue test cases of
that nature.

Senator CAM ERON—I understand that there has been some report that litigation took place
in the US against Google on privacy issues. Thisis about the scanning and monitoring of emails.
Can you provide us any information on what the outcome of this litigation in the US was?

Dr Clarke—There have been several instances where both Google and Facebook have been
found to have been, shall we say—I have to be careful how | phrase this because my memory is
vague. They took sufficiently seriously the accusations that were levelled against them that they
chose to enter into a settlement rather than proceed through court cases. They settled for sums of
money that to non-government organisations would be significant. It would provide funding that
would enable much more research and much more representation of the public interest to be
done if figures like US$9 million were available. But they were numbers which were utterly
insignificant to a corporation the size of Google. Several of those instances have occurred, but it
IS a case-by-case answer that | would have to give you in order to be specific, and | certainly
cannot do that on the fly, | am sorry.

Senator CAM ERON—Googl€e’s privacy policy says that they adhere to the US safe harbour
privacy principles of notice, choice, onward transfer, security, data integrity, access and
enforcement and is registered with the US Department of Commerce’s safe harbour program.
That sounds pretty good. Should we have some confidence in that?

Dr Clarke—Yes, it does sound pretty good, because it was designed to sound pretty good, and
no, you should not have any confidence in it. The safe harbour agreement was the result of a
long barney between the European Union and the United States because US law could not
satisfy the adequacy requirements of the EU directive. Eventually, not to put too fine a point on
it, the EU squibbed and accepted somewhere between half and five-eighths of the EU standards
as being sufficient—but without the effective enforcement mechanisms,

The US has actually tried to ratchet the standards down even further than their current five-
eighths by coming up with an APEC Privacy Framework. They endeavoured to use the very low
regard that privacy is held in in East Asian cultures as a means of coming up with an alternative
privacy framework and sets of principles which would be even weaker than their own FTC-
administered scheme. Fortunately it has not taken much hold anywhere and nobody takes it very
seriously, but this has been a standard approach within the United States because the US values
freedoms of corporations to make money extremely highly and, where necessary, values those
above consumer rights.

Senator CAMERON—They also say in their privacy centre that you can use Google
Dashboard to review and control the information stored in your Google account. Should we be
confident that that is a protection for information?

Dr Clarke—There are a couple of different facets here, and | must say that, not being a
person with a Google login ID, | do not have personal experience of Dashboard; | have had to
rely on second-hand information about it. There are a couple of threat models, as people say in
security analysis. One threat is other people and the second threat is the second-party threat that
Is Google itself. There are serious limitations on how much control you can achieve through
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Dashboard or any other means in order to protect yourself against Google. My understanding is
that there are some settings of some value and some relevance to privacy in Dashboard. We
should be clear about this: we kept caning Google, but there are some facets here and there
which are done in ways that we would give ticks to if we could sit down and have meaningful
consultative discussions with them. So we would think that there are some features of Dashboard
that are quite good, and hopefully Facebook has by now learnt a little bit from this, because
Facebook has been the complete opposite until very recently and has scattered their parameter
settings all over the place so that it was impossible for a normal human being to exercise any
kind of control. It is still not good, but at least Facebook has moved a little bit in that direction of
providing a bit of coherent control by individuals, particularly in respect of the threat from third
parties.

Senator CAM ERON—What | am worried about is the new Android phones. You really need
a Google account before you can access the new technological advances in these telephones, and
It seems to me that there is more and more control being exercised by—I am not just picking on
Google here—companies like Google in terms of breaches of privacy and demands for access
that just would not have been considered appropriate in years gone by.

Dr Clarke—Yes, we certainly share such concerns. | have not looked ahead in this document
that we have prepared for you, because there is too much present to address without looking
forwards, but the iPhone and iPad developments, the lockdown nature of the device and the very
strong control that Apple seeks to exercise over its users is a source of serious concern. Google is
far from the only organisation that creates privacy concern in the online world. There is hope for
a degree of competition in the smartphone environment such that the devices that consumers are
going to be using are going to be sufficiently rich and diverse that some of them will be better
protected than others. Some of them will have fewer demands for exposure of identity and
exposure of location as a condition of doing business. But, unfortunately, the Google model is
being copied by a range of organisations because they perceive Google’s massive control over
personal data to be a major source of corporate benefit. Therefore these other organisations are
copying those aspects of the business model and therefore also demanding identity and location.

Senator CAM ERON—But what is the legislature doing? We have the problem that—
CHAIR—Senator Cameron, can you bring it to aclose.

Senator CAMERON—This is my last question. We as legislators have the problem that,
when we have to deal with the banking industry, there is the argument of ‘too big to fail’. In
relation to these online companies, it seems to me that they are too powerful to regulate in some
aspects. Isthat afair observation or am | being too alarmist?

Dr Clarke—I would be very concerned if the parliament of Australia were to take that
attitude. If we have reached the point where corporations or megacorps—call them what you
will from science fiction—are actually ruling national governments of the size of Austrdia, a
member of the G10 or the G20 or whatever we are, then parliament has thrown its hands in the
air and we will be permitting an awful lot of misbehaviour by corporations in the future. | do not
believe we have reached that point. That is a political judgment, clearly—one for the parliament,
not the APF or me, to make. But the APF’s position is that we should not be wasting our time by

ENVIRONMENT AND COMMUNICATIONS



EC 12 Senate Wednesday, 1 December 2010

coming to committees like this and making submissions for changes to law, because parliament
continues to have considerable power.

Google has a substantial footprint in Australia. Google performs many acts in Australia as well
as performing many acts about Australians in other locations. There are many things that Google
does that are subject to direct controls. Facebook is a slightly different problem, | acknowledge.
So | do believe that the parliament should be continuing to take action and should not let itself be
sucked into this thinking about it being too large to be regulated.

Senator TROETH—Dr Clarke, in your submission you have noted the importance of
encouraging a lifelong respect for privacy among young people, and obviously they do have this
tension between controlling their privacy and being part of a social network that al their friends
are on. So how can we, as either a government or a community, encourage them to consider
privacy—given that social networking is everywhere?

Dr Clarke—Social networking does not need to require people to expose themselves to
everyone. The notion of groups of friends is how we normally operated. The attitude of the
current generation is that those groups are somewhat more fluid, somewhat wider and somewhat
less bound by space than in my generation. But that does not mean to say that groups of friends
has ceased to be a notion.

One of the early mistakes that were made—in this case, by Google Buzz when it was released
earlier this year—was to make an assumption that everybody that a person dealt with had an
interest in having contact with everybody else that the same person had dealt with. This is
blatant nonsense because your previous-employer, current-employer and future-employer circles
of friends are commonly quite distinct—and need to be kept quite distinct, for a range of
reasons. That leaves aside all the different social groups that people belong to. They overlap, but
they are not the same thing and they do not merge.

So | think that what we have to do isto ensure that organisations who are providing these sorts
of services consult, via focus groups with their consumers, and with advocacy organisations—
consumer, human rights and privacy organisations—to gain a feel for what the reasonable
expectations of behaviour are of these corporations. In other words, a lot of the projection, |
believe, by parliament should be in that direction and, similarly, to the public, conveying these
models that match to the way in which human beings operate.

Senator TROETH—AS to current government education in the online environment, is it
adequate and effective at the moment?

Dr Clarke—Most real education that occurs is by peers, because this is moving so quickly
that old people like me are not going to be in a position to educate them. Despite the fact that |
have been a university lecturer for 15 or 20 years, | am not going to be in a position to lecture to
afirst-year university class, and till less to the newbies who are 10 and 12. It istheir peers that
they look to. So it is about the kinds of features that are available and the way in which those
features are used by the people seen by peers as being the smart ones—the leaders within the
peer group. That is where the leadership needs to come from. That is why | stress this need for
appropriate features in products, because if you make those features available then ‘the street
finds its uses for things —that is the expression commonly used. The young people will learn
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and learn quickly, and they have shown signs of learning. That was a point | made in this
submission—that the under-15s are much more savvy than the 15-to-30s, because they have seen
what happens and they internalised it very quickly.

Senator TROETH—S0 peer education is of more use than government regulation, you would
say?

Dr Clarke—Government support for facilitation of pressure on suppliers to consult and to
understand, and to provide features that are suitable for young people—that is the direction, |
think, in which government can achieve most leverage and success.

Senator TROETH—Thank you.

CHAIR—Dr Clarke, | have one final question. You refer—in your supplementary submission,
| think; | have lost track—to the National Broadband Network and express concerns about what
you say is the government’s proposed temporary control of the internet backbone and
distribution network. You say attempts may be made to embed surveillance infrastructure into
the network. Do you have any evidence upon which you are basing those concerns?

Dr Clarke—Once again, we have endeavoured to get evidence one way or the other, and once
again, despite our representations to NBN Co., we have been unable to get a dialogue. If | can
just declare a position here, as an e-business consultant separately from the APF, | am extremely
supportive of the intent and general directions of the NBN initiative. | have participated in other
roles in a number of activities related to the emergence of the NBN over the last two to three
years. | saw it as my function to raise policy issues, consumer protection matters and privacy
matters as part of those discussions. | have put documents in front of the NBN Co. and was
unable to stir them into giving any kind of response or involving civil society in any discussions.
So | have actually sought evidence, and there are a series of things in the document that |
provided—which is a personal document, not an APF policy statement—to do with identity,
location, content surveillance and so on. It is feasible for an NBN Co., particularly with a
government bidding it to do s0, to build surveillance capabilities into the network. | am certainly
not making accusations that they are doing so. | would like there to be a dialogue so that NBN
Co. are aware of what the policy concerns are and are in a position to say, ‘We can give you
ironclad assurances that none of those four things you’ re worried about is being done.’

CHAIR—Are you, in a sense, saying it would make sense to do so but then there should be
discussion about the protections to be built around in a privacy sense?

Dr Clarke—We would be very concerned if there were any attempts to build surveillance into
the network. It is infrastructure of a fundamental kind. In the same way that building in a need to
identify yourself when you drive down a toll road undermines the longstanding freedoms of
movement, building surveillance technologies into this kind of infrastructure represents an
undermining—

CHAIR—Yet we do it with the tollways, don't we?

Dr Clarke—And we continue to challenge it and to ask human rights commissioners and
parliaments to impose a requirement for anonymous payment mechanisms on tollways.
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CHAIR—Thanks, Dr Clarke. Your evidence has been valuable. | refer to your comment
earlier on expressing, | guess, some frustration about wasting time appearing before committees
like this. | for one do not regard your evidence as a waste of time. You can reflect on how you
spend your time, but | would put it back to you that it is not awaste.

Senator CAM ERON—I would just like to clarify one issue, because | may want to ask other
witnesses about this. Was it ASEAN that you said had the lower standards for privacy?

Dr Clarke—The context in which that work was done was APEC.
Senator CAM ERON—Thanks.

CHAIR—Thanks, Dr Clarke.
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[11.58 am]

KING-SIEM, Ms Georgia, Vice-President, Victorian Council for Civil Liberties (Liberty
Victoria)

CHAIR—MsKing-Siem, | think you were in the room when | expressed the formalitiesto Dr
Clarke, so | do not need to do that again.

MsKing-Siem—No, that is quite right; | was here.

CHAIR—Thank you. We do not have a submission from you. Do you want to make a brief
opening statement before we ask you questions?

MsKing-Siem—I can do so. It will necessarily be brief.
CHAIR—Good.

MsKing-Siem—I think | said earlier to the secretariat that Liberty Victoriais also a voluntary
and non-profit organisation, which means our resources are a little bit thin. It is not because we
do not believe that thisis an incredibly important issue—I think it is an absolutely essential issue
of discussion—but we were not in a position to put together a written submission before the
required dates.

CHAIR—Okay. We value you as a thin resource!

MsKing-Siem—I have been overseas for the last six months, so | am not up to date on all the
latest happenings, but | will do my best. Please forgive me for any areas that | am not as au fait
over as| should be. | suppose the first and most important element is that we believe that privacy
Is a fundamental human right. It is recognised under article 17 of the ICCPR. We do not believe
that it is adequately protected in Australia. There iswhat | would term a patchwork of legislative
protections that we have. For instance, in our federal Privacy Act there is an exemption for small
business. Small business is, going on the Victorian Privacy Commissioner’'s submission,
approximately 95 per cent of business in Australia, which means that 95 per cent of business is
not subject to privacy regulation. There are employee information exemptions. All this adds up
to what we feel is aless than adequate privacy regime in Australia.

The issue of online interactions is a particularly problematic one, as | am sure the committeeis
aware. Because you are dealing with multiple jurisdictions, it is areally difficult one for any one
jurisdiction to grapple with effectively. Presumably, that is why we need greater international
cooperation. A starting point would be, and Australia is a signatory to, the ICCPR, yet we have
not actually brought in our own protections to an adequate level. | would second Dr Clarke's
comment that unless we pull our own socks up it is very hard to point to othersto do the same.

In general, in lieu of having our own written submission | have had a quick read through a
couple of the submissions already put. | would say that Liberty could endorse the submissions of
the Office of the Victorian Privacy Commissioner, the Law Institute of Victoria, the Australian
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Privacy Foundation and, probably, Electronic Frontiers Australia as well. Unfortunately, my time
has been limited, so | really only picked the major onesthat | could find and read through them.
| am still halfway through the submissions of the federal Privacy Commissioner and the
Information Commissioner.

I will take a step back. In terms of online issues, | think they can perhaps be split in two. The
first is where consumers choose to make an online interaction—for instance, they look
something up on the web, they use email or whatever it is that they are doing. Then there is the
secondary online interaction, which is where the information is used without their direct
knowledge. That is where a business has information which goes backwards and forwards or it is
a transaction which is secondary to their primary transaction, which involves being online as
well—the internet. Care should be taken to recognise both of those.

It should be realised that even education will not deal with the second one. | take Dr Clarke’s
comments about the youth of today being really quite internet savvy, but they are not aware of
half of what is going on with the information around them, with interactions they have with
businesses that then go on to use that information in other ways. That is where, presumably,
government has a real role to play and should be supporting, rather than taking a prescriptive
attitude to what information is out there. A general right to privacy, for instance, would put the
power back into the hands of Australians. In a lot of cases they probably would not have the
wherewithal to take action directly, but at least it puts it back in their hands and it means that
they can enforce their rights against whoever is infringing them, be that a corporation, another
individual or any other sort of person. At the moment our legislative regime does not realy
provide for that at al.

| would also second a lot of the comments in the written submissions about the idea of consent
being a bit of a furphy. A lot of the time consent is required, or information is required, before a
transaction can occur. A lot of the time, again, there is the idea that you can have an anonymous
transaction, which is in line with what will become the Australian Privacy Principles—or
pseudo-anonymity—and it does not exist. Take, for instance, Facebook as a good example of
that. You are required to give your real name to have an account, yet how thisis actually relevant
to your interaction on there is not that clear.

This also goes to the idea of the proposal for widespread collection by the government of data
by users. Again, why is that information required? It seems a slightly unredlistic act, to be
honest, and very much a paternalistic approach to it. | understand security issues, but this is
where you take a targeted approach where there is a justification and reasonable suspicion that
that information is required, not collect information and worry about it later. | think there is a
tendency both at government and at corporate level—and in fact it is perhaps just a natural
tendency—to collect more than you need and then swallow it later. Corporations are guilty of
that all the time. Even other people collect a lot more information than they necessarily need; it
may prove useful later on. Until you have adequate privacy protections, that information can be
sold off and used in other ways.

| would also pick up and use as an example even something like WikiLeaks. That is an
example of what was considered to be secure data getting out to the public sphere. You can argue
about whether it is a public good or not, but the reality is that that information was considered to
be secure. In the same way that there is an argument that all this data that is going to be collected
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by government under this proposal will be kept secure, | suspect the security measures will be
fewer than those afforded to the US Department of State, and it is more than foreseeable that that
sort of information could be sold off—not necessarily deliberately by government, but
information has a way of reappearing out there at a later date. Again, this is a classic example of
where you really want to be careful about what information you collect, because then you really
should be responsible for it, and that can come back to bite you later on.

Also, | want to pick up on the comment about smartphones. | would probably go along with
the Android comment. | have an Android phone. | put applications on it. Every time| put a new
application on, it gives a huge list of all the things that it will be collecting about me and using.
Most of those have got nothing to do with the application that | actually downloaded or the
purpose for which | downloaded it. The only way | can install and use it is to agree that it can
wake my phone up when it wants, take my network data and my contact list and use them, even
though it will not be a gain. Increasingly you see this sort of thing, and where there is no strong
privacy regulation you will continue to see this. That is what a natural market will do.
Corporations will exploit where there is a possible market, and of course there is one. This
information has a value, so of course you would expect corporations to be taking advantage of it.

CHAIR—Can we ask some questions?
MsKing-Siem—-Certainly.

CHAIR—You are saying way too much interesting stuff! Are you saying that it is not possible
in the online world for consent to be properly—however you define ‘properly’—given? In
answering that, can you reflect also on the example of when you go to a doctor or a specialist
and you sign the form that says ‘yes, you can use this information’. | would suggest to you that
many people, like me, do not necessarily read that, but know that it is the price of seeking that
expert opinion or getting that expert service. No. 1, is it ever possible to provide consent in the
online world? No. 2, how is it any different from the offline world and the things that we all
accept and do currently?

Ms King-Siem—I will answer the second part first. That is dealing with the difference,
perhaps, in your example of going to see a doctor. That case is governed under the Health
Records Act in Victoria, and there are very prescriptive requirements about what can be done
with that data. That does not exist in the online world. So that is the major difference. To deal
with the first part—

CHAIR—That is after the event. So that is your separate point about how, once you have that
information, you must be responsible with it. But the nature of the consent itself—

MsKing-Siem—That iswhat | am coming to.

CHAIR—Sorry, | should have let you finish.

MsKing-Siem—All | am saying is that with the second part, the difference between the two,
there is aregulatory regime which deals with data within the one jurisdiction, so it makes it a lot

easier to deal with. When you are dealing with online you are dealing with multiple jurisdictions,
and enforcement is therefore that much more problematic.
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CHAIR—Isthat your answer?

Ms King-Siem—It is the answer for the second part of your question, which was the
difference between an online interaction and a traditional interaction that you would have down
the street with your doctor or—

CHAIR—Okay. Then your answer to the first bit—

Ms King-Siem—I have not dealt with that bit yet—that is, can you actually have informed
consent and free consent in that case? Yes, | think it is possible, but you have to be wary about
blithely saying there has been open and informed consent to it, where in fact there may not have
been. Where you have no other choice for that service, as a condition of service a lot of the time
that is not what | would call ‘consent’ in a free and open manner. Where you have a choice of
providers, then if you do not like the terms and conditions offered by one you can go to another,
as you would in a normal marketplace. Where you do not have that choice or where that
information is deemed to be essential but is not, | would argue there is not the same level of
consent. S0, yes, | do believe it is possible to have consent—

CHAIR—In the online world?

Ms King-Siem—Yes, in the online world, but | think it is far too freely ‘bartered’ around.
That is a term where organisations will say that there is consent and that there is information. |
will use Facebook as a well-known example, but not because | am that familiar with their terms
and conditions, so | may be wrong in part here. In order to have that account, if you wish to
interact with 95 per cent of your friends who are on there then you are consenting to an awful lot
of things being done with your data and you do not necessarily know what is happening with it.

CHAIR—I might ask you to take on notice, then, my question about this issue, then | have
one more gquestion. In answering the first bit and the second bit you have identified two factors a
the very least that might influence a person’s giving of consent, which is the nub of it. You have
said in the doctor example that in Victoria there are enforcement and protection things. | would
guestion whether the individual when giving that consent actually thinks about that, even if they
are aware. Secondly, you have also identified an array of choices. So they are two factors that
you would argue make it different.

Ms King-Siem—Can | clarify a point there. When | was dealing with the issue of the
difference between an online interaction and one down the street, | was not dealing with the
issue of consent. You asked how the interaction was different, and | was—

CHAIR—OKkay.

MsKing-Siem—Sorry, | misunderstood.

CHAIR—Then maybe take that on notice, because | have taken up a fair bit of time. If you
have anything to add, how is the notion of consent different? Sorry—poor phraseology.

The final area of my quick questioning is about you referring to small business and
employees. The ACTU give their views on this issue in their submission, but they do say that
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there is no basis for employers to monitor the personal communications of employees on their
personal equipment outside of work hours. Even if you agree with that statement, which many
may, where do you then draw the boundaries before that? Or do you draw the boundaries at that?

Ms King-Siem—First | should start with the disclaimer that | have not seen the submission.
But my initial thought is that that is actually a very difficult issue because you are often dealing
with the same devices used for personal and for business communications, and drawing a line
between those two is going to be quite difficult a lot of the time. | can see that an employer
might argue that, particularly where it is an issue which could come to the security of the device
or the information held on the device, they then have a vested interest in seeing the nature of
communications that are used otherwise on that. For instance, if an employee is sending off a
personal email with attachments including a spreadsheet of the organisation’s database, that is
obviously no longer just the realm of a personal use, because it is in breach of their terms of
employment.

| do recognise that that is a difficult issue. That is not to say that | do not agree with the in-
principle idea that what you do in your own time should be a private affair—absolutely. But | do
recognise that it is a difficult issue, given the increasing interplay between private and business
interactions, devices and communications.

CHAIR—Thank you.

Senator LUDLAM—Thank you for coming in. | will pick up on the distinction you drew
right at the beginning of your evidence. You drew a distinction between things you had chosen
and things that were going on behind your back. | am interested in the grey area, where people
do tick the ‘yes, | consent’ boxes and waive 50 pages of legal rights and basically sign that over.
Is that in the former or the latter category or is it somewhere in the middlie? You have legally
consented; you are just not sure what to.

Ms King-Siem—I think a lot of those terms and conditions that then follow from that tend to
be that your information may have been used by subsidiaries or third parties of your organisation
to further what they believe is in your interests either for the primary transaction or for the
relationship you have. | would characterise that as a secondary flow of information, if you like,
rather than a deliberate one by the person.

Senator LUDL AM —Even though legally you might have said, ‘I’ m fine for that to happen.’

Ms King-Siem—Absolutely, but | think probably 99 per cent of internet users really do not
think about what it is that they are handing over and, if they do, they certainly do not think about
where it may end up down the chain of organisations.

Senator LUDLAM—Given that the cat is really out of the bag, this committee has been
considering what the role of law reform is and what government can do. Ironically, some of the
marketing companies and ad companies told us at the last hearing that there is a huge amount of
crowdsourcing, if you like, of people sharing information in forums of who is burning your
privacy and that can actually hurt the reputation of companies. What is the role of a parliament
given that (a) the cat is out of the bag and a lot of this information is out there already, (b) it is
very transnational and (c) people are taking some of these things into their own hands already?
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Ms King-Siem—I would have thought that the role of government is to support where
possible the users' right to privacy. The fact that we do not actually recognise the right to privacy
Is slightly problematic in that regard. That would probably be the first argument | would put if
we had an independent right to privacy, which the Australian courts have said for a long time
that we should have but have been unwilling to step forward and recognise that in a meaningful
way because they have been sitting back waiting for the legislature to do it, which so far has
been rather unwilling. If that were the case then you would probably see an awful lot of class
actions jumping up here and there and that would bring corporations into line a lot faster. That is
where you are really letting market forces determine where privacy would lie.

Senator LUDL AM—Do you have a view on the larger and more substantive work on privacy
law reform that is going on at the moment where they are amalgamating the two sets of
principles and so on? Do you have any comments on that?

MsKing-Siem—At this point it is premature. | will in a few days time. Unfortunately, | really
only hit thisin the last week. | have read through some of the written submissions, which look to
be quiet promising. | suspect an awful lot of what | would have to say would be repetitious,
incorporating an awful lot of what other civil liberties organisations have said. But a the
moment it would be premature for me to make an overall comment.

There are difficulties | suppose. Having the 1PPs and the NPPs originally was a convenient
way for the government to introduce regulation of the private sector and take a far softer
approach between the private sector and the public sector. | note already in some of the written
submissions that have been posted that there is concern that the APPs are taking a slightly more
watered down approach than they could otherwise. Without having really been up to speed on
this, | would say that any watering down of what | think is already inadequate protection is
probably not agood thing. That is probably all | can say at this point.

Senator LUDLAM —That is fine. We can leave it there. Thank you very much.

Senator CAMERON—The previous submission from the Australian Privacy Foundation
raised the question of the watering down of privacy protection under APEC. Do you have any
knowledge of that or do you have any knowledge of reductions in privacy as a result of bilateral
trade agreements?

Ms King-Siem—In broad terms, yes. | have not seen the second submission by the Australian
Privacy Foundation—I have only seen the first one and heard Dr Clarke's evidence—but | would
probably second his comments. The original was under the EU directive and the safe harbour
scheme was concocted by the US as a mechanism to allow US organisations to trade and
continue in the billion-dollar personal information industry. The US has at times sought to
weaken the safe harbour, which | might add is already less than the EU directive had stipulated,
and there was certainly an impression that APEC was being used as a bit of a cat’s paw for the
same purpose. Whether or not that is actually the case, | do not know that | could really
comment.

There is an interesting article by an Israeli researcher, | believe, who puts forth the ongoing
different models between the EU and the US and does discuss APEC in a bit more detail. If it
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would be helpful, I would be happy to forward that to the committee. It is not a particularly long
articleand it is certainly written in layman’s terms.

Senator CAM ERON—That would be very helpful. Thanks. We have had some discussions
about behavioural marketing, where there is a collection of the web-browsing history. Users of
the data argue that the web-browsing history is not for personal information as it does not
identify a particular individual. Do you agree with this position?

Ms King-Siem—This comes back to the classic problem of defining what is personal
information. If you take what would be alleged to be an anonymous web user’s browsing history
but if you only have one person living at a particular address then that effectively means that that
Is personal information because it is identifiable or ascribable to a particular person. It is a very
convenient way to say that it is actually anonymous data when, by the nature of where it has
come from or other relevant factors, it is easy to determine who it actually belongs to. That
point, strictly speaking, iswhen it becomes personal information. Before that point it is not, even
though all the tools are at hand to make it personal information.

Senator CAMERON—The Australian Privacy Foundation submitted that the concept of
consent is probably the single most serious weakness in Australia’s privacy regulation. They
recommended the implementation of consumer protection measures similar to the Trade
Practices Act. Do you have aview on this?

Ms King-Siem—To be honest, | have really have not turned my mind to it sufficiently to
comment. | do agree that consent is a very big issue, probably because it is bandied around so
much as something that consumers have, when in fact | really question whether they do. What
mechanism could be used to protect consumers more or to define consent in a more practical
manner | am not sure a the moment. | know that there is some discussion of the issue of
consent. | think it is in the Australian Privacy Foundation’s submission. | suspect the Victorian
Privacy Commissioner’s submission will also deal with the issue of consent. | would probably
point to where that has been picked up in the written submissions rather adlibbing.

Senator CAM ERON—Thank you.

Senator TROETH—The Australian Law Reform Commission, in its review of Australia’s
privacy laws, found that because of the increasing use of technology the risk posed to online
privacy by small business may not necessarily be low. In your view, should small businesses be
subject to the requirements of the Privacy Act?

Ms King-Siem—Absolutely. My initial point that small business comprises 95 per cent of
Australian businesses—if that figure is correct—means that Australian businesses are largely
unregulated by the act, at least insofar as their dealings with that information go. The argument
againgt the lifting of that particular exemption has always been that it would be too onerous on
small business to comply.

Senator TROETH—We did hear that, yes.

Ms King-Siem—It is heard time and time again. However, if you look at the cost of
regulation now or later on—which | would say is probably going to be inevitable, given the way
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we are going—the cost to small business will be a lot lower now, as an early adopter, if you get
in and get it out of the way, than later on.

Senator TROETH—What about Australian organisations sending data to overseas companies
which are not covered by the Privacy Act? Isthat a concern to your organisation?

Ms King-Siem—Absolutely, and it is a reality, particularly with cloud computing, having
servers offshore. For almost any given interaction there is a good chance that your information is
shooting its way around the world and some along the way may or may not be captured. | think
there was a news article recently saying that in April this year, for something like 15 or 17
minutes, 15 per cent of all internet traffic was routed through China. They will be spending the
next couple of years breaking that information down. That included NASA and the US
Department of State. You name it; it all went through China.

| imagine that, with our data here, there and everywhere, it is not that secure. It is not even that
secure, probably, in Australia. Again, you run into the jurisdictional problem of how do you then
enforce that. Even if we have the strongest privacy laws in the world, if we cannot enforce them
it does not do us much good. That iswhere international cooperation iskey. It is very hard for us
to argue greater protection if we do not offer it within our own jurisdiction.

Senator TROETH—Thanks for that.

CHAIR—Ms King-Siem, thank you very much for your time today. We look forward to you
endeavouring to apply your mind to some of the questions we have asked you, now that,
hopefully, you have a bit more time. Could you reply by 16 December, as that is the deadline
that the committee has set. Thank you very much.

MsKing-Siem—My pleasure.

Proceedings suspended from 12.25 pm to 1.22 pm
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MILLER, Ms Kathryn, Member, Executive Committee; Member, Administrative Review
and Constitutional Law Committee, Administrative Law and Human Rights Section, Law
Institute of Victoria

CHAIR—We look forward to hearing from you, Ms Miller. | will read you the riot act in
terms of the formalities because you were not here earlier today. These proceedings are public. If
at any stage you want to give evidence in private, you can make that request of the committee
and we will consider that, together with your grounds for doing so. It is an offence and
potentially contempt of the Senate for anybody to attempt to interfere with evidence that would
otherwise be given by a witness before this committee, as indeed it is for a witness to give
evidence that is in any way false or misleading. We have your submission. Do you wish to make
any amendments to it?

MsMiller—No.
CHAIR—I invite you to make a brief opening statement before we ask you some questions.

Ms Miller—I am here today representing the Law Institute of Victoria. The LIV is the peak
body for lawyers in Victoria and those who work with them in the legal sector. We represent over
15,000 members.

The starting point from the LIV's perspective when talking about issues of privacy is the
Privacy Act of 1988 and in particular the Information Privacy Principles, which apply to
government agencies, and the National Privacy Principles, which apply to private organisations.
| note that the Privacy Act and in particular the IPPs and NPPs are currently under review with a
proposal that they be changed into the Australian Privacy Principles. There is a review of the
exposure draft of the APPs currently being undertaken by the Senate Finance and Public
Administration Legislation Committee. That inquiry may affect issues of online privacy as well
as offline privacy. The Law Institute of Victoria has made a submission to that inquiry as well. |
note that that committee began its public hearings last week.

In the submission that the LIV has made to this committee, we chose to focus on what we
understand is the proposal by the government, and we have based it on some possibly
unsubstantiated media reports that the Attorney-General’s Department has been in discussions
with industry on implementing a data retention regime in Australia that might require internet
service providers to log and retain customers' browsing history and email use. The reason that
we chose to focus on that issue in this inquiry is that we consider that that proposal, if it exists
and is real, represents a significant departure from the National Privacy Principles that would
ordinarily apply to ISPs and also that it proposes to treat online privacy in away that is different
to the way that offline privacy is treated.

In summary, the policy would be a significant departure from the National Privacy Principles
first because it would collect information not for the purpose of actually providing internet
services but because the information might be useful at some time down the track to law
enforcement agencies. The L1V suggests that the collection of this information and the scale on
which it is going to be collected is unnecessary for the functions of 1SPs and also, to an extent,
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law enforcement agencies and also that it is unreasonable because it would involve a large-scale
collection of information in relation to people who are not suspected of committing any crimes,
and never will be, in order to identify information that might be relevant to a few suspected
criminals.

There is also a concern about the sheer magnitude of the information that needs to be
collected. That would all need to be stored somewhere, and the 1SPs would have obligations
under the National Privacy Principles to protect against the misuse of that data. The sheer scale
of the information collected raises questions about how that would happen.

There is also a concern about the application of National Privacy Principle 4.2, which relates
to the period for which information is retained. Our opinion of that principle when applied to this
policy is that this information could potentially be retained indefinitely because, basically, how
Is an ISP to know when a law enforcement agency no longer needs the information that is being
collected for them?

There are also a couple of concerns with NPPs 8 and 10. NPP 8 provides that users have to
have the option of not identifying themselves when transacting with an ISP, if that is practicable.
The problem with the amount of information that is being collected about people is that it
renders it almost impossible to be anonymous, because of the profile that can be developed about
you. Also, some of the information may include ‘sensitive information’, as defined under the
principles, which is things such as gender, political opinion, sexual preferences and health
information.

Also, the proposal treats online privacy differently to offline privacy. The best way of
Illustrating that is simply to point out that if this proposal was that all mail sent and received
within Australia be logged and retained for seven years, or that all phones be intercepted and
recorded, then | think it is not stepping outside the bounds of my expertise to say that there
would be significant public outcry. What we have here is the electronic equivalent, and it really
means that the government is proposing to treat online privacy in a way that is different to
offline privacy simply because the technology makes it possible.

Finally, our submission states that the proposal, if it exists, is arguably unnecessary. Law
enforcement agencies can currently apply for warrants to obtain information such as browsing
histories from ISPs. If there is a concern that some ISPs do not contain significant browsing
history, then the LIV considers that that can be dealt with on a case-by-case basis. In particular,
if there is a suspect in an investigation, a warrant can be obtained to obtain the browsing history
from an ISP and an | SP can be requested to log and retain the browsing history for that particular
individual from that point forward. That is essentially what happens when warrants are granted
for intercepting telephone calls.

| note that since we provided our submission there have been some developments. For
example, | note that the Senate Standing Committee on Finance and Public Administration have
begun their public hearings. | understand there has not been a further response to the
recommendations of the Australian Law Reform Commission report. | should just note that that
Is the report that essentially preceded the Australian Privacy Principles. There has been a
response to the House of Representatives Standing Committee on Communications report, which
was titled Hackers, fraudsters and botnets: tackling the problem of cyber crime. That response
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was announced on 25 November 2010. One of the aspects of that response was that the
Australian government is working with the Internet Industry Association to develop a voluntary
| SP code. | welcome any questions from the committee.

CHAIR—Then | shall take the liberty of kicking off. Thank you. You talked in your opening
statement about data retention and about the government treating offline situations differently
from online. | think you suggested, in terms of online, trying to search for the electronic
equivalent, if you like. Some of the evidence given by some witnesses, and indeed some of the
criticism of attempts to police online or apply regulations online, is on the basis that it is trying
to apply offline thinking and offline rules to online systems and behaviour and that that is not
appropriate or does not work. There has been that sort of criticism with respect to the
government’s proposal for a net filter—what is being called censorship. Do you want to reflect
onthat? | understand you to be saying that collection of telephone data would be the subject of a
hue and cry, yet it seems to be different with online data. So is it a proper criticism to say that
you cannot regulate online with offline thinking? If so, how do you reconcile that with your
earlier comments?

Ms Miller—I am open to the suggestion that there will be circumstances and applications
where what works in the non-electronic world just does not work in the electronic world. For
example, it may be that law enforcement agencies need to change their techniques and their
investigation methods for online situations. However, the Law Institute’s comments are really
coming at the situation from the perspective of privacy. We do not see any justification for
saying that there is online privacy and that is different from offline privacy. | do not think that
people make that distinction in their personal lives, their private lives, their professional lives.
We do not think that it is appropriate that the parliament make a distinction in legislation
between online privacy and offline privacy.

CHAIR—Okay. You talked about doing stuff just because technology makes it possible. In
the second last paragraph, on the middle page of your submission, you refer to the large-scale
collection of personal information by governments. You also referred to it in your opening
statement. You say:

The large-scale callection of personal information by governments because it may be helpful to some government
functions, rather than because it is necessary, constitutes a serious threat to online privacy. The power of the internet
should not be used by governments to achieve measures of control that would not be possible without the internet.

It isthat bit of your statement and observation that | want to ask about. You talk about measures
that would not be possible without the internet. Why not do it, if you can? Are you in fact talking
about measures that would not be possible and necessary or appropriate? If you can do what is
necessary or appropriate, why the heck wouldn’t you? | am wondering whether you want to add
something to that statement in the submission.

Ms Miller—Where that part of the submission was coming from was this idea that, when it
comes to the benefits of technology and the internet to government agencies and law
enforcement agencies, the question can sometimes appear to be, ‘Can we do it? rather than ‘Is it
appropriate or reasonable to do it? What we were trying to get across in that paragraph was that
the question should always be ‘Is it appropriate and reasonable? It should not be the case that
just because we can we will.
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CHAIR—'Isit appropriate? I s it reasonable? And, by the way, we can.’

Ms Miller—Exactly. If it is appropriate and reasonable but you cannot do it, then of course
you cannot do it. We say that you should always start with the information privacy and the
National Privacy Principles and then go to questions of practicality and possibility later.

CHAIR—That is helpful. Thank you.

Senator LUDLAM—Thank you very much for your submission. Possibly my questions will
cross over into the larger privacy review that is going on at the moment. The Attorney’s office
and the Australian Federal Police were saying in the last hearing that we had on this that
basically there is no expansion going on here and that this is the status quo; they are moving into
being able to log the kinds of data that exist these days because the home landline records are
fading away as people give those services up. How do you see this as being any different from
the status quo, which is the Attorney-General’s Department argued last time?

Ms Miller—It is true that currently telecommunications providers retain records of phone
calls that are made between people. The first distinction that | would make between call charge
records and metadata of internet websites is that a phone number is just a phone number unless
you have other information to interpret what the phone number is. And even if you know who
owns the phone number and who the usual users of that number might be, you still know very
little about the content of the conversation. | would suggest that when it comes to websites the
website address and the type of information that is commonly found on that website can in fact
be readily ascertained, even just from the metadata. So, even if the proposal is restricted to
metadata as opposed to the actual web pages, there is still a great deal of extra information that
can be obtained that you could not get from something like a call charge record.

Another difference—and this might be stepping outside my area of expertise—is that call
charge records and similar telecommunications information is held for billing purposes. The
main reason that telecommunications providers need to know who has called whom and for how
long is so that they can charge appropriately for it. With internet service provision, it is really
just about how many gigabytes you are downloading. They do not need to know which websites
you are visiting. The only reason that they would be collecting this information is because it
might be useful to law enforcement agencies not because of how they provide or charge for their
service.

Senator LUDLAM—That is a useful distinction. You pointed out three or four of the privacy
principles that this proposal would appear to violate. | have been a bit hesitant with my language
as well—I do not know whether this is a proposal, a thought bubble or a program. With the way
that the law is structured at the moment, what are the conseguences for breaching its principles?

Ms Miller—Breaches of the principles are investigated by the Privacy Commissioner. My
understanding is that the Privacy Commissioner often utilises things like conciliation or
mediation to resolve concerns about privacy. There is no separate cause of action for privacy.
You cannot sue someone for a breach of privacy and get damages or anything like that.

Senator LUDL AM—Do you think that we should change that? Should there be?
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Ms Miller—It is one of the obvious gquestions when looking at privacy. | am just having a
look at our submission on the Australian Privacy Principles to see if we addressed this.

CHAIR—While you are looking—and maybe Senator Ludlam is going to go here—if so,
how do you substantiate or measure damages?

Ms Miller—I do not think we have addressed it in our submission, so it would probably be
something that | would feel more comfortable taking on notice. It is a live question should there
be something more enforceable than an inquiry by the Privacy Commissioner. A statutory cause
of action is one such possibility, but | do not feel comfortable speaking for the LIV on whether
that should be something that is pursued. In terms of assessing damages, that is something that
would need to be explored. There are a number of options. It may have something to do with the
loss that has been suffered through the breach of privacy. Potentially there would be some
consideration—almost like a *hurt and anguish’ experience through loss of privacy. Of course,
when breaches of privacy happen, it is not always that there has been a quantifiable financial
loss. Sometimes it is just that feeling of violation because your privacy has been breached.

Senator LUDLAM—I guess that is the sort of thing courts are good & figuring out. We
might watch to see if you provide any other submissions, not necessarily to this inquiry but to
the Finance and Public Administration Legislation Committee’s inquiry on the privacy
legislation. Are there other jurisdictions overseas that we should look to who are better at this
than we are? | figure everybody is trying to work this out as they go—the technology is
changing so quickly. Are there places el sewhere that we should be looking to?

Ms Miller—Again, | would probably take that on notice. Everyone is trying to grapple with
the issue of privacy and everyone isdoing it in a different way. It is affected by issues of treaties
that people have. | know that the EU has got a data retention program or directive similar to that
which we think is proposed by this government. That is in a lot of ways very context specific.
There are a lot of things happening in the EU and they are affected by the EU arrangements and
all of their treaties and everything like that. That is going to affect the way that they respond. So,
again, it would have to be something that | would take on notice and provide a written answer to,
giving a summary of what other countries are doing and looking at whether there is any model
that is better than another.

Senator LUDL AM—Have you sought a briefing from the AG’s office or have you put your
concerns to them directly, or isthis the first time you have put some thoughts on paper about the
data retention proposal?

Ms Miller—When we first saw the media reports about it at the beginning of the year we did
write to the Attorney-General and we had a response. | do not know if it was a satisfactory
response but it was a response.

Senator LUDL AM —I will ask more questions later if there istime, Chair.

Senator CAM ERON—Ms Miller, you said that you wrote to the A-G’s department?

MsMiller—Yes, that isright.
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Senator CAM ERON—AnNd you said you were not happy with the response. When did you
get that response?

MsMiller—I do not recall.
Senator CAM ERON—Weeks, months—do you have any idea?

Ms Miller—I think we sent the letter to them in the first quarter of the year and a response
was received before the election, so probably in the second quarter of the year—a period of a
couple of months, | think.

Senator CAM ERON—Since then have you taken any steps to have further discussions with
the A-G’s department?

MsMiller—I do not believe we have.
Senator CAM ERON—Why not?

Ms Miller—The impression that we got from the letter that we received from the Attorney-
General’s Department was that perhaps further discussions with the Attorney-General’s
Department would not be the appropriate avenue to pursue this issue and that it might be one
that would be better pursued in other avenues. That is why, when this inquiry came up, we
thought this would be a good opportunity to pursue the issue.

Senator CAM ERON—COther than this inquiry, you have not stopped to have discussions or
given your views to the minister?

MsMiller—Aside from that initial correspondence, no.
Senator CAM ERON—Why not?

Ms Miller—As | said, the content of the letter suggested that this was an issue where it was
not going to be an efficient or productive course of action to seek further audiences with the
Attorney-General. We raised the concerns that we had in the letter. The Attorney-General
provided responses to those concerns and it did not really look asthough it was an issue in which
further conversation was going to be encouraged or necessarily worth while.

Senator CAM ERON—So they actually said it would not be efficient or productive to try to
pursue your political concerns. Isthat correct?

MsMiller—No, that is not what the Attorney-General’s office said.

Senator CAM ERON—BuUt you just said that you took the view it would not be efficient or
productive.

MsMiller—That is the opinion that the committee formed that was responsible for preparing
the correspondence and engaging on this issue after it reviewed the letter that we sent and the
letter that we received in response.
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Senator CAM ERON—You guys are easily put off thetrail, aren’t you?
CHAIR—You are doing your best to put them off, Senator Cameron.

Ms Miller—We do not like to think that we are easily taken off the trail, but we do have
limited resources and we like to apply those where we think they are going to create efficiencies.

Senator CAMERON—I have to say to you: one letter and that is the end of it is very
interesting. You also said you were not really sure what was being proposed by the government.

MsMiller—That isright.

Senator CAM ERON—You thought it might be similar to what is being proposed in the EU.

MsMiller—That isright.

Senator CAM ERON—If you are not sure, what brings you to that conclusion?

MsMiller—There was an article published—

Senator CAMERON—Don't tell me it was the Australian or that will be the end of it.

MsMiller—No.

CHAIR—In your view, Senator Cameron, maybe.

Ms Miller—It was an article published in February or March in an online magazine called
ZDNet and then in another one on 11 June 2010. That reported that there had been meetings
between the government and representatives of ISPs to discuss this proposal. As happens with

these sorts of things, someone alerted this online magazine to it and they wrote an article about
it.

Senator CAM ERON—Your views are checked by two online articles.

Ms Miller—Our knowledge of the proposal if it exists is based on those two online articles.
Our views are based on our understanding of what such a proposal might look like based on the
EU directive on this issue. We would of course be thrilled to review those views and also to
review our views about whether such a policy would comply with the Information Privacy
Principles and the National Privacy Principles if the government were to release that proposed
policy publicly.

Senator CAM ERON—You will have to be a bit more persistent than you have been.

Ms Miller—Well, we certainly wrote to the Attorney-General and asked for details of the
proposal and they were not forthcoming.

Senator CAM ERON—Okay.

ENVIRONMENT AND COMMUNICATIONS



EC 30 Senate Wednesday, 1 December 2010

Senator LUDLAM —There was also some reporting in the Sydney Morning Herald. One of
the journalists there submitted a freedom of information request that came back drenched in
black pen and that is where some of the secondary reporting has come from as well.

CHAIR—Take that, Senator Cameron.
Senator CAM ERON—Who was that?
Senator LUDL AM —It is Senator Ludlam being helpful.

CHAIR—We need a chair and another participating senator as a balancing antidote to the
deputy chair.

Senator CAM ERON—The Attorney-General’s Department claimed at the committee's last
hearing that data included under the proposed scheme is similar in nature to telephone logs of
who called whom and when. Telecommunications companies keep that for billing purposes and
it is not necessarily kept for the new technology. Is this retention of information about an email
any different from telephone call logs?

Ms Miller—As | said in response to Senator Ludlam’s question earlier, | think that there isa
distinction to be drawn between call charge records—records held by telecommunications
providers about who called whom—and metadata of websites visited and emails sent or
received. When it comes to telephone call charge records, the phone number itself is just a phone
number until you have additional information such as who owns each of those phone numbers.
Even if you know that person A called from phone number 1 to person B at phone number 2
there is really not much you can say about the content of that conversation. In contrast with
things like websites, the name of the website can in fact disclose a great deal about the content of
the information that has been obtained from that website, even if you only retain the metadata
and do not retain the website itself.

The other point of distinction is that call charge records are retained by telecommunications
providers because they need to charge the users of the telephone for making the calls. That isin
contragt to this proposal, where internet service providers, who do not need to retain this
information for billing purposes, would be retaining it solely because it might be useful to law
enforcement agencies.

CHAIR—Regarding small business and the exemption for small business, do you think small
businesses should be subject to the privacy legislation?

MsMiller—I do.
CHAIR—It isthat simple, so there should not be an exemption—full stop?

Ms Miller—I think that when you have something like privacy, which is a principle or a
protection that has a broad application—privacy touches on just about every single aspect of our
lives—the more exemptions you put into the legislation, the more unwieldy it becomes to apply
it. This is an issue that we have looked at as part of the review of the exposure draft of the
Austraian Privacy Principles. | understand that it is not being addressed as part of the Australian
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Privacy Principles or the current review that is being conducted by the Senate Finance and
Public Administration Committee. My understanding is that that is going to form part of a
second response to the ALRC's review, but in the discussions that the LIV had about this there
was a comment that it seems a bit inconsistent that small businesses are exempt from this,
particularly when you consider that some small incorporated organisations such as charities or
community groups that are not in business may still actually have the National Privacy
Principles apply to them.

CHAIR—Can consent genuinely be given to the use of personal information that might
otherwise be regarded as private in the online world?

Ms Miller—This is a very interesting question. | think that there are two different types of
consent when we are talking about the provision of information, whether it is online or offline.
There is what | will call formal consent, where you have a question asked of you—'Do you
consent to provide this information? —and someone says yes. That is one way of looking at
consent, and | think at the moment the National Privacy Principles and the Information Privacy
Principles really do look at consent in that situation. There is a deeper question to be asked, and
that is. how real was the consent or what was the context of the consent? If someone is saying to
you, ‘You can't access this service,” or a certain product, ‘unless you give us this information,’
then | think the nature of the consent starts to become a little bit different. It is particularly a
concern—

CHAIR—We currently have that, for example, for medical and other specialist services.

Ms Miller—That is right. What | was going to say next was that it is not necessarily a bad
thing to say that you need to provide certain information to be able to obtain a service. For
example, it is difficult to get atax refund if you do not have atax file number. It is difficult to
access medical services if you have not provided your medical history. Where it becomes a bit
different is where organisations request information that is not necessary for them to provide the
service or the good that the person providing the information wishes to obtain—where they ask
for additional information not because they actually need it to provide the good or service but
because it might be useful in the future or they could use it for some sort of ancillary purpose
such as marketing. | think that is where consent startsto get alittle bit hazy.

CHAIR—You used the word ‘real’ and talked about discerning whether consent was real. In
the workplace relations world, which is close to the heart of the next witnesses—and also
Senator Cameron, if | might—there has been discussion about ‘genuine consent’. Surely those
sorts of factors do not affect the genuineness of the consent, which is really the nub of what | am
asking about, rather than the protections and other things you might put around the use of that
information et cetera once and if consent is able to be genuinely, properly, really—whatever
word you want to use—given.

Ms Miller—'Genuine' is probably a better word for it. Formal consent does involve genuine
consent. If somebody provides information and says, ‘Yes, you can collect that information,’
they are genuinely consenting. They know what they are doing.
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CHAIR—Do they and does it, because we have had evidence from other witnesses that
people do not necessarily read before they sign? | would like to say that | always read before |
sign.

Senator LUDLAM—Do you?

Ms Miller—I would like to say the same thing. | agree. When presented with pages and
Pages—

CHAIR—It isthe price of access, isn't it?

Ms Miller—It is. | think with online access everyone wants it to be quick and is used to it
being quick. When confronted with a 20-page document that still seems to be written in 1950s
legalese and which has not been touched by the trend towards plain English, | absolutely agree
that people just click through.

CHAIR—You just click yes, don't you?

MsMiller—That isright.

CHAIR—For example, when you are booking with Qantas—
Senator LUDLAM —You just hunt for where it saysto tick yes.

MsMiller—Yes, absolutely. That isright. That would be more a question about consent to the
terms and conditions of using the site which will include issues of privacy but will also extend to
other issues. | guess from my perspective the genuineness of the consent and why you can say
that there is genuine consent when it comes to providing information to websites is because you
have to be the one typing that information in. For most of the information that we provide online
| suggest we have to actualy input it, so we have to provide our name, our address, our date of
birth, our mother’s maiden name—

CHAIR—There was evidence given by others about the advertisers and marketers who work
stuff out from our footprint online, which is not necessarily actually information we input. Given
the time constraints, you might take on notice—only if you have something to add—whether
proper and genuine consent is able to be given in terms of information online and, if so, how and
what would you define it as. The committee has set 16 December as the deadline for answers to
guestions taken on notice. If you have something to add, that would be helpful.

MsMiller—Yes.

CHAIR—In discussing how far employers should be able to go to access information about
employees, the ACTU suggestsit is not appropriate for an employer to access information to do
with an employee’s use of personal equipment for personal reasons in personal time. Do you
think that that boundary is able to be drawn and, if so, would you draw it right there and say that
everything else is up for grabs for an employer or would you draw it earlier than that and, if so,
where?
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MsMiller—I think it isreally difficult in a privacy situation to draw any sorts of stark lines. |
think it is always going to be based upon context and the facts and circumstances. The difficulty
with a personal device is that most personal devices are in fact used for work purposes these
days. We are getting the merging of work and private lives. | think it is clearer for employersto
be able to access devices that they have purchased and paid for. | think they are on less safe
ground when it is a personal device even if it is used occasionally for work calls, work emails or
something like that. | would not necessarily draw the line at where they are because these days
al of our communication is very mobile. | do not think that is very useful for people. | think it
really needs to be looking at what was the use of the device at the time, whether it was for a
personal use or for aworkplace use, and then looking again at who pays for the device.

CHAIR—I suggest that you think about whether it would be cut and dry in many situations,
whether it would be black and white, or, if not, how the individuals involved—whether it is the
boss, the worker, a union or a cop on the beat—easily discern that, given that these sorts of
interfaces are happening more and more. If you can turn that into a question, you are doing
better than | did. You might want to comment on that now or take it away. If you do not have
anything to add, you can just say you have nothing further to add. | do not want to give you work
that you do not need.

MsMiller—It is all very well and good for me to sit here as a lawyer and say, ‘ That depends
on the circumstances,” as we like to do, but | also understand that both employers and employees
want firm boundaries because they want to know what is acceptable and what is not. | think it
has been firmly established, and is common practice now, that employers are entitled to look at
certain information that is done on their own work computers and work phones, what
information is being exchanged there. | think the blurry line comes when there is a mobile or a
laptop or something that is used for both purposes. As you state, where doesthe line get drawn? |
do not know that thereisaline but | can go away and check that out.

CHAIR—It may be workplace policy that ‘you can also use this thing for personal stuff
because it does not cost us anything directly’ and what that means in a privacy context.

MsMiller—Yes.

CHAIR—Thank you for your time, Ms Miller; it has been very helpful.
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[2.00 pm|
CLARKE, Mr Trevor, Legal and Industrial Officer, Australian Council of Trade Unions
FETTER, Mr Joel, Policy and Industrial Director, Australian Council of Trade Unions

CHAIR—The committee welcomes representatives from the ACTU. The evidence you are
about to give is public and the proceedings are public. If a any stage you want to give evidence
in private, please request that and the committee will consider your grounds for doing so. It isan
offence for anyone to give false or misleading evidence to the committee and potentially a
contempt of the Senate, as it is for a third party to attempt to influence evidence that would
otherwise be given by a witness. Senator Troeth and Senator Ludlam are here with me, and
senator Doug Cameron isin the ether.

Mr Fetter—I| am sorry, chair, does that mean that Senator Cameron is listening in?

CHAIR—Yes. He will no doubt ask questions of you, once | let him. We have your
submission; is there anything you would like to amend?

Mr Fetter—There is not.
CHAIR—Then, how about an opening statement?

Mr Fetter—We thank the committee for receiving our written submission and having us
along today. The ACTU, through its affiliates, represents two million working Australians and it
IS on their behalf that we appear today. The ACTU has been thinking about these issues for a
number of years now and we addressed some of those points in 2009 in our congress policy. It
has been apparent for several years that new technology is changing the world, really, but in
particular the workplace, with devices and facilities such as the internet, mobile phones and,
indeed, tracking devices. It is not only the work of white-collar office workers that is changing
but also the work of manual or blue-collar workers. We acknowledge, of course, that the new
technology provides enormous opportunities for society to work smarter and more efficiently
and also to free ourselves as working people from some of the traditional confines of being
locked in the office.

CHAIR—Yes. It should all be good, shouldn’t it?

Mr Fetter—That isright. If managed properly, it could be a wonderful boon to the quality of
people’s working lives and productive enterprise. But with opportunity always comes risk, and
the major risk that the committee is considering is the risk to employees’ privacy. As the
previous witness pointed out, there is increasingly a blurring of work and private lives,
particularly for those workers who sit in front of computers or who have employer issued mobile
phones and other devices where they are using the device for both work and personal reasons.

There is also enormous risk from the fact that now more and more of what employees do is
recorded in writing through these devices and through various websites and that the written
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information is there, potentially, for posterity. Alongside that, of course, comes the increased
capacity on the part of employers to monitor what employees are doing. So, putting all of these
things together, we think that there is a potentially risky mix of factors which, if not controlled
properly, would lead to an erosion of people’'s legitimate interests in having a degree of privacy
a work. So the challenge for the law is obviously to balance workers rights to privacy,
particularly of their personal information, against the employer’s interest in managing their
business and having people perform appropriately and efficiently.

We come to this committee from the point of view that the law as it currently stands is clearly
inadequate, in our view, in that the whole class of employee records is exempted from the
provisions of the Privacy Act. So, as a matter of practice, there is very little protection for
people—whether at work or outside work, frankly—in relation to the privacy of things that
occur in the course of their employment. The current state of the law shows that, in a sense, no
attempt to balance those two interests has been undertaken to date. Essentially, employers have
carte blanche, at least in relation to most of the issues that we are concerned about, to decide
what they will monitor and what they will not, subject to some state based legislation in relation
to surveillance.

So we think that the time is ripe to reassess these issues and to try and strike a better balance.
My colleague Mr Clarke can go into a bit more detail on our concerns about the interests that
workers have in their privacy at the point at which they are candidates for jobs, at the point when
they are in employment and also towards the end of their employment. But | should say up front
that, while the ACTU has been considering these issues and has attempted to develop some
principles, we ourselves are not at the point where we have a specific call for law reform on this
issue. We would like to have more consultation with the peak employer bodies, because we think
that there is a sensible way forward here in terms of delineating what a reasonable employer may
do, and we hope that our employer friends will agree with us on the appropriate boundaries. We
also would like to explore whether some of this could be resolved through bargaining. We think
that, apart from questions of what the law should impose, it is obviously very important that the
workplace context is given to these issues and that there is capacity for bargaining at the
workplace. So, with those remarks in mind, either | can throw to my colleague or we can take
questions from the committee at this stage.

CHAIR—I think we might kick off the questions. | will start with one, and then we will see if
Senator Cameron wants to give his two bobs worth. ‘Consider these issues in a workplace
context’ was part of what you were suggesting at your end point, Mr Fetter. Haven't these sorts
of issues been considered, at least to some extent, by policymakers and also by organisations like
yours and business organisations in a workplace context in respect of employee records and the
fact that there is a separate sort of policing system and ‘cop on the beat’ to access those records
for the benefit of employees? Hasn't there been, to some extent, workplace consideration given
to issues that will involve the privacy considerations? What are your views of the way those deal
with privacy considerations?

Mr Fetter—I am sorry: | am not sure | follow. Are you saying that this has already been dealt
with because there is that provision in the Privacy Act?

CHAIR—No. Do you want to have a go, Mr Clarke? | am asking the ACTU—so either of
you. | can rephrase it if you need me to. Mr Clarke, do you want to comment?
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Mr Clarke—I think what you might be getting at is the ability of permit holders to inspect the
records.

CHAIR—AnNd the Fair Work Ombudsman.
Mr Clarke—Yes.

CHAIR—There is a system. Basically an employer needs to keep records so that athird party
can access them to work out whether or not an employee has been dudded—to put it in
layperson speak. So there is a separate regime allowing access to information that might
otherwise be regarded as private, and that is being dealt with in a workplace context.

Mr Fetter—Yes.

CHAIR—It is not smple, isit? Underlying what | am asking about is the fact that it is not as
simple in the workplace world to try and regulate the privacy stuff in the privacy legislation. |
guess that iswhy we are in the situation we are in.

Mr Fetter—Yes, Senator.
CHAIR—AnNswer that how you will.

Mr Fetter—Those provisions deal with access, both by registered organisations and the Fair
Work Ombudsman, for the purpose of investigating a suspected breach of people’s legal rights.
But it isavery limited range of rights, essentially, that people have under the system. At the end
of the day the area that is not regulated at all is the scenario where workers are accessing
information—whether it is through Facebook, Google or whatever sight—and then the employer
Is seeking to monitor what is going on and potentially discipline workers for using those
facilities inappropriately. | do not think the Fair Work Act has anything to say about those issues.
It is true that in relation to workplace issues it is not obvious that these matters ought be dealt
with under the rubric of the Privacy Act rather than be dealt with as an integrated part of the Fair
Work Act. That iswhy | suggested, before, that workplace-specific consideration of these issues
would be required—because what goes on in the workplace often has a very different flavour to
what goes on in the broader community.

CHAIR—Before | invite questions from others, find a way to convince me that the ACTU is
not—I am sure it is not—happy with access to information that might otherwise be regarded as
private when it isaimed at protecting the rights of employees versus doing something else. You
used the example of an employer wanting to monitor access. So find something to convince me
that the ACTU is not only being mindful of the need to protect employees.

Senator CAMERON—Can | indicate that you can take that on notice and give it some
serious consideration, if you like.

CHAIR—Of course, Mr Fetter can. That remark was from Senator Cameron speaking via
teleconference; | did say he would make his presence felt.
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Mr Fetter—I am happy to provide you with a long answer on notice but, in short, when the
Fair Work Ombudsman or a permit holder investigates suspected breaches of the law, first of all,
usually the information that they are seeking to access is not health records or intimate records.
Probably the most private thing there would be disclosure of is a worker’s salary. So it is a very
different thing to what workers might access on the work system—they may access their
personal banking information or they may send an email to their doctor. So | think it is of a
different nature. Second of all, permit holders are overwhelmingly investigating at the request of
affected employees. So the employees have given consent for the trade union to investigate
breaches of their rights and obligations. So again, | think that is a very different situation to the
much more serious issue of where employers are monitoring truly intimate details that relate to
employees' personal lives. That is often done without consent or in circumstances, as the last
witness pointed out, where the quality of consent is very questionable.

CHAIR—This is my final question on this part: are you saying that business privacy is
different from personal privacy? In the example that you used, an employer might regard that as
an invasion of their business privacy, and yet it is the law that they must allow access. Is their a
difference between an employer’s business privacy and somebody’s personal privacy? | would
like to hear you reflect on that.

Mr Fetter—In that circumstance there certainly is, because nobody can invoke their business
privacy as an excuse for why there ought not be an official investigation, whether it be by they
police or some other authority empowered by statute to investigate. In that circumstance, there
certainly is.

CHAIR—So0 you are saying it is good that there is alack of that sort of privacy.
Mr Fetter—In the enforcement space.

Mr Clarke—The other distinction that needs to be drawn is that those sorts of investigative
rights have come about by the parliament making a conscious decision to work out where the
public interest lies and creating a public right based on the public interest. They have said: ‘This
Is the employment or labour market and this is the way that it works. We think that there is a
policy case for a public right for aregulator or somebody with de facto regulatory authority as a
permit holder to make sure that the laws are being observed.” There has been a conscious
decision to look at those issues, whereas | understood this inquiry to be directed at this because
everyone has been ignoring this for a while and they want to answer the question of how to fix it.
In the case of pay sheets and leave records and all those sorts of things, they have been the
subject of a very targeted policy decision to create a public right for what is seen as a public
interest.

CHAIR—Indeed, the terms of reference could be why we have not had any submissions from
employer or business organisations to this inquiry. It is all very well for you to see it as
appropriate, but we do not have their views.

Senator LUDL AM—I want to follow on along those lines. One thing that has been bugging a
bit as this conversation has gone on, given that we have just had national go home on time day is
that we apparently donate six weeks of unpaid overtime to our employers every year. As much as
people might say that Facebook and personal time is bleeding into work hours, the reverse is
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happening to a much greater extend, with work bleeding into personal times. Maybe our social
lives are becoming a little bit intertwined with our work lives. You said that there ought to be
greater controls on employer monitoring of the contents of online communications made while
at work. Given the fuzzy boundaries of what ‘while at work’ may mean these days with some of
these technologies, how do we do that? What kind of controls should we put on workplace
snooping?

Mr Clarke—The difficulty in answering that question is because of the point in time that we
are at already. We have taken a long time to start thinking about this. As long ago as 10 years ago
there was a survey by Freehills, one of the major law firms, that indicated that 64 per cent of
Australian employers who responded covertly monitored the emails of employees. What we are
trying to do now is articulate what the interest in privacy and justify why it is that we should
limit what has been taken for granted as the right of employers. But the starting position in other
places, such as Germany, has been that you enter the workplace with your rights intact and so
you are not in the defensive position there that you are in here. We are in a defensive position
now, rather than being in the position of assuming that there is a right to privacy, asking an
employer to articulate a business need that they have and then explain why the meeting of that
need necessitates invading privacy and then going through the balancing exercise. Thereis afirst
principles question here. We have waited so long that the privacy advocates have to make their
case in a defensive way rather than there being any sort of assumption about where you start in
principle.

Senator LUDLAM—Spell it out to us: whatever the ethics or operational reasons might
demand, it is not at al unlawful for an employer to spy on an employee’s email. Is that a fair
thing to say?

Mr Clarke—I do not think that that represents the legal position. A couple of the state
governments—New South Wales and Victoria at |east—started to put some statutory controls in
place in relation to workplace privacy and monitoring et cetera.

CHAIR—What about the victimisation provisions of the Fair Work legislation? If an
employee were to argue that they were being victimised, that is potentially unlawful in the
workplace space already—potentially?

Mr Fetter—Only if it is related to one of your workplace rights, and you do not have a
workplace right to, for instance, access your bank online and pay your mortgage. That is the
problem.

CHAIR—What if an employer were singling out someone? What if | was your boss, Mr
Clarke—God forbid—and | was singling you out for online monitoring and | am only
monitoring you? You could argue—

Mr Fetter—The employee is only protected if the employer has singled him or her out on one
of the proscribed grounds.

CHAIR—Yes. But by and large there is not, but there are some scenarios in which you could
say it is already—
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Mr Fetter—Yes. If you had selected Mr Clarke because he was a union activist in the
workplace and—

CHAIR—Never!

Mr Fetter—you were trying to contrive areason to discipline or dismiss him then that would
raise questions. But some of the problems with this go to the workplace context. The capacity to
monitor means that an employer can dress up wrongful grounds for investigating an employee
with legitimate grounds. There are some difficult intersections between the traditional rules and
laws of employment and the new technology. For instance, it has been a traditional rule under
common law that, if an employer dismisses an employee for one reason which isillegitimate but
after the dismissal finds a legitimate reason—for instance, because the employee was guilty of
some misconduct a long time in the past—then the dismissal is regarded as legitimate. This is
even if the employer did not know at the time that there had been a breach.

CHAIR—But it may subsequently be found to be procedurally unfair, mightn't it?

Mr Fetter—Unfortunately, the commission and now the tribunal have in some cases picked
up this old rule to say that an employer can justify a dismissal based on facts not known to them
at the time of the dismissal and even if the dismissal was for a wholly different reason. In a
world in which people are making comments on the internet that are permanent, it is very easy
for any employer, we would submit, who wants to get rid of any employee to manufacture a
legitimate dismissal in terms of that rule. Either that rule has to change in light of the greater
capacity for employersto do this or parliament has to intervene.

CHAIR—One employee could manufacture a reason in respect of another employee, couldn’t
they?

Mr Fetter—Yes.
CHAIR—AnNybody can, really.

Mr Fetter—We are happy to admit that it cuts both ways, too. Once a manager may have just
had a word in the ear of an employee where there was a problem, now there might be a written
record on the email system. An employee is entitled to rely on that record if they objections to
what was said.

CHAIR—Or a disgruntled spouse or friend of an employee. There are really no limits to the
mischief that can be done.

Mr Fetter—That is right. Some of these things are not new in terms of the underlying
concepts. What has changed is the cost and the capacity. It is now very easy for an employer to
monitor everything that its workforce does second by second. Once upon atime, you could have
done that by having a person stand over every worker at their desk. But that would have been
very expensive. The reduction in the cost of technology means that it is now available to every
employer.
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CHAIR—Very easy? We have not got business groups here, but they might still regard it as
headache; a pretty easy headache to get, maybe, but a headache nonetheless.

Mr Fetter—\We were hoping that they would agree with us that a reasonable employer would
not do some of these things because they constitute bad industrial relations practices and bad
people management practices. At the end of the day, employees who feel that they are spied
upon and that they might be entrapped at any moment do not make good workers; they will not
commit to the business. In fact, that is the other intersection with the law that is quite interesting.
From a legal point of view, there is an emerging and recently accepted implied duty in the
employment relationship, which is the duty of mutual trust and confidence between the
employee and the employer. That has been accepted by Australia in the courts. Some of this does
raise serious questions about the extent to which any of these practices that we have raised
would constitute a breach of these duties and in fact might entitle an employee to remedies under
our common law. It isan interesting question. It showsthat ultimately thisis not a question of an
employer’s right to control but about the trust that is inherent in employment relationships and
without which we could not have good and healthy relationships that lead to a productive
economy. We would rather that this not be litigated in the courts. We want the voice of
reasonable business to sit down with the trade union movement to agree on some principles for
where this boundary might lie.

CHAIR—If it were as simple as being about rights, that would be one thing. But isn’t it also,
for example, arguably about an employer’s duty—for example, their duty to have a safe
workplace? An employer might argue that they were monitoring because they need to provide a
safe place of work both for you, my hapless—sorry, very happy!—employee, Mr Clarke, and
your colleagues.

Mr Fetter—That isright. That is why the language of rights is often difficult when there are
competing rights in play. Here the employer certainly has an obligation, legal and moral, to have
a safe workplace. Unions in particular take that very serious. Monitoring to ensure that policies
in relation to accessing of obscene material is one thing, but monitoring on a routine basis to see
what people are writing about the company in personal emails is a very different thing. But there
is abalance to be struck. It isdifficult to say with any certainty in the abstract how it should fall.
But we gave some examples in our submission. There are clearly cases that in our view are
outside the pale for which you can draw a bright line. We hope that the employers would agree
with us on those. To use that example, where an employer does—and we think that they
should—allow employees to access personal email and personal banking from the work
computer, that should be completely off limits from monitoring at least in the absence of any
complaint that is brought forward about abuse. Clearly, if there was a complaint that someone
was accessing pornographic material viatheir personal email account, you could look into it. But
it is the covert and routine monitoring of communications which we think is beyond the pale.

CHAIR—I am not trying to debate the sentiment. It is more the practicalities of it. Is it so cut
and dried? For example, a truck driver must get a certain number of hours of rest. They are on
the road. It is in the boss's interests; it is in the worker’s interests; it is in everybody’s damn
interest. | appreciate that many of these guys will be owner drivers and you would want them to
be members of your affiliates, and maybe they are not a the moment. What if an employer
suspects that the truckie, rather than having some shuteye, is using work provided equipment to
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catch up on emails et cetera rather than making sure that he is safe to get back on the road? It is
not black and white, isit?

Senator CAM ERON—Not in that example.
CHAIR—That isright. It is not black and white in all scenarios.
Senator CAM ERON—ASsk the witnesses a reasonable question.

CHAIR—Mr Clarke was getting ready to answer it, Senator Cameron, so | reckon that they
thought—

Senator CAM ERON—I think that you mistook an answer for laughing. I am not sure.
CHAIR—Get your butt here if you want to assess the visuals.

Mr Clarke—The beauty of it in relation to those types of monitoring that are directed towards
compliance with what are now statutory regulated health and safety requirements is that it needs
to be done on the basis of consultation with the workforce. That dovetails nicely into the point
that Joel was making before about bargaining. Sure, we can have some kind of overarching
guideline and agreement with the employer associations—which we would very much like to
have—but, when it comes to the nitty gritty details of what is appropriate for a workplace from
an implementation place, there are those structures and health and safety laws that encourage
and require that type of consultation. Bargain instruments are the subject of in some cases quite
protracted negotiations with employers and their representatives. There might not be a necessity
to go to that level of detail in some sort of broad way, because once you get the principles right
the industrial stakeholders can figure out the detail in a way that is more appropriate to the
circumstances in their workplace.

CHAIR—Thanks.

Mr Fetter—The other difficult issue here is that it is not only a question of what can and
cannot be monitored. In our view, it is aso the quantity and quality. Many of the concerns
expressed in our submission are about the oppressiveness of surveillance. Something that is done
once might be all right. But obviously if employees are in a situation in which every move of
theirs is being watched in some capacity it destroys the trust that | see as being at the heart of
productive working relationships. There are many examples of where employees are requiring
employees to wear or carry tracking devices that the employer assures them is for their own
protection. That may well be the case. In fact, an employer who stuck to that as a rationale for
monitoring people's whereabouts would be fine. For example, the Armaguard people who fill
ATMs have a shared interest in making sure that the employer can call the police and inform
them of their whereabouts. It is very different where the employer has secondary purposes, such
as to check that people are where they should be at every single moment of the day. We do not
have the answer of how to separate legitimate tracking from illegitimate tracking.

CHAIR—That isthe difficulty, isn't it?
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Mr Fetter—Some of it goes to motive. Some of it goes to the process and whether it is agreed
between employees, employers and unions. Some of it goes to intensity and frequency. They are
the sorts of difficult aspects to this issue which we do not have a single answer for. Hard cases,
with respect, do not help.

CHAIR—BUt they exist.

Senator TROETH—How common would you say it is for employers to monitor the online
activities of employees? Would you say that it is very common, occurs sometimes, is not
COmMmMmoN Or OCCUrs never?

Mr Clarke—There was some statistical stuff about that. The Australian stuff that | referred to
from that Freehills survey is quite dated. In that survey, 64 per cent of the respondents were
monitoring emails. There is some international research from the US. | think it was the
International Institute of Management. They found that 12 per cent of employers were
monitoring internet blogs and 10 per cent were monitoring social networking sites. My
recollection is—and | do not have the figures in front of me—was that in the US literature
somewhere around 60 to 70 per cent monitor email.

Mr Fetter—We will provide the figures that we have to you on notice.
Senator TROETH—That would be very good.

Mr Fetter—Two things are clear: one, a majority of employers that monitor; and two,
because of the pace of change even figures that are a couple of years old are likely to be out of
date.

Senator TROETH—It is growing.

Mr Fetter—We looked at figures from both Australia and the United States. A majority of
employers monitor internal email. Then there are smaller proportions that monitor personal
email and activities outside the workplace. We drew attention in the lead up to our 2009 congress
to where this process had reached in America. In a number of cases, employers have made it a
condition of employment that employees be microchipped with a device that transmitted their
location at all times to the employer.

Because consent was given as part of the terms of the job, then on a very formal basis there
was no problem with that under American law as it stood. But | believe that a number of states,
including California, moved quickly to outlaw that.

Again, the cost of those devices halves every 18 months, probably like every other piece of
equipment these days, and the risk is that if we do not do something about that in Australiain a
comprehensive way the temptation for an employer to do it remains. The incentive is there, and
there is a serious risk that the law will lag behind what is happening out there in industry and
that people will be harmed through it.

So it is very timely that this committee is looking at the issue. We certainly would not want to
follow the American precedent, where, because the law was not there in the early stages and the
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law took a while to catch up with the developments, there was a period of open slather. In the
absence of regulation that is often what happens. Unfortunately, it is the unscrupulous who push
the boundaries and more reasonable employers hold back, but it is the unscrupulous ones who
set the pace. This is a good opportunity, while we are still relatively early inthe IT revolution, to
set some new boundaries, because we do not feel that the Privacy Act deals with this adequately
at all. It just avoids the issue.

As Senator Fisher said, there is a balance you recognise between rights and interests. We do
recognise the right of an employer to exercise some supervision over what employees are doing,
but that has to be balanced against the fundamental right of employees to have privacy of truly
private information and not to have an oppressive workplace where they are under the scrutiny
of Big Brother. We say that that is bad for the relationship of trust between workers and
management, and without that trust it is hard to see how we could end up with the dynamic
workforce of the 21st century that is going to be able to take advantage of some of these
technological innovations.

The problem, though, that you have as members of parliament is that if you agree that thisis
about trugt it is very difficult to legislate for trugt. It is difficult for the law to say that employers
must give employees a measure of trust, should presume that they are doing their jobs
responsibly and appropriately and give employees some leeway in what they might do with their
time during down time at work. | am not sure how you can write that into the law, but at the
same time the law will be very important around the fringes to control some of the worst abuses,
we think.

Mr Clarke—I will add to that. | have located the stuff | wanted to refer to before. The most
recent stuff we had out of the US was in 2007. The figure from the American Management
Institute was that 66 per cent of employers monitored internet connections and 45 per cent
monitored computer use by tracking keystrokes and time spent at the keyboard and so forth.

A more recent indication, and it isalocal one, comes in our own 2009-2010 state of the public
service report, which indicates that, of the disciplinary investigations of public servants
conducted for the last two years, the largest group was for improper use of the internet or email.
That represented a third of all disciplinary investigations, which would indicate that in public
sector employment, at Commonwealth level at least, that sort of monitoring is probably
prevalent.

CHAIR—It is happening. Thank you. We have Senator Cameron on the phone.

Senator CAMERON—MTr Fetter, you spoke about trying to deal with this in bargaining
outcomes. There are impediments to enable bargaining in these issues. What is the ACTU’s
preferred position—Ilegislative standards or bargaining outcomes?

Mr Fetter—I suspect that both will be important. As | just said, | think legislation will be
needed to control some of the abuses here, and the states have already taken some steps to
control surveillance of people that is oppressive. But | think bargaining will be important to give
these rules some workplace context. However, as you point out, it is true that, in the view of the
ACTU, the bargaining system is perhaps not up to this task in two major respects. First of all,
there are very significant barriersto any sort of bargaining or negotiation at the industry level. So
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that clearly constrains our ability to come up with common-sense solutions that ultimately would
be agreed by industry under the Fair Work Act. Secondly, even at the enterprise level, thereisa
question mark about the extent to which all of these matters are matters which pertain to the
employment relationship, which is of course the criterion for legitimate bargaining under the act.
We would always argue that these were all matters that were pertaining to the relationship, but |
could predict that our opponents would say that some of these matters—particularly what people
do in their private time—Ilie outside the field of joint interest and joint regulation, so that is a
difficulty that potentially will be faced.

CHAIR—Indeed, you say it should, as part of your submission. Sorry, Senator Cameron—I
do not want to take away from your time. But you say that if it is private equipment and private
time for private things, then it should be hived off?

Mr Fetter—No. | think that it is a very complex issue. When it comes to employers seeking
to control what people do in their private lives, we have very serious reservations about that.
There is a grey zone though where you might seek to negotiate what you do and say in your
private life that may affect your employer’s business. In fact, we have provided some examples
of where employees have been dismissed in precisely those situations. The employers assert in
those cases that their interests in controlling what their workforce say about the business
override an employee’s right to free speech, really, outside of the workplace. So that is a very
contested area. But there is a core that we hope the employers would agree should be the subject
of negotiation and ultimately joint determination. But potentially not everything—

CHAIR—I guessit isamatter of definition. Senator Cameron?

Senator CAMERON—In relation to international experience, what is the international best
practice on this--either bargaining outcomes or legislative outcomes?

Mr Fetter—Do you want to answer, Trevor?
Mr Clarke—It is not something that | am able to answer—
CHAIR—Perhaps they might take that on notice.

Mr Fetter—Yes. Senator, we will provide a detailed answer on notice, but we have looked at
a number of systems, mostly for legislation that applies in those jurisdictions, and there does
seem to be a dispersion between some countries that have got onto this issue early and regulated
it—and probably, some would say, overregulated it—and other countries that have not even
begun. But we have not at this point done any extensive investigation as to the progress of
bargaining in this area. We will do that and provide the answer on notice.

Senator CAM ERON—Has there been any consultation with the peak employer bodies on the
issue of workplace privacy?

Mr Fetter—To date we have only had informal consultations with them. It isavery busy time
for al of the industrial players, of course, following the passage of the Fair Work Act, especially
because of remaining differences between us in relation to award modernisation. The climate is
probably not yet conducive to sitting down and having a constructive dialogue on an issue like
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this, which is not sort of core, hard IR with contested positions but still requires a degree of trust
and goodwill between the players. So we were going to wait a little bit before engaging in
further consultation with them.

Senator CAM ERON—You raised the issue of—
CHAIR—Senator Cameron, Mr Clarke wanted to add something.
Senator CAM ERON—Sorry.

Mr Clarke—Thank you, Senators. To some extent, things are likely to progress as a result of
development by the Standing Committee of Attorneys-General of these draft guidelines for
workplace monitoring and privacy, which | understand have been delegated to the Victorian
Department of Justice to produce the draft and consult on. We have made a submission to that. |
think that the Department of Justice here have indicated that they want to have further
discussions about that, which will obviously also involve employers. So one would expect that
early in the new year, once the caretaker side of things has settled down in this end of the
country, these types of discussions will come on.

CHAIR—AII right. Senator Cameron.

Senator CAMERON—Mr Clarke, you just went to the point | was going to raise because
your last point in your submission goes to the Standing Committee of Attorneys-General. You
raised some concern about the voluntary guidelines and now you have said you have put in a
submission. Can you take us briefly to your concern and is your submission a public document?

Mr Clarke—I am not sure what the procedures are for the Victorian Department of Justice
submissions—whether they are public or not.

CHAIR—Perhaps you could find that out and let the committee know.

Mr Clarke—Yes, | can find that out. The document that was circulated as a consultation
draft—I emphasise that: a consultation draft—was one that in our view was an explanatory
document of the types of technologies that were available for employers to implement workplace
monitoring and privacy. It was more of a step-by-step guide as to how to actually implement it,
without much of a first-principles policy consideration of how you make the decision about
whether you should or you should not, what process you should go through and who you should
talk to about it. Those were the nature of our concerns and we hope to be able to put some meat
on that in those consultations.

Senator CAM ERON—Could you provide a copy of your submission to the committee?

CHAIR—They are taking on notice the extent to which it is confidential or whatever, Senator
Cameron.

Senator CAM ERON—Why would it be confidential ?

Mr Clarke—I have no idea. | would be very surprised if it was.
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Mr Fetter—Sometimes, | think even in relation to this committee, documents that are
provided are for the use of the committee and generally should not be distributed, at least
without permission of the committee.

CHAIR—If you can ascertain that and inform the committee, that would be helpful. Senator
Cameron, do you have afinal question.

Senator CAM ERON—I am fine, thanks.

CHAIR—Then my final question, which | hope you can answer because | have grappled with
evidence that has been given by some other witnesses. In respect of your contention that private
activities by employees in their private time on their private equipment should remain private: in
principle, yes, but is it possible to apply that in practice? How do you draw the line? Evidence
from others that | have tried to ask about that today is that maybe there is a way but they do not
know.

Senator CAM ERON—Chair, just before they answer that question, can | just get some idea
from you about this. | was very, very patient in waiting for my questions. | got a few minutes at
the end of a 45-minute question time; you had most of that question time. We have now gone
over the time when | understood the ACTU were finished. | just need some clarity from you
about how flexible you are going to be in applying time and applying access to other senatorsto
ask questions.

CHAIR—Settle, Senator Cameron. | am very happy for the ACTU to take my question on
notice, if that is what you wish.

Senator CAMERON—That is good.

CHAIR—Senator Cameron, do you have further questions? | did ask you and you indicated
no. | took you at voice value. Do you have further questions?

Senator CAM ERON—We are over time. If | have questions | will put them on notice.

CHAIR—AII right—that is your choice, Senator Cameron. Thank you. Gentlemen, it isup to
you: you might prefer to answer my question now rather than having to come back on notice. |
am entirely relaxed. If you would like to do so on notice, in respect of that question and others,
the committee has set 16 December as the time by which we would like responses. Handle it as
you wish.

Mr Fetter—If you do not mind, Senator, | will take it on notice, principally because by now |
have forgotten the gist of the question. We will look at the transcript and come back to you.

CHAIR—I hope you have an answer. | would like there to be some clear criteria. Thank you
for your testimony and your submission and for all the work that has gone into it. We wish you
well with this issue, which will go beyond the life of thisinquiry.

Evidence was then taken in camera but later resumed in public—
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[3.46 pm|
SCOTT, Commander Alan, M anager, M elbour ne Office, Australian Federal Police
WHOWELL, Mr Peter, Manager, Government Relations, Australian Federal Police

KELLY, Ms Wendy Anne, Director, Telecommunications and Surveillance Law Branch,
Attorney-General’s Department

SMITH, Ms Catherine Lucy, Assistant Secretary, Telecommunications and Surveillance
Law Branch, Attorney-General’s Department

Senator LUDLAM—Thank you for providing us with what you have. Given what you have
just told us during the in camera hearing, | am interested in knowing, firstly, about the status of
this paper. Is this a copy of what was given to industry or has this been prepared for the
committee?

CHAIR—Which paper, Senator Ludlam?
Senator LUDL AM—I am holding up a yellow paper that was provided yesterday.
Ms Smith—That was provided to you in confidence.

Ms Kely—It is representative of the information that was provided to industry, but it is the
next iteration following consultation with industry. No, that has not been provided to industry.

Senator LUDLAM—But it isderived information.
MsKelly—Yes.

Senator LUDLAM —Isiit the intention that the consultation for the data retention proposal is
going to stay out of the public domain? We have had several groups give evidence to us saying
that they had been cut out of the loop. At what point are you actually going to bring civil society
into the debate?

Ms Kelly—We are still considering the merits of a data retention proposal. There has been
absolutely no decision made at the moment as to how we will progress it. So there is actually no
decision.

Senator LUDLAM—BUt is it the case then that once you have made your mind up to do it
you will present a fait accompli to civil society groups, or do you think perhaps the groups like
the Privacy Foundation, or Liberty Victoria or some of the groups that have given evidence
today and last week might actually have a valuable perspective about whether thisis a good idea
at all rather than plugging in once you have made your minds up?
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Ms Smith—No, the department is definitely committed to an open and transparent
consultative process once we get to that point and acknowledge that there is strong public
interest in these issues.

Senator LUDL AM —Are you acknowledging that now?
M s Smith—I have always in my work acknowledged the public interest in these issues.

Senator LUDLAM—But | mean this one specifically. So you are not saying that you are
waiting until you have made a decision about whether or not you will go ahead and then you will
consult, because that is not consultation, it is a briefing. To be clear why | am taking this line of
guestioning, and | did last time aswell, you have got law enforcement agencies with a very clear
request for having these data sets, and you have given us some examples. You have got internal
government agencies providing information and you have got industry participants who you are
asking, ‘Is this possible? How would this work? and you have left out civil society groups who
might have a view about whether this is wise or agood idea. When will they be brought into the
debate?

Ms Kelly—In regard to the development of this particular issue, to date we are ill not a a
point where we think it is suitable to actually go out for that further consultation. In any policy
development, you have to look at the outcome you are trying to achieve, the problem and how to
address the problem, and you have to talk to the key stakeholders to see what is viable. When |
say key stakeholders, 1 am talking about the agencies and the industry that are going to be
primarily working to effectively build a solution. We do not want to pre-empt consultation with
the public until we have a view around what that could possibly be.

Senator LUDLAM—I am sorry to nag about this stuff, but because this is about the records
of everybody, whether you are a suspect or not, | would have thought the public would be a key
stakeholder in this. It is not that this is a specialised proposal for tracking down certain kinds of
offences; this actually affects everybody who lives here and people who do not.

MsKelly—Correct. Theidea is to have something to consult them on, holistically.

Senator LUDLAM—Okay, | take that point. Commander, can you step us through the trigger
points in these investigations where you need to obtain certain kinds of warrants. In relationship
mapping, you might have a warrant out for a particular person who will give you an associate
network of 20 other people. Do you need to then go out and acquire 20 other warrants? What do
you do when people broaden these investigations on the periphery?

M s Smith—That is actually a law issue—I am happy to answer if that isall right.
Senator LUDL AM —Okay.

Ms Smith—Yes. In fact, you must get 20 more warrants after you are satisfied that each of
those people is necessarily an appropriate target to obtain a warrant over. For example, if they
are intercepting one person’s communications and through that interception they know that there
are possibly 20 other people who have an interest in the same level of crime, they have to satisfy
either a court to get a warrant or the AAT that that person’s communications are such that they
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would be in the furtherance of the investigation. Every single time a target becomes of interest,
you must go back to the first stage. You cannot just say that there is a known association here
with someone we already have a warrant on; you must go back to the first base every single
time.

Senator LUDL AM—Presumably, you get a proliferation of warrants as you go through big
Investigations.

Ms Smith—Yes, but often they do not go to the warrants; they will go to the call data first to
see if there is atrue association with that person or if there was just a one-off telephone call.

Senator LUDL AM—I think that isthe distinction | am trying to get clear: how far can you go
on the metadata without having to acquire a warrant? How much access do you have without
specifically having to go to that administrative set?

M s Smith—This is getting in camera again.

Senator LUDLAM—Isit?

M s Smith—Yes.

Senator LUDL AM—I would have thought that was a legal question.

M s Smith—From the legal perspective, if there is a target about whom there is a belief that
they are in breach of criminal laws, they can access the records that exist at the time from the
provider which could be any level of information for any period of time.

Senator LUDL AM —Tens of thousands of records; all sorts of things.

Ms Smith—If it is about a person. It must be an individual person that you are seeking that
information on. Every time there is an alleged associate, you must go back and you must access
the information about that person and establish that there are known associations with others.
But to go one step further, we will need to go in camera.

Cmdr Scott—Can | add to that? The legislative test is quite high. As the department has
mentioned, we seek authorisation from a member of the AAT. We need to disclose that
traditional forms of investigation have been exhausted and that resort to the telecommunications
approach isreally a last resort. In our affidavits we have considerable discussion that traditional
forms of investigation have not been successful, and it is a requirement in the legislation.

Senator LUDL AM—I presume the use of the word ‘tradition’ is going to have to change as
this sort of work becomes more and more mainstream. You have just given us mainstream drug
case subjects.

Ms Smith—Yes. It maybe that some crimes are completely online. Paedophilia is an example
of this where the communications are generally online. But, still, they will seek to establish that
IP addresses are talking to each other before they will go to that next step of seeking
information. There are other forms. There are search warrants that may be possible in those cases
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and they will choose to go to a house and seize a computer. There is also the case of gaining
stored communications if they want to get images. From the department’s perspective, we
strongly push other methods of investigation, not necessarily traditional methods, because that is
what the act requires before awarrant is obtained to access content.

Senator LUDLAM—The examples that you have given us are obviously all entirely
legitimate, but people—including me—have concerns about the creation of these very large and
extensive data sets that do not presently exist. How are you going to secure those from collateral
leakage or access by other people? Will your security be more robust than, for example, the US
Department of State? Do you acknowledge that there is a legitimate concern that you are not
accessing commercial records that exist already; you are asking industry to create records for the
sole purpose of law enforcement?

Ms Kelly—No. Advice from industry is that the majority of information that is included in
that draft data set is currently retained. The issue is the length of time it is retained for. Some of
the information is retained for days whilst some of it is retained for years. Some of that
information is retained for audit and taxation purposes. Each individual industry participant
currently holds a vast amount of information on every one of their customers.

Senator LUDLAM—You are asking them to retain it for a lot longer which is why concerns
have been put in the public domain from industry about the cost of storage of all this stuff. That
was not the nature of my question; my question is. how are you going to secureit?

M s K elly—Industry currently has an obligation to store and secure customer information.

Senator LUDLAM—I thought the whole point of this process is that they do not have an
obligation to store stuff. These records of home landlines are evaporating and industry are not
storing the data sets that you are going to need—all the stuff that you were describing before.
Individual records are not kept anymore

Ms Kely—They currently do not have an obligation to retain or to store information for
national security and law enforcement purposes. They currently have an obligation to their
customers to ensure that the data is protected. | think that comes under the Privacy Act in regard
to securing the information that they collect and retain for their own business purposes. They
already have an obligation to their customers to store and secure their information.

Senator CAMERON—I have a number of questions for Ms Smith. But given the time, |
might ask that they be taken on notice. | am not sure if you have a copy of the Law Institute of
Victoria's submission?

M s Smith—I do now, but | have not yet read it.

Senator CAMERON—I do not need you to go through it right now. There are a number of
assertions in that submission that | would like clarification on from your perspective. Under the
heading ‘Privacy implications under the National Privacy Principles. It goes to principle 1,
principle 4, principle 4.2, principle 8 and principle 10—l may have missed some. | would ask
you to look at that and give me the department’s point of view on these assertions made under
this submission.
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Ms Smith—We certainly consulted at length with the Department of the Prime Minister and
Cabinet on the Privacy Act and the National Privacy Principles. We are more than happy to
provide you with aresponse in writing. That is not a problem.

Senator  CAMERON—Under the heading ‘Australian Law Reform Commission
recommendations’, they point to the recommendation that ‘data be collected only where
necessary’.

CHAIR—Senator Cameron, the committee may decide to extend the time of these witnesses
with their preparedness. | hear that they are happy to extend. We are not likely to exercise the
full time allocated to the next and final witness, ACMA. If you wish to give the witnesses the
opportunity to answer your questions right now then please do so.

Senator CAM ERON—I think there have been too many issues raised here and | am happy to
extend this oneif it means we still finish at 4.45 because | have other commitments.

CHAIR—Yes, we will, Senator Cameron. Do you want to ask that question again or are you
wanting the witnesses to take that one on notice?

Senator CAM ERON—On those issues relating to the National Privacy Principles | think it
would be better to get a considered response.

CHAIR—Do you have other questions?

Senator CAMERON—On the Australian Law Reform Commission recommendations the
argument being put forward is that the report legislation may be inconsistent with the
recommendation that data be collected only where necessary. Do you have aview on that?

Ms Smith—No, | do not really have a view on that because if—and it is a very big if—it is
made law, if it was decided that it should be retained and legislated, then it would be necessary.
To be honest | have not read this particular submission. | was involved in the original ALRC
submission and did a lot of work on that, so | am happy to take that away and give a more
considered answer rather than a give a short inappropriate answer.

Senator CAMERON—That is what | thought. This is the Law Institute of Victoria and they
were complaining about the lack of a chance to consult properly. They indicated that they wrote
to the department and got a response—these are my words—which was like a ‘go away’
response. Could you advise me what consultation processes are in place for groups like the Law
Institute of Victoria?

Ms Smith—As we have mentioned earlier, should the Attorney-General determine that at a
time this should be taken forward then there will be open and transparent consultation at that
time. When we take legislation through generally and | am not talking about anything to do with
what we are taking about today but we generally consult with a very broad range of
stakeholders because everyone is very interested in the Telecommunications (Interception and
Access) Act. | am not aware of a particular response that we wrote to the Law Institute of
Victoriabut | am more than happy to look into that.
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Senator CAM ERON—Ms Smith, | also asked you a couple of questions on notice at the last
hearing in relation to Google and breaches of the Telecommunications (Interception and Access)
Act. You indicated you would be happy to come back to the committee on these issues. Do you
have any responses on these issues that | have raised?

Ms Smith—I believe we provided those responses to the committee last Friday.
CHAIR—They were circulated late yesterday. You might not have caught up with them yet.

Senator CAMERON—I have not seen them yet. If we are going to go a bit longer, | will
have a quick look at them and | may have some questions on these answers on notice.

CHAIR—You are the only one with questions remaining. | am not meaning to put you on the
spot, Senator, but you are the only one of us with questions remaining of these witnesses, so you
decide.

Senator CAM ERON—I do not have them in front of me now. | may have further questions
on notice arising from those answers. Ms Smith, can you take me briefly to the issue, is it a
breach of the Telecommunications (Interception and Access) Act?

Ms Smith—I, like you, will have to read it again and remind myself. | think we have given
quite an in-depth response to this particular question and | actually had specific technical people
look at it. | think the general view that we have given in this letter that it is certainly not a breach
of the TIA Act for which we are responsible. | think it is quite a good response and it goes into
quite alot of detail.

CHAIR—If you do say so yourself.

Ms Smith—If | do say so myself. We do explain why we believe it is not a breach.

Senator CAM ERON—It is alengthy response.

Ms Smith—It is a lengthy response, yes.

CHAIR—Senator Cameron, you may have a couple of minutes because Senator Ludlam now
wishes to ask one further question.

Senator CAMERON—That is fine. | will just indicate that | may have some issues arising
from the ‘good’ response that | have been told we have got.

CHAIR—Fedl free. | think the committee will accept your questions on notice arising out of
that if that is how you wish to play it.

Senator CAMERON—I do not really have any other option. The responses came in late
yesterday and | have not read them.

ENVIRONMENT AND COMMUNICATIONS



Wednesday, 1 December 2010 Senate EC53

Senator LUDL AM—Regarding data retention, maybe this is hypothetical, but why are you
only seeking for the metadata to be retained? Why not compel the retention of the content as
well—for example, email traffic?

M s Smith—Given the developments in technology, the data is actually much more important
and usable in terms of being able to provide the information that is required. That then may lead
on to the higher intrusiveness. Particularly when we are talking about encryption and dealing
with that, there is no point in getting the content if you cannot decipher it or use it. The data is
actually much more important.

Senator LUDLAM—That is interesting. The metadata is more important for the kind of
broad-scale data mining that you are doing. Your research is based partly on what industry tells
you it can do—

CHAIR—That is consistent, if | may say, with LIV, | think it was, suggesting that there is a
feeling that you are collecting this data simply because you can as opposed to it being necessary
and/or appropriate.

Senator LUDLAM—I think the example | put to you before was a bit of a caricature: why
not install webcams on all of our shoulders so that you can see where everybody has been just in
case one of usturns out to be a criminal? Why not compel 1SPs to hold not just the metadata but
the contents of the communications as well for those opportunities when you might want to go
back and see what someone wrote two years ago in an email?

Ms Smith—Content goes well beyond an email. Content is every voice communication that
you make, every email and every IP session. | think that any access to information for law
enforcement and national security purposes has to be proportionate, and | do not think the
retention of all content would necessarily be proportionate against the amount of information
that they would seek to have.

Senator LUDLAM—There are folk putting strong arguments that the existing data retention
proposal, such asit is, is already disproportionate.

Ms Smith—We are listening to those arguments and that is essentially what we are
considering at the moment.

Senator LUDLAM—Are you able to tell us when we might see some kind of formal public
process initiated?

M s Smith—No.

Senator LUDL AM—Just checking.

Senator CAM ERON—Chair, has the secretary received the questions on notice?
CHAIR—They were circulated yesterday afternoon, | am informed, by email, | presume.

Senator CAM ERON—I have not seen them yet but will have a look.
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CHAIR—I thank the witnesses.

M s Smith—Thank you. We look forward to the questions on notice.
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[4.13 pm|

BOOYAR, Ms Olya, General Manager, Content, Consumer and Citizen Division,
Australian Communications and M edia Authority

O’LOUGHLIN, Ms Nerida, General Manager, Digital Economy Divison, Australian
Communications and Media Authority

RITTER, Ms Jonquil, Executive Manager, Citizen and Community Branch, Content,
Consumer and Citizen Division, Australian Communications and M edia Authority

WRIGHT, Ms Andree, Executive Manager, Security Safety and e-Education Branch,
Digital Economy Division, Australian Communications and M edia Authority

CHAIR—The committee welcomes ACMA. | do not think | need to state the formalities for
you ladies, unless you tell me so. Please introduce yourselves.

Ms O’ Loughlin—My division is responsible for, amongst other things, the range of education
and research programs we do around cyber safety.

M s Booyar—My division’s responsibilities, among other things, include the spam pack, the
Do Not Call Register, and content classification matters.

M s Ritter—I deal with the content classification within ACMA.

CHAIR—Do you wish to make a brief opening statement noting that the committee has your
submission to the Joint Select Committee on Cyber Safety?

Ms O’Loughlin—The ACMA welcomes the opportunity to appear before the committee
today to discuss a range of key programs and responsibilities that we undertake to help
Australians have online experiences that are safe, secure and rewarding. We consider these
responsibilities to be especially important as the internet has become an integral part of the lives
of most Australians. Research from June this year showed that, for example, 77 per cent of
Australians had internet access at home, nearly one third of Australians went online for more
than 15 hours a week and about 8.7 million Australians accessed social networking or user
generated content sites in June 2010.

The key legislation covering privacy is, of course, the 1988 Privacy Act administered by the
national privacy regulator, the Office of the Australian Information Commissioner. However, the
ACMA has a number of regulatory responsibilities, which we think will be relevant to the
committee's work. These provide specific protections for the use and the disclosure of personal
information and include ensuring broadcaster compliance with codes of practice provisions
relating to personal privacy, administration of the Do Not Call Register Act 2006 and the Spam
Act 2003 and ensuring compliance with some elements of the Telecommunications (I nterception
and Access) Act 1979.
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Last year the ACMA announced its intention to review its privacy guidelines for television
broadcasters after an investigation into the coverage of the boat explosion in Melbourne where
two people died and others were injured. This case highlighted to us the potential for more
comprehensive guidance to the TV industry and the public in dealing with privacy matters.
These guidelines are currently under review. Under the Spam Act the ACMA collects data and
intelligence information to identify spam campaigns and investigates and prosecutes individuals
and entities responsible for sending spam. In the last financial year alone the ACMA obtained
penalties totalling $22.25 million for violations of the Spam Act as well as numerous
declarations and injunctions against spammers.

The ACMA's Do Not Call Register provides registrants with protection from receiving
unsolicited telemarketing calls. By June this year a total of 5.04 million people were on the
register. In relation to telecommunications, the Telecommunications (Interception and Access)
Act obliges carriers and carriage service providers to ensure that their networks and carriage of
services are capable of enabling communications to be intercepted when presented with an
interception warrant. While that act is administered by the Attorney-General’s Department the
ACMA does have a role which is confined to enforcing compliance with the requirements on
carriers to submit an annual interception capability plan to the Attorney-General’s Department
by 1 July each year. These regulatory roles are complemented by the ACMA's broad-ranging
research and education function.

To us online privacy spans a range of issues. There are potential safety concerns associated
with posting too much personal information, for instance, revealing one's address or location
could increase the risk of predation or stalking. Posting the wrong type of information such as
revealing photos can cause damage to a person’s reputation and possible misuse of that
information for cyberbullying or sexting purposes. Disclosing financial information through a
disreputable personal web site may lead to identity theft and fraud. Under the brand name of
Cybersmart, which | know senators will al be very well aware of, the ACMA distributes a
diverse suite of cybersafety and cybersecurity programs. These target young people and those
who are best able to influence young people’s online engagement such as parents, teachers,
trainee teachers and librarians. Our goal is to ensure that Australians have the skills, tools and
knowledge to engage in the digital economy fully with trust and confidence. We recognise that
building messages about privacy and the protection of personal privacy into education programs
Is central to achieving this goal.

We would be happy to provide the committee with afull list of our programs, and | know you
have that from our submission to the Joint Select Committee on Cyber-Safety. | would just like
to mention a couple of highlights. Earlier this year we partnered with the then Office of the
Privacy Commissioner and the Department of Broadband, Communications and the Digital
Economy to produce a ‘Z-card’. This is a credit card sized fold-out pamphlet containing tips on
how consumers can increase the security and privacy of their mobile phones. Additionally, in
time for Valentine's Day this year we targeted users of online dating sites with a postcard
promotion designed to help them protect their identity and personal information when interacting
with others online.

In addition to these, we have our outreach program and our Cybersmart website, each of
which contain material on how to protect privacy. In developing our programs, we work closely
with key international child protection agencies, Commonwealth and state and territory
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education departments, universities and industry. We welcome the opportunity to provide further
information on our programs, our research or our other activities to the committee, either today
or during the course of your consideration.

Senator LUDLAM—Thanks for coming along. What is the degree of coverage of the
programs that you are describing for primary and secondary schools? Is it mandatory, or do
schools get to opt in? That is, is it possible for a kid to go through Australian primary and
secondary school education today and miss all of that stuff?

Ms O’ Loughlin—These things are not mandatory, but our experience is that there is a very
strong focus in most schools these days on embedding cybersafety and cybersecurity issues as
much as they can in their work programs. The materials that we offer also complement other
meaterials offered such as the ThinkUKnow program which, as you will know, the AFP have a
strong role in with Microsoft. They are also doing work within schools. | think you will also be
aware of the program that the Alannah and Madeline Foundation is running, which really is an
accreditation program for schools so that they know what material is out there and go through a
process of making sure that their schools are e-smart. | think they are getting a significant take-
up of that program, which for us ties together alot of other programsin the field and ensures that
schools know what is out there and undertake a systematic program of updating their skills
internally.

Senator LUDL AM—Is there any way of evaluating how many schools have taken it up and
how many have not?

Ms O’ L oughlin—We would have that material available for our own outreach program, and |
am happy to take that on notice and provide that information to you. From memory—and |
might ask Ms Wright if she has the figure with her—I know that more than 250,000 people have
attended but I cannot remember how many schools.

Senator LUDLAM —Don’t taketoo much time over it.

Ms Wright—In 18 months we have so far had nearly 7,000 teachers undertake our one-day
training module. Having concerns similar to those that you have expressed, we are developing an
e-learning module so all teachers can access it.

Senator LUDLAM—AII I am looking for is the order of magnitude of the coverage. The
7,000 teachers are how much of the total? And, of the number of schools, how many have you
reached? | am just trying to get an idea. Isit 50 per cent, 95 per cent?

Ms O’ Loughlin—We can take that on notice. We have a comprehensive database of all the
schools we have visited and also all the schools that we have lined up for our program next year.

Senator LUDL AM —Thank you.

Ms O’ L oughlin—I am not sure whether the AFP have provided any information to you on the
ThinkUKnow program.

Senator LUDL AM —No.
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Ms O’ L oughlin—They would have that detail.

Senator LUDLAM—Thanks. We did not ask them, to be honest. ACCAN recently
commissioned a report by the New South Wales Cyberspace Law and Policy Centre, and there
were some quite sharp recommendations there that related to your work—not criticism, | would
not have thought, but certainly strong recommendations. Can you tell us what you have done in
response to that study? I's there anything that you want to draw out for us?

Ms O’ Loughlin—ACCAN has produced quite a number of reports recently. Which one were
you referring to?

Senator LUDLAM—It is the online privacy one in particular. They looked at you folk, the
T10 and the Privacy Commissioner.

Ms O’Loughlin—Oh, yes. This is the one about complaints. In that regard we were aware of
the ACCAN research. The point that ACCAN made we had some questions about because we
were very much aware that they were comparing quite different responsibilities against each
other in their dataset. For example, they looked at our privacy complaints, being the general
privacy complaints for spam and do not call. | think there were about 16,000 complaints in the
previous year for that one. Those complaints were dealt with very swiftly, so they were quite
complimentary about how quickly we acted in those areas. Where it was more difficult for us
was when they went to look at people like the Privacy Commissioner and compared what we do
against what the Privacy Commissioner does about complaints. | would just like to draw the
distinction that each of us, when we are working in regulatory spheres, have different
responsibilities and different issues that we look a. Some investigations are quite
straightforward. Things like the Do Not Call Register are quite straightforward: either somebody
Is on the register or not on the register or has given consent or not. The Privacy Commissione, |
would expect, would have quite complex investigations from time to time and they always take a
bit longer. So, while we welcomed ACCAN's research, as we always do, we felt that there were
some areas in there that could have been fleshed out a bit more to point out the differences in
people’s regulatory responsibilities.

Senator LUDLAM—If you are planning on providing a formal response, particularly to the
bits that relate to ACMA, it would be interesting to see it.

Ms O’ Loughlin—Certainly.

Senator LUDLAM—The Spam Act was put to us earlier in the day as aready good example
of a legislative response that had had a direct impact on the volume and kinds of spam that we
get. We have been grappling with some of the really difficult issues to do with online privacy,
the transnational nature of it and so on. What can you tell us about your experience of the Spam
Act, which, obviously, you have a fair bit to do with? Does it provide us with a good model for
law reform in other areas—those that relate to privacy, for example?

Ms O’Loughlin—I think the Spam Act does have some benefits for us in dealing with
Australian generated spam. But, similarly to the difficulties we face increasingly with online
material, it is the difficulty of what you do with overseas based material. While the Spam Act has
given us some good, strong powers to deal with things domestically, and we have used those
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quite strongly in the court action we have taken over the last couple of years, | think it is fair to
say that dealing with things that emanate from outside the country always presents a problem for
us jurisdictionally and practically.

Senator LUDLAM—It was put to us that one of the reasons it was effective is that there is
good international collaboration and that we are part of that, so Australia has done its bit but also
collaborated with overseas agencies. How do spammers get our email addresses exactly? What is
all this stuff and how are they getting hold of usin the first place?

M s Booyar—The spammers harvest addresses by a number of means. A lot of it comes from
the fact that people answer spam. Our usual advice to people who receive spam is. don’'t openit,
delete it, disregard it and report it. Unfortunately, the more people that open spam, the more
spam they get. The harvesting of emails comes from all sorts of nefarious means of getting into
certain databases, and they are usually illegal means as well. It is very difficult for us to
determine how this happens. In my division we have a security operations section which works
to break down some of the malware codes and some of the botnet activity that happens around
that very thing, which is usualy the case with criminal entities around the globe working
together to harvest names, numbers and all sorts of other personal data.

Ms O’Loughlin—Senator, going back to your earlier point about the international
connections for spam, yes, we do find that there is strong cooperation internationally on spam.
We are also finding that those approaches of dealing productively with overseas jurisdictions are
becoming increasingly important as internet content becomes global and as we are all looking at
quite similar issues around spam, child sexual abuse material and, in quite a lot of jurisdictions at
the moment, privacy as well.

CHAIR—Thank you. | have a further quick question. At what stage is the development of the
industry code of practice?

M s Booyar—Which industry code of practice are you referring to?

CHAIR—ASs | understand it, there is one under development in terms of online safety and
privacy. No?

Ms Booyar—You might be referring to the icode, which | think comes into operation this
month.

CHAIR—AII right. We have already had the shouting match in respect that then.

Ms Booyar—This is a voluntary code and it is not registered by us. It will start operating this
month. We have told the industry bodies and the 1SPs that we will be looking to them for
implementing the code as it is, particularly in relation to them acting on the reports that we
provide to them for websites that have been affected, and that if they do not do that then we may
move to a code that we will register and it will be a much harsher code. So we will give them
some time to see how it is being implemented and whether we are satisfied that the consumer
safeguards are in place with that code. If we are not satisfied with that then we may move to
register our own code.
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CHAIR—Okay. Thank you very much, ladies. That completes the hearing today and it also
completes at this stage the public hearings listed for this inquiry.

Probably the thing very worthy of note at this particular stage isthat it is the last day of public
hearings that a member of our secretariat—a very valued member, Nina Boughey—will be
assisting the Senate with committee hearings. She is looking very red, embarrassed. She is going
to depart not only the sunny shores of this committee but, as | understand it, the secretariat and
Parliament House. Nina, we will miss you. You have really added value to the team and you
have gone above and beyond the call of duty in trying to obey most whims and desires of Senate
committee members. That is not aways easy to do—I am speaking particularly in respect of
myself, but | know that you have done it for others as well. Really well done! Thank you and
enjoy. You will do well.

Committee adjourned at 4.35 pm
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