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Telstra Bigpond sets up land mines for its users while it feasts on the revenue from the remains of users that get caught out.

Current Telstra Bigpond Internet charging practices are likely to cause many private home users to unexpectedly receive massive bills.  The Internet usage bill for a single month for a single home user could be in the tens of thousands of dollars.  Some of these huge bills may well be for users that haven’t used their Internet connection or have used it sparingly.

Changes earlier made to Bigpond’s broadband charging include speed limits being taken off Bigpond Cable and changes to the Bigpond Broadband billing structure that include massive (considering the speed of these links) prices for the volume of traffic to and from the user’s PC.

Bigpond Cable users have a theoretical download capability in the region of 10 Megabits per second.   If this is fully used, under the current pricing it will cost a user in the region of $12,000 to $17,000 per day.  The reality is that maximum capabilities of the server and the sharing of the cable will reduce this but the cost rate for a maximum utilized account could still be thousands of dollars per day.  High usage can mean that the amount allowed as free download as part of the monthly plan, can be exceeded in just a few hours use. 

These are massive amounts considering that most of these users are private home users who are expecting to get bills between $50 and $100 for the full month.  The situation is worsened due to the fact that Bigpond provides no warning of the magnitude of the bills that the user could encounter and the fact it can occur while the user has not done anything to cause it. 

The user is charged for the traffic no matter whether the data downloaded was requested by the user or sent unrequested by a third party. 

The account types of concern are ones that have been marketed by Telstra Bigpond as a type of account where a home user can leave their Personal Computer (PC) connected to the Internet 24 hours per day, just as a normal land line telephone is connected all the time.  The user is charged for the traffic from and to the PC regardless of whether the user is using the PC or is away on holidays.  The traffic is charged even if the PC user didn’t request the traffic.

Reasons why an unexpected high usage bill can occur include the following:

· A computer virus or similar bug enters the user’s computer and generates Internet traffic when the user is not there.  The absolute best a virus checker can do is to reduce the possibility of this, not stop it.

· Another user sends a massive data stream to the user’s computer.  This commonly occurs in a denial-of-service attack, which is a common prank that some teenagers get up to.  The normal purpose is to disrupt the Internet usage of the recipient.  The person causing it may not realize that it will cost the victim a massive amount of money.   It can occur to a Telstra Broadband user without the user being anywhere near their computer.

· Unknown to the user, a program that the user is using, generates massive Internet traffic.  Even a web page that a user is passively viewing can continue to generate massive traffic in the background (unknown to the user) until such time as the user happens to go to a different site or disconnects.

· A hacker manages to get into the user’s computer via the Internet and then uses the computer in such a way that it generates massive traffic.

· If a Bigpond Broadband user manages to get another user’s username and password they can generate massive traffic from their own PC while the owner of the username gets charged for it.

· Other family member (e.g. wayward teenager) generates massive downloads.

Some time previous to actually implementing the volume charging, while government regulatory bodies were investigating the large number of complaints about the forthcoming volume charging, Telstra Bigpond emailed all the customers affected.  These emails stated that Telstra Bigpond was to going to provide these customers with optional capping.  This capping would have cut off chargeable traffic for the remainder of each month once the customers had reached their monthly limit.

Some months later, when the final implementation details were emailed to their customers the emails simply failed to mention the capping option.  Those that contacted Bigpond trying to apply for the option only then found out that the capping was no longer part of Telstra Bigpond’s plans.

Why give the users this option when user mistakes and misfortunes can be such a big remuneration earner!  The author of this article was told by a source within Bigpond that the capping option is a fully implemented capability within Bigpond’s Broadband Cable network but Telstra Bigpond’s Management made the decision not to allow its users to have access to it.
Exasperating the problems is the fact that Telstra has attempted to hide the problems and their magnitude from its users.  While the users are working away in a minefield, Telstra’s marketing of the service, including the various communications that it has sent to its current users about the account changes, fails to warn its customers of most of the problems mentioned in this article.  This combined with the typical user’s profile and the way that Telstra Bigpond has designed its pricing seems designed to give Telstra large revenues from users that get caught out.

In almost all the available plans there is also a big increase in charge rate as the users increase their usage.  The Telstra plan that most home users that were previously on unlimited accounts were automatically migrated to, is called the 3 GB Residential.  On this plan the cost per Megabyte of extra Traffic above 3 Gigabytes is over 4 times the cost per Megabyte if the user uses most but not all of the 3 Gigabyte per month traffic allowance.

Until recently most of the account types that this article is concerned with were only available to private home users.  Most users of these Internet accounts would simply expect to pay monthly fees in the region of $50 to $100 per month.  Some of this cost would be saved by the fact that it doesn’t use the phone line.  Families would be likely to use this type of Internet account in order to have faster than normal Internet usage.  A typical example might be to give a fast connection to a teenager doing VCE study.

With this type of typical user and Telstra’s almost total cover up of the problems, many in the industry see it as despicable bottom of the harbor revenue raising.

Due to the way that Bigpond has implemented these accounts the user simply cannot stop most of the problems mentioned.  Computer experts know that regardless of the best of their efforts all they can do is reduce the probability of the above problems, not eliminate them.  For example, even the best virus checkers are only able to stop most new viruses after information about the virus becomes available to the company that makes the virus checker.  The hundreds of new viruses and virus variants that enter the Internet each year cause millions of dollars of damage before all the virus checkers have been so updated.

If the experts are unable to make a computer safe to use on Bigpond Cable, imagine the problems that are going to arise for the home users that Telstra Bigpond has failed to warn.

When one sees Telstra operating as above one has to ask how far Telstra will go towards unconscionable conduct, unfair practice and misleading and deceptive conduct.

While the major focus of this article has been the Bigpond Broadband Cable Services, almost exactly the same problems exists with the Bigpond Broadband ADSL Services except that the speeds are slightly different.  With the withdrawal of the speed limits on cable, the maximum possible transfers speeds (and consequently cost) is now higher on cable.   Due to the shared use of the cable and servers, this maximum possible speed will not always be seen in practice.  Bigpond Broadband Cable users have no way of knowing what speed they will get or what if any of the above problems they will get.

Other Internet Providers have sophisticated technology such as packet shaping that is missing on the Bigpond Broadband systems.  This type of technology monitors usage, dynamically altering each user’s download speed in such a way that greedy users and similar do not cause problems to the network or other users.  Using such technology allows providers to give realistic fixed price deals on high-speed networks.  Users of these Internet Service Providers can go to sleep at night knowing that they still own their own houses and the shirts on their back when they wake in the morning.

In particular, although Optus recently followed Telstra’s lead in discontinuing the low cost unlimited download on its broadband network, it has continued to implement its network so that the above problems do not occur.  Their users may not like the recent changes to pricing but Optus did manage to make the changes in a way that did not include the above problems.  If the problems mentioned above in the Telstra network are allowed to continue, as the network speeds continue to increase in the future, the above problems will worsen.

Above article was written by a dissatisfied user of Telstra’s Bigpond Broadband Cable service who lives in an area where Telstra has a monopoly on Broadband Cable.  Previous to the volume charging fiasco, this user paid in the region of $1500, including upgrade of computer and installation costs, in order to get on to the Telstra Bigpond Cable service, which was then available as a fixed price service.
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Appendix:

As the subject matter of the above article is complex the following is a brief overview based on comparing the above problems with those of unexpected bills for overseas calls on a normal phone.
Question: What‘s the difference between unexpected bills that a broadband user can get and unexpected bills that a normal phone owner can get if an intruder or child made a large number of overseas calls without the owner of the phone knowing about it.

 

Differences are as follow:

1) The phone is only charged for outgoing calls.  Broadband has both

   a) The equivalent of being charged for incoming calls

   b) The equivalent of being charged for calls which are not answered.

The user could be on holidays while this was occurring

 

2) The high speed of broadband and the 24-hour continuous nature of use allow the unexpected bills to be a lot larger and more common.

 

3) It is possible to secure a phone without disconnecting it. (For example, locking the house, monitoring children).  It is not possible to secure a broadband service.  The best an expert could do is reduce the possibility of unexpected use

 

4) The possibility of unexpected bills due to misuse of overseas calls is understood by almost all phone owners.  The fact that the majority of the broadband users are home users using a much more complex technology means that most of the users aren't aware of the dangers and certainly few are aware of the magnitude of the problem.  Telstra's refusal to warn its customers of their possible magnitude or even to admit to the magnitude of the problem has considerably worsened this.

 

5) In the case of the phone, Telstra supplies tools that allow the user to stop or reduce the problem.  The user is able to have outgoing overseas calls blocked or to purchase a phone with a key lock.  Telstra has refused to give users the option of capping their usage so that usage is blocked when it goes over their monthly allowance.  I understand that the network already has this ability on the broadband cable network but it is being denied to their users.    For the capping tools to work they have to be implemented on Bigpond’s computers, not the user’s computers

Refusal to allow their users the tools to control this is the equivalent of setting up land mines for their users and then feasting on the carrion of the remains of users that get caught out.  Telstra Bigpond is making a fortune out of the misfortunes of their clients who get caught out with these problems.
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