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CONSTITUTIONAL AFFAIRS

INQUIRY INTO TECHNOLOGICAL PROTECTION MEASURES EXCEPTIONS

ATTORNEY-GENERAL'S DEPARTMENT — SECOND SUPPLEMENTARY
SUBMISSION

The following responses represent the Department’s answers to questions 4, 6 11, 12 and 13 arising
from the inquiry into technological protection measures exceptions public hearing on 5 Decermnber
2005.

Questions taken on notice

4 'chh regard ’:@ Art;cie 1’3 4, 7(8)(V111), the Commlttee notes that there is ne correspondmg o
i j_.i_-excepﬁon for de&imﬁ in de‘vmes and service provision fo. c;rcumvent access control’ TPMS The '
L f-;same is true for: the mrcumventmn exceptmns avazlable under 1? 4. 7(8)(&1) (coiiectmn of

Article 17.4.7(f) governs the interaction of Article 17.4.7(a) and (¢). Article 17.4.7(f)(i) permits all
exceptions identified in (e) to be made to measures implementing Article 17.4.7(a)(i), which
establishes liability for circumventing access control ETMs. Article 17.4.7(f)(ii) and (iii) address
Article 17.4.7(a)(ii}, which establishes liability for the provision of circumvention devices and
services. Article 17.4.7(f)(ii) operates in relation to devices and services linked to the
circumvention of access control ETMs. Where the exceptions to liability listed in (e)(i), (ii), (iii),
(iv) and (vi) apply, then (£)(ii) allows the provision of circumvention devices and services in those
cases (o be excepted from liability under a(ii).

As noted by the Committee, the exceptions under (e)(v), (vii) and (viii) are excluded from the scope
of (£){i1). This exclusion does impact on the means available to persons or organisations seeking to
make use of those exceptions. That said, (f)(ii) cannot operate to render (e)(v), (vii) and (viii)
ineffective. Effect must be given to all provisions of a treaty.

To give effect to the exceptions under (e)(v), (vii) and (viii), persons or organisations will need to
have access to devices or services that do not fall within the scope of (a}(ii). Persons or
organisations can create their own circumvention devices or import a circumvention device for a
non-commercial purpose.
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* Does the Depaﬁmeni consider that allowi ing third parties to peijform circumvention on beha{f
of .z‘kose with exceptions will be permitted under the AUSFTA PrOVISiOns as zmp!ement@d in '
the new scheme? 3

The position of third parties is governed by the operation of Article 17.4.7(a)(ii) and (f)(ii) and (iii).
If the actions of third parties would attract liability under (a)(ii), their capacity to assist:

* persons or organisations seeking to make use of exceptions in () in circumventing access
control ETMs will be governed by the application of (f)(ii),

* persons or organisations seeking to circumvent copy control ETMs will be governed by the
application of (H(iii).

o How will people undertake czrcumvemzon of copy comml 7 PMS (which does. not appear 1o be.
an zfyﬁfmgmg activity under the 4 DSF T A ) if they carmoz access dewces to mrcumvem Suck _

Persons or organisations can create their own circumvention devices or import a circumvention
device for a non-commercial purpose. Under the AUSFTA, the activity of circumventing an ETM
that protects copyright is not prohibited. As is the case with access control ETMs, persons or
organisations seeking to circumvent ETMs that protect copyright will need to have access to
devices or services that do not fall within the scope of (a)(ii).

Article 17.4.7(f)(ii) operates to provide exceptions in relation to devices and services linked to the
circumvention of ETMs that control access. Article (£)(iii) operates to provide exceptions in
relation to devices and services linked to the circumvention of ETMs that protect copyright.
Exceptions to the provision of devices and services that circumvent an ETM that protects copyright
are available for the activities set out in (&)(i) and (e)}(vi).

_6 'fhe C ommmtee has heard ewdence that in some cases copyrlght owners chomse fo bundle copy
~ " protection TPMs wgth TPM $ related to market cantraycempetztion pre‘ventmn rather than such
- bundling being necessary, i s -

f * What is the Department’s view on this issue?.

The development of digital technologies allows copyright owners to implement a range of
protection measures over their material allowing that information to be conveyed in varying
proprietary formats. Digital technologies allow some technological measures to be aimed at
protection against copyright infringement while other measures have broader market protection
purposes. Detailed information on the technology behind technological measures and market
control measures can be difficult to obtain from copyright owners.

The Department is aware that complications may arise where ETMs falling within the scope of
Article 17.4.7 are bundled with competition control measures. However, the means chosen by
copyright owners to implement technological measures over their material is not a matter the
Department can influence. It may be open to the Australian Competition and Consumer
Commission to investigate anti-competitive conduct if it arises out of the bundling of ETMs.
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The Department will provide briefing to the Government on options for responding to this issue.

Other questions arising from the public hearing

1 i The: Cemmittee netes thai whxie Amcle }7 4 7 of the AUSFTA requxres that: habﬂaty attach to
circumvention of access contrel measures, it does not seem to require that I;ablixty attachto -

s _czrcumvemmn of copy protect:cm measures as well, - Thﬁ Committee understands that there is an |

| - increasing tendency for access and copy proteéction measures o be combined. ' e

s What is the Eeparﬁmerzt 's view on the comf)med TPMs of this ﬂature? Does i!ze Departme;zr
- have any plans to address tkzs msue zmder tf'ze AUSF TA pmwsmﬂs as mg:)!emenfed in z‘!ze: mzw _ﬂ_
- _:SChgngg) s o - R s : A T R

E;..:HQM wliwdmmmmm .

Both measures are within the definition of an ETM. In terms of liability it will be a question of fact
in each case and will depend on the particular characteristics of the technology used by the
copyright owner.

The definitions of an ETM and a TPM under the current Copyright Act do not distinguish between
copy control and access control measures. Implementation of Article 17.4.7 will require a
distinction to be made because liability for circumvention is imposed only in relation to those ETMs
that control access and not those that protect copyright. This will be addressed in the drafting of
1mplcmentmg iLgl‘%laﬁOﬁ

penaiﬂes wzder z‘he new Sci'zeme tiian a cxrcumvemz{m of a TPM wm’fz fme of these ﬁmciwrzs i
Gﬁl_};? : . . s

No criminal penalties will be imposed for circumventing a copy control ETM. Penalties will only
be applied to the circumvention of access control ETMs, where the exceptions provided for in
Article 17.4.7(¢) do not apply. The Department does not see any justification for making criminal
penalties more severe where an ETM is circumvented that controls both access and copying.

12 At p.9 (paras 3 1 ~33) of i Hs subm}ssmn the Department oaﬁmes the hmxtations on habmty fer

| - non-profit hbrarzes archives, educational institutions and public nm-commercmi broadcastmfr_-

E entities. The Department notes the ability of Austraha to exempt those institutions’ from
criminal penalties as well as possible exemptions from civil damages in certain circumstances.
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» Can the Depariment indicate to the Committee the part of the A USFTA lhaz will enable
Australia to exempt these institutions from civil damages? -

Damages may be excluded from the remedies available against non-profit libraries, archives,
educational institutions etc under Article 17.11.13(b) of the AUSFTA. These bodies would
continue to be subject to the remedies in Article 17.11.13(a) being:

» provisional measures, including the seizure of devices and products suspected of being
involved in the proscribed activity

¢ payment to the prevailing party of court costs and fees and reasonable attorney’s fees, and

» destruction of devices and products found to be involved in the proscribed activity

% Does the Depar{menz consider that these :’zabu’zfy limitations will be sufficient to ensure that -
N educational institutions kave the: conrmumg abzhzy 1,‘0 (:zr cumvem‘ for t!ze purposes of Pari VA :
- and Part VB statutory licences? N SR 5

The limitations on civil liability will only apply in narrow circumstances where an educational
mstitution can prove that it was not aware or had no reason to believe that its acts constituted a
proscribed activity. In general, an educational institution that was circumventing an access control
TPM for the purpose of a statutory licence would be aware that its acts constituted a proscribed
activily,

If the Committee were to recommend an exception for these statutory licences and that exception is
adopted in the legislative scheme, then the issue of liability for circumvention of an ETM that
controls access will not arise.

'f13 As the Department Would be aware, Amcie 17 4 7(::1) mdlcates that the TPM provzszons Wﬂi
" apply to TPMs that restrict unauthorised acts.

. In the Department s view, zf a person kas a rzgfzt to mp} awork, Jor e.wmpie by virtue of a:
- statutory licence, mZI accessing the: wor!c sf;ﬁ qualify as.an unam‘konsed acz under Ihe
AUSFTA provisions as implemented in the new scizeme?

The statutory licence scheme in Part VB allows educational and other institutions to exercise the
exclusive rights of the copyright owner in relation to copyright material upon payment of equitable
remuneration. Copying under a statutory licence would not be an unauthorised act. However,
accessing a work that is subject to an ETM would require the authority of the copyright owner
unless it is covered by a specific exception. The statutory licence scheme only applies to copyright
material that can be accessed. The scheme itself does not allow circumvention.
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o What would the Department s view be. on the pmposmon that Zengsmate{y pzm:hasmg a nm’k %
gzves zize purchaser an: zmplzed licence to dceess that wark for ifs mtended purpose e g
“viewing a DVD or reading an online Journal article?

Copyright owners may release their material in whatever form they choose. A purchaser of that
material would normally have the right to access it and use it for the intended purpose. Copyright
owners do not have an exclusive right to control access under copyright. However, a purchaser's
right to access material may be made subject to certain conditions or limited in various ways. First,
it may be limited by law. Secondly, conditions or limitations can be agreed to in a licence
agreement between the copyright owner and the purchaser,

While copyright owners may employ a range of end user license agreements or other contractual

terms, these may not necessarily fall under the realm of copyright law. The enforcement of contract
is a private matter between the parties involved.
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