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HOUSE STANDING COMMITTEE ON LEGAL AND CONSTITUTIONAL
AFFAIRS

INQUIRY INTO TPM EXCEPTIONS

The Australian Record industry Association (ARIA) is a trade association
representing the interests of the Australian recorded music sector. It presently has
approximately 100 members ranging from the local affiliates of the major
international recerding companies, to significant Australian owned and operated
companies through to small independent labels and artist owned labels.

ARIA does not consider that, at this early stage in the development of digital markets,
any “other” non-specitied exceptions to the technological protection measure (TPM)
prohibitions under Article 17.4.7(e)(viii) of the AUSFTA are warranted. However,
we would like to assist the Committee by providing some background information
and our views regarding:

The value of TPMSs and their role in facilitating access to content (section I);
The Committee’s task and Terms of Reference (section II);
A suggested approach for the Committee in undertaking the inquiry (section I11);
and
e The criteria to be applied by the Committee (section IV and V).

We would be pleased to provide such further information or clarification as the
Committee may require.

L The Value of TPMs and Their Role in Facilitating Access to Content

Technological protection measures are vital to the ongoing success of the record
industry’s business in Australia, and in particular its online business.

Australian consumers have had access to legal music download services since as early
as 2003. Today there are several services oifering digital music, including Telstra’s
BigPond Music and nineMSN’s service et music.mnemsn.com.au. ARIA has little
doubt that other services will be launched in the near future, including Apple’s iTunes
music store {(which was most recently launched by Apple in Japan. These services
offer a variety of products, including albums and singles priced per download and
mobile phone ring tones. In addition, users can listen to music online before
purchasing, using streamed audio. If overseas experience is any guide, Australia can
also expect to see in the near future different online business models such as
subscription services and a variety of interactive streaming services.

The very existence of these services has been made possible by the appropriate
deployment of TPMs to protect the digital music products being offered. Without the
protection provided by TPMs, content made aveailable online is at risk from
widespread unauthorised copying and distribution.



The use of TPMs has already enabled ARIA’s members to offer digital music in
forms permitting varied and unprecedented uses. For example, digital music files
downloaded from RigPond Music may not only be copied to a computer, but also
copied an unlimited number of times to a portable music player, and burned to CD up
to three times. The service even allows a buyer to download up to two replacement
files at no additional charge if the buyer has problems in installation or if the original
is lost or destroved.” This catalogue of authorised uses substantially exceeds those
uses of recordings that are permitted by the law itself, in Australia as well as
elsewhere.”

Contrary to the statement at page 3 of the Committee’s Issues Paper, ARIA’s
members do not wish to “lock up” their works. Their business interest lies m the
broadest nossible dissemination of their works, and in offering consumers appealing
opportunities to make flexible and varied uses of them. The TPMs used by ARIA’s
members serve as a mechanism for making works available on different terms for
different prices.

The availability of orline music services in Australia demonstrates the industry’s
commitment to making works available and increasing, rather than diminishing,
consumer access and choice in relation to ditferent uses and formats.”

1L The Comunittee’s Task and Terms of Reference

Despite the positive experiences with TPMs to date, concerns have been expressed
that TPMs could be used by copyright owners in a manner that may affect non-
infringing uses. So far these concerns are based on speculation rather than reality or
even probability. In ARIA’s view, the Commiitee’s inguiry should be viewed as an
“insurance policy” to guard against these concerns coming to pass.

A similar purpose underlies the US rulemaking procedure under the DMCA, which is
the genesis of Article 17.4.7(ej(viii) of the AUSFTA. The US House Commerce
Committee calied this rulemaking a “fail-safe mechanism” which would “moenitor
developments in the marketplace for copyrighted materials, and allow the
enforceability of the prohibition against the acr of circumvention to be selectively
waived, for limited time periods, if necessary lo protect a diminution in the
availability io individual users of a particular category of copyrighted materials o

The Committee’s task, as set out in the Terms of Reference, is to assist the
government by reviewing whether Australia should include any exception other than
the seven speciiic exceptions in the new anti-circumvention law. There 1s no

See hipy/bigpondmusic.comysite_help.asp?oache=65070742#mvmusic, visited on 10™

October 2003,

While some jurisdiciions have “private copy” exceptions {o copyright, these are generally

limited to one or a smali number of copies.

3 The increase in consumer access and choice made possible by TPMs was a key finding in the
similar US ruleraking procedure under the DMCA, which is the genesis of Article
17.4.7(e}viii): Recommendation of the Register of Copyrights in RM 2002-4; Rulemaking on
Exemptions from Prolubition on Circumvention of Copynight Protection Systems for Access
Control Technologies, 27" October 2003 (“2003 US report™).

4 2003 US Report, page 8.
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obligation to do so, however, and indeed the Committee may reach the conclusion
that no other exception has been shown to be justified at this time.

It is evident from the Terms of Reference that the scope of the Committee’s task is
more focussed than the oversll task of the government in implementing the TPM
provisions of the AUSFTA. Por example, as part of the overall implementation
process the government wili consider how to implement the AUSFTA definition of
“effective technological measure” into Australian law. It will also consider whether
to enact any or all of the seven specific permitted exceptions contained in Article
17.4.7(e. y comirast, this inquiry is focussed on determining the need for a
particular type of additional exception, depending on an adverse impact of TPM
protection on non-infringing uses.

As the Attornev-CGeneral’s Department has indicated in its information paper, a key
purpose of this inquiry is t¢ gather information from persons who are actually making
non-infringing uses of copyright material.” Some of these may be persons who are
using a TPM under an existing “permitted purpose” exception, as provided for in
section 116 of the Act. The key question is whether these actual non-infringing uses
(and not hvpethetical usesy ars or are likely to be adversely impacted by the
enactment of the TPM provisions of the AUSFTA,

While this inquiry is limited to this specific question, there are a number of subsidiary
elements involved. and a number of complex issues to consider. In particular, the
consideration of proposed exceptions is teking place in a rapidly changing factual
context. These changes inciude the ways in which TPMs are being used by copyright
owners, and the nature of fast-developing new markets, as well as the types of non-
infringing uses being made of copyright material. Because it is not possible to predict
all of the problems that may erise, the AUSFTA requires the inquiry procedure to be
undertaken at least once every four vears, to assess whether the adverse impact on
non-infringing uses is ongoing.’

These factors mean that the Commitiee will need to approach the inquiry in a
focussed and methodical manner, and to examine the basis for and scope of any
proposed exceptions with specificity and care.

The Committee’s Terms of Reference suggest the following stages or elements to the
Committee’s task:

Receiving data about actual non-infringing uses.

Receiving views regarding whether any “other” exceptions should be enacted to

accommodate those uses.

3. Identifving and articulating any proposed exceptions that appear to be within the
scope of the inquiry.

4. Receiving public views in relation to the identified proposed exceptions, including

data as ¢ actual or likely adverse impact.

g

The AGD e-News on Copyright, Issue 37, August 2005 {“AGD Paper™), page 4: “{y]ou may
wish to make a submission 1o the Committee if you: ... think that the changes ... may have a
likely adverse impact on vour non-infringing uses of copyright material”,

e AUSFTA, Article 17.4.7(e)(viii).



5. For each proposed exception, considering the evidence in light of the criteria set
out in Article 17.4.7(e)(vili) and (1) of the AUSFTA,

6. Forming a view on the armlication of those criteria, and preparing a report 1o
government.

In light of these factors, and the distinct tasks outlined above, it is clear that the
process by which proposed exceptions are to be formulated and considered is equally
as important 2s the determination of the exceptions themselves. Therefore ARIA
would like to suggest an approach to conducting this inquiry that should assist the
Committee in making the inquiry as efficient and focussed as possible. As described
in more detail below, the approach would involve first weeding out proposed
exceptions that are hevond the proper scope of the inquiry, and then engaging in
further public consultetion in order to ensure consideration of all sides’ views of the
need for and effect of those proposed exceptions that are properly before the
Committee.

HE.  Suggested Approach to this Inquiry

The Commitiee has called for submissions from interested parties, addressing the
Terms of Reference. The Committee has zlsc indicated that it will hold public
hearings over October and November. It is not possible at this stage to predict the
outcomes of this process and whether any proposed exceptions will emerge which
may require closer consideration,

Given the volume of material that may emerge from the initial public consultation, it
will be important for the Committee to begin by identifying a “shortlist” of proposed
exceptions that appear to be within the scope of the review and that appear to meet the
criteria set ouf tn the AUSFTAL

This task is not easy, as it involves applying a set of complex criteria from the
AUSFTA, as the consultation process progresses. ARIA would like to suggest an
approach may assist the Committee in reaching a shortlist of proposed exceptions.
The criteria for “other” exceptions, as stated in the [ssues Paper, may be broken down
as follows:

Acts of circumvention

Access control measures

Credibly demonstrated likely or actual adverse impact

On non-infringing uses of copyright matenal

Relate only to a particular class of copyright material

Not impair the adequacy of legal protection or the effectiveness of legal remedies
against the circumvention of effective technological protection measures.

o oo o

Criteria a, b, d and e may be seen as “scope criteria”, as they delineate the mandated
scope of the Committee’s inguiry. In most cases, criteria a, b, d and ¢ could be
applied to any proposed exceptions, to eliminate at an early stage those exceptions
that are ciearly outside the scope of the inquiry. Criteria ¢ and { on the other hand
entatl the evaluation of facts and evidence, and are likely to involve more substantive,
qualitative judgments.



We would therefore suggest that the most logical and efficient approach would be to
apply the scope criteria first, then if there are any remaining proposed exceptions,
apply the substantive criteria to them with the benefit of the further public
consultation referred t¢ below. Any proposais that appear to the Commuttee to meet
both the scope and substantive criteria would be placed on the shortlist.  ARIA’s
detailed comments on each of the “scope criteria” are outlined in section IV, and
commments on the substantive criteria appear i section V.

Given the specialist subject matter of this inguiry, and the technical nature of some of
the criteria, it will be important for the Committee to have the benefit of expert
assistance in assessing these criteriz and the extent to which proposed exceptions
satisfy them. We presume that the Committee will have the support of the Attorney-
General’s Department during the process and betore producing its final report.

The shortlist should then be published and the Committee should call for further
public submissions regarding that list. It is only at that stage that copyright owners
and other inicrested parties would be in a position to meaningfully respond and make
submissions. Prior to that time, copyright owners would have no capacity to
anticipate the nature or scope of particular exceptions that may be put forward by
interested parties and/or considered by the Committee.

It would alse be useiu] for the Committee 10 make recommendations to government
regarding the manner of implementation of any exceptions. ARIA submits that the
most appropriste method of implementing any recommended exceptions would be
through some form of ragulatory or administrative procedure (such as notification in
the Government Gazette or the making of regulations under the Copyright Act 1968)
rather than legislative amendment.

Such a procedurs would be flexible and capable of amendment and improvement as
required by technological and/or commercial developments without the need for the
cumbersome legislative process. The need for flexibility is increased by the
requiremerd that all exceptions be reviewed every four years.

The Committee may care to consider an alternative, or perhaps an additional,
recornmendation to government in relation to process. The substantive review
process could be referred to an appropriately qualified administrative or other body
such as, for example, the Copyright Tribunal. The Tribunal has established
procedures for undertaking inquiries in relation to copyright matters. It also has
demonstrated expertise in considering complex matters of copyright law, and factual
evidence regarding economic impacts.

This would relieve the Comumittee of the burden of having to undertake the inquiry, or
at least, the technical aspects of the inquiry, every four years. [In our view, it would
be more efficient for the Commitiee to consider and make recommendations to
government as to how such reviews ought to be undertaken rather than be required to
undertake periodic administrative reviews of the type encompassed by Article
17.4.7(e)(viii) of the AUSFTA.



In the following sections we provide some morc detailed comments on each of the
scope crrieria and substantive criieria,

IV.  Scope eriteria
The criteria that linit the scope of this inquiry are as follows:

Particular ¢lass of works, performances or phonograms
Acts of circumvention

Access contrn! measures

Nonp-iafringing uses

“Cther” axceptions

» & & & »

Particular class of works, performances or phonograms

Article 17.4.7{eyviil} Himits the other exceptions to “non-infringing uses of a work ...
in a particular class of works”. The Attornev-General’s Department has clarified in
its notice that:

Additional exceptions can only refer to a particular class of copyright
material,  Thus. the Committee could not recommend an exception that
applied to all works.  Suggested erceptions should not be based on the

caicgory of user

This means that exceptions based on vses for particular bodies such as libraries and
universities are not within the scope of this review. It also means that a class that
potentially covers all worke is not permissible.

It is relevant here to note the experience of the United States in undertaking the
DMCA rulemaking srocedure, which serves a similar purpose to the current inquiry.
The rulemaking procedure has been undertaken twice, in 2000 and 2003, with a third
procedure due for 2005, I each case, the Librarian has reached its conclusions after
caretul analysis and consideration of each criterion, as well as review of the extensive
evidential record and underlving legislative history. In both 2000 and 2003 the
Librarian of Congress, in making the report. commented extensively on the meaning
of “particuiar class” of works. A number of points were made by the Librarian that
should be persuasive in interpreting the same phrase in the AUSFTA:

e The categories of works protected under the US Copyright Act (for example,
literary works, phonograms) zre at least the starting point for defining a “class”, ’
but the words “particular class” were intended to mean a “narrow and focused
subset” of those categori es.”

~

Recommendation of the Register of Copyrights, Rulemaking on Exemption to Prohibition on
Circumvention of Copyright Protection Systems for Access Contrel Techaologies, 65 FR

4 64556 (27" October 2000} (“US 2000 report’™), 64560,

i US 2000 report. p 64560,



o A “class” ofn wrka cannot be defined in terms of the status of the user or the
nature of the use.”

e The class should be identitied based upon Aitrﬁ)ﬁi@s of the works themselves, and
not by reference 1o some external criteria.’

o Classifving 3 work solely by reference to the medium on which the work appears,
or the access conirol measures applied to the work, is beyond the scope of
“particular elass”

e The determination of scops of “particular class” will take into account the adverse
effects an sxemption may have on the market for or value of copyrighted works."?

ARIA submits that these comments should be applied by the Committee in
determining any wrzméak L%@SS”’ of works to which an exception should apply.

Acts of circumvention

The Committes’s Issues Paner recognises that Article 17.4.7(viit) of the AUSFTA
only allows the government to cnact other exceptions to the prohibition on the act of
circumventing access control measures. As the Committee is aware, there is as yet no
such prohibition in Australian law, so the Committee will need to proceed on the basis
that the prohibition, when enacted, wili be fully compliant with the AUSFTA. The
AUSFTA does not perinit any other exceptions in this category to the prohibitions on
dealings in circumvention devices.

Access contral measures

What the Is
type of an

'3 Paper refers to in shorthand as an “access control measure” is one

effective techpological measure” defined in the AUSFTA as:

“Any technology, device or component that, in the normal course of ils
£, P

operaiion, controls access to a protected work ... or protects any copyright.”

The measures within the scope of this review are efiecme technological measures
that “control access to a work, performance or phonogram”.

In ARIA’s view, it wouid be advisable for the Committee to approach the question of
what 1s 2 me asure within the scope of this inquiry from first principles relying upon

this definition.’

Non-infringing uses

? U5 2000 report, 64559,
LS 20030 report, 64550,
I US 2000 report. 64560,

s 2603 report, 12,
SETA Article 17.4.74a)(3) and ().
mrittee will be aware that the relationship between TPMs, access and preventing and
‘i’ihibl ing infringement, in the context of existing Australian law, has been recently considered
by ihe ifigh Court in Stevens v Kabushiki Kaisha Sony Computer Entertainment [2005] HCA
5%, This decision does not have any relevance to the Committee’s inquiry.




It i3 eritical o keep in mind wsﬁ tbm inguiry is Hmited to non-infringing uses. This is
ptrhapb an obv H0US POint. but ARIA would sugzest that the Committee eliminate at an
repossis that do not concern non-mivinging uses.

Whether there should be new excepiions @ rights is a separate issue, and its
consideration should remain separate from the consideration of exceptions to TPM
prohibitions, 1 a policy decision is made to enact new exceptions to rights, then those
exceptions could in the future be considered 2s one of the “non-infringing uses”
relevant 1o this ingquiry,”

We also nots thet some of the exceptions that wers con édeﬁ:é in the US in the 2003
ralemaking vrocedure are cutside the scope of this inguiry, since they involve uses

that are infringing uses under Australian law.

Relationship of “other " excepiions to specified permitted exceptions

As the Issues Paper states, the Committee is tasked with considering “other”
exceptions, ie other than the scven specified in Article 17.4.7(e). ARIA submits that
the Committee should procesd om the basis that the activities described in these seven
provisions will be considered by the government and therefore exceptions relating to

those activities are outside the scope of the Unmmriitec’s review,

V. Sabstantive criteria

“Credibiy demonstrared” likely or actual adverse impact on non-infringing uses of
copyright material
The existence ef seven specific permitied exceptions, together with the wording

“credibly demonstrated”, indicates zhaz the starting point for this inquiry is neutral -
as follows from the “insurance =olicy” purpose. The Committee need not recommend
any excentions in this category, unless one or more proposed exceptions meet the
criteria end appear justitied.  ARIA notes that the Terms of Reference require the
C{)Enl"ﬂ'iﬁs” {0 report on ™ %”; any other exceptions should be enacted, not to
report on “whet exceptions” should be enacted. as indicated in the Committee’s Issues
Paper.

“Credibly demonstrated” also indicates that the proponent of any proposed exception
has the burden of proof to demonstrate the claimed likely or actual impact.

The word “credible” indicaies that the evidence provided in support of the exception
should be obiective and based on factual information rather than speculation or
opinion. This is in line with the comments made above about actual non-infringing
uses, and confirms that a mere theoretical possibility will not be sufficient. It is also
consistent with the approach taken in the United States, where, even without the
“credibly demonstrared” wording, the Librarian found that “in order to make a prima
facie case for an exemption. proponents must show by a preponderance of the

13 ible exceptions 1o nights are being considered in the Fair Use

‘erinken by the Atornev-General’s Department.

Soine ssues relating o pe
Faguiry currently being un




evidence that there has been or is likely to be a substantial adverse eftect on non-
infringing uses by vsers of covyright works”™

The Committee w2l alse have o assess the “sctual or likely adverse impact” on such
non-1:ir 1ses, fﬂ REIA submits that in order o justify an exception, the adverse

impact shouid have broad effect and should be more than an isolated problem. The
assessment of adverse impact should also be made in light of the particular class for
which the exception is claimed. So, if only a very small percentage of non-infringing
uses within a particular class of works may be affected, there may be insufficient
adverse ‘mpact.

In the US, the Librerian commentad that “de minimis problems, isolated harm or mere
inconveriences would not suffice™.’’ For example, if a work is available only in some
formats. but not the one that is the most convenient tc a consumer, this would not
qualify as 4 preaningful adverse impact.

A further factor 13 that this inquiry is taking place at a time when there is currently no
prohibition in place on the act of circumvention. Therefore the Committee will
necessarily be assessing the itkely impact, in the future, of such a prohibition. This
means that evidence should reach a higher level in order to justify an exception.
Otherwise, there is @ danger of eitempting to accommodate a future outcome that is
mere speculation and may never come [0 pass.

Not impair the odeguacy of legal profection or the cffectiveness of legal remedies
againg! the circumvention of effective technological protection measures

This substantive criterion is broad and overarching. It acts as a “sanity check” in
applying other criteria to ensure that the purpose of legal protection has not been
threatened.

In considerizg this criterion, the Committee may find helpful the factors contained in
section "’OE{ W) of the DMCA, While these factors are not explicitly set out in
the AUSFT A, rovide useful guidancs as to the balancing process that is
necessary, in orger not to impalr the adequacy of legal protection, in those limited
cases where there may be an adverse impact on non-infringing use. The factors are as
follows:

(1) availability for use of copyright works

(ii)  availability for use of works for non-profit archival, preservation and
educational purposes

(iii)  impact of the pmhzbwlon on the circumvention of TPMs on criticism,
comment, news reporiing, teaching, scholarship or research

ect of circumvention of TPMs on the market for or value of copyright

The Committes may find it usetu! to apply this criterion last, when a proposed
exception has been judged according to all the other criteria and the detailed evidence

]f LIS 2003 report, 10
’ US 2003 report, 11.



considered. 11 should assist the Committee to consider the “big picture”, and ensure
that, filowing the appiication of detailed criteria, the proposed exception would not
undermine the fundamental purpose of legal protection for TPMs.

V1. Conclusion

Currently, the specifics of any “other” exceptions under Article 17.4.7(e)(viii) have
yet to be proposed let lone a need for any such exception credibly demonstrated, as
required by the AUSFTA. If our suggested approach to this inquiry is followed, and
there is a further phase of public consultation, we look forward to providing more
detailed mput to assist the Commuttee.



