
Fortheattentionof: DEC 2uO~’i ~

CommitteeSecretary
Houseof RepresentativesStandingCommitteeon LegalandConstitutional
Affairs laca.reps@aph.gov.au

Pleasefind following Cybersource’sfollowup to oursubmissionin respect
of theInquiry Into TechnologicalProtectionMeasures(TPM) Exceptions.

By: StevenDAprano,OperationsManager
Onbehalfof: CybersourcePty Ltd (Cybersource)

Followupto QuestionsonNoticeby Ms RoxonandMr Meiham.

(1) Mr Meihamaskedwhatwasthestatusquorelatingto reverseengineering
softwarebeforetheintroductionof theUS-AustraliaFTA.

Accordingto Section47Fof theCopyrightAct 1968,thecopyrightin a
computeris not infringedby themakingof a reproductionor adaptationof
thework for thepurposesof:

(b)(i) testingin goodfaith thesecurityof theoriginal copy,
or of acomputersystemor networkof which theoriginal
copy is a part;

(ii) investigating,or correcting,in goodfaitha security
flaw in, or thevulnerability to unauthorisedaccessof,
theoriginalcopy,or of a computersystemor networkof
which theoriginalcopy is a part;

Likewise,Section47Eallows anexemptionfor thepurposesof correctingerrors,
andSection47D allowsanexemptionfor thepurposesof makinginteroperable
products.

It is ourunderstandingthattheprohibitionagainstcircumventingTPMs canand
will rendertheabovecopyrightexemptionsmeaningless.While theCopyright
Act allows licenseesof computersoftwareto fix securityflaws in software,if
thosesecurityflawsarebehinda TPM, it will becomea criminaloffenseto do so.
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This is no hypotheticalissue.As theSony-BMG casedemonstrates,therecanbe
wide-rangingandseveresecurityholesinadvertentlyhiddenbehindTPMs.For
example:

* TheSonyspysoftwareprotectedby aTPM canbe installedonusers

computersevenif the userclicks “Decline to thelicenseagreement:
http:/ /www.freedom-to-tinker.com/?p~936

* Morethanhalf a million networkswereinfectedby theSonyrootkit,

including military networks:
http:/ /www.wired.com/news/privacy/ 0,1848,69573,,00.html

* Thesecuritypatchreleasedby Sony to repairthedamagecausedby their

TPM itself containedanevenmoredangeroussecurityhole:
http: //blogs.washingtonpost.com/securityfix!2005/11/sony unins1a11 .html

Lessreputablecompanieshavealreadyusedcopyrightlaw to try to
intimidatecomputersecuritycompanies.Oneexampleis here:

http:/ / www.theregister.co.uk/2005/11/14/spymon

!

TheTPM legislationwill beaboonto lessreputablecompanies,allowing
themto threatencomputersecurityprofessionalswith jail for bypassing
their spywareor keyloggers.WhethertheCourtswould actuallysidewith
thespywarecompaniesornot is irrelevant:few securityprofessionals
would bewilling to taketherisk of a jail termfor investigatingharmful
spywareprotectedby a TPM.

Themerethreatof prosecutionfor bypassinga TPM will havea chilling effecton
computerprofessionals,whowill beunwilling to investigatefurtherexamplesof
softwarewith securityholeswhichareprotectedby TPMs.

As theAssistantSecretaryof theUS Departmentof HomelandSecuritymade
clear recently,thiscouldhavea profoundandharmfuleffecton thesecurityof
the nation’scritical IT infrastructure.(SeetheWashingtonPostarticlegivenas
evidenceat thePublicHearingonTuesday15thNovemberfor furtherdetails.)
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It is Cybersource’spositionthattheGovernmentshouldcreateanexemptionto
theTPM legislationwhichallows thestatusquo aspertheCopyrightAct 1968,
Sections47D,47Eand47F.Thiswould explicitly protectgoodfaith investigation
andcorrectionof securityflawsanderrors,aswell asinteroperability.

(2)Cybersourcehasexpressedseriousconcernthat theTPM legislation
will havetheinadvertentside-effectof protectingcompanieswho
themselvesinfringecopyright,hidingsuchstolencodebehindaTPM in
orderto avoiddetection.Again, theSony-BMGcaseis a good example:the
codeof theirTPM hasbeenreverse-engineeredandOpenSourcesoftwarehas
apparentlybeendiscoveredin Sony’s software.Sony’sstatedintentionwas
to protecttheir owncopyrightedmaterial,but on theevidencesofar,
theyhavedonesoby illegally usingOpenSourcesoftware.

Seefor example:

http:/ /sam.zoy.org/blog/2005-11-21-suspicious-activity-indeed
http:/ /www.freedom-to-tinker.com/?p=94O

Thecopyrightholderof thesoftwarefoundhiddenbehindtheTPM, Mr
Hocevar,is apparentlyliving in France.If he lived in Australia,it is questionable
that hewould taketherisk of prosecution.It is likely that therearemanymore
examplesof infringing companieshiding behindTPM to avoiddetection.

Like all programmers,OpenSourceprogrammershavetheprotectionof
Copyrightlaw,but that protectionis only asstrongastheir ability to detect
infringement.By hidingbehinda TPM, infringerscanstealcopyrightedsoftware
with impunity. Weaskfor thecurrentlimited copyrightexemptionsto bemade
exemptionsto theTPM legislation.

(3) BothMr MelhamandMs Roxonwereconcernedthat Cybersourcewas
lookingto haveanopen-endedexemptionallowingusto go on fishing
expeditionslookingfor infringing softwarehiddenbehindTPMs.

We would like to assuretheCommitteethat ourrequestis muchmore
limited thanthat.
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TheCopyrightAct 1968giveslimited exemptions:for example,Section47D
allowsan exemptionfor thepurposesof interoperability,Section47Ffor the
purposesof correctingerrors,andSection47Ffor thepurposesof security
testing.We askthat theselimited andreasonableexemptionsto Copyrightlaw
beextendedto theTPM legislation.

It is Cybersource’spositionthat to havetheTPMlegislationtakeawayrights
alreadygrantedwill beharmfulto not only theAustralianOpenSourceindustry
butalso thesecurityandsafetyof AustralianIT systemsin general.

Wearelookingfor onenewexemption:theright to bypassTPMsfor the
purposesof enforcingourown copyright.This wasneverneededbefore,because
it wasnotneededuntil now.

Wedo notexpectanexemptionto begrantedfor anyusefrom aninfringing
copyof a computerprogram:anyexemptionsshouldonly apply to legally
licensedcopies.

Secondly,asper theCopyright Act Section4W,weaskonly for anexemptionfor
goodfaith investigations.Whatweareaskingfor is nomoreopen-endedthan
existingcopyrightexemptions.

Cybersourcewould like to thankyou for this opportunity.

Yours sincerely,

StevenD’Aprano
onbehalfof CybersourcePty Ltd.
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