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Canberma ACT 26040
Dear Mr Charfes

Thank you fior your letter of 16 September 2003 to the Secretary of the Department of
Foreimm Affairs and Trade containing o request for information on compumer-related security
breaches. 1r Calvert has asked me to reply an his behalfl

The department has had no computer-relsied beesches of national security clossified
information or systemns. [n the period gince 1998 & mmall amount of computer equipment hos
heen reparted stolen or lost (in the sense that i1 has not et been nocounted for in stocktake
activity), but none of this equipment carvies national security classified informution.
None of the stolen or lost equipment represents a risk either to Government information
or the integrity of ihe department’s sysiema.

By way of background, the department poes 1o considerable lengths to protect classified data
and equipment. There are stringent policies in place governing the management and handling
of information and the equipment from which classified information may he derived.
Classified material canmot be prepaned on laptop computers. Only a small number of laptops
can connee! o the seoure svsiem, and all of these hive been accounted for. Desktops which
copnect to the secure system are ‘thin client’ terminals, which do not store national secunty
classified information. The hard drives of servers are trested a8 safe hand materiol and all are
pecounted for, These policies have proven fully suceessful in preventing computer-nelstpd

security breaches.

Th:lhpmhnﬂlhlnﬂqpinﬂdmghuhmﬂnfﬂﬂmﬁhimﬁnmmmw
nocess to departmental systems or other significant events involving information technology
security during the period. The department's systems are protected by 4 sophisticabed
firewnll which detected and prevenied just under & million sttempied probes or stiecks on the
mﬂim between Jamiary and August 2003, 1 also repeis thousands of viruses attacks ench
il lh]
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The figures provided in the attachment cover the deparimend and portfolio agencies. The
eqpuipmment reporied missing represents oaly a tny proportion of the tens of thousands of
pleces of information technology equipment held at or mansiting between the department’s
offices and posts in Australin and oversens. We contimually review the management of asseta
with & view 10 reducing further the pumbers that cannot be accounted for. As the atached
response o your request for information indicates, previows years” records of lost equiptment
have consistently been reduced following instances of equipment {or paperwork in
comnection with the destruction of equipment) coming to light in suhsequent s1ock take

Yours sincerely

Qm%

]

Paul Tighe

First Assistant Secretary
Diplﬂuﬁnm,hﬁmnlﬁmﬂﬂpmm
and Services Division




Joint Committee of Public Accounts and Audit

Request for Information
The following breaches provides information on the amount of compsiter equipment
that has been reported stolen or has not been accommted for in stocktake activity,

None of the stolen or lost equipment represents o fisk 1o national security classified
information or to the integrity of the deparmment's sy,

Department of Foreign Affairs und Trade:
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Mo incidents peconded.

1ea 3000

Losses of software

Wil

Losses of hardware

22 laptop computers were not sccounted for in stockinke activity during the year. All
of thiese were accounted for in subseguent stockinkes.

37 desktop computers were not accounted for in stocktake sctivity during the year,
All of these were accounted for in nubsequent stockinkes.

The Ausiralian Federal Police [ AFF) advised the department that two contract siall
had received non-custodial sentences before the ACT Supreme Court for stealing
computer related items from the department. The convictions followed o

departmental report 1o the AFP in FY'1997-98 regarding the theft of computer and
related equipment. The AFF recovered two computers, o modem, monitor and
wmﬁmhﬂm:ﬂMMMWWHﬂq
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Losses of softwars

Ml

Losses of hardware




Sin laptop computers were not accounted for in stocktake activity during the year.
Throe laptops were subsequently nocounted for, _

42 desktop computers were not sccounted for in steckinke activity during the year. 25
wore subsequently accounted for.

Losses of software
Nil.
Losses of hardware

1 lmptop compater wis nol accotnted for i stockmake activity.

3 |sptop computers were reparted siolen or suspected of having heen sinlen

2 deskiop computers were reported stolen (in 8 zingle incident).

5 deskiop computers were nol sccounted for in stockiake activity.

3 decommissioned File Serven relating to legacy svilorms were not accousded for in
unckiake activity,

| Rackmount Monitor was not sccounted for in siocktake aotivity,

The two deskiop thefis were the subject of an internal investigation. The iniemal
recoversd.




Losses of hardware

& laptop compoters were reportad stolen or suspected of having been stolen.

| desktop was reported atalen.

& deskrops wene not accounted for in stocktake activity.

3 Thin Client Terminal Units (without hard drives) were nol sccounted For in
stocktake sctivity.

¥ decommissioned File Servers relating to legaey systerms were nol accountod for in
stocktake activity.

4 Rackmount Menitors were not accounted for in stockiake activity.

The depuartment undertock an internal investigation of one of these incidents. The
polie were requested to investigate the theft of three laptops and one deskuop, We
have had no farther advice from police. Difenders were not apprehended snd no
ilems were recoverod.

1 July 2003 to 10 October 2003
Losses of software
ML

Losses of hardware
Tiere are no unscoounted for or solen items of hardwane.
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No incidents recorded.
19 2 040
Losses of softvware
Mil.
Losses of hardware

Two laptops were stolen in separate meidents in Port Moreaby, The luptops were not
recuvered.

Besulis of investigaticns into this incideni
One thefi was reported 1o the police. No further sction was taken,

The theft was reported to the police. The laptop wis not recovered and no Turiber
setion wis fakern.




Mil
200172002

Logses of softwire
il

Losses of hardwure

Five laptops were stolen. Memory chips and hard drives from reo computers were
#tolen in Harare.

D S TP VT CopLa.

Three thefis were reported to the police. None of the laptops were recovered and no
further action was tken.

The thelt of conputer equipsment 1n Harre was reported to police.. One hard drive
and one memory chip were recovered by police and a suspect was inferviewed
Hirare authoniies have not advised the outcome of therr investigation,
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1998/ 1999:

Losses of software
Nil.

Loases of hardwire
mmm&mmﬁm were sioler,

Mil.

Losses of bardware
Four notehook computers were stolen,

All thefts were reporied o the police. None of the polebooks were recovered and oo
further action han been 1aken.
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further sotion has been taken.

All thefts were reported to the police. Mone of the notebooks were recovered and no
further action has been mien.




further sction has been taken.

199972000




Five laptops were sloles, one in fransit.

The thefts were reponied to airfine authorities and to the police respectively. The
laptops were not recovered. No further action has been taken.

Mo incidents rocorded.

200272003

No incidents recorded.

Export Finance and Insurance Corporation
19981999

Losses of softwire

Nil

Losses of hardware

MiL

Rl o vzt o st i

Not applicable.




No inchdents recorded.

2002/2003:

Mo mchdents recorded.

Australis-Japan Foundation:

There have been no incidents of loss or theft of hardware or software, unauthorised

access 10 sysiems or other significant events involving information lechnology
security at the Australis-Jopan Foundation during the reporting period.




