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Dearr”6arles

Request for Information on Computer Related Security Breaches

Thankyou for your letterof 16 September2003,requestingdetailsofany breachesof
securitythathaveoccurredin theDepartmentandit’s associatedportfolio agenciessince
July 1998.I apologisefor thedelayin responding.

TheDepartmentofFinanceandAdministration(Finance)hasmadesignificantprogress
in recentyearsto ensurethatits management,integrityand securityofelectronic
informationandassetsarein accordancewith currentlegislationandpractices.The
Department’sobjectivesare,andhavealwaysbeen,to manageinformationin a
disciplined,consistentandsecuremanner.

Financein particularhasdonethis by:
• providingall staffwith accessto correctandrelevantlegislation,departmental

policiesandguidelineson its Intranet;
• regularattendanceat seminarsandGovernmentinformationsessionsdealingwith

changesto legislation,bestpractice,DefenceSignalsDirectorate(DSD) security
requirementsandindustrytrends;

• holdingregularinductioncoursesfornewemployeesemphasisingtheimportanceof
IT securityandtheirobligationsasaFinanceemployee;

• introducingarequirementfor all Financeemployees,contractorsandspecific
vendors’staff, to hold acurrentpersonalsecurityclearance;

• allocationofclearlydefinedroleswithin theDepartmentwith associated
responsibilitieseg ChiefInformationOfficer (CIO), InformationTechnologySecurity
Advisor (ITSA) andInformationOwners;and

• ongoingreviewsandenhancementsto policies,procedures,processesandsystems.

Wehavedevelopedpoliciesin relationto DepartmentalInformationTechnology,
electronicinformationsecurityandassetsecurity.Thesepoliciesstipulatethecorrect
proceduresto betakenwhendealingwith specifictypesof informationandthecorrect
processesin the eventofapossibletheftorsecuritybreach. Thispolicy alsorefersto
otherrelevantWholeofGovernmentinformation,eg PrivacyAct1988, theAustralian
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CommunicationsElectronicSecurityInstruction33 (ACSI 33),andtheCommonwealth
ProtectiveSecurityManual.

Attachedfor yourCommittee’sconsiderationareresponsespreparedby theDepartment,
theAustralianElectoralCommission,CoinSuperandtheCommonwealthGrants
Commission.

If youhaveanyquestionsconcerningany aspectoftheseresponses,pleasecontact
Mr Dominic Staun,GeneralManager,Financialande-SolutionsGroup on 62153518
regardingtheDepartmentandMr SeanGiddings,ParliamentaryandCorporateSupport
on 62153590 forthePortfolio Agencies.

Yourssincerely

I
1 November2003
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Financ~. )esponseto JCPAA Questionson Computer RelatedSecurity Breaches

Losses ofSoftware and/or Hardware
SinceJuly 1998,Financehaslost four(4) laptops;two weredestroyedin theJanuary
bushfiresin Canberraandtwo were stolen,althoughonehassincebeenrecovered.Theusers
havereportedthattherewasno confidentialdataon theselaptops. In addition,one
departmentallaptopfrom aMinisterial office wasalso stolen. In accordancewith internal
Financepoliciesandguidelines,all occurrencesofstolenequipmenthavebeenreportedto the
AustralianFederalPolice. All stolenequipmentwasreportedto policeandweresubjectto
investigation.All police investigationshavebeenconcludedandno legalactionhasbeen
taken. Staffresponsibleforthestolenitemshavebeencounselled.TheDepartment’sintranet
sitedrawsto theattentionofall departmentalofficerswho areissuedwith Commonwealth
assetstheneedto observethe guidelinesgoverningthesafekeepingofassets.

Therehasbeenno reportedlossofsoftwarewithin Finance.TheDepartment’sIT services
provider(IBMGSA) is responsibleforthemanagementofthemajority ofsoftwareutilised
within theFinanceIT environment.Additionally, theDepartment,from timeto time,
providessoftwareto Financestaff, contractorsandexternalserviceprovidersforthepurpose
ofconductingFinance’sbusiness.To supportthisrequirementaninternalpolicy was
developedfor theseusersto provideguidanceon theuseofsoftwarein theFinanceIT
environment.

UnauthorisedAccess to Com0uter Systems
TheFinancenetworkis a controlledenvironment,with all networkdevicesconfiguredwith
securitymechanismsthatonly allow accessby authorisedpersonnel.FinanceIT policies
stipulatetherequirementsofuserpasswordsandoffer aguideto creatingandmaintaining
strongpasswords.Additionallythe Department’scorporatefirewall andgatewayis Defence
SignalsDirectorate(DSD) accreditedandincludesintruderdetectionsystemswith 24 hour
monitoringandresponse.

Overtherequestedreportingperiodtherehasbeenno recordedincidentsofunauthorised
accessto theFinancenetwork.

A majorcomponentofFinanceIT is theInternetwebsites.Thesesitesarehostedonservers
outsidetheFinancenetworkin physicallysecureareas. Thedataheldon theseservershasno
classificationandis for public consumption.TheInternetserversareconfiguredwith intruder
detectionsystemswith 24 hourmonitoringandresponse.During therequestedreporting
period,Financehasrecordedfive (5)unauthorisedaccessattemptsvia theInternetby
unknownpersons.

Onall occasionsthe incidentswerereportedto DSD via theInformationSecurityIncident
Detection,ReportingandAnalysis Scheme(ISIDRAS). Internalinvestigationsby the
Department’sIT securityteamandIBMGSA werecompletedfor all the incidentswith
additionalassistancebeingrequestedby DSDfor two (2) oftheincidentsthatrequiredfurther
investigation.As aresultofthe investigations,theDepartmentis confidentthatno lossof
dataorunauthorisedaccessoccurred.



Any Other Significant Event Involving Information Technology Security
A significantbreachofIT securityin thereportingperiodrelatedto themisuseofapassword
by acontractorwhotransferredsubstantialfundsto aprivatecompanywithoutauthorisation.
Thecontractorwaschargedwith fraud, tried in theACT SupremeCourt,convicted,and
sentencedto a7 V2 yeargaolterm. Financeis continuingwith its civil litigation againsta
numberofdefendantsto recoverthemoniesdefrauded.

FinanceResponseto Shcr~old Inquiry about Submissionsto theCommittee

• Financedoesnot intendmakingaformal submissionto theJCPAAin relationto this
matter. If for unforseenreasons,circumstanceschange,wewill immediatelynotify
Dr PeterShergold.

• Interestinglythough,theJCPAAwebsitelistsanswersto QuestionsonNoticeas
“Submissions”.Financeprovidedon 14 July 2003theCommitteewith answersto
questionstakenon noticeduringits appearancebeforetheCommitteeon
2 June2003. A copyofthis“Submission”canbe foundat
http://www.aph.gov.auJhouse/committee/ipaaIelectrOnicinfo/submissions/sub65.pdf

.

• ForDr Shergold’sinformation,officersoftheDepartmenthaveappearedaswitnesses
beforetheCommitteeon2 June2003 and8 October2003. In relationto the 8 October
appearance,Committeemembersdirectly queriedFinancewitnesseson thesecurityof IT
equipmentinElectorateOffices.



Ai )alian Electoral Commission(AEC) responseto JCPAA Ouestionson Computer
Related Security Breaches

Losses ofSoftware and/orHardware
SinceJuly 1998,theAEC hashad 15 PCs,2 laptopsand16 monitorsstolen.
EachofthemachineshadtheAEC’s standardimage(WindowsandMS Office),LotusNotes
andin-houseapplicationssoftware.No othersoftwarewasstolen. Eachtheftwasreportedto
thepolice. Only oneofthestolenharddisk driveshaseverbeenrecoveredandprosecution
proceededthroughtheCourts. Criminalproceedingshavenotcommencedin anyoftheother
cases. No investigationshavelinked theftsto staffmembersoftheAEC.

UnauthorisedAccess to Computer Systems
TheAEC hasthreelevelsoffirewall protectionagainstunauthorisedaccessfrom external
sources.TheABC is partofCluster3 andusestheservicesof anoutsourceserviceprovider
operatingaDSD approvedfirewall. TheAEC hasnotbeeninvolved in anyfollowing up of
incidentsofunauthorisedaccess.TheAEC’s policy andprocedureson IT Securityclearlyset
out rulesfor authorisedaccessandno majorincidentshavebeendetected.

Any Other Significant Event involving Information Technology Security

Nil



C ,iSuper responseto JCPAA OuestionsonComputer RelatedSecurityBreaches

Losses of Software and/or Hardware

In the 1999annualstocktakeonedigital 200MMX(ComSuperasset702094)couldnotbe
located. A ToshibaLaptopandbag(model320 CDS) wasstolenfrom an employee’s
residenceduringabreak-inon December10, 1999. This wasreportedto theAFP and a
StatutoryDeclarationsignedby theemployee.No informationon thelaptopwasclassified
for securityorotherpurposes.Inthe 2000annualstocktakeonedigital 15” monitor
(CornSuperasset701727)couldnotbe located.

UnauthorisedAccess to Comi~uter Systems

Therehavebeenno incidentsdetected.

Any Other Significant Event Involving Information Technology Security

CoinSuperhashadno significantIT securityincidentsotherthanthe “I LoveYou” virus
which causedtwo hoursdowntimewhile thenetworkwasverified clean.



C. ?~nonwea1thGrants Commissionresponseto JCPAA OuestionsonComputer
RelatedSecurity Breaches

Losses of Software and/orHardware

Since19983 laptopsand1 projectorhavebeenstolen,no othersoftwarewasstolen. The
theftswerereportedto thepolice and criminalproceedingshavenot commenced,no
investigationhaslinked thetheftto astaffmemberoftheCommission.

Unauthorised Access to Computer Systems

A hackeraccessedtheCommonwealthGrantsCommission(CGC)websitein February2000.
Theincidentinvolvedanuisanceattackon theCGCwebpagewhereamessagewasleft. The
messagewas in Portugneseandlookedto haveoriginatedfrom Brazil. An investigation
revealedthat ourISP atthetime (Dynamite)hadnotappliedpasswordsecurityto oursite.
Thiswasrectifiedandwehavehadno otherincidentsofthis type.

As mentioned,this wasanuisanceattack.Ourweb sitecontainspublic informationonly and
is not connectedto ourLANs. We havesincechangedISP (nowNetspeed)andhave
increasedsecurityby installingourown firewall. We arealsoin theprocessofgaininga
securitycertificationfrom DefenceSignalsDirectoratefor ournewfirewall.

Any Other Significant Event Involving Information Technology Security

Nil


