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5 March 2003

The Secretary

Joint Committee of Public Accounts and Audit
Parliament House

CANBERRA ACT 2600

Dear Sir/Madam,

INQUIRY INTO THE MANAGEMENT AND INTEGRITY OF ELECTRONIC INFORMATION IN
THE COMMONWEALTH

| refer to your letter of 14 November 2002 addressed to Dr Garrett and welcome this opportunity
to respond to the Inquiry.

The Terms of Reference (TOR) for the Inquiry appear to be very general, and it is unclear
precisely which issues are driving the review. It would be helpful if the Committee were to
define the key areas, activities and deliverables that are perceived to be broken, the threats/risks
for which there is a need for planning and the Government’s priorities in addressing these issues.

In the attached response, CSIRO notes that the TOR refer to “private and confidential data’
which need to be “kept securely and in a manner which ensures its accuracy”. CSIRO addresses
these issues primarily from the perspective of the “adequacy of the current legidative and
guidance framework”. Thisis the focus of these comments.

Summary

This response has been prepared on the basis of the following conceptual understanding of the
relationship between agency data holdings and the guidance framework.
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From this perspective, the current environment may be summarised as follows:

. the guidance framework is confusing and inconsistent and relies on a broad range of
documents from several agencies,

. there is a poor distinction between mandatory and good practice;

. a consistent framework of legisation and guidance would be helpful;

. the guidance framework relies on broad directions and principles;

. agencies need guidance on implementation with realistic assessments of resources as
opposed to risk amelioration;

. agencies cannot do everything to the highest standards;

. benchmarking is unclear — it is difficult to discern what is ‘ best practice’ and when
‘acceptable practice’ is deemed adequate.

In terms of a future environment, the guidance framework needs to be revised to take into
account changes in society’ s expectations of privacy and security, new technology and legal
trends. This needs to be more dynamic and responsive than in the past. Public consultation is
essential.

Legidation such as the Archives Act needs to be made more contemporary and to recognise the
potentially enormous cost to the Commonwealth of high compliance against historical rules.

Agencies need a simpler framework to ensure an adequate strategy for the management of data.
NOIE, DSD, ANAO, NAA, etc may need to work more closely to implement a coherent,
consistent, implementable, cost-effective and enforceable framework.

Standards against which agencies are audited should be available to alow internal assessment
prior to external audits (which in turn would drive resource allocation). These criteria should
identify what areas are to be given attention and the standard of performance expected.

I mprovements over time (possibly as funding permits) should be catered for.

| have also attached a copy of a submission that was sent to the Public Accounts Committee
(Vic) in December 2002 on the Victorian Electronic Records Strategy (VERS). | fed it contains
useful information for the submission to the Federal Inquiry into the Management and Integrity of
Electronic Information in the Commonwealth.

Please do not hesitate to contact us if you need further information. Phillip Kent, Executive
Manager, Knowledge and I nformation Management on 03 9518 5945 is the appropriate contact
for records and archiving issues and Geoff Morrison, Manager (IT Security Projects) on

02 6276 6004 for IT Security issues.

Y ours sincerely

Dr R L Sandland
Deputy Chief Executive



Introduction

1.

Increasing emphasis on electronic transactions and the changing desktop are creating hybrid
information management practices in agencies. While agency staff are enabled to access,
store, retrieve and manage data and records in a variety of formats, these processes are
undertaken with some risk. In the Public Service Commission’s Sate of the Service Report
2001-2002, we note that within the public sector, agencies are operating within a “three-
tiered hierarchy of records comprising hardcopy documentation, electronic or digitally based
information and oral communications that may or may not be supported with notes.” (p108)
In the light of this and other reports, it is evident that linkages between information
technology, records management and other information (knowledge) management groups are
tenuous. Such linkages need to be fostered to alow agencies to respond to the challenges of
the electronic environment.

In such an environment, a significant challenge for information management professionalsis
ensuring they have a concise understanding of all systems which facilitate the creation of
records and that these systems are adequately tested in a working environment, incorporating
operational and regulatory benchmarks.

Technical issues alone should not dictate deployment strategies. As online collaborative
solutions become increasingly pervasive, client expectations about the way in which
technology as an enabler is deployed, will continue to change commensurately. At present,
agency I T deployment is based on Commonwealth online guidelines and industry standards,
although in practical termsit is dependent on ad hoc local practices or arrangements which
are relatively inviolate and do not adhere to a standard information or technical architecture
or model.

Within CSIRO, the changing desktop and enhanced technical infrastructure have the potential
to enable staff to communicate and collaborate more easily and facilitate the development of
CSIRO as aresearch enterprise. The alignment of IT functionality and business requirement is
a fundamental requirement for the successful deployment of any solution for. Business fit or
synergy is crucia for the effective use of our technical portfolio.

A significant challenge for IT and other information professionals is ensuring we have a
concise understanding of the relationship between our core business, technology and systems.
In the e-CSIRO context, in support of the development of an efficient multi-disciplinary
research enterprise, we need to deliver solutions and systems that represent the marriage of
(multi-faceted) regulations, technology, customer expectations and the marketplace and
which support collaborative, compliant and accountable work practices, without being
intrusive.

Without recognition of the significance of recordkeeping as an implicit and integral part of
project management, electronic commerce, intellectual property management, the
development of systems to support research activities and commercia relationships, and the
cost-effective use of desktop technologies, CSIRO may be exposed to the risk of potential
litigation or adverse audits. Our response has been to ensure that functional responsibilities
such as recordkeeping are not an adjunct to CSIRO’ s research, commercia and
administrative activities.



Risk Management

7.

Risk management is an important element in the management and maintenance of information
security and integrity. A risk management plan provides the organisation with a framework
to systematically identify, measure and manage their critical risks in accordance with the
Australian and New Zealand Risk Management Standard.

Risk management can be applied at a variety of levels across the organisation, such as
information security risk assessments. Effective risk management assists in implementing cost
effective strategies in order to minimise the likelihood and impact of undesirable events and to
protect the information asset from intentional or accidental disclosure, modification or
destruction through appropriate controls and mechanisms. Such measures may include the
establishment of policies, practices, procedures, organisation structure and software
functions.

Information Security Risk Assessment Framework

0.

10.

11.

12.

13.

14.

The objective of the risk assessment processis.

0 Instigate the organisations information security risk profile, in context of its strategic

objectives, changing environment and risk to the confidentiality, integrity and availability

of itsinformation

Evaluate the effectiveness of existing risk mitigation initiatives

0 Reinforce the benefits and methodology involved in managing information security risk
across the organisation

o

The information security risk assessment approach should be integrated into the organisations
overall risk management strategy and occurs as part of the general framework of the
organisations risk management model.

The *Information Security Risk Management Guidelines' which are based on the AS/INZS
Risk Management Standard provide a framework to assist organisations to assess the risks
associated with their information resources and in determining the level of security that
should be established over these resources.

The *Information Security Risk Management Guidelines' provides a comprehensive
evaluation of the assessed environment. However, the process can be seen to be complex and
detailed to complete. As aresult, different tools are used to conduct the risk assessment, and
the effort devoted is often at a high level which may not adequately cover all risks to the
integrity and availability of information resources.

The key question is whether the information security risk assessment guidelines / framework
should be further developed in relation to specific and emerging technologies such as the
internet, wireless etc. to ensure that al of the risks to the confidentiality, integrity and
availability of information resources are assessed.

An integrated approach is required for the management and integrity of electronic
information resources. Underpinning this approach is the development of information
management and security policies, practices, procedures, organisation structure and I T
infrastructure. The diagram below illustrates an integrated information security risk
assessment approach:
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15. The present Gatekeeper guidelines for the Commonwesalth government seem to suggest that
the gatekeeper Public Key Infrastructure is alarge mesh of trusts, instead of a more logical
Commonwealth tree of trust. The gatekeeper guidelines ensure that organisations that wish
to join this mesh conform to a useful and consistent standard, but it is also a prohibitively
expensive exercise, with only the largest organisations able to compete. This seemsto bea
costly duplication exercise for the Commonwealth Government and not consistent with a
whole of government approach which would facilitate the uptake of PKI services.

16. It could be more useful to see a Commonwealth Root Certificate Authority created (where
the setup costs would only be incurred once), and all Commonwealth agencies become their
own Registration Authorities. Thiswould see agencies vet each person or computer system,
and then, through clearly defined channels, request the certificate from the Commonwealth
Root Certificate Authority. One significant outcome of this approach would be that
Commonwesalth employees and devices, would be clearly identifiable as such, where the
present guideline does little to 'brand’ Commonwealth resources.

17. National and international communications between the Commonwealth, other organisations
and CSIRO'’ s research collaborators are complicated by the mesh of trust model.
International partners will not be able to verify gatekeeper certificates without importing all
of the Root certificates in the mesh first. It may be better to import one Commonwealth Root
Certificate for al Australian Commonwealth resources. There are aso issues with cross
certification and encrypted communication with research partners where there needs to be
cross certification of certificates where different standards are applied.

18. Current inter-agency encryption links are supported by the Fedlink initiative. Unfortunately,
because of the wide-area bandwidth requirements (currently up to 10Gb), CSIRO is not able
to use these services. CSIRO has a greater need for encryption with its national and
international collaborators and it can be restrictive and difficult for CSIRO’ s customers to
understand the need to use products endorsed on the Defence Signals Directorate Evaluated

Product List.



The National Archives of Australia and Commonwealth Recordkeeping

19.

20.

21.

The role of the National Archives of Australia (NAA) is an important one when assessing the
framework required for the management and integrity of electronic information in the
Commonwealth. Indeed, arecent paper* suggests that the NAA is investing in identifying the
“linkages between record keeping and information management, knowledge management and
e-business’. If thisisthe case, it seems apposite to suggest that the currency of the legidation
which determines the NAA'’ s responsibility is questionable. In the light of the changing
environment, its role needs to be reassessed and supported by legislation which will allow the
Commonwealth to respond to the many challenges of the digital age.

It is now almost five years since the release of the ALRC' sreport, Australia’s Federal
Record: A review of the Archives Act 1983. Among the findings in this report, we read:

3.20 The need for urgent legidative reform to provide an integrated policy and regulatory framework for
Commonwealth records management across the board is nowhere better demonstrated than in the area of
electronic recordkeeping. It is becoming increasingly apparent that, unless el ectronic recordkeeping
systems are planned and managed adequately, there can be no guarantee that records, whatever their long
term value, will be systematically created and maintained to a standard appropriate to their future use,
including accessibility to future generations.

3.21 Evidence to the Commission stressed that the archival regime can no longer be based on an initial
phase of quite unregulated recordkeeping, with a statutory management regime commencing when
records reach middle age. For nearly a century, Commonwealth agencies have created records as they
saw fit without any reference to general standards and often without any consistent approach to
recordkeeping even within the agencies themselves. The current state of Commonwealth recordkeeping
suggests that thisinadequate laissez faire approach is continuing. Thereis no Commonwealth legidation
providing a comprehensive framework for the management of Commonwealth records, ...

3.22 Despite the lack of a clear legidative mandate, Australian Archives has provided some adviceto
Commonwealth agencies about the management of current records. Much of this has been on an ad hoc
basis to resolve specific problems, but in recent years the Archives has also issued general guidelines on
records management issues, particularly in relation to electronic records.

3.23 Many submissions expressed concern that, amidst the welter of new technol ogies, new
administrative strategies, devolution of management, outsourcing and privatisation, it was easy to lose
sight of the fundamental objectives of recordkeeping and to assume that, with so much electronic
equipment in every office, records could be relied upon to look after themselves. The remedy was seen to
be the articulation of comprehensive standards for recordkeeping predicated on the basic purposes for
which records are created and maintained. ...

Thisreport is about five years old and the same concerns are still being expressed today.
Indeed, the authors of the article cited above noted that “This legislation gives the Archives
few powersin relation to the making and keeping of records by Commonwealth Government
agencies.” In the current context, this impacts negatively on the capacity of the
Commonweslth to ensure a comprehensive framework exists for the managing the integrity
of burgeoning electronic information resources. Note that the ALRC report also highlighted
this issue:

3.26 The singleissue raised most consistently with the Commission in submissions and consultations was

the rapid development of electronic technologies for the management of information and recordkeeping

systems. In no other area has the environment in which the legidation operates changed so
fundamentally in the 14 years since it was enacted. While the present legisation contains some

! Kathryn Swan, Adrian Cunningham and Anne Robertson, "Establishing a high standard for eectronic records
management within the Australian public sector" Records Management Journal Volume 12 Number 3 2002 pp.
79-86



22.

23.

recognition of the existence of e ectronic records, inevitably it did not envisage all the technical and
administrative consequences for recordkeeping which have flowed from the development of increasingly
powerful and sophisticated electronic systems. This development isimportant also in the context of the
overarching superstructure of a unified el ectronic access system for all government information.

The problem for agencies is that while there are high level guidelines, there is no indication
that the Commonwealth is showing appropriate commitment to ensuring the integrity of this
fundamental aspect of agency activity. At present, the NAA has no real power to enforce
agency compliance with accountability requirements. Thisis at a time of increased emphasis
on national security and the importance of proper management of our information and
intelligence, not to mention myriad recent examples of indifference to corporate governance
both in the public and private sectors.

Surely the time has come for the government to respond to the ALRC report and table a new
“Archives Act” which addresses the challenges of managing pervasive electronic information
resources and records. Such legislation would also enable the NAA to work with other
agencies such as ANAO to monitor agency responses to a“comprehensive framework for the
management of Commonwealth records’. Certainly, the ANAO report on Recor dkeeping
(Audit Report No 45 2001-02) has alerted agencies to the extent of the issue, but without
attendant legidation, it will be difficult to ensure that adequate attention is given to a
comprehensive strategy to the compliance challenge.

CSIRO: Recordkeeping, the Web and Data Management

24,

25.

26.

27.

Initsreport on Recordkeeping, the ANAO identified organisational recordkeeping as an
integral part of core business; as such, it should not be viewed as an administrative overhead,
but rather as a corporate asset. If we accept that recordkeeping is an integral component of
CSIRO’ s research and business-related activities and an essential enabler of CSIRO’s
corporate governance, it needsto be strategically and professionally managed. This suggests
that traditional organisational structures may inhibit our capacity to respond adequately to the
demands of emergent science or to the changing regulatory and operational environment.

In this context, traditional perceptions of recordkeeping are not sustainable if an agency
wishes to commit to and develop an infrastructure which is aligned with research, customer
relationships, commercial imperatives and governance requirements.

Redlistically, strategies can be expected to be developed within the framework of

Government online strategies. However, these guidelines often seem couched in theoretical
terms with little practical advice. In this context, thereis clear tension developing between the
practical requirements of agencies and Government online strategies. The National Archives
(NAA) e-Permanence strategies, for example, are intended to assist agencies to develop a
comprehensive response to recordkeeping in an environment which is increasingly focussed
on electronic communication and information transfer. These same strategies tend to require
considerable agency commitment to expend limited resources just to respond to the
framework imposed under the DIRKS methodology. Thisis not an insignificant issue as
recent statements suggest that the NAA may be revising its approach. Does this mean that the
strategy is considered unsustainable in its present format? If so, it will be difficult for agencies
to commit resources to a process which may be subject to continuous revision.

As an information and knowledge rich organisation, CSIRO is endeavouring to ensure that
recordkeeping is an integral part of good business practice, that our corporate memory is
adequately managed and preserved to enable sound decisions to be made based on precedent
and fact. Such an approach supports the CSIRO Strategic Action Plan (2001), is consistent
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33.

with the ANAO Audit Report on Research Project Management, the I TS Strategic Plan
(2002) and the drive for improved management accountability as identified in the CSIRO
Enterprise Agreement 2002-2005 which seeks adherence to openness, transparency and
consistency.

In CSIRO, the design and deployment of solutions is based on afull consideration of research
or business need, technical options and governance requirements, including recordkeeping
requirements. As electronic transactions become more pervasive, the successful transition to
e-enablement strategies depends largely on our capacity to ensure appropriate business rules
are factored into systems which neither intrude in nor impede capture, search, registration,
access and retrieval of information in routine administrative or research activities.

From a data management perspective, CSIRO recently established a working group “to
collect information on datasets (including legacy data) and the current rate of data
acquisition, information on contractual/commercial restrictions on the use of these data (or IP
products), the current storage and retrieval mechanisms, the costs of maintaining the data, the
geographic regions from which the data comes, the options for making datasets interoperable
in the future, the perceived strategic value, the capacity to use the data for new scientific
endeavors in the future and the potential penalty should the data be lost”. Among the findings
of the working group, it was noted that:

Current technologies used for the measurement, recording, processing and generation of environmental
datasets in CSIRO are aready advanced and devel oping rapidly. As a consequence the Organisation is
gaining vast amounts of data in the many research and development projectsit supports. Thisincreasing
rate, volume and diversity of acquisition mean that we need intelligent systems for managing data if we
are ever to realize their full potential. In particular, the challengeisto have areliable, visible and
accessible record of what we have, so that the datasets, often acquired at considerable expense, and often

unique in terms of location and time, can be utilized to the full.

As part of a solution to these and other challenges, CSIRO has undertaken a comprehensive
approach to resolve data management issues, including the development of policy, metadata
standards and a metadata database. | ssues associated with collaborative research practices,
recordkeeping and preservation were also addressed.

In arelated context, the pervasiveness of electronic transactions will demand that agencies
address privacy concerns and secure their networks to support potential sensitive traffic. The
security of the networks seem to be given less priority to bandwidth capacity: in the current
security climate, the government should ensure that it makes available unambiguous
guidelines about the level of security it expects its agencies to maintain before it permits
traffic of even the most innocuous information.

Thiswill clearly have an impact on agency internal technical architecture. Related to thisis
the issue of how agencies are able to respond to the challenge of deploying systems which
meet government expectations about online access to services and information.

A further complication is that where standards have been articulated, there is a significant gap
between the minimum mandatory requirements and commercially available software.

34. Thereis evident tension in the market-place with regard to the functionality of records,

document and content management systems. Many agencies bought RMS under the OGIT
shared systems suite in the mid-90s. They are now facing the challenging task of addressing



the relationship between web content management and recordkeeping, which remains a vexed
issue.

Concluding remarks

35.

36.

37.

It is not surprising to read in the ANAO report on Recordkeeping that:

18. Most organisations had taken initial stepsto meet requirements for recording their web-based activity
under the Government Online strategy to drive provision of services through the internet. However,
organisations self-reporting to the National Office for the Information Economy (NOIE) did not
accurately reflect their level of adherence to the Government Online recordkeeping guidelines. Three of
the four organisations were taking electronic snapshots of their web-sites as one measure that is suggested
under the guiddines. Web-sites are Commonwealth publications of archival significance. As such,
attention also needs to be given to incorporating the snapshotsinto the formal corporate record system at
appropriate intervals. Also, to fully meet the guiddines, organisations should systematically document
their recordkeeping needs in respect of web-based activity and should keep the analysis under review as
their use of web-sites develops. At present, organisations are not undertaking formal and systematic
assessment of recordkeeping aspects of their web activity.

Despite the impressive work that has been undertaken with AGLS, thereislittle practical
advice emanating from NOIE or the NAA about the process of ensuring web documents and
records can be adequately managed over time. The NAA is developing solutions to the
preservation of digital artefacts, but this seems to be occurring in isolation from agencies or in
parallel with other initiatives in other jurisdictions (eg. VERS). Dynamic documents are not
typical of normal communication or information exchange routines and require sophisticated
solutions. Traditional RMS seem inadequate to support this environment and agencies are
running a severe risk of exposure to adverse litigation without detailed guidelines which
facilitate implementation of practical solutions.

In summary, the current environment is characterised by fragmented guidelines and
benchmark instruments which inhibit an agency’ s capacity to undertake effective risk
assessment of the operational and strategic environment. Thisisreflected in the lack of
coherence in the advice available for agencies to respond to the challenges of the digital age.

References not directly cited in the response
ANAO Report:
http://www.anao.gov.au/WebSite.nsf/Publications/4A 256 AE90015F69BCA 256 ACD00215C7C

Internet Delivery Decisions:
http://www.anao.gov.au/\WebSite.nsf/Publications/4A 256 AE90015F69B4A 256 A3E0025D 82A

Website and Internet System Security Checklist:
http://www.govonline.gov.au/projects/standards/security  checklist.htm




Attachment 1

Integrity of Government Information
The VERS Experience

Andrew Waugh
VERS Centre of Excellence, Public Record Office Victoria
CSIRO Mathematical and Information Sciences

Executive Summary

This submission is concerned with the use of digital signaturesto protect the integrity of
government information over long periods (say greater than five years). Our experience with
designing and implementing VERS is that digital signatures can be used for this purpose, but the
application is considerably different to conventional digital signature applications. Careful thought
needs to be paid to how public keys are to be preserved; how modifications to the signed object can
be supported; and validation of the implementation. These issues are not considered in the
Commonwealth Government’ s Gatekeeper reguirements.

The Public Record Office Victoria and CSIRO have been investigating the use of digital signatures
to ensure the integrity of government records since 1998 as part of the Victorian Electronic Record
Strategy (VERS). Currently, thereis an operational VERS system in the Victorian Department of
Infrastructure using digital signatures to ensure the integrity of information generated in that

agency.

Digital signatures are an important tool in ensuring that preserved digital objectsretain their
integrity; that is, they have not be modified in an unauthorised fashion after they were created.
However, in implementing an electronic record system we have realised that using digital signatures
in a preservation application raises challenges not faced by conventional digital signature
applications. This submission lists these challenges and discusses the solutions we adopted.

The basic problem isthat using digital signatures to preserve the integrity of digital objects over a
long period is subtly different to using a digital signature to preserve the integrity of a message
traversing a network — a typical application of digital signature technology. The key characteristic of
using adigital signatures over anetwork isimmediacy. That is, the signature is checked shortly
after it is generated, the message is only locked for a short period, and if the verification fails the
message can be resent. When using digital signatures for preservation, however, the signature may
need to be verified a century later, the preserved object will be locked for this entire time, and there
isno possibility of resending or repairing the object if the signature fails.

The consequences of this difference are that it is necessary to:

. Ensure that sufficient information is archived to verify the signatures. In fact, we can use the
fact that the objects are stored in an archive to avoid using a traditional public key
infrastructure.

. Allow the signed object to change while retaining the ability to verify the original digital
signatures.

. Validate the digital signature using an independent implementation.

None of these issues are insolvable, but they do indicate the care that is necessary when using digital
signature technology to ensure the integrity of government information.

In addition, we have considered the usefulness of non-repudiation and the issues around non
repudiation and expiry of certificates.
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Introduction

The Public Record Office Victoria and CSIRO have been investigating the use of digital signatures
to ensure the integrity of government records since 1998 as part of the Victorian Electronic Record
Strategy (VERS). Currently, thereis an operational VERS system in the Victorian Department of
Infrastructure using digital signatures to ensure the integrity of information generated in that
agency. In designing and implementing VERS we have encountered a number of issues with using
digital signaturesto ensure the long term integrity of electronic information. This submission
summarises these issues. None of these issues are insolvable, but they do indicate the carethat is
necessary when using digital signature technology to ensure the integrity of government
information.

VERS s designed to preserve dectronic records for very long periods. Records are defined as
information produced by an organisation for the purpose of its business (more formal definitions are
given in the next section). Most government information consequently falls within the scope of
records. Archival theory has the concepts of authenticity, reliability and integrity. An authentic
record isonethat iswhat it purports to be (e.g. was created by the person who apparently created the
record). A reliable record is one that accurately documents the facts that occurred. Integrity isthe
ability to prove that no unauthorised modifications have been made to the record. With paper
records the issues of authenticity, reliability and integrity are largely addressed by the policies and
procedures used to create and manage the records and not by technology [InterPARES]. This
approach is currently being extended to eectronic records by InterPARES, a significant
international theoretical research project.

From a practical perspective, e ectronic records are already being managed within record
management systems based on approaches used in paper records. However, these systems do not
seem to be widely used to manage el ectronic representations of emails and office electronic
documents. These records are among the important in an agency as they document the devel opment
and application of palicy. Our major concern, however, with the current use of these systemsto
manage the authenticity and integrity of records isthat these systems have afinitelifewhich is
typically much shorter than the life of the record. Transferring records between management
systems make the proof of authenticity, reliability and integrity complex. VERS takes a data centric
approach to authenticity and integrity instead of this system centric approach.

A major design goal of the Victorian Electronic Records Strategy (VERS) isto ensure the
preservation of electronic records without depending on software applications such as records
management systems. In the VERS approach, authenticity and integrity is shown by the record
itself, independent of the system that holds and manages the record for the time being. Digital
signatures are a key technology in the VERS approach.

Over recent years some preservation literature has suggested the use of digital signaturesto prevent
objects from being undetectably modified. Hedstrom [Hedstrom], for example, suggests that digital
signatures are part of a set of toolsthat can ' maintain the physical and intellectual integrity of the
records . Lynch [Lynch] has pointed out that using a digital signatureis equivalent proving the
authenticity of your copy of an object by comparing your copy with a master copy - the master copy
being the object at the point of time when it was signed, and your copy either being the same object
at alater time, or adifferent copy. The OAIS reference model [OAIS] discusses ‘fixity' information
and technology amongst which can be included digital signatures.

When we were developing the Victorian Electronic Record Strategy (VERS) [VERSL]] in the late
nineties we used digital signatures to detect modifications to the preserved objects. Subsequent
implementation experience with VERS within the Victorian Department of Infrastructure (Dol),
however, has highlighted a number of practical challengesin using digital signaturesin
preservation work.

Fundamentally, the problem is that using digital signatures to secure an object over along period of
timeis subtly different to conventional applications of digital signatures. Conventional applications
protect messages, such as Web pages, as they are being transmitted across a network. A
characteristic of this usage is that the messages are checked for corruption very shortly after they are
signed. If corruption occurred the message can be resent, and there is no need to keep information
around for long periods. Compare this with the preservation usage whereit is not possible to 'resend'



the message and the information required to verify the signature must be kept for aslong astheitem
is preserved.

The submission describes a number of challengesin applying digital signaturesin a preservation
context, and outline the approaches we have taken to surmount these challenges. These challenges
include:

. The requirement to preserve the necessary public keys to verify the signatures over a very
long period of time. Thisis a challenge as conventional public key infrastructure
organisations are unlikely to be suitable for preserving the necessary certificates for a century
or more. We use the fact that an archive contains many examples of records signed by a user
to verify the authenticity of the certificates which contain the necessary public keys.

. The difficulty of smultaneously allowing preserved objects to be modified while ensuring
that the original digital signatures remain accessible. It is common to wish to modify
preserved objects, and thisis perfectly permissible provided the modification is authorised
and documented. However, modifying an object protected by a digital signature means that
the original digital signature can no longer be verified. VERS provides a mechanism whereby
records can be modified while ensuring that the original digital signature can continue to be
verified.

. Theissue of ensuring that the software that produces the digital signature actually generates
correct signatures. In implementing VERS at Dol we discovered that the software we were
using did not generate valid digital signatures, although the software could verify signatures
it generated. Thisisa particular issue as preserved records may not be validated by an
independent implementation for years. We strongly recommend that any system that needs to
keep digital signatures for a significant period of time have the signatures tested using a
completely independent implementation.

In addition, we consider two related issues that are not problems per se:

. Whether it is cost effective to use digital signatures for non-repudiation. In VERS we
eventually decided that issuing individual private keys to usersto support non-repudiation
was not cost effective. Instead, the record keeping system signed each record when it was
registered into the system. As part of this process the system recorded the account which
registered the record. We felt that this gave most of the benefits of having individual users
sign records at a fraction of the cost.

. The treatment of expired and revoked certificates. Essentially, VERS ignores the expiry dates
of certificates as otherwise this would make all signatures fail after a short period of time. We
do not use the revocation of certificates as the meaning of a revoked certificateis
guestionable.

These issues are not addressed in the Commonwealth Government’ s Gatekeeper requirements
[ Gatekeeper] which seems to be focussed on the conventional use of digital signatures to secure
communication.

It should be noted that the ability to detect modificationsto a digital object addresses only one aspect
of the authenticity of the object. Other techniques must be used to address the other aspects and
these techniques are beyond the scope of this submission.



Records and Government Information

Asthe nameimplies, Victorian Electronic Records Strategy (VERS) is concerned with records and
archives. Archival theory has extensively considered the issues associated with integrity of electronic
records.

Records are defined by Australian Standard AS4390 as ‘recorded information, in any form,
including data in computer systems, created or received and maintained by an organization or
person in the transaction of business or the conduct of affairs and kept as evidence of such activity’
[ASL]. The subsequent International Standard has a similar definition: ‘information created,
received, and maintained as evidence and information by an organization or person, in pursuance of
legal obligations or in the transaction of business' [AS2]. As can be seen aimost all information held
by government can be classified under these definitionsasa ‘record’.

Governments hold alarge amount of records on awide variety of computer systems. These records
range from financial information, through databases, to email and office documents. The computer
systems in which these records reside range from application specific applications such as financia
systems, case tracking systems, and human resource systems which are often custom built for
agencies, through generic applications such as email systems, to the file system which most users
would not even consider as an application.

In considering records, archivists and records managers distinguish between an authentic record, a
reliable record, and the integrity of arecord. These terms are defined in the previously referenced
standards.

An authentic record is one that can be proven to be what it purportsto be (i.e. the content iswhat it
appears to be, it was created by the person who appears to have created it and it was created at the
time it appears to have been created). A reliable record is one which containsafull and reliable
representation of the facts which the record documents. Note that a record can be authentic, but not
reliable. For example, the author of the record could have left out material facts, misrepresented the
position, or smply lied. Such arecord would not berdiable, but would be an authentic record as the
content is as the author intended and it was created by the apparent author at the apparent time.
Authenticity is concerned with the truth of the record as an object; reliability is concerned with the
truth of the contents of the record. Integrity refersto the record being complete and with no
unauthorised alterations. Note that records can be altered and retain their integrity provided the
alterations are allowed by policy, are authorised, and are documented.

These three properties, authenticity, reliability, and integrity, are independent of whether the record
is paper or dectronic. In atraditional paper based system these properties are largely demonstrated
by the procedures involved in the creation, storage, and handling of the record. For example,
reliability islargely shown by the fact that the record was created by an organisation at the time of
the event for its own future use; records that are unreliable could not be used as the basis for future
work. Authenticity is often shown by the record being in the custody of an archive or records
management system since creation. Ultimately, these procedures are backed up by conventional
forensic tests; for example tests on signatures, the age of the paper, type of typewriter, and ink.

This reliance on procedures can be transferred to many eectronic records, particularly those
managed by application specific systems. Consider afinancial system, for example. Only authorised
users can perform actions within the system and all actions are logged. The records would be
considered reliable because they are automatically generated by the system as a side effect of
carrying out financial tasks. They are authentic because the actions can only be carried out viathe
financial system and the system keeps logs of who carried out the task, when it was carried out, and
how the tasks are related together. Finally, the logs record any changes to the records and hence the
records have integrity. Because these specific applications are usually designed to satisfy legal and
accounting principles, we would expect them to satisfy archival requirements for authenticity,
reliability, and integrity.

However, many electronic records in are not managed in such aformal way. This particularly
applies to those records held in generic software applications (e.g. email systems) or on the general
file system. Fundamentally, the problem is that these systems are not designed to ensure authentic



records or to ensure their integrity once created. These records can be the most important held by an
agency; for example, they may document the development of government palicy.

One method of ensuring authenticity and integrity of theserecordsisto install an application that is
designed to manage records and to ensure their authenticity and integrity (a records management
system). Once records are registered with the records management system the system can ensure
that the record is authentic and retains integrity. Essentially, the records management system acts as
avault, mediating and recording access to the records. Just like the financial system, the records
management system only allows certain operations on the registered records, only allows authorised
users to perform those operations, and keeps audit trails of all operations.

However, there are several issues with using a records management system to ensure the reliability
and integrity of records:

. It depends on users placing their records under the control of the records management
system. At some point, for example, they must move their emails from their mailbox to the
records management system. The difference with afinancial system, for example, isthat
agencies use a financial system to carry out the tasks associated with managing money, the
records are automatically generated as a side effect. With a records management system the
tasks are carried out in other applications and users have to consciously decide to place the
records under the control of the records management system.

. Care needs to be taken that users with special access cannot subvert the system. Such users
might be the records administrators or (computer) system administrators. However, it should
be noted that such users can equally subvert traditional paper based records systems, so this
issueis no different in the electronic environment. The question is whether advantage should
be taken of technology to close this hole.

. Management by a records management system should be viewed as a medium term solution.
Any computer system has arelatively short life — say five to ten years — and there must be a
plan to extract records from a system and to migrate them to a replacement system (or to
manage them by some other mechanism if there is no replacement system). Thismigration is
likely to be complex asit is necessary to preserve sufficient information to show that the
record was properly managed to ensure authenticity and integrity when under control of the
original system. A particular concern about migration isthat this may have to occur under
extreme time or budgetry constraints. Typically this would occur if an agency (or section)
was closed and the records were no longer considered of operational interest. An example
would be a Royal Commission. Funding for migration is likely to be minimal in these
circumstances, and the time available for migration very short.

VERS was specifically designed to address the final two issues.



The Victorian Electronic Record Strategy

The Victorian Electronic Record Strategy (VERS) addresses the i ssues concerned with the long term
preservation of electronic records. It isa strategy, not a system. VERS is a suite of
recommendations, practices, and standards that deal with the issues of preserving accessto
electronic records for very long periods of time (a century or more). The techniques, however, have
applicability for records that need to be kept accessible in the medium term (say over five years).

There are four basic issues that VERS addresses:

Media Deterioration and Obsolescence. Records are ultimately stored on physical pieces of
media (e.g. magentic discs, tapes, CDs). These deteriorate over time and ultimately become
unreadable. This could occur over avery short period (say fiveto ten years) if the media was
originally of poor quality or is kept in poor storage conditions. Even if the mediaremains
readable, the rapid rate of devel opment of computer storage technology means that it may be
impossible to find the hardware necessary to read the media. For example, isit unlikely that
CD readers will be obtainable in one hundred years, or possibly even ten years. The

obsol escence of media can occur with disturbing speed, particularly if atechnology is
produced by one vendor that ceases to trade or decides to cease supporting the technol ogy.

The VERS recommendation for dealing with these issuesis to actively manage the records;
that is to keep the records on-line or near-line. Records should never be written to media and
placed off-line on a shelf. Records kept on-line or near-line can be easily and transparently
transferred from one technology to another. System administrators perform this task routinely
in all computing installations.

Application obsolescence. Accessing an electronic records requires that the record be
interpreted by a software application which renders them for display. Software is dependent
on the underlying environment for its operation, particularly the computer itself and the
operating system. If the operating environment changes significantly the software may no
longer function and the records are lost. It should be noted that this problem is becoming
worse as the technology becomes more complex; for a Web browser to work * correctly’, for
example, al the plug-ins for various formats must be available. Although new versions of
software are normally available there is no guarantee that the organisation or individual
trying to access records will have the funds to upgrade to the new version. In any case, there
is no guarantee that new versions of the software will correctly read all of the old files (note
that new versions may be able to read old files but fail to correctly render it). Alternatively,
the software may go out of production.

The VERS recommendation for dealing with thisissue to convert the original fileinto one or
more long term preservation formats. This conversion should be carried out as soon as
possible after the creation of the record to minimise the possibility of conversion failure. As
part of the VERS we have recommended what characteristics distinguish long term
preservation formats.

Loss of management system. A special case of application obsolescence is the obsol escence of
the records management system itself. The records management system is an application, like
any other, and has a life span. At the end of its operational life, the recordsin a system must
be transferred to a new system. Thistransfer is of particular concern for a number of reasons.
First, the issue of decommissioning a system and extracting the records is often not
considered when building or running the system; thisis particularly true of bespoke systems
that are not based on commercial records management systems. Thisis a particular issues
where the system is being decommissioned because it no longer has an operational purpose;
the agency consequently has no strong reason to spend resources transferring the records.
Second, the process of transferring is a weakness in proving authenticity and integrity.
Authenticity and integrity is normally demonstrated by the fact that the records management
system prevents unauthorised alterations to records. But the records may be completely
unprotected during transfer between two systems.

VERS specifies a standard external record format that islocked by a digital signature to
ensure the maintenance of authenticity and integrity of records while they are outside the
control of arecord keeping system. Ideally, we recommend that records be held within a
record keeping system in this standard format. This means that records can be rescued from



the system with no loss of authenticity and integrity even with a catastrophic failure of the
record management system, or if it is necessary to quickly retrieve the records due to the
agency being closed or record management system being turned off. Finally, the VERS
standard format is specifically designed to be self documenting. The contents of the record
can be examined using the simplest possible tools (i.e. text editors such as notepad) and the
format contains textual descriptions of the technology used in the format. This meansthat it
is easy to write programs to process the standard format and extract information fromit.

. Loss of context. To interpret arecord it isimportant to know its context; that is, who created
the record, why was it created, when was it created, and how it relates to other records.
Context has two important functions. Thefirst isto understand the story. When answering a
query, itisrarethat it will be answered by a single record. Instead, it is far more common to
have to read a number of related records. For example, an email may simply approve
something; it is necessary to read the previous emails to understand what was approved and
why it was approved. Second, knowledge of the context is essential to judge the authenticity
of arecord. This contextual information is typically not captured or stored by systems not
designed as records management systems. Worse, the records documenting an event may be
scattered across many systems; for example, some may be emails held in an email system,
others may be reports or documents held on the file system or EDMS.

VERS captures contextual information in a number of metadata elements which are based on
the National Archives of Australia’s Recordkeeping Metadata Standard [NAA]. These
elements are stored in the VERS standard format; thisis particularly important asit means
that the contextual information cannot be separated from the content of the record.

Digital signatures are consequently a key technology in VERS.



Public Key Digital Signatures

For readers unfamiliar with public key digital signatures, we present the following simplified
introduction. A detailed technical discussion of the application of digital signature technology can
be found in [Housley]

A digital signature has little in common with a physical handwritten signature. In particular, itis
not a scanned image of a handwritten signature. Instead it is the result of a mathematical calculation
which takes asinput the digital object to be signed and a secret known only to the signer. The
calculation has the property that the digital signature (the result) changes if the digital object is
changed (even in aminor way) or if a different secret is used.

Generating and verifying digital signaturesistechnically smple.

Signing a digital object commences by 'hashing' the object. Thisinvolves running the object through
amathematical function (known as a hash function) to produce a number known as the hash value.
The hash function has the property that even tiny changesin the message will result in a different
hash value; thisis how alterations in the object are detected. The output of the hash function is then
encrypted using a secret (a key) known only by the signer to produce the digital signature.

Verifying adigital signature starts by decrypting the signature to give the original hash value. The
digital object isthen rehashed using the same hash function and the two hash values are compared.
If they are the same the digital object has not been changed since it was signed. If the two hash
values are different one of the following has occurred (it is not possible to determine which one):

. The object has been modified since it was digitally signed
. The digital signature has been altered (or substituted)
. Thewrong secret key was used to decrypt the digital signature

Encryption of the hash value is done using public key cryptography. This type of cryptography uses
keysthat comein pairs: the public key and the private key. The private key is used to encrypt the
hash value and the matching public key is used to decrypt the hash value. Use of two matched keys
allows the signer to keep the private key secret while publishing the public key. It is not possible to
work out the private key if you know the public key.

It isworth noting that the term 'digital seal' would have been a more accurate name than ‘digital
signature’. Like a conventional seal, a digital signature can be mechanically applied by anyone who
has access to the private key. It follows that the security of a digital signature is dependent on
keeping the private key secret, just as the security of a conventional seal is dependent on keeping the
seal physically secure to prevent misuse.

From the previous discussion it is clear that to verify adigital signatureit is necessary to know the
signer’s public key. The key hereis ‘knowing'; if aforger can convince you to use their public key
instead of the signer’sreal public key they can convince you that any digital signatureisvalid.
Reliably distributing public keys is undertaken by means of certificates and the public key
infrastructure (PKI).

A certificate is a message containing a public key, the identity of the person or organisation who was
issued with the matching private key, and the identity of the organisation who issued the certificate.
To ensure its authenticity (and to prevent alterations) the certificate is signed by the organisation

that issued the certificate. To verify the authenticity of the certificate requires the verification of the
digital signature on the certificate; thisin turn requires the public key of the organisation that issued
certificate. This public key can be found in a another certificate. But this second certificate needs to
be validated using a public key from athird certificate (and so on). Ultimately, this chain of
certificates needs to be grounded by a certificate that isjust trusted. In most desktop computer
systems, for example, this chain of certificatesis grounded in a‘root’ certificate that the user
manually loads in to the computer.

Issuing a certificate has potential financial and legal liabilities. The certificate appearsto tiean
organisation or individual to a public key and hence to a private key. The temptation is consegquently
to believe that if a particular object is signed by a particular private key then the individual or



organisation named in the certificate generated the signature. Thisisreferred to as‘non-
repudiation’ asthe signer cannot repudiate their signature. There are some issues with this belief,
which we consider in section 0. However, the potential financial and legal issues have meant that
the issuing and management of certificatesis normally surrounded by significant safeguards, such as
those required by Gatekeeper [ Gatekeeper].

Public key digital signatures have the following characteritics:

. Access to the public key is necessary to verify the digital signature. The public key must
consequently be accessible for as long as the signed object is kept. The implications of this
will be considered in section 0.

. Any change in the preserved object (by even one bit) will result in a different hash value, and
hence will cause the digital signature to fail. Thisimplications of thiswill be discussed in
section 0.



Identification of the creator of the record

Challenge: One part of authenticity is the ability to prove who created the record. In theory, it is
possible to use digital signaturesto provide non-repudiation; that is the ability for the creator to
‘sign’ an object in such a way that they cannot subsequently deny having done so. In practice, the
required technical infrastructure is very complex (and hence expensive to implement).

Because the public and private keys are intimately related together, and the public key istied to an
individual or organisation by the certificate, it istheoretically possible to determine who created a
digital signature. This allows non-repudiation; that is preventing the signer from subsequently
denying that they generated the digital signature. Non-repudiation is a central aspect of testing the
authenticity of arecord.

In practice, however, there are several issues with this approach to showing authenticity.

Thefirst issueisthat digital signatures are really digital seals; they can be mechanically applied by
anyone with access to the private key. The strength of non-repudiation is thus critically dependent
on the security of the private key. Private keys are far too long for users to remember them and they
must be stored on a computer or in a storage device and accessed by the user when they need to
create adigital signature. Non-repudiation is thus critically dependent on the security of the
computer system or storage device. Unfortunately, this security istypically not high. For example,
users walk away from their computer whileit is till logged in, share passwords, and share security
devices. The security of many desktop computersis not high with many known security holesin the
system software. Finally, system administrators usually have rights which grants ‘ backdoor’ access
to the contents of computer systems. For these reasons when we were implementing VERS in the
Victorian Department of Infrastructure it was felt that digital signatures can only be used to identify
the user account that was used to sign a digital record. Who was actually operating the account at
the time, however, usually cannot be proven. Identifying the user account that created the records
can be done by the system in other, smpler, ways than by using digital signatures.

The second issueis the cost and complexity of issuing and subsequently managing private keys for
individual users. The creation of a certificate associating a public key with a particular individual or
organisation may have considerable legal and financial implications. Certificates are jointly issued
by Registration Authorities (which validate the identity of the organisation or individual requesting
the certificate) and Certification Authorities (which undertake the technical task of issuing and
managing the certificates). Because of the legal and financial implications, the Gatekeeper
requirements covering Registration and Certificate Authorities are onerous [Gatekeeper]. Meeting
these requirements means that running an authority is complex and expensive, whether it is donein
house or contracted out. In addition to the basic cost of running an authority, thereis on-going cost
of managing staff: ensuring that they are issued with private keys when they join, cancelling the
keys when the leave (or change jobs), and re-issuing keys that have been compromised or lost.

In summary, issuing individual private keys to each staff member is a complex and hence expensive
task, and, ultimately, only identifies the account which applied the digital signature. In the VERS
implementation at the Department of Infrastructure, we decided that issuing individual private keys
was too expensive. Instead, records were signed by the records management system itself and the
system recorded the account from which the record was created. We fdt that this gave almost the
same proof of authenticity asif we had issued individual users at a fraction of the price.



Authentication of the Public Key

Challenge: Validation of a digital signature requires the authentic public key of the signer. In
conventional digital signature applicationsthisis obtained from a public key infrastructure (PKI)
consisting of certificates issued by trusted certificate authorities. Thisis acceptable where the
digital signatures have a short life, but certificate authorities are unlikely to keep certificates for
the life of a preserved object. The challenge isto preserve these certificates for long periods.

Validation of a digital signature requires the public key of the signer. If the public key has been lost
or discarded the integrity of the preserved object cannot be verified. Further, verification depends on
being certain that the stored public key actually belonged to the purported signer (otherwise the
preserved object could be modified, resigned, and the public key replaced). Public keys must
consequently be securely stored for the lifespan of the signed objects; this could be for a century or
more. Note that private keys should not be archived; indeed proof of authenticity isimproved if it
can be shown that private keys are destroyed once their use has ceased.

In a conventional digital signature application, public keys are obtained from certificates produced
and stored by certificate authorities (a discussion of certificates and certificate authorities can be
found in [VERS2]). However, it is open to question whether a certificate authority can (or should) be
trusted to store the certificates it produced for the very lengthy periods of time required for
preservation activities. Certificate authorities are usually commercial organisations and thereisno
guarantee that if the organisation fails or exits the business that the certificate store will be retained.
How many commercial organisations are still in existence after 100 years? Note that thereislittle
commercial pressure to provide cast iron guarantees of long term access to certificates as most

digital signatures have arelatively short life.

One solution to this challenge requires an organisation holding preserved digital objectsto also store
the necessary public keys to verify the preserved objects. The public keys would normally be held
within certificates. This should not be an onerous requirement as certificates are simply digital
objects and can be preserved within the same archive system that manages the actual preserved
objects.

Care needs to be taken that the necessary certificates are actually captured into the system. Custom
verification software will need to be written to obtain the certificates from the archive system rather
than from conventional certificate authorities. If preserved objects are moved from one system to
another the relevant certificates must be identified and moved with the preserved object. Finally,
very great care needs to be taken to prevent the unauthorised addition of certificates to the system. If
aforger can add certificates to the archive then they can forge or modify any preserved object (just
as conventional digital signature applications such as SSL will fail if aforger can convince auser to
install afake root certificate on their computer).

Alchive Forger
Adds forged certificate
Certificate Adds forged record using forged certifica
Archive
User
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Verifies forged record using certificate

If a forger can add fake certificates to the archive, they can forge any records. In theory, users
can detect the forgery by noticing that the certificate used to verify the signature is not the
same certificate used to validate other records. In practice, users are unlikely to notice this,
but we use this principle as an alternative to verifying signatures.

A second option isto hold the necessary certificates within the preserved object itself. Thiswas a
particularly attractive option within VERS as a key assumption of VERS was that preserved objects
would outlive the archive system that held them, so the preserved objects should stand alone from



the archive system. Including the certificates within the preserved object reduces the dependency of
the preserved object on other objects, ensures that the certificates are captured when the digital
object is preserved, and that the certificates are transferred with the preserved object. There are two
problems, however. The minor problem isthe inefficiency involved in storing multiple copies of
certificates, though thisis not serious as certificates are quite small. The major problem isthat itis
not secure. A little thought reveals the circular argument that you are validating the contents of a
preserved object by means of a signature which, in turn, is verified by the contents of the object.
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The VERS Encapsulated Object includes the digital signature and all of the certificates
required to verify the digital signature. This makes archiving and subsequently managing the
certificates trivial. This does not, however, prevent forgery as a forger can simply include their
own certificates in the record.

A solution to this circular argument isto discard the conventional concept of digital signature
verification by means of a certificate chain. An aternative isto adapt the process used to verify
handwritten signatures in a paper based archive. When it is necessary to verify a handwritten
signature, the suspect signature is compared with other examples of the signature in the archive. If
they match, the handwritten signatureis treated as valid, otherwise the signature is considered
suspect.

With electronic records we compare the certificates stored with the records, not the digital

signatures themselves. Clearly the digital signature will be different for each record (as the signature
depends on the record). All the records signed by a user with a particular private key should contain
the same certificates.

To verify theintegrity of adigital signature on an eectronic record the first step isto verify the
digital signature using certificates contained in the record. This shows that the content of the record
has not changed since the record was signed and that the certificates actually belong to the record.
The second step is to choose (at random) another record signed by that user around that time and
compare the certificates in the two records. The certificates should be identical. If they are, then
either aforger has forged both records or both records are authentic. (In practice the test is dightly
more involved than thisas a user’s private key is periodically replaced and that the certificates will
validly change.) Clearly the certificates in the suspect record should be compared with those in more
than one record signed by that user; the more records compared the more likely the records are
valid. Clearly thisis a probabilistic approach, but with a sufficiently large number of digital objects
there would be strong evidence that the records have not been tampered with. The security could be
increased further by arranging for a record to be signed multiple times.
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The four records on theleft are probably valid as they were signed using the same private key;
thisis shown by the fact that they contain the same certificates. The record on the right was
signed using a different private key, as shown by the fact that it contains a certificate that is
different to the other records in the archive. This makes that record suspect. Clearly thisisa
probabilistic argument, but given a sufficiently large number of records, the proof can be quite
strong. It can be strengthened by signing each record multiple times.

Thisisaparticularly useful approach asit exploits the strengths of the archive and avoids having to
trust the integrity of an archive of certificates. In the VERS system at the Department of
Infrastructure where the system signs all records, there should be a very large number of records
containing the same certificates.

One useful side effect of this‘ comparison’ verification isthat it is possible to demonstrate when a
record was created — essentially providing a notarization service. Thisis achieved by setting up a
policy and procedure whereby the private key used to sign the records is regularly changed; say
every month. Once the private key is changed the old private key is destroyed (in fact, the copy of
the private key should be destroyed onceit isloaded into the system and it should not be possible to
extract the private key from the system). Every record signed during that period would contain the
same certificates. Each record must have been created in that period (as the necessary private key is
not available at any other time).



Changing an unchangeable object

Challenge: Digital signatures detect any change to a signed object; but it is not possible to discover
what has been changed. This means that when an object has been locked by a signature, any change
(even valid changes) will break the digital signature and it will be henceforward useless for
protection.

A digital signature locks the signed object. The signature will detect any modification to the signed
object — be it a change to one bit or to thousands of bits. When signature verification failsit is
impossible to determine what has been changed or how much has been changed; al that isknown is
that something has changed.

Thiswould beirrdevant if it were never necessary to modify a preserved digital object. This,
however, is not the case. A preserved object within VERS, for example, contains a complete
collection of metadata for the record (this supports our goal of being independent of the record
management system that holds the object). It is quite legitimate to change some of this metadata, for
example, to correct a spelling mistake, or to add additional descriptiveinformation. This metadata
forms the context of the preserved object (i.e. what it isand how it relates to other preserved
objects), and in archival theory the context of a preserved object is asimportant as the content of the
preserved object. For example, changing the date a record was created may be more important for a
forger than changing the content. It is also appropriate, in some situations, to change the content
provided that the change is authorised and documented.

Many archival systems manage the metadata about a preserved object separately from the content of
the preserved object. The metadatais directly held by the system; this allows it to be modified and
protectsit from unauthorised modification. However, apart from making the preserved object
dependent on the archive system, this raises the questions: if the archive system can be trusted to
protect the metadata from modification, why can it not be trusted to protect the content as well, and
if it can protect the content directly, why do we need digital signatures at all?
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To modify a signed object VERS creates a new object that contains the original object
(complete with original signature), the alterations, and a new signature. Because the original
object isincluded unchanged, the original digital signature can be validated at any time. The
new signature has to cover a portion of the original record (the original signature would be
sufficient) in order to prevent the original record from being replaced. This technique of
encapsulating the changes around the original record can be applied repeatedly. Various
mechanisms can be used to reduce the amount of space required to store the alterations.

In VERS we made the choice that the archive system should not be trusted to protect the integrity of
either the content or the metadata. We consequently faced a complex challenge. We wished to use a
digital signature to detect unauthorised modifications to both the metadata and the content of the



record. On the other hand, the digital signature prevented users from performing legitimate
modifications to the metadata.

The technique we used to resolve this contradiction is to always retain the original preserved object
intact with its digital signature. Thus, it is always possible to verify the integrity of the preserved
object. Modifications are added outside the original preserved object and protected by their own
digital signature. The original object and the collection of modifications are integrated into asingle
object by digital signatures.

One problem with this approach is that the original object is still avalid object within the modified
object. A forger could discard any modifications by simply extracting the original object and
discarding the modifications. The solution to this problem isto remove a part of the original object
when it ismodified so that it is no longer avalid object; the original object consequently cannot be
extracted from the modified object as avalid object. The part that is removed cannot be covered by
the digital signature of the original object (otherwise the digital signature will no longer verify). It
also must not be possible to be subsequently be recreated (otherwise it could smply be added back to
the object).

The answer to this problem isto add a special ‘lock’ digital signature. Thisis applied when the
object is created, and removed when the object is modified. A new lock signatureis applied to the
modified object. When examining the authenticity of an object, the first test isto examineif alock
signature is present. If it isnot present then the object isinvalid. The lock signature is tested for
validity and the identity of the signer is checked (this prevents a forger from just applying alock
signature). The lock digital signature must cover a different part of the object than the standard
integrity signatures (otherwise the outer signature would be identical to the integrity signature and
hence could be easily added again).
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A lock signatureis a normal signature that only appears on the outermost (most recent) layer
of changes and it is discarded when the original record is encapsulated within a modified
record. This prevents a forger from extracting the original record and discarding the
modifications; if this happened the ‘record’ would lack the lock signature. The lock signature
must not be easily replaced nor forged. VERS recommends that the lock signature be generated
by the same private key that generates the normal integrity signature, but over a slightly
different content.

We came up with two practical implementations of this general technique which we call the onion
and the skewer. In an onion implementation the modified object is wrapped around the original
object. Modifications can be repeatedly applied and the resulting object resembles an onion with the
original object at the centre surrounded by successive layers of modifications. The digital signature
at each level protects the modifications at that level from change and also protects the relationship
between this version of the object and previous version of the object. In a skewer implementation,
the modification is appended to the end of the original object and protected by a digital signature. A



final digital signatureisthen applied to 'lock' the original object and the modifications into one
object (thislock signature can be used as the outer signature). When it is necessary to add a new
modification the archival system checksthe lock digital signature (to ensure the integrity of the
object) and discardsit. The new modification is added and the resulting collection relocked by a new
digital signature. This approach prevents a forger from discarding modifications, but requires the
archival system to be trusted while the object is'unlocked'. It is possible to come up with subtle
modifications of this scheme to improve utility: for example the lock signature might only cover the
digital signatures of the components of the object. This provides equivalent protection, but is much
faster to calculate as much smaller amounts of data need to be signed.

In either the onion or skewer implementations thought needs to be given as to whether the
modifications contain everything (including information that is unchanged) or just the changes. The
latter is much more efficient in storage, but requires a complex process to determine the ‘ current’
value of arecord. Essentially, the system must start with the original object and then apply each
modification in turn to produce the current value. We are currently updating the VERS specification
and, after examining this option, decided not to implement it. We fet that it would be far too likely
that errorsin the system generating the change, or applying the changes, would mean that resulting
‘current’ value of the record would be incorrect.

The second implementation question is how often changes result in modifications to the preserved
object. One extreme s, of course, that each change results in a modification to the object. In practice
thisislikely to result in very large objects, particularly if the modification contains all information.
The alternative isto store changes in the archive system and to periodically flush the changes
through to the preserved object. This flush could be done upon demand by a system administrator,
when a sufficient quantity of changes had accumulated, or when important changes have occurred.

In summary, providing the ability to modify a signed object while retaining the original digital
signature is possible, but requires a certain amount of complexity. It isinteresting to trace the

devel opment of our thinking in VERS. Initially we were not going to alow any changes at all.
When this proved impracticable, we moved to the onion model with each layer containing al of the
metadata. Thisisthe current situation, but when we moved into implementation it was pointed out
that the outermost layer could be undetectably discarded. If we were designing VERS today, we
would use the skewer model and we might switch to only storing the changes. The lesson we learnt
istothink carefully about what is protected by the digital signature and how to efficiently manage
changes.



Revocation lists and expired certificates

Challenge: To limit the damage a forger can accomplish with a compromised private key, digital
signature technologies limit the life of a certificate (hence the associated private key) by including
an expiry date, and also have provision to revoke a certificate before it reachesits expiry date. The
application of both of these techniquesin an archival environment is questionable. Certificates
must be retained to validate digital signatures, possibly for centuries —long after the certificate has
expired. The meaning of an ‘revoked’ certificate is also questionable.

The original concept of a certificate was that it would not be necessary to fetch the certificate from
the certificate authority’ s database each time a digital signature was verified. Instead, certificates
could be fetched and stored locally for aslong as required. Thislead to the problem of how to cancel
certificatesif the associated private key was compromised. The techniques adopted were rather
similar to those used for credit cards before the adoption of on-line authorisation: certificates have
an expiry date and should not be used after this date; and lists of revoked certificates can be
generated and circulated.

The application of both techniques for archived digitally signed objectsis questionable. Clearly if a
signed digital object iskept for a century the necessary certificates will have long expired. In
practice, at VERS we ignore the expiry of a certificate in the archive.

We also ignore revocation lists; although they could be captured in the archiveif required. In
practice the value of arevocation list is dubiousin an archival environment. If aprivatekey is
compromised, it will be cancelled and subsequent records signed using a new key. However, thereis
no reason to then stop using the original certificate to verify records signed with the origina private

key.



Implementation validation

Challenge: Applicationsthat use digital signature libraries can be difficult to implement correctly.
It is possible to create signatures that another implementation cannot verify. In a conventional
networking application this problemwill become quickly apparent due to interworking with other
implementations. In a digital preservation application, however, it might be years or decades before
the signature is checked by an independent application and the problem comesto light.

This challenge covers two separate problems. Thefirst isthat the implementation of the archival
application may beincorrect and calculates the digital signature over the wrong object. The second
isthat the implementation of the underlying digital signature software may be incorrect.

A digital signature will detect any change to the object it protects. This object is ultimately
represented as a sequence of octets. To verify the signature it is necessary to use exactly the same
sequence of octets that was used when signing. Although this may seem easy, our experience has
shown that it is surprisingly difficult to achieve. Octets that have no significance in normal
processing (e.g. spaces, line feeds, null bytes) do have a significance when calculating the digital
signature and must be carefully processed. Thisis particularly true when the digital signature only
covers a part of the preserved object.

Even when the archive software correctly verifiesthe digital signaturesit calculates, it isworth
thinking about whether a future implementator can determine exactly what octets are to be fed into
the verification software. Some form of specification is required, and in VERS we include this
specification in each preserved object to ensure that it is available to a future implementor. The
specification must be unambiguous and the implementation must implement it correctly.

The second problem is incorrect implementations of the digital signature algorithm itself. We did
not expect this problem; there are only a few digital signature implementations and they must all
interwork in conventional digital signature applications. However, when we tested the signatures
generated by the VERS implementation for Dol we could not verify them using an independent
implementation (and vice versa). After several weeks work, we discovered that the signature
generated by the digital signature software used by the VERS implementation did not conform to the
digital signature standard.

These two problems (buggy cryptographic software, and buggy use of the software) are particularly
dangerous for digital preservation. Simply testing that an implementation can verify the signatures
that it produces does not show that it has implemented the specification correctly, nor that the
underlying cryptographic softwareis correct. This can only be shown by testing against an
independent implementation. However, it may be years before an independent implementation exists
and until that happens all the signatures a system generates may be incorrect and hence worthless.
Part of the acceptance testing for any archival system that uses digital signatures should be a
verification of the signatures using an independent implementation. This independent
implementation should be implemented by a different software engineer from a specification; this
will help ensure that the specification is adequate and that it is correctly implemented. The
independent implementation should use a completely different cryptographic implementation to
ensure that the implementation the system is using is correct.



Conclusions

Digital signatures can be used to preserve the integrity of preserved digital objects, but care needsto
be taken in the design and implementation of such a system. Preservation applications have different
characteristics to conventional digital signature applications which usually verify signatures shortly
after the signature has been applied. Preservation applications require the signature to be verified
long after the signature has been applied (possibly centuries later) by software that may not be
written for yearsinto the future.

A key design issue of the preserved object is whether it will be necessary to modify parts of the
preserved object after it has been signed. If so then these parts must either be outside the protection
of the digital signature (and protected by other means) or a the preserved object must be designed
allow modification of the preserved object. We have suggested using layers of modifications with
each layer digitally signed and a special outer signature on thefinal layer to prevent discarding
modifications. We believe that the requirement to modify a preserved object is the most difficult
aspect of using digital signaturesin preserving e ectronic objects.

A second key design issueis to ensure that the necessary public keys to verify the signature are
preserved for aslong asit isrequired to preserved the signed objects. Essentially the only method of
ensuring thisis for the preservation organisation to act as an archive for the public keys. In VERS
we store the public keys in the preserved objects, and use a probahilistic approach to verifying these
keys where the purported public key is compared with the public key of other objects signed by the
same signer around the sametime.

The resulting implementation must be carefully tested, ideally by a completely independent test
program. Independent means written by separate devel opers from a specification using different
cryptographic software. If the signature is not tested by means of an independent test program it is
quite possible that the digital signature will be incorrect.
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