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ANSWER TO QUESTION ON NOTICE

At our most recent appearance before the Joint Committee of Public Accounts and Audit,
DSD was asked to examine returns from Government agencies about IT security incidents
experienced over the past few years, and to determine how many of these incidents were
reported to DSD under the Information Security Incident Detection, Reporting and Analsyis
Scheme (ISIDRAS) for Government agencies.

This task has now been completed and DSD’s findings can be summarised as follows.
Incidents reported to the Committee were 2453. Of those, 1758 should have been reported to
ISIDRAS as per the requirements of the Commonwealth Protective Security Manual, but only
51 incidents were actually reported.

The attachment details how we arrived at these figures and includes a summary for each
agency.

It is worthwhile noting that, while ISIDRAS as a scheme has existed since 1998, it has only
been since 2002 (following the establishment of DSD’s Computer Network Vulnerability
Team) that DSD has been actively promoting its use. Since 2003, DSD has been promoting
the mandatory reporting of successful attempts of breach of security; categories three and four
respectively.

Increased agency participation in ISIDRAS has been encouraged with the launch of OnSecure
on 3 December 2003. OnSecure is a joint initiative between DSD and the National Office for
the Information Economy for enhanced on-line reporting of IT information security incidents.
The objective of the OnSecure website is to complement the existing ISIDRAS scheme by
giving Government agencies greater opportunity to register reportable IT security incidents.

If you require any additional information or clarification, please let me know. I can be reached
on 02 6265-0323.

Mighael Scotton

\‘1 February 2004
Defending Australia and its National Interests
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