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Australian Government

DevartmentofFinanceandAdministration

EXECUTIVE MINUTE

JOINT COMMITTEE OF PUBLIC ACCOUNTS AND AUDIT
REPORT No. 399

Inquiry into theManagementandIntegrity ofElectronic
Information in the Commonwealth

General Comments
TheDepartmentofFinanceandAdministrationnotestheJoint CommitteeofPublic
AccountsandAudit (JCPAA)Report399 onthe Inquiry into theManagementand
IntegrityofElectronicInformationin theCommonwealth(theReport). The
Governmentis relianton informationandcommunicationstechnology(ICT) to store
andshareinformationaswell asto inform andtransactwith individuals,businessesand
groups. Securestorageofinformationandtheprivacy, confidentialityandintegrity of
dataareresponsibilitiesofall Governmentdepartmentsandagencies.
UndertheGovernment’soperationalframework,responsibilitiesareallocatedto the
ChiefExecutiveofeachdepartmentandagency. At thecoreofeachdepartmentand
agency’saccountabilityis an obligationto complywith theFinancialManagementand
AccountabilityAct 1997(theFMA Act).

In additionto thesestatutoryfinancialaccountabilitymeasures,all departmentsand
agenciesmustmeetminimumprotectivesecuritystandardsassetout in the Protective
SecurityManual(PSM). ThePSMrequiresthat all Governmentdepartmentsand
agenciesshouldapplythestandardssetout in theAustralianCommunications-
ElectronicSecurityInstruction33 (ACSI 33) for theprotectionofinformationstored
andtransmittedusing theirinformationandcommunicationssystems.

In thedynamicICT environment,theGovernment’sinformationsecurityand
managementframeworksareregularlyreviewedandrefreshedto supportdepartments
andagenciesto meetthe challengesassociatedwith ICT managementandsecurity. The
PSM andtheGovernment’sPublicKeyInfrastructure(PKI) strategy,Gatekeeper,areto
be reviewedwithin thenextsix months. ACSI 33 is reviewedquarterly. The
recommendationsoftheJCPAAwill betakeninto accountin thesereviewprocesses.

Many oftheexistingpolicy frameworksfor ICT managementand securityintersect,and
responsibilitiescanspanseveralportfolios. TheGovernmentestablishedthe
InformationManagementStrategyCommittee(IMSC) in 2002to provideleadershipon
wholeofgovernmentICT issues.TheIMSC providesa focalpoint for manyofthe
mattersraisedin theReport.

This documentprovidesawholeofgovernmentresponseto therecommendationsofthe
Report. Departmentswith lead-agencyresponsibilityfor eachoftherecommendations
oftheJCPAAarelisted below. Responsesto the individual recommendationsare
attached.
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Agency Roles
Thelead-agencyrole for eachresponseto therecommendationsis shownbelow. This
reflectscurrentAdministrativeArrangementOrders(AAOs). In particular,the
AustralianGovernmentInformationManagementOffice (AGIMO) hasbecomea
businessgroupin theDepartmentofFinanceand Administration(Finance).
ConsequentlyFinancenowhastheleadagencyrole in relationto severalofthe
recommendationsoftheJCPAA.
Recommendation1 - TheAttorney-General’sDepartmentis theleadagency.The
DefenceSignalsDirectorate(DSD)hasassistedtheAttorney-General’sDepartment.
Recommendation2 —Financeis the leadagency.TheAttorney-General’sDepartment
hasassistedFinance.
Recommendation3— TheDepartmentofthePrimeMinister andCabinetis the lead
agency.
Recommendation4 - Financeis theleadagency.
Recommendation5 - TheAttorney-General’sDepartmentis the leadagency(rather
thanAGIMO asindicatedin theReport). DSD andFinancehaveassistedtheAttorney-
General’sDepartment.
Recommendation6 - TheAttorney-General’sDepartmentis the leadagency(rather
thanAGIMO asindicatedin theReport).
Recommendation7 —Financeis the leadagency.TheNationalArchivesofAustralia
(NAA) hasassistedFinance.
Recommendation8 - Financeis theleadagency,with advicefrom the Australian
NationalAudit Office (ANAO) andassistancefrom theAttorney-General’sDepartment.
Recommendation9 —Financeis the leadagency(ratherthantheDepartmentof the
PrimeMinisterandCabinetasindicatedin theReport).
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Responsesto the Recommendations

Supportedin principle.

TheProtectiveSecurityManual(PSM) requirestheChiefExecutiveofeachdepartment
andagencyto implementphysicalsecurityplansfor all theirsites,including thosethat
containinformationandcommunicationstechnology(ICT) systems,andto report
annuallyto Governmenton theseplans. TheGovernmentrequiresall departmentsand
agenciesto comply with thePSM. It is theresponsibilityof eachChiefExecutiveto
ensurethatthis occurs.

TheProtectiveSecurityCoordinationCentre(PSCC)in theAttorney-General’s
Departmentis responsiblefor setting wholeof governmentsecuritypolicy and
monitoringcompliance.PSCCis theappropriateorganisationto implementthe
Recommendation,ratherthantheDefenceSignalsDirectorate(DSD). Departmentsand
agenciesmay drawon theDSD for adviceregardingICT securityissues. The
AustralianSecurityIntelligenceOrganisationmayalsobe calleduponto assessthe
adequacyofphysicalsecuritymeasures.

ThePSM is beingrevisedandthePSCCwill ensurethat therequirementfor physical
securityplansfor ICT systemsis reinforcedin thenewedition.

ThePSCCmonitorsagencycompliancewith Governmentpolicy throughanannual
self-assessmentsurveyby all departmentsandagencies.Thenextsurveyis due in
February2005andthePSCCwill ensurethatthesurveyrequiresadvicefrom
departmentsandagencieson theircompliancewith physicalsecurityrequirementsfor
ICT systems.ThePSCCreportson theoutcomesofthesesurveysto theNational
SecurityCommitteeof Cabinet. Dueto theschedulingofthesurvey,it will not be
possibleto reportin thetimeframerequestedby theJoint CommitteeofPublicAccounts
andAudit (JCPAA). A reportwill be providedto theJCPAAwithin two monthsofthe
completionofthesurvey.

r

Recommendation1
TheDefenceSignalsDirectorate(DSD) in conjunctionwith otheragencieswhere
appropriate,ensurethatCommonwealthagenciesinstitutewithout delay,physical
securityplansfor eachof theirinformationtechnologysystems.Additionalplansmay
benecessaryfor key informationtechnologycentres.DSD to advisetheCommittee
within six monthsofthetablingofthis report,on thestatusandadequacyoftheseplans.

Recommendation2
TheAustralianGovernmentInformationManagementOffice, adviseall
Commonwealthagenciesthatneworrenegotiatedcontractsfor outsourcingof
informationtechnologyservicesneedto pursuebestpracticeandincludethefollowing:
— clearinformationsharingprotocolsthatrequireeachpartyto inform theother

whenan informationtechnologysecurityincidentoccursthat, directly or
indirectly, affectsthesecurityof agencyinformationtechnologynetworks;

— prohibitionofunauthorisedsubcontractingofinformationtechnologyservices;
— provisionfor agraduatedhierarchyof sanctionsin responseto securitybreaches.
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Supported.

In May2004, theAustralianGovernmentInformationManagementOffice (AGIMO)
releasedA Guideto ICTSourcing— DevelopingandExecutingan ICTSourcing
Strategy. This publicationencouragesbestpracticeby departmentsandagenciesin the
procurementofICT. ThenexteditionoftheGuidewill reflecttherequirementthat
sourcingstrategiescomply with PSMobligationsandthebestpracticecontractual
issuesraisedby theCommittee.

ThePSMprovidesguidanceto departmentsand agencieson theirentitlementto
terminateanICT contractif thereis afailure to complywith securityrequirements
specifiedin thecontract. It also advisesagenciesto consideralternativeoptionsin
relationto sanctions,suchastheuseof agraduatedresponsedependingon thetypeof
informationthat thesecurityincidentrelatesto, thenumberofincidentswithin a
designatedperiodandthelikely consequencesofcontinuedincidents.

ThePSCCwill reinforcesecurityrequirementsaroundICT sourcingin thenextedition
ofthePSM, andalsointendsto publishabetterpracticeguideon securityissuesin
relationto contracting,including ICT contracting.

Not supported.

It is theresponsibilityoftheChiefExecutiveof eachdepartmentandagencyunder
sections44 and52 of theFinancialManagementandAccountabilityAct1997 (FMA
Act) to promotetheproperuseof Commonwealthresourcesfor whichtheyare
responsible,andto ensurethattheyhaveappropriatecontrolsin place.

TheGovernmentis of theview thatthesearrangementsaresufficientanddoesnot
considerit necessaryto furtherregulatethecontrolsrequiredfor the issuinganduseof
laptopcomputersandotherportableelectronicdevices. ChiefExecutivesarebest
placedto determinewhichrisk-basedcontrolsaremostappropriateto theirspecific
operationsfor theprotectionofportableelectronicdevicesandtheinformationstored
on them. ChiefExecutiveInstructionsissuedin eachdepartmentandagencyrequire
that:

Recommendation3
TheDepartmentofPrimeMinister andCabinetintroduceregulationsthat addressthe
issuinganduseof laptop computersandotherportableelectronicdevicesby
Commonwealthagencies.Theregulationsshouldrequirethat:
— suchequipmentis only issuedto officerson aneedsbasis;
— suchequipmentis assignedto anindividual, ratherthanto awork area,to ensure

clearaccountability;
— portableelectronicdevicesaregivenpasswordprotectionand,wheretheyhold

sensitiveinformation,thatdatashouldbe suitablyencrypted;
— movementlogs aremademandatoryfor valuableequipmenttakenoutsideagency

premises(‘valuable’ hereincludesthesignificanceofthe informationinvolved,as
well asthemonetaryvalue);

— all theftsarereportedto thepoliceandto acentralreportingbody suchasthe
DefenceSignalsDirectorate;and

— regularinventoryauditsareconducted.
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• portableequipmentbe issuedto officerson aneedsbasis;
• equipmentbe assignedto an individual, ratherthanto awork area,to ensure

clearaccountability;and,
• regularinventoryauditsbe conducted.

In addition,controlsprescribedby AustralianCommunications-ElectronicSecurity
Instruction33 (ACSI 33)andthePSMrequiredepartmentsandagenciesto:

• configureportableelectronicdeviceswith encryptionsoftwareanda lock
that requirestheuserto authenticatebeforetheagency’sICT systemcanbe
used;

• implementcontrolsforthemovementandtransportofequipmentcontaining
securityclassifiedinformation;and,

• ensurethatAgencySecurityAdvisersandICT SecurityAdvisersreport
significantcomputerincidentsto theDSD.

In termsofreporting,theGovernmenthasestablished:
• theInformationSecurityIncidentDetection,ReportingandAnalysis

Scheme(ISIDRAS) throughwhich departmentsandagenciesreportthe loss
ofICT equipment,andwhich supportsthereportingoftheftsofICT
equipmentto theAustralianFederalPolice;and,

• OnSecure,a restrictedwebsitethatallows departmentsandagenciesto
securelyreportinformationsecurityincidentsonline. This schemeallows
the DSD to analyseincidentreportsandidentify developingpatternsarising
from theseincidents.

Not supported.

It is theresponsibilityoftheChiefExecutiveofeachdepartmentandagencyunder
sections44, 48 and52 ofthe FMA Act to promotetheproperuseofGovernment
resourcesfor whichtheyareresponsible,andto ensurethattheyhaveassetregistersand
auditprogramsin place. In termsofleasedICT equipment,eachdepartmentand
agencyshould haveclauseswithin theircontractsthatensurecompletionofasset
registersandaudit programs.

Eachdepartmentandagencyaudit committeeshouldreviewtheadequacyofthese
processes.TheGovernmentis oftheview thatthesearrangementsare sufficient.
TheDepartmentof FinanceandAdministration(Finance)will publishexamplesofbest
practicefor departmentsandagenciesin maintainingtheirassetregistersof ICT
equipmentandundertakingregularauditandreconciliationprogramsofICT equipment.

Recommendation4
TheAustralianGovernmentInformationManagementOffice (AGIMO) ensurethat
Commonwealthagencies:
— haveup-to-dateassetregistersof all IT equipmentownedby themandusedon

theirpremises;and
— undertakearegularauditandreconciliationprogramof all ownedandleasedIT

equipment.
AGIMO shouldadvisetheCommittee,in anExecutiveMinute,of thecompletenessof
theregistersandtheauditproceduresthathavebeenestablished.
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Supported.

ThePSCCis responsiblefor settingwholeofgovernmentsecuritypolicy and
monitoringcomplianceandhasprimarycarriageoftheseissues.

Financewill developabetterpracticechecklistfor agencyreportingrequirementsunder
theISIDRAS reportingschemein consultationwith thePSCCandDSD. Thischecklist
will becirculatedto all departmentsandagencies.

ThePSM is beingrevisedandthePSCCwill ensurethatthereportingrequirementfor
ISIDRAS is reinforced.

TheGovernmenthasalsoestablishedOnSecure,arestrictedwebsitethat allows
Governmentdepartmentsand agenciesto securelyreportinformationsecurityincidents
online ratherthanby mail or facsimile. Thesiteallows DSD to analyseincidentreports
morequickly andeffectively to identify any developingpatternsandto assessthe
resultingthreatlevel.

Supportedin principle.

A responsivesecurityrisk managementstrategyfor informationtechnologynetworks
hasbeenimplementedandmanagedthroughthePSMthatrequirestheChiefExecutive
ofeachdepartmentandagencyto implementsecurityrisk managementstrategies,
developsecurityplansfor all aspectsoftheir ICT networksandreportannuallyto
Governmenton theircompliancewith theserequirements.All departmentsand
agenciesarerequiredto comply with thePSM. It is theresponsibilityofeachChief
Executiveto ensurethat this occurs.

ThePSCCis responsiblefor settingwholeofgovernmentsecuritypolicy and
monitoringcompliance,andis theappropriateorganisationto implementthe
recommendation,ratherthanFinance.

Recommendation5
TheAustralianGovernmentInformationManagementOffice, in consultationwith the
DefenceSignalsDirectorate,reiterateto all Commonwealthagenciestheirresponsibility
to comply with thereportingrequirementsoftheInformationSecurityIncident
Detection,ReportingandAnalysis Schemeparticularlythemandatoryreportingof
category3 andcategory4 incidents.

Recommendation6
TheAustralianGovernmentInformationManagementOffice (AGIMO) monitor and
reporton theperformanceof Commonwealthagencies:
— implementationandmaintenanceofa flexible andresponsivesecurityrisk

managementstrategyfor IT networksincludinghardware,softwareanddata
protection;and

— maintainanawarenessofcurrentandemergingthreatsto theircomputernetworks
andtherecommendedcountermeasures.

AGIMO shouldadvisethe Committeein anExecutiveMinute,ofthestatusand
completenessofthesearrangements.
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ThePSM is beingrevised,andthePSCCwill ensurethattherequirementfor security
risk managementstrategiesandsecurityplansfor all aspectsoftheiroperations,
including ICT systems,is reinforced.

Awarenessofthreatsandtreatmentmeasuresis afundamentalpartofrisk management.
ThePSM mandatesthe applicationoftheAustralianandNew ZealandStandard
4360:1999RiskManagementprocessto protectivesecurityrisk management,which
incorporatesinformationsystemssecurityissues.In addition,theOnSecurewebsite
providesasingleGovernmentinternetsite for online securitymaterial.

Regardingalerts,departmentsandagenciesmayalsosubscribeto AusCERT - the
nationalComputerEmergencyResponseTeamfor Australia- which is an independent
not-for-profitorganisationbasedattheUniversityof Queensland.AusCERToperates
anEarly WarningAlert Serviceto helpmembersidentify andrespondto themost
critical securitythreatsandvulnerabilitiesby identifying thosewhichrequireurgent
considerationandaction. It alsooperatesanincidentreportingscheme.The
Governmentconsidersthis is sufficientandthereis no basisfor duplicatingthisprocess.

p

Supportedin principle.

TheNationalArchivesof Australia(NAA) hasresponsibilityfor archivalpolicy, andits
e-permanencepoliciesareactivelypromotedacrossGovernmentdepartmentsand
agencies.OverthepastfouryearstheNAA hasissuedanextensivesuiteof guidelines
for dealingwith web-basedandotherdigital records. In Mayofthis year,it issuedfor
commentdraft Guidelinesfor Creating,ManagingandPreservingDigital Records,as
well asaSelf-AssessmentChecklist. TheNAA is consideringpossiblechangesto
updatetheadministrativemeasureswithin theArchivesAct 1983 in accordancewith
currentbestpracticeandto strengthentheroleof theNAA in promotinggoodrecord
keepingacrossGovernmentdepartmentsandagencies.

TheIMSC is alsosupportingthedevelopmentand implementationof knowledge
managementpracticesfor applicationacrosstheAustralianPublic Sector.Financeis
workingtowardsabetterunderstandingandapplicationof knowledgemanagement
throughprojectssponsoredby theIMSC suchasanewCommunitiesofPractice
initiative and,in conjunctionwith theNAA, abetterpracticechecklistfor digital
recordkeeping.

TheGovernmentis of theview thatthesearrangementsaresufficient to addressthe
JCPAA’s recommendation.

PI

Recommendation8

Recommendation7
TheAustralianGovernmentInformationManagementOffice (AGIMO), with support
from theNationalArchivesofAustralia(NAA), ensurethat Commonwealthagencies
implementknowledgemanagementandarchivalpoliciessuchasc-permanencewhich
give equalpriority to preservingelectronicandpaper-basedrecords. AGIMO to advise
theCommittee,in anExecutiveMinute,of thestatusof thesearrangements.TheNAA
to be resourcedproperly.
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Supportedin principle.

ChiefExecutivesofdepartmentsandagenciesareresponsibleforthe secureoperation
oftheirfunctions,includingcontinuityor recoveryofservicespotentiallyaffectedby a
disruptionor disaster.TheIMSC is sponsoringdevelopmentandpromulgationofbest
practicein businesscontinuityandbusinessrecoveryplanningto assistdepartmentsand
agenciesshareexperiencesandsolutions.

TherecentAustralianNationalAudit Office Audit (ANAO) report,ControlStructures
aspart oftheAudit ofFinancial StatementsofMajor AustralianGovernmentEntities
for the YearEnding30 June2004, foundasignificantimprovementin business
continuitymanagementin majorGovernmententitiesoverthepreviousyear. The
ANAO reportedthatthis reflectsthesignificantprogressmostentitieshavemade
towardsthedevelopmentofeffectivebusinesscontinuityandbusinessrecoveryplansin
recognitionofthe increasedrisk ofpotentialdisruptionto servicedelivery. The
Governmentis oftheview thatexistingarrangementsaresufficient to addressthe
Committee’srecommendation.

ThePSMrecommendsthat securityrisk treatmentsshould,whereappropriate,include
continuityplansasmechanismsfor reducingtheadverseconsequencesof a security
risk. ThePSMalso refersdepartmentsandagenciesto theEmergencyManagement
AustraliapublicationNon-stopService:ContinuityManagementGuidelinesfor Public
SectorAgenciesand,in relationto physicalsecurityissues,AustralianStandard3 745-
1995:EmergencyControlOrganisationandProceduresfor Buildings.

ThePSMis being revisedandthePSCCwill ensurethattheneedfor comprehensive
andtestedbusinesscontinuityanddisasterrecoveryplansfor electronicrecords
networksandservicesis reinforcedin thenewedition.

TheANAO alsohasproducedtheBetterPracticeGuide,BusinessContinuity
Management“Keeping the Wheelsin Motion “, to assistdepartmentsandagencies
understandbusinesscontinuity managementconceptsin arisk managementcontext.
Theguideidentifiestheprocessesandproceduresrequiredto beundertakento produce
abusinesscontinuityplan,recognisingthatarobustcontinuityplancomprisesmany
elementsincluding,but not limited to,businesscontinuityandbusinessrecoveryplans
for ICT which supportservicedelivery.

Following the2003Canberrabushfires,AGIMO, undertheauspicesoftheIMSC,
convenedforumsin which departmentsandagenciessharedtheirexperiencesin relation
to theimpactofthefires on their ICT arrangements.This processidentifiedanumber
ofareasin which assumptionsunderpinningtheICT componentsofbusinesscontinuity
andbusinessrecoveryplanswarrantedreview. Theseincludedmatterssuchasthe
robustnessofbackuppowersupplies,theavailability of technicalsupportstaffandthe
minimumgeographicaldistancebetweenICT systemsandremotebackupfacilities.

TheAustralianGovernmentInformationManagementOffice (AGIMO), in consultation
with theAustralianNationalAudit Office, ensurethatCommonwealthagencieshavein
placecomprehensiveandtestedbusinesscontinuityand disasterrecoveryplansfor their
electronicrecordsnetworksandservices.AGIMO to advisetheCommittee,in an
ExecutiveMinute,ofprogresswith theimplementationandtestingoftheseplans.
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These“lessonslearned”weresharedamongdepartmentsandagenciesto inform their
businesscontinuityandbusinessrecoveryplanningprocesses.Financewill further
supportdepartmentsandagenciesby developingabestpracticechecklistbasedon these
lessons.

Supportedin principle.

Financewill coordinateareviewof theGatekeeperstrategyandreportits findings to
the Committee.

Gatekeeperis the Government’sstrategyfor theuseof PublicKey Infrastructure(PKI)
by departmentsandagencies.Gatekeeperprovidesthepoliciesandstandardsfor the
provisionofdigital certificateswhich include“EvidenceofIdentity” protocols,
certificateissuing,security,businessprocessesandrisk management.Commercial
providersofcertificatesareaccreditedagainstthesepoliciesandstandards.The
standardsnatureof Gatekeeperprecludesmeasurementof its costeffectivenessin
comparisonto commerciallyavailableproductsandtechnologies.

TherearecommerciallyavailableauthenticationproductsandsystemsthatsupportPKI
orotherauthenticationapproachessuchasusernameandpassword.Thebusinesscase
for Governmentuseoftheseproductsis examinedin theAustralianGovernmente-
AuthenticationFramework,which is currentlyunderdevelopment.An exposuredraft
seekingcommenton theFrameworkwaspublicly releasedin May 2004. Underthe
Framework,departmentsandagenciesareencouragedto implementauthentication
mechanismsappropriateto the level ofrisk in atransaction.PKI would be usedonly
whenwarrantedby risk. Nevertheless,whenusingPKI to authenticateexternalclients,
AustralianGovernmentdepartmentsandagenciesarerequiredto usethosesolutions
that areGatekeepercompliant.

ThereviewofGatekeeperwill be undertakenin associationwith relevantstakeholders.
Thereviewis scheduledto be completedby theendofthe2004-05financialyear.

I J’-Watt

IL~. January2005

Recommendation9
TheDepartmentofthePrimeMinister and Cabinetshouldreviewandreportto the
Committeeon thecosteffectivenessofGatekeeperversusothercommerciallyavailable
public key infrastructureproductsand systems.

9


