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CONSTITUTIONAL AFFAIRS A’

INQUIRY INTO TECHNOLOGICAL PROTECTION MEASURES EXCEPTIONS

ATTORNEY-GENERAL’S DEPARTMENT — SECOND SUPPLEMENTARY
SUBMISSION

Thefollowing responsesrepresenttheDepartment’sanswersto questions4, 6 11, 12 and 13 arising
from theinquiry into technologicalprotectionmeasuresexceptionspublic hearingon 5 December
2005.

Questionstakenonnotice

• HowdoestheDepartmentenvisagethata partywith an exceptionundertheseprovisionswill
beableto utilisetheir exceptionff themanufactureandprovisionofcircumventiondevices
andservicesisprohibited?Is this an error in the.AUSE..T4?

• Has theDepartmentformulateda solutionto avoidthissituation

?

Article 17.4.7(1)governsthe interactionof Article 17.4.7(a)and(e). Article 17.4.7(f)(i) pennitsall
exceptionsidentified in (e) to be madeto measuresimplementingArticle I 7.4.7(a)(i),which
establishesliability for circumventingaccesscontrol ETMs. Article I 7.4.7(ffli) and(iii) address
Article I 7.4.7(a)(ii),which establishesliability for theprovision ofcircumventiondevicesand
services. Article I 7.4.7(fl(ii) operatesin relationto devicesandserviceslinked to the
circumventionofaccesscontrolETMs. Wheretheexceptionsto liability listed in (e)(i), (ii), (iii),
(iv) and(vi) apply,then (f)(ii) allows theprovisionof circumventiondevicesand servicesin those
casesto be exceptedfrom liability undera(ii).

As notedby theCommittee,theexceptionsunder(e)(v), (vii) and(viii) areexcludedfrom thescope
of(fl(ii). This exclusiondoesimpacton themeansavailableto personsor organisationsseekingto
makeuseofthoseexceptions. Thatsaid,(f)(ii) cannotoperateto render(e)(v), (vii) and(viii)
ineffective. Effect mustbe given to all provisionsof a treaty.

To give effect to theexceptionsunder(e)(v), (vii) and (viii), personsor organisationswill needto
haveaccessto devicesor servicesthat do not fall within thescopeof (a)(ii). Personsor
organisationscancreatetheirown circumventiondevicesor import a circumventiondevicefor a
non-commercialpurpose.

4. With regardto Article I 7.4.7(e)(viii), theCommitteenotesthatthereis no corresponding

exceptiohfor dealingin devicesandserviceprovisionto circumventaccesscontrolTPMs. . The
sameis truefor thecircumventionexceptionsavailableunder17.4.7(e)(v~(collectionof
personalinformation)and(e)(vii) (acquisitiondecisionsof libraries,archivesandeducational
institutions).
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• DoestheDepartmentconsiderthatallowing thirdpartiesto performcircumventionon behalf•
ofthosewith cxceptionswill bepermittedundertheAUSFTAprovisionsasimplementedin
thenewscheme2

Thepositionof thirdpartiesis governedby theoperationof Article 17.4.7(a)(ii) and (f)(ii) and (iii).
If theactionsof third parties would attract liability under(a)(ii), their capacityto assist:

• personsor organisationsseekingto makeuse of exceptionsin (e) in circumventingaccess
control ETMs will be governedby theapplicationof(f)(ii),

• persons or organisationsseekingto circumventcopy controlElMs will begovernedby the
applicationof(f)(iii).

• Howwill peopleundertakecircumventionofcopycontrol TPMs(which doesnot appearto be
an infringing activity undertheAUSFTA)~ftheycannotaccessdevicesto circumventsuch.
TPMs?

Personsor organisationscancreatetheir owncircumventiondevicesor import a circumvention
devicefor a non-commercialpurpose.UndertheAUSETA, theactivity of circumventingan ETM
that protectscopyrightis notprohibited. As is thecasewith accesscontrol ETMs, personsor
organisationsseekingto circumventETMs that protectcopyrightwill needto haveaccessto
devicesor servicesthat do not fall within thescopeof(aff ii).

Article I 7.4.7(9(u)operatesto provideexceptionsin relation to devicesand serviceslinked to the
circumventionof ETMs that control access.Article (f\iii) operatesto provideexceptionsin
relationto devicesand serviceslinked to thecircumventionof ETMs thatprotectcopyright.
Exceptionsto theprovisionof devicesandservicesthat circumventan ETM that protectscopyright
areavailablefor theactivitiessetout in (e)(i) and(e)(vi).

6. TheCommitteehasheardevidencethat in somecasescopyrightownerschooseto bundlecopy
protectionTPMswith TPMsrelatedto marketcontroVeompetitionpreventionratherthansuch
bundlingbeingnecessary.

• Whatis 11w Deparment‘s viewon this issue?

Thedevelopmentof digital technologiesallows copyrightownersto implementarangeof
protectionmeasuresover theirmaterialallowina that informationto be conveyedin varying
proprietaryformats. Digital technologiesallow sometechnologicalmeasuresto be aimedat
protectionagainstcopyrightinfringementwhile othermeasureshavebroadermarketprotection
purposes.Detailedinformationon the technologybehindtechnologicalmeasuresand market
control measurescanbedifficult to obtain from copyrightowners.

The Departmentis awarethat complicationsmayarisewhereETMs falling within thescopeof
Article 1 7.4.7arebundledwith competitioncontrolmeasures.However,themeanschosenby
copyrightownersto implementtechnologicalmeasuresovertheir material is not amatterthe
Departmentcan influence. It maybe opento theAustralianCompetitionandConsumer
Commissionto investigateanti-competitiveconductif it arisesout of thebundlingof ETMs.
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• DoestheDepartmentintendto addressthis issuein theimplementinglegislation

?

TheDepartmentwill providebriefing to theGovernmenton optionsfor respondingto this issue.

Other questionsarisingfrom thepublic hearing

• What is theDepartment~sviewon thecombinedTPMs ofthisnature?DaestheDepartment
haveanyplansto addressthis issueundertheAIJSFTAprovisionsas implementedin thenew
scheme?

• Howwill accessandcopyprotectionmeasuresbedistinguishedunderthenewscheme

?

Both measuresarewithin thedefinition of an ETM. In termsof liability it will beaquestionof fact
in eachcaseandwill dependon theparticularcharacteristicsof thetechnologyusedby th.e
copyrightowner.

Thedefinitions of an ElM anda TPM underthe currentCopyrightAct do not distinguishbetween
copycontrolandaccesscontrol measures.Implementationof Article 17.4.7 will requirea
distinction to be madebecauseliability for circumventionis imposedonly in relationto thoseETMs
that controlaccessandnot thosethat protectcopyright. This will be addressedin thedraftingof
implementinglegislation.

• Will circumventionofa TPMthat controlsboth accessandcopyingattractmoresevere
penaltiesunderthenewschemethan a circumvehtionofa TPMwith oneoftheseftinctions
only?

No criminal penaltieswill be imposedfor circumventinga copy controlETM. Penaltieswill only
be appliedto thecircumventionof accesscontrolETMs, wheretheexceptionsprovidedfor in
Article 17.4,7(e)do not apply. TheDepartmentdoesnot seeanyjustification for makingcriminal
penaltiesmoreseverewherean ETM is circumventedthatcontrolsbothaccessandcopying.

12. At p.9 (paras3 1-33)of its submission,theDepartmentoutlinesthe limitations on liability for
non-profit libraries,archives,educationalinstitutionsandpublic non-commercialbroadcasting
entities. TheDepartmentnotestheability ofAustraliato exemptthoseinstitutionsfrom
criminalpenaltiesaswell aspossibleexemptionsfrom civil damagesin certaincircumstances.

11. The Committeenotesthat, while Article 17.4.7 oftheAUSFTA requiresthatliability attachto
circumventionofaccesscontrolmeasures,it doesnotseemto requirethat liability attachto
circumventionof copyprotectionmeasuresaswell. TheCommitteeunderstandsthatthereis an
increasingtendencyfor accessandcopy protectionmeasuresto becombined.
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• CantheDepartmentindicateto thecommitteethepart oftheAUSFLA thatwill enable
Australia to exempttheseinstitutionsfrom civil damages?

Damagesmaybe excludedfrom theremediesavailableagainstnon-profit libraries,archives,
educationalinstitutionsetcunderArticle 17.11.13(b)of theAUSFIA. Thesebodieswould
continueto be subjectto theremediesin Article 17.11.1 3(a)being:

• provisionalmeasures,including theseizureof devicesandproductssuspectedof being
involved in theproscribedactivity

• paymentto theprevailingpartyof courtcostsandfeesandreasonableattorney’sfees,and

• destructionof devicesandproductsfoundto be involved in theproscribedactivity.

• DoestheDepartmentconsiderthattheseliability limitationswill besufficientto ensurethat
educationalinstitutionshavethecontinuingability to circumventfor thepurposesofPart VA
andPart VBstatutorylicences?

Thelimitationson civil liability will only apply in narrowcircumstanceswherean educational
institutioncanprovethat it wasnot awareor hadno reasonto believethat its actsconstituteda
proscribedactivity. In general,an educationalinstitutionthat wascircumventingan accesscontrol
TPM for thepurposeof a statutorylicencewould be awarethat its actsconstituteda proscribed
activity.

If theCommitteewere to recommendan exceptionfor thesestatutorylicencesandthat exceptionis
adoptedin the legislativescheme,thenthe issueof liability for circumventionofan ElM that
controlsaccesswill not arise.

13. As theDepartmentwould beaware,Article I 7.4.7(a)indicatesthatthe1PM provisionswill
apply to TPMs thatrestrictunauthorisedacts.

• In theDepartment’sview i/apersonhasa rig/a to copya workfor exampleby virtueofa
statutorylicence,will accessingtheworkstill qualifyasan unauthorisedact underthe
AUSETAprovisionsasimplementedin thenewscheme?

Thestatutorylicenceschemein Part VB allows educationalandotherinstitutionsto exercisethe
exclusiverights of thecopyrightownerin relationto copyrightmaterialuponpaymentof equitable
remuneration.Copyingundera statutorylicencewould not be an unauthorisedact. However,
accessinga work that is subjectto an ETM would requiretheauthorityof thecopyrightowner
unlessit is coveredby a specificexception.Thestatutorylicenceschemeonly appliesto copyright
materialthat canbe accessed.Theschemeitself doesnot allow circumvention.
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• Whatwould theDepartment‘.s viewbe on thepropositionthat legitimatelypurchasinga work
givesthepurchaseran impliedlicenceto accessthatworkfor its intendedpurpose, e.g.

• viewtnga DYD or reading an onlinejournal article?

Copyrightownersmayreleasetheir materialin whateverform theychoose.A purchaserof that
materialwould normallyhavetheright to accessit anduseit for the intendedpurpose.Copyright
ownersdo not havean exclusiveright to controlaccessundercopyright. However,a purchasers
right to accessmaterialmaybemadesubjectto certainconditionsor limited in variousways. First,
it maybe limited by law. Secondly,conditionsor limitations canbe agreedto in a licence
agreementbetweenthecopyrightownerandthepurchaser.

While copyrightownersmayemploy a rangeofenduserlicenseagreementsor othercontractual
terms,thesemaynot necessarilyfall undertherealmof copyrightlaw. Theenforcementofcontract
is aprivatematterbetweenthepartiesinvolved.
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