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An Exceptionfor Consumers

An exceptionfor consumersshouldadequatelycovera consumer’suseoflegitimately
acquiredproperty. Technologieson themarketsuchasiPods,andmorerecently
‘homemovie servers’,allow consumersto placelegitimatelypurchasedworks onto an
alternativedevicefor use.Suchtechnologiesareon themarketand consumersshould
not beturnedintocriminalsif theyformatshift legitimatelyacquiredworks so that
theyaremoreeasilyaccessibleto them.

To providean exampleofthe issuesthatmayarisewith TPMs andcircumvention
devices:

A CD is ‘copy-protected’by decreasingthequalityso thatit is notableto be
copiedontoa consumer’scomputerhard-drive.Thecopy-protectionalso
meansthattheconsumercan’tplaytheCD inhis/hercarbecauseofthe
technologicaldifferencesbetweentheCDplayerin thecarandthe CDplayer
attachedto thestereoathome. Consumerswho havelegitimatelyboughtsuch
CDs shouldbeableto utilise softwareto effectivelyimprovetheirquality so
thattheycanlistento it eitherthroughtheirhard-driveorvia theircar. Indeed,
someconsumersmaynot haveaccessto theparticulartypeofstereothatthe
CD is ableto beplayedon, making thework uselessto theconsumer.

This scenariowasrecentlyseenwhenmusicpublisherSonyBMG put XCP content-
protectedsoftwareon CDswhich notonly preventedtheCD from beingplayedbut
alsoessentiallydestroyedthecomputerswhichtheCDs wereattemptedto beplayed
on, by placinghiddenprogramsthat seriouslycompromisedthesecurityand/or
functionsof consumers’computers,in theirhard-drives.Someconsumersused
softwaresuchasExacAudioCopyor DCEx to removethecopy-protection(essentially
errorson theCDs) sothattheycould listen to theCDs and so thattheycouldput them
in theirhard—driveswithout crashingtheircomputers.

To outlawconsumerstaking suchactionsandto craftlaw which effectivelyenables
companiesto bring legal actionsagainstconsumersfor taking suchactions,would
essentiallyallow companiesto dictatewhereandwhenconsumersshouldbeableto
enjoylegitimatelyacquiredproperty.Additionally, it would encouragecompaniesto
placesuchrestrictionson worksin orderto maximiseprofits by forcing consumersto
purchaseaseparatecopyofthework for theircomputer,andaseparatecopyfor their
car, andaseparatecopyfor theirstereo.

TheCopyrightAct shouldnot beableto be manipulatedfor purposesunrelatedto
copyright,at greatcostto theconsumer.Absenceofabroadexceptionfor consumers
to circumventTPMs in circumstanceswheretheyhavelegitimatelypurchaseda
work, would go beyondanypurposeofcopyright.In crafting theselaws,it is
importantto keepin mind thatthis legislationintendsto protectcopyright,and aswas

Forfurtherbackgroundinformation,see:

h~to://pcworld.about.com/magazine/201 ip 1 27id104699.htm
1~ti~p://ukcdr.or~/issues/cd/bad/



discussedby theHigh Court in Stevensv. Sony2,‘copyright’ dependsheavily on a
balancebetweenusersandowners.Thepurposeofcopyrightis notprofit-
maximisationfor owners,nor is it to distortmarketsby preventingcompetitorsfrom
accessingaparticularmarket.TheCopyrightAct shouldnotbeableto be
manipulatedfor suchpurposes.

Any exceptionshouldthereforebedraftedin amannerwhich doesnotmake
legitimateandlawful useofproperty,illegal. It shouldnotbe limited to specific
situationssuchastime-shiftingfor example,or to certaintechnologies,becausethese
technologieswill continuouslybedevelopingandthenatureof suchactivitieswill
thereforeconstantlyevolve.

In additionto suchanexception,dealingsin circumventiondevicesfor thispurpose
shouldalsobelegalisedsothatconsumersmayaccessthem,andthus for anysuch
exceptionto beworkable.

ExamplesofTPMs,How TheyMay beUsed,andthePotentialConflict that
ExistsBetweenCreatorsIntentions’ and TPMs

Thedefinition ofTPM appearsto broadlycoverawide varietyof ‘devices’ thatprotect
accessto acopyrightedwork.

In thedigital world, creatorsmay embedworks in variousformats,software,
hardwareoroperatingsystems,which mayactas ‘TPMs’. To providetheCommittee
with anon-exhaustivelist ofexamplesof somesuchdifferentformats,pleaseseethe
attachedtable.

This tableillustratesthat softwareandhardwareis constantlyevolving, andthusalso
becomingobsoleteata fastpace.Thisresultsin circumstanceswherea workcreated
in aparticularformat,maynot beableto beaccessed,becausethehardware/software
necessaryto physicallyaccessit is unavailable.

For example:

1. An institutionacquirestheaudiofiles which containsignificant
culturalmusic,but it cannotaccessthematerialbecausein orderto
gainaccesstheinstitutionalsorequiresaparticulartypeofsoftware
andaparticulartypeofhardwaredongle.Theinstitutionmust
thereforepurchaseboth thesoftwareandthedongleat significantcost.
If eitherthe softwareorhardwaredongleis no longercommercially
available,theinstitution cannotaccessthematerialunlessit
circumventsthe ‘accessprotectionmeasure’via alternativemeans.

2. An institutionacquiressoftwarecontainingold maps.Thesoftware
requirespasswordprotection.Theinstitutiondoesnothavethe

2 Stevensv. KabushikiKaishaSonyComputerEntertainmentPty Ltd [2005] HCA 58 (6 October

2005)



passwordandthe companywhichproducedthesoftwareno longer
exists.

3. A copyrightholdervoluntarily depositsitemscontainedin software
with an institution.ThesoftwarerequiresaPIN in orderto beableto
accessthework. Sometimelater, the institution losesthePIN (number)
andcannotlocatethecopyrightholder.

Varioustypesofformatsutilisedongles,PINs, passwordsandothermeansby which a
workcanbe accessed.Worksmaybe createdin suchformatsin orderto protectthem,
ortheymaybecreatedin suchformatsfor otherreasons,suchaseaseofaccessibility
oftheformatorotherfeaturesoftheformat. For example,mapsareoftencreatedin
GIS formatbecausethisallows you to displayvariouscharacteristicsofthemapon

3theirown, for exampletherivers. GIS andothertypesofproprietaryformats may
howeverhavea ‘TPM’ automaticallyassociatedwith them (dependingon how ‘TPM’
is defined),in that, becausethe ‘sourcecode’ for suchformatsis not automatically
available,accessto theembeddedwork for purposessuchaspreservationmaynotbe
possiblewithoututilising alternativetechnologicalmeans.

Problemsmayalsoarisein thefollowing circumstances:

• Whereaparticularpartoftheequipmentnecessaryfor access,suchasthe
dongle,orthesoftwareapplication,is no longerableto bepurchased;or

• Wherethework is licensedundera licensewhichcontainsa conditionthatthe
work notbe lockedup, suchasa creativecommonslicense4,but atthesame
time, theauthorcreatedtheworkvia softwarethateffectivelycontainsa
‘TPM’ (effectivelymakingtheintentionoftheauthorunclear);or

• Wheretheintentionoftheauthoris not easilyableto bediscerned.

In suchcircumstances,whereTPMsphysically‘protect’ awork,but thatprotectionis
unrelatedto thecreator’sintentionto protectthecopyrightin thework, andrather
relatedto obsolescenceorunavailabilityofhardwareor software,orbecauseofthe
unavailabilityofthe author,an exceptionshouldexistallowingcircumventionto gain
accessto thework. Suchanexceptionshouldapplyto both institutionsand
consumers.In relationto institutions,if suchan exceptionis not included,a risk-
averseinstitutionwill notcircumventaTPM if to do sorisksbeingembroiledin legal
proceedings.This will in turn directly impactupontheinstitution’s obligationsof
preservingandfacilitatingaccessto culturalmaterial.

Thefollowing articlespreparedby Canadiancopyright& technologylaw expertsfor
theCanadianDepartmentofHeritagemayfurtherassisttheCommittee.Thefirst part,
undertheheading‘TPMs’ indicatesmoretypesof ‘devices’ thatcouldbeconsideredto
be TPMs, including;cryptographytechniquessuchasdevicebinding,trusteddevice
detection,online accesscontrols,contentscramblesystems,digital tickets,
macrovision,serialcopymanagementsystems,& others.

~Formatswherethesourcecodeis notopenlyavailablefor othersto access.
‘~ Formore informationaboutCreativeCommonslicenses,see;httpj//www.creativecommons.oig.aui



“TechnologyProtectionMeasuresPart1”
http://www.pch.gc.calprogs/ac-calprogs/pda-cpb/pubs/protection/indexe.cfm

“TechnologyProtectionMeasuresPart2”
http://www.pch.gc.ca/prot~s/ac-ca/progs/pda-cpb/pubs/r,rotectionII/indexe.cfin

TheDirect NexusBetweentheAUSETA and theAuthor’s Intention

Thedefinitionof ‘Effectivetechnologicalmeasure’is definedin theAUSFTA as
meaning‘any technology,device,orcomponentthat, in thenormalcourseof its
operation,controlsaccessto a protected work, performance,phonogram,orother
protectedsubjectmatter,orprotectsany copyright’.This mimicsArticle 11 ofthe
WIPO CopyrightTreaty(WCT), andis consistentwith theevidenceproducedby
GovernmentrepresentativesbeforetheJSCOTCommitteeinquiring into the
AUSFTA.5

Thetypesof ‘TPMs’ thatmustbeprotectedarethoseconnectedwith anauthors
[copyright] rights or thosethat do not protectactsotherwise permitted by law. The
useofthetreatywordingin thedraftingoftheAUSFTA indicatesawillingnessby
AustraliaandtheUS to accedeto theobligationscontainedin theWCT. It shouldnot
be interpretedto meanthatAustraliamustcommit itself to obligationsaboveand
beyondtheWCT becausetheUS may[arguably]havechosento do soin its domestic
laws.This interpretationoftheAUSFTA is consistentwith thefact thatat thetimethe
AUSFTA wasbeingnegotiated,Australiawasnotyet asignatoryto theWCT.

Particularlyin light oftheextensivedeviceswhichcouldpotentiallybedefinedas
‘TPMs’, removingthenexusbetweenTPM protectionandthecreatorsintention
would extendthedefinition ofTPMsbeyondtheWCT andthereforealsobeyond
whatwasintendedby theAUSFTA wording.

TheHarsherPenalties,Their BroaderApplication andInadvertentLiability

TheAUSFTA at 17.4.7(a)requiresAustraliato applycivil and criminal remediesas
outlinedin Article 17.11.13if apersonknowingly, or ‘havingreasonablegroundsto
know’, circumventsaTPM.

This is in contrastwith thecurrentlaws,whichoutlaw‘dealingswith’ circumvention
devicesonly. Thatis, the law prohibitsmaking,selling, letting for hire, distributing,
importing,andtradingsuchdevicesif thepersonkneworoughtreasonablyto have
knownthatthedeviceor servicewould beusedto circumventaTPM, but it doesnot
outlawuseof aTPM.

Giventherangeofdevices,asdiscussedabove,thatcouldbeconstruedto be ‘TPMs’,
circumstancesmayarisewhereconsumersinadvertently‘circumvent’ and therefore
becomecriminally liable aspertheAUSFTA. For example:

Thisis discussedfurtherat pages6 — 9 of theADAIALCC submissionto this Committee.



• A consumerbuysor downloadssoftwarefrom theinternetbecauses/hehas
purchasedaCD whichdoesnotwork andthis softwarewill ‘fix’ it.

• A consumerhasa collectionoflegitimatelypurchasedDVDs which arecopy
protected.Thereis softwareavailableto bepurchasedwhichwill enable
him/herto copythecollectionandput it onto his/hernewlyacquiredhome
movie server.

• A consumeror institutionmisunderstandstheexceptionsbecausetheyaretoo
technicalandcomplicatedandthereforeusesa circumventiondeviceto
becauseits only for ‘time-shifting’ or for ‘preservation’which is a ‘legitimate’
useofthematerial.

How ReviewsShould Work & How Often

TheADA andALCC areoftheview thatbroadexceptionsarerequiredto adequately
addressinstitutionsundertakingactivities whichtheyaremandatedto undertake,and
consumersusinglegitimatelyacquiredcopiesofworks.Preferably,broadpurpose-
basedexceptionsshouldbeenshrinedin legislationandshouldnotbe requiredto be
justified duringthecourseofeveryreviewperiod. Imposingonerousrequirementson
institutionsandconsumergroupsto justify why anuncontroversialexceptionshould
simplycontinueto existwould placealargeadministrativeburdenon institutions
whichalreadyfunctionon limited funding.

Reviewsshouldinsteadfocuson problemareaswhichhavearisenandwhichneedto
bespecificallyaddressedasaresultofchangesin circumstances.If broadbased
exceptionsareintroducedin accordancewith the submissionsmadeby theADA and
ALCC, thentheADA and ALCC seeno reasonto havereviewsoverand abovethe
requirementsoftheAUSFTA (everyfouryears).However,if suchexceptionsarenot
introduced,thentheADA andALCC would supporta muchmorefrequentreview
process.Specificexceptionswhich refer to particulartypesoftechnologiesrisk
redundancyin a shortspaceoftime. Therefore,in suchcircumstances,thepreferred
reviewmethodwouldbevia regulationsratherthanlegislation,andtheADA and
ALCC would envisagethisshouldoccurmuchmorefrequentlythanonceeveryfour
years,perhapseverysix monthsto oneyear.

Responsibilityfor respondingto thechangingneedsofinstitutionsandconsumersas
theyariseshouldrestwith apolicy body. TheADA andALCC areoftheview that
theCopyrightTribunal’stermsofreferencearetoo narrowto enableit to exercise
suchapolicy function.



Range of Requirements/Dependencies for
Physical Format Digital Objects

These details are based on the minimum requirements for the use of items in the National

Library of Australia’s collections.

Hardware (minimum) required for the use of Collection Material

Hardware: Also known as: Model:
Apricot PC
Apple II

11+
I Ic
lIe
I Igs

BBC British Broadcasting Corporation
Microcomputer

model B

master
Commodore 64

128
Mac

Power Mac

Macintosh,
Apple Macintosh

PowerPC; Power PC, Power
Macintosh

68020
LC
SE
Classic
Plus
68030
68040

G3 Macintosh G3
PC IBM compatible

PS/2

MPC (with 8-bit sound board,
VGA graphics, 30Mb HO, CD-
drive 150 kbps)
0X2166; 2/OX 66; also refered to
as ‘486 ie no reference to “PC
MPC2 compliant, 0X4, i486, 486-
66

80n27
8086
8088
XT
AT
286
386
386SX

486

4865X
586

Pentium Intel Pentium; Pentium processor,
Pentium-based processor

90MHz

200 Mhz or faster

II
90
133
MMX

UNIX
Solaris

Range of Requirements/Dependencies for Physical Format Digital Objects Page 1



sound card Soundblaster compatible,
Soundblaster 16 compatible,
sound capabilities
(true colour display) 16 bit

graphics graphics card, monitor

Hercules
256 colour
super VGA, thousands of colours,

EGA
CGA
VGA
SVGA

video display driver, video card
microphone
speakers
modem

Software required for the use of Collection Material:
Operating system requirements

Operating System Also known as: Versions:
DOS MS DOS; MSOOS

2.0
2.1
3.0
3.1
3.2
3.3
4.0
4.1

5; MS-DOS Ver 5.0 5.0
6 6.0

PC DOS IBM DOS
2.1
3.1

Win Windows
3.0
3.1
3.1.x

Windows for Workgroups 3.11
3.x

95+, Windows 95 95
Windows 98 98
Windows ME, Windows ME
Millennium Edition
Windows 2000 2000

Win 32 95, 98, ME, 2000,
NT

Win NT WindowsNT
3.51

With service pack 3.0 or later, 4.0
Service pack 4, 5P4, NT4

4.1
98
2000

System Macintosh OS, Mac OS
6.05
6.07

Range of Requirements/Dependencies for Physical Format Digital Objects Page 2



MacOS7

68K

Software required for the use of Collection Material:
Application software system requirements

Application Software Also known as: Versions:
Access MS Access, Microsoft Access

1.0
2.0
7.0

Microsoft Data Access
Components

2.5

ActiveX
Arc Explorer 3.1
Arc Reader 1.1

‘Arc View 1.0
2.0

Adobe Acrobat Adobe Acrobat Reader; Acrobat
Reader; Acrobat pdf

3

4

With search

MAC version

2.0
3.0
3.01
4.0
+ Search
4.05
5.0
MAC

Alchemy Search Windows 5.0
Aldus Freehand

3.0
Ami Pro

3
3.1

Apple DOS
3.3

Apple soft BASIC
Apple Works
ASX Media Player
AutoCAD N
BASIC MS BASIC
Basica
Borland’s Quattro
Borland Database Engine
(DBE),
Borland IDAPI

2.5.1.1
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7.0
7.1
7.1.1
7.1.2
7.5
7.5.3
7.5.5
7.6
7.6.1
8.1
8.6
PPK
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CDS/lSlS
Check2000 lite
Claris Works
Corel DRAW
Dbase

IlIplus
DemoShield Run-Time Player 6.70.15.0
Diet/I
DirectX Microsoft DirectX

4.04
5
6
8.0

Duosoft courseware
DynaText
Easy CD Creator For .c14 files
Easy Office Freeware
eComPress Viewer 1.7.6.7
Encarta 97
Elecard MPEG2 Player
ERMapper 5.2

5.5
Excel Microsoft Excel

3
5, Version 5.0

95 (for Windows 3.11)

3.0
5.0
7.0
95
97
2000
Viewer

Extensis Portfolio Browser 4.0
File maker Pro
Flash Player Macromedia Flash player 3.0

4.0
5.0

Flash Plugin Macromedia Flash/Shockwave
plugin

3.0

4.0
5.0

Flexi Learning Kit
Folio bound Views Retrieval
Folio Views 4.2
Folio Rights Browser 4.2
Folio Infobase
Form Flow Filler
FORTRAN
GeoScape Viewer 3.0.0 Build 4
GeoVI EWER.WA 1.0.67 (DLL 1.0.67)
Hypercard

2.1
HyperStudio Player 4.0
lCD-i 0-AM Browser 1.0
IDRISI
Illustrator Adobe Illustrator

3.0
INMAGIC DB Search Works

DB textworks
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Internet browser (non specific); web browser;
browser; internet browser capable
of handling frames

Internet Explorer Microsoft IE, IE, MS Internet
Explorer
Vsn 3.0 3.0

3.1
4.0
5.0
5.5

IrfanView 32 bit Shareware JPEG viewer. 3.05
ISYS Advanced Search Engine
ISYS query ISYS query by Odyssey Software

Development Pty. Ltd.
6.02

Java
JavaScript
Jetform
Kidpix
Linux with ‘C’ Comiler
Lotus 1-2-3

1.2
Lotus Mobile Screen Show
Player

Lotus Freelance Graphics
(plays .PRZ files)

96

Lucid Player Plus 2.1
Map Info 5.0
Media player MS Windows Media Player

Version 4.0 for Win 95, 98 and NT 4.0
Microsoft Applications Test
Tool
Microsoft .NET Framework 1.1
Microsoft Pack and Go Setup 9.0.0.1772
Microsoft Photodraw Photodraw

(for .mix files)
2000

Microsoft Picture It! Picture It!
(for .mix files)

Microsoft SQL Server
Mozilla 1.6
MP3 player
MPEG player

MP3
MPEG or MPG

MYOB M.Y.O.B.
8 8.0

Netscape

Netscape Communicator

Vsn 2.0

Netscape Navigator Version 3.1
4.0

Netscape Navigator 4.05

2.0
2.02
3.1
4
4.01
4.05
4.08
4.5
4.6.1
4.7
6.0

Novell Netware
Norton 2000

3.11
Office MS Office 97, Office 97 97
Office Word, excel 2000
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Opera

Paintbrush
Pascal

6.01 (Windows)
5.0 (Mac)
7.54 (Windows)

Page Maker Pagemaker, Adobe Pagemaker
4.0
5.0
6.5

Perfect Pictures 3.1
PC Exchange
Photoshop Adobe Photoshop
Pkunzip
PKSFX for Windows Version 2.50
PowerPoint MS PowerPoint

9
97
2000

ProCite
Project Microsoft Project

version 3.0, working version 3.0
Publisher MS Publisher

3
QFHSdatasearch 1.5.24
QuarkXpress (PC)

2.0
QuarkXpress (Mac) 6.0
Quattro
Quicken
Quicksbook 6.0 PRO V6.0 6.0
Quicktime QuickTime Player, Movie Player

1.1.1
1.5
1.6
2.0
2.1
2.1.2
2.1.1.57
2.5
3.0
4.0
4.1
4.1.2
5.0.2

Quicktime Plug-In 1.1
SPSS For Windows 7.0, 7.5, 8.0
SPSS/PC+
SPIRS Silver Platter
Stuffit Expander Stuffit
Sun Microsystems JAVA 2
Runtime Environment

1.4.2_06

Supermap
text editor ASCII
Table-aware web browser
TechSmith Camtasia Player 2.0.1
TuneUp

1.1.1
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Video forWin 3.1, for Windows
VIEWS Folio VIEWS
Visual Basic

Visual Basic for Applications

5
5

4.0
5.0

Winbury
Windows Explorer
Windows Metafile viewer
Windows Media Video (*.wmv) Windows Media Player
Winzip Self-Extractor Winzip 7.0
Word MS Word, Word forWindows

(for Mac)
(for Mac)

(for Mac)
6

7, IBM Word 7

Converter for MacWord 5.2 and
6.0

2.0
2.Oa
4.0
5.0
5.0
5.1
6.0
6.Oa
7.0
97
97

2000
Viewer

WordPerfect
2.0
5.0
5.1
5.2
6.0
6.1
8.0

Wordstar
Works

Works for Windows

MS Works
2.0
95

Write MS Write for Windows
3.1
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