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The Hon Anthony Byrne MP
PO Box 6022

House of Representatives
Parliament House

Canberra ACT 2600

Dear Sir,
Proposed access to and manipulation of Internet exchanges

On 1% September 2012 | wrote to the Secretary of the Australian Attorney-
General’s Department raising the following specific questions:

“If as | understand it various Agencies, with the assistance of selected private
sector ISPs will be able to “take over” our computers to amend, delete or add
information. In addition, if it will possible for “authorized” Agencies and others
to do this, then logically it will also be possible for “Unauthorised” agencies
and others to do the same.

In light of the above what possible validity does the collected data have
for judicial or indeed any other purpose, if the data is so open to
manipulation by so many?

If that is the case and | strongly suspect that it is, what is the true point
of the proposal to access and manipulate the electronic data exchanges
of all Australians?

| would like these questions dealt with and answered publicly”.

| have received a response (attached) from Mr Jamie Lowe Acting First
Assistant Secretary National Security Law and Policy Division, Attorney-
General’s Department, who responded on behalf of the Head of the
Department.

There are several aspects of the letter which serve to heighten my concerns
relating to the intentions of the public servants presenting the increased
surveillance proposals to the joint committee and eventually the Government.

Firstly, not only were the questions raised by me not answered, they weren’t
even addressed. | believe the questions | raised are fundamental to the issue
of protection of freedoms and the response avoidance by the public servants
pressing the proposal is frightening to say the least.

Secondly, Mr Lowe comments in the third paragraph of his letter that the Joint
Committee has been asked by Government to ensure that “....the safeguards
and privacy protections in the relevant legislation are well adapted for the



modern communications environment”. | have no idea what that means either
specifically or generally and take no comfort from that supposed assurance.

Finally, Mr Lowe in his last paragraph on the first page advises that criminals
are active users of the internet and makes particular mention of on-line fraud
and the activities of paedophiles. To my disgust he then insinuates that | (and
presumably) others who are raising concerns over the proposals, are actually
advocating that fraudsters and paedophiles should be beyond the reach of the
law. | find that insinuation highly insulting and offensive, only adding to my
concerns over the nature and intentions of those putting the proposals
forward.

| believe the response from the Auditor- Generals Department displays
outstanding arrogance and wilful ignorance of the value of community
comment. As the Department will be the primary administrators of whatever
changes are bought forward | strongly believe that the attitudes displayed in
the correspondence should be considered as part of your Committee's Inquiry

Yours sincerely

R

Peter Burke
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Deay My Burke

Retention of Internet Transaction Data by Bsplonnge Agencles sad Others: Valldity of Data
Thank you fior your letters of } Septembor 2002 to My Roper Wilking A and br Tony Shechan of
onr Departanent, segurding changes to Nations) Seowrity Leglslation cursently under congiderntion

by the Joint Commitiee on Intelligens and Seeurity. The Seeeetury and Me Sheehon have ashod me
ter respond on their behalf,

The Guovernment has made no declibons segarding the mutters seferred o the Commiitee ~ including
daty nelentivg,

Thee prarprsee of e veferal s 10 seck the valusble inpat of the Commitice’s members wnd provide
an opportunity for public hearings and public consultation. The Attomey-Genern! has emphasised
thist the referrsl s e begloning of the process and the Govermuent is seeking diverse views before
determining which legisdative refioross 1t will pursve. Bmportantly, the mutters coferred to the
Committee nclude ensuring thit the sefeguands and privecy profections In the relevant leglalation
are well-adapted for the modern communications environment.

The low enforcement sad national seourity eaviromnment bas charged substantially since the
Telecommunicotions (Interception and Access} Act F970 weas introduced. With some legislation
becoming dated, i is Gmely o ask what refosms might be needed 10 ensues that Inw enforcement
and nagional security agencies continue to have the tools amd capubilities nocessary G protest the
corpronnitly frean emerging theeats, in particular from organised criminal and terrorist groups.

A welk os comsidening moderaization sid new or averging treats, the Government 15 conséiaus of
ensuring tht safopuirds and privecy profections in the relevant Tegistation mre well-adapted for the
mesdern communications environment,

Despite some of the public debate, i1 is not correct that te Govermment has plans o back
everything said on the intermet and social media sites, But you should be aware that socisl
retwerking providers do have a role to play in combating crime, just as the extablished
telecommunications industry providers do. 1t was never intended to sllow aocisl moedia to be s
“sufe baven” for coimdna) sctivity, We know, for example, that the risze of secial media has led
mew forms of old erimes, sueh as online froud and pacdophiles “gronming” children. MNo-one
should advocate this being beyond the rench of the law,



Of eourse, now twchnology, new tueats or old threats in now forms simply underline the need for s
review o oomaider where ouy baws are approgeinte und where they n longer roset the comrmumnity"s
tieeds,

These sre sportant issuey that the Covernmerd wishes o eaplose,

| encaurage you o follow the public bearings end submistdons. The Govermmet will consider the
Commities"s findings carefully.

Youry simoerely

Jamie Lowe
Acting First Asuistant Seoretary
Mationa! Security Law and Policy Division
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