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DearJSCTer

I don;tappearto havereceivedanacknowledgementof receiptof my
submission,whichI sentlastWednesday.

I’d appreciateaquick emailedreply to confirmit arrived.

Thanks ... RogerClarke

>Date:Wed,7 Apr 200410:25:43+1000
>To: jsct@aph.gov.au
>From: RogerClarke<Roger.Clarke@xamax.com.au>
>Subject:Submissionre theUS-ETAInquiry
>X-Attachments::Egmont:384036:FTA17-JSCT-040413.doc:

>Ms JuliaThoener
>CommitteeSecretary
>JointStandingCommitteeonTreaties
>Departmentof Houseof Representatives
>ParliamentHouse
>CANBERRAACT 2600
>AtISTRALIA

>DearMs Thoener

>1 attachasubmissionto theJSCTre theAustralia- UnitedStates

>FreeTradeAgreement.

>A versionwith hotlinksembeddedis at:

>http://www.anu.edu.au/people!Roger.Clarke/11/FTA17-JSCT-040413.html

>Yours sincerely

>RogerClarke

>P.S. Theactivity home-pageat:
>http://www.aph.gov.au/house/committee/jsct/usafta/index.htm
>states‘ ... theCommitteewould appreciatereceivingelectronic
>copiesby email ...‘, butthelink under‘email’ doesnotcontain
>theemail-address.
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1. This Submission

I ama longstandingconsultantin thestrategicandpolicy aspectsof eBusiness,
informationinfrastructure,anddataveillanceandprivacy. My backgroundis detailed
athttp://www.xamax.com.au/CV! RC.htmland
http://www.anu.edu.au/people!Roger.Clarke/#Person.

I haveHonoursandMastersdegreesin Commerce(InformationSystems)anda
doctoratein InformationSystems.I spentadecadeasasenioracademicatthe
AustralianNationalUniversity. I amcurrently:

• aVisiting ProfessorattheUniversityof N.S.W. (in theBaker& McKenzie
CyberspaceLaw & Policy Centre);

• aVisiting ProfessorattheUniversityof HongKong (in theeCommerce

Programme);
• aVisiting Fellow attheA.N.U. (in ComputerScience).

Affiliations that arerelevantto this submissioninclude:

• Fellowof theAustralianComputerSociety(since1986),andsometimeChairof its

Economic,Legal& SocialImplicationsCommittee;
• Boardmemberof ElectronicFrontiersAustralia;

• BoardChairof AEShareNetLimited, aMinisterial companythatprovides
copyrightservicesin theeducationsector,particularlyVocationalEducationand
Training(VET).

Althoughit is informedby my variousaffiliations,this is a personalsubmission. It
relatessolely to theintellectualpropertyaspectsof theFTA.



2. Summary

ThechangesthattheU.S. Governmentis seekingto imposeon Australiathrough
Chapter17 of theFTA would beto thesignificantadvantageof copyright-ownersand
patent-owners.Theseareoverwhelminglycorporations,andoverwhelmingly
corporationsdomiciledin theU.S.A.

TheAustralianGovernmentis of coursefully justified in seekingto breakdownthe
high levelsof U.S. protectionism,andto gainaccessto theU.S. marketfor Australian
agriculturalandpastoralgoodsonmorereasonableterms.

But, in doingso,theAustralianGovernmentmustnothold to ransomthecountry’s
burgeoninginformationindustries,andtherightsof its consumersandcitizens.

Onthebasisof theanalysesthatI andothershaveconducted,I submitthatthere
wouldbealmostnoadvantagesto theAustralianeconomyor Australiansocietyin
implementingthechangesimposedby Chapter17; andtherewould bevery serious
disadvantages.TheParliamentshouldthereforenotagreeto anyof them.

3. TheImposedChangesonAustralianLaw

Analysisof theimpactshasbeenimpededby themannerin whichChapter17 is
drafted. It is not straightforwardto extractfrom thedocumentsthechangesthat
wouldbeforcedon Australianlaw. Consequentlyit hasbeenchallengingfor all
partiesto work throughtheimplicationsthatthosechangeswould have.

Thebriefingsessionwith governmentofficersprovidedlittle additionalinformation,
andno evidencein relationto theimpactof theproposedchangesto law. Whatthe
sessiondid provide,however,wasthedistinctimpressionthatanagreementbetween
thePrimeMinister andthePresidentwasregardedasthekey actof commitment,and
thattheAustralianParliamentwasatbestmarginallyrelevant. Thatin itself isamatter
of concern.

This submissionfocusseson asomekeyelementsof Chapter17.

(1) In relationto Australiancopyrightlaw, thekey impositionsappearto beas
follows:

• extensionsto the powersof copyright-owners that areconcernedaboutpossible
breachesof theirrights, including extensionsto discoveryprocessesavailableto
them(17.11.11); additionalimpositionson ISPs(17.11.29(a));extensionsof
warrantsto extractinformationfrom 151’s- quite possiblywithoutjudicial
authority! (17.11.29(b)(xi)); extensionsto thepowersof injunctionandseizure
(17.11.9); provisionswhoseeffectwould appearto behigherfinancialliabilities
for infringers(17.11.6-8);creationof additionalcriminal offences(17.11.26);and
impositionof theterm‘pirated’ in amannerinappropriateto Australianlaw

• replacementof the ‘Digital Agenda’extensionsto copyrightlaw by the
excessive,verywidely cast,cumbersomeandpunitiveU.S.DMCA requirements
in relationto:
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• theuseof ‘circumventiondevices’(17.11.7);

• ‘rights managementinformation’ (17.11.8).

• extensionsto thelife of copyright(17.4.4);

(2) In relationto Australianpatentlaw, thekey implicationappearsto beasfollows:

• extensionsto ensurethat processpatentsare approved (17.9.1).

Theremainderof thissubmissionpresentsbrief analysesof thejustificationfor the
changesimposedby Chapter17, of theireconomicimpactonAustralia,andof their
impactonAustraliansocietyandculture.

4. TheNeedfor I.P. Laws to beJustified

Copyrightandpatentlawsareinterventionsinto thenaturalorderof economicand
socialactivities. Theycreatemonopolies,andinvite theownersof themonopoliesto
‘extractrents’from them,i.e. to exploit thelawin orderto generatehigherrevenuethan
theywould normallyearn,andto imposehighercostson competitors.

Considerablejustificationis neededfor themeddlingthatcopyright,patentand
trademarklawsrepresent.In thepast,moralandethicaljustificationshavenotbeen
consideredto besufficient. Thejustificationhasbeensought,andneedsto besought,
in economics:theselawsexistonly to encourageinnovation, by enhancingthe scope
for revenueflows to innovators.

Theproperpurposeof copyrightandpatentlawsis emphaticallynotto createor
sustaincompetitiveadvantagefor onecorporationoveranother,or strategicadvantage
for onenationoveranother(eventhough,dependingon thenatureof themeddling,
thatcanbetheireffect). Theycanbejustifiedsolely on thegroundsthat‘the economy
asawholewill workbetterthatway,becausetherewill bemoreinnovation’.

5. TheLack of anEconomicCaseFor the Changes

Noconvincingevidencehasbeenpresentedin supportof theargumentthat thedigital
erahasunderminedlongstandingarrangementsandthatchangeis neededto sustain
thestatusquo.

TheU.S. andAustralianmusicindustrieshaveinventedall mannerof statistical
arguments,which, wheninvestigated,havebeenfoundseriouslywanting. Thesame
goesfor theU.S. proprietarysoftwareindustry,or atleastfor Microsoft. (Manyother
I.T. companiessaythattheyseepatentlawin particularasbeingto theserious
detrimentof innovationin the industry).

It is of thenatureof thingsthatlargecorporationsin matureindustriesfight against
technologicalchangewhenit is drivenby morenimblenewcomers.Forexample,
entertainmentcompaniesfought verystrongly againstvideo-recording;butoncethey
finally adaptedto thenewtechnologytheymademassiveprofits from it.
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Musiccompanies’aggressiveresistanceagainstpeer-to-peer(P2P)reticulationof
recordedmusicis finally giving way to adoptionofthe technology.The corporations
wereclearly told 10 yearsagothattheywill beableto achievelargeturnoverandhigh
marginsoncetheyadopta constructiveapproachto thenewopportunities. Theearly
sigusfrom leadinginitiativessuchasApple’s iTunesarethatthepunditswereright,
andthatconsumersarepreparedto payremarkablyhighpricesfor suchservices.

Theequallyviciousoppositionby Microsoftto opensourcesoftwareis justasill-
informedandunjustified. A healthymarketplaceis emerging,basedonvalue-adding
by companiesto publicly-availablecode. This hasalreadyresultedin reducedcoststo
userorganisationsandconsumers,eventhoughthemovementis relativelynewand
hasbeenretardedby the aggressiveactionsof largecorporations.Opensource
softwareoffers additionalandimportantbenefitsin theform of far earlierdiscoveryof
securityandintegrity problems,andhenceimprovedqualityof softwareproducts.

Thebeneficiariesof thefeaturesof U.S. law thattheU.S. Governmentwantsto impose
on Australianlaw arelargeU.S. corporations,in particularthelargemusicandmulti-
mediacorporations,andMicrosoft. But thecaseputforwardby thesecorporationshas
beenbasedonmisinformation. Theproposedextensionsto themonopolyrightsare
notjustified.

It is importantto notethattheonusis on thosecorporations to provide that
justification. That isbecausecopyright andtrademark law are anti-competitive
measuresthat intervenein natural market processes.TheGovernment’sown
competitiveneutralitypolicy dictatesthatspecialprivilegescanonly begrantedwhere
substantialevidencehasbeenpresented,andhasbeensubjectedto critical appraisal.

6. TheEconomicArgument Against the Changes

Innovationis dependenton readyavailability of information. Especiallyin the
boomingdigital informationindustries,innovationrarelyoccursin some‘big bang
manner.Rather,it is almostentirelycumulative. Successivesmall, step-wise
refinementsaremade. Ideasaretransportedfrom onecontextto another,andadapted
to newsituations.

Moreover,thereis seldomasole-originatorof an innovation,becausemodern
industriesaresymbiotic. Manufacturersaredependentfor manyof theirnewproduct
featureson:

• their suppliers- throughnewfeaturesin componentrythat theyincorporate,and
theirquestionsandsuggestions;

• theircustomers- throughrequests,andfeedbackonpreviousroundsof new
productfeatures;

• theircompetitors- throughobservationof oneanother’sproducts,andcomments
madeby customersaboutcompetingproducts;and

• cross-fertilisation— throughcommonsuppliers,commonconsultants,educational
institutions,researchlaboratories,andemployeesmovingfrom onecompanyto
another.
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In short, innovation is seldomachievedby one organisationmaking a massive
breakthrough, but by many organisationsanda great dealof ongoinginteraction.
Ratherthan‘one personstandingon theshouldersof giants’,mostprogressis achieved
by hordesof busyelves.

Informationeconomicsshowsthatinnovatorscanachievereturnsevenif theyonly
havequite limited monopolyrights. Lawsto preventmere imitation without
enhancementare readily justified; but that level of protection hasbeensustained
through relatively minor refinementsto the law.

Processpatentsareanespecialconcern.SincetheCarterAdministration,patentshave
beenanexplicitweaponof U.S. internationalcompetitivestrategy.TheU.S. Patents&
TrademarksOffice (USPTO)hasloweredthethreshholdof innovationrequiredof a
patentapplicationto thepointthatalmostanythingis approved.The ‘contribution’ can
now bea minor andobviousrefinement,it mayrelateto a mere‘businessprocess
ratherthanan ‘industrialprocess’,andevenvaguegenericclaimsareaccepted.
Progressin eBusinessis beingseriouslyharmed by the USPTO’s acceptanceof
patent applicationsrelating to fundamental ideassuchas ‘one-click shopping’,
reverseauctions’,‘automatedcredit-checking’andeventhenotionof a ‘hot-link’.

Innovationisalsobeingseriouslyconstrainedby legalactionsinitiatedby large
corporations.Copyright and patent laws provide large copyright-owners and patent-
ownerswith the ability to deflectthe attention of innovators from their work, to
imposeyearsof delaysandvery high legal costs,and in somecasesevento prevent
innovation from taking place.

Thereis strongevidenceof patent-ownersin particularusingtheir legalrightsas
strategicweaponsagainstcompetitors.An innovativeAustraliancompanyrecently
describedpatentsas“a worthlessmust-have”,becauseeveryinnovativecompany
needsto haveasmall collectionof themin orderto counter-threatencompetitorswhen
theyseekto delaythe implementationof innovativeproducts.

In short,the longstandingintention of copyright andpatent law to stimulate
innovation is beingfrustrated bythe manner in which it is beingusedby its
monopolist beneficiaries.

It is accordinglyseriouslyagainstAustralia’seconomicinterestfor copyrightand
patentlawsto beextendedatall, let alonein themannerthattheU.S. is seekingto
imposeonAustraliathroughthetermsof FTA 17.

7. The Socialand Cultural Argument Against the Changes

Australiansocietyhashada longandstrongdependenceonopeninformationflows.
This hasbeenprotectedby anorientationtowardsopenaccessibility,andsiguificant
qualificationson therightsof copyright-holders.

A first concernis thatenhancementsto the powersof copyright-holders increasethe
incentive for organisationsandindividuals to exerciseproprietary power over
software, overmulti-media, and over information more generally. This works
againstopensourceandopencontentthinking, increasesboththepurchasecostsand
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thetransactioncoststo softwareandinformationconsumers,andhencereducesthe
accessibilityof softwareandinformation.

A furtherconcernis thatuseof the draconian powersthat the changeswould grant to
copyright-ownerswould result in information suppressionthrough take-down
notices. Thesearealreadyhavingtheeffectin theU.S.A. of causingISPsto
automaticallyremovetheweb-pagesandevenwholeweb-sitesof individualsand
small companies,merelybecausetheyreceivea threateningletterfrom alawyer
purportingto beactingonbehalfof somemajorcorporation.

It is importantto notethattheeffectof theproposedchangeswould beevenmore
seriousin Australia than they alreadyare in the U.S.A. One reasonis thatAmericans
enjoya measureof protectionbecausetheyhaveaBill of Rightsentrenchedin their
Constitutionwhich includesfreedomof speechprovisions.

A secondreasonis that U.S.copyrightlaw qualifiestherightsof copyright-holders
with ‘fair use’provisionsthat aremuchmoresubstantialthantheAustralianlaw’s ‘fair
dealings’clauses.Thereappearsto benothingin theFTA thatrequiresstrengthening
of consumerprotections,andhenceAustralianswould suffertheworstexcessesof the
U.S.legislationwithouteventhelimitedcountermeasuresthatU.S. consumershave
availableto them.

The powersthat Chapter 17seeksto imposewould assistcorporations in their
endeavoursto oppresstheir opponents,including not only their economic
competitors but alsotheir economicandsocial critics. This canbeachievedthrough
threatsof expensivelitigation, andof invocationof thecriminal law. In addition,the
credibility of that oppressivebehaviourwould begreatlyincreasedif theU.S.-dictated
provisionswereimplementedin Australianlaw.

Thesearenot meretheoreticalor speculativearguments.TheDMCA provisionshave
beenusedin theU.S.A.to seriouslyinfringethefreedomsof anumberof people.
TheseincludeRussianDmitry Skylarov(whowasgaoledfor months,but thecharges
werelaterwithdrawn),NorwegianJonJohansen(whowassubjectedto manymonths
of prosecutionin hishomeland,whichwaseventuallyrejectedby thecourts,andwho
hasbeenadvisedneverto entertheU.S.A.),andAmericanEd Felten(whowas
threatenedwith prosecutionif hepresentedapaperataconference,anotherthreatthat
waslaterwithdrawn).

Theobligationsembodiedin theFTA 17requirements,if theywereimplemented,
would seriouslyharmthepublicinterestin openness,andhencedamagebothsocial
processesandAustralianculture.

8. Conclusions

If theAustralianParliamentwereto comply with thetermsof FTA Chapter17, it
wouldhaveto makechangesto copyrightandpatentlawthataredemonstrably
againsttheinterestsof innovators,becausetheyfundamentallychangethecharacterof
thoselawsfrom beingstimulativeof innovationto beingprotectiveof theexisting
activitiesof largecorporations.
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Mostcritical amongthemanyunreasonableU.S. impositionsarethefollowing:

• enormouslyincreasedpowersfor copyright-owningcorporations,enablingthem
to disturbthebusinessactivitiesof their competitors,attacknormalconsumer
practices,andsuppressinformation;

• draconianrequirementsof InternetServicesProviderswhichwould be
burdensomefor thosebusinesses,andintrusiveinto theactivitiesof theirbusiness
customersandof theconsumer/citizenswhohaveaccountswith them;

• extensionof thealreadyexcessivelylonglife of copyrightby a further20 years;

• issueof patentsfor meredescriptionsof businessprocesses,which is completelyat
oddswith theverynotionof patents,andseriouslyconstrainingon theconductof
business.

Copyright andpatentsare legislatedmonopolies. They enable ownersto prevent
other organisationsand individuals from beingcreative. Theirsolejustificationhas
beenthestimulationof innovationby providingawindowof opportunityduring
whichan innovatorcanexploit their ideas.

The new philosophypursuedby the U.S.A. in its own economicinterestsis that
ownersof copyright shouldhave greatly enhancedpowersin order to make profits,
andthereby benefit the U.S.economyat the expenseofthe economiesof other
countries.

Therearewell-establishedmultilateralagreementsin placeconcerningcopyrightand
patent.The AustralianGovernmenthasagreedto underminethosemultilateral
agreementsby includingwithin abilateraltradeagreementfundamentalchangesto its
laws.

Moreover,therearewell-establishedmultilateralprocessesin placeto enabledebate
aboutcopyright,patents,trademarkanddesignlaws. Theseinvolve consultations,and
specialistnegotiators.TheAustralianGovernmenthasagreedto underminethose
multilateralprocessesby overridingthemwith anad hoc,bilateraltradenegotiation
process.

TheAustralianParliamentmustrejectthesechangesto copyrightandpatentlaw. They
areeconomically,sociallyandculturally harmfulto Australia. Theyservetheinterests
of U.S. corporations,notAustralians.

Resources

This submissionhasdrawnon my seriesof papersin theintellectualpropertyarea,at
http://www.anu.edu.au/people!Roger.Clarke/EC/AnnBibl.html#IP.

A very considerablenumberof Australianorganisationshaveexpressedconcerns
alongthelinesexpressedin thissubmission.Organisationsthat dealwith the
Governmentacrossa rangeof issuesnaturallyexpresstheirconcernssomewhatgently;
whereasthosethat arenotconstrainedby realpolitik aremoreforthright. An indexof
expressionsof concernis beingmaintainedonmy ‘working-paper’page,at
http://www.anu.edu.au/people!Roger.Clarke/II/FTA17.html#Res.
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