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Editorials

ell designed and implemented information
technology (IT) can lead to safer and more
effective clinical care.1 This rationale has trig-

gered a rapid and unprecedented expansion in e-health
investment globally, most recently in national-scale sys-
tems. However, e-health can sometimes lead to patient
harm or death through problems in design or operation.2

Chances of harm increase with known risk factors such as
poorly designed software or its implementation, including
rapid deployment, and poor training and support.3 We
have previously argued for regulation of clinical software to
mitigate these hazards; a case echoed internationally.4-6

The United States Institute of Medicine recently issued a
major report on e-health safety.7 It recommends the US
Food and Drug Administration immediately develop a
framework for regulating IT, including standards for e-
health manufacture, and the establishment of a new fed-
eral entity to monitor, investigate and report patient
harms. The US government has agreed to act rapidly on
these recommendations.

It is time to ask what national clinical safety governance
for e-health should look like in Australia. E-health is now
pervasive. Almost every general practice and community
pharmacy is computerised. Most public hospitals are in
various stages of computerisation, and our first national-
scale electronic record system, the personally controlled
electronic health record (PCEHR), is due from 1 July 2012.
The handful of studies of e-health safety in Australia all
point to clear evidence of past harms and future risks.8-12

Yet there are few working international clinical safety
governance examples to follow.

At present, e-health in Australia is unregulated and
unmonitored. There is no organisation with either the
expertise or mandate to govern system safety “from bits to
bedside”. Our National E-health Transition Authority
(NEHTA) develops health IT standards and specifications
and assures their safety. Its Compliance, Conformance and
Accreditation program defines the tests that should be
applied to certify clinical systems using these standards
and specifications. However, it is beyond NEHTA’s remit to
actually test the safety or compliance of clinical systems or
their operation. The Australian Commission on Safety and
Quality in Health Care has an interest in the safety of
clinical decision-support software but has no regulatory
mandate. The Therapeutic Goods Administration, which
does have regulatory power, considers clinical software
beyond its scope. It may be that e-health clinical safety

governance needs to fall under the remit of Australia’s
Chief Medical Officer, or a specifically designated body.

As they are a new class of IT with an unknown hazard
profile, national-scale systems like the PCEHR pose a
particular challenge. We cannot quantify today what will
result in terms of either benefit or risk. Our capacity to
predict outcomes is also hindered because these systems
will be used by both clinicians and consumers. What can
be said is that there is some evidence that well targeted e-
health systems can deliver significant benefits.1 We also
know there is a finite risk of patient harm associated with
the use of clinical IT, and that this grows with increased
system complexity and usage.3

Given the systemic nature of national e-health, harm
events will not be confined to individuals and may affect
large groups of patients. What would a patient safety
incident look like after the launch of the PCEHR? What
would happen, for example, if drug allergies were incor-
rectly uploaded from local clinical systems, or if medication
names and doses were somehow incorrectly imported and
displayed? Most such informational errors lead to no harm
or are picked up by system “defences”, such as clinician
vigilance. At some point, however, patient harm will occur.
How many cases need to occur before the problem is
detected? Models from infectious disease surveillance sug-
gest that harm events would first need to be recognised as
a cluster, signifying an outbreak of public health impor-
tance. The duration of the window between the outbreak
and its detection determines how many harm events occur
before remedial action is undertaken.

The events most likely to harm patients will occur after
IT systems are implemented, often from unpredictable
chains of low-risk events involving people, technology and
fickle circumstance. They may well result from safe compo-
nents working in unsafe configurations. Certification that
individual components meet standards thus does not
guarantee that the overall system is safe. These are the
clinical safety challenges for all national-scale systems.

As it is not possible to detect all potential risks during
system development and implementation, we need risk
management strategies for unforeseen risks. Oversight is
needed to manage the tasks of monitoring, detection,
investigation and remedial action.13,14 Monitoring may
depend on a combination of adverse event notification and
proactive automated and human surveillance. As with the
airline industry, when harms eventuate, public confidence
in the continued use of a system relies heavily on open
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disclosure, as well as rapid investigation and mitigation of
the harms so they will not be repeated. We suggest some
basic underlying principles for any national e-health clini-
cal safety governance system (Box).

There is currently a gap, stretching from local to national,
in safety governance for clinical information systems. While
we know something about the risks associated with clinical
desktop systems, it is not yet possible to make any definitive
statement about whether the PCEHR is safe or not. There is
no guarantee that harm events will be rapidly identified or
remediated when it is in operation. It is not even clear what
safety means for such a system. Even if short-term perform-
ance of the new national system turns out to be safe and
effective, the international experience suggests that risks
will emerge with time. Preventive action to avoid an e-
health “air crash” now is a far better option than picking up
the pieces after the event.
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Principles for national e-health clinical safety governance

• E-health clinical safety governance must be national but independent of 
government or industry, to avoid conflicting interests that may lead to resisting 
change for commercial, professional or political reasons. It must be expert-based 
rather than organisationally representative.

• Safety is an emergent property of a whole system. Certification of individual 
components does not guarantee that the whole system is safe.

• E-health clinical safety governance should integrate with mainstream patient-safety 
processes. Harms arise from sequences of events involving both technical and 
non-technical elements.

• Governance must assure all components are safe, both alone and in combination 
with pre-existing elements. Standards and regulatory processes such as 
accreditation should underpin this, with full legislative backing.

• The safety of the whole system must be monitored in routine use to detect potential 
risks and actual harm events, as well as clusters. Open disclosure should be 
paramount.

• Governance must build defences against harm, including safety processes, system 
redundancies and training, to minimise unsafe use or the creation of unsafe settings.

• Any governance body must have a capability to investigate, analyse and act upon 
significant risks in the system. "
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