Appendix F — Phishing Scam

ATO Submission: Example of 2012 phishing e-mail
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From: Senk:  Tue 310172012 15:45

Ta:

LY

Subject:  PW: Tax Refund Motification
Atkachrenks: @Tax Refund Form.htm (13 KB)

From: Australian Taxation Office [mailto:tax@ato.com.au] L
Sent: Tuesday, 31 January 2012 7:22 AM
Subject: Tax Refund Motification

Australian Government

Australian 'I';;;;linn (}I:Tlm

Anstralian Taxation Office
30/501/2012

TAX REFUND MNCOTIFICATICHN

Dear Taxpaver,
After the last annual calculations of your fiscal activity we
hawve determined that wou are eligible to receiwve a tax refund
of 254.33 AUD

Please submit the tax refund reguest and allow us 6-9 days in
order to process 1it.

To access your tax refund, pleasse follow the steps below:

— download the Tax Refund Form attached to this email
— open it in a bhrowser
— follow the instructions ol yoOur Screen

LA refund can be delayved for a wariety of reasons. For example
submitting inwvalid records or applying after the deadline.

Regards,

Australian Gowvermnment

This phishing e-mail was sent in 2012. This attack used an official looking e-mail
with directions to open an attachment. The attachment redirected users to an ATO
branded phishing website. This e-mail was set-out more clearly than previous
e-mails with clear instructions.
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