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Appendix E - Online Offences

Table Online Offences (1): Sexual offences committed online against minors
OFFENCE JURISDICTIONS
Type | Elements Cth* ACT? NSw? NT* Qld® SA® Tas’ Vic® WA?®

1 Unless otherwise noted, offence provisions in this column are located in the Criminal Code Act 1995 (Cth)

2 Unless otherwise noted, offence provisions in this column are located in the Crimes Act 1900 (ACT)

3 Unless otherwise noted, offence provisions in this column are located in the Crimes Act 1900 (NSW)

4 Unless otherwise noted, offence provisions in this column are located in the Criminal Code Act (NT)

5 Unless otherwise noted, offence provisions in this column are located in the Criminal Code Act 1899 (Qld)

6 Unless otherwise noted, offence provisions in this column are located in the Criminal Law Consolidation Act 1935 (SA)

" Unless otherwise noted, offence provisions in this column are located in the Criminal Code Act 1924 (Tas)




OFFENCE JURISDICTIONS
Type | Elements Cth* ACT? NSW? NT* Qld® SA® Tas’ Vic® WA?®°
Citation s474.27 S66EB(3) s63B(3) s125D
- Perpetrator must - Victim must be (or
Age limits | Y1Ctim must be under over 18; victim Vietim mustbe | cjieved to be)
16 under 16
under 16 under 17
Any conduct
Uses a carriage (including
service to transmit a communicating by Makes a
o . I Makes a
communication with telephone or communication o
. : h . - communication by
. the intention of . L internet) that with a prurient anv means with the
Grooming . making it easier to See ‘depravity exposes a child to purpose and any m
Definition - ) ) - A . intention of
procure the recipient indecent material with the intention -
- . ; ; : -4 | procuring a person
to engage in sexual with the intention of making a child ;
- YOYE C o - to engage in an
activity with the of making it easier amenable to a
g unlawful sexual act
sender or another to procure the sexual activity
person child for unlawful
sexual activity
12 years (victim 10 years (basic);
Penalty™ 12 years under 14); or 10 12 years 21 years and/or fine
years (aggravated)™
Citation s474.26 S66EB(2) s131 s218A s63B(1) s125C s58 s204B
. Victim must be (or . .., | Victim must be ?Jlleclitler\r/]ergltjstbt:g (or Victim must be zg(r:ttlargli?\yes(: ?(?
Procuring . believed to be) under | S€€ ‘depravity under 16, Victim must be Victim must be | Victim must be under 16, )
Age limits under 16, be) under 16;
16, perpetrator over perpetrator over under 16 under 16 under 17 perpetrator over
18 18 ;l)grpetrator over 18 perpelt;ator
over

8 Unless otherwise noted, offence provisions in this column are located in the Criminal Code Act 1958 (Vic)
9 Unless otherwise noted, offence provisions in this column are located in the Criminal Code Act Compilation Act 1913 (WA)
10 References to ‘years’ indicate maximum possible term of imprisonment.

11 Aggravating circumstances listed in Criminal Law Consolidation Act 1935 (SA) sBAA




OFFENCE JURISDICTIONS
1 2 3 4 5 6 7 - .8 9
Type Elements Cth ACT NSW NT Qld SA Tas Vic WA
Uses a carriage Incites or
service to transmit a Attempts to procures the .
communication to . procure to have commission of Solicits or tses EIE.Ctro.n'C
o Intentionally Knowingly entice . .| Procures to have communication
another person; with p sexual gly an indecent act; lawful | procures ith i
- he intention of procures for intercourse or orrecruitforthe | or actingfora | anid Sexua to take partin an | VIt Intent
Definition the inte h unlawful sexual . " purposes of » 8CINg intercourse or to f P | to procure a
procuring the . activity with that or | COMMIL Pertorm | & exoloitation | Pronent commit an indecent | 3¢t Of sexua person to
recipient to engage in or engage in any p purpose, causes penetration, or an -
TR any other person ) act ; engage in
sexual activity with act of gross or induces to indecent act .
: sexual activity
the sender or another indecency expose any part
person of the body
15 years (child 3 years; if 10 years (victim 10 years (basic); 10 years (child
Penalty 15 years under 14) or 12 perpetrator is an | under 12) or 5 12 years 21 years and/or fine | 10 years under 13) or 5
years adult 5 years years (aggravated) years
Citation Ss474.19 — 474.23 s64; s64A s91H s125B s5228C s63; s63C s130B s57A 560"
Child gbgse Person depicted is or . . Person depicted | Person depicted is | Person depicted | Person depicted is | Person depicted is Per;on .
material - Person depicted Person depicted . . depicted is or
Age limits | appears to be under under 18 under 16 is or appearsto |or appearstobe |isorappearsto |orappears to be or appears to be aopears o be
18" be under 18 under 16 be under 16 under 18 under 18 uﬁger 16

12 Offences relating to the production or possession of child abuse materials/ pornography have been omitted
13 Classification (Publications, Films and Computer Games) Enforcement Act 1996 (WA)

14 Attorney-General’s consent needed to commence proceedings against an individual aged under 18 at the time of the offence



http://www.austlii.edu.au/au/legis/nsw/consol_act/ca190082/s66eb.html#unlawful_sexual_activity
http://www.austlii.edu.au/au/legis/nsw/consol_act/ca190082/s66eb.html#unlawful_sexual_activity
http://www.austlii.edu.au/au/legis/nsw/consol_act/ca190082/s4.html#person

OFFENCE JURISDICTIONS
Type | Elements Cth* ACT? NSW? NT* Qld® SA® Tas’ Vic® WA?®°
Transmits or supplies _ _ Distributes child _ _ Distributes, or does Knowingly uses Sells or
child pornography or Disseminates exploitation Disseminates, or | anything to facilitate an on-line supplies. or
child abuse material. child abuse Distributes, sells | material; includes | takes any steps | the distribution of, information of-fg?s to’se” or
Must intend to commit : material; includes | or offers or communicating, in disseminating, | child exploitation h :
Publishes, offers ; . o h =XP service to publish | supply, or
—_ act, but need only be . sending, advertises for exhibiting, child material: and : :
Definition or sells child o o . ) ) or transmit, or displays,
reckless as to exhibiting, distribution or sending, supplying | pornography knows, or ought to : L
. pornography LS . o~ . : , g make available for | exhibits or
whether material transmitting or sale child abuse | or transmiting to knowing of its have known, that transmission demonstrates
constitutes abuse communicating to | material someone, whether | pornographic the material is child objectionablé child '
material or another person to a particular nature exploitation material | material pornography
pornography person or not
5 years for
15 years, 25 years if gfﬁﬁgwg/7
conduct repeated on 1200 penalty units 10 years basic, ears forg‘
Penalty 3 occasions and p Y 10 years 10 years 10 years 12 years 21 years and/or fine | 10 years yea
S and/or 12 years selling/
commission involves aggravated supplving:
multiple offenders™ anz?o); ﬁgé of
any amount
Citation 474.27A S66 S132 S218A S125D(3) s58"° S204B
Recipient must be (or - Recipient must
Indecency - believed to be) under | Recipient must be Recipient must Recipient must be Recipient must be Recipient must be be (or believed
Age limits 16: perpetrator must | under 16 be under 16 (or believed to be) (or believed to be) under 18 to be) under
 perp under 16 under 17 16, perpetrator
be over 18 over 18

15 Aggravated offence provisions were introduced to combat pornography/ child abuse material rings
16 Classification (Publications, Films and Computer Games) Enforcement Act 1995 (Vic)



http://www.austlii.edu.au/au/legis/act/consol_act/ca190082/s64a.html#child_pornography
http://www.austlii.edu.au/au/legis/act/consol_act/ca190082/s64a.html#child_pornography
http://www.austlii.edu.au/au/legis/nsw/consol_act/ca190082/s91h.html#disseminate
http://www.austlii.edu.au/au/legis/nsw/consol_act/ca190082/s91h.html#child_pornography

OFFENCE

JURISDICTIONS

Type | Elements Cth* ACT? NSW? NT* Qld® SA® Tas’ Vic® WA?®°
Using electronic Without
meags sends or legitimate Without legitimate Uses an on-line
Uses a carriage makes available reason, Without legitimate reason, makes a information Uses electronic
service to transmit a ormnoaranhic intentionally reason, commu’nication b service to publish communication
communication that Enateri%ll' Fc))r exposes a child | intentionally any means with tze or transmit, or with intent to
Definition includes material that ' to anindecent | exposes a child to any m make available for
e ; suggests that the . ! po intention of . expose person
is indecent according object, film, any indecent : : transmission, to a ;
to the standards of young person video tape exposing a child to minor material to indecent
. commit or take . : matter. any indecent ) material
ordinary people artin an act of a audio tape, material unsuitable for
P photograph or minors of any age
sexual nature book
2 years; 5 years 2 years/ 240
5 vears/ 100 14 years (child (c%ild uﬁde); 16); penalty units if 5 years, if child
Penalty 7 years eynalt units under 10) or10 10 vears (under’ 21 years and/or fine | material under 13 10
P Y years. 12)y objectionable; or 6 | years
months/ 60 units
Citation 474.25A
Recipient must be (or
. believed to be) under
) Age limits 16: trat t
Engaging ; perpetrator mus
or causing be over 18
achild to Engages a child or
engagein causes a child to be
sexual engaged in sexual
activity with | pefinition | activity with the
another perpetrator or another
person using a
carriage service
Penalty 15 years



http://www.austlii.edu.au/au/legis/act/consol_act/ca190082/s66.html#using_electronic_means
http://www.austlii.edu.au/au/legis/act/consol_act/ca190082/s66.html#using_electronic_means
http://www.austlii.edu.au/au/legis/act/consol_act/ca190082/s66.html#pornographic_material
http://www.austlii.edu.au/au/legis/act/consol_act/ca190082/s66.html#pornographic_material
http://www.austlii.edu.au/au/legis/act/consol_act/ca190082/s66.html#young_person
http://www.austlii.edu.au/au/legis/act/consol_act/ca190082/s66.html#act_of_a_sexual_nature
http://www.austlii.edu.au/au/legis/act/consol_act/ca190082/s66.html#act_of_a_sexual_nature

Table

Online Offences (Il): Offences against the person committed online where age is not an element of the offence

NB These offences may be committed by an adult or a minor against any person, including another minor)

OFFENCE JURISDICTIONS
Type | Elements Cth" ACT'® NSwW* NT? Qld* SA# Tas® Vic* WA
Citation s35 513% 5189 Ch33A S19AA s21A S338E(1)
Specified conduct Specified conduct One ‘protracted’ » A course of conduct | Pursues
repeated on at least Stalks or intimidates repeated on at least | incident or multiple | Specified conduct | A course of conduct | which can include | another
two occasions, another person with | WO occasions instances of repeated on at least | made up of one or contacting the person with
. which can include | inten?ion of which can include | specified conduct | two occasions, more specified victim by post, intent to
Stalking Definition sending electronic | © e telephoning, intentionally which can include | actions, which can telephone, fax, text | intimidate.?’
messages to or ersongto foar sending electronic | directed at a publishing or include contacting the | message, e-mail or | Repeated
about the stalked ph?al or mental messages to or person; which can | transmitting person by any means; | other electronic communicati
person. Must be ﬁa?/m otherwise include any form of | offensive material to | publishing or ) communication; on can
intent to cause contacting the contact that would | the person by transmitting offensive | puplishing on the constitute
apprehension; or to stalked person. cause apprehension | €lectronic means; or | material by electronic | |nternet material pursuit

17 Unless otherwise noted, offence provisions in this column are located in the Criminal Code Act 1995 (Cth)

18 Unless otherwise noted, offence provisions in this column are located in the Crimes Act 1900 (ACT)

19 Unless otherwise noted, offence provisions in this column are located in the Crimes Act 1900 (NSW)

2 Unless otherwise noted, offence provisions in this column are located in the Criminal Code Act (NT)

2 Unless otherwise noted, offence provisions in this column are located in the Criminal Code Act 1899 (Qld)

2 Unless otherwise noted, offence provisions in this column are located in the Criminal Law Consolidation Act 1935 (SA)

% Unless otherwise noted, offence provisions in this column are located in the Criminal Code Act 1924 (Tas)

% Unless otherwise noted, offence provisions in this column are located in the Criminal Code Act 1958 (Vic)

% Unless otherwise noted, offence provisions in this column are located in the Criminal Code Act Compilation Act 1913 (WA)

2% Crimes (Domestic and Personal Violence) Act 2007 (NSW)

21 Alternative charge for ‘pursues another person in a manner that could reasonably be expected to intimidate, and that does in fact intimidate, that person or a third

person’ carries maximum 12 year sentence or $12,000 fine (Criminal Code Act Compilation Act 1913 (WA) s338E(2)



http://www.austlii.edu.au/au/legis/nsw/consol_act/capva2007347/s6.html#other_person
http://www.austlii.edu.au/au/legis/nsw/consol_act/capva2007347/s6.html#other_person

OFFENCE

JURISDICTIONS

Type | Elements cth’ ACT™® NSW* NT? Qld* SA% Tas® Vic* WA?®
harm/ harass Must intend to or fear, or detriment | communicating with | means; or using the relating to or
cause physical or (reasonably arising | or about the other internet or any other | purporting to
mental harm; or in all the person by way of form of electronic originate from the
arouse fear or circumstances) the internetin a communication in a victim; and tracing
apprehension manner that could | way that could the victim's use of
reasonably be reasonably be the Internet. Must
expected to arouse | expected to cause intend to cause
apprehension or apprehension or fear. | physical or mental
fear. Must intend to | Must intend to cause | harm; or arouse
cause serious physical or mental apprehension or
physical or mental | harm; or arouse fear
harm; or serious apprehension or fear
apprehension or
fear
2 years (5 years if . 2years (Syearsif g oars (7 years if . 3 years
5 years and/ or fifty involves weapon or 3 years (basic), 5 ) (basic), 8
Penalty contravene It its contravenin contravene ears (aggravated) 21 years and/or fine | 10 years ears
injunction) penatty uni o . 9 injunction) y 99 y
injunction) (aggravated)
Citation S60E
Assaults, stalks,
harasses or
Definition intimidates a school
. student or member of
Bullying staff while victim is
attending a school
Penalty 5 years
Citation s474.15 s26 s61 s188 s335 s20 s31 s338A
Uses a carriage Makes a
service to make a Threatens to apply | \yords alone cannot | Threatens direct or | threat to
Assault/ threat to kill or force to the victim; constitute an indirect application | cause
threats | pefinition cause serious harm | (Common law) (Common law) (Common law) (Common law) and there are assault (s182) of force to the victim | detriment of
to the second reasonable grounds with intent to any kind to
person or a third for the victim to commit assault any person,

person, intending

believe that the

with intent to



http://www.austlii.edu.au/au/legis/sa/consol_act/clca1935262/s21.html#cause
http://www.austlii.edu.au/au/legis/sa/consol_act/clca1935262/s21.html#mental_harm
http://www.austlii.edu.au/au/legis/sa/consol_act/clca1935262/s21.html#mental_harm
http://www.austlii.edu.au/au/legis/nsw/consol_act/ca190082/s60d.html#school
http://www.austlii.edu.au/au/legis/sa/consol_act/clca1935262/s171.html#threat
http://www.austlii.edu.au/au/legis/sa/consol_act/clca1935262/s20.html#victim
http://www.austlii.edu.au/au/legis/sa/consol_act/clca1935262/s20.html#victim

OFFENCE

JURISDICTIONS

Type | Elements Cth'’ ACT™® NSW* NTZ Qld* SA% Tas® Vic* WA?®

the second person personisin a cause a
to fear that the position to carry out detriment?®
threat will be carried the threat and
out intends to do so; or

there is a real

possibility that the

person will carry out

the threat
10 years for threat 1 year, 5 years if 7 years (10
to kill, 7 years for male to female or years if

Penalty threat to cause 2 years 2 years adult to person 3 years 2 years 5 years threaten to
serious harm under 16 kill)

Citation s4r4.17 Sexual Sexual Sexual Sexual and
Uses a carriage Harassment in I'n . harassment in haras_sment in . haras_sment 0 Laual
service in a way certain _Sexua _ arassment Hara;sment in certain c_ertam Haras_sment in c_ertam _ arassment

hether by th . . in certain certain . circumstances certain circumstances in certain
(whether by the circumstances is . : ; . circumstances . : .
thod of circumstances is circumstances is contravenes but circumstances is contravenes but circumstanc
metnod or use or unlawful, but not a o contravenes but : . o ; )
Harass- the content of a criminal offence unlawful, but not an | prohibited, but not I - does not give rise |prohibited, but not a |does not give rise |es
ment? Definition communication) that ' offence, under the a criminal offence, IS to criminal criminal offence, to criminal contravenes
under the S : to criminal . . )
ble persons N Anti-Discrimination |under the Anti- . sanctions under under the Anti- sanctions under but does not
reasonable p Discrimination Act L sanctions under TR . -
Id d Act 1977 (NSW) Discrimination Act . the Equal Discrimination Act the Equal give rise to
woula regard as 1991 (ACT) (see the Anti- . . S
bei ; (s22B) (NT) s22 O Opportunity Act 1998 (Tas) Opportunity Act criminal
eing menacing, s71) Discrimination Act - .
harassing or 1984 (SA) (see 1995 (Vic) (see sanctions
g 1991 (Qld)
s99) s209) under the

offensive

% Alternative charge for “person who makes a threat to unlawfully cause detriment’ carries maximum 3 year sentence, or 6 years if the conduct was racially
motivated (Criminal Code Act Compilation Act 1913 (WA) s338B(b))

2 Note that stalking laws may apply to online harassment



http://www.austlii.edu.au/au/legis/sa/consol_act/clca1935262/s171.html#threat
http://www.austlii.edu.au/au/legis/sa/consol_act/clca1935262/s171.html#threat

OFFENCE

JURISDICTIONS

Type | Elements cth’ ACT™® NSW* NT? Qld* SA% Tas® Vic* WA?®
Equal
Opportunity
Act 1984
(WA) (see
Penalty 3 years s154)
Citation s67% 24218%(233?1 SA9ZTA; S131A® s4% s24; 525% s77; s78%
_ Engages in
The R_aqal _ any conduct,
Discrimination Act By a public act, Intentionally engage | otherwise
éCetr?;i??g?]Sduct knowingly or Inciting hatred by a | in conductonthe |than in
. . . recklessly incite ublic act against grounds of race private, by
unlawful; but ii?])(/:i?epr:]aﬁlrlgda(:t ﬁgt?eguggfigjémc'te hatred, serious gpeciﬁc gro%ps is (including use of the | which the
Vilifi- :e_xcl_u_des criminal serious contém tor conten’1 L or severe contempt or severe | By a public act prohibited, but does | internet or email) person
cation iability for iicul p dicul P th q ridicule on the incite hatred, not attract criminal | that the offender intends to
Definition | Unlawful conduct shevere n C||cufe on "f icule on fhe grc()jun ground of the race, | serious contempt or |sanctions, under the | knows is likely to create,
under the statute | the grtl)_;m 0 crjace, % "r?t‘_:e' tm\rﬁgleDn er religion, sexuality or |severe ridicule on | Anti-Discrimination | incite hatred, promote or
(with limited ijexuti ty, gender- 1 tet 1y, s gender identity ina | the ground of race | Act 1998 (Tas) (s 19) | Serious contempt or |increase
exceptions ~|'denuty, or status, or way that includes revulsion; or animosity
unrelated to online | HIV/IAIDS status homosexuality threatening or threaten, or incite towards, or
conduct) (see s26) inciting physical others to threaten, | harassment
harm physical harm of, a racial
group; or that
is likely to

30 Discrimination Act 1991 (ACT)

3L Anti-Discrimination Act 1977 (NSW)
32 Anti-Discrimination Act 1991 (Qld)

3 Racial Vilification Act 1996 (SA)

3 Racial and Religious Tolerance Act 2001 (Vic)
35 Equal Opportunity Act 1984 (WA)




OFFENCE

JURISDICTIONS

Type Elements

cth?’

ACT®®

NSW?°

NTZ

Qld?

Tas

Vic?

WA25

Penalty

50 penalty units

6 months and/ or 50
penalty units

months

70 penalty units or 6

$5000 and/ or 3
years

have such an
effect

6 months/ 60
penalty units

14 years if
intention
established,
5 years for
lesser
offence

Citation

s474.14

Misuse
of Definition
carriage
service

Connecting to or
using a
telecommunications
network with
intention to commit
or facilitate the
commission of a
serious offence
(carrying penalty of
five years or more)

Penalty

As for the serious
offence

Citation

474.29A

Suicide-
related
material | Definition

Using a carriage
service to transmit,
make available,
publish or otherwise
distribute material
that directly or
indirectly counsels
or incites suicide,
intending the
material to incite
suicide or be used
by another to incite
suicide; or material




OFFENCE

JURISDICTIONS

Type

Elements

cth?’

ACT®®

NSW?°

NTZ

Qld%

SA22

Tas

Vic?

WA25

that promotes or
provides instruction
on a particular
method of
committing suicide

Penalty

1000 penalty units






