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S The challenge of prov1dmg secunty m what Professor Ehot Cohen has caIIed ‘the Age of

o Surprrses represents a srgmﬁcant challenge to the capabrhtles of conventlonal rmhtary

- '-'forces To a Iarge degree thls rs the consequence of bhnkered strateglc thmkmg that has

. : .'_contmued to apply Cold War assumptrons to what must now be identlﬁed as a protean

- securrty env;ronment Demonstrated condztrons of global msccurrty and the thieat posed |

' _-__'by destructwe, mass-easualty asymmetme attacks requlres the natlonal ‘security

. estabhshment to formulate a novel approach to natlonal securrty Revolutronary change o

: '-_has occurred m the globak strateglc envrronment Our strategrc outiook needs to adapt to

| deaI wrth the ehaIIenges posed by the appearance of new actors on the mternatronal stage

B and the emergence of adversarles wrlhng to wage war wrthout any 11mrtat10ns on therr

S conduct

o 'Clearly, a cont:mental state that occuples an oceamc envrron;nent requrres a Mantune

o _: concept of strategy However the enrergence of a senous asymmetnc threat to Austrairan B

. -'_-'mtercsts smce September 11 has demonstrated that the formulatlon of that strategy

.- '.contamed m the Whrte Paper Defence 2000 1s essentraliy hollow In thc gra of

' '__'globahsatxon Austraha s securrty mterests are not hmrted to the threat of invasion by

o another state Moreover the most nmnedrate and contmumg, threat to Auistralian '_

P securlty comes not from conventronal opponents wagmg war rn conventronal Ways but

from novel adversanes who ar : prepared to wage new forms of warfare to secure thelr o




or win resources They are attemptmg to 1mpose the1r mterests on others These altered -

- ' ob_;ectwes represent a parad1gm shrft m the form, 1f not the nature of armed conﬂlct and

they have dramatrc 1mphcatrons for our future strateglc outlook We need to ‘adjust our
strateglc VlSlOEl to the reahty of a world Where no power can challenge the United States
' m convenuonal terms Accordmgly, rogue states and non—state actors ahke will be

_ tempted 10 resort to modes of attack prevrously consrdered unacceptabie

- The threat posed by asymmeme attack_partlcularly where non-state  actors ~are
- 1nvolvedDrequ1res more than a purely defensrve response 'based on protectmg the
' natlonal heartland The role of the m;lztary 1s to ﬁght and rts capabrhtres are limited when
_"resources are tled up in asset protectlon Homeland securlty rs not assured by focusing
| . mrirtary resources on a purely defensrve posture erevvlse grven the transnat:onal nature

of protean mseeunty, defence se1f~re11ance is no longer a credlble opt;on S

: DiSCIaime'r o
The ideas and oplnlons V}&‘WS expressed in th1s subm;ssmn represent the views of the

author and do not necessarlly represent the posxtron heid by any orgamsat: on..




Australla s Mantnme Strategy ina protean securxty
o | enwronment | |
o Confrontmg the Asymmetric challenge. ._

[A ] technolog:ca! el:te among the c:tzzenry have broken down fhe door and barged in
uninvited, malang it xmposszbie for professzona! soldxers wu‘h their concepts of
profess:onahzed warfare fo zgnore chall'enges Ihat are somewhar embarrassmg

Qlao Llang and Wang anngsm, Unresrrzcted Warfare, 1999.!

| Introductlon . _ _ _ _ _
. Western liberal democrac1es such as Austraha are bemg forced to a(ijust thelr strategic
_ thmkmg 10 deal ‘with the novel cncumstances of What must now be viewed as a protean

“security env1ronment The protean nature of the secunty d1iemma means that

o contemporary secunty concerns have adopted a range of d:lfferent forms and characters—

no ionger are states soleiy pre—occupwd wrth the threats posed by other states.
' _ Respondmg to the new 1nsecur1ty, states have reacted in tho same Way asa person caught

: unexpectediy nudewthey have sought to shleld then' most exposed parts Thls strategy is

- essentlaliy reactive and W111 cio 11ttle to 1mprove condmons of long-term human or

) GCOIIOIHIC secunty Meanwhlle we see conventlonal mlhtary estabhshments employed in

ways for wlnch they are 111—su1ted 1neffect1ve and 1nefﬁc1ent

- The descrlptlon of Austraha 'S Marltl.me Strategy contamed in the Whlte Paper Defence
2000 emphaszses a. defensxve pohcy of demal It states that “The key to defending
Australia is to eontroi the air and sea- approaches to our contment 50 as to deny them to
hostile ships and a.lrcraft’ 2 In the same place the role of the army is lumted to defeating

mcursaons on Austrahan temtory and provn:img ‘oase securxty for alr and naval forces.

. Tins formuiatlon is based on a concept of strategm geography that has been made

' 1ncreasmgly redundant by the protean 1nsecurmes of a globahsed world Tt also fails to

. recognlse that Aust:raha s httoral enwronment lS deﬁned not by an ‘air-sea’ gap, but by

U am an‘-land-sea gap.

! Qiao Liang and Wang Xiangsui, Unrestricted Warfare, PLA Literature and Arts Publishing House,
" Beijing, February 1999 p 43, htfp f’a’www 1nfowar comz’rmi c41/00funrestrzctedwarfare pdf downloaded 22

- August 2002,

L 2 Department of Defence Dejénce 2000 Our Futw'e Deferzce F orce; Defence Pub]ishmg Semce, o




- By 1tself srmply labcllmg thc demai of the arr-land—sea gap to hostrle ships and aircraft
“does not amount to a marltlme stratcgy It is merer an approach to dealmg with one
_ variety of threat—a cont.mgency that IS lncreasmgly less hkely to arise. A true maritime

strategy is drwen by an awareness of all aspects of the nat10na1 interest that are affected

by our aceanic env1ronment As Professor John Hattendorf D1rector of the Advanced

: Research Department at the Umted States Naval War Coilcge has wrﬁten

- A marmme s’crategy is the comprchenswe dlrectron of all aspects of .

_ natzonal power to achieve specrﬁc policy - goais ina SpeCIﬁC situation by

_ exerclsmg some"degree of control at sea. In- understandmg 'the gencral
~ concepts underlying maritime strategy, there are no absolute dicta, onlya

- constantly evolving theory that is ever in need of modification and
- correction through our understandmg Of maritime hlstory, our changmg '

. experiences and challenges and our own reﬂecttve anaiysrs in history in

~the hght of those experlences o :

As the attack on Austrahan CltlZGﬂS in- Ball on 12 October 2002 graphically
demonstrated Austraha s mterests and c:tlzens are represented offshore Our strategic
¢ clrcumstances are shaped by events on land m the archrpelago to our north, as well as in
' the island states of the Pac1ﬁc Austrahan secmty is not well served by & strategy of

jdemal Instead Austraha requlres the abrhty 10 pro;ect 1ts natlonal power to provide

- secunty and to help shape the mternat:ronal strateglc envxronment We need to come 10

- terms Wlth a world in whlch only one Statewthe Um’red Statesq—can honestly expect be
self- rehant in 1ts own. defence We nced to prepare our forces and our natlonal policy for
the challenges of global strategic mterdependenee The issue is no longer the one

.dlmenswnal task of temtonal defcnce, lt is the abxhty to act to prov1de securrty for

-Austrahan crtxzens thelr property and the1r freedom to pursue therr way of life. To

" achleve this objectwe we need to 1ntegrate our mzlztary strategy inito a broader concept of

o nae‘tonal strategy That natronal strateg1c outlook requrres an integrated, ‘all-of-nation’

approach that has been lackmg in the StOVG-pIde departmentahsed poizc:es of the past.

- The challenge for contemporary mliltary forces is to adapt to a world in whrch they no

o longer stand alone as the defenswe bulwark on the ramparts of the nation, but are fully

I. - John'B, Hattendorf *What is a Marltrme Strateg)ﬂ’ in In Search of a Marmme Srmtegy, David Stevens -
_'--_(ed) "Canben'a Paper on Strategy and Defence No.’ 119 Strate ic.and Defence Studles Centre Austral;an '




: rntegrated 1nto the securlty estabhshment Most Westem govemments are mereasmgly

: .'makmg demands of their mllltary forces and for a wider range of operatlons than ever -

| before Consequently, arrned forces must prov1de a much Wtder range of capabrht:es than
i the past If the Australlan Defence Force (ADF) is- to remain relevant in the
. 'eontemporary globai secumty envu‘onment it must be capabie ofa far greater degree of

” force pI'O_] eetlon than prevxously thought possﬂale

- Confrontmg our strateglc legacy : S :
) For thn'ty years Austrahan Defence poilcy has been made in the shadow of the Vietnam
3 War The fallure to achleve Australian objeetlves in that conﬂlct Ied to national security

' strategy bemg conﬂated with a parhcularly narrow f'orm of mthtary strategy The current -

o reassessment of our mantrme strategy comes at the end of a penod dunng which the

o prevalhng attltude to the mthtary was at best mchfference and. Whlch more often
E questwned the need for the contmulng e)nstence of an Austrahan warﬁght;ng capacity.
' However smce the end of the Cold War the Australran Defence Foree has been involved

in an escalatmg tempo of rmhtary operatlons rangmg from Somaha, Rwanda Cambodia,
. the Gu}f and Afghamstan fo Bougamvﬂie, the Solomons and most notably East Timor.

R Although the strategtc gutdance recewed by the ADF has made territorial defence the
| primary pnonty, the strategm reahty is that our forces have been empioyed :n a variety of
~ roles mtended 10 promote mtematlonal seeunty Most of these operatlons have required a

substannai Iand force component Anstrahan troops are- orice again ‘serving in an

o expedxtxonary capa(:lty overseas and have made a s1gmﬁeant COIltIlbllthll to regional and '

| global seeurlty ‘The condztlons of msecunty ansnrg Erom the War on Terforism appear to .
| '_ 'guarantee that Austrahan troops W111 contmue to serve(in coahtxon with other mzhtary

forcesCin reglonal and extra-regtonal theatres o

: .The era of Strateglc paralysxs that foilowed Vletnam appears to-be endmg, but the
. 'bureaucratlc ané academlc pohcy commumty thet emerged in the aftermath of the war
_needs remmding that the atter stages of Cold War stasis were the exceptton in

L Austraha s strateglc crrcumstances Popular percepttons of the 1mpheat10ns of the United

- States’ Guam Doctrine have exermsed undue mﬂuence on Australran pohey for over

S thlrty years Appalled by the escalatmg_Amencan casualty count m Vletnam Pres;dent -

s Australia had pnmary responsﬂothty f r




' ."'.3.6Tb1ci p. 27, para. 59.

own Seeurlty 111 reglonal conﬂlcts Both before Presuient leon proclalmed that d()ctrme
“and smce the collapse of the Sov1et Umon, the mtemat] onal scene has been dominated by

COI’ldlthHS of pretean 1nseeur1ty

] The most Sngﬁcant strategic consequence of the V:etnam War was that it facilitated the
N abandonment of the Eong—standmg pehey of Fomard Defenee that had prevailed during
 the 19505 and 1960s.. The rea.lmes 1mposed by Amerlcan the adoption ‘of the Guam
Doctrme had already led to a 51gmﬁcant re—assessment of thls pohcy In March 1972,
' DE Falrbalm the Mmister for Defence in the McMahon Liberal Govemmem tabled the
. 'Depa.rtment of Defence’ s Australzan Defence Rewew in Parha:ment Whlle acceptmg the
need for greater self.reliance the rev1ew re1terated the lmporta.nee of the defence force
contmumg to make an actwe eontnbutmn to reglonal stablhty It reJected a formulaic

' 'approach to defence pohcy and held that

- The best defence of Australia’s interests is seen to go beéyond the defence
of Australian territory alone. It calls for military capability, evident to
. - other countries, to pro;eet Australian “strength beyond the continental
~ boundaties. In this view Australian security would be best promoted if,
o drawmg on increasingly self-rehant military stréngth, we- continue to
. recognise and suppott the security  interests which we ‘share with those
~‘who are a part of our spe01al strategic environment.. This implies a need
Cto select carefully what we are capable of and what serves to strengthen
- out friends in that enwromnent

 While stressulg that Austraha would need to be more seif—rehant the review reflected the
- fact that Pres;dent NlXOIl s Guam Doctrme dld not represent total dlsengagcment from
. the reglon In fact it eontamed guarantees that the Umted States would prov1de military
 and economxc assmtance 10 1ts alhes 1f they were attacked Accordmgiy ‘greater self-
reliance’ was mterpreted to mean that Austraha would not rely on its alhes for integral

_ operanonal support but would build mereased seIf~sufﬁc1ency in respect of strategle lift,
: reconnmssance artlliery, a;r stnke and sea control.® It dld not mean, as it has come to
mean that Australia felt that it was p0351ble ‘to defend Austraha w1thout relying on the

_- 'combat forces of other countnes L]a laudabie but perhaps 1mposs:bly ambitious aim.” At

* president Richard M. Nixon, Address to the Nazlen on the War in Vietnam, 3 November 1969,
_ http Jhwww.nixonfoandation. org/Researeh Center/1969_pdf files/1969 0425.pdf
" ° Department of Defence, Australian Defence Revrew Austrahan Govemment Pub]zslurzg Service,
-~ Canberra, March 1972, p. 2. : - : .

3000: Our Future Defence For o Gf.iq:ﬁsér’alia;"énbér?a '-2'0'00115. R




~some time durmg the years that foliowed the object:we of assurmg that Australran forces -
. could conduct operatrons w1th therr own dedrcated support morphed into the policy that

- became known as ‘Fortress Austraha

_ The need for a greater dcgree of operatlonal self—rehance was not a concept that was
- contested before or aﬁer the 1972 Federal electlon Instead the main focus of strategic
.-'pohcy in the years followmg Austrahan drsengagement ﬁ‘om South East Asra was the
: .: focus on the territorial defence of Austraha Thc adoptxon of this pohcy was confirmed
by the 1976 Defence Whrte Paper Thls document was commissioned by the Labor

e Government but released by 1ts successor Lrberal Government

" Two documents ‘have been most - mﬂuentral in shapmg the dzrec’oon of Australian
R strateglc pohcy in the thrrty years smce ‘the end of Austraha s involverient in Vietnam.
These are Dr Paul Drbb"'s Revzew of Austmlza s Defence Capabrlrtres which was
: submrtted to the Mmrster of Defence 1n 1986 and the 1987 Defence ‘White Paper that was
: based on lts ﬁndmgs 'Ihe leb Report was undoubtabiy the ‘most comprehenswe
analysrs of Austraha s defence sxtuatron yet undertaken Yet it was the last such review
' undertaken in the context of the mtematlonal sztuatlon that ex1sted before the dawning of
the mformatlon age and durmg the Coid War Whrle statmg that Austraha was ‘one of
the most secure countrres in the world’ it proposed a strategy of demal’ o concluded
| that Austraha s most 1mportant defence planmng concem is 10 ensure that an enemy
.' _ 'Wouid have substanttal dlfﬁcuity in crossrng the sea and arr gap to Austraha s north.*? In
- the context of the Cold War wrth the Umted States still badiy scarred by the Vietnam

_'expenence and Still focusmg on the defence of Western Europe these attitudes were

} defens1b1e _They did not, however reﬂect a natlonal securrty strategy that took into

E account non-state based threats to Austrahamoniy a mrhtary strategy that was defensive

. artd reacttve It was an approprrate stop gap pohcy durmg a penod of superpower

¥ See for example:.“Defence Policy’ Statemcnt 1ssued at press conference held in Brtsbane 18 October
' 1971 by Mr E.G. Whitlam and Mr L. H. Barnard; L. Barnard M.P.; Deputy Leader of the Opposition,
' Statement on Defence (White Paper) 11 April 1972; Extracts in Defenee and Foreigr Affairs from the
" Ausiralian Labor Party’s P,’ag“orm Communon and Ra!es, as approved by the 30" Federal Conference, .

' 1973 Sirrfers Paradise. - .

= __-'._-_}987 Australian Governihent Publishing Service, Canberra, March 1987

: ® See Australian Defence, Austrahan Govemment Pub]rslung Servrce Canberra, I9?6 p. 10.
1% Paul Dibb, A Review of Australia’s Defence Capabilifies: Report to the Minister for Defence, Australian
. Government Publishing Service, C&nberra March 1986; Departmérit of Def'ence The Defence of Ausrmha _

e Dtbh 4 Rewew of Austraha s Defence Capabrhtres pp. Iy 3 174- 6.




. deadlock Ne:tther the- leb Report ot the 198'}’ Whlte Paper developed anythmg more
'.than the strategy of dental—mboth focused on unmedlate defence capabﬂmes and

- Austraha s strateglc settmg Thc Whlte Paper afﬁrmed that the defence of Australia was

o based on the concept of defence in depth 13

- The end of the Cold War and the emergence of novel globa} 1nfonnat1on ‘economic,
¥ poh’ncal and socml networks radlcally altered Austraha S strategic s1tuatlon and should
| '_ have prompted a reassessment of Austraha g strateglc and defence pohc;es This did not

oceur. Deﬁzndmg Austmha the 1994 Defence Whlte Paper re1terated the nostrums of
 territorial defence and self-rehance and emph351sed that Aust:raha s ‘strategic geography

s central m plannmg our defence posture and capabthﬂes Dunng a period of
- globahsatton, when the sxgmﬁcance of strateglc geography as the dominant factor in
' natlonal securtty was clearly dmnmshtng, the Department of Defence Was still clinging to
'the vent1es of the past That posxtlon was consoltdated thh ‘the Department’s own
| rev1ew, Australia’s Srmreglc Polzcy, released in !997 and as already dcmonstrated

; remams ev1dent in the current Whlte Paper

E Desptte the prtortty placed on’ temtonal defence, w1thm three years of the 1987 White
. Paper the ADF was prowdmg naval assets to the war for the Itberatton of Kuwait. Three
) years aﬁer that an mfantry battahon group was deployed on a complex peace

o enforcement operatlon 1n Somalla and saw combat Austraha played a major part in

peace operatlons n Cambodta and has sent its troops in hann s way in Rwanda,

. Bougamvﬂle and the- SoEomons ln 1999 the’ ADF mounted and commanded the

o mtematlonal operatlon to restore peace and securtty in East Tunor and has continued to

B prowde the Iargest contlngent m the mulnnatlonal UN foree that took over respon51b1hty

' 'for that country Austrahan ground troops were once agam conductmg operattons in
South East As1a Pecuharly, no government had requzred the ADF to prepare for the

' command of a multmatlonal mtlltary operatlon offshore though once the contingency

o arose the m111tary was expected Y deaI W1th the problem The prevaﬂmg strateglc

: orthodoxy was snll dlctated by the assumptlons that had been dertved from the polmcal -

B Department of Defence The Defence of Aasfraha 1 98 7, p 31 '
o '* Defending Attstmha Deﬁmee Whtte Paper ] 994 Austrahan Govemment Publishmg Ser\flce Canberra _

Department of D ' ence Austraha s Strateg:c Pohqy, Defence Pubhshmg ad Vtsual Commamcatzo




struggies over Austraha s mvoivement in the Vletnam War The actual employment of
_'.the ADF Dand the Army in part:tcular :lhad nothmg in common with that guxdance

Mlsreadmg the lessons of our mvoivement 1n V;etnam dld a great deal of harm to
Austraha S strategm vision and the capacn;y “of its armed forces to- do the national
_ b1ddmg No threat-based strateglc scena:r:o ever eventuatedJ nor was it ever likely toDat

 least if Austraha was expectmg to be se]f»rehant 11'1 its own defence However at the time

- of wrztmg, Austraha is countmg the cost of the most wolent attack on its cztizens since

the Second World War. It is well past tnne that Austraha develops a concept of strategy

' that matches its acmal secunty envu‘onment

Revolutlonary change in our strateglc cnrcumstances o

Conventional mlhtary forces can prov1dc only a hmlted range of capablhties to deal with
the exceedmgly varlablc secunty concerns facing modern govemments Asymmetnc
‘modes of violence as well as attacks on the civil mfrastructure of a state may be adopted
by non-state actors’ such as rehglous and pohtlcal g:roups criminals, war lords in failed
states and even smgle issue groups such as radical environmentalists and economic
: !uddltes It is not possxble any more to draw an artificial distinction between defence—
| whlch is what mllltary forces domand state security, which is the province of police
forces. This is not to say that thc armed services should seek to develop constabulary
functions. The Amencan strateglc Iconoclast Licutenant 'Colonel Ralph Peters has
' fomlbiy made the pomt that ‘the mlhtary is not a surglca.l instrument—it is a
' slcdgehammer It is for breakmg bones and smashmg in skulls.”*® Police forces and
mtelhgence orgamsatlons are thc Shleld of 1he state—its armed forces should be its
. unsheathed sword Ne1ther is useful wnthout the other to win ﬂle ﬁght they need to be

_ W‘ielded with premsmn and in coordmatxon .

Military establishr_n‘exit_s are accustomed 1o contending with the security problems faced
by the prospect of conventional inter-state war. That threat has not gone away, but in the
aftermath of the Cold War it is only one of a suite of threats and security concerns

confronting states. Ralph Peters has painted a world in which defence forces will have to

_counter the threat posed by ° “warriors—erratic primitives. of shifting allegiance,
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habltuated to VIOIence, w1th no sta.ke 111 cwll order’ 17 We recogmse them in the militias
' of the former Yugoslav1a in Chechnya, East Tlmor and Slerra Leone. We see them in the

© harco-marxist groups that mfest south and central Amer;ca They eXlst in the armies of

- the war lords of Afghamstan, Somaha and the Sudan ‘While in the past we could depend

on- these groups bemg quarantmed m the Thlrd Worlcl they are. begmmng to adapt

o themselves to the era of giobahsatlon and are becomrng transnational in nature. As the

R ~events of September 11; and most recently in Bah demonstrated, globahsatlon has given
them the opportunity to travel, to ‘construct alhances between disaffected- groups and to
' find new sources of fundmg In our new world these warrlors provide the foot soldiers
of underground terrorist groups hke al- Qu aeda, Hamas the Abu Nidal orgamsatlon and

- the Irish Republican Army. Peters forecasts that in our immediate future: _

There will be fewer classic wars but more violence. While conventional

war will ‘remain the means’ of last resort to' resolve - interstate

* confrontations, the majority of conﬂtcrs will be asymmemcal with a state

- or coalition of states only one of the’ possible participants. The rise of
. nonstate threats is a tremendous problem for Western governments and
- militaries, because we are legally and behav1orally prepared to fight only
- - other legaI basis states—mirfor images of ourselvesmat a time when

.- state power and substance are dechmng WoridWlde

| The battiespace rnhabited by these warnors is'no longer _}qu the mean streets and jungles

_ | - -of margmahsed eount:rles They can, and mcreasmgly w111 brmg their brand of warfare to
. the hitherto secure Flrst World Consequentiy, armed forces need to consider how and

: 'where they wﬂl engage these enemles Idealiy, with good mtelhgence and demonstrable
evidence of the1r plans they can be mterd1cted before they launch their attacks. For that to
' happen countnes that are orgamsed agamst terronsm will have to cooperate to maintain

suﬁicrent premwn stnke forces to be able o conduct operatrons on a global scale.

: However we do not mhabxt an ideal worid It w111 not always be possﬂoie to interdict

attacks before they occur, and in those cu"cumsta.nces the rmhtary will play a part in crisis
| .response The mam role of the armed forces is not to prov1de border and key asset -
-protectlon and emergeney serv1ccs though it may supplement the cwrhan agencies

_ -_charged Wlth those functions. Austraha s professxonal armed forces in cooperation with

' Lientenant Colonel Ralph Peters (USA—-Ret ), Future War, BBC Television, Final episode.
7Ralph Peters, Fighting for the F uture. Wsh‘Amenca Trmmph? Stackpo]e Books Mechamsburg, PA
' $.32. (Emphas1s added) . _ . o
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' therr tradmonal aEEres, need to be capable of conductmg operatlons that will deny
- ‘wartiors’ any piace of lrefuge On occas1on thlS rn1ght 1nvoive destroymg togue states,
: .though more comrnonly it wrli mean defeaUng asymmetnc foes 1n the falled states that
| they nlhablt and then estabhshmg the precondmons for cw11 reconstrucuon This is the
; greatest contrlbunon that mrhtary forces can make to natronal defence and. 1t is not that

_ great a departure from their traditlonal role S

| Whether we care 10 admlt 1t or not the deterrent effect afforded by the armed forces of

: Iegxtlmate states underpms the secunty of ou:r natlonal and rnternational systems.
’ However ina protean secunty env:ronment that protectxon is only avarlable when it is
o credible. ConseQuently conventmnal defence forces need to estabhsh seamiess links with
: the other organs of the nanonal secumy estabhshment What is more, those synergies

L have to be developed in common wrth other states that face the same threats

Countnes llke Austraiia are generally 111-prepared to adapt to a strateglc s1mat1on where
'the mam threats to the physrcal and economlc Wekk bemg of their citizens emanate not
. from other states but from fundamentahst sects, non-vrable natlons non-state actors and

_ wrtuai assomat:ons Tradmonal departments of defence have not pard much attention to

- those non—nnhtary secunty 1ssues that cannot be dealt w1th by the apphcatlon of _

-_dlrected v;olence Wxth the end of the bl-polar deadlock that charaetensed the perlod of

the cold war, the namre of human conﬂlc’f has reverted to a'more atav1strc state.

._ _ Professor Ehot Cohen head of the School of Advanced Internat;onal Studies at Johns
: Hopkms Umversrty 111 Washzngton has made a useful analogy with the 01reumstances

- that prevaﬂed durmg the- Mlddie Ages He pomts out that in the medieval penod ‘a
number of entxtres ‘waged war—states to be sure but also crusadmg ‘movements,

' .rehglous orders, prmcxpalmes and entrepreneurs’ e Those entlues ate vnth us once
‘more. In the networked era of the giobal econorny, of mtemational information exchange

| and ‘western cuItural ascendancy, sufﬁment of those groups have the will and the

- capab111ty to wage war or at least conduct polmcal vmlence We have only to think of

-orgamsatlons such as a.l Qu aeda Abu Nldal’s Fatah Revolutronary Council, the Red

L Bngades Aum Shmnkyo, _Hamas and Jemaah Islarmah Mlhtant virtual assoclatlons

O hiap e
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such as Sll and some radroal arnmal hberatlon groups have demonstrated a propensity to

' employ violence for polrncal ends

When violence is used against.n'fhole'.societies. for political ends, it cannot be simply
: dtsmlssed as a criminal act. The mtentxon of the aggressor is to wage war, and i in some
crrcumstances a military response wrll have 1o piay a part in the security operations that
follow The m111tary is most hkely to become 1nv0ived in clrournstances where states or
asprrrng states sponsor terrorist groups or resort to terronsm themselves The list of states
that conduct asymmetrtc_eonﬂrct_ by _proxy is 4 long one and has 1neludedr Iran, Iraq,
Afghanistan, Libya, North Korea, the Sudan and Syria. Other forms of asymmetric attack
" on behalf of states have become 'eoinm'on In the"weke of both the bombing of the
Chmese embaSSy in Belgrade and the Apnl 2001 spy plane 1nexdent computer hackers

located rn Chrna launehed a number of eoordmated attacks on Umted States Government

- financial and public uttlrtles Websrtes Aithough it is not suggested that these cyber-

attacks were undertaken at the behest of the government of the People s Republic of
+ China they do demonstrate a drsturbmg new realm i 111 which asymmetrrc attacks might
- take placew—and with devastatmg consequences Perhaps most the most a.larmmg aspect
of these developments is the possrbrhty that the convenﬁons that have governed the way
that states make war will break down under the mﬂuence of new forms of war and new

' adversarles '

o This last po‘ssioility is one that was 'taken'up by Senior Colonels'.Qi'.ao Liang and Wang
X1angsm of the People’s: leeratton Army (PLA) in their 1999 book Unrestricted
-'Warfare ‘The book, whrch reeerved some tacit endorsement from the PLA leadership,
suggests that weak states m1 ght defeat stronger states by usmg other means than force on

force conflict. The book con31ders the use. of too}s sueh as terrorrsm cyber attack,

- psyehologreal warfare and weapons of mass destruenon Wh:le states will usually resile

L Chlnese hack ettack, BBC news, 28 Aprll 2001 http fr’ ews.bbe.co. ukflfhrfwor]dfamerroas! 1301327 stri;

B from such methods for fear of greater retahanon there i isno guarantee that a desperate

' rogue regtme mi ight not see thern as weapons of last resort

- P Eliot A. Cohen, ‘A Tale of Two Seoretarles Foraign Aﬁ”mrs' Menyune 2002 WWW foretgnaffan‘s 0g,
" downloaded 22 August 2002. :

0 NN, ‘Hackers attack US goveriment websrtes in protest of Chlnese Embassy bombmg 10 May 1999,

- hittp:/fwww.cnn.con/ TECH/computing/9905/10/hack.attack/ ; iDefense lric, ‘Will Chinése Hackers Attack

the US Again’, 22 April 2002, hitp://www.idefense. oom!lntelb’CIOéllO(}z himd ; Kevin Anderson, ‘US fea;rs L

gust 2001 http: !fzdnet com. comf2100~i 107 8
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- 'Accordmgiy, 1t may not matter where threats emanate from what does matter is the

. extraordmary vulnerabﬁ:ty of contemporary soc1et1es to destructwe attack In this sense,

. Qlao and Wang and those Who concelve of conﬂlct in protean terms are the Worthy heirs

- of Clausemtz The venerable Germa:n argued that war was ‘the contmuatxon of pohcy by

- other means and that consequently War was an act of force to compei our enemy todo

19 21

I our W}l In eaxly nmeteenth century Europe when Ciausew:tz was wrltmg his classic

. work it was dlﬂicuft to conceive of modes of force other than rmhtaxy power which

- could compel whoie peoples to do one s Wlll In our h1gh1y urbamsed networked,

. :'technologlcaiiy rehant some’fy thls is no longer the case Qxao and Wang pomt out that -

" war is not obsoiete, ‘it has oniy Te- 1nvaded human socxety m a more compiex more
. extenswe more concealed and more subtle manner It has metamorphlsed in such a way

'_The new prlnelples of war are no Ionger ‘Using armed force 0 compel :
" ‘the enemy to 'submit to one’s will’, but rather are ‘using all means,
" including armed force or ‘non-armed. force, mlhtary and non-«mlhtary,'
- and: lethal and non-lethal means to compei the enemy to accept one’s
'- _interests L : "

The shlft of emphasxs from the crude 1mpos1t10n of one s WIH to the more’ subtle .

S compulsmn that comes Wlth wxeldmg mﬂuence 1s one that empowers the new spec1es of

o non-state actor Not smce the nse of the nauon state as the ultxmate rep031tory of poh‘acal

" power have other ent:lues been abIe to wage war w1th any reahstzc expectatlon of
ach1ev1ng ‘their ends Two aspeets of globahsatlon“the mternauonahsation of access to
. mformation combmed w;th the ready avallabﬂlty of weapons that can target the cohesion .
of the state—have changed all that Even loosely orgamsed mterest groups can now make
- the sort of grand’ hlstory that has been the ajmost excluswe provmce of the state for

.' three and a half centurles _' N L

. In the Westem world soverelgn states consohdated thexr almost excluswe monopoly on

- "mlhtary and pohce power from the mlddle of the Seventeenth cenmry Durmg ﬂllS perlod

' the Iegxtzmacy of 1nd1vxdual states and the mtematlonaj system they formed was based on

< Carl von C[ausew1tz On War, ed and tran' "M How "d' and Peter Paret, Prmceton Umvemty Press,:
Pnnceton NJ 1989, pp. 77750 o . S
and Wang Xlangsm,.Unresmcre Warfare
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:the constructlon of an eEaborate set of understandmgs about the Way in whrch force could
' be used Warfare became rncrechbly destructlve, but the predomlnant pnnc1p1e of
'1ntemattonal affarrs was the preservatxon of a balance of power The soverelgn state
3 mlght be nnperfect, but it was mdeiy held to produce a form of symmetry Like states
| _ could relate to hke states | R e

o .The eonsequences of thrs baiance were predrctable States sought to compete vmh each

- other i 1n conventlonai Ways They buzlt up thelr mtlztary forces to guarantee Victorym
' 'even lf that 1nvoived attrition. - As Cohen pomted out ‘the dominant form of military
- power con51sted of Iarge forces eqmpped for an all out contest of lnn;ted duration’.”
) Land sea. and Iater arr forces deveioped sxmllar capabrhtles and planned to defeat each

3 ' other e1ther by the use of mass or by phy51cal manoeuvre The penod of nuclear stand-off

o _-_rnerely served to' conﬁrm the symmetnc element that ex1sts in the conﬂlct that occurs

. between states In the aftermath of the CoId War the greatest challenge to national

o defence estabhshments has been the emergence of an almost 1nﬁn1te varzety of other

- secunty concerns Thrs s1tuancn 1s not Just the consequence of the rnherently pessimistic

- outlook of strateg1c pIanners Aithough the threat of a masswe nuciear exchange has
3 receded the apparent w1llzngness of margznahsed groups and rogue reglmes to use mass

- _ casualty terronsm to ﬁn’ther thelr ends 1s a new and extremely worrymg devekopment

: ‘Homeland Defence’ and asymmetrlc threats R _
-_ Although the rnam argument of ﬂ'llS subnnssmn is that the only way m deai with,

'_'condltxons of protean 1nsecur1ty 1s develop Versatﬂe and 1ntegrated secunty capabrhtres

S the specrﬁc threat that asymrnetnc attacks pose to the domestlc populatron and v1ta1

- __natlonal assets reqmres some deﬁmtlon Austraha can never be secure m an msecure :

- .'.-worldmrts popula’uon and 1ts mterests extend far beyond its temtor:al botrders.
Nonetheless, there shouId be a sphere of natlonal pohcy that is devoted to dealing mth
those secunty issues that fali between the stovepxpes of the dcfence police and N

'_'-mtelhgence estabhshments Ina recent speech at the Austrahan Defence Coiiege the

) Mimster for Defence, Senator Robert Hlll pomted out that
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As’ elsewhere our mstttutlons are . stlll strugghng to come to grips ‘with
. :these challeniges and to mount the sort of holistic, inter-dgency responses -
~ required to ‘meet them. - Energetic and- concerted " diplomacy, law
. -enforcement and 1ntellrgence cooperation and ‘aid are- fundamental to -
-~ these efforts. But govermnentsmmcludmg the Australian Government—

“are increasingly ‘turning to the military to provide solutlons to an ever
- expandmg range of problems close to home and far away

The Amerrcan response to the September 11 attacks is mstructrve Faced with attacks

- W]ﬂ'lm its own oountry, the Bush Adm:rustratron moved fast to establish an Office of

. Homelaﬂd Seounty under Governor Tom Rldge His first task was to produee a National
- Strategy for Homeland Secumty Thrs doeument was released in July 2002 and

represents a valuable baszs for the creatron of a whole—of-govermnent approaoh 1o the
| threats faemg the Umted States Of course Austraha mhabrts a different strategic
-envrronment and has srgmﬁcantly d1fferent adrnrmstratwe and constitutional processes.
'Nonetheless, the Naoonal Strategy for Homeland Secumy describes four ‘foundations’
for homeland securzty that mrght be adopted with proﬁt by Australia. They are: law,
_ serence and technology, mfonnatlon sharmg and systems ‘and international
. cooperatton As a eoneeptual f.'ramework for evaiuattng homeland security measures

' they represent the strengths of an 1nformatron age western democraey

‘The natronal strategy adopts a restrretwe definition of homeland secunty—whlch is just
~ as well because too many pundlts sought to bmrg all aspeets of natlonal security under -
| thls one banner Homeland securrty must be a sub—set of broader national interests is it is
to have any meanmg or value. ‘Homeiand securrty is defined as “a concerted national
effort to prevent terrorist acts within the Umted States, reduce America’s vulnerability to
 tetrorism, and mrmmrze the damage and recover from attacks that do oceur’.”’ Special
| .attentxon IS grven to protectmg agamst and preparmg for what are termed ‘catastrophic
threats”. The focus on terrorism 1s probably t00 hmrtlng, beeause in the transnational
conﬂxct sparked by the events of September 1 1 1t is worthwhile identifying the full range
of threats to an open socrety Nonetheless the Office of Homeland Security determined

that: o '

% Senator the Hon. Robert Hill, Minister for Defene’e’ ‘Beyond the White l’aper Strateglo Directions for

DG duly 2002,
' }_-%Ibldx

. Defence’, Address to the Defence and Strategic Studies Course, Australian Defence College, Canberra, 18
June, 2002 ‘Wwww.minister.defence.gov.au/HillSpeechtpl. cfm?Currentfd=1605, downloaded 25 June 2002.

B Office of Homeland Securtty, National So‘ategp: for Homeiand Secar:ty, The W}nte House, Washmgton _
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The greatest risk of mass casualties, massive property loss, and immense
- social disruption comes from weapons of mass  destruction, - strategic
 information warfare, attacks on cr:txcal mfrastructure and attacks on the
~ highest leadership of govemment

Wlth]_‘(l the territorial borders of the state such attacks by non-state actors are terrorist.
but they also belong to the larger oategory of asymmetric threats. It is conceivable that
these: methods could be employed by a vanety of entltles——mcludmg states. We need to
come to an understandmg of the extent of the threat that asymmetrlo methods pose to the

estabhshed order

: Definmg asymmetr:c threats L

The fact that all states are dlﬁ"erent in the extent- of then' power has made it difficult to

arrive at a workmg deﬁnmon of asymmetry It is unportant to draw a distinction
between, on the one hand the asymmetnes that exist between all organisations (including

| states) in terms of the extent of their m111tary _capabthtzes and on the other, the application

~ of asymmeiric strategy in armed conflict. 'S'or'ne' have s'oughtt'o' simplify asymmetry—

. arguing that it is what happens when a non-state actor attacks a state. Others have argued

. that all conﬂlct is asymmetrtc because ali opponents are mlsmatched in some way.

Neither of these axguments is sustamable because nelther takes into account the strategic
_. objectives of the party that feels that it needs to resort to asymmetry Asymmetne threats
are most frxghtenmg because an opponent feels free to play by different rules and in a
way which one finds difficult to counter Asymmetnc threats belong to a province of
- conflict that i is much less predlctable than the niore ordered compehtmn that takes piace

_ between partles that have more to' gam by observmg certam limits on conflict.

~ Steven Metz and Dougla's Joh'nsonf oﬁf 'the US Amy’s Strategic Studies Institute have
proposed what is probably the most comprehensive definition of asymmetry. They argue
that: = '
[A]symmetry is actmg, orgamzmg, and thmkmg ‘differently than

‘opponents in order to maximise one’s own advantages exploit an
. opponent’s weaknesses, attain the: initiative, or gain greater freedom of
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 action. It can be pol:t:cal—strategxc mzhtary srraregtc, operational, or 8.

. combination of these. It canentail dtfferent methods, technologies,

- values, organizations, time perspectwes ot some combination of these. It

- can be short-term or long-term. It can be deliberate or by default. Tt can -
. be discrete or pursued in conjuriction with symmetrlc approaches It can

B 'have both psychological and physzcal dimensions, %

The deﬁnmg charactenstic of asymmetrxc threats is that they are different from the
tacttcal and operatmnal methods that we feei able to employ. Because they are
unpredtetable it is difficult to prepare for them or to create organtsatrons ‘thdt can counter
- them. Conventional defence estabhshments find it partrcuiarEy difficult. to develop
methods to enable them to contend th_h unconventional opponents using unconventional

means.

Metz and. Johnson 1dent1fy two types of strateglc asymmetry posmve and negative.
_ Posmve asymmetry is what our srde does—the use of drfferenees to create an advantage.
Our positive asymmetnes are predommantly technologrcal The ADF and its partners
enjoy a proporuonate advantage in ﬁrepower battleﬁeld survelllance and command-and-
: oontrol systems over most hkely adversanes We also enjoy an advantage in the training
and educanonal standards that we bestow on our troops These asymrnetnes are so
'obvrous that we tend to take them for granted. We' rnay not even regard them as
asymmetnes_though we can be assured that an’ outmatched adversary will be fully
aware of them. Our comparatrve advantage is bought by mvestment of significant
.resources in both men and eqmprnent By companson negatrve asymmetry is the
_ drfference that an opponent WIEI use to target our Weaknesses and vulnerabrhtres If we
are to succeed in asymmetﬂc conﬂrct we need to be aware of those pomts of weaknesses

and use our Strengths to compensate

Recent conﬂict.s provide us with arange of enarnples of different asvntnietric methods.
At its crudest level, in"Mogadisha in 1993 the' use of cheap rocket-propelled grenades by
‘the Somali militias- agalnst vu]nerable expensrve hehcopters was an example of
exploiting technologrcal drfferences to achleve a srgmﬁcant cost-benefit outcome. It was
also an example of . a method bemg adopted that was beyond the intended use of the
_weapon but that was nonetheless eﬁ‘ectlve More fnghtenmg, though was the use of

asymmetnes of will and of normanve behawour Asymmetnes of will occur where one

.. % Steven Metz and Douglas V. Johnson_ ]I Asymmeny and U. s, Mffttary Sb-ategy Def inition; Background
cmd Srrategrc Concepis, Strategic Studies Institiité; Carliste PA; Tanuary 2001, pp 5 6(Empha51s in:
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party is fully cornmrtted to the struggle and the other is engaged in promotmg 1ess~than—
y 'v1tal mterests 30 In Somaixa the Habr Grdr elan were ﬁghtmg for thelr pohtlcal survwal
'whereas the Umted States was present in Somaha for humamtanan reasons. The Habr

- Gidr clan was. Wrilmg to ﬁght to the death and to act m a way that a professronal mrirtary

o ._ would not. By comparison, Somalra Was a zero-sum game for the Umted States. US

_'d1sengagement demonstrated that a comn'utted ﬁghter could ‘beat a more powerful

adversary in crrcurnstances where the Iatter drd not see 1ts interests as bemg mvoived

B Closely assocrated WIth asymmetrres of erl are’ normatrve asymmetrles, which appiy
~ when the - opposrng partres do not share common behakural or cultural. norms.
_ September 11 was so shockmg to Westem sens1btht1es premsely because we could not
: understand what could cause the terror;st 1o 1mmolate themselves In the succeedrng war.
in Afghamstan we found it drﬁ'rcult to comprehend why Talrban ‘warriors ‘chose to fight
to the death content in the knowledge that at least they mlght have a chance of killing a

: few of their Westem opponents The. mllmgness of pre-modem warriors to use their

- women and chrldren as shrelds, of to use swarm tact1cs agamst forces employing superior

-ﬁrepower seem alren to us Yet thrs 1s what happened to the UN forces in Somalia,
Russian troops in Chechnya and to the Israehs ln the West Bank It will happen agarn :
] Future annles Wﬂl need to be prepared to ﬁght opponents (state or non—state) that are

- prepared 0 brmg the battle to them on thelr terms o

Ttis worth contrastmg the mclusrve cieﬁnmon of asymmetry wrttr the more sceptrcal .

o . 'approach adopted by the promment Brltrsh strategrst Coirn Gray Professor Gray, argues

that the current fascmatlon wrth concepts of asyrnrnetnc warfare I‘lSkS overstatmg the

3 obvrous and that ina prac’ucal sense, the term 1s rneanmgless unless 1ts use is confined to

o 'terrorrsm Waged by an 1rregular foe It is not enough for a threat to be ‘different’ to

- quahfy as an asymmetrxc tactlc Gray pomts out that all tactrcal operatronal and strategrc' _
" behaviour seeks to estabirsh an asymmetnc advantage o .

That bemg satd Gray argues that to be useﬁd m the formulatron of strategrc pohcy, we

. need to focus on threats that not only target our weaknesses but ‘which, if executed,

_ could wreak great harm upon our 1nterests. His argument_ 1s_ that an effective asymmetric

| _._-mjbrd:p 10. e
o hie ) ters, Sprmg 2002 Pp. 5 14
June 2002,
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_'attack causes strategrc paralysrs 1n rts target and consequently 1f we are to perform_ SR

o competently 1r1 deterrence we uced to address empathetlcaliy the 1ssue of how by our:_ L S

L pollmes we can negate the pohtlcal effects of tactlealiy successﬁjl terronsm’ 22 There is .

o no great gap between the theorettcal appltcatlon of asymmetnc concepts proposed by -

o ;{Metz and Iohnson on the one hand and Gray on the other Gray concentrates on the =

' _:' vulnerabﬂrty of states to asymmetnc attack rather than the use of such methods by the

T state 1tself He accepts that states wﬂl have to counter the1r more elusrve non-state-- o

o adversarres by denymg them legrtzmacy and effectweness Wntmg m the hght o:f the

- 'events of September 11 hlS conclusron rs slrghtly self—contradlctmg—for although he

- rcjects the 1dea that asymmetry 1s newmhe suggests that

o ...We need 1. 1dent1fy and thmk hard about threats to which we lacl(
- “obvious - responses. ‘In - effect - this - pomt advrses asymmetnc even
L :.unconventlonaliy 1rregular approaches on our part. We have to learn to -~
© . ‘respond differently, but effectively, to threz h cannot be answered ©
- in kind. The United States has to ask" 1mag1na_ ely What it is that its -
R 'asyrnmetnc foés value h1ghiy, anci dewse ways repare mcans to hurt R
e f-those Values severely : S . o

S ‘Homeland Defence m Austraha s strateglc envnronment

Smce September 11 the phrase ‘Homeland Defence 1s on everybody s Irps as if it is

'-'somethmg new Of course rt is not parttculariy m the Austrahan context For the last'_ :

. _:_tlurty years the development of Austraha s armed forces has been dnven by the

percelved need to defend Northem Austraha from ralds or hrgher level incursions by-- -

E conventlonal state based forces After Vretnam successwe Austrahan Governrnents
. concentrated the efforts of the defence force on the terrltonal defence of Austraha a -

trend that the vcteran Indochma correspondent Dems Warner descrtbeci as ‘a’retreat -

rather than an advance m Australra s relatrons Wlth Asva’ & Of course plamnng for the -

_'temtortal defence of Austraha was postulated on a threat ongmatmg w1th some other -

o :_-_-'state That apprecratlon led strategrc planners to develop a concept of defence in depth L

whereby Austraha s conventronal defence force Wouid mterdtct enemy forces in the sea- .

o 'alr gap to thc north The Deﬁznce of Ausfralza the 1987 W}ute Paper ha.s dommated the _' :

- 32 Thid,

Sl B hid,

- ™ Denis Wanie'r;"oenera;”‘ ites opens the door’, dsia-Paci '--.'_-'__'“’3"-Reporrer, Aprrl-May 1992,p. 18
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development of defence pl anmng 1o the present day Nexther it, nor any of its successor
documents have conSIdered the poss1b111ty that the defence force mlght have to conduct
combat operatlons agamst non-state actors who are capable of causmg mass casualties or

who could cause damage to Austraha s c1vﬂ mfrastructure

~ The Defence Whn;e Paper released in 2000 chd Identlfy a category of ¢ operat:lons other
_ than conventional war’ and spelt out a number of operatlons that the Austrahan Defence
Force (ADF) has camed out in recent years Most of these operations have been
conducted in countrles riven by 1nterna1 conflict, and they include ‘humamtarkan relief,
evacudtions, peace- keeplng and peace enforcement’ 3 These missions were labelled
‘new nfnhtary tasks’, though to be honest they wouid have been famxhar to Caesar’s
1eg1ons The thte Paper also recogmsed a varlety of non—mlhtary secunty issues’ such
as the tIn‘eat of cybcr attack border secunty, 111ega1 ﬁshmg, p1racy and counter-
_ terrotism.” The authors of the White Paper recogmsed that the ADF had an increasing
role to play in addressmg these non-mthta_ry securlty coneerns, “but noted qmte properly,
that the use of the ADF: . '

- [Trained and equipped for armied conflict—is not necessarily the most

- cost-effective way to address new non-military security concerns. -
g Civilian TESPOnSes may be more appropriate. Our approaclt is to draw

- ‘on the expertise of the Defence Force where it is most appropriate to

- do'so, but not to allow these roles—important as they are—to detract
. -from’ ’d%e ADF’s core- funcnon of ‘defending “Australia frorn armed

“attack.”® :

- In his speech at the Austrahan Defence College Senator H111 pomted out that Austraha s
current strateglc 51tuat1on was one in Whlch transnatlonal threats had moved to the centre

of the 111temat10na1 secunty agenda He concluded that

B [The} defence of Austraha and it mterests does not ‘stop at the edge of
- the air-sea gap. It proba‘oly never made sense-to conceptualise our
- security interests as a series of dnnlmshlng conceritric circles around our
 coastline, ‘but it certainly does not do so now. We are seeing a

_ fundamental change' to- the notion”t'}nit our secu’rity .respcnsibilities are

. Depart:ment of Defence, The Deﬁznce of Ausrraha, Austrahan Government Publishing Service, March
. 1987..

. % Department of Defence, Defence 2000 Our F wture Defence Force, Defence Pubhshmg Service,
"..:Canberra,ZO{}O P10, - : B . .
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conﬁned Iargely to our own regzon The ADF is both niotre hkely to be .
depioyed and mcreasmgly hkely to be deployed well beyond Austraha

~ Senator. Hiil' 'efgued that stfate'gists h'a'd to ‘e'mbra'ce"'e bfoader; 'more "'eomprehensive
-deﬁnmon of secunty The amﬁmal d1st1nctlon between xmhtary and non~m111tary

'seounty concems is sxmply not relevant 1f mllltary capablhnes are employed in an

- effective manner to amehorate, deter or defeat an extemai thxeat As he suggests secunty

. concerns span a broad spectrum and m111tary capablhtles may be employed in a
' dxscrlmmate manner at v1rtually any pomt on that spectrum Some threats mlght require a
-conventlonal mlhtary response some an uneonvennonal response “and others—no

" _' mlhtary response at ali Examples of thlS range of OptIOIlS might mclude, in turn: a
: conventxona} stnke ata terronst headquarters the use of specxal forces to arrest a terrorist
.' leader in a hostlle or falled state or usmg pohce and mtelhgence assets to round up a .
_'terronst network In" va.rymg c1rcumstances dlfferent approaches wﬂi be appropriate.

» What the contemporary mlhtary estabhshment needs to cons1der is what capabﬂmes need
:to be developed 10 enable them to carry the ﬁght to non~trad1ttonal enemies if

| -_ carcumﬂances should reqmre 1t Senator Hill hlghhghted the need for an enhanced

' emphas,ts on protean secunty pianmng when he concluded that in the past

- Some military planners paid lip-service to the new, non-traditional
‘challenges’ to security—or “soft securzty issues as they are sometimes

. labelled. But there was often a sense that people in the military regarded -
.. these issues as' somethmg of a side-show, a distraction from their core
- - business of preparing . for ‘and -conducting’ “high-end’: ‘war-fighting . '
- Recent events have highlighted, however, that terrorism and assomated
o '_transnatxonal phenomena such as money laundering and smuggling in -~

 drugs, gins and peopie have moved to the centre of the international

_- '_secunty agenda : : :

_' The need to develop a oonceptlon of natlonai securlty that :mciudes an awareness of
_transnanonal threats and wﬂl 1nvolve the ADF 1n ‘novel operatlons does not make
“Homeland Defence less tmportant In the globahsed security environment that

_ confronts us today, the physwal securtty of the national temtory is vztal The key

B elements of that secunty mciude the: need to guarantee the safety of Austrailan citizens

%, Senator the Hon. Robert Hill;. _‘_B'eyoﬁd.the White Paper: Strategic Diree'ti'oh's for Defence’, 18 June;
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. and the1r property, the unfettered operatton of core natlonal mfrastructure, and the

o funet1on1ng of the cyberwnetwork wh1ch underpms our way of ltfe m the mformatron age '

L Whrle none of these elements are threatened by any reglonal state, we do face threats

o from other sourees Startmg at the lower 1eve1 of the scale there 1s no major organ1sat10n '

in Austraha that does not have to deal thh cyber—attack on a regular basrs Indrscrtmrnate

o 'v1oIence agatnst Austrahan targets 1s also no stranger here though our relattve securrty in

the past causes us to gloss over pohttcal and ertmmal terrortsm \Vho now temembers

: 'that in 197 2 terrortsts thought to be Croattan separattsts bombed a Yugoslav government :

o ofﬁce in Anstraha‘? n 1978 the Commonwealth Heads of Govemment meetrng was

: : targeted in the Hllton bombmg In 1986 Armeman extremlsts krtted a Turklsh dtplornat
in Sydney and in the same year the present author was close enough to hear both the

- Russeli Street bomb and the bornbrng of the Turktsh Consulate in South Yarra _

" So what has changed‘7 Qutte smply 1t 1s the scale of potentlal destructlon facmg us. In

the past the body poi;trc couid expect to shrug off even sustamed terrorlst attacks

S _ Countmes ltke Australta wrth no dtscernable threat on the hortzon eould afford to place a. .

low priortty on 1ntema1 Seeurtty Now the spectre of apocaiyptlc mass casualty terrorism

. has. ehanged that In the age of the smcude p1lot the dzrty bornb and btoiogrcal watfare we

onty need to get 1t wrong once for Austraha to suffer a gnevous blow from which it

might never recover

- ':_Australra is parttcularly vulnerable to asymmetnc attack Its centres of popuiatron, -

o eommerce comrnumcattons and 1ndustry are rnore ooncentrated than v;rtualiy any other

- eountry Consequently, an aggressor wrshtng to attack the Austrahan populatton has an

- ahnost unrestncted range of targets As the events of September 11 demonstrated no

. '_'form of attack is 1nconce1vab1e and a coordmated assanlt could brtng the country to'a .

 halt. ‘Soft’ targets 1nclude publlc ut111t1es such as gas eleetnctty and water supphes

. commercial and government lnformatton networks and pubhc transport systems “Hard’

S targets rnclude government and ﬁnan01al butldmgs and any place Where people gather in

' liarge numbers The bombmgs 1n Bah demonstrate that the issue of the security of
' Austrahan ertrzens is not confmed to rts temtorlal borders A’t the ttme of writing it
- appears that Ln one fell blow Austraha has expeneneed a 31gmﬁcant proportlon of the -

Vietoarn War In an mcreasrngiy
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-globahsed world we may need to adopt a more ﬂexrble mterpretatlon of ‘homeland
: def‘ence than one s1mp1y based on territorial mtegnty Our citizens were attacked in Bali,
| but in no trme Australian strategrc lrft assets rmhtary personnel and medrcai
mﬁ‘astructure were engaged in the relref operatlon In Australia’s strateg1c environment
‘homeland securtty extends 1nto the lrttora} enwronment of our ne1ghbourhood and -
' beyond Without creatmg a securrty statc it 1s 1mpossrb1e to protect agamst all forms of
' asymme’mc attack. It is therefore essenual that we develop the most eﬂ"ectwe counter

. meastres to these threats

Countermg asymmetr:c threats-—»—the long view
._ Asmmemc conﬂlcts are most llkely 1o emerge from Iong standmg hlstoncal cultural,
rel1g10us and ethmc rlf’ts These conﬂlcts are based in deep-rooted antrpathres arising
 from’ causes such as: relative economrc depnvatron opposrng belief systems and
= rrratlonai racial prejudlces Given the almost mtractable nature of these problems, it is

. hkely that conﬂlcts arrsmg from ’rhem wﬂi be protracted For this reason the qmck fix’
prormsed by decisive mahtary action rs only one ‘of the range of responses open to states.
* If we can interdict an rdentlﬁable threat usmg mllltary forces then it is appropriate to do
so. However, it is always appropnate to take the long view when devrszng effective
' counters to conﬂlcts that are rooted in the hurnan heart or in soclal cond:tzons that might
: take generatrons to change Speakmg of the condmons that enabled al- Qu aeda to take
: advantage of the tnbal state construeted by the Tahban Senator Hill observed that it is :

~-clear that poverty, lack of education and the opportunities it brings,
- lawlessness and intolerance create fertile ground for terrorists to exploit.
~ In Afghanistan it mearns-the combat effort-must be matched by a broader -
- civilian effort to give the Afghan people a chance to rebuild their lives
“and to ensure that the country does not agam become a haven for
'extrermsts and terronsts -

| _ | Band-ard solutrons in a few trouble spots are not the long—term squtron Gross disparities
in life expcetatrons and economic well- bemg are hkely to continue to act as causes of
conﬂrct well beyond the end of thrs century Howevcr whrle 1t rmght not be possible to

| 'rectzfy conditions - of global 1nequahty at’ one. swoop, it is 1mportant that if the

mtematronal comn'm.mt},I does. 1ntervene in a fractured state then it must not dlsengage

rections for Defence”.




- 24

_ 'untrl it has estabhshed a v;able natlonal pohty Most hke!y those condltions will have to
- be 1mposed and may mvolve the extensmn of a system of mtematlonal trusteeshlp ‘These
: 'rmperatwes clearly requ;re an mtematlonal cormmtment to long~term peace enforcement

. :_'_that has not been ev1dent in the past Nor is it lzkely that the under-resourced and over-

L stramed machmery of the Department of Peacekeepmg Operations 1n the Umted Nauons_

- can cepe w:tth the task Some state, or greup of states, wrthm the mtemaﬁonal coalition

agamst terrorlsm wﬂl have broach the 1ssue of post—conﬂrct reconstructron Given its past
_-_-_record of support for ihe United States but also comrmt:ment to nuclear dlsarmament and
B robust peace enforcement in Cambodra and East 'irmor Austraha might- be the best

o country to put the issue on the mtematlonal agenda

: Un’al these 1deahst1c ObJeCtIVGS are achleved we must remam pragmatlc Conﬂlc’{ with .
_' opponents uszng asymmetric means w1i1 contmue to occupy us m the foreseeable future.
Conventlonal mxhtary estabhshments therefore nieed to be aware of the limitations that _

- face them m ﬁghtmg the wars that have to be waged across cultural chasms Preaching -

. that we Should know our enemy, Ralph Peters has argued that

For the U S soldter vaccmated wrth moral and behavroral codes the ©
- . ‘warrior is a formidable enemy. Furo-American soldiers in’ generai leama
- highly - styhzed rltuahzed form “of warfdre, ‘with:: both' written. and
- 'customary rales. We are: at our “best: ﬁghtmg orgamzed ‘soldieries that -
C 0 attempt a symmetrical response.- But warriors respond asymmetrically, -
© - leaving us- m the ‘role- of redcoats marchmg mto an Inchan-dommatcd ¥

‘_rw:ldemess : SRR : : :

- Simllarly, Colm Gray has long argued that as asymmctnc threats are the tool of the

= : mlh’tarﬂy weak they can be bundled 1nto the category of smaH Wars and other savage :

_ Vlolence In hls authontatwe work tltled Modem Strafegy he concluded that: ‘Armed
. forces that dechne 10 take small wars serxously as a rmhtary art form w1th thezr own
| '. tactlcal operatlonal and pohtrcal—-—thoagh not st:rateg1c-—~mles 1r1v1te defeat B He -
: -'suggests that as ‘we are unhkely to predlct every form of asymmetnc attack and guard
agamst them, we should enhance our means of deterrence, and develop new reSponses to
_. new threats He beheves that under the shadow of terrorism We must accept that there

Wlll be- casualtzcs, but that we: should balance those casua1t1es agamst the far greater' E

s “2 Peters; Flghtlng for the Future, p:39.
5 Colm Gray, Modem Strare_' ;
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' '_: threat of inter-state war Above all he caut1ons agamst over-reactmg by launchmg
'_m111tary responses when thls IS not the best opt1on He argues that over-reacting -
: 'empowers the terronst and even the havoc of September 11 should ot be allowed to
' recast natlonal secunty pohcy in such a Way as to make the US suscepttble to other
- losses Thrs mlght happen where ‘the regular belhgerent takes action that fatally imperils
s own pohtxcal 1eg1t1macy’ * It 1s a wammg that Australza Would do well to heed in the

o aﬂennath of the Kuta Beach outrage

. Grey pomts out what shouid have remamed obvrous but whlch was perhaps obscured by
: some of the rhetone of the ‘War on Terrorlsm Terronst acts are v1olence dtreeted to
B achleve poht:toal ends, riot to Win battlespace Vlctorv Accordmgly, the effective counter
. to terrorlsm is to deny the terrorist hzs polmcal Ob_] ectrves In the ﬁrst mstance this mrght
N not involve his destructlon, it nught be best achleved by denymg 51gn1ﬁcance 1o his
actions and by cuttmg hrm off from hrs potentlal support base. It is 1mp0351bie to guard
| agamst the: full range of asymmetrre threats—the nature of asymmetry is that an

" adversary can always choose 0 change the mode of attack

One ‘measure that wrii ass:st in antlczpatmg threats, thus enablmg the security

- establishment to pre-empt adversanes, is the development of an annuai natlonal threat

' and risk assessment to help gurde Commonwealth and State programmes for homeland
B securlty Sueh ah assessment is not a strafegymxt is more of an aotuanal anaiysrs In his
" :testlmony to the Senate Commlttee on Govemmental Affatrs in the immediate aftermath
_.'of the attacks on Amenca, Davrd Walker the Comptroller General of the Umted States
: argued that S ' -

o An lmportant first. step in developmg a strategy for eombatmg terrorism is
 to conduct a national threat and risk assessment.to define and prioritize -
- requlrements Combating terrorism is a major component of homeland
. sécurity, but it is not the only one. It is essential that a national threat and
-~ risk assessment be undertaken that will address the full range of threats to . |
. the homeland . .. We~ reeogmse that @ national-level threat and risk
- - assessment w111 not ‘be-a ‘panacea for “all ‘the problems in providing
- homeland secunty However, we believe that such a national threat and
- risk ‘assessment could provide a framework for ‘action and facilitate
- multidisciplinary -and - multi-organizational participation in planning,
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developmg and 1mp1ementmg programs 1o enhance the securrty of our
~ homeland.*

In the Department of Homeland Securrty that has been proposed by Presrdent Bush, the
Information 'Analysis and Inﬁ'astructure Protectton D1v1510n will be charged with
carrying out eomprehenswe vulnerabthty assessments of all national critical
infrastructure and key assets 7 Thrs functron mvolves more than bemg a clearing house

for 1ntelhgence frorn other sources, 1t 1s mtended to

. 'bnng under one roof the oapabrhty to 1dent1fy and assess current and future threats to
the homeland; _ B _

o map those threafs agamst current vulnerabthtles, o

. mform the Preszdent e

e  issue timely warnings; and o _ _

. irnniediateiy'take or effect approprxate -p'réveﬁave arrci'tﬁrotective' action.*?

The eentrahsatton of these roles rs de51gned to ‘minimise . confusion, gaps in

commumeanon and duphcanon of effort and is a model that might well be considered

within Austraha

: Australia StlH rehes on cooperatlve rather than centrahsed seeurkty arrangements with its
prmcrpal organ for eoorclmatmg nattonai responses to terrorlsm being the Standing
-'Adwsory Commzttee on Commonwealth/State . Co-operation for Protection Against
Violence (SAC PAV) Rarsed in the aftermath of the bombmg of the Hilton hotel during
| the Commonwealth Heads of Govemment Reglonai Meetrng in February 1978, the SAC-
. PAV represented an appropnate response to Iow levels of threat. However, faced with a
envrronment of hetghtened asymmetnc actwrty as well as a range of other transnational
- securrty threats it is now time to consider stafﬁng a permanent nationai security
orgarnsanon to 1mplement a holistic whole of~govemment approach to’ secunty Such an
orgamg.atton could perform similar tasks to ‘the proposed Amerrcan Department of

Homeland Secunty It could also provrde the sort of advrce that -United States’

“ David M. Walker, Homeland Security: A Framework for Addressing the Nation's Efforts, Testimony

. before the Senate Commitiee on Governmental Affatrs Urnted States General Aceountmg Office, GAO-
01-1158T, 21 Septetber 2001, pp. 4-5. : :

oM Office of Homieland Security, National Straregy for Homefand Securzty, p. 18.

9T Dej artment of Homeland Security, Inform In frastru ture Protection,

hitehouse, gow’deptoﬂzome ' uguist .
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admmlstratlons recewe through ’the ofﬁce of the Natlonal Seeurlty Adv1ser Agam while
in Austraha defence pohcy is made in the Department of Defence and 1ntemat10nal
. relatzons are the responmbdity of the Department of Forelgn Affairs and Trade there is nio

permanent body entm_s_ted with the managem_ent of national securlty policy. -

o ._ In hlS monograph Refocussmg Concepfs of Secumjz, the former Director of the Aust:rahan
: _ Army s Land Warfare S’mdxes Centre, Lieutenant Colonel Tan ng argued for the
: creat1on of a nationai secunty eouncxl -
~ [Tjhat would be'feep'onsibie for the fnanagement of Austealian natiorial
- security in a broad sense .. . The council would be aimed at overcommg
- the ‘tendencies ‘of . the departments to conceptuahse security in terms
reIevant to their perceptions of their © core business”: Defence as mthtary--_ :

" power; Foreign Affairs and Trade as diplomacy, Attomey—General’s as |
- the rule of law; I ustice and Customs as border contro} and so on.*

'As the Amer;cans have found as the Ievei of threat increases, the ceiiegxal approach
-'between depamnents of state has to be controlled and managed by a central authority
whose only pnonty is natzonal secunty 50 The SAC PAV has performed a useful role in
fostermg mterdepartmental cooperatlon, bat as an acivzsory cormmttee it does not have the

Cabinet level mandate that would enable 1t ‘to take control of govemment ensz‘;
_.-management processes in a- natlonal emergency No smgle orgamsatlon has that
o responsxbtizty in Australia. In a protean securlty cnv1ronment some cent:ral authomy must

 be entrusted Wlth the task of overv1ewmg natzonal securlty processes

a There 18 noﬂnng partlculariy novei about ﬂ'llS proposai For more than a decade many of

_ Austraiza s }eadmg strateglc thmkers have been callmg for the crédtion of a high- level

' -"pohcy developmcnt and coordmatlon staff to support the | processes that take place in the

:Natmnal Securlty Council of Cabmet and in'the Secretanes Comrmttee on National

“ lan ng, Refocusing Concepts of Secz;-rity The Convergenee of Mzhraty and Non-nm'rrary Tasks, Land
- Warfare Studies Centre Working Paper No. 111, Duntroon, ACT, November 2000, p. 97.
- History of the Nar:onm’ S'ecumy Councsi 1947- 9?’ WWW. wh:tehouse gow’nsca’hlstory html downioaded
30 Avgust 2002, '
- LSAC-PAV is compnsed of representatwes from both the Commonwea!th and the States Representatwes
from the Commonwealth ‘include the Departments of the”-Attorney-General, ‘the' Prime Minister and
" Cabinet, Transport and Regional Services, ‘Austalian Federal Police, Australian Defence Force, Australian

- Security Intelligence Orgamsatlon and the Australian Protecnve Service: The Department of Finance and

Administration attends in the capacity of an adviser. State/T: erritory Teprésentatives include officials from
. Premier’s and Chief Minister’s Departments. and the Police Services. The Department of Foreign Affairs
“and Trade, the New Zealand Departaient of the Prime Minister and Cabinet and the New Zealand Police

-+ have observer status. The work of SAC-PAV is largely cartied out by various sub-commitiees and project - o
'-groups The Strateglc PIanmng Sub- Conumttee provzdes SAC~PAV w1th 1ts strategsc p[anmng and adv:ce: L
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- Seeurrty The Nauonal Seeunty Comrmttee of Cabmet isa deersmn makmg body, while
: _. the Seeretanes comnuttee isa coordmatlng group Nelther eomrmttee is supported by the
level of permanent and dedlcated expertlse that US Admmrstratlons can ‘draw from the
: ofﬁee of the Natlonal Seeurlty Adwser or now from the Department of Homeland

- Secunty

A hohstlc sense of natronal seeur;ty cannot be cultwated in. departments that are only

o charged W1th some aspect of the natronal mterest In condltlons of protean 1nsecunty, our

' ch1ef dee151on—makers need’ to be abIe to access professmnal hlgh—level advice from
- personnel whose onIy bnef is to momtor natronal securlty developments and formulate

 national (not depart:mental levei) strategy Makmg a similar pomt in the American context

B us Naval Commander R V. Gusentme has argued that ‘As an eclectrc network of

| . planners analysts and operatlves D such an orgamzatron $ Value would be in the

- 'transcendent asyrnmetne advantages avarlable from its people ’53 .

B - Countermg asymmetnc threats——develepmg relevant capabxht:es

: Takmg the Eong vrew of secunty IS Important but in the shorter term mlhtary forces are

.confronted with the 1mmed1ate problem of detemumng how to- defeat those elusive

-opponents who are prepared to wage asymmetrie warfare ona global scale Professor

E Anthony Cordesman of the Center for Strateglc and Intema’slonal Smdles in Washmgton

' _' publlshed a strategy for counter—terronsm and asymmetne warfare in the immediate

R aftermath of the attacks on Amenea He adopted an actuanal approach to the problem
" and argued that the degree of threat posed by terrorlsts needed to be kept m perspectwe

- - Although both states and non-state actors are mcreasmgly 11kely to resort to-novel forms

) _' of aggressron “he po;nted out that strategles are ava11ab1e to reduce those rxsks to

. on polley and strategze 1ssues See hitp: x’fwww sae-pav gov aufabout/aboat html, downloaded 30 August
2002, .
R Bail and J. 0 Langtry (eds ), A Vulnerable C'ounrry'? szzl Resowces in the Defence of Australia,

- - Austratian Nauoaat University Press, Carrberra, 1986,'p. 601; The Defence Force and the Community: A
-+ Partnership in Australia’s Defenice; Report to the Minister for Defence by Alan Wrigley, AGPS, Canberra,

June 1990, pp. 465-8. Ross Babbage,'d Coast Too Long: Defending Australia Beyond the 19905, A]ien and

g . -Unwin, Sydney, 1990, pp: 206-7.; Gary Brown, Aasrraha s Secarrty Issues for the New Centwjy, o

- Australian Defence Studies Centre ‘Canberra, 1994, pp. 159-69.; Carl Qatley, Australia’s National Secarrg:
- Framework: 4 Look to-the Future; Australian Defence Studies Centre Working Papér No. 61, Canberra

. 2000 p. 21. My thanks are due the Major Peter Connolly for bringing these sources to my attention.
Commander RV. Gusentme ‘Asymmetrlc Warfare-m{)n Om- Terms Proceedmgs Vol 28 No 8 L
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o : acceptable levels To do so, Western states needed to develop sustamed major programs .

 in three areas of secunty FLrst mrlrtary forces needed to be transformed to deal wrth

terronsm and asymmetrlc warfare secon(i new law enforcement and government :

systems must be developed to prov1de ’nghter homeiand seeurlty and thlrd emergeney

response capabllmes have to be developed to amehorate the effects of suecessful .

T _attacks ordesman s conclusmn was trenchant

You cannot win a garne of three-drmensmnal chess by trymg to° play
checkers and the struggle agamst terrorisiy and asymrnetne warfare 18 as
-~ leastas complreated as three-dmensmnal chess :

o 'Techmcal capabrlmes wrll be of ass1stance 1n conductlng operatrons aga;nst elusrve foes.

i Nonetheless, such capabihtres by themselves are not enough to guarantee victory in

A condrttons of unrestrrcted warfare What 1s reqmred isa recognrtron that the world is

o d1v1ded along technologrcal lmes and thrs dlspanty mii shape the weaponry that dlfferent _

B partles wﬂl brmg to a conﬂrct Pre-mdustnal and mdustrlal age opponents wril behave |

- very chfferently from the mrhtary forces of mformatron age soc1et1es The weaponry that

'. parties select are however only the tools of conﬂact In asymmerrrc confhet it 1s '

o necessary to shape the behavrour of an opponent V1ctory wﬂl 2o to the srde that. _

_."understands rts opponents best arld Whlch then adapts its own force structure to dcfeat

- them

' _For Austraha the nature of protean lnsecunty has some profound 1rnphcatrons Qur
| '."rnarrtrnre eoneept of strategy has to be more than the one dlmensmnal approach that
sought to proteet Austraha s sea lanes of eommumeatlon Confronted with an

o asymmetrrc battlespace Australra needs to develop a strategw mmdmset that supports a -

B ) broad range of capabxlrtresm—both elvrl and nnhtarywto deteet shape, respond and defeat - -

o .' adversarres as they appear The natlonal Securlty establlshment needs to synthesase its

o vaned capabrlrtres so that the wrdest possﬂale range of skrll-sets can be brought 0 bear on

- any problem Thrs all-of-natlon approach is the mformatlon age version of the prmczple

o of concentratlon of force in war Mllrtary orgamsatlons need to be able to access all

L aspects of natlonal powcr more reachly tha.n at present Mrlltary forces need to be

o -:._physrcaﬂy ‘more agﬂe and deployable and be capable of precnsron stnke Command_ L

o -.'struerures must be made more adaptable to an mherently unpredlctable baﬁlespace The'._ g

o ___.abilit}’ to shape both domes’ee and 1n1'ernat10nal opmron has beeome a core secnnty S
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: capabthty What is more-««gwen the transnatronal nature of most contemporary threats to -.
'- human and state secuntywall of these capabttmes must be exerclsed 1 cooperatton with
- 'coahtlon partners Clearly, there remams a need for a mantlme strategy, but it needs to be -

a mult:t—chmensmnal one It also needs to more fully real;se the potenttal mherent thhm
the c1v1l and rnllttary natlonal mﬁ‘astructure A brtef consxderatlon of some of the ways in

: '_ 'whtch these capabthttes may be developed follows

- Synrhes:smg secumﬁy assers and developmg reackback capabtltttes N

_'Gusentme has pomted out the prmc;pal charactens’uc that most dtstmgmshes e

o 'eontemporary conﬂ1ct from mdustrtat era attrltlonal conﬂlct

o [W]e find ourselves evolvmg from a eapltal mtenswe form of warfare to
a labor—mtenswe form of national- security. The nimbers of forces onthe =~
. battlefield ‘are dmumshmg, but the nuinbers" and types of part1c1pants
o .mvolved dlrectly inour’ natlonal sccurtty ‘are expandmg We “are
. transitioning from a mtlttary centric security posture to one that calls on
~all elements of nat1onal power to address a vanety of transnatlonai_'_-'
: _threats B : R : S '

: 'Consequently, the eonduct of m111tary operatlons needs to be synthesxsed wtth other o

: -aspects of natlonal power such as Iaw enforcement foretgn affalrs, trade, finance,-

o transportatton mdustry, eustoms and border control and humamtar}an 1‘el1e3c

orgamsatlons None of" th1s 1s possﬂale by adhenng to tradttlonal stove-plped
| departmental models of responsrbthty for securtty Gusentme suggests that most -
tradltlonat mﬁttary organtsattons lack ‘the d1vers1ty of expenenee and expertlse among

: [their] members to conceptuahze collaboratwe multtfaceted approaches to complex

o threats‘ 53

The ADF needs to evolve past a warﬁghtlng focus that emphastses the "
. employment of cornbat power m scgregat:ton from other aspects of naﬂonal power
| _. Combat capab111ty underptns the effecttveness of the ADF but m contemporary confllct, _
commanders need to’ work in tandem w1th pohcemen, cml affairs experts, lawyers,- '

_ - media representattves, tnternattonal cwxl servants and non-state actors of all descrtpuons
' '_'In thig env1ronment tact:lcal v1ctory ts less demswe than the ablllty 10 shape polmcal' .

N outeomes

_The Umted States Martne Corps (USMC) provtdes a model of an organlsatton that is :__ L

| cievelopmg novel structures and approaches to the employment of non~trad1ttonat

Gusentme ‘Asymmetrlc Warfar p
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elements of natronal power In rts doctrme of comprehenswe command and control it

- empha31ses that ﬁrrure commandcrs must be able to access a fuIl range of capabrlltres

- gomg beyond the conventronai forms of milltary force and extendrng to: -
- 'the more non—tradltlonal elements ‘of “national -power: -diplomatic,
. commetcial, 1ntellectual expenentlal and many others. The result will be
~an integrated organic whole, capable of ¢crisis deterrence and response,
- and combining a broad range of military capabrhues with disparate, non=" -
- - military forms of pressure and mﬂuence whrie preservmg freedom of -
'act1on at every level - - - : :

- These objecrrves can be brought closer to realrty than ever before by usmg networked
"'_-'mformatlon technology iri real t1me Smce the mforrnatron age commenced less than
twenty years ago all professwns that reiy on processmg quantrtatwc and qualitative
mformatlon have been utterly transformed and are still- contmumg to evoive In the civil
; sector some profess1onals~——notably those that work in law med1cme, the media and the
| fﬁﬁnancral worldmhave been able ro use computer~based technologres to increase their
. eammg abrhty at an exponentral rate Thrs change has been made poss1ble by enhancmg '
their’ access 10 markets by developmg aEternatrve products and by creatmg networked
aHrances of professronal experts Most tradltlonai mrhtary forces have not kept pace with
' the rate of change and are not proﬁtrng in the same way as therr c1v1l counterparts are. -
: One reason for this is that unhke other professrons the mﬂrtary is ‘profoundly
B} mtrospectwe and somewhat conservatrve "Ihe dcvelopment of rmhtary capability has
) ‘generally been along self—referentral hnes and reﬂects the hlstorrcal experrence that .
| battleﬁeid vrctory generally wcnt to the supenor and’ most lethal force In asymmetric

" conflict thls prmcrple no Ionger apphes In the greatly expanded arena of national

o securrty, unless the mrhtary professmn dramatlcaily enhanccs its access to alternative

_ 'forms of power and persuasron 1t nsks becommg a margmahsed group Military

capabllltles remain the ulumate guarantor of nauonal securlty, but m the information age -

. they need to be fuiiy mtegrated wath the other eiements of nauonai power

e Ihcreasingly, arm'ed' for'ces are go'ing" -'tof h'a'v'e'r'o 'become:more re!iant"on experts. As

o ) Colonels Qrao and. Wang argue 1n Unresmcred Wm;fare ‘From now on soldiers no

"longer have a monopoly on war’ 6 At the tac’ocal and operatronai levels the reqmrement

'_ fora hlgh level of comperency in combat skrlls remams but even at these levels military

...Ssibldpﬁt} :
* - United States Maririe Corps Warf ghtmg C‘oncepts for rhe 21 Century; Concepts Dmsron Marine’
'.-Corps Combat Deve]opmenr Command, Quantico, VA,:1996, C .5 RN
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professionals need to be able to do more than just fight. This realisation underlines the
USMC concept of the “fh'ree b'Iock’-.s'oldief 'v\"rhol must be'-ccﬁéﬂiafof' arbitrator and
warfi ghter at the same tlme As we' ehmb the ladder of capabihty, 1t becomes obvious
that it is not poss;ble to hold all of ihe skﬂl—se’ts necessary to wage protean conflict within
the regular armed forces. Nor is it appropnate to do so if we do not w1sh to create a state
that is obsessed with its own secunty However, as the USMC doctnne espouses, the
mllltary must have the ablh’sy to reachback’ and access the pool of expertise that exists

in the civil commumty.

Professional armed 'for'ces"'need to"ciﬂt'ivate deeper leVels of expertise within their ranks.

They also need to ut111se reserve arrangements to secure access to complementary skill
sets not represented in 1ndustr1al age mlhtary orgamsatlons Mihtary forces engaged on
conventlonal operatlons tradxtlonaliy conducted their act1v1t1es in a “closed’ environment.

In the globahsed information age of mstant media coverage it is no longer possible to
construct a hermetic battlespace. The ADF must tum a. potennal lzablhty into an
advantage by making mterconnectmty w1th other sources of pOWer ‘the foundation of

the Australian way of war.

In their typically pithy prose, Colonels Qiao and Wang have spelt out the particular
vulnerability of traditional military establishments to the new range of threats”
- Non-professional watriors and non-state organiz'atiOns are posing a greater
- ‘and greater threat to soverelgn ‘nations, making these warriors and
‘organizations more and more serious adversaries for every professional
army. Compared to these adversarles, professmnal armies are like gigantic
dinosaurs which lack strength commensurate to their size in this new age.

- Their adversaries, then, are rodents with great powers of survival, which
can use their shatp teeth to torment the better part of the world.® -

Focus on bemg deployable and agzle : . _

The probiems faced by conventlonal armed forces in deploymg to a dlstant theatre of
~operations and conduc‘ung operat:tons agamst an unconventmnal enemy were recently
demonsirated in Afghamstan Gwen the terram and the nature of the opposition, heavy
“armoured forces were not deployed and once agam the weight of combat fell on light but
lethal forces. Notably these mcl__uded mar_m_esmboth Ameérican and British; special

fofces’,'including a squadron of 'fhe Australian "S’pecial Air Service; light infantry and

entury, Ch, V, pp. 6-10.
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) local alires Alhcd contrrbutrons from Br:tam Canada and Austraha partlculariy reﬂectcd_ L o

s .the fact that easﬂy dcployable agrle forces capabie of brmgmg massrve but accurate_

o :_- '_ﬁrepower to bear on an enemy were best sutted for thls kmd of war.. The ongomg need :

for' such assets m mtematronal coahtlons agamst margmahsed advcrsartes favours the

o future empkoyment of the ADF. For hrstoncai and geographrcal reasons Austraira has

- tradrtronally mamtamed the capacrty to deploy reasonably mdependent umts and

' 'formatlons across large dtstances If anythmg, thrs capabllrty needs to be 1mproved First

o '_ _ mdrcatzons from the war m Afghamstan suggest that the greatest deﬁmencres faced by

| _ the Austraiian contmgent lay 1r1 t.he areas of strategrc alrhﬂ and ded1cated tacttcal air

. o mobthty

: Early in the course of operatlons m Afghamstan Cordesman ncted that

. Specral Forces and ranger umts specrahzed power pro;ectlon umts
R .fpsychologtcai warfare units, and ‘similar forces can play a ctitical role in-
- " crises like Afghanistan. Both Kosovo and Afghanistan have also shown -

-~ the. critical need to rethink the issue of collateral damage and the political .=
- dimension of war, They have ‘also. shown the growmg value of high _
. '--_".'_moblllty light forces, the ablirty to trapidly project power at Ionger ranges - .-
. and without access to ‘traditional bases, and the need- for more ‘low
L _densrty assets’ like UAVs [Umnanned Aerial Vehtcles] specrai forces

o arrcraﬁ and eIectrome Warfare platforms e

- None of these capab111t1es are beyond the resources avarlable to the ADF Developmg .

o agrle and lethal forees that are fully mteroperabie w1th the more ﬂexrble elements of the

o __ ._Umted States miiitary is hkely to be thc best 1nvestment m future capabrhty for the ADF N '_

. Such a pohcy would not only serve Australra 8 nced for seif-rehant forces (in the -

_'-operatronal not strategrc sense) that are capable of operatmg w1th1n the regton, but it

would facxhtate the ADF’s abrhty to produce balanced and cred1ble contnbutrons to

o mternatlonal coahtlons ' ‘Packagmg deployable and mteroperablc eontmgents for

- mtematlonal rmssxons will save the ADF from attemptmg to replrcate the full spectrum z

' of Amerrcan technologrcal capab: hty»——somethmg that 1t cannot afford to do in any case.

| In 2001 in hrs roie as Land Commander Major General Peter Ablgaﬂ set out hrs vrsron' .

. of the prlorrties facmg the Austrahan Army as 1t propared for Twenty-Ftrst century- L
o 'conﬂrct He argued that ' ' o

. Q:ao Lrang and Wang Xiarigsui, Unrestrtcted Wmfare p. 48..
& ' Nick Hordern ‘anid Tah: Bostock ‘Aus 2’ s adapt to ncw chalienges Jane s Inte!hgence
few, August 2002 p 8 Pl . -
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| We should benchmark our land combat forces to be the Region’s best in -~
- complex or restricted terrain; 24-hour operations, knowledge warfare, and
- decisive. close combat. We' must certamiy seek the advantages offered by = -
. the Information Age. bt i “the ' context - of our  likely operating -
" environment-—which - limits - “the apphcatlon of some ~advanced
technolog1es ‘We must secure ‘the - optzrnlsatlon of both people and
- technologies 1o prevall ours is niot the environment where technology has
e reduced sxgmﬁcantly the need for people on the ground o
Create mnovarwe modes of prec:sron srrfke for strategzc eﬁ"ect
s Coupied Wlth the need in protean contmgenmes for easriy deployable and agile forees is
~ the need for the ADF to enhance 1ts abﬂlty to carry out precwlon strike. In the past, the
siren call of surglcal operat:ons has oﬁen rmsled pohcy-makers mto thinking that they
. can call up neat, blood_less opera\_:lons at will. This prospec_t_ has always proved a chimera,;
_ but the almost uniifni'ted pos's'ib'ﬂities'of protéaﬁ’ i’nsecurify make the flexibility inherent
in precxslon strlke even morc of an asset when ﬁghtmg unconventlonal adversaries.
'Prec;smn stnke has’ capabrhty in- both conventmnal and pon- conventlonai conflict. In
N mterstate war the ablhty to strike key targets reduces the loglsacal burden on a deployed
- force and prov;cies the commander Wlth greater ﬂex1b111ty in devrsmg a manoeuvrist
approach Precision strike may mvoive the use of spemaE forces or manned aircraft, but
o 'mcreasmgly it will also mclude the use of remotely controlled technologles such as
= 'mlssﬂes un1nhab1ted combat aer1al vehlcles (UCAV), non-lme of Srght weapons and
Smart mumtlons The use of these technologles in asymmetnc conﬂlcts is a key element |
_' of current US Marme Corps doctrme In 1ts keystone pubhcatlon Warf ghtmg Concepts -

: for rhe 2] st Cenrury the Marme Corps holds that

_ In a war agamst non—state actors where the pr0x1m1ty of innocents is -
- often the enery’s greatest advantage more precise weapons will
- allow a significantly greater degree of dlscnmmation ‘A guided missile
. sent through a window, ‘an arméd robot turning a corter, and a directed
' energy weapon covering an exit will often’ be useful in situations where o
the delivery of tons of hxgh exploswe Wouid be counter-productwe

Premsron Strike Should be more than _]U.St a tool m the tactlcal tool- box Against
' convent:[onal and unconventlonal adversarres ahke its 1 use should be caiculated to have
- strateglc consequences By Inmtmg collateral damage and targetmg the enemy it best'

- serves the polltlcal element of asymmetnc conﬂzct It also bolsters the relative combat

. ____l'ss Major General Peter Ablgall ‘Preparmg the Awstrahan Army for 215‘ Century Conﬂrct ‘Problems and

’Land-W' fare Confere'ce :'Ausn‘ahan_Defence Force T A
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- 'power of a numerlcally smalt force In future operatrons it w111 1rrcreasmgly be the tool of

choxce but the capabrhty must not be seen as'a umversal panacea agatnst asymmetnc

. :_'_'_'threats

. Adapr command strucmres fo deal wu‘h prorean mrsszons |
) 'Another 1nnovat1ve aspect of conﬂrct mvolwng asymmetrlc actors 1s that it 1s mherentiy
X unpred:ctable Even m the condmons of counter—msurgency warfare 1n South~East Asra _
_ 'éurmg the 19503 and 19605 the range of threats confrontmg Austrairan forces were :
: reiatrvely predrctable Dunng the penod from the 1987 White Paper the capabrlrttes
| requrred for. the territorial defence of Austraha remamed comparatwely limited.
. Consequentty, the ADF—-—»lrke other Westem mrlrtary forceswwas abie to write doctrzne
. plan and tram for afew eont:ngencres Srnce lt sent a battahon group to Somalia in 1993,
the ADF’s actual record of deployments has demonstrated that forces need to develop
"~ command hab1ts that wrii enable them to perform well when confronted with entirely
unexpected mrssrons In partrcular operatlons in Somaha Rwanda, East Timor and
' Afghamstan arose entn‘ely mthout warmng and in each case mvolved low-technology |

* “warriors’.

So far, Australran forces have coped well wrth the new tasks confrontmg them. They will
_ have to remaln ﬂexrble to continue to meet the ever-mdemng rang of operational
| 'challenges D Robert Worley of the Potomac Instltute for Pohcy Studles in Arlington

. has proposed a model of adaptrve command’ that is partlcularly appropnate for dealing

- with asynrmetrzc enemies. Because wamors do not behave hke regular arrhed forces we
. 'need to adapt our command styles and structures away ﬁ‘om the more formai procésses of
force-on-force warfare Worley does not challenge exrst:mg comrnand hrerarchres but
suggests that the ablhty to 1mprov1se must be dtstrlbuted to all command levels ina

o deployed force He concludes that

'_ Us forces must'adapt meﬁ'dOCtrin%inCIHding tactics, techniques and
- 'procedures—as asymmetric opponents develop theirs. This response will
- be driven more by cortact with the enemy than by mtelhgence gathered -
~in " advance. - Adaptive ‘command will - require different ‘and - trghter '
o mtegratron of mtellrgence and operatlons functions. Intelirgence functzons L
" ‘that monitor the enemy’s physrcal dzsposrnons before contact and assess .
* battle damage afterward will be inadequate . . . Rather than"train to
- docgme Us forces must learn to an’nmpate recognrze and adapt on the .
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' Worley S phriosophy sits weil wrth the Australtan notron of missmu command’ In the

ADF mission command is a phﬁosophy of command and a system for conducting -

: _operatlons in’ whreh a superror glves hls subordmates a clear mdleahon of his mterttrons

| The ‘result requ1red the task the resources and any constralnts are cleariy enunc1ated
' however subordmates are allowed the ﬁ‘eedom to decide how to achxeve the desrred

- .result 58 However Worley goes a step further and makes the casé that mrhtary forces

.. need to mcorporate copmg mechamsms m the1r pianmng Preparedness he suggests, is
less a result of delrberate plannmg and ﬁxed doctrme and more ‘a product of warfi ghtmg
.' orgamsatrons that are tramed in. crrsls—acuon plannmg and adaptrve command’.%
'Although m111tary forces are understandably protectwe of the threat—scenano planning
that they conduct in the name of preparedness, there is merlt in reeogmsmg ‘that such

3 -thmkmg cannot produce a solutron for every threat in a protean securrty envzronmerrt

Muke mformarzon operaaons acore naoonal secum‘y capabzlxty
_ Perhaps the most unportant capablhty 1n future asymmetrrc confirct wrii be in the realm -
) of mformatron operattons Even m the context of mass-casualty terrortsm the aim of
' vxoience IS not to win a tact::cal vzctory, but to achleve a greater strategle effect. As
| Lleutenant Colonel Kenneth McKcnzle pomted out in Revenge of the Melians:
- T'he target of all 'asymiuetﬁc'approaches 'is'the'WiH 'df the 'o'pponeﬁt a:'od _
- this is pursued through the pursuit of psychological effort on the strategic -
- level; regardless of the level of war on wluch the asymmetnc approach is
o employed o -
| - ust as our asymmetrrc foes seek to ta.rget our wril natronai resources need to be devoted
 to targeting theirs. Ralph Peters has coneiuded that ‘Attacklng the human body has been
| a sioppy and 1nefﬁcxent means of makmg war, Attackmg the mmd ‘may prove the
cuiminatton of military hlstory 71 The ADF has reco gmsed the potentral of psychological
-domlnance with the development of doctrme that recogmses three eomponents of

_ mformatlon operatlonsrmoffenswe, defenswe and support

Offenswe information operattons mciude electromc attack psychologtcai operations;

deceptlon computer network attack and destructlon N

% Land Warfare Doctrine 1, The Fundamen!als ofrand Warfare, 2602, p. 16,
. Worley, ‘“Asymmetry and Adaptive Command’, p. 44, . :

_ g _Kenneth F, McKenzie Jr., The Revenge of the Melians: Asymmemc Tkreats and the Neii QDR McNair

62, Instmlte for Natlonal Strategic Studles National Defense Unwer51ty, Washmgton D.C: 2000 P

" Ralph P : 'ers, F rghrrng for rke Fumr
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Defensrve operatlons may mclude mformatlon assurance countennteihgence,'. |
' :counterdeceptron physmal securlty operatlonal seeurlty, and counter—psyohologtcai -
o -_'-operatlons L o ' '
. Support mformatlon operatlons mciude mtelhgence electromc support pubhc o

_-_'mfonnatron cml affa1rs mformatmn management command control-

eommumcataons and mtelhgenee (CSI) mfrastructure, and srruatlonal awareness,

- The destructlon of the Worid Trade Cent:re and the attack on the Pentagon were crude .
'-'attempts to aehleve a strategle objec‘ave by shockmg acts of vxolence Obsessed w1th the
g symbohsm of both bmldmgs as the centres of Amerlcan caprtahst and mlEltary power the

| _al Qu aeda leadershlp apparently beheved that demonstratmg a capacrcy to stnke atthem

N .would deal a blow to Amerlcan morale that mlght lead the Umted States to dlsengage

S o from the Mzddle East In that they were ciearly rmstaken

. In the ensulng sﬂ‘uggie the centre of grawty of the conﬂlct has focused on Wmmng the B

support of a number of eonstrtuencxes These key groupmgs mclude what has become -

' known (qmte maccurately) as the ‘Arab street’ broader second and thlrd world .

o :populatlons, ehte opimon in the Mlddle East and Central As1a, Islarmc const;tuencaes o

and pu‘bizc support in the West The outcome of these struggles for support are by no

' '._means certam Dramng thelr conclusmns from Serb1an mformatron operatzons durmg

o ZOperatlorz Ah’zed Force m 1999 and the Impact of Al- Jazeera, the Pers1an Gulf television

- : :'network in the current conﬂlct Mlls Hllis and Rachel Holloway of the Defence Screnee

o -and Technolo gy Laboratory m Br1tam have found that

I '[I]t is clear that the West requlres effeotlve defenee not Just from the

L ._techmcal means of adversanes, but also from the affects {emotion) based
| targeti 7% that [an adversary] . can deploy to produce very real -
' effects o _ . S .

In the mformatron age the battle for the ‘hearts and mmds of drfferent groups will bean .

- 'mtegral component of conthct It w111 be fought Wlth mcreasmgly sophrsncated and

- dzverse medIa Even w1thm soverexgn states peOple g opmwns are no longer shaped by

o "the ph:losophy of my country r;ght or 'wrorlg leferent 1deolog1es ethnic and rellgmus :

o : 1dent1t1es, _commercml mterests and humamtarzan concems ail compete for the loyaltles |

A - _?2 John Blaxiand, I:gfomaaomera Manoeavre T he Austrahmied M:sszon ro East Trmor Land Warfare o .

' tudre"Centre Workmg PaperNo 118, Duntr e 2002, p 15*6.5_ R
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o ': of the 1nd1v;dual People are eonstantly bombarded w1th competmg messages—to a pom’c -

R _-where 1t 1s 1mposmbie to process them ail Punchts Wlth mﬂuenee over pubhc opmlon'

o have prewously unheard of freedom to promulgate ldeas that can do great darnage to the |

. cohesmn of a state or an mtemauonal cause In these c;rcumstanees the enemy does not

N requlre a f ﬂh column, the vaiues of a somety or a cuiture ean be faeed thh suhversmn :
o ﬁ'om mthm Consequently, it 1s nnportant that democratic states retam the eapaclty to
| commumcate elear authorttatxve and credtble messages to a range of constttuenmes both

: thtnn thelr borders and overseas In an era where to be 1eg1t1mate mihtary action will

' __reqmre broad—based support seeurlty estabhshments w111 not only have to target the will |

“of their opponents but will also have to engage the support or at least the acqutescence -

S of domestxc and penpheral const1tuenc1es

- 'Con51derab1e uncertamty accompames the emergence of the many novel capablhttes.

: 'covered by the mantle of Infonnauon Operatzons Not the least of- these concerns

o ) _'mcludes the extent to whleh the vanous methods are legal and in- what c;rcumstances

' -_Certamly seeurtty estabhshments that develop these eapablhtles are gomg ‘to have to

o develop a whole new rule book’ whlle recogmsmg that non-state actors usmg negatwe :

o asymmetnes may well not aecept the same iumtatlons on thexr oonduct Tn An Assessment
g of Intemanonal Lega! Issues in. Informatzon Operatzons the Ofﬁce of General Counsel in
: the UsS Department of Defense determmed that the types of mformatlon operattons being
| 'contempiated by the department were hke}y to be legltxmate Nonetheless, they requlred '
' .'prudent plannmg and a sxgmﬁcant mvestment of resources Infonnatton Operations are |
| --not an exclus;vely miiitary ﬁmctlon but are a. part of broad—spectrum securlty act1v1ty
The report eoncluded that ' o '

L 'Smce $0 many of these potentzal issués are relatweiy novel and since the =~
© - actions taken and “public posmons announced by natlons wﬂl strongly S
. influence the development-“of international - law. " in this  afea, the
* “involvement of high-level pohcy officials in- planmng and’ executing
- information operat:tons is much more nnportant at present than is the case -
with more tradmonal mlhtary operat:ons : :

' -_"The capablhtles requtred to counter and defeat asymmetne threats require a m111tary

. j_component but are not neeessarziy rehant on achlevmg suecess in battle Asymmetrle

P Mils Hills a:nd Rachel Holioway, ‘Competmg for medle contro] in an age of asymmetrlc warfare Jane's
Intelligence Review, Vol. 14, No. 5, May 2002, p. 23.-
Office of General Counsel; 4 Assessmerzt af Imernaaonal Lega! Issues in Informanon Operanorzs
n_.'fDefense MaleQ'M" 65 o S
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| 'conﬂtct reverses the emphasrs on warﬁghtmg prowess that is’ common in conventmnal .
_ : conﬂrct ()ne of the most 1nﬂuentral documents that has shaped Amerrcan thmkrng since
| the attacks on 11 September has been Reforgmg the Sword Forces for a 21‘“ Century
' _' Strategy Written by a team from the Center for Defense Informatron an influential

" think tank based in Washmgton DC and pubhshed Just before the dlsaster they |

- concluded that asymmetrrc conﬂrct represents the purest form of manoeuvrtst strategy.
Vlctory isa product of ¢ outmaneuvnng the enemy mentat‘ly, 50 as 1o limit the need for
' actual combat’ 76 The' report makes three pomts that are partlcnlarly relevant to the ADF.

: 'It concludes tbat in asymmetrrc conﬂtct mrhtary force needs to be restramed and utthsed

o 'selectwe}y as excessrve or mapproprtate use of force breeds resentment and plants the

.' . seeds of future conﬂrct’ m, Seeond alhances countmrt is tmportant to garner support and
- deny 1t to the enemy One s own stde should be cohesrve, Whrie ‘the ‘aim of operatrons.
' should be to ‘foster chaos and paralys1s on the other s1de Thll'd cornplex hatdware—
"_and the bureaucracres that service 1t—-are unsuited to-the task of defeatmg elusive
- warrtors Protean secunty threats are best defeated by denymg opponents legtttmacy and

.deprrvrng them of their support base Cut off from - the resoufces of therr own

o commumttes agrle responsrve and lethal forces can destroy them '

Conclusmn

o The formula for Austraha s current manttme strategy that is’ contarned in the current

o 'Defenee Whrte Paper is the product of a pertod of Iow threat comblned with superpower

_ deadlock Tt i 1s not in fact, a mantrme strategy but a contmenta} defence posture founded a

N one-dtmensronal threat. It is httle changed from the ‘Defence of Australia’ pohcres that
. ernerged after Vretnam Defence 2000 focuses on a platforrn~based’ pohcy of demal of
| 'the air-sea gap to any prospectrve 1nvader The piatfonn—based dlmensmn of this strategrc :
‘mind-set characterrses shlps and arrcraﬂ as the key assets in repelilng invasion. Yet the
_ prospect of mvasron is more remote now than ever before Austraha has never had to
 stand a]one aganrst an mvader and 1t is unreahstrc to beheve that it would ever have to.

* No small or nnddledevel state has ever had the potentral 10 iaunch rnore than nuisance

o conventronal attacks agamst the Austrahan marnland In the case of a significant

'detenoratron in the mtematronal securtty env:ronment Austraha would always have to

. ® Coionel Damel Smith USA (Ret ). Mareus Corb;n, Chrlstopher Heliman, Reforgmg the Sword F orees
. M . g . y b . .
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N provrde for its seeunty by taklng eollectrve actton together wrth 1ts frtends and alltes As
Dr Robert O’Neﬂl the reeently retrred Chichele Professor of the H1story of War at
Oxford wrote 1n 1976 ' ' '

: As far as maJ or attacks are concemed obvrousiy we, wouid need assrstanee -
" if attacked by a super-power. Thete is no way. ‘that’ Aastralra can ¢reate a | -
- wholly self-reliant Déefence force to fend of ‘& super-power . . . If a'major -
- attack 1§ ever directed at Austraha 1t would probabiy eome as a part ofa
' f'great globai catastrophe o

A Marrtrme Strategy formuiated to meet the needs of our contemporary securlty s1tuatron' -
- w111 need to do more than srmply seeure our terrrtonal rntegnty-nt wrll need to secure
' our vntal mterests Amongst other thmgs these 1nterests meiude the safety of Austrahan -

. e;tzzens and the1r property, the umnterrupted operatron of the physreal mfrastructure

B : '-_supportmg our way of life; and the securrty of the drgrtal networks that make our_3

mformatton age economy possﬁ:le To achteve these objectwes Austrahan rmhtary _

o .; | strategy needs to be ﬁrmiy embedded 1n a hohstrc natlonal securlty strategy That aspect

o of our mrhtary strategy that relates to our mantrme env1ronment should SO mueh focus on

L a polrcy of demal but should eonsrder what resources are requrred to shape and protect -

:our securrty srtuatron ‘Our vital mterests are not found m the arr—sea gap, but on land—

' '_'where our ett1zens hve our resources and natlonal assets are found and whete our cuiture

B ﬁourtshes In the era of globahsatton all of those mterests exeeed the physreai boundanes :

s of the state Countrles that are surrounded by water requtre a marztrme strategy that

- .enables them to Iegrtlmately pro}ect power offshore in’ combmatron w;th hke—rnmded'-

' . pat‘tners, 50 as to secure vrtal natlonal mterests

'_:The purpose of the rmhtary is to ﬁght and rt is the most potent tool in the natlon S

securrty armory It needs to be capable of deternng aggressmn by a wrde range of

S _'potentral adversarles—both state and non-state m orxgm To do $0, the armed servrces _

o need to be demonstrably effectwe across a broad range of eapablltty That range includes

- _'lethal eombat sktlls and mereasrngly the abzhty to use soft’ power to further the nattonai .

o 'mterests Tradrtlonal mllltary forces cannot do t}us m 1solatton, but need to be part ofa .

. synthesrsed seeurrty program Any futute coneept of mantrrne strategy has 10 thmlc E
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N beyond the ‘defence of the trench’ t'o 1ntegra’se ali aspects of natlonal power in secunng o

ol of our natxonal mterests

._'As Senator Hﬂl has md1cated govemments are mcreasmgly turnmg to mihtary forces to .
. prov:dc capab1l1t1es to deal w1th the novel sccurxty 1ssues of “the Age of Su:rpr;ses n

: :_'this era Govemments have to dea} Wlth protean secunty 1ssues and qu:te properly expect

- 'that the traditlonal seCunty estabhshment wﬁl be able to prowde strategles mat will

o -_'protect nanonal assets and populatlon However 1t has ‘becotiie obwous that the

E traditlonal stove-p1ped’ model of departmentahsmg the funcuons of defence

| mteih gence fore1 gn affa;rs customs pohce and 1mm1gratlon wﬂl not suit the demands of

- protean msecunty A smgle source of natzona.l securlty pohcy and advxce to govemment

' .'has to be cstabllshed to prowde cabmet~level advrce to govemment Only them Wlll we

: havc estabhshed a wholc~of—natxon approach to Securlty

"In a recent thoughtful address to the NatlonaE Inst:ttute for Asxa and The Pacxﬁc at The' : E
-Austrahan National Umversny Professor Paul D1bb 1dent1ﬁed what he’ termed the two '_ _
_ contendmg Defence thcologies One school of thought he termed the expednwnary ﬁ

e schoolmthose Who beheve that we should st:ructure the ADF as an expcchtxonary force

BRI support our globai mterests The other school of thought were “the regaonahsts —

o those who con51dered ‘that the defence of Austraha and our reglonal 1nterests should .

o remain the key to how the ADF is structured’ g Although hzstoncaily therc Was ‘a tension

B between those who adopted a pohcy of forward defence and those who wished to -

o concent:rate on contmental defence it no longer makes sense to 1dent1fy wtal national
- mterests w1th thelr degree of proxnmty to thc homeiand It 1s no longer a matter of
' 'choosmg between giobal a.nd reg;ona.l mterests—-nanonal mtcrcsts are not defmed by

geography, but by phy51c31 economlc and cultural secunty ¢oncerns. I

_. In the era of globahsanon, geography is only one of the factors that helps us 5 10 1dent1fy
- our key 1nterests A dn‘ty bomb in any global capltal a pub bomb in ‘Earls Court or an_ _

L attack on the Dawn Service a’s Galhpoh could cause even greater Austraha.n casualnes

o than were experlenced m Ba11 An attack on the globai economy 1s an attack on us all.

2 Professor leb 18’ correot when he cautlons us that the ADF possesses limited- .
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o eapablhtles, _however the quest:zon is not 51mp1y a choxce between reglonal mﬂuence and .

-----

o that our abxhty to mﬂuenee events dmumshes the furt:her We extend operatlons from the -

S 'nattonal Support base Nonetheless, _the Government reqmres the optlon to do 5o, if it -

o sdits our nattonal 1nterests Consequentiy, Austraha needs to shmg off 1ts preoccupatton'

L thh geographjca} proxzmlty, recogmse the very great hmitatxons on the number and size

| _"of the operat1ons that the ADF ean conduct and 11m1t 1ts commmnents to those operatlons .

o _' wh1eh wﬂi best serve an’ expanded notton of the nattonai good G1ven the natural

B -_'-'protectlon afforded by Austraha s mantnne env1ronment a pro-actzve rather than

o defenswe strategy best smts the demands of condmons of global mseeunty

e In a g}obahsed world 1t is also 1mpossﬂ31e to eoncewe of secunty m purely domestic :
.~ terms. Austraha S mterests and 1ts populatlon are scattered worid-vnde The mformatlon

age networkmg of data means that more than ever before our mterests are mextncably' '

- linked w1th the c1t12ens of other countnes Consequently, 1t 1s not possable to dehver_ L

' secunty by 31mp1y nnplementmg v1tal asset proteetton and CI'lSIS management procedures B

o w1thm Austraha A eentrallsed natxonal seeunty orgamsanon wou]d need to coordmate

relatlonshlps thh the securxty estabhshments of alhes, partners and states w;th shared

_' mterests

o .Technology is often mooted as. the asymmetrzc advantage that lel protect advanced

L SOCletEGS from the threat posed by pre-lndustrtal age wamors However 1t 1s only a tool.

o The real advantages that Austraha and 1ts alhes possess are a hlgh 1evel of s;tuauonal :

"awareness the abxhty to amve at ﬂexﬂ:nle responses and the prec1se and lethal nature of -
- the;r eombat capabthnes Iti 1s 1mportant that we do not confuse the sword thh the shield
' or derogate from our overall effeetweness by usmg the sword for tasks that it is 111—su1ted .
- Above a11 1t 1s necessary to remember that protean asymmetnes are not new—-—xt is

'strategle sta31s born of superpower deadlock that xs the anomaly This reallsataon is

o § hardiy novei Neariy two and a haif thousand years ago pnor to engagmg the barbanan -

= i Iilynans dunng the Peloponnesnan Wars General Bra51das lectured hlS troops

S These opponents of ours now may look to mexpenenced eyes as 1f they - .
e were gomg to be dangerous_ Thexr numbers seem 10, be temﬁc theu' S
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they come up agamst tmops who stand thelr g;round agamst all thls _
you will know in the future that mobs of this kind, orice their first attack o
- ismet ﬁrmly, only show off their courage by makmg threats of what they
~ . are going to do meanwhale keepmg well out of- the range | themselves;
- whereas' ;f one gwes way to them, they are qulck to press home their -
o advantage ' . SN R '

Bras1das knew hxs opponents and hIS strategm envzronmcnt and he won hls battle We

- reqmre the same IeVei of awareness 1f we are to Wm the battles that we wxll hiave to fi ght
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