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JOINT COMMITTEE OF PUBLIC ACCOUNTS AND AUDIT:

INQUIRY INTO DEVELOPMENTS IN AVIATION SECURITY SINCE 2004

SUBMISSION BY THE ATTORNEY-GENERAL’S DEPARMENT

Introduction

1. TheAttorney-Generalhascentralresponsibilityfor nationalsecurity. Australia’snational
securityarrangementsaresupportedby arangeofsecurityinitiatives,counter-terrorismlegislation
andongoingworkwith theinternationalcommunity. Manyof thesefunctionsareadministeredby
theAttorney-General’sDepartment(AGD).

2. AGD is an activeparticipantin thenationalcounter-terrorismarrangements,underthe
Inter-GovernmentalAgreementonAustralia’sNationalCounter-TerrorismArrangements,signed
on 24 October2002. Terrorismis consideredasourceof ‘unlawful interference’againstthe
aviationsecurityindustryandassuch,aviationsecurityissuesareanintegralpartofAustralia’s
nationalcounter-terrorismarrangements.

3. This submissionoutlines therole ofAGD in aviationsecurity,addressingthetermsof
reference(TOR)ofthis inquiryasappropriate.

WheelerReview

4. Aviation securityis currentlyin arapidphaseofre-adjustment,following theannouncement
by theAustralianGovernmenton 7 June2005 that animmediatereviewofsecurityatAustralia’s
airportswill be conductedby SirJohnWheeler. AGD will assistasnecessaryduringthereview
process.

5. The SecurityLaw BranchofAGD proposesto preparea submissionprovidingbackgroundto
legislativeissuesrelatingto theaviationindustry. This will include,for example,legislationthat is
in forceatAustralia’sairports,thelegislativebasisfor thecoercivepowersanddutiesof
Commonwealthlaw enforcementagenciesatairportsandtheoperationalagenciesthat are
authorisedto exercisethosepowers,andthecollection,storageanddisclosureofinformation,
including criminal records,in theaviationcontext. In addition,SecurityLaw Branchwill assist
operationalagenciesincludingtheAustralianFederalPolice(AFP) andtheAustralianSecurity
IntelligenceOrganisation(ASIO) in thepreparationoftheirsubmissions,asrequired.

ProtectiveSecurity Coordination Centre

6. AGD, throughtheProtectiveSecurityCoordinationCentre(P5CC),is responsiblefor the
coordinationofprotectivesecurityandcounter-terrorismarrangementswithin theAustralian
Governmentandbetweenit andStateandTerritory governments.

RobertGarranOffices,NationalCircuit, BartonACT 2600 Telephone(02) 62506666 Fax (02) 62505900 www~ag.gov.auABN 92661124436



7. Throughits involvementwith theNationalCounter-TerrorismCommittee(NCTC), thePSCC
maintainstheNationalCounter-TerrorismPlanandNationalCounter-TerrorismHandbookand
administersthenationalcounter-terrorismexercise,trainingandequipmentprograms.

National Counter-TerrorismPlan andHandbook

8. TheNationalCounter-TerrorismPlan(thePlan)clearlysetsouttherolesandresponsibilities
ofgovernmentagenciesanddetailstheauthoritiesandmechanismsin placeto preventormanagea
terroristincidentin Australia.

9. ThePlanbroadlyoutlinesarrangementsin transportsecurity,including aviationsecurity. The
Planiscurrentlyunderreviewandis expectedto be finalisedin late2005.

10. The Planis supportedby theNationalCounter-TerrorismHandbook(theHandbook),which
outlinesfor commanders,controllersandotherseniorcoordinatingofficials, thebroadcoordinating
arrangementsfor theprevention,response,investigationandconsequencemanagementofaterrorist
incident,in conjunctionwith State/Territoryspecificplans. The Handbookincludesspecific
informationaboutAustralia’saviationsecurityarrangements,in particulartheAviationTransport
SecurityAct2004andits regulations.

11. The Handbookis aclassifieddocument.The first revisionoftheHandbookwasapprovedby
theNCTC in December2004.

12. Shouldsignificantadministrativeor legislativechangesto Australia’s aviationsecurity
arrangementsbeidentified,both theHandbookandPlanwill beupdated,in accordancewith NCTC
processes.

Nationalcounter-terrorismexerciseandtrainingprograms

13. Australiahasstrengthenedits capacityto dealwith terroristsituationsundertheNCTC
capabilitydevelopmentexerciseprogram. ThePSCCis responsiblefor coordinatingtheNCTC
nationalcapabilitydevelopmentexerciseprogramthattests,maintainsandstrengthens
counter-terrorismcrisisandconsequencemanagementcapabilities.

14. TheAustralianGovernmentrecentlyapprovedfundingto expandthecounter-terrorism
capabilitydevelopmentexerciseprogramby fundingexercisesinvolving, butnot limited to, six
differentterroristattackscenarios:

• thehijackingofan aircraft
• anattackon anelectricitygrid
• anattackon asignificantpointin thefood chain
• anattackona ferry in SydneyHarbour
• abio-terroristattack,and
• an attackon anoffshoreoil rig.

Securityincidentmanagement

15. UnderthePlan,thePSCCWatchOffice performsacritical role in nationalcrisismanagement
arrangementswhich operatein theeventof athreator incidentofterrorism. The PSCCWatch
Office is thededicatedwhole-of-government24/7 counter-terrorisminformationcoordination
centre.
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16. The PSCCWatchOffice alsoforms thenexusofanestablishedandeffectivenational
coordinationandinformation-sharingnetworkincorporatingall relevantAustralianStateand
TerritoryGovernmentdepartmentsandagencies,policeandothersecurity-relatedagencies,
including aviationsecurity.

17. TheAustralianGovernmentCounter-TerrorismPolicyCommittee(AGCTPC)recently
endorsedanAustralianGovernmentProtocolacknowledgingthewhole-of-government
coordinationtasksthatthePSCCWatchOffice undertakes.Thisprotocolensuresthatother
AustralianGovernmentagencywatchoffice/incidentroomsreport to thePSCConthreatsor
incidentsrelatingto nationalsecurity(including aviationsecurityincidents)or actsofterrorism.

18. The PSCCWatchOfficehasStandardOperatingProcedures(SOPs)for dealingwith aviation
incidents. TheseSOPsprovideaprocessfor the sharingof informationrelatingto anaviation
incidentwhich includestheAFP,ASIO, theDepartmentofTransportandRegionalServices
(DOTARS),EmergencyManagementAustralia(EMA), theAustralianDefenceForce(ADF), AGD
Public Affairs andStateandTerritorypolice.

19. In caseswherethelossofcivil control is suspected,thearrangementsarestrengthenedto
includeteleconferencingbetweenthePSCCWatchOffice. TheDOTARSOffice ofTransport
SecurityandAirservicesAustralia.

20. The collocationofthePSCCWatchOffice andtheNationalSecurityHotline providesfor the
immediatedisseminationofinformationrelatingto an aviationincidentthatis receivedfrom a
memberofthepublic throughtheNationalSecurityHotline.

Relevant committeeinvolvement

21. AGD is involvedin anumberofcommitteesthatrelateto aviationsecurity,including:

• National Counter-TerrorismCommittee
AGD (includingthePSCCandEMA) isamemberoftheNCTC andis an active
participantin Australia’snationalcounter-terrorismarrangements.TheNCTC receives
regularreportsfrom DOTARS on high-levelaviationsecurityissues.

• High LevelGroup on AviationSecurity
AGD is amemberoftheHigh Level Group on Aviation Security,whichprovidesa
forum for consultationandexchangeofideason aviationsecurityissuesbetween
DOTARS,theaviationindustryandotherkey governmentagencies.

• AustralianGovernmentCounter-TerrorismCommittee(AGCTC)
TheAGCTC,chairedby thePSCC,meetseverymonthto considerintelligencereports
andotheroperationalsecurityrelatedinformationfrom memberagenciesin orderto
review thenationalcounter-terrorismalert level. DOTARS is amemberoftheAGCTC
andregularlyreportson aviationsecurityissuesat theoperationallevel.

• AustralianGovernmentCounter-TerrorismPolicy Committee
AGD (including thePSCCandEMA) is amemberoftheAGCTPC,which ensuresthat
thedevelopmentof counter-terrorismpolicy is coordinatedat theAustralian
Governmentlevel. DOTARSis amemberoftheAGCTPCandregularlyreportson
aviationsecurityissuesat thepolicy andstrategiclevel.

• AustralianGovernmentTransportSecurityPolicy Committee(AGTSPC)
AGD isamemberoftheAGTSPCwhich is aforum in whichDOTARS keepsall
relevantagenciesandtheirregionalofficesup to dateon transportsecurityissues.
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Critical Infrastructure Protection

22. Critical infrastructureisdefinedasthosephysicalfacilities, supplychains,information
technologiesandcommunicationnetworkswhichif destroyed,degradedorrenderedunavailablefor
anextendedperiod,would significantly impacton thesocialoreconomicwell-beingofthenation,
or affectAustralia’sability to conductnationaldefenceandensurenationalsecurity. Intheaviation
context,critical infrastructurelargelydenotesthenetworks,technologies,buildingsandother
physicalassetsassociatedwith airports.

23. AGD providesnationalleadershipandcoordinationofcritical infrastructureprotection(CIP).
TheAustralianGovernmentalsoprovidesintelligence,ensuresprotectionarrangementsarein place
for offshorecritical infrastructureassetsandmulti-jurisdictionalcritical infrastructure,andassists
ownersandoperatorsin theAustralianGovernmentregulatedsectors.

24. The NCTC hasplayedacentralrole in engagementwith business,particularlythroughthe
developmentoftheGuidelinesfor theProtectionofCritical Infrastructurefrom Terrorism. These
guidelinessetouttherolesandresponsibilitiesoftheAustralian,State,Territoryandlocal
governments,police, andownersandoperatorsin protectingcritical infrastructurefrom terrorism.

25. DOTARS,with assistancefrom AGD CIP Branch,maintainsthetransportsegmentofthe
TrustedInformationSharingNetwork (TISN) for Critical InfrastructureProtection,aforumwhere
ownersandoperatorsofcritical infrastructurecanshareinformationandbestpracticeontopics
suchassecurity,businesscontinuity,consequencemanagement,informationsystemattacksand
vulnerabilities.

26. The transportsegmentof theTISN includesaspecificaviationgroup,with representation
frommajor airportsandairlines,andjurisdictionswith an interestin aviationCIP. Activities within
theAviation TISN groupfocuson miimisingtherisks to aviation’scritical assets,andonbusiness
continuityandconsequencemanagementin theeventofanincident.

27. The Critical InfrastructureAdvisory Council (CIAC) overseestheactivitiesoftheTISN
industrygroups— includingtransport— andadvisestheAttorney-Generalon thenationalapproach
to CliP. CIAC comprisesrepresentativesfrom eachoftheindustrygroups,eachoftheStatesand
Territories,relevantAustralianGovernmentagenciesandtheNCTC. The CIAC is chairedby
AGD, which alsoprovidessecretariatsupport. TheChairoftheAviation Group,Mr GeoffAskew,
from QANTAS, is thetransportsectorrepresentativeon theCIAC.

Office of International Law

28. TheOffice ofInternationalLaw within AGD provideslegaladviceto ministers,aswell as
otherAustralianGovernmentdepartmentsandagencies,on internationallegalissuesthatarisein
relationto aviationsecurity. Advice maybegivenin thecourseofnegotiations,or in implementing
internationallegal agreementsinto Australiandomesticlaw. Internationallaw advicemayalsobe
requiredin the courseofrespondingto aspecificaviationsecurityincident.

Air Security Officers

29. AGD haspolicy responsibilityfor theAir SecurityOfficer (ASO) program. AGD attendsan
Inter-DepartmentalCommittee(IDC) on ASOsandalsoprovideslegal supportto negotiationsfor
ASO arrangements.
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30. TheAFPhasoperationalresponsibilityfor theASO program. The AustralianCustoms
Service,Departmentof ForeignAffairs andTrade,DOTARS andDepartmentofthePrimeMinister
andCabinetprovidepolicyinputto theDepartmentthroughtheIDC process.

31. TheGovernmenthasprovided$15.7million overfour yearsto theAPPto allow expansionof

theASO program(2004-5Portfolio BudgetStatements).

TermsofReference(c) — compliancewith Commonwealthsecurityrequirementsbyairlines

32. TheASO programprovidesan additionallayerof in-flight securityfor Australian-registered
aircraftby deployinggovernmentemployedsecurityofficersto traveldiscreetlyon aircraft from
airportsthataretheorigin for flights into Australia. Deploymentsareplannedin conjunctionwith
theairlinesandarebothrandomandthreatbased.A cooperativeworkingrelationshiphasbeen
establishedbetweentheAustralianGovernmentandtheairlines to coordinatetheprogram.

33. InternationaldeploymentsoccuronaregularbasisbetweentheUnited StatesandAustralia
andto Singapore.Forbothroutesagreementshavebeenreachedwith countriesto provide
assistanceshouldanAustralianregisteredaircraftneedto divert from its intendeddestination.
Negotiationsarealsounderwaywith countriesin South-EastAsia assessedaspriority countries
from athreatperspective.

TermsofReference(d) — the impactofoverseassecurityrequirementson Australianaviation
security

34. ASO negotiationsareunderwaywith countriesin South-EastAsiaassessedaspriority
countriesfrom athreatperspective.Preliminaryresponsesfrom thesecountrieshavebeenpositive,
althoughtherearesignificantlegal and operationalissuesthat will needto beresolvedbeforeASO
deploymentscancommence.

35. Australiawill hostthefifth annualAir Marshalconferencein Canberrain November2005,to
whichanumberofregionalcountrieswill beinvited. Thismayprovideaplatformfor further
regionalactivity by Australiaon ASOissues,includingbestpracticetrainingandcapacity-building.

TermsofReference(e) — costimpostsofsecurityupgrades,particularly regionalairports

36. TheAustralianGovernmenthasafundingarrangementin placewith airlines.

Identity Security

TermsofReference(g) — opportunitiesto enhancesecuritymeasurespresentedby currentand
emergingtechnologies,includingmeasuresto combatidentityfraud

37. On 14 April 2005,theGovernmentannouncedthedevelopmentofa comprehensivestrategy
to strengthennationalidentitysecurity. Identity securityis akeyconcernfor nationalsecurityand
lawenforcement.Falseidentitiesunderpinterroristandcriminal activity andundermineborderand
citizenshipcontrolsandeffortsto combatterroristfinancingandfinancial crime.

38. AGD isdevelopingwhole-of-governmentandcross-jurisdictionalprocessesto explore:
• theidentificationofacommonsetofkeyproof-of-identity(P01)documentsto beused

exclusivelyby all CommonwealthandStateandTerritoryagencieswhenenrolling
clients
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• theidentificationofcommonadvancedsecurityfeaturesfor inclusionon all keyP01
documents

• asecurenationalelectronicdocumentverificationsystemfor useby all keyAustralian
GovernmentandStateandTerritoryagencies

• developmentofa systemto improvetheaccuracyofpersonalinformationheldon
governmentdatabasesandto detectfalseidentitiesandinaccuraterecords

• developmentofnationalauthenticationstandardsfor physicalandon-linetransactions,
and

• asupportingor enablinglegislativeregime,takinginto accounttheneedfor privacy
oversightandprotection.

39. The Governmenthascommitted$5.9 million overtwo yearsin the2005-06Budgetto support
the developmentofthenationalidentitysecuritystrategy,includingtheimplementationoftwo pilot
projects. Theseinclude:

• apilot ofan onlinedocumentverificationservice(DVS) to checkidentification
documentspresentedto keyagencieswith nationalsecurity,borderprotectionand
enforcementresponsibilities,and

• apilot to examinetheaccuracyofpersonalinformationon an existingCommonwealth
databaseto detectfalseidentitiesandinaccuraterecords.

40. An importantpartofthework programwill betheestablishmentofadialoguewith the
privatesectoron identitysecurityto betterunderstandbusinessinterestsandconcerns.

41. Theintroductionoftheproposedidentitysecuritymeasures,in particularthedevelopmentof
aDVS will assistin thereductionofidentityrelatedfraud,andassistin theidentificationof
attemptsby fraudsters,organisedcrimeandpotentiallyterroriststo gainillegal accessto
governmentsystemsandprograms.

42. ThedevelopmentofaDVS is akey requirementto increasetherigourof governmentidentity
checksat enrolment,registration,orwhereamajorhigh value initiative is introduced.Theuseof
improveddocumentvalidationservicesis particularlyimportantin circumstanceswherePlO
documentationis intendedto beissued,andwherethatidentificationdocumentationallowsaccess
to high risk programsorsensitivesites.

Surveillanceon Aircraft and at Airports

43. TheGovernmenthascommittedto introducelegislationto allow for lawful videosurveillance
by employersin anysecurityregulatedairportor aircraft,with appropriatesignage.

44. Appropriatearrangementswill be madeto addressprivacyconcernsandensurethe
safeguardingandpropercollectionanduseofanyvideofootage. As theagencywith policy
responsibilityfor thePrivacyAct1988,AGD will work to ensureviablesolutionsto ensure
adequateprivacyprotectionsfor personalinformationgarneredfrom anysurveillanceundertaken.
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