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Mr RussellChafer
Secretary
JointCommitteeofPublicAccountsandAudit
ParliamentHouse
CANBERRA ACT 2600

27 FEB2006

DearMr Chafer

On7 November2005, theJointCommitteeon PublicAccountsandAudit tabled
Report404,whichdetailsthefindingsofthe Committee’sexaminationof
11 perfonnanceauditsby theANAO. This reportfocusedon two Audit Reportsof
2004-05,ofparticularrelevanceto Defence:

• No 5 - Managementofthe SDSSUpgrade;and,
• No 21 - Defence’sFinancialStatements2003-04.

TheCommitteerequestedthatDefencereporton the implementationof
Recommendation29 byFebruary2006. I encloseDefence’sresponseto
Recommendation29 in anExecutiveMinute. Defence’sresponseto theremaining
recommendationswill betabledby 7 May2006, thatis, within six monthsofthe
report’stablingdate.

Yourssincerely

BRENDAN NELSON

Parliament House, Canberra ACT 2600 Tel: (02) 6277 7800 Fax: (02) 6273 4118
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EXECUTTVEMINUTE I
on

JOINT COMMITTEEOF PUBLIC ACCOUNTS AND AUDIT
REPORT No. 404

ReviewofAuditor-General’sReports2003-2004Third& Fourth Quarters;andFirst & $econd
Quartersof2004-2005

DEFENCE RESPONSETO RECOMMENDATION 29

Generalcomments

TheJCPAAReport404 examined11 performanceauditsby theANAO. Two ofthesereportswere
ofparticularrelevanceto Defence;Nos5 and21. Thesereportslookedat themanagementofthe
StandardDefenceSupplySystemUpgradeandDefence’sFinancialStatements2003-04.The
Committeemadeatotalof eightrecommendationsto whichDefenceis requiredtorespond.
Recommendation29 requiredDefencetorespondto theCommitteebyFebruary2006— this is
below.

TheDefenceresponseto theremainingsevenrecommendationswill betabledwithin six monthsof
thereport’stabling date,thatis,by 7 May 2006.

Responseto therecommendation(s)

Followingits auditof SDSSin April-May 2005,theANAO concludedthatit wasunableto obtain
thenecessarylevelsofcontrolsrelianceacrossSDSSandassociatedbusinessprocesses.A specific
areAofconcernwasuseraccess.

Inresponse,DefencehasimplementedacomprehensiveenhancedSDSSIT ControlsFramework,
which is addressing,interalia,useraccessandsecurityissues.A revisedsecurityaccessmatrixhas
beenintroduced,including:

• cleansingofexistinguserprofiles,toprovidethelevel ofaccessappropriateto thepositions
occupiedbytheusers;

• theintroductionoftightercontrolson privilegeduseraccessrights;
• theapplicationofsegregationofdutiesprinciplesto SDSSusers,to ensurethatindividual

usersdid not haveaccessto conflictingbusinessfunctionson SDSS;
• whereoperationalrequirementsmeantthatcompletesegregationofdutieswasnotpossible,

asupervisoryoversightwas introducedasacompensatorycontrol; and

Recommendation29 paragraph 9.47

The CommitteerecommendsthatDefenceurgentlyreviewthesecuritycontrolsfor theSDSS
programto ensurethat useraccessis setat the appropriatelevels. Defenceshouldreport
backto theCommitteeaboutits implementationofthis recommendationbyFebruay2006

.



• theintroductionofenhancedaccessreporting,to monitorsystemusageanddetectdeviation
fromusagepatternsandrights.

TheseactionswerecompletedbyNovember2005.

TheSDSSIT ControlsFrameworkwill providegreaterassuranceaboutthesecurityofthesystem
andthereliabilityoftheinformationcontainedon it. In additionto useraccessandsecurity,it is
strengtheningthecontrolsframeworkon thesystemandaddressingbusinessprocessessurrounding
thesystemandcompliancewith them. Significantprogresshasbeenmadein theimplementationof
theFramework,with training,testing,qualityassuranceandauditscheduledfor completionby 30
June2006. TheA=4A0hasbeenbriefedextensivelyon themethodology,implementationand
testing

R. C. SMITH
Secretary
DepartmentofDefence
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