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INTRODUCTION

The Australian National Audit Office (ANAO) recently conducted an audit to ascertain “how
efficiently and effectively the Australian Taxation Office (ATO) administers the tax file number
system and to identify opportunities for improvement of that system”.> The report of the audit
includes recommendations that are primarily aimed at improving efficiency, but it also recognises
that privacy considerations, client benefits and cost-effectiveness are factors that should be

examined.?

The House of Representatives Standing Committee on Economics, Finance and Public
Adminigtration is conducting an inquiry into the ANAO report to review the administrative policy
and client service issues of tax file numbersraised in the report. Theinquiry isto consider these
issuesin light of the Australian Taxation Office’s (ATO) response to the recommendations. While
the ATO agreed to the Auditor-General’ s recommendations, there were some qualifications in the
ATO' sresponse and legislative amendments would be necessary to implement some of the
recommendations. The Committee announced that it will also investigate other aspects of the tax
file number system.

The aims of this submission are to:

» advise the Committee on the privacy implications of changes to the tax file number system that
may arise from implementation of the ANAO recommendations or suggestions made in the
supporting discussion to the recommendations,

» assist the Committee by giving a concise account of the current tax file number system and the
privacy concerns which had a bearing upon its formation; and

» provide the Committee with information about other privacy-related developments that may be
relevant to this Inquiry.

The body of the submission first provides a brief overview of privacy and unique identification
numbers, the scope of the current privacy legislation, the proposed extension of the legislation to
the privacy sector and the tax file number system. It then goes on to discuss the ANAO
recommendations that appear to have particular privacy implications. More information on the
three points above is set out in the attachments that cover:

What is privacy?

Technology and Privacy

Summary of Privacy Surveys

The 1988 Tax File Number System
Post 1988 Expansion of the System
The Tax File Number Guidelines

mmoowx

! The Auditor-General Audit Report No. 37 of 98/99. P 13
2 See, in particular, recommendation No.2.
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Although not always reflected in the recommendations, the ANAO report canvasses changes to the
tax file number system that promise optimum efficiency but would require some significant changes
in policy. Insummary, the changes canvassed would involve:

* aunique client services number allocated to all Australians, probably at birth;

* mandatory quotation of the number in certain circumstances, initially tax related;

» extension of the use of the tax file number (or the client services number, if introduced) to more
aspects of the administration of the income taxation system; and

» extension of the use of the tax file number (or client services number, if introduced) into more
non-tax areas of government administration.

Such fundamental changes in policy warrant consideration against a range of factors, which are
broader than just administrative performance. The history of the tax file number system suggests
that privacy issues have been particularly sensitive in this context.

Preservation of personal privacy should not unnecessarily impede efficient public administration,
although the question of balance must be considered. Most Australians would agree that atax
reform measure would not be acceptable, for example, if it produced little new revenue and was
very intrusive.

More specifically, this balance should test whether:

» alternative methods can be developed that are less privacy intrusive;
» proposals offer realistic benefits that are commensurate with the impact on individual privacy,
and that those benefits are likely to be realised; and
» proposals are likely to be thwarted because alternatives exist for taxpayers who are determined
to find them.

Finding the right balance can be very difficult and will ultimately be decided by Parliament. At the
end of this process, for example, Parliament may decide to strike a new balance in the tax file
number system between striving for optimal administrative efficiency and preserving individual
privacy.

What is needed isto find privacy solutions that serve the public interest while protecting the privacy
of individuals as far as possible. Inthe end, Australians expect a culture that respectstheir privacy.
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OVERVIEW

An individual’ sright to privacy is afundamental human right. Privacy is a broad concept, one
component of which is the protection of personal information. Here privacy considerations centre
around giving individuals greater control over what happens to personal information about them
through the exercise of choice. The right to privacy and the public’s right to know are often cast as
opposites but both are vital in a modern democracy. The right to privacy is not regarded as an
absolute right but one that, in some circumstances, must be weighed against rights of others and
mattersthat are to the benefit of society asawhole. Privacy is not about protecting wrongdoing or
encouraging secrecy.

The Privacy Act 1988 — Privacy Commissioner’s Jurisdiction

The right to privacy is recognised in a number of international instruments. In particular there are
the International Covenant on Civil and Political Rights (Article 17) and the Organisation for
Economic Cooperation and Development (OECD) Guidelines on the Protection of Transborder
Flows of Personal Information. Australia adopted the OECD Guidelines in 1984 and the principles
in those guidelines were incorporated in the federal Privacy Act 1988 (the Privacy Act). The Act
had two key objectives: the protection of personal information in the possession of federal
government departments and agencies, and safeguards for the collection and use of tax file
numbers.

Subsequent amendment of the Privacy Act and the enactment of other Commonwealth legislation

have given the Commissioner additional functions in respect of:

« data-matching between Commonwealth agencies,’

« the Commonwealth Spent Conviction Scheme,’

« thereporting of credit worthiness information,”

» the operation of the eligibility checking system between pharmacists and the Health Insurance
Commission,®

» records made by telecommunications carriers, carriage service providers and others of their
disclosures of customer information.’

Extension of privacy protection to personal information held in the Private Sector

The Government announced on 16 December 1998 that it intends to legislate to support and
strengthen self-regulatory privacy protection in the private sector, and that a light-touch legislative
regime would be introduced. The scheme will involve amendment of the Privacy Act and will be
based on the revised National Principles for the Fair Handling of Personal Information, as released
by the former Privacy Commissioner in January 1999. The National Principles are again based on
the OECD principles, but were adapted to private sector application following extensive
consultation with business and consumers.

For the past ten years, the public has enjoyed privacy protection in the public sector, and in relation
to certain types of personal information including tax file numbers, in the private sector as well.

3 Data-matching Program (Assistance and Tax) Act 1990.
* Part VIIC of the Crimes Act 1914.

® Part 1A of the Privacy Act 1988.

® National Health Amendment Act 1993.

" Telecommunications Act 1997.
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There is no doubt that Australians are concerned to protect their privacy and that, as we move into
the information age, this concern is having an impact on Australian businesses. The proposed
private sector legislation responds to this concern.

The Tax file number System

The tax file number system currently operates under rules, including rules for the protection of
privacy, that are set out in taxation law, assistance agency and superannuation law, the Privacy Act,
and binding Tax file number Guidelines (issued by the Privacy Commissioner). The combined
effect of this legislative and guideline package is to limit the uses of tax file numbers to those
authorised by Parliament, specify the authorised uses and set standards for the collection,
management, use and disclosure of tax file numbers. In addition, the system includes two very
important privacy protections:

» Thetax file number is not to be used as a national identification system by whatever means.
* Therights of individuals under taxation, assistance agency or superannuation law to choose not
to quote atax file number shall be respected.

This latter protection, which forms the basis of what is known as the * voluntary quotation
principle’, recognises that an individual is not legally obliged to quote atax file number. Neither
taxation nor assistance agency nor superannuation laws make the quotation of atax file number a
requirement, although the financial consequences of not quoting can be severe. Under assistance
agency law, the quotation of atax file number is a condition for the receipt of assistance payments.

Unique Identification Numbers

Unique identification numbers, such as was proposed with the Australia Card, are unpalatable to
many people because of concern that the number would become a pervasive feature of day-to-day
life. Filing systems could be organised around the number which would greatly facilitate
documentation of every facet of an individual’ s life. The capacity for detailed surveillance by
monitoring the activities of individuals in their dealings with government could become areality.

Strong concerns also persist that once unique identifiers have widespread use in the public sector,
there would be great pressure to extend the use of the numbers to dealings in the private sector.
Producing a unique identification number could become an unavoidable part of every transaction
and thisis not desirable from a privacy point of view.
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THE ANAO RECOMMENDATIONS

The ANAO audit report, Management of Tax File Numbers was clearly an extensive and detailed
examination of the operation of the tax file number system. It makes a number of formal
recommendations that are generally aimed at improving the efficiency and effectiveness of the
system within the current policy and legislative framework. However, the discussion in the body of
the report supporting each of the recommendations sometimes canvasses suggested action which
may lead to much more fundamental changes to the system.

In commenting on each of the recommendations, this submission focuses initially on the formal
recommendation, however due to the significance of some other possibilities raised in the
discussion, comment about them has been included where appropriate.

Recommendation No. 1
The ANAO recommendsthat the ATO :

a) examine the cost-effectiveness of offering an electronic serviceto schoolsin regard to
TFN applications;

b) maximise the proportion of eligible 15 and 16 year olds enrolled at schools who choose
toreceivetheir TEN through the ATO’s Students Education Program; and

C) seek the support of the Department of Education, training and Youth Affairsin
preparing a submission for ministerial consideration about obtaining the cooperation
of peak school bodiesto the conduct of the ATO’s Schools Education Program in Y ear
9 classes on an annual basis.

| am not opposed in principle to this recommendation, however it would need to be implemented
carefully. For example, care would have to be taken to ensure that “maximis[ing] the proportion of
eligible 15 or 16 year olds” does not lead to a coercive approach. In my view, it would also be
opportune to review the processes utilised under the scheme to ensure that they pay proper atention
to privacy.

For example, even under the current arrangements, one aspect that this Office has questioned in the
past isthat express consent of the parent is not sought for a student to apply for atax file number.
An‘opt-out’ arrangement is used instead. The practice is for the school to send a note home to
parents with the students. Parents may then inform the school that they do not wish their child to
apply for atax file number. However, thereisarisk that parents will not receive information about
this option for a number of reasons.

Thiswas the case in acomplaint to my Office from the parent of a student who had applied for atax
file number through the SEP. Asit happened, the child was not at school on the day that the notice
was sent home to parents or when the SEP was explained to the students. Consequently, the parent
did not have the opportunity to indicate that they did not wish their child to apply for atax file
number and apparently, the child did not really know what he was applying for when he completed
the forms at school.

| would see value in the arrangements for parental consent being re-considered in the context of
implementation of the ANAO recommendation.
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Recommendation No. 2

The ANAO recommendsthat the ATO in conjunction with other agenciesresearch and report
appropriately upon the privacy considerations, client benefits and cost-effectiveness of :

a) implementing an effective risk management process, including quantitative analyses of
Proof of Identification (Pol) data;

b) delivering TFN client servicesthrough appropriate alter native means additional to the
ATO;

o)) providing a more secure, client focussed and cost-effective means of gathering /
composing TFNs. The ATO should haveregard to the widespread use of TFN (by
employees, investment bodies and other government agencies) and to Defence Signals
Directorate’ s advice concerning secure algorithms,

d) conducting Pol audits within and across government agencies, and

€ providing the client service number in a format which iseasy for clientsto access, use
and maintain, while protecting their individual privacy.

This recommendation could lead to improvementsin the efficiency of administration of the tax file
number system and, with the exception of comments below on (e), | do not have any particular
comment. | strongly support the inclusion of privacy in the opening part of this recommendation as
one of the matters that would need to be taken into account in assessing the proposals.

Part (e) of the recommendation, read with the supporting discussion, invites the consideration of the
introduction of a client service number possibly by way of a‘client centred identification agency’.
Thisis essentially a proposal for a unique identifying number, possibly allocated at birth, to be used
for all dealings with government agencies.

The discussion refers to the recently introduced Australian Business Number (ABN). The
Government introduced the ABN as a national identifier for business primarily to assist in
administering the GST system. A sideline benefit envisaged for businesses is that eventually they
may use the ABN in dealings with state and federal agencies. The ABN will be a publicly
accessible number and will not have any of the privacy protections that are attached to tax file
numbers. Thereis no intention for the ABN to be used by individuals to identify themselves,
although administrative arrangements will have to be carefully devised to meet this objective in the
case of sole traders or professional practitioners that operate businesses.

In its discussion of the ABN, the ANAO suggests that a client service number would result in
similar benefits for individuals.

The history of the Australia Card debate in Australia suggests that the introduction of a client
service number would require extensive privacy protection. The Australian community has
demonstrated that it is very sensitive about this issue, possibly more so than people in some other
OECD countries. Inthe case of the Australia Card, Parliament effectively decided that it was not
possible to put in place acceptable privacy provisions and the Card was not introduced.
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Recommendation No. 3

The ANAO recommendsthat the ATO ascertain the cost-effectiveness of assigning
appropriate information technology resourcesto Interest Royalties and Withholding Branch.

This recommendation does not raise any privacy issues.
Recommendation No. 4

The ANAO recommendsthat the ATO examinetherisksto theintegrity of tax administration
and to the collection of revenue arising from transactions (for example, those listed in
paragraph 3.30) being outsdethe TFN withholding arrangements and consider options for
addressing theserisks, such asther incluson within the TFEN withholding arrangements.

| am not opposed in principle to this recommendation. However, recommendation 4 raises the
guestion of whether the privacy implications of expanding the range of transactions where atax file
number might be quoted, can be justified by increased taxation revenue or savings in government
outlays.

The discussion does not address detailed proposals but rather lists arange of areas that the ATO
should consider, including:

* the purchase and sale of real estate,

» therenting of real estate,

* AUSTRAC transactions,

* the use of safety deposit box and similar services.

At this point, | would simply urge caution in implementing changes which would greatly extend the
range of circumstances in which tax file numbers might be quoted and where the resulting increases
in collection of tax may be marginal. Indeed, many of the individual transactions that would be
included in the proposed changes, would have no tax implications at al. Y et the information would
give the ATO an extraordinary, and possibly unwarranted, insight into the private lives of
Australians.

Recommendation No. 5

The ANAO recommendsthat the ATO:

a) seek concurrence of relevant financial institutionsregarding the data specification for
Annual Investment Income Reportsinformation that providesthe ATO with accurate

and valid data that minimises compliance costs,

b) investigate the disparity between the TFN withholding tax collected and the amounts
remitted to taxpayers; and

C) reconcile remitter /investment body payments as appropriate and ascertain the level of
tax payable having regard to the quality and timeliness of available data.

This recommendation canvasses a range of possible efficiency improvements to the withholding tax
administrative arrangements. | would not be concerned with this recommendation if it specifically
required that privacy implications be assessed and addressed in any subsequent decisions.
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Recommendation No. 6
The ANAO recommendsthat the ATO:

a) examines opportunities for smplifying the refund process for exempt investors who
haveincurred thetax file number withholding tax; and

b) examine the cost-effectiveness of establishing suitable arrangementsto ensurethe
automatic identification of exempt investors.

| support this recommendation as it would streamline the current tax file number withholding tax
arrangements.

Recommendation No. 7

The ANAO recommendsthat the ATO:

a) improve client data quality throughout its businesslines;

b) progress strategies for the resolution of duplicate, and the archival of inactive, records;

(o)) assess the cost-effectiveness of accessing and using additional data sets, such asthose
from the State Registrars-General; and

d) work with strategic partnersto ensurethat data sets conform to ATO standards before
they are provided to the ATO.

From a privacy perspective, part (c) of the recommendation deserves comment. It calls for the
assessment of additional data sets and suggests as an example those held by State Registrars-
General. The supporting discussion also particularly suggests greater access to data held by the
Health Insurance Commission.

| urge caution in finding new unrelated uses of information collected for particular purposes,
particularly where the information deals with sensitive matters such as health-related personal
information or where the personal information is held on public registers. | am particularly
concerned where this information is collected compulsorily. Public register information is often
collected compulsorily and the individuals concerned will have little choice in, or knowledge of
how it is later used.

| note that the discussion supporting this principle raises a range of concerns about the current
‘voluntary quotation’ element of the tax file number system.

The discussion suggests that voluntary quotation is creating inefficiencies that could be overcome
by mandatory quotation. As discussed earlier, one of the most fundamental principles behind the
tax file number system in Australia is the voluntary quotation principle. Introduction of mandatory
guotation would represent a fundamental change in the underlying policy.

The real issue appears to be the need to improve current administrative arrangements rather than
make changes with potentially adverse privacy implications.
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The ANAO recommends that the ATO take steps to ensure that financial institutions provide reports
which are more accurate by complying more fully with reporting standards set by the ATO, and to
simplify the refund process for exempt investors who have incurred the tax file number withholding
tax.® It would be a better solution from a privacy perspective if qualitative measures were
implemented to improve the standard of reporting by financial institutions and improve the process
for refunding withheld tax for all taxpayers, rather than moving to mandatory quotation of tax file
numbers. Thereis little justification in proceeding to compulsion, at least until recommendations
five and six have been tested and assessed.

The ANAO report argues that mandatory quotation is justifiable on three grounds, which | will
comment upon in turn:

« the majority of investors quote their tax file number °

There is arange of possible reasons why an investor may quote their tax file number. These may
include preferring not to be denied income earned during the financial year or to have to claim back
any tax for which they are not liable at the end of the financial year or simply having no concern
about the use of atax file number. The important thing isthat they quoted their tax file number in
an environment of choice. If that choice isremoved, there may be a significant backlash from the
public.

* non-quotation tends to be associated with complex tax affairs and where there are greater
opportunities to evade, avoid or reduce the tax payable in other ways *°

If there are specific classes of activities identified as being problematic because tax file numbers are
not quoted and individuals earning the income are more difficult to identify due to the legal
arrangements, then that may be grounds for seeking legislative power to deal with them. Definable
problems lend themselves to targeted legislative control, but they are not grounds to change a
fundamental protection enjoyed by every individual most of whom are not engaging in the
problematic activities.

* inequity exists between persons who receive government benefits that require the quoting of a
tax file number, and all other persons.**

As noted earlier, the voluntary quotation principle is fundamental to acceptance by Australians of
the tax file number arrangements. It should only be varied where very strong public interest
arguments apply. While Parliament did vary the balance in favour of the public interest by making
it areguirement to quote tax file numbers to receive assistance agency benefits, it did not overthrow
the voluntary quotation principle.

The discussion in the report also canvasses the extension of data-matching activities using tax file
numbers in a number of areas, including Centrelink carrying out matching in respect of employment
declaration forms and child care cash rebates. The ANAO estimates savings in these areas that
would need to betested further. | would expect these proposals to be assessed in accordance with
the principles established in the Data-matching Program (Assistance and Tax) Act and in the
voluntary guidelines issued by the Privacy Commissioner under section 27 of the Privacy Act.'?

8 Recommendations 5 and 6.

® Paragraph 4.61 of the ANAO Report

19 paragraph 4.62 of the ANAO Report

1 Paragraph 4.64 of the ANAO Report

12 The Use of Data-matching in Commonweal th Administration Guidelines 1995
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WHAT ISPRIVACY? ATTACHMENT A

In afamous article written in the 1890s by Louis Brandeis, an American Supreme Court Justice, he
popularised the concept of privacy as “the right to be let alone”.*® After some 100 years, many
people would still accept that this definition goes to the heart of the issue. It encompasses the
concept of freedom — freedom to retain our personal information when we want to be let alone, but
also the freedom to disclose information about ourselves if that is what we choose to do.

Privacy is about giving each and every one of us the greatest control possible over what happens to
our personal information. Exercising choice about our own information can also be an important
aspect of retaining personal dignity and humanity in arelationship with another party. Privacy is
not about protecting wrongdoing or encouraging Secrecy.

While choice is extremely important, there is no absolute right to privacy. At least a certain amount
of information sharing occurs in most relationships which individuals have with other people or
organisations and a consequential reduction in control over that information occurs because
someone else now holdsiit.

The right to privacy and the public’s right to know are often cast as opposites but both are vital ina
modern democracy. Privacy invariably involves balancing the individual’ s right to be let alone
against either a particular benefit that the individual receives, or the broader rights of society, often
referred to asthe “public interest”.

This concept of choice, of balancing rights and obligations, is enshrined in the existing Federal
Privacy Act in which Parliament directs the Privacy Commissioner in the performance of hisor her
functions, to:

“have due regard for the protection of important human rights and social interests
that compete with privacy, including the general desirability of a free flow of
information and the recognition of the right of government and business to achieve
their objectives in an efficient way.”**

The intention is to find privacy solutions that serve the public interest while protecting the privacy
of individuals to the optimum level. Inthe end, Australians expect a culture that respects their
privacy.

3 The Right to Privacy, Warren S., BrandeisL. D., 4 Harvard Law Review 193 (1890); or
http://mww.louisville.edu/library/law/brande s/privacy.html
14 Section 29(a) of the Privacy Act 1988 (C'th)
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TECHNOLOGY AND PRIVACY ATTACHMENT B

It is now ten years since the Federal Privacy Act wasfirst enacted, and society and business have
undergone significant changes in that time. Technology is making it ever easier and less expensive
to collect, collate, store, analyse and process personal data, on amost all aspects of a person’s life,
to such an extent that there are now organisations that specialise in the ‘mining’ of that data. The
mined data can then be used to market goods or services to specific individuals that may be of
interest to those individuals.

The current development of new technology, especially electronic commerce, is giving consumers
unparalleled opportunity and range of choice. It isalso providing business with excellent
opportunities for growth well into the new millennium. However, this same technology is very
quickly changing the ways that individuals and organisations can collect, store and process personal
information about each other. These rapid changes are challenging everyone to pay closer attention
to privacy issues.

These issues can be illustrated by briefly reviewing the privacy issues arising from the Internet and
from the increasing use of surveillance technology.

I nternet
The development and use of the Internet has raised a number of major privacy concerns including:

» harassment by unsolicited e-mail, which can exceed any unsolicited mail left in the letterbox on
the front fence at home;

» Extensive collection of personal information about a persons purchasing and other activities,
often without their knowledge; and

» greater ease of identity theft that involves the appropriation of a person’s identity usually for the
purposes of credit card fraud. ldentity theft has been made easier by the existence of a number
of on-line databases that publish personal details about people who have used the Net.

In one recent example, American Automated Systems™launched a website that alows anyone to
search for people using their Social Security numbers. For $20, people can plug in a US Social
Security number and have American Automated conduct a search of public-records databases. A
journalist writing a story about this site reported that she searched her own Social Security number
which yielded her current address, as well as four previous ones. The entire process took less than
three minutes.

The discovery that the Real Networks multimedia Internet operation secretly gathered the listening
habits of its twelve million Real Jukebox users has caused a furore. It isreported as having already
inspired a $780 million, class action law suit.*

Surveillance

Electronic surveillance of the community by both public and private sector organisations is
becoming increasingly frequent.

15 hitp://www.ameri canautomated.com/
16 “Pyt the byte on shonky net operators’, Austraian Financial Review, 11 November 1999.
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Our financial transactions, purchasing habits, and movements on the Internet can be monitored.
Telephone companies are able to monitor and record the movements of mobile phones, provided
they are turned on. Records about individuals are also created where intelligent transport systems
are used to collect tolls. The records created are primarily for billing the customer but are also a
record of the times and dates that the customer passed particular tollbooths.

Video surveillance is also being used in awide variety of circumstances. In many cases, individuals
are not made aware that arecord is being made of their image or activities. Where notice is given
there may be no real choice for individuals about being video taped if they need to be in the area
under surveillance, for example in banks and at ATMs.

A large number of local councils have installed video surveillance cameras in strategic locations in
an effort to reduce anti-social behaviour and deter crime in the area. Security cameras are being
rapidly installed in many publicly accessible buildings such as retail shops, banks and theatresin an
effort to achieve the same purposes.

Community Attitudes

There is good evidence to suggest that technology is making people nervous about their privacy.
For many people, technology represents a loss of control over their information, either because they
just do not know what the intended recipient will do with their information or whether their
information is secure from unintended recipients. See Attachment C for information on surveys
about community attitudes to privacy concerns.

The underlying message is that people are still very concerned about their privacy, in spite of any
benefits which may flow to them, let alone any public interest which might be served by entering a
relationship which requires them to disclose their personal information.
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SUMMARY OF PRIVACY SURVEYS ATTACHMENT C

Privacy Commissioner’s surveys

From 1990 to 1994 the Federal Privacy Commissioner commissioned surveys of community
awareness and attitudes towards privacy and produced a consolidated report, Community Attitudes
to Privacy, published in 1995.*'

Key findings in the 1994 survey include:

Confidentiality of information held by government and business organisations is considered a
very important social issue. Privacy has grown in importance to a seventy four percent
response.’®

Computers are seen as a major threat to privacy. Seventy per cent of respondents feel
computers are reducing the level of privacy in Australia and eighty per cent think computers
have made it easier for confidential information to fall into the wrong hands.*®

Ninety per cent of respondents want control over their information through legislated
safeguards.

M asterCard

In 1996, MasterCard International conducted a survey of attitudes of the Australian public to
privacy, particularly in relation to payment systems.”*

Key findings include:

Privacy isregarded as an important social issue amongst issues such as drug abuse, the
environment, unemployment, and law and order. Eighty seven per cent of respondents were
either ‘concerned’ or ‘very concerned’ about privacy. %

Respondents expressed concern about organisations having access to various types of
information, for example: banking transactions (83%), major purchases (car, house) (79%),
medical history (70%), income (73%).%

Eighty per cent of respondents perceived Government agencies having computer access to
networks of personal information as being a threat to privacy.

Fifty seven per cent of respondents expressed concern about government agencies sharing
information.®

7 | nformation Paper Number Three - Community Attitudes to Privacy, August 1995, HREOC

18 Chart 1, page 8 Information Paper Number Three

19 Page 10 Information Paper Number Three

20 Chart 5, page 18 Information Paper Number Three.

2 MasterCard International, Privacy and Payments— A Study of Attitudes of the Australian Public to Privacy.
2 Figure 3,; page 10 MasterCard study

2 Figure 4, page 11 MasterCard study

2 Figure 3, page 12 MasterCard study

% Figure 5, page 14 MasterCard study
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Surveys of businesses

There are also arange of surveys of business attitudes to privacy, particularly focusing on whether
businesses have an online privacy policy and how they handle personal information.

An Australian Business Advisers survey of top 100 Australian businesses showed a lack of attention
to privacy on websites - few businesses with online privacy policies (5% of 79 companies with a
website). This survey assessed 50 Australian sites most accessed by Australians and only twenty
per cent mentioned anything about privacy of information.

Surveys of American businesses show mixed results about businesses online privacy policies -
some surveys say about two thirds of leading sites have privacy policies, while Federal Trade
Commission study believe this has increased to around ninety four per cent.

Surveys of attitudesto online privacy

Surveys have been conducted to assess attitudes of the online community towards online privacy.
Most of these surveys were conducted with the American public.

These surveys share common conclusions:

. Privacy is seen as the primary consumer issue facing the Net. A considerable proportion of
net users seesthe Internet as athreat to their privacy, particularly in the age group eighteen to
twenty nine.

. A high proportion of the online population doesn't want to give up information in exchange
for better-targeted marketing. Many online users do not fill out online registration forms
because they are not given information about how their information will be used. Users are
more likely to provide information when they are not identified.

. Privacy is preferred over convenience.

. People are particularly concerned about websites collecting information from children.

«  Fear of spam % can hinder online buying activity.

. People believe that concerns about the lack of privacy are slowing the growth of e-commerce.
Security was cited as the primary reason why, people do not make purchases on the Net.

«  Thereisalack of understanding about cookies *’ and the threat to privacy.

. People believe strongly that companies do not have the right to resell information about
people collected online.

. People are concerned about being monitored online.

. Current website practices are not adequate.

. Consumer concerns about privacy inhibit electronic commerce.

. In surveys that asked about regulation, most respondents agreed that there should be Internet
privacy law.

% Definition of “spam” on the Privacy Commissioner’s web site, see http://www.privacy.com.au/issues/p7_1.html.
2 Definition of “cookies’ on the Privacy Commissioner’ s web site, see http://www.privacy.com.au/issues/
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In the 10" GVU User Survey® conducted in October 1998:

» Seventy per cent of consumers cited privacy concerns as the primary reason for not registering
demographic information

» Of the respondents, forty per cent advised that they have provided false information at one time
or another when asked to register at a Web site.

» Seventy seven percent of respondents valued privacy over convenience when it comes to buying
goods or services viathe Internet.

AT&T reported from a survey conducted by them that, “Overall, our respondents registered a high
level of concern about privacy in general and on the Internet. Only 13% of respondents reported
they were ‘not very’ or ‘not at al’ concerned.”*

According to a poll of Internet users conducted in 1998 by Louis Harris & Associates and Alan
Westin for Business Week, seventy eight per cent of users said they would use the Internet more if
privacy were guaranteed. The majority of respondents were more concerned about privacy than
cost, ease of use, security, or spam.®

The most recent indication of community attitudes on privacy comes from the Roy Morgan survey
of 25 August 1999 that found that “The majority of Australians (56%) are worried about invasion of
privacy issues created by new information technologies’.*

Conclusion

Existing surveys on attitudes to privacy reveal that privacy is an important issue for the public. It is
matter of particular concern in the online environment.

Sources of survey information

The Forrester Report, September 1999, The Best Privacy Practice
http://www.forrester.com

http://www.eprivacy.com.au/survey.html
http://www.gvu.gatech.edu/user_surveys/

Thompson, M (May 1999) The Sate of Online Privacy
http://www.thestandard.net/metrics/display/0,1283,897,00.html ?home.metf

TechWeb (May 1999) Stes improve Privacy Disclosure, Survey Says
http://www.techweb.com/wire/story/TWB19990512S0023

28 \www.gvu.gatech.edu/user_surveys/survey-1998-10/graphs/privacy/q13.htm

29 Beyond Concern: Understanding Net Users' Attitudes About Online Privacy, AT& T Labs-Research Technical
Report TR 99.4.3 (April 1999)

http://www.research.att.com/library/trs/'TRs/99/99.4/99.4.3/report.htm

% Business Week (Asian Edition) March 16, 1998, p.54 ; or viawww.busi nessweek.com
31 \wwww.roymorgan.com/pol1s/1999/3221
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Australian Business Advisers Privacy Surveys Which Australian web sites care about your privacy?
http://www.abaconsulting.com.au/privacyart.htm

Privacy: Public Concern
http://www.unc.edu/~hempel/357/357surveys.htm

Which Online, Annual Internet Survey, UK
http://www.which.net/nonsub/special/ispsurvey/executive.html

Electronic Privacy Information Centre, Privacy Surveys
http://www.epic.org/privacy/survey/

Electronic Privacy Information Centre, (June 1998)
Surfer Beware |1: Notice is not enough

US Federal Trade Commission (June 1998) Privacy Online: A report to Congress

Andersen Consulting (April 1998) eCommerce: Our Future Today, A review of eCommercein
Australia

Privacy Waterhouse Privacy Surveys 1996 and 1997

Roger Clarke, Reference List: Surveys of Privacy Attitudes
http://www.anu.edu.au/people/Roger.Clarke/DV/Surveys.html
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THE 1988 TAX FILE NUMBER SCHEME ATTACHMENT D

Prior to 1988, the tax file number was the key file identifier in the Australian Taxation Office
(ATO). It wasroutinely provided by taxpayers in dealing with the ATO; and routinely used by the
ATO in notices to and correspondence with taxpayers. It was merely an internal administrative
tool. Therewere no legal restrictions on its use and tax agents sometimes used the number as their
client number on their files.

The change in status of the tax file number can be understood by going back to the Australia Card
debate of 1987. The Australia Card proposal was that every person would be required to have a
plastic identification card bearing their signature, their photo and a unique identification number
allocated to that person. The card would have to be produced to prove identity in dealings with
government agencies. The card would also have to be renewed every five years in an effort to
maintain its integrity. Various criminal offences would apply to those who failed to register or
committed fraudulent practices in connection with card.

Strong public concern over the proposal under the Australia Card Bill caused it to be withdrawn.
During the debate, most critics of the Government’s policy acknowledged that improved systems
were needed for dealing with abuse of taxation responsibilities. A political consensus developed
around the proposition that the integrity of tax file numbers should be upgraded and this became
government policy.* The compromise that followed was a strengthened tax file number system.

In December 1988, legislation was passed to create the new tax file number system with some
fundamental privacy safeguards built into it. The Privacy Act 1988 was passed at the same time
and contained supplementary privacy safeguards for the new system in the form of interim Tax File
Number Guidelines in Schedule 2 of the Act. The interim Guidelines were replaced by Guidelines
issued by the Privacy Commissioner under section 17 of the Privacy Act.

The new tax file number System came in to operation on 1 January 1989 and at that time had the
following features:

Stage 1 of the System
* New employees or those changing jobs were asked to supply atax file number on new
employment declaration forms as from 1 February 1989, and existing employees were to do the

same as from 1 April 1989.

An employee who elected not to quote atax file number would have PAY E tax deducted &t the
highest marginal rate on the whole income.

* New proof of identity procedures were introduced and were to be undertaken by the ATO or its
agent, the Pogt Office.

%2 Privacy Commissioner’s submission to the Senate Standing Committee on Legal and Constitutional
Affairs — Extended Uses of Tax file number and Data-matching, 16 November 1990, page 1

Appendix 3 Third Annua Report on the Operation of the Privacy Act.
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Stage 2 of the System

Between 1 July 1990 and 30 June 1991, those who earn non-wage income (investors, etc) were
encouraged to quote tax file numbers for relevant income-generating deposits (savings accounts
and investment facilities). Asfrom 1 July 1991, if atax file number had not been quoted, tax
would be withheld at the highest marginal rate.

The System also applied to:

Some social security benefit recipients (unemployment and sickness beneficiaries and recipients
of job search allowances). If they did not quote their tax file number, the benefit payment was
reduced by the highest marginal rate of taxation.

Students who had agreed to deferred payment of the levy under the Higher Education
Contribution Scheme (HECYS).

Studentsin receipt of Austudy payment from the then, Department of Employment, Education
and Training.

Superannuants, but only in connection with the payment of benefits for taxation purposes.

Amendments to the tax file number System followed and are outlined in Attachment E.
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POST 1988 EXPANSION OF THE SYSTEM ATTACHMENT E
Outlined below are the major changes to the 1988 tax file number System to date.
Changesin Assistance Agency Payment Requirements,

In November 1989, Parliament passed legislation that made changes to the System in relation to
social security and other benefit recipients. By 1991, quoting atax file number was a pre-requisite
to receiving all classes of Commonwealth income support or sSimilar payments.

Thiswas a major change in policy, essentially making it mandatory for social security and other
benefit recipients to quote atax file number. Individuals claiming entitlement to payments also
became subject to requirements to provide the tax file number of third parties whose circumstances
were considered relevant to the claim, such as spouses or parents.

This change is also significant because it shifted the System from being a primarily tax-based one to
one with application in the assistance agency area as well.

Data-M atching between Agencies

In 1991, there was another major change in connection with the new requirement to quote atax file
number to obtain Commonwealth payments. A major data-matching program relying on the tax file
number was introduced. It became possible to use tax file numbers as a means of greater certainty
in matching information about an individual held by the ATO and agencies which administer social
welfare benefits and other forms of assistance. The data-matching program was aimed at reducing
fraud and overpayments in the administration of assistance payments rather than tax collection. In
recognition of the shift in emphasis of the tax file number system, and in response to the privacy
risks associated with data-matching, stringent requirements for the conduct of the program were set
down in legislation (see the Data-matching Program (Assistance and Tax) Act 1990).

Changesin Superannuation Law

There has also been an increasing use of tax file numbers in the administration of superannuation.
The net result of these changes is that superannuants may be invited to quote their tax file number
for anumber of superannuation purposes. The main purpose was twofold: firstly, tax file numbers
were considered necessary to facilitate the administration of the superannuation surcharge tax; and
secondly, tax file numbers were a means of ascertaining whether different superannuation accounts
were, in fact, held by the same superannuant. The latter was of benefit to the superannuant because
it meant that small amounts held in a variety of funds due to changes in employment would not be
overlooked. A number of privacy safeguards were built into the laws giving effect to these changes,
including the preservation of the voluntary quotation principle and a prohibition on the use of tax
file number as a general administrative number by superannuation bodies.
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Tax file number guidelines 1992 ATTACHMENT F

Annotated version including all amendmentsas at July 1997

These Guidelines became law on 21 December 1992. They replace the previous Tax File Number
Guidelines of October 1990. A set of annotations, in the form of Commissioner’s Notes, appear
underneath the Guidelines in italics. The annotations do not form part of the law and provide
interpretive assistance only.

These Guidelines incorporate two sets of amendments issued on 9 October 1996.

Commissioner’snote: Interim Guidelines were contained in the Privacy Act 1988 and were
replaced, first with the Tax File Number Guidelines 1990, and then with the 1992 Guidelines,
issued in September 1992 and effective from 21 December 1992. A Table of Amendments since
that time appears at the end of the Guidelines.

A set of annotations appear underneath the Guidelinesin italics, each headed "Commissioner's
Note". The annotations do not form part of the law and provide interpretive assistance only.

I ntr oduction

These Guidelines are issued under Section 17 of the Privacy Act 1988. They are intended to protect
the privacy of individuals by restricting the use of tax file number information. The Privacy Act
provides that a breach of the Guidelines is an interference with the privacy of an individual. An
affected individual may complain to the Privacy Commissioner. Where appropriate the individual
may seek compensation. Unauthorised use or disclosure of tax file numbers is also an offence under
the Taxation Administration Act 1953 with a penalty of up to $10,000 fine, two years imprisonment,
or both.

Commissioner’s note: These Guidelines protect the tax file number information of natural persons
only. They are not intended to protect tax file number information relating to other entities, such as
corporate entities, partnerships, superannuation funds and trusts. The tax file number provisionsin
the Taxation Administration Act 1953 on the other hand protect all tax file numbers, including
individuals . Specifically, section 8WA places restrictions on unauthorised requirements or
reguests that a tax file number be quoted, while section 8WB places restrictions on the unauthorised
recording, maintaining a record of, use or disclosure of a tax file number.

In complying with these Guidelines, tax file number recipients should have regard to the
Annotations and Compliance Notes issued by the Privacy Commissioner. The Guidelines are
legally binding. The Annotations and any Compliance Notes are intended to assist those affected in
interpreting the Guidelines, and do not have the force of law.

For the purposes of these Guidelines, the term "taxation law" has a meaning which is wider than its
usual meaning under the Taxation Administration Act 1953. Its extended meaning is given in
Guideline 9.8. The terms "taxation purpose” and "tax related purpose” carry a similar extended
meaning. A complete list of definitions appears in Guideline 9, "Meaning Of Terms".

Commissioner’snote: These Guidelines were first applied for authorised assistance agency
purposes in 1990, and authorised superannuation purposesin 1996. The terms ‘assistance agency
law and ‘superannuation law are defined in Guidelines 9.9 and 9.10 respectively.
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Guidelines

1. General
1.1 Thetax file number is not to be used as a national identification system by whatever means.

Commissioner’snote: This does not preclude the use of the tax file number as an identifier for
taxation law purposes by the Commissioner of Taxation.

1.2 Therights of individuals under taxation, assistance agency or superannuation law to choose
not to quote atax file number shall be respected.

Commissioner’snote: This Guideline, which forms the basis of what is known as the ‘ voluntary
guotation principle’, recognisesthat an individual is not legally obliged to quote a tax file number.
Neither taxation nor assistance agency nor superannuation laws make the quotation of a tax file
number a requirement, although the financial consequences of not quoting can be severe. Under
assistance agency law, the quotation of a tax file number is a condition for the receipt of assistance
payments.

2. Useand disclosure of tax file number infor mation

2.1 Thetax file number is not to be used or disclosed to establish or confirm the identity of an
individual for any purpose not authorised by taxation, assistance agency or superannuation
law.

Commissioner’snote: The purpose of the tax file number isto facilitate tax and certain aspects of
assistance agency and superannuation administration, not to assist with the identification of
individuals for other purposes.

2.2 Thetax file number is not to be used or disclosed to obtain any information about an
individual for any purpose not authorised by taxation, assistance agency or superannuation
law.

2.3 Tax file number information is not to be used or disclosed (whether directly or indirectly) to
match personal information about an individual except as authorised by taxation, assistance
agency or superannuation law. In particular, matching of tax file number information is not to
be undertaken by government agencies, employers, investment bodies or the trustees of
superannuation funds for any purpose not authorised by taxation, assistance agency or
superannuation law.

Commissioner’snote: The tax file number can only be used or disclosed by tax file number
recipients for reasons necessary to administer or comply with taxation, assistance agency, or
superannuation law. A tax file number recipient may not match personal information by means of
the tax file number for any other purpose.

2.4 Tax file number information shall only be used or disclosed by tax file number recipients as
authorised by taxation, assistance agency or superannuation law.
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Commissioner’snote: Only persons and organisations authorised by taxation, assistance agency,
or superannuation law may use or disclose a tax file number. Alist of classes of lawful tax file
number recipients, current at the date of issue of these Guidelines, is appended. It was compiled
jointly by the Commissioner of Taxation and the Insurance and Superannuation Commissioner
under Tax File Number Guideline 3.1 and 3A.1.

3. Obligations of the Commissioner of Taxation

3.1 The Commissioner of Taxation shall publicise, in agenerally available publication,
information relating to:

(8 the classes of persons or bodies who are authorised by law to request an individual to
guote that individual's tax file number;

Commissioner’snote: It isnecessary for this publication to be made widely available so that
individuals may be aware of those entitled to request tax file numbers and thus avoid unauthorised
collection.

(b) the specific purposes for which such arequest may be made;

Commissioner’snote: The Commissioner of Taxation must also publicise the circumstances under
which those authorised may request tax file numbers so that requests may be limited to those
circumstances alone.

(c) the prohibitions upon the collection, recording, use and disclosure of tax file number
information; and

Commissioner’snote: The prohibitions on collection, recording, use and disclosure of tax file
numbers must be publicised to assist in the prevention of misuse.

(d) the penaltiesthat apply to unauthorised acts and practices in relation to tax file number
information;

Commissioner’snote: Publicising the penalties against unauthorised acts and practices will act as
a deterrent to misuse.

together with information as to where detailed particulars relating to these matters can be
obtained.

Commissioner’snote: The Commissioner of Taxation fulfils the obligation under Guideline 3.1 by
the issuing of a document, ‘ Classes of Lawful Tax File Number Recipients (appended to these
Guidelines), in conjunction with the Insurance and Superannuation Commissioner (who has similar
obligations set out at Guideline 3A). The ATO also includes notices on ATO forms and other
publications, which may refer for detailed information to either (a) or (b) of thisannotation. The
ATO also publishes a number of Taxpayers Charter explanatory booklets.

3.2  Wherever practicable, publication by the Commissioner of Taxation pursuant to 3.1 shall be
made prior to any new circumstances in which atax file number may be requested arising asa
result of an amendment to ataxation law.
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3.3 The Commissioner of Taxation shall ensure that any practice involving the collection of tax
file number information which has been prescribed or approved by him, provides for
individuals to be informed:

(@ of the legal basis for collection;
(b) that declining to quote atax file number is not an offence; and
(c) of the consequences of not quoting atax file number.

Commissioner’snote: The Australian Taxation Office has issued a document entitled " Guidance
on the Preparation of Tax File Number Forms', which outlines the design requirements for forms
used to collect tax file number information. Copies of this document are available from the Privacy
Section of the National Office of the Australian Taxation Office in Canberra. This document should
be read in conjunction with the Privacy Commissioner's Compliance Notes 1/90: "Collection of Tax
File Numbers by Investment Bodies', 2/90: "New Investments - Further Advice on Collection of Tax
File Numbers by Investment Bodies', and Supplementary Note to Compliance Notes 1/90 and 2/90:
"Requests for TFNs in Connection with New Accounts or Investments'.

3.4 The Commissioner of Taxation shall also observe all other relevant obligations contained in
these Guidelines.

Commissioner’snote: The obligations on the Commissioner of Taxation relating to collection,
recording, use and disclosure of tax file numbers under the Tax File Number Guidelines and
Taxation Administration Act 1953 are complementary to, but may overlap with, responsibilities
under the Information Privacy Principles and other legidation eg. secrecy provisions, the Data-
matching Program (Assistance and Tax) Act 1990.

3A. Obligations of the I nsurance and Superannuation Commissioner

Commissioner’snote: This Part was added by Amendment 1996 No.2 in recognition of the greater
role of tax file numbers in the administration of superannuation due to legidative changesin that
area. Thefollowing Guidelines place responsibilities on the Insurance and Superannuation
Commissioner to provide community information similar to the responsibility borne by the
Commissioner of Taxation.

3A.1 The Insurance and Superannuation Commissioner shall ensure that any practice involving the
collection of tax file number information which has been prescribed or approved by him or
her provides for individuals to be informed:

(@ of the legal basis for collection;
(b) that declining to quote atax file number is not an offence; and
(c) of the consequences of not quoting atax file number.

Commissioner’snote: The Insurance and Superannuation Commissioner has issued Approvals of
the manner of quoting, requesting, and transferring tax file numbersfor the purposes and possible
future purposes of the Superannuation Industry (Supervision) Act, pursuant to various sectionsin
Part 25A of that Act, and pursuant to various sections of the Retirement Savings Accounts Act
1997. These Approvals are published in the Insurance and Superannuation Commission’s
Superannuation Digest. Copies of the approvals may also be obtained from | SC offices.
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3A.2 The Insurance and Superannuation Commissioner shall publicise, in agenerally available
publication, information relating to:

(8 the bodies, including the trustees of superannuation funds and employers, who are
authorised under superannuation law to request tax file numbers;

(b) the specific purposes under superannuation law for which atax file number may be
requested;

(c) the prohibitions upon the collection, recording, use and disclosure of tax file number
information; and

(d) the penaltiesthat apply to unauthorised acts and practices in relation to tax file number
information;

together with information as to where detailed particulars relating to these matters can be obtained.

Commissioner’snote: The Insurance and Superannuation Commissioner fulfils the obligation
under Guideline 3A.2 by the issuing of a document * Classes of Lawful Tax File Number Recipients
(appended to these Guidelines), in conjunction with the Commissioner of Taxation. In addition, by
arrangement with the I SC, the ATO publishes a booklet entitled ‘ Tax File Numbers -
Responsibilities of Superannuation Trustees and a fact sheet entitled ‘ Tax File Numbers -
Responsibilities of Employers’. These are both available by contacting ATO offices.

3A.3 Wherever practicable, publication by the Insurance and Superannuation Commissioner
pursuant to 3A.2 shall be made prior to any new circumstances in which atax file number
may be requested arising as a result of an amendment to superannuation law.

3A.4 The Insurance and Superannuation Commissioner shall observe all other relevant obligations
contained in these Guidelines.

4. Obligations of assistance agencies

4.1 Incaseswhere assistance agencies are entitled to require under assistance agency law or
reguest under taxation law provision of atax file number, they shall publicise, in a generally
available publication, information relating to:

(8 the specific purposes for which atax file number may be required or requested by them;

(b) the prohibitions upon the use and disclosure of tax file number information; and

(c) the penaltiesthat apply to unauthorised acts and practices in relation to tax file number
information;

together with information as to where detailed particulars relating to these matters can be
obtained.

Commissioner’snote: The obligations on assistance agencies relating to collection, recording, use
and disclosure of tax file numbers under the Tax File Number Guidelines and Taxation
Administration Act 1953 are complementary to, but may overlap with, responsibilities under the
Information Privacy Principles and other legidation eg. secrecy provisions, the Data-matching
Program (Assistance and Tax) Act 1990.
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4.2 Wherever practicable, publication by assistance agencies pursuant to 4.1 shall be made prior
to any new circumstances in which atax file number may be requested arising as a result of
an amendment to assistance agency law.

Commissioner’snote: In practice assistance agencies fulfil the obligation under Guideline4ina
number of ways. This may include: (a) by means of general privacy leaflets available on request;
and (b) through notices included on assistance agency forms and other publications, which may
refer for detailed information to general leaflets.

4.3 Assistance agencies shall observe all other relevant obligations contained in these Guidelines.

5. Coallection of tax file number information

5.1 Tax file number information shall only be requested or collected from individuals by tax file
number recipients as authorised by taxation, assistance agency or superannuation law.

Commissioner’snote: Only persons and organisations authorised by taxation, assistance agency,
or superannuation law may request or collect a tax file number. Thesearelisted in * Classes of
Lawful Tax File Number Recipients', appended to this document. A request for a tax file number
from any person or organisation other than those authorised isa criminal offence under the
Taxation Administration Act and a breach of these Guidelines.

It is unlawful for any person or organisation to require an individual to provide that individual's
tax file number. Assistance agencies, under assistance agency law, may make the provision of a tax
file number a condition of assistance payments.

5.2 Tax file number recipients shall take such steps as are reasonable in the circumstances to
ensure:

(@ that the individual is informed:

(i) of the legal basis for collection;
(i)  that declining to quote atax file number is not an offence; and
(iif)  of the consegquences of not quoting a tax file number.

Commissioner’snote: Whenever a request for a tax file number is made, the individual should be
informed of the taxation, assistance agency, or superannuation law which provides the tax file
number recipient with the authority to make such a request. This could include oral notification but
should also include stating the authority on any forms used to make the collection.

(b) that the manner of collection does not intrude to an unreasonable extent upon the affairs
of the individual; and

Commissioner’snote: The manner in which tax file numbers are collected must not intrude upon
the personal affairs of an individual except to the extent necessary to obtain the tax file number.

(c) that only information which is necessary and relevant in relation to whichever of
taxation, assistance agency or superannuation laws applies to the tax file number
recipient.
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Commissioner’snote: Collection of tax file numbers should not be used as an opportunity to
collect other information required by or of interest to the collector, for purposes other than
taxation, assistance agency, or superannuation administration.

6. Storage, security and disposal of tax file number information
6.1 Tax file number recipients shall ensure:

() that tax file number information is protected, by such security safeguards asit is
reasonable in the circumstances to take, to prevent loss, unauthorised access, use,
modification or disclosure, and other misuse; and

Commissioner’snote: Tax file number recipients need to be aware that tax file number
information handling procedures and safeguards should anticipate all reasonably foreseeable risks
to security. Some examples of tax file number security are physical and logical barriers such as
building security, locked filing cabinets, user identity checks and password controls for computer
systems.

(b) that accessto recordsthat contain tax file number information is restricted, where
practicable, to persons undertaking duties related to responsibilities arising under
taxation, assistance agency or superannuation law which necessitate the use of tax file
numbers.

Commissioner’snote: Tax file number recipients should limit, where practicable, the persons who
are able to have access to tax file number information to those who require accessin order to carry
out responsibilities under taxation, assistance agency, or superannuation law. To ensure that
access to tax file number information is restricted to those requiring access, tax file numbers
should, where practicable, be separately and securely stored. This Guideline also recognises that
tax file number recipients may not strictly be administering the relevant law but may till be
handling tax file numbers in accordance with the law.

6.2 Tax file number recipients may dispose of tax file number information when it is no longer
required by law nor administratively necessary to be retained. Any disposal of tax file number
information shall be by appropriately secure means.

7. Incidental provision of tax file numbers

7.1 Where an individual isrequired by law, or chooses, to provide information which contains a
tax file number for a purpose not connected with the operation of a taxation, assistance
agency or superannuation law:

(8 that individual shall not be prevented from removing the tax file number; and
(b) if thetax file number is not removed, the recipient shall not record, use or disclose the
tax file number.

Commissioner’snote: Parts (a) and (b) derive from s.8WA(2) and s.8WB of the Taxation
Administration Act 1953. It reinforces the restrictions contained in those provisions on the
recording, use and disclosure of tax file numbers. In particular, s.8WB makesit a criminal offence
to record, maintain a record of, use or disclose another person'stax file number other than in
specified circumstances.
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This means, for example, that where an individual chooses not to delete their tax file number froma
document that they provide to another person or organisation, say a bank when applying for a loan,
then that other person or organisation must delete the tax file number from the document.

In addition, tax agents should del ete tax file numbers when providing tax-related documents to
other persons on behalf of their clients, for example as proof of income in support of aloan
application.

8. Staff training
8.1 Tax file number recipients shall take such steps as are reasonable in the circumstances:

(8 tomake all staff aware of the need to protect the privacy of individualsin relation to
their tax file number information; and

Commissioner’snote: Thisresponsibility will involve staff training and/or appropriate statements
in publications or guidelines produced for all staff.

(b) to inform those staff whose duties include the collection of tax file number
information, or access to tax file number information for the operation of taxation,
assistance agency or superannuation law of:

(i)  thecircumstances in which tax file number information may be collected,;

(if)  the need to protect the privacy of the individuals to whom the tax file number
information relates.

(iif)  the prohibitions on the use and disclosure of tax file number information; and

(iv) thesanctionsthat apply to breaches of tax file number and privacy requirements.

Commissioner’ s note: Employees who deal with tax file numbers shall not have accessto or use
tax file number information to which they may have access in the course of performing their duties
other than for the purpose of performing those duties. The sanctions are outlined in the
Introduction to these Guidelines.

9. Meaning of terms

9.1 Any term used in these Guidelines which is defined in the Privacy Act shall be interpreted in
accordance with that definition.

9.2. " Approved recipient” means atax file number recipient who:

(8 hasbeen engaged by an authorised recipient to provide services in circumstances where
it is reasonably necessary to have access to tax file number information; or

(b) has been permitted by an individual to have access to that individual's tax file number to
assist in the management of that individual's taxation or assistance agency affairs

9.3 "Authorised recipient” means atax file number recipient other than the Commissioner of
Taxation and assistance agencies who has been authorised by taxation, assistance agency or
superannuation law to receive tax file numbers.
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9.4 "Employer" means an employer as defined in Section 221A of the Income Tax Assessment
Act 1936.

9.5 "Assstanceagency" means.

(@ the Department of Health and Family Services;

(b) the Department of Employment, Education, Training and Y outh Affairs;
(c) the Department of Social Security;

(d) the Department of Veterans Affairs.

9.6 "Investment body" means a person who is an investment body within the meaning of
Section 202D of the Income Tax Assessment Act 1936.

9.7 "Taxfilenumber recipient” hasthe same meaning as "file number recipient”, which is
defined in Section 11 of the Privacy Act, and shall include:

(@ the Commissioner of Taxation;

(b) anassistance agency as defined in 9.5 above;

(c) anapproved recipient as defined in 9.2 above; and

(d) anauthorised recipient as defined in 9.3 above.

(e) thetrustee of a superannuation fund as defined in 9.11 below.

9.8 "Taxation law" for the purpose of these Guidelines means:
(& anAct for which the Commissioner of Taxation has the general administration;
including the Child Support (Registration and Collection) Act 1988 and the Child
Support (Assessment) Act 1989;

(b) an Act under which the Commissioner of Taxation has powers and functions related to
the use of tax file numbers; including the Higher Education Funding Act 1988;

(c) the and

(d) regulations under any Act or provisions referred to in paragraphs (a) to (c) of this
definition.

9.9 "Assstance agency law" for the purpose of these Guidelines means:

(@ those sections of the following Actsthat deal with the handling of tax file numbers for
the purposes of data-matching as set down in the Data-matching Program (Assistance
and Tax) Act 1990:

(i) theChild Care Act 1972;

(if)  the Student and Youth Assistance Act 1973;
(iii) the Social Security Act 1991;

(iv) the Veterans Entitlements Act 1986;

(b) the Data-matching Program (Assistance and Tax) Act 1990;

(c) relevant regulations made under any provisions referred to in paragraphs (a) and (b) of
this definition.
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9.10 “Superannuation law” for the purposes of these guidelines means:

(8 an Act for which the Insurance and Superannuation Commissioner has the general
administration; including the Superannuation Industry (Supervision) Act 1993.

9.11 “Trustee” for the purposes of these guidelines and in relation to superannuation funds is
given the same meaning as trustee is given in the Superannuation Industry (Supervision) Act
1993.

Table of amendments

Interim Guidelines were contained in the Privacy Act 1988 and came into effect 1 January 1989.
These were replaced with the Tax File Number Guidelines 1990, issued in May 1990 and which
came into effect October 1990. The 1990 Guidelines were replaced with the Tax File Number
Guidelines 1992, issued in September 1992 and which came into effect 21 December 1992.

The 1992 Guidelines were amended by two sets of amendments. Amendment 1996 No 1 was issued
on 9 October 1996 and commenced on 17 November 1996. Amendment 1996 No 2 was issued on 9
October 1996 and commenced on 16 February 1997, on the date of the commencement of Schedule
4 of the Taxation Laws Amendment (No.2) Act 1996. A notice regarding these two amendments was
published in the Government Gazette, GN 8, on 26 February 1997.
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Guideline affected How affected

Guideline 1.2 amended by 9.10.96 amendment (No.2) to include reference to
superannuation law

Guideline 2.1 amended by 9.10.96 amendment (No.1) to include reference to
superannuation law

Guideline 2.2 amended by 9.10.96 amendment (No.1) to include reference to
superannuation law

Guideline 2.3 (a), (b), and (c) amended by 9.10.96 amendment (No.1) to include reference to
superannuation law

Guideline 2.4 amended by 9.10.96 amendment (No.1) to include reference to
superannuation law

Guideline 3A inserted by 9.10.96 amendment (No.2)

Guideline 5.1 amended by 9.10.96 amendment (No.1) to include reference to
superannuation law

Guideline 5.2 (c) amended by 9.10.96 amendment (No.1) to include reference to
superannuation law

Guideline 6.1 (b) amended by 9.10.96 amendment (No.1) to include reference to
superannuation law

Guideline 7.1 amended by 9.10.96 amendment (No.1) to include reference to
superannuation law

Guideline 8.1 (b) amended by 9.10.96 amendment (No.1) to include reference to
superannuation law

Guideline 9.3 amended by 9.10.96 amendment (No.1) to include reference to
superannuation law

Guideline 9.5 (a) and (b) amended by 9.10.96 amendment (No.1) to reflect Department
name change

Guideline 9.7 (e) inserted by 9.10.96 amendment (No.1)

Guideline 9.8 (¢) deleted by 9.10.96 amendment (No.1)

Guideline 9.9 (a)(i) amended by 9.10.96 amendment (No.1) to reflect legislative
changes

Guideline 9.9 (a)(ii) amended by 9.10.96 amendment (No.1) to reflect Departmental
name change

Guideline 9.9 (a)(iv) deleted by 9.10.96 amendment (No.1)

Guideline 9.10 inserted by 9.10.96 amendment (No.1)

Guideline 9.11 inserted by 9.10.96 amendment (No.1)
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Classes of lawful tax file number recipients

Compiled by the Commissioner of Taxation and the Insurance and Superannuation
Commissioner pursuant to Tax File Number Guideline 3.1 and 3A.1

Sections 8WA and 8WB of the Taxation Administration Act 1953 protect the privacy of tax file
numbers by making it an offence to wrongfully request or receive tax file numbers, or to misuse or
give them to anyone but the Australian Taxation Office or another authorised user. The maximum
penalty that applies to offenders is a $10,000 fine and two years imprisonment.

The following isalist of the classes of lawful tax file number recipients.

The Australian Taxation Office uses tax file numbers in accordance with taxation laws for the
general administration of the income tax system. Tax file number information is used to administer
the system efficiently and effectively within the provisions of those laws.

Disclosure: Under sections 16 and 16A of the Income Tax Assessment Act 1936 and secrecy
provisions in other laws that the Commissioner of Taxation administers, the Tax Office may
disclose information to arange of bodies. Tax file number information may be disclosed to bodies
where necessary in connection with the investigation of a suspected breach of privacy or security,
for example the fraudulent use of tax file numbers. Tax file number information is also disclosed to
higher education institutions under the Higher Education Funding Act 1989. These institutions
appear elsewhere onthis list.

The Departments of Social Security, Employment, Education, Training and Youth Affairs,
Veterans Affairs, and Health and Family Services have the authority to request atax file number
from recipients of assistance payments such as pensions, benefits and allowances. The Departments
also usetax file numbers in carrying out matching activities under the Data-matching Program
(Assistance and Tax) Act 1990.

Disclosure: to the Tax Office. Also to officers of the Department of Social Security who are
responsible for the matching of data under the Data-matching Program (Assistance and Tax) Act
1990.

Employerswho pay or are liable to pay salary or wages as defined in subsection 221A(1) of the
Income Tax Assessment Act 1936. Salary or wages includes regular payments such as pensions,
benefits, allowances, annuities, superannuation and workers compensation. Under Division 3 of
Part VA of the Act employers collect tax file numbers from their employees' salary or wages under
the pay-as-you-earn (PAY E) taxation system. Employers record the tax file numbers in their
pay-roll system and use them to prepare their employees' group certificates or tax stamps sheets
under the PAY E system.

Disclosure: to the Tax Office.

Employers can collect the tax file numbers of their employees under the Superannuation Industry
(Supervision) Act 1993 in connection with the operation or the possible future operation of that Act.
The purpose of the collection isto pass the tax file number to the superannuation fund to which they
contribute on the employee's behalf.

Disclosure: to the trustee of a superannuation fund to which they contribute on behalf of the
employee.
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Paying authorities and €eligible paying authorities as authorised by the taxation laws in
connection with payments made by them under the Prescribed Payments System (PPS). Paying
authorities and eligible paying authorities collect tax file numbers on deduction forms and use them
to help determine the rate of tax to be deducted from the prescribed payment. They record the tax
file numbers with the payment details and report them to the Tax Office.

Disclosure: to the Tax Office.

Payers under the Reportable Payments System. These are persons who make reportable
payments. Theterms"payer” and "reportable payment™ are defined in Section 220AC of the
Income Tax Assessment Act 1936. Under Division 1AA of Part VA of the Act, payers record tax
file numbers provided to them by their payees (a person who receives a reportable payment) via
Reportable Payments Declarations. The Payer is required to send the Reportable Payments
Declaration to the Tax Office and to provide the Tax Office with an Annual Report of all reportable
payments made and details, including the tax file numbers, of payees.

Disclosure: to the Tax Office.

The Department of Employment, Education, Training and Youth Affairsin its capacity as an
administrator of the Higher Education Contribution Scheme (HECS) authorised under subsection
78(8) of the Higher Education Funding Act 1988. The Department processes details containing tax
file numbers on behalf of the Tax Office. It does not use, record or disclose the tax file numbersin
any other way or for any other purpose.

Disclosure: to the Tax Office.

Higher education institutions as listed in section 4 of the Higher Education Funding Act 1988
authorised under subparagraph 41B(2) of that Act for the purposes of administering the Higher
Education Contribution Scheme (HECS). The institutions receive tax file numbers on Payment
Option Forms from students, send forms to the Tax Office, and keep arecord of thetax file
numbers for notification of the HECS debt to the Tax Office. Students can also lodge tax file
number applications/enquiry forms with institutions and the institutions receive lists from the Tax
Office with the tax file number details of such students.

Disclosure: to the Tax Office. The institutions do not disclose the file numbers to the Department of
Employment, Education, Training and Y outh Affairs.

Superannuation bodies, Employers and the Superannuation Holding Accounts Reserve can
collect tax file numbers for taxation purposes under the Small Superannuation Accounts Act 1995
and the Income Tax Assessment Act 1936.

Disclosure: Employers can disclose tax file number to superannuation bodies and the
Superannuation Holding Accounts Reserve. Superannuation bodies can disclose tax file numbersto
the Tax Office.
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Regulated Superannuation Funds, Regulated Exempt Public Sector Superannuation Schemes
(asdefined for the purposes of Part 25A of the Superannuation Industry (Supervision) Act
1993), and Approved Deposit Funds can collect tax file numbers of beneficiaries and applicantsto
become beneficiaries in connection with the operation or the possible future operation of that Act.
The purpose of the collection is to alow the location and identification of member's benefits where
other identification material is insufficient to do so. The fund can also use the tax file number for
the purpose of deducting correct taxation from eligible termination payments, and for making
reports to the unclaimed money register administered by the Tax Office.

Disclosure:

* toother regulated superannuation funds, regulated exempt public sector superannuation
schemes, and approved deposit funds, when the benefits of members are transferred to the other
fund, unless the owner of the tax file number requests in writing that the number not be
disclosed.

* tothe Tax Office when reporting for the purposes of the unclaimed money register, or for
eligible termination payment administration.

The Child Support Agency collects child and spouse maintenance payment from non-custodial
parents as authorised under the Child Support (Registration and Collection) Act 1988 and the Child
Support (Assessment) Act 1989. The Agency collects tax file numbers on application forms from
parents and uses them to identify payments and generally administer the Act.

Disclosure: Nil.

Tax agents, solicitors and accountants. Tax agents registered under Part VIIA of the Income Tax
Assessment Act 1936, solicitors and accountants and other people acting on behalf of an individual
may collect the tax file numbers of their clients and use them as necessary to conduct the client's
affairs.

Disclosure: to the Tax Office and the client only.

I nvestment bodies authorised to receive tax file number information under section 202DB of the
Income Tax Assessment Act 1936 for the purpose of providing investment income reportsto the Tax
Office under taxation laws. The following organisations are examples of investment bodies:

Banks within the meaning of the Banking Act 1959.
Disclosure: to the Tax Office.

The Reserve Bank of Australia
Disclosure: to the Tax Office.

State Banks within the meaning of paragraph 51 (xiii) of the Constitution.
Disclosure: to the Tax Office.

Building societies, cooper ative housing societies or similar societies which are registered
or incorporated under alaw relating to such societies that isin force in a State or Territory.
Disclosure: to the Tax Office.

Credit Unions which are registered or incorporated under alaw relating to credit unions that
isin force in a State or Territory.
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Disclosure: to the Tax Office.

Government bodiesor Authorities of the Commonwealth, a State or Territory in their
capacity as investment bodies as explained in subsection 202D(1) in the Income Tax
Assessment Act 1936.

Disclosure: to the Tax Office.

M anagers of unit truststo which a unit trust scheme relates as defined in section 202A of
the Income Tax Assessment Act 1936.
Disclosure: to the Tax Office.

Public companies within the meaning of the Companies Act 1981 or alaw in force in a State
or Territory that corresponds to that Act.
Disclosure: to the Tax Office.

Security dealer s for the purposes of the Corporations Law.
Disclosure: to the Tax Office. A securities dealer may also disclose tax file number
information to investment bodies when making investments on behalf of a client.

Solicitor s as defined in section 202A of the Income Tax Assessment Act 1936.
Disclosure: to the Tax Office. A solicitor may also disclose tax file number information to
investment bodies when making investments on behalf of a client.

In addition to the classes of lawful tax file number recipients listed above, paragraphs 8WA(l)(a),
(b) and (c) of the Taxation Administration Act 1953 provide that in certain circumstances, other
people and organisations can require or request tax file numbers. Generally, the reason for the
requirement or regquest would need to be ataxation related one. For example, the Administrative
Appeals Tribunal may request atax file number when it receives an appeal from a taxpayer against
ataxation assessment. People appointed to perform a duty arising from any Act administered by the
Commissioner of Taxation may in certain circumstances also request atax file number. An example
of this are members of the Tax Agents Board in their capacity as members of that Board.

In addition, a person's representative could require or request atax file number when acting on
behalf of that person, providing the proper authority has been given. Thisis consistent with part (b)
of the definition of "approved recipient" described at 9.2 of the Tax File Number Guidelines 1996.
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