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Dear Committee,

Something that people may not have brought up with you,
is the prevalence of malicious "Adware". This is something which seethes
away in the background and connects people with Malware via seemingly
legitimate links. Anti-Virus 2009 is one of the most infamous of these. The
user is lured via advertising on websites to a supposedly free Anti-virus
download which then continually badgers the user via pop-ups to pay for a
product which they don't need, telling them that they have infections that
they don't have. They also insert entries in web pages as the users surf the
web. For instance, as the user loads a www.google.com search result, it
inserts a link to its payment site into the results.

The FBI have just issued the below Press Release -:

http:/ /www.fbi.gov /pressrel / pressrel09/popup121109.htm

which goes to explain some of the results of this threat.

Of course these things all go back to a central website;
browserprotectioncenter.com in the case of antivirus 2009. And naturally,
the Australian Protected Network model could protect Australian internet
users from these sorts of threats quite easily. Within a short time of these
sites going up, the network could react to protect users.
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Pop-Up Security Warnings Pose Threats

The FBI warned consumers today about an ongoing threat involving pop-up security messages that
appear while they are on the Internet. The messages may contain a virus that could harm your
computer, cause costly repairs or, even worse, lead to identity theft. The messages contain
scareware, fake or rogue anti-virus software that looks authentic.

The message may display what appears to be a real-time, anti-virus scan of your hard drive. The
scareware will show a list of reputable software icons; however, you can’t click a link to go to the
real site to review or see recommendations. Cyber criminals use botnets—collections of
compromised computers—to push the software, and advertisements on websites deliver it. This is
known as malicious advertising or “malvertising.”

Once the pop-up warning appears, it can’t be easily closed by clicking the “close” or “X” buttons. If

you click the pop-up to purchase the software, a form to collect payment information for the bogus
product launches. In some instances, the scareware can install malicious code onto your computer,
whether you click the warning or not. This is more likely to happen if your computer has an account
that has rights to install software.

Downloading the software could result in viruses, malicious software called Trojans, and/or
keyloggers—hardware that records passwords and sensitive data—being installed on your
computer. Malicious software can cause costly damages for individual users and financial
institutions. The FBI estimates scareware has cost victims more than $150 million.

Cyber criminals use easy-to-remember names and associate them with known applications. Beware
of pop-up warnings that are a variation of recognized security software. You should research the
exact name of the software being offered. Take precautions to ensure operating systems are
updated and security software is current. If you receive these anti-virus pop-ups, close the browser
or shut down your computer system. You should run a full anti-virus scan whenever the computer is
turned back on.

If you have experienced the anti-virus pop-ups or a similar scam, notify the Internet Crime Complaint
Center (IC3) by filing a complaint at www.ic3.gov.
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